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Analysis Report https://lcovid19.protected-forms.com/X...

Overview

General Information

Sample URL: https://covid19.protected-f
orms.com/XWkKZKNVRYQ
mFTVmxrVkRoek9VTkdX
RzVHW|NBM2...aejA5LS0
yNjIOMmMEYNmMUSMTE4Nz
Y5Nzk4YzQ5Nzk4MGQyM
GYxNmNiYmE1MGQy?cid
=874637403

Analysis ID: 431202
Infos: ;f il &

Most interesting Screenshot:

KnowBe4

Oopst
You clicked on a simulated phishing test!

Process Tree

= System is wl0x64

Detection

Score:
Range:
Whiteliste

Confidence:

Signatures

No high impact signatures.

Classification

. @ iexplore.exe (PID: 5948 cmdline: ‘C:\Program Files\Internet Explorer\iexplore.exe’ -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 4768 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:5948 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signhature Overview

Copyright Joe Security LLC 2021
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Click to jump to signature section

There are no malicious signatures, click here to show all signatures

Mitre Att&ck Matrix

Initial Privilege  Defense Credential
Access Execution Persistence Escalation Evasion Access
Valid Windows Path Process Masquerading oS
Accounts Management  Interception Injection Credential
Instrumentation Dumping
Default  Scheduled Boot or Boot or Process LSASS
Accounts Task/Job Logon Injection Memory
Initialization  Initialization
Scripts Scripts
Domain At (Linux) Logon Script Logon Obfuscated Files Security
Accounts (Windows) or Information Account
(Windows) Manager
Behavior Graph
ID:
URL:
Startdate:

Copyright Joe Security LLC 2021

Architecture:

Score:

favicon.ico {4

ipv4.imgur.map.fastly.net

151.101.112.193, 443, 49730, 49731
FASTLYUS

United States

Lateral
Discovery Movement Collection Exfiltration
File and Remote Data from  Exfiltration
Directory Services Local Over Other
Discovery System Network
Medium
Application  Remote Data from  Exfiltration
Window Desktop Removable Over
Discovery Protocol Media Bluetooth
Query SMB/Windows Data from Automated
Registry Admin Shares Network Exfiltration
Shared
Drive
Behavior Graph
431202 MALICIOUS
https://covid19.protected-f... SUSPICIOUS
08/06/2021
WINROWS UNRN O
0

started

s

@ iexplore.exe

[
G Y

. 2 84

started

@ iexplore.exe

s

cdnjs.cloudflare.com c‘
104.16.18.94, 443, 49722, 49723
CLOUDFLARENETUS

United States

Command Remote
and Network Service
Control Effects Effects Impa
Encrypted Eavesdrop on Remotely Modif
Channel Insecure Track Device Syste
Network Without Partiti
Communication Authorization
Non- Exploit SS7to Remotely Devic
Application Redirect Phone Wipe Data  Lockc
Layer Calls/SMS Without
Protocol Authorization
Application Exploit SS7to  Obtain Delets
Layer Track Device  Device Devic
Protocol &g Location Cloud Data
Backups

-
13

«Q
[+
=3
o

+ &0 o EE ]

)ES B E

i
i
=

D@ 2 i~

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

6 other IPs or domains
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

@ hitps://secured-login.net/pages/c3955b 1 c48a/XWIZKNVRYQmFTVmxrVkRoek9V Tkd XRzV HWjNBM2RtMDBRMIptZVRkdGNFUjFZek\ ~ @ €& | | Search..,

& secured-login.net % |LT

KnowBe4

Hurman error. Canquered.

Oops!
You clicked on a simulated phishing test!

Remember these three rules to stay safe online:

01 02 03

Always stop, look, Check for red flags Verify suspicious

and think before you that indicate a emails with the
click! phishing attack is sender through a
happening. different medium.

Remember: Always report suspicious emails to your supervisor or IT team.
There are many ways that internet criminals will try to scam you. Stay
alert—YOU are the last line of defense!

ganizations that are referenced in the email mr ge have no iation with KnowBe4, Inc. and do not enderse the services of KnowBe4, Inc. The
purpose of this message is to demonstrate how phi n appear to be legitimate emails from reputable companies.

o ENCEEEY

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label

http://https://covid19.protected- 0% Virustotal
forms.com/XWKZKNVRYQmFTVmxrVkRoek9VTkdXRzVHWNBM2RtMDBRMIptZVRkdGNFUjFZekV6Z
WxKbIJEZZFIMIZCTWxoTIVXaG5aMHRoYW1kc09VSnlja2xZYke5MIYwdzNOWFpsVERWNUsxWXZiVkJ
5YURreFUzTk9kbGt4ZWtoSGRYa3dTM1ppY1hkTOx6Y3pSMFIXVjNsSMWRXNVRIRNBCZURZMGJIVWk
NIRIJOTVAGM1REZEhNRNAOZWS5keksy TmFZV2hPWVRGd1Z6 Tm9iRFVyVIhnd1UwdHhOVKUOYTJsR
GRXMDBjMIZOUFMwdGVsSnhIVIJOWKZKRINIVjZZbEpUYkVscGIUQTJaejA5L SOyNjIOMmMEYNmUSMT
E4NzY5Nzk4YzQ5Nzk4AMGQyMGYXNmMNiYmMELIMGQy?cid=874637403

http://https://covid19.protected- 0% Avira URL Cloud safe
forms.com/XWKZKNVRYQmFTVmxrVkRoek9VTkdXRzVHWNBM2RtMDBRMIptZVRkdGNFUjFZekV6Z
WxKbIJEZZFIMIZCTWxoTIVXaG5aMHRoYW1kc09VSnlja2xZYke5MIYwdzNOWFpsVERWNUsxWXZiVkJ
5YURreFUzTk9kbGt4ZWtoSGRYa3dTM1ppY1hkTOX6Y3pSMFIXVjNsSMWRXNVRIRNBCZURZMGJIVWk

NIRIJOTVAGM1REZEhNRNAOZW5keksy TmFZV2hPWVRGA1Z6Tm9iRFVyVIhnd1UwdHhOVKUOYTJIsSR
GRXMDBjMIZOUFMwdGVsSnhIVIJOWKZKRINIVjZZbEpUYkVscGJIUQTJaejA5LSOyNjIOMMEYNmUSMT
E4NzY5Nzk4YzQ5Nzk4AMGQyMGYXNmMNiYmMEIMGQy?cid=874637403

Copyright Joe Security LLC 2021
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Browse
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https://www.virustotal.com/gui/url/9ba75ea670fefe6b0507412bac715ae032274b4527776c082bb3913acc3f5232/detection/u-9ba75ea670fefe6b0507412bac715ae032274b4527776c082bb3913acc3f5232-1623157383

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http://https://chmin.github.io/flatpickr/examples/#flatpickr-external-elements 0% Virustotal Browse
http://https://chmin.github.io/flatpickr/examples/#flatpickr-external-elements 0% Avira URL Cloud safe
http://https://covid19.protected- 0% Avira URL Cloud safe
forms.com/XWkZKNVRYQmFTVmxrVkRoek9VTkdXRzVHWNBM2RtMDBRMIptZVRkdGNFUjFZekV

http://getbootstrap.com) 0% Avira URL Cloud safe
http://https://w3c.github.io/IntersectionObserver/#intersection-observer-interface 0% Avira URL Cloud safe
http://docs.closure-library.googlecode.com/git/closure_goog_date_date.js.source.html 0% Avira URL Cloud safe
http://https://www.nathanaeljones.com/blog/2013/reading-max-width-cross-browser 0% Avira URL Cloud safe
http://https://www.anujgakhar.com/2014/03/01/binary-search-in-javascript/ 0% Avira URL Cloud safe
http://www.robertpenner.com/easing/ 0% URL Reputation safe
http://www.robertpenner.com/easing/ 0% URL Reputation safe
http://www.robertpenner.com/easing/ 0% URL Reputation safe
http://https://w3c.github.io/IntersectionObserver/#calculate-intersection-rect-algo 0% Avira URL Cloud safe
http://flightschool.acylt.com/devnotes/caret-position-woes/ 0% URL Reputation safe
http://flightschool.acylt.com/devnotes/caret-position-woes/ 0% URL Reputation safe
http://flightschool.acylt.com/devnotes/caret-position-woes/ 0% URL Reputation safe
http://www.robertpenner.com/easing) 0% URL Reputation safe
http://www.robertpenner.com/easing) 0% URL Reputation safe
http://www.robertpenner.com/easing) 0% URL Reputation safe
http://https://secured-login.ted- 0% Avira URL Cloud safe

forms.com/XWKZKNVRYQmFTVmxrVkRoek9VTkdXRzVHWjNBM2RtMDBRMIptZVRKdGNFUjFZekV

http://https://w3c.github.io/IntersectionObserver/#intersection-observer-entry 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name IP Active Malicious Antivirus Detection Reputation
cdn2.hubspot.net 104.17.242.204 true false high
s3.amazonaws.com 52.216.88.141 true false high
cdnjs.cloudflare.com 104.16.18.94 true false high
secured-login.net 34.226.85.79 true false unknown
landing.training.knowbe4.com 34.226.85.79 true false high
ipv4.imgur.map.fastly.net 151.101.112.193 true false unknown
covid19.protected-forms.com unknown unknown false unknown
i.imgur.com unknown unknown false high
favicon.ico unknown unknown false unknown

Contacted URLs

Name Malicious Antivirus Detection Reputation

http:ifhttps://secured- false unknown
login.net/pages/c3955b1c48a/XWkZKNVRYQmFTVmxrVkRoek9VTkdXRzVHW]NBM2RtMDB
RMIptZVRkdGNFUjFZekV6ZWxKbIJEZzFiMIZCTWxoTIVXaG5aMHRoYW1kc09VSnlja2xZYkc
5MIYwdzNOWFpsVERWNUsxWXZiVkJ5YURreFUzTk9kbGt4ZWtoSGRYa3dTM1ppY1hkTOx
6Y3pSMFJIXVjNsSMWRXNVRIRNBCZURZMGJIVWKNIRIJOTVAGM1REZEhNRNAOZW5keksy T

mFZV2hPWVRGA1Z6Tm9iRFVyVIhnd1UwdHhOVKUOY TISRGRXMDBjMIZOUFMwdGVsSnhl
VIJOWKZKRINIV]ZZbEpUYkVscGJIUQTJaejA5LSOyNjIOMMEYNmMUSMTE4NzY5Nzk4YzQ5Nz

kdMGQYMGYXNmMNiYmEIMGQy
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https://www.virustotal.com/gui/url/7cec354479135f6d01cc8ddc4716f63271dc98bdf003ec317f1e0d8dad022a44/detection/u-7cec354479135f6d01cc8ddc4716f63271dc98bdf003ec317f1e0d8dad022a44-1514385180

URLs from Memory and Binaries

Contacted IPs

Public
P Domain Country Flag ASN ASN Name Malicious
151.101.112.193 ipv4.imgur.map.fastly.net  United States £S5 54113 FASTLYUS false
104.16.18.94 cdnjs.cloudflare.com United States £S5 13335 CLOUDFLARENETUS false
52.216.88.141 s3.amazonaws.com United States = 16509 AMAZON-02US false
104.17.242.204 cdn2.hubspot.net United States £S5 13335 CLOUDFLARENETUS false
34.226.85.79 secured-login.net United States £S5 14618 AMAZON-AESUS false
General Information
Joe Sandbox Version: 32.0.0 Black Diamond
Analysis ID: 431202
Start date: 08.06.2021
Start time: 15:15:11
Joe Sandbox Product: CloudBasic
Overall analysis duration: 0Oh 3m 49s
Hypervisor based Inspection enabled: false
Report type: light
Cookbook file name: browseurl.jbs
Sample URL: http://https://covid19.protected-forms.com/XWKZKNVR
YOMFTVmxrVkRoek9VTkdXRzVHWNBM2RtMDBRMI
ptZVRkdGNFUjFZekV6ZWxkbIJEZzFIMIZCTWxoTIVXa
G5aMHRoYW1kc09VSnlja2xZYkc5MIYwdzNOWFpsVE
RWNUsxWXZiVkJ5YURreFUzTk9kbGt4ZWtoSGRYa3
dTM1ppY1hkTOX6Y3pSMFIXViNSMWRXNVRIRNBCZ
URZMGJIVWKNIRIJOTVAGM1REZEhNRNAOZW5keksy
TmFZV2hPWVRGd1Z6Tm9iRFVyVIhnd1UwdHhOVKUO
YTJsRGRXMDBjMIZOUFMwdGVsSnhIVIJOWKZKRINI
VjZZbEpUYkVscGIUQTJaejA5LSOyNjIOMmMEYNmU5SM
TE4NZzY5Nzk4YzQ5Nzk4AMGQYMGYXNmMNiYMEIMGQ
y?cid=874637403
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8
Update 211
Number of analysed new started processes analysed: 13
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: CLEAN
Classification: clean0.win@3/28@7/5
Cookbook Comments: e Adjust boot time
e Enable AMSI
Warnings: Show All

Simulations

Behavior and APIs

No simulations
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Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\DOMStore\DNTVAT80\secured-login[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Exploren\iexplore.exe

ASCII text, with no line terminators

dropped

26

2.469670487371862

false

3:D90aK1r0aKb:JFK1rFKb

132294CA22370B52822C17DCB5BE3AF6
DD26B82638AD38AD471F7621A9EB79FED448A71C
451ABBEOAEFC000F49967DABF8D42344D146429F03C8C8D4AESE33FF9963CF77
6D5808CAD199A785C82763C68FOAE1F4938C304B46B70529EA26B3D300EF9430AD496C688D95D01588576B3A577001D62245098137FD5CD825AD62E17D36F15C
false

low

<root></root><root></root>

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{1BEF76F7-C8A7-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\internet explorer\iexplore.exe

Microsoft Word Document

dropped

30296

1.8604726868512316

false
48:lwuGceprXjGwpLThG/ap8oGIpct7bWGvnZpvt7UGoHgp9t7wGo4FpmtK+GWRN9thw:ryZX9ZJ2IWDttHftHFMtRtftrft5cX
4B8E727B034DED882A2E1FF805C7D8DD

B46C78A1FC9773B7E080BC88C49CELE476CFEOCT
98A06AEOD94C08A4F1D7558AA33D83754760F446D43E959C821915B6FBF92C64

97F95B8084B32E8743462EEBAB18F69DCB208B3D33FCCIC2E7B7520BDE487BBF55CBD235A500010577D989A4C49833F47A7CB5DE43BA69B5BC07BD5247341B
C

false

low
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{1BEF76F7-C8A7-11EB-90E4-ECF4BB862DED}.dat

Preview:

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{1BEF76F9-C8A7-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

Microsoft Word Document

dropped

37278

2.565041504864698

false
192:rJZu9QCBAKA]jI2VWrMD8c06hQmPj06jRO6T063r06106D06I06KO6HKg:r/uCtNCcsYwe8mPjHIFrHXHORN
AAB70BC27375039AB0983CDA3C690392

7D4348FEFF6DAOAEABC5E88AFD870F99DC89D281
1E2ED73139CC5EA42331A6593C5FB5320DAF05EF65E1D6FIF88317675DC858B5

B116FEEA051402917290D6C06798CDCDE316065CD1BBEEF341006C77AF83D32FAB7698DD3BD947205F3EDODODAA423439E4759074FFA9D1D2592E7A7CECS5AC
5

false

low

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{23ACB7E6-C8A7-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

Microsoft Word Document

dropped

16984

1.5642020207394023

false

48:1wZGceprYjGwpalG4pQ5GrapbSpGQpK7G7HPRLTGIpG:r/ZY9Q36ZBSJA6ThA
094CC6C276C1742A6028DCFE83B061AB
9D7EBD3EE6BAS5AB47887252D2E11CB2A10720375
5088EF53C8BEECCD7141B4BDF2E8F3A096D494595025D700BCB56DDED3B28A44
D2D5A17A74B621C915001E597FF91125F50CCCA78BBF3A2136B21C6C7565803E57651D509A287F2C7FA89FDD190D7C1C48C9919FE842EF491538791419A1FBAT

false

low

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.0666373075347355

false

12: TMHANMNxOEBQONWimI002EtM3MHANMNXOEBqVInWimI000bVbkEtMb:2d6NxOaQ0SZHKd6NxOaiSZ76b
AFE1FC58F23CD253D8FF5A19CF1084B2

B1A599F75C8A648ABB08A6628E447EB63250F741
D042165B69F135631F7831816D55D872048A142ECB1311C8AF22D005DF45523D
AE27EOEEO8F05FD34F7B18941E44A048289ADA04B99BAF31866C286DAD4764870610865FF30E2FD550500EC1AC11BB7033979B0009BF844B497B0034FA3FF441
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xf4ada3c0,0x01d75ch3</date><
accdate>0xf4ada3c0,0x01d75ch3</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xf4ada3c0,0x01d75cbh3</date><accdate>0
xf4b72d3c,0x01d75ch3</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile
></msapplication></browserconfig>..

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-18270793970\msapplication.xml

Process:

C:\Program Files\internet explorer\iexplore.exe
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-18270793970\msapplication.xml

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.071032646743542

false
12:TMHdNMNxe2kBQOnWimI002EtM3MHANMNxe2kBQONWimI00Obkak6EtMb:2d6Nxr6 QOSZHKdENxr6 Q0SZ7Aa7b
9BEE7E96DE811B3C4B133A3B80AD4496

282C77920950555AAE0945609F1F7E17EA021795
26E21A93FB7F091EA3E33FC1A8199B367ECD1AB527534DF9DE17EC679EBA5891

326C619EC102CDFEFCAACEDDI16E9Q0E7494235A8CA7156EE966DF2FF35387E964DD094F38651603820530B7744D0AF2AACBI9FB10C812066CB277FESB5D617D6:!
E

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xf4ada3c0,0x01d75ch3</date><a
ccdate>0xf4ada3c0,0x01d75ch3</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xf4ada3c0,0x01d75ch3</date><accdate>0xf
4ada3c0,0x01d75ch3</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Amazon.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

662

5.115478915032624

false

12: TMHANMNXxvLrVJIVInWimI002EtM3MHANMNXVLrVJIVInWiml000bmZEtMb:2d6NxvXSZHKABENxvXSZ7mb
7EBD26A93E47E7BF75EEDF417184D109

C1C8CD1DEAOB359BA02CFECID74CA514807EAS7E
1274E400A4B2A995551E12B2B2697A61A3BF982CDAAF5DF2C8D81B78759B89F6

9BCF5673E6A69D1B7FC1CF411E19EFC60C9BFF97791CAADCESS5FD13A93E079D3DEGS5428F2B819BF19DD4E7C5DD5A0DB53949DBF22EE3281E62993716A8BC5
3B

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xf4b72d3c,0x01d75cb3</date>
<accdate>0xf4b72d3c,0x01d75ch3</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xf4b72d3c,0x01d75ch3</date><accda
te>0xf4b72d3c,0x01d75ch3</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

647

5.066050376733735

false

12: TMHANMNxiBQONWimI002EtM3MHANMNxiBQONWiml00Obd5EtMb:2d6NXAQOSZHKAENXAQOSZ7Jjb
275E15C0A486DA583D99797DAC78B497

50A7D5651F361A080AC715410599DE4DA4A4CB80
5CCDEEA47FD75B6294CF9F1F82AF22D5BA41AEB059421E19FBF3757B8FB3CB7D

B58F83A111809A80CCA2DA14B5EA2C2B43F9FD5078D5SADCAEDSIE92BA77AF767FC2DFB4953BFD4744FAFE62A3C44BESFF6EAF93D1160BB8B7C348587AA8BA
OEE

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xf4ada3c0,0x01d75ch3</date><acc
date>0xf4ada3c0,0x01d75ch3</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xf4ada3c0,0x01d75ch3</date><accdate>0xf4ada
3c0,0x01d75ch3</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-6757900\msapplication.xml

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators
dropped

656
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-6757900\msapplication.xml

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

5.1255465699733

false

12: TMHANMNxhGwrVJVInWimI002EtM3MHANMNXhGwrVJIV9nWimI000b8K075EtMb:2d6NxQeSZHKd6NxQeSZ7YKajb

5E953CD9CDCF1E69A4022F19FE2F66CC

23F4642613FDBB4812D3E2F1237B5DEA1944C090

AE0577A63A93CBOE2F97FEDA6A15B1A5122E194871150245A916A8D1B00C785E
50D06E3F36F17F0D44CA353C3706AD09145B927D8C193DAEOD82468736D2215E95E303FCBOFCDE4403B7ED45DBAES35694C25788FDI3DES2F7B6461EA62EGFS
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xf4b72d3c,0x01d75ch3</date><
accdate>0xf4b72d3c,0x01d75ch3</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xf4b72d3c,0x01d75ch3</date><accdate>0
xf4b72d3c,0x01d75ch3</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.051434655959557

false

12: TMHdNMNx0nBQONWimI002EtM3MHANMNx0nBQONWiImIO0ObxEtMb:2d6Nx0BQOSZHKd6NX0BQOSZ7nb
E857EB182C16DE328BEFF3DCAF8DB4A3

AO05C2DCDE275F4DDC7DFD1BA12340F48862BE953
30F749915D4B1F555F874E6012DEA2F7C36575931802D9D34ADDEB25C2F275A1
61DCA551C0O3F6FCC3324465D47960958D89E04A824BCFO1EFSEA2E720FAS6A0EA3A4AC224D6301C0F915F19D58642A562A0DC44E6AC600D888080612D11B4CF
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xf4ada3c0,0x01d75ch3</date><a
ccdate>0xf4ada3c0,0x01d75ch3</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xf4ada3c0,0x01d75ch3</date><accdate>0xf
4ada3c0,0x01d75ch3</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoftlinternet Explorer\Tiles\pin20259167780\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.091319364540433

false

12: TMHANMNxxBQONWimI002EtM3MHANMNxxBQONWimI000b6Kg5EtMb:2d6NXxDQOSZHKd6NXDQOSZ70b
25B3BA7147256064794F2674577822BC

372545A6B1CE30205C718EBE653E592D61C63725
621E04B3D56EA36132DE78935B6C8239AC6A0E2C469D488D04E217CEB3CF569D

D5FED61DDCD993AC61E13922B3DFE72E7DE2D30BBEBA7AA50377373F8D4229C6E9B54B46250347A29C402EC6C431F5A3ED764774C4235FAC98EG68DDFF47CF
37

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xf4ada3c0,0x01d75ch3</date><
accdate>0xf4ada3c0,0x01d75ch3</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xf4ada3c0,0x01d75ch3</date><accdate>0
xf4ada3c0,0x01d75ch3</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\NY Times.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin20332743330\msapplication.xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

659

5.064562415132592

false

12: TMHdNMNxcBQOnWimI002EtM3MHANMNxcBQONWimI00ObVEtMb:2d6NxyQ0SZHKd6NxyQ0SZ7Db
483351B8DCBB7CC81F3DC30128590F48

634DD82A05860F82389B59CD47316050002FAD32
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C:\Users\user\AppDatal\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

SHA-256: FABDEA79CF52BE219B88DCC72FDE9A1AICF04B6F28E4E7651B72111ABD24F460

SHA-512: 1E3988D20333DA52054DA9D92EB07F77FE9D4E4055123F5B75064B5D2D7D9782617E50485176 C3ED6D1EBF85ACCE09B15E5644D156834318D29F557C77B89BES
Malicious: false

Reputation: low

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xf4ada3c0,0x01d75ch3</date>
<accdate>0xf4ada3c0,0x01d75ch3</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xf4ada3c0,0x01d75ch3</date><accdate
>0xf4ada3c0,0x01d75ch3</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook
.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin8215062560\msapplication.xml

Process: C:\Program Files\internet exploreniexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 653

Entropy (8bit):  5.052128092659896

Encrypted: false

SSDEEP: 12: TMHdNMNxfnBQONWimI002EtM3MHANMNxfnBQONWimI00Obe5EtMb:2d6NxZQ0SZHKdENXZQ0SZ7ijb

MDS5: 952E66772BFE9848BF841897D7CEA4F7

SHA1L: 0545075FD127E97E427C91CF02F9694B6370F4F1

SHA-256: E6ABFDAB04EA2E41F733E371E47A2085A3BB5C646B94926AD1EASADBFIBBDCCB

SHA-512: 5626C165D6646DD500008E2A1499AE58AFD8E37F8B1287EB34C17155E33331F8701A0DA3B47C8FAE00197314AA26569AC6E9DODF3DCE457CEBABE339ECAAA3
B6

Malicious: false

Reputation: low

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xf4ada3c0,0x01d75ch3</date><a
ccdate>0xf4ada3c0,0x01d75ch3</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xf4ada3c0,0x01d75ch3</date><accdate>0xf
4ada3c0,0x01d75ch3</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Google.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\application-90929fee9f5daac0eca637129a780171565a15cebe060e2d86
c95ffac685fd7b[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 4008497

Entropy (8bit):  5.095997159612487

Encrypted: false

SSDEEP: 49152:AwAmDITFyA6TVIMAeuljHmclkp5W5FHAZzJ7CjhBOZyA9At+zORaseqlyT7cZdTA8:8Z
MD5: EA43F2BF3329E6FECFCE657D8788AFC6

SHA1L: D9C95A9DA90AEFBOD27D54001FC495A4B8040942

SHA-256: 3F9643CF23457F5E352C895A1B9B7D12BFCDA608697713COAADDA634B1EDD7E6G
SHA-512: 1D63BBB463ED835C353ADCD39D3227093115B7F7E5A4BE8B35442C8644091FDIEIBO54C55ADAA4B2889856C9939F367667182E64BAD849BAESD094BD3970088
Malicious: false

Reputation: low

IE Cache URL:  http:i/https://secured-login.net/assets/application-90929fee9f5daacOeca637129a780171565a15cebe060e2d86c95ffac685fd7b.js

Preview:
/I Array fill.if ('Array.prototype.fill) {. Object.defineProperty(Array.prototype, fill', {. value: function(value) {.. ~ // Steps 1-2..  if (this == null) {. throw new Ty
peError(‘this is null or not defined’);.  }..  var O = Object(this);.. ~ // Steps 3-5..  varlen = O.length >>>0;..  // Steps 6-7..  var start = arguments[1];.  var

relativeStart = start >>0;..  // Step 8..  var k = relativeStart < 0 ?. Math.max(len + relativeStart, 0) :. Math.min(relativeStart, len);.. ~ // Steps 9-10..  var
end = arguments[2];.  var relativeEnd = end === undefined ?. len:end>>0;.. //Step11l.. var final =relativeEnd <0 ?. Math.max(len + relativeEnd, 0) :.
Math.min(relativeEnd, len);..  // Step 12..  while (k < final) {. O[K] = value;. k++;. }. [/ Step13.. return O;. }. });.}..// Object.values.Object.values =

Object.values ? Object.values : f

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\landing-watermark-8487e36eeflbec74f06631f19fea0aal71c208e29763
73cda5bd0a4b9e230903[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 1471

Entropy (8bit): 4.754611179426391

Encrypted: false

SSDEEP: 24:y40r8CQ040agx40mC400XLaR404hZYmx40vGk40vG/140vGhH40VhZ40UrCmn:xdDgCFEIBZgnTOHTN
MD5: 15E89F9684B18ECA43EE51F8D62A787C3

SHAL: 9CBAAACEAE96845ECD3497F41EE3B02588ABEC11

SHA-256: 16F13E16A7EF02FB6F94250AA1931DED83DBEESDIFAD278E33DD5792D085194F

SHA-512: 79E0110A045F28437D192290AC9789270CB0D4E676A985564746DB439992D867BA89639D7738E2A7F7D83BBF37D9A02CAA2AELIDCAEOEE2519797E5840A47FABE
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\landing-watermark-8487e36eeflbec74f06631f19fea0aal71c208e29763
73cda5bd0a4b9e230903[1].css

Malicious:
Reputation:
|IE Cache URL:

Preview:

false
low

http://https://secured-login.net/assets/landing-watermark-8487e36eef1bec74f06631f19feadaal71c208e2976373cda5hd0a4b9e230903.css

/*line 1, app/assets/stylesheets/landing-watermark.scss */..watermark {. -webkit-writing-mode: vertical-rl;, ~ -ms-writing-mode: tb-rl;. writing-mode: vertical-rl;.
text-orientation: sideways;.}../* line 4, app/assets/stylesheets/landing-watermark.scss */..watermark.left {. left: 0;.}../* line 7, app/assets/stylesheets/landing-watermark.scss
*/..watermark.right {. right: 0;.}../* line 10, app/assets/stylesheets/landing-watermark.scss */..watermark.top {. text-align: center;. -webkit-writing-mode: horizontal-th;. -
ms-writing-mode: Ir-tb;. writing-mode: horizontal-tb;. top: -38px;.}../* line 15, app/assets/stylesheets/landing-watermark.scss */..watermark hl {. -webkit-user-select:
none;. -moz-user-select: none;.  -ms-user-select: none;. user-select: none;. font-size: 15px;. color: #fdfdfa;. font-weight: bold;.}../* line 24, app/assets/
stylesheets/landing-watermark.scss */.#template_sei .watermark.left {. margin-left: -10px;.}../* li

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\modernizr-79e0181ec91aff04bb01d87cba546535ede843f75d19f5c60f66

b8dd6546971f[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: HTML document, ASCII text

Category: downloaded

Size (bytes): 51364

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

4.630626843010533

false

1536:TRCJJI/KpVsnpxvXmET56JYFE7qbe/7Y 8fjWWy+4GrkfwuXxJ44ipW/VPRLG277ts:TS/FpzarzCT71Pts
BF2F96E6233DE3D8C0346085AC28248A

4DB267704D7E3FB2489CF96E82862A2245CD9311
EE94DDAOAF1FC5C5045741B39E54136015365EEDCA34095F1D3C666998BB442D

D4DB54380D135D9F5AAA03727CC88037B014C1057A3061C3D173EBS8DACECT7E4A2F71CFCA1478E8E15C093D510EEE80668C2038691EAEB21958942089F0DDIC!
C

false
low

http://https://secured-login.net/assets/modernizr-79e0181ec91aff04bb01d87cha546535ede843f75d19f5c60f66b8dd6546971f.js

/¥1. * Modernizr v2.7.1. * www.modernizr.com. *. * Copyright (c) Faruk Ates, Paul Irish, Alex Sexton. * Available under the BSD and MIT licenses: www.modernizr.
com/license/. */../*. * Modernizr tests which native CSS3 and HTML5 features are available in. * the current UA and makes the results available to you in two ways:. * as
properties on a global Modernizr object, and as classes on the. * <htmI> element. This information allows you to progressively enhance. * your pages with a granular level
of control over the experience.. *. * Modernizr has an optional (not included) conditional resource loader. * called Modernizr.load(), based on Yepnope.js (yepnopejs.com)..
*To get a build that includes Modernizr.load(), as well as choosing. * which tests to include, go to www.modernizr.com/download/. *. * Authors Faruk Ates, Paul Irish,
Alex Sexton. * Contributors Ryan Seddon, Ben Alman. */..window.Modernizr = (function( window, document, undefined ) {.. var version ='2.7.1",..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\vendor-f9f57d7bel7e331a1955[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

372931

5.29856229717366

false

6144:bcz]VEg2HsGtNjvZBHPG96/6F THL6jCYyTIU0:PsGzLKHLWI
OD3DDEEF42E7DD5336F27DAADB55AC92
7397C6CEOOE6370069D944DAB49F226AA76609D2
15BFAB10A07CAOB82FACAS5584E364AA700D9BDB8D739FBBD4890E0782F894924
F803B85D256D5B89FE4B3B9AD6967C9653E36BD95A1081898B00965C0B0079FFD343C2A07FAG68CD5A380BOEDSE49E2FA6AG67690547C1EC7813A6561B5F6E843¢
false

low

http:ifhttps://secured-login.net/packs/js/vendor-fof57d7be17e331a1955.js

Ifunction(t){var e={};function i(n){if(e[n])return e[n].exports;var r=e[n]={i:n,I:!1,exports:{}};return t[n].call(r.exports,r,r.exports,i),r.I=!10,r.exports}i.m=t,i.c=e,i.d=function(t,e,n){i.
o(t,e)||Object.defineProperty(t,e {enumerable:!0,get:n})},i.r=function(t){"undefined"!=typeof Symbol&&Symbol.toStringTag&&Object.defineProperty(t,Symbol.toStringTag,
{value:"Module"}),Object.defineProperty(t,"__esModule",{value:!0})},i.t=function(t,e){if(1&e&&(t=i(t)), 8&e)return t;if(4&e&&"object"==typeof t&&t&&t.__esModule)return t;var
n=0bject.create(null);if(i.r(n),Object.defineProperty(n,"default”,{enumerable:!0,value:t}),2&e&&"string"!=typeof t)for(var r in t)i.d(n,r,function(e){return t[e]}.bind(null,r));return
n},i.n=function(t){var e=t&&t.__esModule?function(){return t.default}:function(){return t};return i.d(e,"a",e),e},i.o=function(t,e){return Object.prototype.hasOwnProperty.call(t,
e)}i.p="/packs/",i(i.s=973)}(,..,..function(t,e,i){function n(t,e,i){var c,u,p,d,f=t&n.F,g=t&n.G,m=t&n.P,v=t

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\MEEXW4H4\N7K4C4D4.htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

downloaded

116740

5.949949023255428

false

1536:SQcQgxpcDdaft9KGANmMGEyYL 1sIL5QHQGSIHBHiulJriuVGIvFx8wQzK/4igmNO27:IcRLLmMe3juUVBlyUW
026B7F3DA1DD3E7E9134D5971D0281C2
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\N7K4C4D4.htm

SHA1L:

SHA-256:
SHA-512:
Malicious:

Reputation:

IE Cache URL:

Preview:

2403422DCDFF53DF424128AC6343E62B55A630D6

8EDB5724DF71F88143E0C457940935AA88F8D476723628EECAECA377C3F7DB6F
8B8412DC2A29EF1B3C2E46C5F0BF8737E6EAADE382E950E33E54A5A21EOE88C6E0661A1969A9532E3C0B46A3E7929145F70949B00779C7C910BBB37E9C55AF5
false

low

http://https://secured-
login.net/pages/c3955b1c48a/XWKZKNVRYQmFTVmxrVkRoek9VTkdXRzVHWNBM2RtMDBRMIptZVRkdGNFUjFZekV6ZWxkbIJEZzFiIMIZCTWxoTIVXaG5aMHRoYW1k
c09VSnlja2xZYkc5MIYwdzNOWFpsVERWNUsxWXZiVkI5YURreFUzTk9kbGt4ZWtoSGRYa3dTM1ppY1hkTOx6Y3pSMFIXVjNsSMWRXNVRIRNBCZURZMGJVWKNIRIJOT
VAdGM1REZEhNRNAOZW5keksyTmFZV2hPWVRGd1Z6Tm9iRFVyVIhnd1UwdHhOVKUOYTJsRGRXMDBjMIZOUFMwdGVsSnhIVIJOWKZKRINIVjZZbEpUYkVscGJUQTJa
€jA5LS0YNjIOMMEYNmUSMTE4NZY5Nzk4YzQ5Nzk4AMGQyMGYXNmNiYmELIMGQy

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN". "http://www.w3.0rg/TR/xhtml1/DTD/xhtml1-transitional.dtd">..<html xmlIns="http://www.w3.0rg
/1999/xhtml">. <meta name="IMPORTANT" content="This page is part of a simulated phishing attack initiated by KnowBe4 on behalf of its customers." />. <meta na
me="IMPORTANT" content="If you have any questions please contact support@knowbe4.com." />. <meta content="IE=edge,chrome=1" http-equiv="X-UA-Compatib
le"/>. <meta name="robots" content="noindex, nofollow" />.. <head>. <script src="/assets/application-90929fee9f5daacOeca637129a780171565al5cebe060e2d86c95ffa
¢685fd7b.js"></script>. <script src="/packs/js/vendor-f9f57d7be17e331a1955.js"></script>. <script src="/assets/modernizr-79e0181ec91aff04bb01d87cha546535ede84
3f75d19f5c60f66b8dd6546971f.js"></script>.. <script>.//<![CDATA[.window.gon={};gon.locale="en";.// .</script>.. <link rel="stylesheet" media="all" href="/assets/land
ing-watermark-8487e36eeflbec74f06631f19

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\bootstrap.min[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

121200

5.0982146191887106

false
768:Vy3Gxw/Ve/QWIIxtQOIuiHIg5mzI4X80OAduFKbv2ctg2Bd8IP7ecQVVH1FS:nw/alfluiHigsmN8IDbNmPbh
EC3BB52A00E176A7181D454DFFAEA219

6527D8BF3E1E9368BAB8C7B60F56BCO1FA3AFD68
F75E846CC83BD11432F4B1E21A45F31BC85283D11D372F7B19ACCD1BF6A2635C

E8C5DAFO01EAEGSED7C1E277A6E544C7AD108A0FA877FB531D6D9F2210769B7DA8SE4E002C7BOBE3B72154EBF7CBF01A795C8342CE2DAD368BD6351E956195F
8B

false
low

http://https://cdnjs.cloudflare.com/ajax/libs/twitter-bootstrap/3.3.7/css/bootstrap.min.css

/*1. * Bootstrap v3.3.7 (http://getbootstrap.com). * Copyright 2011-2016 Twitter, Inc.. * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE). *//*!
normalize.css v3.0.3 | MIT License | github.com/necolas/normalize.css */html{font-family:sans-serif;-webkit-text-size-adjust:100%;-ms-text-size-adjust: 100%}body{margin:
O}article,aside,details,figcaption,figure,footer,header,hgroup,main,menu,nav,section,summary{display:block}audio,canvas,progress,video{display:inline-block;vertical-align
:baseline}audio:not([controls]){display:none;height:0}[hidden],template{display:none}a{background-color:transparent}a:active,a:hover{outline:0}abbrf[title]{border-bottom: 1px
dotted}b,strong{font-weight:700}dfn{font-style:italicth1{margin:.67em 0;font-size:2em}mark{color:#000;background:#ffO}small{font-size:80%]}sub,sup{position:relative;font-
size:75%;line-height:0;vertical-align:baseline}sup{top:-.5em}sub{bottom:-.25em}img{border:0}svg:not(:root){overflow:hidden}figure{margin:1lem 40px}hr

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\css2[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

204

5.04308254844705

false
3:0SYWFFWIIYCiF15RISXWDKLRIHDfFRWdFWLRI9j9v7fqzrZgcdJ1INAI7uRIGUBmMN:0IFFM15+56ZRWHMgh7izlpddtgIDxNin
FOE67BD36470A28F1FEFC2FB4D6D0D27

7A40D21435164C8A55C20656FCA2F66FF92DAB75
7ECE5239BC78D5E242A0CBCEC4087896A6354BD65F12874F2D3973B834F2FBC1

6CEEDOEO7AE1072FCD63870682A9E7FB471F21F22AAF885305AA2CA142EACAAS0BDB71489C403CAFFD54F3ECFC73B7D1183C7A57DE38FA3617ECD79A2AEL3
EB3

false
low

http://https://fonts.googleapis.com/css2?family=Open+Sansé&display=swap

@font-face {. font-family: '‘Open Sans';. font-style: normal;. font-weight: 400;. font-display: swap;. src: url(https://fonts.gstatic.com/s/opensans/v20/mem8YaGs126Mi
ZpBA-U1UQ.woff) format(‘woff');.}.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\KB4-logo[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 200 x 75, 8-bit/color RGBA, non-interlaced
downloaded

5864

7.925096866918419

false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\PSUEOSZZ\KB4-logo[1].png

SSDEEP: 96:YRObBJZQcSGBGOV6UBNFSai6Xk2kQ6779zVDONCXY TudqWeG0ablS+adxQVwZ5kkt:iO5SGBRBAkKelpXY69WeS5IhdxQVwikkt

MDS5: 20F88CB052864EF047CBF095E46A23B0

SHA1L: 5068F0745178BC0C042B6302ED114516981141BD

SHA-256: 65149B7AFDOCCFDEA4CB383944A47825F33B1A80B092ECA6F74CB01F0C186809

SHA-512: 57E78802933898C66F8E2245357883705E732F0686697601COF3C2C96BID345BE131DCD4C0118C657C2A55BC397044DBD06456AB68172C3867C4D055B6EC11EF
Malicious: false

Reputation: low

|IE Cache URL: http://https://cdn2.hubspot.net/hubfs/241394/htm|_file/files/img/KB4-logo.png

Preview:
.PNG..

.~ f.ALW..N."@CCC..... ...
v2.D.s!'.3B.e.&.7...H

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\QRF01zv[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 60 x 60, 8-bit/color RGBA, non-interlaced
Category: downloaded

Size (bytes): 1666

Entropy (8bit):  7.843362903299294

Encrypted: false

SSDEEP: 48:1E3hTvNbvJkGGvOnnr512rk5boPOgD6EaTMN: 1ERb+cr5Z1P0gD6/a

MDS5: 29D583007FCD677AA31CA849478BC17A

SHA1L: F354E323218A450060852C344927C3E79D8E7B66

SHA-256: 120EE096F38C1E21083054C15F0F8CFBB02B6740A01D98068E3BE9581E83D453

SHA-512: 4AFC2641D96D1C372D091FD795D39C1AF12149B5EB30DA7BEESFBFEA0650841067B7D259473BF65706CDD42D1EDF1CC5673B5F5556D1E91F8AE32976490A7E:
D

Malicious: false

Reputation: low

IE Cache URL:  http://https://i.imgur.com/QRF01zv.png

Preview:

......... lz....C...V#}5(.f5.N"......e&3" x..g.w..C...... T|..v'W..Q>-(/2.x.A.L..l....r.noB..g|...| \....U.T...<3.N-..rU.bp%.<.CE....... k....0C..|. Sw~.g....l...uf+y. KG.O+Y.h

K< L[..a.}.%_

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I120L4\PGAYGPRO.htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: downloaded

Size (bytes): 556

Entropy (8bit):  5.751255253864889

Encrypted: false

SSDEEP: 12:3R+xnAp6Q/rPAg1tWhLI+q3GemyuqLJI9YIWt/4AEdelQL:3E06QT4eMh9+Mb7VaW5SNEK]

MD5: E29F472F8FDABCC42F4A714319354832

SHA1L: D380CD566FDE466D955AAC77CO9DAB011FA43962B

SHA-256: 092879E02BB81B6B636A80A9D521FEC8A0555965886D3461E40BE1A26D246608

SHA-512: DB6C482DA17C86D9268B12873668757BD56F47505CC6B281D44216D54B2C309B761DAE1D20E27D8039EA9DEEES0DA068B63EE47E2FF45B063DB28A5A28A2C1
1

Malicious: false

Reputation: low

IE Cache URL: http:ifhttps://covid19.protected-
forms.com/XWKZKNVRYQmFTVmxrVkRoek9VTkdXRzVHWNBM2RtMDBRMIptZVRkdGNFUjFZekV6ZWxKkbIJEZzFIMIZCTWxoTIVXaG5aMHRoYW1kc09VSnlja2xZYke5
MIYwdzNOWFpsVERWNUsxWXZiVkJI5YURreFUzTk9kbGt4ZWtoSGRYa3dTM1ppY1hkTOx6Y3pSMFIXVjNsSMWRXNVRIRNBCZURZMGJIVWKNIRIJOTVAGM1REZEhNR
nA0ZW5keksy TmFZV2hPWVRGd1Z6 Tm9iRFVyVIhnd1UwdHhOVKUOYTJsRGRXMDBjMIZOUFMwdGVsSnhlVIJOWKZKRINIVjZZbEpUYkVscGJIUQTJaejA5LSOyNjlOMm
EyNmUSMTE4NzY5Nzk4YzQ5Nzk4AMGQYMGYXNmMNiYmELIMGQy?cid=874637403

Preview:
<html>. <head>.  <script>window.location.href = 'https://secured-login.net/pages/c3955b1c48a/XWkZKNVRYQmFTVmxrVkRoek9VTkdXRzVHW]NBM2RtM
DBRMIptZVRKdGNFUjFZekV6ZWxKbIJEZzFiMIZCTWxoTIVXaG5aMHRoYW1kc09VSnlja2xZYkc5MIYwdzNOWFpsVERWNUsxWXZiVkJ5YURreFUzTk9kbGt4Z
WtoSGRYa3dTM1ppY1hkTOx6Y3pSMFIXVjNSMWRXNVRIRNBCZURZMGJIVWKNIRIJOTVAGM1REZEhNRNAOZWS5keksy TmFZV2hPWVRGA1Z6 Tm9iRFVyVihnd1Uwd
HhOVKUOY TISRGRXMDBjMIZOUFMwdGVsSnhIVIJOWKZKRINIVjZZbEpUYkVscGIUQTJaejA5LSOyNjlOMmMEYNmUSMTE4NzY5Nzk4YzQ5Nzk4MGQyMGYXNmNiY
MELIMGQY';</script>. </head>. <body>. </body>.</html>.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\WJ8I20L4\dd[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: downloaded

Size (bytes): 4524
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\WJ8I20L4\dd[1].css
Entropy (8bit):  5.108931295370594

Encrypted: false

SSDEEP: 96:AG5XS7vBKkRVkhmRaM44/HLPRaByA+zBRNI:AG5XABKkAhmRaM44/H1CyrBRNI

MDS5: DD05B711E15EF201B07E20CB5C87F5D8

SHA1L: 41B818B243140D90DA4CA917D454335B603A6BDA

SHA-256: 617F793D125F780AB7BB7C9E92AB427D9E757083E7368E241E8E8FAGIF013E4F

SHA-512: 243C149BBBAAF5376EEBAC49833A59F75BA26BEC098AFD8A167D12BDACD3ES0DI8EE1DA1D82915CC7E4C7FACT747FBFF5D2D687D97F20BDF5C81D67CFA062
F39

Malicious: false

Reputation: low

|IE Cache URL: http://https://s3.amazonaws.com/helpimg/landing_pages/css/dd.css

Preview:
.borderRadius{-moz-border-radius:5px; border-radius:5px; }...borderRadiusTp{-moz-border-radius:5px 5px 0 0; border-radius:5px 5px 5px 5pXx;}...borderRadiusBtm{-moz-
border-radius:0 0 5px 5px ; border-radius:5px 5px 5px 5px;}.....ddcommon {position:relative;display:-moz-inline-stack; zoom:1; display:inline-block; *display:inline; ¢
ursor:default;}...ddcommon ul{padding:0;margin:0;}...ddcommon ul li{list-style-type:none;}...borderRadiusTp ul li:last-child{-moz-border-radius:0 0 5px 5px ; border-radius:0
0 5px 5px;border-bottom:0 none #c3c3c3; }...borderRadiusBtm ul li:first-child{-moz-border-radius:5px 5px 0 0; border-radius:5px 5px 0 O ;border-bottom:1 solid #c3c3c3;
}.....ddcommon .disabled img, .ddcommon .disabled span, .ddcommon.disabledAll{..opacity: .5; /* standard: ff gt 1.5, opera, safari */..-ms-filter:"alpha(opacity=50)"; /* ie 8 */.
filter:alpha(opacity=50); /* ie It 7 */..-khtml-opacity:.5; /* safari 1.x */..-moz-opacity:.5; /* ff It 1.5, netscape */..color:#999999;..}...ddcommo

C:\Users\user\AppDatalLocal\MicrosoftiWindows\INetCache\l[E\WJ8I20L4\mem8YaGs126MiZpBA-U1UQ[1].woff a

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 55324, version 1.1

Category: downloaded

Size (bytes): 55324

Entropy (8bit):  7.99064619923168

Encrypted: true

SSDEEP: 1536:JjsyS1KN5BvtgX74JT3XeCuDfKQDpoKyT0756MILnbr:JjdIKNTvtgX0JKFp2cSz3

MD5: 89BA4E29DC7A63CD15959A5BB068BBOE

SHA1L: 250DEBBAEEGE7DCOC79F2BF23D8C84512F03BC10

SHA-256: 3ADC584FBOBEF1FBF9B1COECDDDES727643B4334C734DB78B517AB112D92E1D8

SHA-512: B7297EE98B51B5E8113CF1E50A8081B82B1A9AEDIB386322AADB8CD4689D2C3335AF1858211615DB024AAA47FA3SDEIEACS568D145D1C23ACA5A7TE20EAQ74D24
9

Malicious: false

Reputation: low

IE Cache URL:  http:i/https://fonts.gstatic.com/s/opensans/v20/mem8YaGs126MiZpBA-U1UQ.woff

Preview:

.~a..gasp...8........
.C.xcd .a.&V.
). flL

@..8"..y.0RIl;;>f.ALW.
)B..g>H..u.R"....1.x .Lj.Ms[.m.m..P.m....v.ijkb...... 8p
%.Uu.. ..{hc.@ZGA....0. TX k[.d\d./Y.w...q

C:\Users\user\AppData\Local\Temp\~DF8AF1BA4D4EA076FE.TMP

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 13029

Entropy (8bit):  0.4837867861775243

Encrypted: false

SSDEEP: 24:c91Lh9ILh9IINYIINYlosFIloMIIWNzDz+qWgq:kBgolHhNzDz+2

MD5: 9D6EOBBBOC5E099357D6BFD216B16786

SHA1L: 751DBA195A2FCC517177E6F6D78C1496AE8FBEB9

SHA-256: 4C7BD8E1D53D0DC11C81EFO8AEB94F1BFA9AS5A870BFFA6DB6188BA90039C05E7

SHA-512: AB795A63A758E675E20135E14A0C6A58FCC7401A0E872793F1B77DACC24B896DC517C7157F3B344ECBO00CF78724CAFF49675CCECEB223CD7CDC6F99A8ACKS
C

Malicious: false

Reputation: low

Preview:

%, H..M. fy..+.0...( *%..H..M.{y..+.0

C:\Users\user\AppData\Local\Temp\~DF8C6F444256A1F16A.TMP

Process: C:\Program Files\internet explorer\iexplore.exe
File Type: data

Category: dropped

Size (bytes): 25441

Entropy (8bit):  0.7402921304129136
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C:\Users\user\AppData\Local\Temp\~DF8C6F444256A1F16A.TMP

Encrypted: false

SSDEEP: 48:kBgoxxJhHWSVSEabKn0Tqzd9ZN+N8/V/G6LIEgdCvIMBmY1jDBgdEJdOcfdoddLj:kBqoxDhHWSVSE+8IN+N8/VeMvrzE7T

MDS5: F330EC49875C490BFB38FCDD3B00A562

SHA1L: 446BB8CF8A49DDBD79040BE763D36EEF40C4E458

SHA-256: C0C2134B09D8A66960D65C75DED3944A522BF474F73C5AE4DEF307B10216BF2D

SHA-512: D191C0600CBAA928F35FB0O35F3EED88363D16EA3E2943EEOB2F42E0A99898BEBD2158737964CD6D494879053B769E4EDODC991DD7B736526EC30CFA79955A85
Malicious: false

Reputation: low

Preview:

*%..H..M. {y..+.0...

C:\Users\luser\AppData\Local\Temp\~DFF6FF6DAE3469FA3D.TMP

Process: C:\Program Files\internet exploreniexplore.exe
File Type: data

Category: dropped

Size (bytes): 46768

Entropy (8bit):  1.252252212779373

Encrypted: false

SSDEEP: 192:kBgoxKAugR+ILpY7jc06Qme06y06T063r06106D06I06K06H:kBgoxKAuqR+ILpY7jc2me09FrHxHOR

MD5: CD4FBF9B9F21BC8E55B470496038D806

SHA1L: EF3F53868847C835F665F13E2ED010C429904768

SHA-256: 4C76D2A0FD090A0861EE23571810CC93185DC35178D355111E5D63E5EB125F25

SHA-512: 211A2185B28F529A7F977439A466F5011BDO9EC3CFD6E611579BCF19F242AAD34FB6A7D1098B65699C58C4241B017BD97875CE6BAA0IB1AB15AE253B4DDA45B
Malicious: false

Reputation: low

Preview:

*%..H..M..{y..+.0...

Static File Info

No static file info

Network Behavior

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 8, 2021 15:16:04.710412979 CEST 192.168.2.3 8.8.8.8 0x7e18 Standard query  covid19.pr A (IP address) IN (0x0001)
(0) otected-fo

rms.com

Jun 8, 2021 15:16:05.867662907 CEST 192.168.2.3 8.8.8.8 0x6d6f Standard query  secured-login.net A (IP address) IN (0x0001)
0

Jun 8, 2021 15:16:07.156884909 CEST 192.168.2.3 8.8.8.8 0x1776 Standard query  cdnjs.clou A (IP address) IN (0x0001)
(0) dflare.com

Jun 8, 2021 15:16:07.194660902 CEST 192.168.2.3 8.8.8.8 0x3e93 Standard query  s3.amazona A (IP address) IN (0x0001)
(0) ws.com
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 8, 2021 15:16:08.369627953 CEST 192.168.2.3 8.8.8.8 0x62ad Standard query  cdn2.hubspot.net A (IP address) IN (0x0001)
0

Jun 8, 2021 15:16:08.521433115 CEST 192.168.2.3 8.8.8.8 Ox4decl Standard query  i.imgur.com A (IP address) IN (0x0001)
(0

Jun 8, 2021 15:16:22.337836981 CEST 192.168.2.3 8.8.8.8 0xc8c6 Standard query  favicon.ico A (IP address) IN (0x0001)
0

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jun 8, 2021 8.8.8.8 192.168.2.3 0x7el8 No error (0) covid19.pr landing.training.knowbe4. CNAME IN (0x0001)

15:16:04.761859894 otected-fo com (Canonical

CEST rms.com name)

Jun 8, 2021 8.8.8.8 192.168.2.3 0x7el8 No error (0) landing.tr 34.226.85.79 A (IP address)  IN (0x0001)

15:16:04.761859894 aining.kno

CEST wbe4.com

Jun 8, 2021 8.8.8.8 192.168.2.3 0x7e18 No error (0) landing.tr 18.233.2.161 A (IP address)  IN (0x0001)

15:16:04.761859894 aining.kno

CEST wbe4.com

Jun 8, 2021 8.8.8.8 192.168.2.3 0x6d6f No error (0) secured-lo 34.226.85.79 A (IP address)  IN (0x0001)

15:16:05.919404984 gin.net

CEST

Jun 8, 2021 8.8.8.8 192.168.2.3 0x6d6f No error (0) secured-lo 18.233.2.161 A (IP address)  IN (0x0001)

15:16:05.919404984 gin.net

CEST

Jun 8, 2021 8.8.8.8 192.168.2.3 0x1776 No error (0) cdnjs.clou 104.16.18.94 A (IP address)  IN (0x0001)

15:16:07.199359894 dflare.com

CEST

Jun 8, 2021 8.8.8.8 192.168.2.3 0x1776 No error (0) cdnjs.clou 104.16.19.94 A (IP address)  IN (0x0001)

15:16:07.199359894 dflare.com

CEST

Jun 8, 2021 8.8.8.8 192.168.2.3 0x3e93 No error (0) s3.amazona 52.216.88.141 A (IP address)  IN (0x0001)

15:16:07.237591028 ws.com

CEST

Jun 8, 2021 8.8.8.8 192.168.2.3 0x62ad No error (0) cdn2.hubsp 104.17.242.204 A (IP address)  IN (0x0001)

15:16:08.417982101 ot.net

CEST

Jun 8, 2021 8.8.8.8 192.168.2.3 0x62ad No error (0) cdn2.hubsp 104.17.240.204 A (IP address)  IN (0x0001)

15:16:08.417982101 ot.net

CEST

Jun 8, 2021 8.8.8.8 192.168.2.3 Ox62ad No error (0) cdn2.hubsp 104.17.241.204 A (IP address)  IN (0x0001)

15:16:08.417982101 ot.net

CEST

Jun 8, 2021 8.8.8.8 192.168.2.3 Ox62ad No error (0) cdn2.hubsp 104.17.243.204 A (IP address)  IN (0x0001)

15:16:08.417982101 ot.net

CEST

Jun 8, 2021 8.8.8.8 192.168.2.3 Ox62ad No error (0) cdn2.hubsp 104.17.244.204 A (IP address)  IN (0x0001)

15:16:08.417982101 ot.net

CEST

Jun 8, 2021 8.8.8.8 192.168.2.3 Ox4ecl No error (0) i.imgur.com ipv4.imgur.map.fastly.net CNAME IN (0x0001)

15:16:08.564176083 (Canonical

CEST name)

Jun 8, 2021 8.8.8.8 192.168.2.3 Ox4ecl No error (0) ipv4.imgur 151.101.112.193 A (IP address)  IN (0x0001)

15:16:08.564176083 .map.fastly.net

CEST

Jun 8, 2021 8.8.8.8 192.168.2.3 0xc8c6 Name error (3) favicon.ico none none A (IP address)  IN (0x0001)

15:16:22.380919933

CEST

HTTPS Packets

Source Dest Not Not JA3 SSL Client
Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
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Timestamp

Jun 8, 2021
15:16:05.042069912
CEST

Jun 8, 2021
15:16:05.046890020
CEST

Source IP

34.226.85.79

34.226.85.79

Copyright Joe Security LLC 2021

Source
Port

443

443

Dest

Dest IP Port

192.168.2.3 49716

192.168.2.3 49715

Subject

CN=authentlcation.com
CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=authentlcation.com
CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

CN-=Starfield Services Root
Certificate Authority - G2,
O="starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

Issuer

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA
1, O=Amazon, C=US
CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA
1, O=Amazon, C=US

CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OU=Sstarfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA
1, O=Amazon, C=US
CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=Starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=Us

CN=Amazon Root CA
1, O=Amazon, C=US

CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=US

Not
Before

Mon Feb
08
01:00:00
CET
2021
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Mon Feb
08
01:00:00
CET
2021
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Not
After

Thu Mar
10
00:59:59
CET
2022
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

Thu Mar
10
00:59:59
CET
2022
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7{78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Timestamp

Jun 8, 2021
15:16:06.198681116
CEST

Jun 8, 2021
15:16:06.206151962
CEST

Source IP

34.226.85.79

34.226.85.79

Copyright Joe Security LLC 2021

Source
Port

443

443

Dest

Dest IP Port

192.168.2.3 49718

192.168.2.3 49719

Subject

CN=secured-login.net
CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=secured-login.net
CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

Issuer

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA
1, O=Amazon, C=US
CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA
1, O=Amazon, C=US

CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA
1, O=Amazon, C=US
CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=Starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=Us

CN=Amazon Root CA
1, O=Amazon, C=US

CN=Starfield Services
Root Certificate
Authority - G2,
O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=US

Not
Before

Sat Oct
24
02:00:00
CEST
2020
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Sat Oct
24
02:00:00
CEST
2020
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Not
After

Wed
Nov 24
00:59:59
CET
2021
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

Wed
Nov 24
00:59:59
CET
2021
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7{78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Timestamp Source IP

Jun 8, 2021
15:16:07.311980963
CEST

104.16.18.94

Jun 8, 2021
15:16:07.312531948
CEST

104.16.18.94

Jun 8, 2021
15:16:08.347281933
CEST

52.216.88.141

Jun 8, 2021 52.216.88.141
15:16:08.436007977

CEST

Jun 8, 2021
15:16:08.529680967
CEST

Copyright Joe Security LLC 2021

104.17.242.204 443

Dest

Dest IP Port

192.168.2.3 49722

192.168.2.3 49723

192.168.2.3 49726

192.168.2.3 49727

192.168.2.3 49728

Subject

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=Us

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=s3.amazonaws.com,
O="Amazon.com, Inc.",
L=Seattle, ST=Washington,
C=US CN=DigiCert
Baltimore CA-2 G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Baltimore CA-2
G2, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=s3.amazonaws.com,
O="Amazon.com, Inc.",
L=Seattle, ST=Washington,
C=US CN=DigiCert
Baltimore CA-2 G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Baltimore CA-2
G2, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=hubspot.net,
O="Cloudflare, Inc.", L=San
Francisco, ST=California,
C=US CN=Cloudflare Inc
ECC CA-3, O="Cloudflare,
Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
Cc=US

Not
Issuer Before
CN=Cloudflare Inc ECC Wed Oct
CA-3, O="Cloudflare, 21
Inc.", C=US 02:00:00
CN=Baltimore CEST
CyberTrust Root, 2020
OU=CyberTrust, Mon Jan
O=Baltimore, C=IE 27
13:48:08
CET
2020
CN=Baltimore Mon Jan
CyberTrust Root, 27
OU=CyberTrust, 13:48:08
O=Baltimore, C=IE CET
2020
CN=Cloudflare Inc ECC Wed Oct
CA-3, O="Cloudflare, 21
Inc.", C=US 02:00:00
CN=Baltimore CEST
CyberTrust Root, 2020
OU=CyberTrust, Mon Jan
O=Baltimore, C=IE 27
13:48:08
CET
2020
CN=Baltimore Mon Jan
CyberTrust Root, 27
OU=CyberTrust, 13:48:08
O=Baltimore, C=IE CET
2020
CN=DigiCert Baltimore Tue Aug

CA-2 G2, 04
OU=www.digicert.com, 02:00:00
O=DigiCert Inc, C=US  CEST
CN=Baltimore 2020
CyberTrust Root, Tue Dec

OU=CyberTrust, 08
O=Baltimore, C=IE 13:05:07
CET
2015
CN=Baltimore Tue Dec
CyberTrust Root, 08
OU=CyberTrust, 13:05:07
O=Baltimore, C=IE CET
2015
CN=DigiCert Baltimore  Tue Aug

CA-2 G2, 04
OU=www.digicert.com, 02:00:00
O=DigiCert Inc, C=US CEST
CN=Baltimore 2020
CyberTrust Root, Tue Dec
OU=CyberTrust, 08
O=Baltimore, C=IE 13:05:07
CET
2015
CN=Baltimore Tue Dec
CyberTrust Root, 08
OU=CyberTrust, 13:05:07
O=Baltimore, C=IE CET
2015
CN=Cloudflare Inc ECC Sun Jun
CA-3, O="Cloudflare, 06
Inc.", C=US 02:00:00
CN=Baltimore CEST
CyberTrust Root, 2021
OU=CyberTrust, Mon Jan
O=Baltimore, C=IE 27
13:48:08
CET
2020
CN=Baltimore Mon Jan
CyberTrust Root, 27
OU=CyberTrust, 13:48:08
O=Baltimore, C=IE CET
2020

Not
After

Thu Oct
21
01:59:59
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Thu Oct
21
01:59:59
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Mon
Aug 09
14:00:00
CEST
2021
Sat May
10
14:00:00
CEST
2025

Sat May
10
14:00:00
CEST
2025

Mon
Aug 09
14:00:00
CEST
2021
Sat May
10
14:00:00
CEST
2025

Sat May
10
14:00:00
CEST
2025

Mon Jun
06
01:59:59
CEST
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
9e10692f1b7f78228b2d4e

424db3a98c

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

3faf2df7ab96c36419¢317
25cb1fa7d6

771,49196-
49195-49200-
49199-159-158-
49188-49187-
49192-49191-
49162-49161-
49172-49171-
157-156-61-60-
53-47-10,0-10-
11-13-35-16-23-
24-65281,29-
23-24,0

3faf2df7ab96c36419c317
25cb1fa7d6

771,49196-
49195-49200-
49199-159-158-
49188-49187-
49192-49191-
49162-49161-
49172-49171-
157-156-61-60-
53-47-10,0-10-
11-13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0
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Source

Timestamp Source IP Port

Jun 8, 2021
15:16:08.529840946
CEST

104.17.242.204 443

Jun 8, 2021
15:16:08.755610943
CEST

151.101.112.193 443

Jun 8, 2021
15:16:08.755628109
CEST

151.101.112.193 443

Code Manipulations

Statistics
Behavior

Click to jump to process

System Behavior

Dest

Dest IP Port

192.168.2.3 49729

192.168.2.3 49731

192.168.2.3 49730

Subject

CN=hubspot.net,
O="Cloudflare, Inc.", L=San
Francisco, ST=California,
C=US CN=Cloudflare Inc
ECC CA-3, O="Cloudflare,
Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=*.imgur.com, O="Imgur,
Inc.", L=San Francisco,
ST=California, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=US

CN=*.imgur.com, O="Imgur,
Inc.", L=San Francisco,
ST=California, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=Us

Issuer

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Sun Jun
06
02:00:00
CEST
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Wed
Jan 15
01:00:00
CET
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Wed
Jan 15
01:00:00
CET
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Not
After

Mon Jun
06
01:59:59
CEST
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Wed
Mar 16
13:00:00
CET
2022
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 16
13:00:00
CET
2022
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7{78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

Analysis Process: iexplore.exe PID: 5948 Parent PID: 792

General

Start time:
Start date:
Path:

Copyright Joe Security LLC 2021

15:16:02

08/06/2021

C:\Program Files\internet exploreniexplore.exe
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Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

'C:\Program Files\Internet Exploren\iexplore.exe' -Embedding
0x7ff688160000

823560 bytes

6465CB92B25A7BC1DF8E01D8SACS5E7596

true

true

C, C++ or other language

Reputation: low
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Analysis Process: iexplore.exe PID: 4768 Parent PID: 5948

General

Start time: 15:16:03

Start date: 08/06/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

true

‘C:\Program Files (x86)\Internet ExploreNlEXPLORE.EXE' SCODEF:5948 CREDAT:17410
Iprefetch:2

0x11c0000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

low

File Activities

Show Windows behavior

Registry Activities

Disassembly

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

Show Windows behavior

Joe Sandbox Cloud Basic 32.0.0 Black Diamond
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