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Analysis Report banUwVSwBY
Overview

General Information Detection

[ MALICIOUS ]

Classification

Sample banUwVSwBY (renamed
Name: file extension from none to
xlsx)

Office document tries to convince Vvi...

Yara detected Obfuscated Macro In ...
Analysis ID: 431768

Document exploit detected (UrlDown...

MD5: das5fb469bc9385f. .

SHAL: 414625009dd7ad. Document exploit detected (process...
SHA256: 612d8808903469. . Sigma detected: Microsoft Office Pr...

Infos: ;f il & EE_: L Excelldocumentsicontainsian embe...

Most interesting Screenshot: IR addressiseeniiniconnectionwith o...

Prr—

Potentialldecument exploit detected...

%)
«Q
=3
2
c
=
(1
7]
)

l Hidden Mac Potentialldocument exploit detected..
: Score: 68 Uses a knowniweblbrewser; User age:..
e —
’ [ — Range: 0-100
Whitelisted: false
Confidence: 100%
= e Al A : __ s

Process Tree

= System is w7x64

. EXCEL.EXE (PID: 2352 cmdline: 'C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)
o B regsvr32.exe (PID: 2416 cmdline: regsvr32 -s ..\Post.storg MD5: 59BCE9F07985F8A4204F4D6554CFF708)
o [H regsvr32.exe (PID: 2480 cmdline: regsvr32 -s ..\Post.storgl MD5: 59BCE9F07985F8A4204F4D6554CFF708)
o B regsvr32.exe (PID: 2880 cmdline: regsvr32 -s ..\Post.storg2 MD5: 59BCE9F07985F8A4204F4D6554CFF708)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

Initial Sample

Source Rule Description Author Strings
intlsheet4.xml JoeSecurity_ObfuscatedM Yara detected Joe Security
acrolnXLSM Obfuscated Macro
In XLSM

Sigma Overview

System Summary:
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Sighature Overview

g

Click to jump to signature section

Software Vulnerabilities: | |

System Summary: | |

Office document tries to convince victim to disable security protection (e.g. to enable ActiveX or Macros)

Data Obfuscation: | |

Yara detected Obfuscated Macro In XLSM

Mitre Att&ck Matrix

Remote
Initial Privilege  Defense Credential Lateral Command Network Service
Access Execution Persistence Escalation Evasion Access Discovery  Movement Collection Exfiltration and Control Effects Effects In
Valid Scripting Path Process Masquerading os File and Remote Data from  Exfiltration Non- Eavesdrop on  Remotely \Y
Accounts Interception Injection Credential Directory Services Local Over Other Application Insecure Track Device S
Dumping  Discovery System Network Layer Network Without P
Medium Protocol Communication Authorization
Default  Exploitation for Boot or Boot or Disable or Modify LSASS System Remote Data from  Exfiltration  Application Exploit SS7to  Remotely D
Accounts Client Logon Logon Tools Memory  Information  Desktop Removable Over Layer Redirect Phone Wipe Data L
Execution Initialization  Initialization Discovery @ Protocol Media Bluetooth  Protocol [} @ calls/SMS Without
Scripts Scripts Authorization
Domain At (Linux) Logon Script Logon Process Security  Query SMB/Windows Data from Automated Ingress Tool Exploit SS7to Obtain D
Accounts (Windows)  Script Injection Account  Registry Admin Shares Network Exfiltration Transfer Track Device  Device D
(Windows) Manager Shared Location Cloud D
Drive Backups
Local At (Windows)  Logon Script Logon Scripting NTDS System Distributed Input Scheduled  Protocol SIM Card C
Accounts (Mac) Script Network Component  Capture Transfer Impersonation Swap B
(Mac) Configuration Object Model F
Discovery

Behavior Graph
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Hide Legend

Legend:
I:I Process
. Signature
Behavior Graph . Created File
ID: 431768
Sample: banUwVSWBY . DNS/IP Info
Startdate: 09/06/2021 I-& |s Droppe d
Architecture:  WINDOWS UNKNOWN [ ] pp
Score: ce A% Is Windows Process
L .
=+ Number of created Registry Values
L]
[ Number of created Files
started
- 29 Visual Basic
ERZIC
. .
111 Delphi

Java

[f exceLexe -4

.Net C# or VB.NET

C, C++ or other language

Is malicious

:
0@ 2

Internet

8 51.89.115.124, 49170, 80 37.1.196.25, 80
OffshoreRacksSAPA OVHFR LEASEWEB-DE-FRA-10DE
Panama ®a France Wl Ukraine B

started started

regsvr32.exe # ‘{ regsvr32.exe .‘.. regsvr32.exe ”

C C C

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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banUwVSwBY - Microsoft Excel - banUVSwBY = @ =
Home | Insert  Page Layout Formulas c@o@F@ =
i — ] 4 == .
& cut Calibri ~11 v AN A S Wrap Text General ij‘ % '—;ﬂ' = i = AutoSum ‘;? Ea
B3 copy ~ . - @ Fin - 2

e B I U-|5i- G- A- ElMerge & Center - $ - % » | %@ £ Conditional Fomat Cell | Insert Delete Format Sort& Find &
f Format Painter = - = = = ° Formatting = as Table = Styles~ | = - - | 2Clear~  Fifter~ Select~

Clipboard ] Font ) Alignment ) Number u Styles Cells Editing
AL Fe
A

E Document created

For viewing/editing, perform the following steps:

* Click Enable editing button from the yellow bar above
* Once you have enabled editing, please click Enable Content button from the yellow bar above

W 4 b M| Sheet /%]
Ready |

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

No Antivirus matches
Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches
Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http://51.89.115.124/44356.3971392361.dat 0% Avira URL Cloud safe
http://190.14.37.134/44356.3971392361.dat 0% Avira URL Cloud safe
http:ifservername/isapibackend.dll 0% Avira URL Cloud  safe
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Domains and IPs

Contacted Domains

No contacted domains info

Contacted URLs

Name
http://51.89.115.124/44356.3971392361.dat
http://190.14.37.134/44356.3971392361.dat

URLs from Memory and Binaries

Contacted IPs

Public

1P Domain
190.14.37.134 unknown
51.89.115.124 unknown
37.1.196.25 unknown

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:
HDC Information:

HCA Information:

Copyright Joe Security LLC 2021

Country
Panama
France

Ukraine

Malicious
false

false

Flag

Antivirus Detection
e Avira URL Cloud: safe
e Avira URL Cloud: safe

Reputation
unknown
unknown
ASN Name Malicious
OffshoreRacksSAPA false
OVHFR false

LEASEWEB-DE-FRA-10DE false

32.0.0 Black Diamond
431768

09.06.2021

09:30:51

CloudBasic

Oh 6m 41s

false

light

banUwVSwBY (renamed file extension from none to

XIsX)

defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,

Java 8 Update 121, .NET 4.6.2)
8

0
0
0
0

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

L]
L]
L]
L]
default
Timeout
MAL
mal68.expl.evad.winXLSX@7/8@0/3
Failed
Failed

e Successful, ratio: 100%
e Number of executed functions: 0
e Number of non-executed functions: 0
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Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

Match
51.89.115.124

Domains

No context

ASN

Match
OVHFR

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

e Adjust boot time

e Enable AMSI

L]

e Attach to Office via COM

e Scroll down

e Close Viewer

Show All

Detection Link
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
Detection Link
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse
malicious Browse

Found Word or Excel or PowerPoint or XPS Viewer

Context

51.89.115
.124/44313
,604810879
6.dat

51.89.115
.124/44313
,604810879
6.dat

51.89.115
.124/44313
,604810879
6.dat

51.89.115
.124/44313
,604810879
6.dat

51.89.115
.124/44313
,604810879
6.dat

51.89.115
.124/44313
,604810879
6.dat

Context

51.89.115.125
51.89.115.125
145.239.131.51
79.137.109.121
145.239.131.51
144.217.14.109
51.77.82.110
51.77.82.110
51.77.82.110
51.77.82.110
51.222.195.7
51.222.195.7
213.186.33.5
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https://view.joesandbox.com/analysis/313812/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313812/html/none?idtype=webid
https://view.joesandbox.com/analysis/313801/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313801/html/none?idtype=webid
https://view.joesandbox.com/analysis/313795/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313795/html/none?idtype=webid
https://view.joesandbox.com/analysis/307815/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307815/html/none?idtype=webid
https://view.joesandbox.com/analysis/307810/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307810/html/none?idtype=webid
https://view.joesandbox.com/analysis/307803/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307803/html/none?idtype=webid
https://view.joesandbox.com/analysis/339480/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339480/html/none?idtype=webid
https://view.joesandbox.com/analysis/339479/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339479/html/none?idtype=webid
https://view.joesandbox.com/analysis/339439/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339439/html/none?idtype=webid
https://view.joesandbox.com/analysis/339412/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339412/html/none?idtype=webid
https://view.joesandbox.com/analysis/339365/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339365/html/none?idtype=webid
https://view.joesandbox.com/analysis/339097/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339097/html/none?idtype=webid
https://view.joesandbox.com/analysis/339076/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339076/html/none?idtype=webid
https://view.joesandbox.com/analysis/338919/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338919/html/none?idtype=webid
https://view.joesandbox.com/analysis/338918/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338918/html/none?idtype=webid
https://view.joesandbox.com/analysis/338913/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338913/html/none?idtype=webid
https://view.joesandbox.com/analysis/338857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338857/html/none?idtype=webid
https://view.joesandbox.com/analysis/338840/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338840/html/none?idtype=webid
https://view.joesandbox.com/analysis/338650/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338650/html/none?idtype=webid

Match

LEASEWEB-DE-FRA-10DE

OffshoreRacksSAPA

JA3 Fingerprints
No context

Dropped Files

No context

SHA 256
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

>
[7]
73
o
Q,
2
@
-
[
QO
3
-
®
2
o
3
®
[=
a
[

Created |/ dropped Files
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Detection
malicious

malicious

malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link
Browse

Browse

Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context
e 51.195.43.214
e 46.105.204.2

e 54.38.220.85
e 51.222.195.7
e 142.4.200.50

e 188.165.16
4.184

e 145.239.131.51
e 185.17.121.245
e 45.93.6.203
e 45.93.5.54
e 45.93.5.54
e 561.47.127
e 45.93.6.203

e 178.162.19
7.236

e 178.162.19
7.236

e 178.162.19
7.236

e 561.42.216

e 178.162.204.5
e 46.165.221.217
e 78.159.101.129
e 78.159.101.129
e 78.159.101.129
e 561.47.127

e 185.49.68.134
e 195.54.33.200
e 195.54.33.200

e 178.162.21
7.107

e 190.14.37.102
e 190.14.37.102
e 190.14.37.121
e 190.14.37.121
e 190.14.37.102
e 190.14.37.102
e 190.14.37.113
e 190.14.37.113
e 190.14.37.113
e 190.14.37.113
e 190.14.37.113
e 190.14.37.113
e 190.14.37.113
e 190.14.37.113
e 190.14.37.113
e 190.14.37.113
e 190.14.37.113
e 190.14.37.113
e 190.14.37.113
e 190.14.37.113
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https://view.joesandbox.com/analysis/338643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338643/html/none?idtype=webid
https://view.joesandbox.com/analysis/338576/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338576/html/none?idtype=webid
https://view.joesandbox.com/analysis/338566/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338566/html/none?idtype=webid
https://view.joesandbox.com/analysis/338428/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338428/html/none?idtype=webid
https://view.joesandbox.com/analysis/338348/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338348/html/none?idtype=webid
https://view.joesandbox.com/analysis/338279/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338279/html/none?idtype=webid
https://view.joesandbox.com/analysis/338257/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338257/html/none?idtype=webid
https://view.joesandbox.com/analysis/338599/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338599/html/none?idtype=webid
https://view.joesandbox.com/analysis/337990/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337990/html/none?idtype=webid
https://view.joesandbox.com/analysis/335845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335845/html/none?idtype=webid
https://view.joesandbox.com/analysis/335807/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335807/html/none?idtype=webid
https://view.joesandbox.com/analysis/334487/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334487/html/none?idtype=webid
https://view.joesandbox.com/analysis/332782/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/332782/html/none?idtype=webid
https://view.joesandbox.com/analysis/332698/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/332698/html/none?idtype=webid
https://view.joesandbox.com/analysis/332693/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/332693/html/none?idtype=webid
https://view.joesandbox.com/analysis/326463/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/326463/html/none?idtype=webid
https://view.joesandbox.com/analysis/324281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/324281/html/none?idtype=webid
https://view.joesandbox.com/analysis/322483/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/322483/html/none?idtype=webid
https://view.joesandbox.com/analysis/320257/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320257/html/none?idtype=webid
https://view.joesandbox.com/analysis/320204/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320204/html/none?idtype=webid
https://view.joesandbox.com/analysis/320080/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320080/html/none?idtype=webid
https://view.joesandbox.com/analysis/320053/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320053/html/none?idtype=webid
https://view.joesandbox.com/analysis/319301/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319301/html/none?idtype=webid
https://view.joesandbox.com/analysis/306137/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306137/html/none?idtype=webid
https://view.joesandbox.com/analysis/296024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/296024/html/none?idtype=webid
https://view.joesandbox.com/analysis/295954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/295954/html/none?idtype=webid
https://view.joesandbox.com/analysis/293147/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293147/html/none?idtype=webid
https://view.joesandbox.com/analysis/338212/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338212/html/none?idtype=webid
https://view.joesandbox.com/analysis/338206/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338206/html/none?idtype=webid
https://view.joesandbox.com/analysis/338081/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338081/html/none?idtype=webid
https://view.joesandbox.com/analysis/338073/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338073/html/none?idtype=webid
https://view.joesandbox.com/analysis/337921/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337921/html/none?idtype=webid
https://view.joesandbox.com/analysis/337920/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337920/html/none?idtype=webid
https://view.joesandbox.com/analysis/337805/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337805/html/none?idtype=webid
https://view.joesandbox.com/analysis/337799/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337799/html/none?idtype=webid
https://view.joesandbox.com/analysis/337129/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337129/html/none?idtype=webid
https://view.joesandbox.com/analysis/337126/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337126/html/none?idtype=webid
https://view.joesandbox.com/analysis/337125/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337125/html/none?idtype=webid
https://view.joesandbox.com/analysis/337124/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337124/html/none?idtype=webid
https://view.joesandbox.com/analysis/337121/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337121/html/none?idtype=webid
https://view.joesandbox.com/analysis/337120/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337120/html/none?idtype=webid
https://view.joesandbox.com/analysis/337117/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337117/html/none?idtype=webid
https://view.joesandbox.com/analysis/337116/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337116/html/none?idtype=webid
https://view.joesandbox.com/analysis/337114/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337114/html/none?idtype=webid
https://view.joesandbox.com/analysis/337111/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337111/html/none?idtype=webid
https://view.joesandbox.com/analysis/337110/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337110/html/none?idtype=webid
https://view.joesandbox.com/analysis/337106/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337106/html/none?idtype=webid

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\FC5BF66.tif

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: TIFF image data, little-endian, direntries=19, height=1600, bps=53710, compression=LZW, Photometriclntepretation=RGB, width=1600
Category: dropped

Size (bytes): 315878

Entropy (8bit):  7.988901270632308

Encrypted: false

SSDEEP: 6144:hRMIgE+mJ9ABc/nv5k8IKAhBfsOwmLgzLclpTcsGEdDIPmhsBOvRakfzeQZN3:hRMmEv2Bc/nvm8IKABfsYOmauFD

MDS5: BB737290D394078D8A16D5509C5BC970

SHA1L: CBA63BOABLEB7745A0027E0A17A6CBAC6F79487E

SHA-256: E11121ECA3FAD55F66EA240EADDAF5B4C978828C94C34736F7673540529B17A5

SHA-512: 3D8A6025171D283FA08D8ASBA4EAADIEABADS5D7D34629F17F4C6601DD4438FB536B29D7B8CA71E540EDB782433118628EBD3A56CEBFFA453C6A45792425CB
A

Malicious: false

Reputation: moderate, very likely benign file

Preview:

*Q.E...dr 4. LY (H K {.Q. ] RY(Frm<$.l...RL.&.3..GPO..D....=.s.5CT,.FN.
oR...j

.<l..G.v.BSIVL]E. Ny .. M...p'W..b.6%.a.....T3.c..S.WQ...S.....tHK[7.[4;. k.#....~e. M.[....m[N...~.nz~.0.. K. Vol s u.|?

...p..BX1..D..0..Bx
C:\Users\luser\AppData\Local\Temp\060F0000
Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE
File Type: data
Category: dropped
Size (bytes): 340118
Entropy (8bit):  7.979728389096268
Encrypted: false
SSDEEP: 6144:lwOMRMIgE+mJ9ABc/nv5k8IKAhBfsOwmLgzLclpTecsGEdDIPmhsBOvRakfzeQZN6:IwOMRMmMEV2Bc/nvm8IKABfsYOmauFaV
MD5: 7BA4B91B8DE777EBD4732DD6532D07AA
SHA1L: A6CA45F27BA322D4A1C527573937A102686DE7F72
SHA-256: 8FO0BA1944993205B1285183670B3C0CC60C58A6334314A5DBF8D95A657792447
SHA-512: 3495B97EB263A1BCFEOE8C2231685C3769B0F446045CF137A1E2192FF3571AA74A7510BES63BEABSEB3A3A24F6432A8219BF22643CC47DD049769A0D99ES293E
Malicious: false
Reputation: low
Preview:
..n.0 n.C....@.X.,..&0_.l.-.{-|q.).~..

2...~MV.E..b}.D.. ..Y..C]..&U...E"...N..).*

L3 9Y LU JHLKS .. { s.+zKA).?pgA.4.)P-{.A/ PK.

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Read-Only, Directory, ctime=Tue Oct 17 10:04:00 2017, mtime=Wed Jun 9
15:31:52 2021, atime=Wed Jun 9 15:31:52 2021, length=8192, window=hide

Category: dropped

Size (bytes): 867

Entropy (8bit):  4.496944502991758

Encrypted: false

SSDEEP: 12:85QMcLgXg/XAICPCHaxX2B8GB/z2vX+WnicvbSubDtZ3YiIMMEpxXRIK1TdIP9TdU:854/XTm6GUYepDv3qgrNru/

MDS5: DC4B2EA43C8A1B8FCCB693FFF4EC7510

SHAL: D2D0868322033CE6050D25C557CA675BEF8E2158

SHA-256: 9DOAE1E5C75C2605B5ED927EE152290B375E2C7F89F387D09640D61A26AEESE2

SHA-512: 2AC21BAFAFCCC6804E9D86752A54F408442E99B99C6094A4DD041E692C4A27E1641F44A7TF8276AF000BA6AD2B4CA9F463ACF6D01D1B49438DE7CD4C17ACFAE
7

Malicious: false

Reputation: low

Preview:

B0 400, /C ) t.1.....QK.X..Users."..

. ...b..Users..@s.hell3.2.dll,.-
uU.. Alb.us....z.1.....R....Desktop.d.....QK.X.R..*

.D.esskto.p..@.s.hell3.2.dll,.-2.

Q.y..user.8.....QK.X.Q.y*...&=....
820 Ci\Users\ #.. ...\\841618\Users.user\Desktop.......\..... . . . 1SPS.XF.L
i S8.2.1-5.-.2.1.-.9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6............. ... D_..3N..W..0r[*.... JEKD_....3N..

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\banUwVSwBY.LNK
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Jun 9 15:31:30 2021, mtime=Wed Jun 9 15:31:52 2021,
atime=Wed Jun 9 15:31:52 2021, length=338387, window=hide

Category: dropped
Copyright Joe Security LLC 2021 Page 11 of 17



C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\banUwVSwBY.LNK

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

2038

4.597484485757477

false

48:8nk/XTFGLGtN8ygQh2nk/XTFGLGtN8ygQ/:8nk/XJGLegQh2nk/XJGLegQ/

DCC45B20DFAD34FDD5C231A3678E383E

11CB9B75BB747AC5ECBOE5S2D67EA215E20F341E3

5CBFCF868BFAE09308FA59BD913ACDD63EB78D26CDF03513901A3C56BA37F638
9EC1B4C9146FC170C28FA7B7FA035EA737AE61B05BB4ED83F4F4D333A811D461C52470B510B15B71B57290BC047235399804D7F0BB8D51339E524211BFALA91E
false

low

| ESTURUPRRN Foi i L K$.L].0 L)) P.O. i....#00.../C:\oe t.1.....QK.X..Users. ... QK. X* ..o 6....Us.ers..@.s.h.ell3.2.dll,.-
.2.1.8.1.3....L.1.....Q.y..user.8.....QK.X.Q.y*...&=....U Alb.us....z.1......R....Desktop.d......QK.X.R..* ....D.eskto.p..@.s.h.ell3.2.dll,.-2.
1.7.6.9.....h.2.96...R.. . BANUWV~1.XLS..L.....R..R..*...Z.. D@D UWV.SWBY. XS XY .8.. 2?0 CiUsers\. A ..\84161
8\Users.user\Desktop\banUwVSwBY .xIsx.&.....\....\....\....\....\.D.e.s.k.t.o.p.\.b.a.n.Uw.V.S.w.B.Y...x.l.s.x. :

1.-5.-2.1.-9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6............. T Kevoron 841618...

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

ASCII text, with CRLF line terminators

dropped

85

4.676175494579443

false

3:0yBVOomxWME32P2fiz2P2mxWME32P2v:djM32P6iz2PG32PI
1A68CAC18E09A64F9C562750C73E1945
D0135E42FD06C773B58C580966C764EEFF9926D1
202B7BFACE52B0948B2D7727B2475BF4EBAE9284772855A49838214CD697A555

SE8E8225BD5BC72BE4D3B84E30385D70FEE4AGA2698724CC477FAADDFOCDDB1118714F1967480B494BB200ESD75182BABC666978FC5B9B5BAC3F4992FEEB76
7

false

low

Desktop.LNK=0..[misc]..banUwVSwBY.LNK=0..banUwVSwBY.LNK=0..[misc]..banUwVSwBY .LNK=0..

C:\Users\user\Desktop\D60F0000

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

data

dropped

338387

7.97982689727803

false

6144:YS+RMIgE+mJ9ABc/nv5k8IKAhBfsOwmLgzLclpTecsGEdDIPmhsBOvRakfzeQZN77:YS+RMmEvV2Bc/nvm8IKABfsY Omaukf7
9590ABBCDB9FA3F3853839CDF04B327E

667E70BED62ED48AE34F40A27DECC0C72B629864
A2B393CBECBC9B16B94CD865027827DAF9432BDC6016256D5AEEF889A3EB3C51
B7849DB640739D65C9E2968043948E1C26187CDC2F1471D0OE9E055BD25462FCOEA73EB17076 CF3BD9A5C438A302F26459D32C3EB465AC99B02A3E1A8F5B61A0
false

low

.N.O..X...-gVM....]$..L<i.&... {.iA..A..M..g.0...0.m..B@.IIF.Pd'K......... JdH.}.8..X.......q..3. X.........Z..."y.r.U.a*.*gj..d8.
.M.a...D\...Q3@..DWU...am<...(.Um.#S..6v..(.wO0.....0...90...g.f.n.....RWw.w.Qv..Ab}]..".p.&.q...y"...p\&.q...u"..a* .
Z.XN...|Z.M..S..9..5;...j...e."....... PK.e Lo [Content_Types].Xml ...(cc..ccooviiiiiiiiiiiiiicieis

.*.P.g.K.geEv\....oL.A.K"WU....S...(.5

C:\Users\user\Desktop\~$banUwVSwBY .xls

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

data

dropped

165

1.4377382811115937

false

3.vZ/FFDJIwW2fV.vBFFGS

797869BB881CFBCDAC2064F92B26E46F
61C1B8FBF505956A77E9A79CE74EF5E281B01F4B
D4E4008DD7DFB936F22D9EF3CC569C6F88804715EAB8101045BA1CD0OB081F185
1B8350E1500F969107754045EB84EA9F72B53498B1DC05911D6C7E771316C632EA750FBCESBAD3A82D664E3C65CC5251D0E4A21F750911AESDC2FC3653E49F58!
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C:\Usersluser\Desktop\~$banUwVSwBY .xls

Malicious: false
Reputation: high, very likely benign file
Preview:

.user LA

C:\Users\user\Desktop\~$banUwVSwBY .xlsx

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: data

Category: dropped

Size (bytes): 330

Entropy (8bit):  1.4377382811115937

Encrypted: false

SSDEEP: 3:vZ/FFDIwW2fj/FFDIw2fV:vBFFGaFFGS

MDS5: 96114D75E30EBD26B572C1FC83D1D02E

SHA1L: A44EEBDASEB09862AC46346227F06F8CFAF19407

SHA-256: 0C6F8CFOE504C17073E4C614C8A7063F194E335D840611EEFA9E29C7CED1A523

SHA-512: 52D33C36DF2A91E63A9B1949FDC5D69E6A3610CD3855A2E3FC25017BF0A12717FC15EBBAC6113DC7D69C06AD4A83FAFOF021AD7C8D30600AA8168348BDOFAS
0

Malicious: false

Reputation: high, very likely benign file

Preview:
user LAl user VAlbuso oo

Static File Info

General

File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "banUwVSwBY.xIsx"

Indicators

Has Summary Info:

Copyright Joe Security LLC 2021

ede2aaB8aadb4bcbd

OpenXML
1

Microsoft Excel 2007+
7.979985125691482

e Excel Microsoft Office Open XML Format document
(40004/1) 83.33%
e ZIP compressed archive (8000/1) 16.67%

banUwVSwBY .xIsx

341561

da5fb469bc9385f16af43843673cadc8
414¢25009dd7fad02b87f534779f6863a937aa93

612d8808903469c5840e8697710abella2c7e75ccadlet
1de969732¢c42271249

€97f5e199408f49182300e715e279e1530e48f0588f0c2b
6a93679097cd5641704ea899ef4842662749e67cf257a2¢
243eff687f85908bafd051969b5e4e392d

6144:50AgRMIgE+mJ9ABc/nv5k8IKAhBfsOwmLgzLclp
TcsGEdDIPmhsBOvRakizeQZN1:5gAgRMmEV2Bc/nvm
8IKABfsYOmauFzZ

PK.. !
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Indicators

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Macro 4.0 Code

Network Behavior

Snort IDS Alerts

Source Dest

Timestamp Protocol SID Message Port Port Source IP Dest IP
06/09/21- TCP 1201  ATTACK-RESPONSES 403 Forbidden 80 49167 190.14.37.134  192.168.2.22
09:32:10.958517

06/09/21- ICMP 399 ICMP Destination Unreachable Host Unreachable 178.162.223.151 192.168.2.22
09:32:11.440661

06/09/21- ICMP 399 ICMP Destination Unreachable Host Unreachable 178.162.223.151 192.168.2.22
09:32:17.040656

06/09/21- ICMP 399 ICMP Destination Unreachable Host Unreachable 178.162.223.151 192.168.2.22
09:32:20.092660

06/09/21- ICMP 399 ICMP Destination Unreachable Host Unreachable 178.162.223.151 192.168.2.22
09:32:33.760719

06/09/21- ICMP 399 ICMP Destination Unreachable Host Unreachable 178.162.223.151 192.168.2.22
09:32:38.100515

06/09/21- ICMP 399 ICMP Destination Unreachable Host Unreachable 178.162.223.151 192.168.2.22
09:32:41.948607

06/09/21- TCP 1201  ATTACK-RESPONSES 403 Forbidden 80 49170 51.89.115.124  192.168.2.22

09:32:53.335395

Network Port Distribution

TCP Packets

HTTP Request Dependency Graph

e 190.14.37.134

e 51.89.115.124

HTTP Packets

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.22 49167 190.14.37.134 80 C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
kBytes

Timestamp transferred Direction Data

Jun 9, 2021 0 ouT GET /44356.3971392361.dat HTTP/1.1

09:32:10.155297995 CEST Accept: */*

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 190.14.37.134

Connection: Keep-Alive

Copyright Joe Security LLC 2021 Page 14 of 17



kBytes
Timestamp transferred

Jun 9, 2021 1
09:32:10.958517075 CEST

Session ID Source IP

1 192.168.2.22
kBytes

Timestamp transferred

Jun 9, 2021 2

09:32:53.155843019 CEST

Jun 9, 2021 3
09:32:53.335395098 CEST

Code Manipulations

Statistics

Behavior

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49170

Direction

ouT

Data

HTTP/1.1 403 Forbidden

Server: nginx

Date: Wed, 09 Jun 2021 07:32:10 GMT

Content-Type: text/html

Content-Length: 548

Connection: keep-alive

Data Raw: 3c 68 74 6d 6¢ 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 33 20 46 6f 72 62 69 64 64 65 6e 3c 2f
74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 33 20 46
6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6e 67 69 6e
78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64
64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6€ 64 6C 79
2065 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6 20 64 69 73 61
62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20
2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64
20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20
70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6
e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3¢ 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64
69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61
67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20
61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa

Data Ascii: <html><head><title>403 Forbidden</title></head><body><center><h1>403 Forbidden</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to disab
le MSIE and Chrome friendly error page -->... a padding to disable MSIE and Chrome friendly error page -->... a padding to
disable MSIE and Chrome friendly error page -->... a padding to disable MSIE and Chrome friendly error page -->... a
padding to disable MSIE and Chrome friendly error page -->

Destination IP Destination Port Process

51.89.115.124 80 C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
Data

GET /44356.3971392361.dat HTTP/1.1

Accept: */*

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 51.89.115.124

Connection: Keep-Alive

HTTP/1.1 403 Forbidden

Server: nginx

Date: Wed, 09 Jun 2021 07:29:07 GMT

Content-Type: text/html

Content-Length: 548

Connection: keep-alive

Data Raw: 3c 68 74 6d 6c 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 33 20 46 6f 72 62 69 64 64 65 6e 3c 2f
74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 33 20 46
6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6e 67 69 6e
78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa 3¢ 21 2d 2d 20 61 20 70 61 64
64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6€ 64 6C 79
2065 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61
62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20
2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64
20 43 68 72 6f 6d 65 20 66 72 69 65 6€ 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20
70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6€ 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6
e 64 6¢c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64
69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61
67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20
61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa

Data Ascii: <html><head><title>403 Forbidden</title></head><body><center><h1>403 Forbidden</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to disab
le MSIE and Chrome friendly error page -->... a padding to disable MSIE and Chrome friendly error page -->... a padding to
disable MSIE and Chrome friendly error page -->... a padding to disable MSIE and Chrome friendly error page -->... a
padding to disable MSIE and Chrome friendly error page -->
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Click to jump to process

System Behavior

Analysis Process: EXCEL.EXE PID: 2352 Parent PID: 584

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Deleted

File Moved

File Written

File Read

Registry Activities

Key Created

Key Value Created

09:31:47

09/06/2021

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
false

'C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding
0x13f1f0000

27641504 bytes
5FBOAOF93382ECD19F5F499A5CAA59F0

true

true

C, C++ or other language

high

Show Windows behavior

Show Windows behavior

Analysis Process: regsvr32.exe PID: 2416 Parent PID: 2352

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Copyright Joe Security LLC 2021

09:32:36

09/06/2021
C:\Windows\System32\regsvr32.exe
false

regsvr32 -s ..\Post.storg

0xff980000

19456 bytes
59BCE9F07985F8A4204F4D6554CFF708
true

true

C, C++ or other language

high
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Analysis Process: regsvr32.exe PID: 2480 Parent PID: 2352

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

09:32:36

09/06/2021
C:\Windows\System32\regsvr32.exe

false

regsvr32 -s ..\Post.storgl

0xff980000

19456 bytes
59BCE9F07985F8A4204F4D6554CFF708
true

true

C, C++ or other language

Reputation: high
Analysis Process: regsvr32.exe PID: 2880 Parent PID: 2352
General
Start time: 09:32:37
Start date: 09/06/2021
Path: C:\Windows\System32\regsvr32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

false

regsvr32 -s ..\Post.storg2

0xffa80000

19456 bytes
59BCE9F07985F8A4204FAD6554CFF708
true

true

C, C++ or other language

high

Joe Sandbox Cloud Basic 32.0.0 Black Diamond
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