
ID: 432028
Sample Name:
New_Contract_ontractNo-S-
2104-
0036_Business_Sales_confirmation.exe
Cookbook: default.jbs
Time: 17:07:24
Date: 09/06/2021
Version: 32.0.0 Black Diamond
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Analysis Report New_Contract_ontractNo-S-2104-0036_Business_Sales_confirmation.exe…

Overview

General Information

Sample 
Name:

New_Contract_ontractNo-
S-2104-
0036_Business_Sales_co
nfirmation.exe

Analysis ID: 432028

MD5: e766a80e73cd62…

SHA1: 25de6008b7f7712…

SHA256: 664bf09b6f40a8f…

Infos:

Most interesting Screenshot:

Detection

GuLoaderGuLoader

Score: 96

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Potential malicious icon found

Potential malicious icon found

Potential malicious icon found

Potential malicious icon found

Potential malicious icon found

Potential malicious icon found

Potential malicious icon foundPotential malicious icon found

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoaderYara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoaderYara detected GuLoader

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Detected RDTSC dummy instruction

Detected RDTSC dummy instruction

Detected RDTSC dummy instruction

Detected RDTSC dummy instruction

Detected RDTSC dummy instruction

Detected RDTSC dummy instruction

Detected RDTSC dummy instructionDetected RDTSC dummy instruction……

Found potential dummy code loops (

Found potential dummy code loops (

Found potential dummy code loops (

Found potential dummy code loops (

Found potential dummy code loops (

Found potential dummy code loops (

Found potential dummy code loops (Found potential dummy code loops (……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU UsageAbnormal high CPU Usage

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution Contains functionality for execution ……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU Contains functionality to query CPU ……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executedFound large amount of non-executed……

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resourcesPE file contains strange resources

Program does not show much activi

Program does not show much activi

Program does not show much activi

Program does not show much activi

Program does not show much activi

Program does not show much activi

Program does not show much activiProgram does not show much activi……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

New_Contract_ontractNo-S-2104-0036_Business_Sales_confirmation.exe (PID: 4608 cmdline: 'C:\Users\user\Desktop\New_Contract_ontractNo-S-2104-0036_Business_Sal

es_confirmation.exe'  MD5: E766A80E73CD62B0AADF800F0E8BFE2C)
cleanup

{

  "Payload URL": "https://tebogodigital.co.za/frim/build_mmHXva107.bin, https://tebogodigital.co.za/frib/build_mmHXva107.bin"

}

Source Rule Description Author Strings

New_Contract_ontractNo-S-2104-0036_Business_Sales_
confirmation.exe

JoeSecurity_GuLoader_1 Yara detected 
GuLoader

Joe Security

Source Rule Description Author Strings

00000000.00000002.730196240.000000000040
1000.00000020.00020000.sdmp

JoeSecurity_GuLoader_1 Yara detected 
GuLoader

Joe Security

00000000.00000002.734424591.0000000002BD
0000.00000040.00000001.sdmp

JoeSecurity_GuLoader_2 Yara detected 
GuLoader

Joe Security

Process Tree

Malware Configuration

Threatname: GuLoader

Yara Overview

Initial Sample

Memory Dumps
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Sigma Overview

No Sigma rule has matched

Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Networking:

C2 URLs / IPs found in malware configuration

System Summary:

Potential malicious icon found

Data Obfuscation:

Yara detected GuLoader

Yara detected GuLoader

Malware Analysis System Evasion:

Detected RDTSC dummy instruction sequence (likely for instruction hammering)

Tries to detect virtualization through RDTSC time measurements

Anti Debugging:

Found potential dummy code loops (likely to delay analysis)

Mitre Att&ck Matrix

00000000.00000000.204310575.000000000040
1000.00000020.00020000.sdmp

JoeSecurity_GuLoader_1 Yara detected 
GuLoader

Joe Security

Source Rule Description Author Strings

Source Rule Description Author Strings

0.0.New_Contract_ontractNo-S-2104-0036_Business_Sa
les_confirmation.exe.400000.0.unpack

JoeSecurity_GuLoader_1 Yara detected 
GuLoader

Joe Security

0.2.New_Contract_ontractNo-S-2104-0036_Business_Sa
les_confirmation.exe.400000.0.unpack

JoeSecurity_GuLoader_1 Yara detected 
GuLoader

Joe Security

Unpacked PEs
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Behavior Graph

ID: 432028

Sample: New_Contract_ontractNo-S-21...

Startdate: 09/06/2021

Architecture: WINDOWS

Score: 96

Potential malicious
icon found Found malware configuration Multi AV Scanner detection

for submitted file 3 other signatures

New_Contract_ontractNo-S-2104-0036_Business_Sales_confirmation.exe

        started       

Detected RDTSC dummy
instruction sequence
(likely for instruction

hammering)

Found potential dummy
code loops (likely to

delay analysis)

Tries to detect virtualization
through RDTSC time measurements

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots
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Source Detection Scanner Label Link

New_Contract_ontractNo-S-2104-0036_Business_Sales_confirmation.exe 71% Virustotal Browse

New_Contract_ontractNo-S-2104-0036_Business_Sales_confirmation.exe 29% Metadefender Browse

New_Contract_ontractNo-S-2104-0036_Business_Sales_confirmation.exe 72% ReversingLabs Win32.Trojan.Vebzenpak

No Antivirus matches

No Antivirus matches

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Copyright Joe Security LLC 2021 Page 6 of 11

https://www.virustotal.com/gui/file/664bf09b6f40a8f36643766189b1ec1cbf9578ff7d207b9f23803ac7676a119e/detection/f-664bf09b6f40a8f36643766189b1ec1cbf9578ff7d207b9f23803ac7676a119e-1623235012
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General Information

Joe Sandbox Version: 32.0.0 Black Diamond

Analysis ID: 432028

Start date: 09.06.2021

Start time: 17:07:24

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 7m 51s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: New_Contract_ontractNo-S-2104-
0036_Business_Sales_confirmation.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 32

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal96.rans.troj.evad.winEXE@1/0@0/0

EGA Information: Successful, ratio: 100%

HDC Information: Successful, ratio: 4.4% (good quality ratio 0.3%)
Quality average: 6%
Quality standard deviation: 18.9%

HCA Information: Successful, ratio: 53%
Number of executed functions: 0
Number of non-executed functions: 0

No Antivirus matches

No Antivirus matches

No contacted domains info

Name Malicious Antivirus Detection Reputation

https://tebogodigital.co.za/frim/build_mmHXva107.bin, 
https://tebogodigital.co.za/frib/build_mmHXva107.bin

false high

No contacted IP infos

Domains

URLs

Domains and IPs

Contacted Domains

Contacted URLs

Contacted IPs

Copyright Joe Security LLC 2021 Page 7 of 11



Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: 
.exe
Override analysis time to 240s for sample files 
taking high CPU consumption

Warnings:

Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 5.348240538768836

TrID: Win32 Executable (generic) a (10002005/4) 
99.15%
Win32 Executable Microsoft Visual Basic 6 
(82127/2) 0.81%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: New_Contract_ontractNo-S-2104-
0036_Business_Sales_confirmation.exe

File size: 102400

No simulations

No context

No context

No context

No context

No context

No created / dropped files found

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files

Copyright Joe Security LLC 2021 Page 8 of 11



MD5: e766a80e73cd62b0aadf800f0e8bfe2c

SHA1: 25de6008b7f77121d432811376b4703e727e902f

SHA256: 664bf09b6f40a8f36643766189b1ec1cbf9578ff7d207b9f2
3803ac7676a119e

SHA512: d6a7cf44697203050428d250206fcc442790a897da51658
572a909110e03d226f22c71bd9e459a2df7ba574ea5d82f
b84e8155e18d6327c1b52a5a98f1ca4a69

SSDEEP: 3072:/J9gS1jzW9LZrlHaxNNdgGI3lTEudD14hJRub:/L1n
W9dlHaxDuGcTl514hJRu

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$........#...B...B
...B..L^...B...`...B...d...B..Rich.B..........PE..L.....)N............
.....`...0......d........p....@................

General

File Icon

Icon Hash: 20047c7c70f0e004

General
Entrypoint: 0x401664

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, 
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

DLL Characteristics:

Time Stamp: 0x4E29F905 [Fri Jul 22 22:26:13 2011 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: 329714ba87b5b72d54f447a30ad0c5e2

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x1514c 0x16000 False 0.340520685369 data 5.70712688032 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.data 0x17000 0x1288 0x1000 False 0.00634765625 data 0.0 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.rsrc 0x19000 0x9c4 0x1000 False 0.18115234375 data 2.12843856561 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Language of compilation system Country where language is spoken Map

Static PE Info

Entrypoint Preview

Data Directories

Sections

Resources

Imports

Version Infos

Possible Origin
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No network behavior found

Code Manipulations

Statistics

System Behavior

Disassembly

Code Analysis

English United States

Language of compilation system Country where language is spoken Map

Network Behavior

File ActivitiesFile Activities

Start time: 17:09:04

Start date: 09/06/2021

Path: C:\Users\user\Desktop\New_Contract_ontractNo-S-2104-
0036_Business_Sales_confirmation.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\New_Contract_ontractNo-S-2104-0036_Business_Sales_confirm
ation.exe' 

Imagebase: 0x400000

File size: 102400 bytes

MD5 hash: E766A80E73CD62B0AADF800F0E8BFE2C

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Visual Basic

Yara matches: Rule: JoeSecurity_GuLoader_1, Description: Yara detected GuLoader, Source: 
00000000.00000002.730196240.0000000000401000.00000020.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source: 
00000000.00000002.734424591.0000000002BD0000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_GuLoader_1, Description: Yara detected GuLoader, Source: 
00000000.00000000.204310575.0000000000401000.00000020.00020000.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

Analysis Process: New_Contract_ontractNo-S-2104-Analysis Process: New_Contract_ontractNo-S-2104-
0036_Business_Sales_confirmation.exe PID: 4608 Parent PID: 57680036_Business_Sales_confirmation.exe PID: 4608 Parent PID: 5768

General
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Joe Sandbox Cloud Basic 32.0.0 Black DiamondCopyright Joe Security LLC
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