
ID: 432713
Sample Name: SOA & Invoices
440086.exe
Cookbook: default.jbs
Time: 17:35:11
Date: 10/06/2021
Version: 32.0.0 Black Diamond
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Analysis Report SOA & Invoices 440086.exe

Overview

General Information

Sample 
Name:

SOA & Invoices 
440086.exe

Analysis ID: 432713

MD5: a5247d790d44ae…

SHA1: 26633a91c4ac68…

SHA256: adefb18837fffc19…

Tags: exe

Infos:

Most interesting Screenshot:

Detection

AgentTeslaAgentTesla

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTeslaYara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTeslaYara detected AgentTesla

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3Yara detected AntiVM3

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia.NET source code contains potentia……

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg.NET source code contains very larg……

Adds a directory exclusion to Windo

Adds a directory exclusion to Windo

Adds a directory exclusion to Windo

Adds a directory exclusion to Windo

Adds a directory exclusion to Windo

Adds a directory exclusion to Windo

Adds a directory exclusion to WindoAdds a directory exclusion to Windo……

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a Initial sample is a PE file and has a ……

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information Queries sensitive BIOS Information ……

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter inQueries sensitive network adapter in……

Queries sensitive video device inform

Queries sensitive video device inform

Queries sensitive video device inform

Queries sensitive video device inform

Queries sensitive video device inform

Queries sensitive video device inform

Queries sensitive video device informQueries sensitive video device inform……

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / WiTries to harvest and steal Putty / Wi……

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser inTries to harvest and steal browser in……

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login cTries to harvest and steal ftp login c……

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via filTries to steal Mail credentials (via fil……

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtuaContains capabilities to detect virtua……

Contains functionality to detect virtu

Contains functionality to detect virtu

Contains functionality to detect virtu

Contains functionality to detect virtu

Contains functionality to detect virtu

Contains functionality to detect virtu

Contains functionality to detect virtuContains functionality to detect virtu……

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often foCreates a DirectInput object (often fo……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on nonDetected TCP or UDP traffic on non……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / UsFound a high number of Window / Us……

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likelyFound inlined nop instructions (likely……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valuMonitors certain registry keys / valu……

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informaQueries sensitive processor informa……

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Sigma detected: Non Interactive Pow

Sigma detected: Non Interactive Pow

Sigma detected: Non Interactive Pow

Sigma detected: Non Interactive Pow

Sigma detected: Non Interactive Pow

Sigma detected: Non Interactive Pow

Sigma detected: Non Interactive PowSigma detected: Non Interactive Pow……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)Uses SMTP (mail sending)

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential StealerYara detected Credential Stealer

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

SOA & Invoices 440086.exe (PID: 6412 cmdline: 'C:\Users\user\Desktop\SOA & Invoices 440086.exe'  MD5: A5247D790D44AEC18F5EC3E4EA037685)

powershell.exe (PID: 6564 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -ExclusionPath 'C:\Users\user\Desktop\SOA & 

Invoices 440086.exe' MD5: DBA3E6449E97D4E3DF64527EF7012A10)
conhost.exe (PID: 6636 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

SOA & Invoices 440086.exe (PID: 6668 cmdline: C:\Users\user\Desktop\SOA & Invoices 440086.exe MD5: A5247D790D44AEC18F5EC3E4EA037685)

cleanup

{

  "Exfil Mode": "SMTP",

  "SMTP Info": "framafilmsint@framafilms.comlister11mail.framafilms.com"

}

Source Rule Description Author Strings

00000005.00000002.496465103.000000000040
2000.00000040.00000001.sdmp

JoeSecurity_AgentTesla_1 Yara detected 
AgentTesla

Joe Security

00000005.00000002.496465103.000000000040
2000.00000040.00000001.sdmp

JoeSecurity_AgentTesla_2 Yara detected 
AgentTesla

Joe Security

00000005.00000002.503343009.0000000002B0
1000.00000004.00000001.sdmp

JoeSecurity_CredentialSte
aler

Yara detected 
Credential Stealer

Joe Security

00000005.00000000.257856351.000000000040
2000.00000040.00000001.sdmp

JoeSecurity_AgentTesla_1 Yara detected 
AgentTesla

Joe Security

00000005.00000000.257856351.000000000040
2000.00000040.00000001.sdmp

JoeSecurity_AgentTesla_2 Yara detected 
AgentTesla

Joe Security

Process Tree

Malware Configuration

Threatname: Agenttesla

Yara Overview

Memory Dumps

Copyright Joe Security LLC 2021 Page 4 of 18



Sigma Overview

System Summary:

Sigma detected: Non Interactive PowerShell

Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Machine Learning detection for sample

System Summary:

.NET source code contains very large array initializations

Initial sample is a PE file and has a suspicious name

Data Obfuscation:

.NET source code contains potential unpacker

Malware Analysis System Evasion:

Yara detected AntiVM3

Queries sensitive BIOS Information (via WMI, Win32_Bios & Win32_BaseBoard, often done to detect virtual machines)

Queries sensitive network adapter information (via WMI, Win32_NetworkAdapter, often done to detect virtual machines)

Queries sensitive video device information (via WMI, Win32_VideoController, often done to detect virtual machines)

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

HIPS / PFW / Operating System Protection Evasion:

Click to see the 8 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

1.2.SOA & Invoices 440086.exe.3d3c548.2.raw.unpack JoeSecurity_AgentTesla_1 Yara detected 
AgentTesla

Joe Security

1.2.SOA & Invoices 440086.exe.3d3c548.2.raw.unpack JoeSecurity_AgentTesla_2 Yara detected 
AgentTesla

Joe Security

5.0.SOA & Invoices 440086.exe.400000.1.unpack JoeSecurity_AgentTesla_1 Yara detected 
AgentTesla

Joe Security

5.0.SOA & Invoices 440086.exe.400000.1.unpack JoeSecurity_AgentTesla_2 Yara detected 
AgentTesla

Joe Security

1.2.SOA & Invoices 440086.exe.3e591c8.1.unpack JoeSecurity_AgentTesla_1 Yara detected 
AgentTesla

Joe Security

Click to see the 5 entries

Unpacked PEs

Copyright Joe Security LLC 2021 Page 5 of 18



Adds a directory exclusion to Windows Defender

Injects a PE file into a foreign processes

Stealing of Sensitive Information:

Yara detected AgentTesla

Yara detected AgentTesla

Tries to harvest and steal Putty / WinSCP information (sessions, passwords, etc)

Tries to harvest and steal browser information (history, passwords, etc)

Tries to harvest and steal ftp login credentials

Tries to steal Mail credentials (via file access)

Remote Access Functionality:

Yara detected AgentTesla

Yara detected AgentTesla

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Valid
Accounts

Windows Management
Instrumentation 3 1 1

Path
Interception

Process
Injection 1 1 2

Masquerading 1 OS
Credential
Dumping 2

Query Registry 1 Remote
Services

Email
Collection 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1

Default
Accounts

Scheduled Task/Job Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Disable or Modify
Tools 1 1

Input
Capture 1

Security Software
Discovery 3 2 1

Remote
Desktop
Protocol

Input
Capture 1

Exfiltration
Over
Bluetooth

Non-Standard
Port 1

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Virtualization/Sandbox
Evasion 2 5 1

Credentials
in
Registry 1

Process Discovery 2 SMB/Windows
Admin Shares

Archive
Collected
Data 1 1

Automated
Exfiltration

Non-
Application
Layer
Protocol 1

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Process
Injection 1 1 2

NTDS Virtualization/Sandbox
Evasion 2 5 1

Distributed
Component
Object Model

Data from
Local
System 2

Scheduled
Transfer

Application
Layer
Protocol 1 1

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Deobfuscate/Decode
Files or Information 1

LSA
Secrets

Application Window
Discovery 1

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Obfuscated Files or
Information 3

Cached
Domain
Credentials

Remote System
Discovery 1

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Software
Packing 1 3

DCSync File and Directory
Discovery 1

Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Drive-by
Compromise

Command and Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Indicator Removal
from Tools

Proc
Filesystem

System Information
Discovery 1 1 4

Shared
Webroot

Credential
API Hooking

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Application
Layer Protocol

Behavior Graph
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Behavior Graph
ID: 432713

Sample: SOA & Invoices 440086.exe

Startdate: 10/06/2021

Architecture: WINDOWS

Score: 100

Found malware configuration Multi AV Scanner detection
for submitted file Yara detected AgentTesla 11 other signatures

SOA & Invoices 440086.exe

4

        started       

C:\Users\...\SOA & Invoices 440086.exe.log, ASCII

dropped

Adds a directory exclusion
to Windows Defender

Injects a PE file into
a foreign processes

SOA & Invoices 440086.exe

2

        started       

powershell.exe

9

        started       

mail.framafilms.com

185.220.245.14, 49752, 587

SEEWEBWebhostingcolocationandcloudservicesIT

Switzerland

Tries to harvest and
steal Putty / WinSCP

information (sessions,
passwords, etc)

Tries to steal Mail
credentials (via file

access)

Tries to harvest and
steal ftp login credentials

Tries to harvest and
steal browser information

(history, passwords,
etc)

conhost.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

SOA & Invoices 440086.exe 25% Virustotal Browse

SOA & Invoices 440086.exe 17% ReversingLabs ByteCode-
MSIL.Spyware.Negasteal

SOA & Invoices 440086.exe 100% Joe Sandbox ML

No Antivirus matches

Source Detection Scanner Label Link Download

5.2.SOA & Invoices 440086.exe.400000.0.unpack 100% Avira TR/Spy.Gen8 Download File

5.0.SOA & Invoices 440086.exe.400000.1.unpack 100% Avira TR/Spy.Gen8 Download File

Source Detection Scanner Label Link

mail.framafilms.com 0% Virustotal Browse

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2021 Page 8 of 18

https://www.virustotal.com/gui/file/adefb18837fffc19e4477292c47b9b85d92b1fc3385b66f1a921dd84bf8a2eea/detection/f-adefb18837fffc19e4477292c47b9b85d92b1fc3385b66f1a921dd84bf8a2eea-1623339294
https://www.virustotal.com/gui/url/8d0abf0384dab5ec6b96f062df0d390384b06e841606b1e430b9c2a842f199d2/detection/u-8d0abf0384dab5ec6b96f062df0d390384b06e841606b1e430b9c2a842f199d2-1596476078


Source Detection Scanner Label Link

127.0.0.1:HTTP/1.1 0% Avira URL Cloud safe

DynDns.comDynDNS 0% URL Reputation safe

DynDns.comDynDNS 0% URL Reputation safe

DynDns.comDynDNS 0% URL Reputation safe

DynDns.comDynDNS 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-
0.4.3.6.zip%tordir%%ha

0% URL Reputation safe

https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-
0.4.3.6.zip%tordir%%ha

0% URL Reputation safe

https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-
0.4.3.6.zip%tordir%%ha

0% URL Reputation safe

https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-
0.4.3.6.zip%tordir%%ha

0% URL Reputation safe

xDvmSt.com 0% Avira URL Cloud safe

www.tiro.com 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

https://api.ipify.org%$ 0% Avira URL Cloud safe

www.carterandcone.coml 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

https://api.ipify.org%GETMozilla/5.0 0% URL Reputation safe

https://api.ipify.org%GETMozilla/5.0 0% URL Reputation safe

https://api.ipify.org%GETMozilla/5.0 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe
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General Information

Joe Sandbox Version: 32.0.0 Black Diamond

Analysis ID: 432713

Start date: 10.06.2021

Start time: 17:35:11

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 11m 17s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: SOA & Invoices 440086.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 27

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.spyw.evad.winEXE@6/5@1/1

EGA Information: Failed

HDC Information: Failed

www.zhongyicts.com.cn 0% URL Reputation safe

mail.framafilms.com 0% Avira URL Cloud safe

www.sakkal.com 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-0.4.3.6.zip 0% URL Reputation safe

https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-0.4.3.6.zip 0% URL Reputation safe

https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-0.4.3.6.zip 0% URL Reputation safe

https://pU6NdWQcDtRIHGBxR.com 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

mail.framafilms.com 185.220.245.14 true true 0%, Virustotal, Browse unknown

IP Domain Country Flag ASN ASN Name Malicious

185.220.245.14 mail.framafilms.com Switzerland 12637 SEEWEBWebhostingcolocati
onandcloudservicesIT

true

Domains and IPs

Contacted Domains

URLs from Memory and Binaries

Contacted IPs

Public
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https://www.virustotal.com/gui/url/8d0abf0384dab5ec6b96f062df0d390384b06e841606b1e430b9c2a842f199d2/detection/u-8d0abf0384dab5ec6b96f062df0d390384b06e841606b1e430b9c2a842f199d2-1596476078


HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: 
.exe

Warnings:

Time Type Description

17:36:06 API Interceptor 695x Sleep call for process: SOA & Invoices 440086.exe modified

Match Associated Sample Name / URL SHA 256 Detection Link Context

185.220.245.14 BANK DETAILS.exe Get hash malicious Browse

SOA.rar.exe Get hash malicious Browse

Invoice No. 309320.exe Get hash malicious Browse

SOA.exe Get hash malicious Browse

BID TENDER DOCUMENTS.exe Get hash malicious Browse

PURCHASE LIST.exe Get hash malicious Browse

PURCHASE LIST.exe Get hash malicious Browse

SOA.rar.exe Get hash malicious Browse

Bank swift.exe Get hash malicious Browse

363IN050790620 BOOKING.exe Get hash malicious Browse

LIST OF PRODUCTS NEEDED.exe Get hash malicious Browse

Quote request.exe Get hash malicious Browse

REQUEST FOR QUOTAION.exe Get hash malicious Browse

REMITANCE COPY.exe Get hash malicious Browse

Match Associated Sample Name / URL SHA 256 Detection Link Context

mail.framafilms.com BANK DETAILS.exe Get hash malicious Browse 185.220.245.14

Invoice No. 309320.exe Get hash malicious Browse 185.220.245.14

BID TENDER DOCUMENTS.exe Get hash malicious Browse 185.220.245.14

PURCHASE LIST.exe Get hash malicious Browse 185.220.245.14

PURCHASE LIST.exe Get hash malicious Browse 185.220.245.14

363IN050790620 BOOKING.exe Get hash malicious Browse 185.220.245.14

LIST OF PRODUCTS NEEDED.exe Get hash malicious Browse 185.220.245.14

Quote request.exe Get hash malicious Browse 185.220.245.14

REQUEST FOR QUOTAION.exe Get hash malicious Browse 185.220.245.14

REMITANCE COPY.exe Get hash malicious Browse 185.220.245.14

AWD1-2001028L PI.exe Get hash malicious Browse 194.209.22
8.166

SWIFT COPY (2).exe Get hash malicious Browse 194.209.22
8.166

Match Associated Sample Name / URL SHA 256 Detection Link Context

SEEWEBWebhostingcolocationandcloud
servicesIT

BANK DETAILS.exe Get hash malicious Browse 185.220.245.14

SOA.rar.exe Get hash malicious Browse 185.220.245.14

Invoice No. 309320.exe Get hash malicious Browse 185.220.245.14

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN
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https://view.joesandbox.com/analysis/339501/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339501/html/none?idtype=webid
https://view.joesandbox.com/analysis/339109/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339109/html/none?idtype=webid
https://view.joesandbox.com/analysis/338939/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338939/html/none?idtype=webid
https://view.joesandbox.com/analysis/338306/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338306/html/none?idtype=webid
https://view.joesandbox.com/analysis/338191/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338191/html/none?idtype=webid
https://view.joesandbox.com/analysis/338124/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338124/html/none?idtype=webid
https://view.joesandbox.com/analysis/337841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337841/html/none?idtype=webid
https://view.joesandbox.com/analysis/337645/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337645/html/none?idtype=webid
https://view.joesandbox.com/analysis/337429/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337429/html/none?idtype=webid
https://view.joesandbox.com/analysis/337307/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337307/html/none?idtype=webid
https://view.joesandbox.com/analysis/294824/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/294824/html/none?idtype=webid
https://view.joesandbox.com/analysis/293444/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293444/html/none?idtype=webid
https://view.joesandbox.com/analysis/285262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285262/html/none?idtype=webid
https://view.joesandbox.com/analysis/262224/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262224/html/none?idtype=webid
https://view.joesandbox.com/analysis/339501/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339501/html/none?idtype=webid
https://view.joesandbox.com/analysis/338939/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338939/html/none?idtype=webid
https://view.joesandbox.com/analysis/338191/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338191/html/none?idtype=webid
https://view.joesandbox.com/analysis/338124/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338124/html/none?idtype=webid
https://view.joesandbox.com/analysis/337841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337841/html/none?idtype=webid
https://view.joesandbox.com/analysis/337307/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337307/html/none?idtype=webid
https://view.joesandbox.com/analysis/294824/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/294824/html/none?idtype=webid
https://view.joesandbox.com/analysis/293444/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293444/html/none?idtype=webid
https://view.joesandbox.com/analysis/285262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285262/html/none?idtype=webid
https://view.joesandbox.com/analysis/262224/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262224/html/none?idtype=webid
https://view.joesandbox.com/analysis/214856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/214856/html/none?idtype=webid
https://view.joesandbox.com/analysis/213266/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/213266/html/none?idtype=webid
https://view.joesandbox.com/analysis/339501/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339501/html/none?idtype=webid
https://view.joesandbox.com/analysis/339109/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339109/html/none?idtype=webid
https://view.joesandbox.com/analysis/338939/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338939/html/none?idtype=webid


SOA.exe Get hash malicious Browse 185.220.245.14

BID TENDER DOCUMENTS.exe Get hash malicious Browse 185.220.245.14

PURCHASE LIST.exe Get hash malicious Browse 185.220.245.14

PURCHASE LIST.exe Get hash malicious Browse 185.220.245.14

SOA.rar.exe Get hash malicious Browse 185.220.245.14

Bank swift.exe Get hash malicious Browse 185.220.245.14

363IN050790620 BOOKING.exe Get hash malicious Browse 185.220.245.14

LIST OF PRODUCTS NEEDED.exe Get hash malicious Browse 185.220.245.14

Quote request.exe Get hash malicious Browse 185.220.245.14

REQUEST FOR QUOTAION.exe Get hash malicious Browse 185.220.245.14

z2xQEFs54b.exe Get hash malicious Browse 95.174.22.233

INV-UR407235.xlsx Get hash malicious Browse 217.64.195.187

REMITANCE COPY.exe Get hash malicious Browse 185.220.245.14

Packing list #U2022 Invoice #U2022 Country of origin.exe Get hash malicious Browse 217.64.195.164

990109.exe Get hash malicious Browse 85.94.194.169

qkN4OZWFG6.exe Get hash malicious Browse 95.174.22.233

kvdYhqN3Nh.exe Get hash malicious Browse 95.174.22.233

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

No context

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\SOA & Invoices 440086.exe.log

Process: C:\Users\user\Desktop\SOA & Invoices 440086.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1406

Entropy (8bit): 5.341099307467139

Encrypted: false

SSDEEP: 24:MLU84jE4K5E4Ks2E1qE4qXKDE4KhK3VZ9pKhPKIE4oKFKHKoZAE4Kzr7FE4sAmER:MgvjHK5HKXE1qHiYHKhQnoPtHoxHhAHg

MD5: E5FA1A53BA6D70E18192AF6AF7CFDBFA

SHA1: 1C076481F11366751B8DA795C98A54DE8D1D82D5

SHA-256: 1D7BAA6D3EB5A504FD4652BC01A0864DEE898D35D9E29D03EB4A60B0D6405D83

SHA-512: 77850814E24DB48E3DDF9DF5B6A8110EE1A823BAABA800F89CD353EAC7F72E48B13F3F4A4DC8E5F0FAA707A7F14ED90577CF1CB106A0422F0BEDD1EFD2E940
E4

Malicious: true

Reputation: moderate, very likely benign file

Preview:
1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"Microsoft.VisualBasic, Version=10.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..2,"System.Windows.Forms, 
Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Wind
ows\assembly\NativeImages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, 
PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeIma
ges_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.Configuration, Version=4.0.0.0, Culture=neutral, Publi
cKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Configuration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration
.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\StartupProfileData-NonInteractive
Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 15620

Entropy (8bit): 5.538758400450401

Encrypted: false

SSDEEP: 384:wt9Mq0NUdLHmcfIISBKnGqBSGejTrWEnEnht:eG04KGaSZDdEb

MD5: 8DC6EEB35EB08977702B894C86AA9016

SHA1: 79D899963DF69B911D24F542BF647F84FF986AFE

SHA-256: 8965D9BFA07EBE4D276FA78026994E05EDBC67D43A1CC804211BF986BD10107F

SHA-512: 82378ED08763867879FF00BCFBBE59164B1AB0F11B12D33BC695824D69FD913E3E6F7EE7099CBFDA9040BF42F247EE92BDA786E2A868247647F8D2E5E5644E2A

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/338306/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338306/html/none?idtype=webid
https://view.joesandbox.com/analysis/338191/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338191/html/none?idtype=webid
https://view.joesandbox.com/analysis/338124/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338124/html/none?idtype=webid
https://view.joesandbox.com/analysis/337841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337841/html/none?idtype=webid
https://view.joesandbox.com/analysis/337645/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337645/html/none?idtype=webid
https://view.joesandbox.com/analysis/337429/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337429/html/none?idtype=webid
https://view.joesandbox.com/analysis/337307/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337307/html/none?idtype=webid
https://view.joesandbox.com/analysis/294824/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/294824/html/none?idtype=webid
https://view.joesandbox.com/analysis/293444/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293444/html/none?idtype=webid
https://view.joesandbox.com/analysis/285262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285262/html/none?idtype=webid
https://view.joesandbox.com/analysis/280088/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/280088/html/none?idtype=webid
https://view.joesandbox.com/analysis/273662/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273662/html/none?idtype=webid
https://view.joesandbox.com/analysis/262224/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262224/html/none?idtype=webid
https://view.joesandbox.com/analysis/255381/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/255381/html/none?idtype=webid
https://view.joesandbox.com/analysis/251075/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251075/html/none?idtype=webid
https://view.joesandbox.com/analysis/234720/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234720/html/none?idtype=webid
https://view.joesandbox.com/analysis/234440/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234440/html/none?idtype=webid


Malicious: false

Reputation: low

Preview:
@...e...........S.............q.........\.p.....................H...............<@.^.L."My...:3..... .Microsoft.PowerShell.ConsoleHostD...............fZve...F.....x.)........System.Management.Automati
on4...............[...{a.C..%6..h.........System.Core.0...............G-.o...A...4B..........System..4................Zg5..:O..g..q..........System.Xml..L...............7.....J@......~.......#.Microso
ft.Management.Infrastructure.8................'....L..}............System.Numerics.@................Lo...QN......<Q........System.DirectoryServices<................H..QN.Y.f............Syste
m.Management...4....................].D.E.....#.......System.Data.H................. ....H..m)aUu.........Microsoft.PowerShell.Security...<.................~.[L.D.Z.>..m.........System.Trans
actions.<................):gK..G...$.1.q........System.Configuration............................................T.@..>@...@.V.@.H.@.X.@.[.@.NT@.HT@..S@..S@.hT@..S@..S@..S
@.\.@..T@..T@.@X@.?X@..T@..S@..S@..T@..T@.

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\StartupProfileData-NonInteractive

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_ndw2r3ux.qdp.psm1
Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHA1: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: 4DFF4EA340F0A823F15D3F4F01AB62EAE0E5DA579CCB851F8DB9DFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433ED6FA46510
A

Malicious: false

Reputation: high, very likely benign file

Preview:
1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_xul1hgna.ujz.ps1
Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHA1: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: 4DFF4EA340F0A823F15D3F4F01AB62EAE0E5DA579CCB851F8DB9DFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433ED6FA46510
A

Malicious: false

Reputation: high, very likely benign file

Preview:
1

C:\Users\user\Documents\20210610\PowerShell_transcript.675052.2_8xSKQS.20210610173618.txt
Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF, LF line terminators

Category: dropped

Size (bytes): 1899

Entropy (8bit): 5.103676716060941

Encrypted: false

SSDEEP: 48:BZjv6ZoO+SRFqDYB1ZYD9cJoZjeDacJoZjPU1pA5oZZAC:BZT6ZNVqDo1ZHVJyU16uZD

MD5: 69884F699E2FBA2663FEC33116EB3EF3

SHA1: F6F9FFA6257417743470A4556836FB7B91A9DDCB

SHA-256: C1A5403B0B08B086F2523E58C1623BC12C7FD767E17635FF7B43E09EB61A5EC3

SHA-512: 4CCD867B807F9C591D3650EDA6EBB23A3E53201042580E7F68E45CD7E799D07CB15F2B76067344778F1381412D9E7A8296D259E7267B3580AD3BBED881A90A90

Malicious: false

Reputation: low

Preview:
.**********************..Windows PowerShell transcript start..Start time: 20210610173634..Username: computer\user..RunAs User: computer\user..Configuration Name: 
..Machine: 675052 (Microsoft Windows NT 10.0.17134.0)..Host Application: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe Add-MpPreference -
ExclusionPath C:\Users\user\Desktop\SOA & Invoices 440086.exe..Process ID: 6564..PSVersion: 5.1.17134.1..PSEdition: Desktop..PSCompatibleVersions: 1.0, 2.0, 3.0, 
4.0, 5.0, 5.1.17134.1..BuildVersion: 10.0.17134.1..CLRVersion: 4.0.30319.42000..WSManStackVersion: 3.0..PSRemotingProtocolVersion: 2.3..SerializationVersion: 
1.1.0.1..**********************..**********************..Command start time: 20210610173634..**********************..PS>Add-MpPreference -ExclusionPath C:\Users\user\Des
ktop\SOA & Invoices 440086.exe..At line:1 char:64..+ ... -MpPreference -ExclusionPath C:\Users\user\Desktop\SOA & Invoice .....+                               
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Static File Info

General
File type: PE32 executable (GUI) Intel 80386 Mono/.Net assemb

ly, for MS Windows

Entropy (8bit): 7.856941842848257

TrID: Win32 Executable (generic) Net Framework 
(10011505/4) 49.80%
Win32 Executable (generic) a (10002005/4) 
49.75%
Generic CIL Executable (.NET, Mono, etc.) 
(73296/58) 0.36%
Windows Screen Saver (13104/52) 0.07%
Generic Win/DOS Executable (2004/3) 0.01%

File name: SOA & Invoices 440086.exe

File size: 996864

MD5: a5247d790d44aec18f5ec3e4ea037685

SHA1: 26633a91c4ac686a0f26a47444fa4c15798d1d2b

SHA256: adefb18837fffc19e4477292c47b9b85d92b1fc3385b66f1
a921dd84bf8a2eea

SHA512: 84f588a4cc703260519517b4aec7f8de38bf400dac0d32e
696b8c6c9807e128cdeaa59c2753cac866b9a796cd2f12
1fdf580becd5cb657e83a84b5740a65eccc

SSDEEP: 12288:/l8VDXqxYM9iIfFKfffedzLu0HTM23UxT5eFBnFD
WosrVOIYjKh+ZyKDZM4e/ZUb:tgWK0HTM23UxMFZF
D9+h+ZTDNeBUdt

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......PE..L...d
..`..............P..*...........I... ...`....@.. ...................................
.@................................

File Icon

Icon Hash: 00828e8e8686b000

General
Entrypoint: 0x4f4902

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x60C1DE64 [Thu Jun 10 09:41:56 2021 UTC]

TLS Callbacks:

CLR (.Net) Version: v4.0.30319

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: f34d5f2d4577ed6d9ceec516c1f5a744

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x2000 0xf2908 0xf2a00 False 0.883722147089 data 7.86375935419 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

Static PE Info

Entrypoint Preview

Data Directories

Sections
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Network Port Distribution

Code Manipulations

Statistics

.rsrc 0xf6000 0x680 0x800 False 0.34423828125 data 3.58654294016 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0xf8000 0xc 0x200 False 0.044921875 data 0.101910425663 IMAGE_SCN_CNT_INITIALIZED_D
ATA, 
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 10, 2021 17:38:05.974020004 CEST 192.168.2.7 8.8.8.8 0xf321 Standard query 
(0)

mail.frama
films.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jun 10, 2021 
17:38:06.052292109 
CEST

8.8.8.8 192.168.2.7 0xf321 No error (0) mail.frama
films.com

185.220.245.14 A (IP address) IN (0x0001)

Timestamp
Source
Port

Dest
Port Source IP Dest IP Commands

Jun 10, 2021 17:38:06.389410973 CEST 587 49752 185.220.245.14 192.168.2.7 220-chronos.hostingdomus.org ESMTP Exim 4.94.2 #2 Thu, 10 Jun 2021 
17:38:06 +0200 
220-We do not authorize the use of this system to transport unsolicited, 
220 and/or bulk e-mail.

Jun 10, 2021 17:38:06.390853882 CEST 49752 587 192.168.2.7 185.220.245.14 EHLO 675052

Jun 10, 2021 17:38:06.441457987 CEST 587 49752 185.220.245.14 192.168.2.7 250-chronos.hostingdomus.org Hello 675052 [84.17.52.18]
250-SIZE 52428800
250-8BITMIME
250-PIPELINING
250-PIPE_CONNECT
250-AUTH PLAIN LOGIN
250-STARTTLS
250 HELP

Jun 10, 2021 17:38:06.447932005 CEST 49752 587 192.168.2.7 185.220.245.14 STARTTLS

Jun 10, 2021 17:38:06.501430035 CEST 587 49752 185.220.245.14 192.168.2.7 220 TLS go ahead

Resources

Imports

Version Infos

TCP Packets

UDP Packets

DNS Queries

DNS Answers

SMTP Packets
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Behavior

Click to jump to process

System Behavior

File ActivitiesFile Activities

Start time: 17:36:02

Start date: 10/06/2021

Path: C:\Users\user\Desktop\SOA & Invoices 440086.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\SOA & Invoices 440086.exe' 

Imagebase: 0x670000

File size: 996864 bytes

MD5 hash: A5247D790D44AEC18F5EC3E4EA037685

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000001.00000002.260380689.0000000002C94000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000001.00000002.260304981.0000000002C51000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
00000001.00000002.262852424.0000000003C59000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source: 
00000001.00000002.262852424.0000000003C59000.00000004.00000001.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

Start time: 17:36:13

Start date: 10/06/2021

Path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): true

Commandline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -Ex
clusionPath 'C:\Users\user\Desktop\SOA & Invoices 440086.exe'

Imagebase: 0x1110000

File size: 430592 bytes

MD5 hash: DBA3E6449E97D4E3DF64527EF7012A10

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Analysis Process: SOA & Invoices 440086.exe PID: 6412 Parent PID: 5756Analysis Process: SOA & Invoices 440086.exe PID: 6412 Parent PID: 5756

General

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: powershell.exe PID: 6564 Parent PID: 6412Analysis Process: powershell.exe PID: 6564 Parent PID: 6412

General
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File ActivitiesFile Activities

Reputation: high

Show Windows behavior

Start time: 17:36:14

Start date: 10/06/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff774ee0000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File ActivitiesFile Activities

Start time: 17:36:14

Start date: 10/06/2021

Path: C:\Users\user\Desktop\SOA & Invoices 440086.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\Desktop\SOA & Invoices 440086.exe

Imagebase: 0x730000

File size: 996864 bytes

MD5 hash: A5247D790D44AEC18F5EC3E4EA037685

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
00000005.00000002.496465103.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source: 
00000005.00000002.496465103.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, 
Source: 
00000005.00000002.503343009.0000000002B01000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
00000005.00000000.257856351.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source: 
00000005.00000000.257856351.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

File ReadFile Read

Analysis Process: conhost.exe PID: 6636 Parent PID: 6564Analysis Process: conhost.exe PID: 6636 Parent PID: 6564

General

Analysis Process: SOA & Invoices 440086.exe PID: 6668 Parent PID: 6412Analysis Process: SOA & Invoices 440086.exe PID: 6668 Parent PID: 6412

General
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Joe Sandbox Cloud Basic 32.0.0 Black Diamond

Disassembly

Code Analysis

Copyright Joe Security LLC

File CreatedFile Created

File ReadFile Read
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