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Analysis Report #Ud83d#Udce9-peter.nash.htm

Overview

General Information

Sample #Ud83d#Udce9-
Name: peter.nash.htm

Analysis ID: 432756

MD5: 8c6dfob0709674b.
SHAL: 734aef9ae6219e9.
SHA256: ab8c991ac026e2..
Infos: sy

Most interesting Screenshot:

Process Tree

= System is w10x64

Detection

[ MALICIOUS ]

HTMLPhisher
52

Score:

Range: 0-100
Whitelisted: false
Confidence: 100%

Signatures

Yara detected HtmIPhish44
Obfuscated HTML file found
HiVILL boedy: centains low/number: ofi ...

HTML titledoesinot matchi URL

|P'addressiseeniiniconnection withio:..

JABISSL client fingerprint Seen in cox..

Nene! HiFPS page guenying|SEnsitiva..

Classification

. @ iexplore.exe (PID: 3728 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe’ -Embedding MD5: 6465CB92B25A7BC1DF8E01D8ACS5E7596)
. @ iexplore.exe (PID: 5720 cmdline: 'C:\Program Files (x86)\Internet ExploreNlEXPLORE.EXE' SCODEF:3728 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

Initial Sample

Source

#Ud83d#Udce9-peter.nash.htm

Sigma Overview

No Sigma rule has matched

Signhature Overview

Copyright Joe Security LLC 2021

Rule

JoeSecurity_HtmlIPhish_44 Yara detected
HtmlIPhish_44

Description Author Strings

Joe Security
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@ Click to jump to signature section

Phishing: r'-l

Yara detected HtmIPhish44

Data Obfuscation: | |

Mitre Att&ck Matrix

Command Remote
Initial Privilege  Defense Credential Lateral and Network Service
Access Execution Persistence Escalation Evasion Access Discovery  Movement Collection Exfiltration Control Effects Effects Impact
Valid Scripting Path Process Masquerading oS File and Remote Data from  Exfiltration Encrypted Eavesdropon Remotely Modify
Accounts Interception Injection Credential Directory Services Local Over Other Channel Insecure Track Device System
Dumping  Discovery System Network Network Without Partition
Medium Communication Authorization
Default  Scheduled Boot or Boot or Process LSASS Application  Remote Data from  Exfiltration Non- Exploit SS7to  Remotely Device
Accounts Task/Job  Logon Logon Injection Memory  Window Desktop Removable Over Application Redirect Phone Wipe Data  Lockout
Initialization  Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux)  Logon Script Logon Scripting Security  Query SMB/Windows Data from Automated Application Exploit SS7to Obtain Delete
Accounts (Windows)  Script Account  Registry Admin Shares Network Exfiltration Layer Track Device  Device Device
(Windows) Manager Shared Protocol §J Location Cloud Data
Drive Backups
Local At Logon Script Logon Binary Padding NTDS System Distributed Input Scheduled Ingress SIM Card Carrier
Accounts (Windows) (Mac) Script Network Component  Capture Transfer Tool Swap Billing
(Mac) Configuration Object Model Transfer Fraud

Discovery

Behavior Graph
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Screenshots

Thumbnails

Behavior Graph

ID: 432756
Sample: #Ud83d#Udce9-peter.nash.htm SUSPICIOUS
Startdate: 10/06/2021 CLEAN

Architecture: WINDOWS

UNKENDOUIN

Score: 52

Obfuscated HTML file

| started

@ iexplore.exe

started

@ iexplore.exe

]
’:'1 |

@

gravitfy.com CA
185.61.154.34, 49727, 49729, 80

NAMECHEAP-NETUS

United Kingdom B

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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maxcdn.bootstrapcdn.com “

-
®

«Q
@®
=}
o

Process
Signature
Created File
DNS/IP Info

Is Dropped

@ HEOE]

Is Windows Process

*
*n

Number of created Registry Values

Number of created Files

Y

Visual Basic

zz
3

ms
I8
o

)

Delphi

i
i
=

..'. Java
.Net C# or VB.NET
C, C++ or other language

Is malicious

D@ 2 i~

Internet

H

104.18.11.207, 443, 49721, 49723

UDFLARENETUS
United States
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£ C\Userst hardz\ Desktop'#Ud23d#Udced-peter.nash htm ~ @& Search.

& Undelivered email local acc % ||

Verify its peter.nash

To access doubleline.com Secured
ment

peter.nash@doubleline.com

Password

HH O Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

No Antivirus matches
Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches
Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http://getbootstrap.com) 0% Avira URL Cloud safe
http://gravitfy.com/bground.png 0% Avira URL Cloud safe
http://www.wikipedia.com/ 0% URL Reputation safe
http://www.wikipedia.com/ 0% URL Reputation safe
http://www.wikipedia.com/ 0% URL Reputation safe
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Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
maxcdn.bootstrapcdn.com 104.18.11.207 true false high
gravitfy.com 185.61.154.34 true false unknown
Contacted URLs

Name Malicious Antivirus Detection Reputation

http://gravitfy.com/bground.png false e Avira URL Cloud: safe unknown

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious
104.18.11.207 maxcdn.bootstrapcdn.com  United States = 13335 CLOUDFLARENETUS false
185.61.154.34 gravitfy.com United Kingdom ] 22612 NAMECHEAP-NETUS false

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Warnings:

Copyright Joe Security LLC 2021

32.0.0 Black Diamond

432756

10.06.2021

18:16:33

CloudBasic

Oh 6m 10s

false

light
#Ud83d#Udce9-peter.nash.htm
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8
Update 211

25

o O o o

e HCA enabled

e EGA enabled

e HDC enabled

e AMSI enabled

default

Timeout

MAL
mal52.phis.evad.winHTM@3/23@2/2

e Adjust boot time

e Enable AMSI

e Found application associated with file extension:
.htm

Show All
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Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

Match
104.18.11.207

185.61.154.34

Domains

Match

maxcdn.bootstrapcdn.com
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Associated Sample Name /| URL SHA 256
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
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Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash

Get hash
Get hash
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Get hash
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Detection
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link
Browse
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Browse

Browse
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Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

gravitfy.
com/bgroun
d.png

Context

104.18.10.207
104.18.11.207
104.18.10.207

104.18.10.207
104.18.11.207

104.18.11.207
104.18.10.207
104.18.11.207
104.18.10.207
104.18.10.207
104.18.11.207
104.18.10.207
104.18.10.207
104.18.11.207
104.18.11.207
104.18.10.207
104.18.10.207
104.18.10.207
104.18.11.207
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https://view.joesandbox.com/analysis/339939/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339939/html/none?idtype=webid
https://view.joesandbox.com/analysis/339625/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339625/html/none?idtype=webid
https://view.joesandbox.com/analysis/339441/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339441/html/none?idtype=webid
https://view.joesandbox.com/analysis/338887/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338887/html/none?idtype=webid
https://view.joesandbox.com/analysis/338258/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338258/html/none?idtype=webid
https://view.joesandbox.com/analysis/338178/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338178/html/none?idtype=webid
https://view.joesandbox.com/analysis/338064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338064/html/none?idtype=webid
https://view.joesandbox.com/analysis/338057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338057/html/none?idtype=webid
https://view.joesandbox.com/analysis/338004/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338004/html/none?idtype=webid
https://view.joesandbox.com/analysis/337979/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337979/html/none?idtype=webid
https://view.joesandbox.com/analysis/337545/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337545/html/none?idtype=webid
https://view.joesandbox.com/analysis/337143/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337143/html/none?idtype=webid
https://view.joesandbox.com/analysis/336926/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336926/html/none?idtype=webid
https://view.joesandbox.com/analysis/335451/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335451/html/none?idtype=webid
https://view.joesandbox.com/analysis/335232/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335232/html/none?idtype=webid
https://view.joesandbox.com/analysis/335230/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335230/html/none?idtype=webid
https://view.joesandbox.com/analysis/335171/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335171/html/none?idtype=webid
https://view.joesandbox.com/analysis/334781/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334781/html/none?idtype=webid
https://view.joesandbox.com/analysis/333710/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/333710/html/none?idtype=webid
https://view.joesandbox.com/analysis/332995/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/332995/html/none?idtype=webid
https://view.joesandbox.com/analysis/319407/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319407/html/none?idtype=webid
https://view.joesandbox.com/analysis/340127/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340127/html/none?idtype=webid
https://view.joesandbox.com/analysis/339939/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339939/html/none?idtype=webid
https://view.joesandbox.com/analysis/339884/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339884/html/none?idtype=webid
https://view.joesandbox.com/analysis/339761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339761/html/none?idtype=webid
https://view.joesandbox.com/analysis/339625/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339625/html/none?idtype=webid
https://view.joesandbox.com/analysis/339441/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339441/html/none?idtype=webid
https://view.joesandbox.com/analysis/339365/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339365/html/none?idtype=webid
https://view.joesandbox.com/analysis/338887/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338887/html/none?idtype=webid
https://view.joesandbox.com/analysis/338408/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338408/html/none?idtype=webid
https://view.joesandbox.com/analysis/338295/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338295/html/none?idtype=webid
https://view.joesandbox.com/analysis/338258/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338258/html/none?idtype=webid
https://view.joesandbox.com/analysis/338178/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338178/html/none?idtype=webid
https://view.joesandbox.com/analysis/337936/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337936/html/none?idtype=webid
https://view.joesandbox.com/analysis/337545/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337545/html/none?idtype=webid
https://view.joesandbox.com/analysis/337143/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337143/html/none?idtype=webid
https://view.joesandbox.com/analysis/336955/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336955/html/none?idtype=webid
https://view.joesandbox.com/analysis/336952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336952/html/none?idtype=webid
https://view.joesandbox.com/analysis/336941/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336941/html/none?idtype=webid
https://view.joesandbox.com/analysis/336926/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336926/html/none?idtype=webid

Match

gravitfy.com

ASN

Match
NAMECHEAP-NETUS

CLOUDFLARENETUS

JA3 Fingerprints

Match
9e10692f1b7f78228b2d4e424db3a%8c
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malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
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malicious
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malicious

malicious

Detection
malicious
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malicious
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malicious
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malicious
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Link
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Link
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Browse

Link

Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Context

104.18.10.207
185.61.154.34

Context

198.54.117.216
162.0.229.108
68.65.122.148
198.54.116.180
198.54.122.60
198.54.117.217

198.54.122.60

198.54.126.101
198.54.126.101
198.54.126.101
198.54.126.101
198.54.126.101
198.54.126.101
198.54.126.101
198.54.117.216

162.255.11
9.200

198.54.117.218
198.54.122.60

162.255.11
9.200

198.54.122.60
104.21.65.7
104.21.19.200
104.21.19.200
104.16.18.94
172.67.188.154
104.21.19.200
172.67.161.4
104.20.185.68
23.227.38.74
23.227.38.74
104.21.40.174
104.21.19.200
104.20.184.68
104.23.98.190
104.23.98.190
172.67.188.154

162.159.13
0.233

104.21.19.200
172.67.188.154
104.21.81.138

Context

104.18.11.207
104.18.11.207
104.18.11.207
104.18.11.207
104.18.11.207

104.18.11.207
104.18.11.207
104.18.11.207
104.18.11.207
104.18.11.207
104.18.11.207
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https://view.joesandbox.com/analysis/335634/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335634/html/none?idtype=webid
https://view.joesandbox.com/analysis/319407/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319407/html/none?idtype=webid
https://view.joesandbox.com/analysis/340197/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340197/html/none?idtype=webid
https://view.joesandbox.com/analysis/340070/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340070/html/none?idtype=webid
https://view.joesandbox.com/analysis/340068/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340068/html/none?idtype=webid
https://view.joesandbox.com/analysis/340067/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340067/html/none?idtype=webid
https://view.joesandbox.com/analysis/340057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340057/html/none?idtype=webid
https://view.joesandbox.com/analysis/339956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339956/html/none?idtype=webid
https://view.joesandbox.com/analysis/339947/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339947/html/none?idtype=webid
https://view.joesandbox.com/analysis/339878/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339878/html/none?idtype=webid
https://view.joesandbox.com/analysis/339873/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339873/html/none?idtype=webid
https://view.joesandbox.com/analysis/339868/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339868/html/none?idtype=webid
https://view.joesandbox.com/analysis/339864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339864/html/none?idtype=webid
https://view.joesandbox.com/analysis/339861/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339861/html/none?idtype=webid
https://view.joesandbox.com/analysis/339818/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339818/html/none?idtype=webid
https://view.joesandbox.com/analysis/339777/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339777/html/none?idtype=webid
https://view.joesandbox.com/analysis/339666/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339666/html/none?idtype=webid
https://view.joesandbox.com/analysis/339662/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339662/html/none?idtype=webid
https://view.joesandbox.com/analysis/339579/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339579/html/none?idtype=webid
https://view.joesandbox.com/analysis/339543/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339543/html/none?idtype=webid
https://view.joesandbox.com/analysis/339442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339442/html/none?idtype=webid
https://view.joesandbox.com/analysis/339175/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339175/html/none?idtype=webid
https://view.joesandbox.com/analysis/340193/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340193/html/none?idtype=webid
https://view.joesandbox.com/analysis/340168/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340168/html/none?idtype=webid
https://view.joesandbox.com/analysis/340135/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340135/html/none?idtype=webid
https://view.joesandbox.com/analysis/340127/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340127/html/none?idtype=webid
https://view.joesandbox.com/analysis/340116/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340116/html/none?idtype=webid
https://view.joesandbox.com/analysis/340106/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340106/html/none?idtype=webid
https://view.joesandbox.com/analysis/340098/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340098/html/none?idtype=webid
https://view.joesandbox.com/analysis/340093/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340093/html/none?idtype=webid
https://view.joesandbox.com/analysis/340070/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340070/html/none?idtype=webid
https://view.joesandbox.com/analysis/340069/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340069/html/none?idtype=webid
https://view.joesandbox.com/analysis/340062/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340062/html/none?idtype=webid
https://view.joesandbox.com/analysis/340060/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340060/html/none?idtype=webid
https://view.joesandbox.com/analysis/340056/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340056/html/none?idtype=webid
https://view.joesandbox.com/analysis/340024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340024/html/none?idtype=webid
https://view.joesandbox.com/analysis/340021/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340021/html/none?idtype=webid
https://view.joesandbox.com/analysis/340009/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340009/html/none?idtype=webid
https://view.joesandbox.com/analysis/339993/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339993/html/none?idtype=webid
https://view.joesandbox.com/analysis/339961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339961/html/none?idtype=webid
https://view.joesandbox.com/analysis/339958/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339958/html/none?idtype=webid
https://view.joesandbox.com/analysis/339956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339956/html/none?idtype=webid
https://view.joesandbox.com/analysis/340093/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340093/html/none?idtype=webid
https://view.joesandbox.com/analysis/340056/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340056/html/none?idtype=webid
https://view.joesandbox.com/analysis/339939/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339939/html/none?idtype=webid
https://view.joesandbox.com/analysis/339911/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339911/html/none?idtype=webid
https://view.joesandbox.com/analysis/339884/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339884/html/none?idtype=webid
https://view.joesandbox.com/analysis/339878/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339878/html/none?idtype=webid
https://view.joesandbox.com/analysis/339855/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339855/html/none?idtype=webid
https://view.joesandbox.com/analysis/339852/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339852/html/none?idtype=webid
https://view.joesandbox.com/analysis/339834/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339834/html/none?idtype=webid
https://view.joesandbox.com/analysis/339818/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339818/html/none?idtype=webid
https://view.joesandbox.com/analysis/339781/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339781/html/none?idtype=webid

Match

Dropped Files

No context

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash

Get hash
Get hash
Get hash

Created / dropped Files

Detection
malicious
malicious
malicious

malicious

malicious

malicious

malicious
malicious

malicious

Link

Browse
Browse
Browse

Browse

Browse

Browse

Browse
Browse

Browse

Context

104.18.11.207
104.18.11.207
104.18.11.207
104.18.11.207

104.18.11.207
104.18.11.207

104.18.11.207
104.18.11.207
104.18.11.207

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{C85B896D-CA52-11EB-90E4-ECF4BB862DED}.dat

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 30296

Entropy (8bit):  1.8566444851618593

Encrypted: false

SSDEEP: 768:8/KUKEOKEV+KEVZSKEf7zSKEf7zIKEf7TGzGKEf7GzGD:8/KUKEOKEV+KEVZSKEf7zSKEf7zIKEf9

MD5: 0E2826A427E60E88909F137FDC395C8C

SHA1: B2AECBD7ADAC30809728C60D4FC9B429EBCCOBES

SHA-256: 4B77C1E68A5BEE3AA70A30639D793B4DA6D5E9AOB1829F6B933A59AAF5EO0CCCD

SHA-512: 8EE3558702EDF7F58144623E88E93C7B6A57EA9E1F84EDFFOA90DC61B2738D258FE1BBBB80C5B8FF36C628EAEC1463FFD4ESB51DFO1DEGEFO8AA40FC172251
50

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{C85B896F-CA52-11EB-90E4-ECF4BB862DED}.dat

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 28512

Entropy (8bit):  1.9533571521035182

Encrypted: false

SSDEEP: 96:1yZJQZ6HBSejh2FWWM6XpD8QJs4kURLEr:ryZJIQZ6Hkejh2FWWMEXpD8Qi4dtEr

MD5: 8D205509CCCEOD9433AC61F8ASBBF57E

SHAL: D33FDB8406D8B94AC27B39D604BF97FDF9520DB8

SHA-256: 7F29A1EBOB19CCCD54D04E6F5960627D9637A830A00EFFC60694934006B86DDA

SHA-512: CDEBB50A714F270103FEOBCF4328ADAA05C2C3AA2A882067C9B7EBEC7ASEE2D684154A0CC915E2395FA2357539CA6A103B28C3A3BB2A6A5120C7070FE81843
Al

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\{C85B8970-CA52-11EB-90E4-ECF4BB862DED}.dat

Process: C:\Program Files\internet explorer\iexplore.exe
File Type: Microsoft Word Document

Category: dropped

Size (bytes): 16984
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https://view.joesandbox.com/analysis/339779/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339779/html/none?idtype=webid
https://view.joesandbox.com/analysis/339761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339761/html/none?idtype=webid
https://view.joesandbox.com/analysis/339749/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339749/html/none?idtype=webid
https://view.joesandbox.com/analysis/339657/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339657/html/none?idtype=webid
https://view.joesandbox.com/analysis/339656/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339656/html/none?idtype=webid
https://view.joesandbox.com/analysis/339625/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339625/html/none?idtype=webid
https://view.joesandbox.com/analysis/339610/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339610/html/none?idtype=webid
https://view.joesandbox.com/analysis/339606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339606/html/none?idtype=webid
https://view.joesandbox.com/analysis/339576/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339576/html/none?idtype=webid

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\{C85B8970-CA52-11EB-90E4-ECF4BB862DED}.dat

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

1.5657475801038534

false

48:Iw1EGcprvwGwpaeG4pQuGraphS9GQpKTG7HpRITGIpG:ruZRQe6gBSHAITLA

9701AAE376BE0C482C073456ABEC7145

1565B65206C902557FBC61C62282044DE18AD053

0D726F02C25F245A37E71653476A62E76CD2FE03F42191070B8BBFELCE6926EA
763D1B6ACF163B57EBD6EAGBASE71AECA9B6C258B84F1BB83885861419246836D8648C6A7F11DIF4C47BCCB90343A404F6F22E09BD13B55D51081B06C75CAFF

false

low

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.075860844435999

false
12:TMHANMNXOE3rxr1nWiml002EtM3MHANMNXOE3rxr1nWiml000bVbkEtMb:2d6NxOyd5SZHKd6NxOyd5SZ76b
0E214DCA0A60D34F536F1B06F0342D17

C2E4C453E8682945EA490475E3D3D7DED1F29B91
F253BDEFFB33FECF156F6F746703A6FF263F4849585313171618F1619B2BD0C7

0D3647E88BE9DACF3D55865A2EEAA445794DB2F4CAF80E3738D5CAG2FD762947C9C4AB28C5D0270C4EB866942687D466474D5A9D07DF98B18F7AGEES94E055!
C

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x9f60a35¢c,0x01d75e5f</date><accdate>0x
9f60a35¢,0x01d75e5f</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml ver
sion="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x9f60a35c,0x01d75e5f</date><accdate>0x9f60a35c,
0x01d75e5f</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile></msappli
cation></browserconfig>..

C:\Usersluser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-18270793970\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.14110853260817

false

12: TMHANMNxe2kRnWimI002EtM3MHANMNxe2kRnWiml000Obkak6EtMb:2d6NxrwSZHKd6NxrwSZ7Aa7h
2BC14D8F6960B48CDD928F83176CCA10

E134194C4E325DE58D0441064DAEAADDFBID942A
063FC58921DEF123FF5AD3AB304F68A4F19E389238349AA179ACF88D13CFCC10

EBB329CF60FF70E54CAAB870E5130CAB25066D2A8E23981A3D875D9B2F3F0D6B7ADCF48F056763EF849684BBD7B7F09DB718ECOA9013FE7D50A39EEA7429B4
5

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0x9f48cbf2,0x01d75e5f</date><a
ccdate>0x9f48chf2,0x01d75e5f</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0x9f48cbf2,0x01d75e5f</date><accdate>0x9
f48cbf2,0x01d75e5f</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Amazon.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

662

5.0951735910188996

false

12: TMHANMNxvL3rxrinWiml002EtM3MHANMNXxVL3rxrlnWiml000ObmZEtMb:2d6Nxvbd5SZHKd6Nxvbd5SZ7mb
BD4DEBBFFF7CD5DF0B455B80B99ED922

F8A3D25325295753E5F5AC2D3C883F55FE7ADEF4
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

FE11831E42BA983F50C665D6C6BFFAG3DE14E79877496BC7AFE2A844A5C4EL4E

ACAACAB7FCIOC158ACAAB27080A0D97657AED3E1FE15ESEGOEQ95770AEL1127E9F4F58FBFE479CD314CFD31A05F578CDDAA286BA34075CC519B3CAA45513EQ
51C

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x9f60a35c,0x01d75e5f</date>
<accdate>0x9f60a35c,0x01d75e5f</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x9f60a35c,0x01d75e5f</date><accda
te>0x9f60a35¢,0x01d75e5f</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

647

5.095768985392995

false

12: TMHANMNXILLzLznWimI002EtM3MHANMNXiLLzLznWiml00Obd5EtMb:2d6NxALzLzSZHKdENXALzLzSZ7Jjb
4E14C1B41AF7C03A261C6DFB057B37B7

3757DBF4353AE47CFC15446D612AA07A5D15AC4D
6DF273444F9EE21CAB092AD957C52341B677C79382A8B7FB67A73E7A00CD3D7F
B529D695546A8D42E5CB0248DF815F6654A7C2BB2669C6F24C2115F19DC326D4F7137246249EF901422A9D4D47EDICD25AFF5A4D4F6139D099EC234CA6F2474,
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x9f4ff2ee,0x01d75e5f</date><accdate>0x9f4
ff2ee,0x01d75e5f</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml version="1.0"
encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x9f4ff2ee,0x01d75e5f</date><accdate>0x9f4ff2ee,0x01d7
5e5f</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile></msapplication></
browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.110623330799822

false

12: TMHANMNxhGw3rxr1nWiml002EtM3MHANMNxhGw3rxrlnWiml000Ob8K075EtMb:2d6NxQed5SZHKd6NxQed5SZ7YKajb
055BE08D2F64FBD5B3D420EC42A281B9

4D3911750F15F7F20B43E508F9A836F0030F9B7D
69A2BD6FES0E1E5270AFE5183330B30E1680C5B317C4196C1AGF7DF84972F066

697588A3B8F3989ED18C3704635COAE18C20D6E7A6BC7BA9304A557BBD69EB75BEC7750D1B6393B847BA495EC09C9146A00B4C7B1DBD5CF292B2D91B113CFE
4

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x9f60a35c,0x01d75e5f</date><
accdate>0x9f60a35c,0x01d75e5f</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x9f60a35c,0x01d75e5f</date><accdate>0
x9f60a35c,0x01d75e5f</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.0833124198103175

false

12: TMHANMNXONLLzLznWimI002EtM3MHANMNXONLLzLznWimI00ObxEtMb:2d6Nx0LLzLzSZHKd6NX0OLLzLzSZ7nb
3F2D6DBF3A1E7B04ES8B1DC7E3AAAABTA

632282FCDDCB2A1941F240635AF499C922087525
925C807BA5F771C58FFE412A6F4579B71FCBAF44ECD374AC73D6CE230AFBSEBB

6B7229DB942EB010657036F54B9DBFDA48A75A9F97696B7113AA7EDS5C432890AE7ESE09AD1390602DFAC351A244FC335FCBD015835E5FE7AD9CE1IA85CD142C
0

false
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Reputation:

Preview:

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x9f4ff2ee,0x01d75e5f</date><accdate>0x9
faff2ee,0x01d75e5f</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml vers
ion="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x9f4ff2ee,0x01d75e5f</date><accdate>0x9f4ff2ee,0x
01d75e5f</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile></msapplicat
ion></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.120630248385772

false

12: TMHANMNXxXLLzLznWimI002EtM3MHANMNXxXLLzLznWimI00Ob6Kg5EtMb:2d6NxFLzLzSZHKd6NXFLzLzSZ70b
80EC6FC3101D786E6F10415B26259C55

O0FA27202F0A619362A710A9B8A2484D2A15FC645
B65F317BF38F5E31E6AD557DCD8629FB3C2192EF15011F3D8ADASD4A2D45C45A

07DAEEDAGCD6A3BD5D311F9D7BFDABBBI9F302C7D55F430139F90EC26CB76F1A0AF2E4674FBBCA75E8308CESEF8C412955E3CDASF2F62B14D02CAAFODBOFL
AQ0F

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x9f4ff2ee,0x01d75e5f</date><
accdate>0x9f4ff2ee,0x01d75e5f</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x9f4ff2ee,0x01d75e5f</date><accdate>0
x9f4ff2ee,0x01d75e5f</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\NY Times.url"/></tile
></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

659

5.098185169966995

false
12:TMHANMNXxcLLzLznWimI002EtM3MHANMNxcLLzLznWimI00ObVEtMb:2d6NxyLzLzSZHKd6NxyLzLzSZ7Db
C7220AB501195C7C76DA38D235B40839

28887A9344E94D65919E582F36F5B0D707AC7B7B
DF7F295A3784B93C550B8C5D2AA62E2FAOEC77BBE4E4C599210680687B71CF56

D19E255880333A708253E6B3BDIFBDD3DBDBCCBEOSAA2096B39E477B5EB06304DA60C4DE125D5D410331A1BC1FF792A48D8211BA16B046EA4CC4044FE96911
E6

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x9f4ff2ee,0x01d75e5f</date>
<accdate>0x9f4ff2ee,0x01d75e5f</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x9f4ff2ee,0x01d75e5f</date><accdate
>0x9f4ff2ee,0x01d75e5f</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.0815736360022274

false

12: TMHANMNXxfnLLzLznWimI002EtM3MHANMNXxfnLLzLznWimI00Obe5EtMb:2d6NXDLzLzSZHKA6NXDLzLzSZ7ijb
DD5EDD9CE84C762F07D5964713BBCBAG

B3CB1952CDCDDB431D28DEC8D3D02A21B0310F62
EBF850E120B824AA4D118D1DA026A6D10B877C1D65C33F547C96239082EFC197
3811F304CD90B99A381C6537AEFIB5F993C4D20D3A0832F7FC3C8020B40DF9141135C8E29DC53AEB52DBB36A443D6462522841C96B5SEF82C09DEO69FDB41111
false

low

Copyright Joe Security LLC 2021 Page 13 of 21



C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0x9f4ff2ee,0x01d75e5f</date><a
ccdate>0x9f4ff2ee,0x01d75e5f</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0x9f4ff2ee,0x01d75e5f</date><accdate>0x9
faff2ee,0x01d75e5f</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Google.url"/></tile></
msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\bootstrap.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 37045

Entropy (8bit):  5.174934618594778

Encrypted: false

SSDEEP: 768:02rGy27UwINgMI95gNmCFejhgs8snmi+CSFXfhx8Gf32q7Q:Jg73zhq0GvbI3ZKQ

MDS5: 5869C96CC8F19086AEE625D670D741F9

SHA1L: 430A443D74830FE9BE26EFCA431F448C1B3740F9

SHA-256: 53964478A7C634E8DAD34ECC303DD8048DO0DCE4993906DE1BACF67F663486EF

SHA-512: 8B3B64A1BB2F9E329F02D4CD7479065630184EBAEDI42EE61A9FFIE1CE34C28COEECB854458977815CF3704A8697FA8A5D096D2761F032B74B70D51DA3E37F4
Malicious: false

Reputation: moderate, very likely benign file

IE Cache URL:  http:/https://maxcdn.bootstrapcdn.com/bootstrap/3.3.7/js/bootstrap.min.js

Preview:
/*1. * Bootstrap v3.3.7 (http://getbootstrap.com). * Copyright 2011-2016 Twitter, Inc.. * Licensed under the MIT license. */.if("undefined"==typeof jQuery)throw new Error
("Bootstrap's JavaScript requires jQuery");+function(a){"use strict";var b=a.fn.jquery.split(" ")[0].split(".");if(b[0]<2&&b[1]<9||1==b[0]&&9==b[1]&&b[2]<1||b[0]>3)throw new
Error("Bootstrap's JavaScript requires jQuery version 1.9.1 or higher, but lower than version 4")}(jQuery),+function(a){"use strict";function b(){var a=document.creat
eElement("bootstrap"),b={WebkitTransition:"webkitTransitionEnd",Moz Transition:"transitionend",OTransition:"oTransitionEnd otransitionend" transition:"transitionend"};for(
var c in b)if(void 0!==a.style[c])return{end:b[c]};return!1}a.fn.emulateTransitionEnd=function(b){var c=!1,d=this;a(this).one("bsTransitionEnd" function(){c=!0});var e=fu
nction(){c||a(d).trigger(a.support.transition.end)};return setTimeout(e,b),this},a(function(){a.support.transition=b(),a.support.transition&&(a.event.

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\favicons[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 64 x 64, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 3453

Entropy (8bit): 7.916505116320006

Encrypted: false

SSDEEP: 96:vPfkJtB3ib12agTB6RXxQ/N1Rzn/8qfyYBFORmNQ:vXkJDyb1lsFuw9/I6bJ

MD5: 5A0E30FE1C08242C6300DF8ABE504C3C

SHA1L: CEF995B7DABA5775344206D9364CB9CA1FF4DA07

SHA-256: 81026CD5BBC27FEA74E125B81C7604E292602F9634D2785537A3D6287FA3116C

SHA-512: 4DBB58A0907B28B53B84DCF723BA472E004A735E0E26BCECDAF877E0979D3DD7DDD09C1AA9141372616214B052B7905D24D4BCA97AEDFB6D6F43BFES3D8C1
20

Malicious: false

IE Cache URL:  http:i/https://www.google.com/s2/favicons?sz=64&domain_url=adobe.com

Preview:

E ;....0.aAzY..Nuc.).l....d.qZ8.6...m..2..{.!
[T 3.Ry.w.h.x?pK.c.."V..T"8...u.....G...*..q.K].L.. T%.l..Ut. {....b.-/@..* #. . LLi{W@J.J.@.(.3.[=E..4.8#q/..4M. T .. X.T*].C.c....1]@..+.T..X@....I...
.h.<JIP.W5....... w7.... P*T{Z.\.....2i4.=. ja...s..ilHak.B.R.C..X.0e...09..b.X...0./N.2As.|.H.....jG..s..6..]s.. C.a..~...m.% #..4.." X._{...|.m..,s.M..Z.v

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\css[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 369

Entropy (8bit):  5.214265433109311

Encrypted: false

SSDEEP: 6:0IFFli+56ZRWHTizIpdAXInVuNijFF7F51DQ+56 ZRWHTizIpdC100gewNin:jF/i0O6ZRoT6pixUEqFbPMO6ZR0T6pYgM
MD5: F3F1B04EE6133FFAC1F09A4DF6E2CDD1

SHAL: 75BF5BA3433D290670595A9000863CF67CD0391B

SHA-256: 8F299DB657E7009004FC4188DB6524BE1BC70EB1361A9FAO0F311107F1FBD2D64

SHA-512: BD04B777BFE2FCAB3A09BC61DEF9F2430B1C2620111A4C37B666705347BB1D20790FE212AB0114E23F4A3016465AC2AD51C854402511572FC478AF2E90538E12
Malicious: false

|IE Cache URL: http://https://fonts.googleapis.com/css?family=Roboto|Varela+Round

Preview:
@font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 400;. src: url(https://fonts.gstatic.com/s/roboto/v27/KFOmMCngEu92FriMu4mxM.woff) format(‘woff'
);.}.@font-face {. font-family: 'Varela Round’;. font-style: normal;. font-weight: 400;. src: url(https://fonts.gstatic.com/s/varelaround/v13/w8gdH283Tvk__Lua32Tys;jlf
p8uJ.woff) format(‘woff');.}.
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\MEEXW4H4\jquery.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 97163

Entropy (8bit):  5.373204330051448

Encrypted: false

SSDEEP: 1536:GYE1JV0iB9JqZdXXe2pD3PgoliulrtUdTISFk/zkZ4HjL508srOaS9TwD6b7/Jp9i:t4J+R3jL5TCOauTwD6FdNCVQNea98HrV

MDS5: 4F252523D4AF0B478C810C2547A63E19

SHA1L: 5A9DCFBEF655A2668E78BAEBEAASDC6F41D8DABB

SHA-256: 668B046D12DB350CCBA6728890476B3EFEES53B2F42DBB84743E5E9F1AE0CC404

SHA-512: 8C6BOC1FCDE8B29EF5AB02A643959019D4AC30D3A7CC25F9A7640760FEFFF26D9713B84AB2E825D85B3B2B08150265A10143F82E05975ACCB10645EFA2635747¢
Malicious: false

|IE Cache URL: http://https://ajax.googleapis.com/ajax/libs/jquery/1.12.4/jquery.min.js

Preview:
/*1jQuery v1.12.4 | (c) jQuery Foundation | jquery.org/license */.!function(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports=a.document?
b(a,!0):function(a){if(‘a.document)throw new Error("jQuery requires a window with a document”);return b(a)}:b(a)}("undefined"!=typeof window?window:this,function(a,b)
{var c=[],d=a.document,e=c.slice,f=c.concat,g=c.push,h=c.indexOf,i={},j=i.toString,k=i.hasOwnProperty,|={},m="1.12.4",n=function(a,b){return new n.fn.init(a,b)}0=/"[\s\
UFEFF\XAQ]+|[\s\uFEFF\xAQ]+$/g,p=/"-ms-/,q=/-([\da-z])/gi,r=function(a,b){return b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:n,selector:"" length:0,toArray:fu
nction(){return e.call(this)},get:function(a){return null'=a?0>a?this[a+this.length]:this[a]:e.call(this)},pushStack:function(a){var b=n.merge(this.constructor(),a);return
b.prevObject=this,b.context=this.context,b},each:function(a){return n.each(this,a)},map:function(a){return this.pushStack(n.map(this,function(b,c){return a.ca

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\bground[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 1200 x 709, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 570553

Entropy (8bit):  7.989580845141396

Encrypted: false

SSDEEP: 12288:VT47kwS//c6rayYizyKSsMoOBvdHVIc32eUZqGFahLC3MgVyFdzwkPgMGQ:VT4Y9c64z00Jd/fqyel 7gmsk9

MD5: 7TFF7E5D205A5814E79ADF5670A4BF74B

SHA1L: 097EB55B7931E46B95B41EABA471347CF4114C48

SHA-256: A1E112204DA7C73E44B753B8643A0F302F72F024644F66673F5501546A0A7321

SHA-512: 5A184ED43698C32269C49912A2BFFE2CD8435C15A6CBBCAAC92B71EB44DAAE23672370142E90280ED990696B4AF9A4DF565BFC05C2671DB9D151DEG05CID6E
5

Malicious: false

IE Cache URL:  http:i/gravitfy.com/bground.png

Preview:

L<uylagf~r\
9/.+..M0X{2...

Hg+)\..$.%.9..
wR.LGY...Q..C>.d.

.e-kY.Y..._..C.|.z|.. Jootl.m-.C..G.A
.r%u8_f}..a".S...z.&@d..x...h.\.z>...a.q.9.\\.

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\w8gdH283Tvk__ Lua32Tysjlfp8uJ[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 25220, version 1.1

Category: downloaded

Size (bytes): 25220

Entropy (8bit):  7.979586731734534

Encrypted: false

SSDEEP: 768:VuF+H+BPTKB7R7XBsUpYWEdONA3CFOSyW80re:AF++dAVXBsuBnAyFg6e

MDS5: ED1CF004373CD51BDOFD4COE3DCA9FAE

SHAL: 88D90FFFOF086A342745CED39A6F7C06AA045738

SHA-256: BC7CA2F6B8F07D83BFE12011B3AAF0A69479A86E0813155B0B6C275DD740A549

SHA-512: 3CC346FEF8632B76COFB4E4972123ECED55A60A88919EA7D6ABD2EOAFIC807947A63F626959588CD3FD17FE5CO00A9BB2AC667390ACB0D4102EDFOD570054AE
7

Malicious: false

|IE Cache URL: http://https://fonts.gstatic.com/s/varelaround/v13/w8gdH283Tvk__Lua32Tysjlfp8ud.woff

Preview:
.vd.|gasp...t............ glyf...
~X..1....<nU.C.LE

. .....&IDG.#\..m.6\.;t]Z"%qg.
...... U....e=C...#$.;~.;b.P.1Tr~...2U.... 1Q<*@....._].Y]....9..S.1'Ac...2..M....|l.f..Ka<...........c.b....0.7%l.4y KI.S.2...@..R...& .M..R..4..p?..

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\WJ8I20L4\bootstrap.min[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text, with very long lines
Category: downloaded
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\WJ8I20L4\bootstrap.min[1].css

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

121200

5.0982146191887106

false
768:Vy3Gxw/Vc/QWIIxtQOIuiHIg5mzI4X80AduFKbv2ctg2Bd8JP7ecQVVvH1FS:nw/alfluiHigsmN8IDbNmPbh
EC3BB52A00E176A7181D454DFFAEA219

6527D8BF3E1E9368BAB8C7B60F56BCO1FA3AFD68
F75E846CC83BD11432F4B1E21A45F31BC85283D11D372F7B19ACCD1BF6A2635C

E8C5DAFO01EAEGSED7C1E277A6E544C7AD108A0FA877FB531D6D9F2210769B7DA8SE4E002C7BOBE3B72154EBF7CBF01A795C8342CE2DAD368BD6351E956195F
8B

false

http://https://maxcdn.bootstrapcdn.com/bootstrap/3.3.7/css/bootstrap.min.css

/*1. * Bootstrap v3.3.7 (http://getbootstrap.com). * Copyright 2011-2016 Twitter, Inc.. * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE). *//*!
normalize.css v3.0.3 | MIT License | github.com/necolas/normalize.css */html{font-family:sans-serif;-webkit-text-size-adjust: 100%;-ms-text-size-adjust:100%}body{margin:
Olarticle,aside,details,figcaption,figure,footer,header,hgroup,main,menu,nav,section,summary{display:block}audio,canvas,progress,video{display:inline-block;vertical-align
:baseline}audio:not([controls]){display:none;height:0}[hidden],template{display:none}a{background-color:transparent}a:active,a:hover{outline:0}abbr|titie]{border-bottom: 1px
dotted}b,strong{font-weight:700}dfn{font-style:italicth1{margin:.67em 0;font-size:2em}mark{color:#000;background:#ffO}small{font-size:80%}sub,sup{position:relative;font-
size:75%:;line-height:0;vertical-align:baseline}sup{top:-.5em}sub{bottom:-.25em}img{border:0}svg:not(:root){overflow:hidden}igure{margin:1em 40px}hr

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I20L4\font-awesome.min[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

31000

4.746143404849733

false

384:wHUS5yWeTUKW+KIkJ5de2UYDyViwY Uas2I8yQ/8dwmaU8G:wwir+KIk3Yi+fwYUf2I8yQ/e9vf
269550530CC127B6AA5A35925A7DEGCE
512C7D79033E3028A9BE61B540CF1A6870C896F8
799AEB25CC0373FDEEOE1B1DB7AD6C2F6A0E058DFADAA3379689F583213190BD

49F4E24E55FA924FAABAD7DEBESFFB2E26D439E25696DF6B6F20E7F766B5S0EAS8EC3DBD61B6305A1ACACD2C80EGE659ACCEE4140F885B9C9E71008E9001FB
FAB

false

http://https://maxcdn.bootstrapcdn.com/font-awesome/4.7.0/css/font-awesome.min.css

/#1.* Font Awesome 4.7.0 by @davegandy - http://fontawesome.io - @fontawesome. * License - http://fontawesome.io/license (Font: SIL OFL 1.1, CSS: MIT License).
*/@font-face{font-family:'FontAwesome';src:url("../fonts/fontawesome-webfont.eot?v=4.7.0");src:url("../fonts/fontawesome-webfont.eot?#iefix&v=4.7.0") format('embedded-
opentype'),url(../fonts/fontawesome-webfont.woff2?v=4.7.0") format(‘woff2'),url("../fonts/fontawesome-webfont.woff?v=4.7.0") format(‘woff’),url("../fonts/fontawesome-web
font.ttf?v=4.7.0") format(‘truetype"),url(’../fonts/fontawesome-webfont.svg?v=4.7.0#fontawesomeregular’) format(‘'svg’);font-weight:normal;font-style:normal}.fa{display:inline-
block;font:normal normal normal 14px/1 FontAwesome;font-size:inherit;text-rendering:auto;-webkit-font-smoothing:antialiased;-moz-osx-font-smoothing:grayscale}.fa-Ig{
font-size:1.33333333em;line-height:.75em;vertical-align:-15%j}.fa-2x{font-size:2em}.fa-3x{font-size:3em}.fa-4x{font-size:4em}.fa-5x{font-size:5em}.fa-fwiwidth:1.

C:\Users\user\AppData\Local\Temp\~DF3617EA387C4FB37B.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

data

dropped

36209

0.629931315112413

false
48:kBqoxKAuvScS+8aAhNIN7Ljc1d1Ds41B171w1DHOR:kBgoxKAuvScS+8aAhKdwJls4kUR
9266C8C8171252789B7072B32FD1CAES
59AA3533D770A527218047DC22195BDA9B6EAAI7
93DA202C818FFAEEDF2984BA4ESEEB94A7C46C7843C796B95CE22CB54FA2C776

116077CDFDA4BDD8DCEB21B290CD71B04FDE858F91CFB7A548F641D8C3B3358F527F396E568A5DF36E529597CC68E028815884992F5E9B612B8DB264ABSEOE
E

false

............................. 0 H MY .00 (oo eeeeeeeeeeeeeeeeseeesssseseseseseeeeee 0 H MY .01 (oo eeeeee oo eee e s es s

C:\Users\user\AppData\Local\Temp\~DF90C585B98E4338A8.TMP

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\internet explorer\iexplore.exe
data

dropped

25441

0.3703273421274823

false

24:c9ILh9ILhIIINIINIIRX/9IRJIQIThIIThIISSUIISSU9laAa/9laAxuXgR4RvC/:kBgoxxJhnHWSVSEabxuXgRfZ
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C:\Users\user\AppData\Local\Temp\~DF90C585B98E4338A8.TMP

MDS5: 59ED4BDDO06F7012747AB4156106352B8
SHA1L: C7FB37A9E7D73A38C0AF385B73EAA228A74CB899
SHA-256: 50C8BA3FEACF25F7BE4353F1A33E11833DE47BCFABA01BD1E3B46DFA86587B75
SHA-512: 25F1F34CC30CB42781003409C50A348794C5C576D892D15A59C14344045FE775BB3BAEBB4268EEAFF8478B30C47CBF8823242DC84FF2CE3F3EEL11678DA4FBBY
Malicious: false
Preview:
............................. BT T O 0 /o B o I 1Y O 4V 0 O (PR SUS S SRSRRPPRSRPRSPY

C:\Users\luser\AppData\Local\Temp\~DFF818C42C07F5AA3B.TMP

Process: C:\Program Files\internet exploreniexplore.exe
File Type: data

Category: dropped

Size (bytes): 13029

Entropy (8bit):  0.48232140842757887

Encrypted: false

SSDEEP: 96:kBqol/L6/LE/LWLAL+QLVLAL+8LQL+8LPL6LVLELe:kBqol/+/g/IKEVZEfsf7TGzGq

MDS5: 8421E82079D89FB1B05A37EF91E48195

SHA1L: AF51804E3324626C91FE40B1A7AF9835FF5FF9AS

SHA-256: 48FEF1F6100E1FB63792680C97E5A1816738E09ACB1A1485B2AD865F50B12735

SHA-512: 375D6BBEEBABIABE4F91E8082394B94F57D6ABOF7CF32B6627F127F85B3CC378184616EDOB3E31FA46630D6F27E572A1D355D8169CCAODD37154C3D081681CB!
Malicious: false

Preview:

%0 H.M.{y..+.0...(

Static File Info

General

File type: HTML document, ASCII text, with very long lines, with
CRLF line terminators

Entropy (8bit): 4.185045640172398

TriD:

File name: #Ud83d#Udce9-peter.nash.htm

File size: 16689

MD5: 8c6dfob0709674ba479f63d75b3a2ch6

SHAL: 734aef9ae6219e97ea02bdd13bce9a31c1327b14

SHA256: ab8c991ac026e2cf24f0c012a09174da7fdc75604c62688
3c964add719bd1c9e

SHAS512: ca8c2da8658813d9acal6c3455beld3ef4da91f313a7f82
8bcc91c8b20aaa2e49c044b2beab6869735d7f89e9c3761
e3e5776aeh9f5f938c7c0631136a5f1433

SSDEEP: 384:IHV8KOpHYIZWd3XyLIBTLVWTLCXHO+vT2:IHVRO
KC6B7NxubD

File Content Preview: <script language="javascript">.. document.writ
e(unescape('%3C%21DOCTYPE%20htmI%3E%0A%3
Chtml%20lang%3D%22en%22%3E%0A%3Chead%3E
%0A%3Cmeta%?20charset%3D%22utf-8%22%3E%0A
%3Cmeta%20http-equiv%3D%22X-UA-Compatible%22
%?20content%3D%22IE%3Dedge%22%3E%0

File Icon

72
=

Icon Hash: f8c89c9a9a998ch8

Network Behavior
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Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp

Jun 10, 2021 18:17:29.636250973 CEST

Jun 10, 2021 18:17:30.410720110 CEST

DNS Answers

Timestamp Source IP Dest IP

Jun 10, 2021
18:17:29.699179888
CEST

8.8.8.8 192.168.2.3

Jun 10, 2021
18:17:29.699179888
CEST

8.8.8.8 192.168.2.3

Jun 10, 2021
18:17:30.486423016
CEST

8.8.8.8 192.168.2.3

Jun 10, 2021 8.8.8.8 192.168.2.3

18:18:48.043277025
CEST

HTTP Request Dependency Graph

e gravitfy.com

HTTP Packets

Source IP Dest IP
192.168.2.3 8.8.8.8
192.168.2.3 8.8.8.8
Trans ID Reply Code
0xbb03 No error (0)
0xbb03 No error (0)
0x460a No error (0)
Oxd5ce No error (0)

Trans ID

0xbb03

0x460a

Name

maxcdn.boo
tstrapcdn.com

maxcdn.boo
tstrapcdn.com

gravitfy.com

prda.aadg.
msidentity.com

OP Code Name
Standard query  maxcdn.boo
(0) tstrapcdn.com
Standard query  gravitfy.com
(0

CName Address

www.tm.a.prd.aadg.akadn
s.net

Destination Port Process

104.18.11.207

104.18.10.207

185.61.154.34

Type
A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Session ID Source IP Source Port Destination IP

0 192.168.2.3 49727 185.61.154.34 80
kBytes

Timestamp transferred Direction Data

Jun 10, 2021 1167 ouT GET /bground.png HTTP/1.1

18:17:30.569099903 CEST

Copyright Joe Security LLC 2021

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: gravitfy.com
Connection: Keep-Alive

Class

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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kBytes
Timestamp transferred Direction

Jun 10, 2021 1181 IN
18:17:30.635919094 CEST

Session ID Source IP Source Port
1 185.61.154.34 80

kBytes
Timestamp transferred Direction
Jun 10, 2021 1920 IN

18:17:45.631371021 CEST

HTTPS Packets

Source Dest
Timestamp Source IP Port Dest IP Port
Jun 10, 2021 104.18.11.207 443 192.168.2.3 49723
18:17:29.909924030
CEST

Copyright Joe Security LLC 2021

Data

HTTP/1.1 200 OK

date: Thu, 10 Jun 2021 16:17:30 GMT

server: Apache

last-modified: Thu, 18 Mar 2021 16:16:19 GMT

accept-ranges: bytes

content-length: 570553

content-type: image/png

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 0d 49 48 44 52 00 00 04 b0 00 00 02 c5 08 06 00 00 00 d3 1e 1a 87 00 00 00
09 70 48 59 73 00 00 2e 23 00 00 2e 23 01 78 a5 3f 76 00 00 20 00 49 44 41 54 78 9c ec bd e9 93 24 49 7a 9f b7 7f 26 09
98 e1 10 49 60 29 9a 89 a2 cc 44 8a 87 64 a4 c0 6f 22 09 40 e2 21 7d 96 04 80 20 41 f0 ab 28 e2 20 41 71 77 ba 2b cf 88
c8 b8 ef fb be f3 a8 ea 99 9f 3e b8 7b 84 47 56 56 7 ec 4e {7 2c b8 16 6e f6 d8 4c 57 65 65 7a f8 d5 e5 4f bf fe fa Of 6e 55
89 5b 55 e2 5a e4 b8 24 31 2e 61 80 b3 ef e2 ec da 38 bb 16 ce 9e 85 4b e0 e0 12 79 b8 a6 11 ae 45 86 6b 5d el d6 b5
b8 0d 3d 6e 7 11 d7 cb 05 d7 eb f5 01 b7 89 db ed 19 b7 db 33 9e 9f 09 2f 2f 2f 1f 85 bd ee f9 f9 46 b8 dd 41 bf 7e bb 5d
71 bb 5d 71 bd 5d 08 d7 Ob 2e 97 33 ce e7 33 46 8e f3 f9 8c ch €582 Ob ad eb ed 76 c3 ed 76 7b 50 9f Of 78 79 f9 80 Of 1f
18 2f df 82 0f Of 61 cf 71 bb dd 70 bd 5e €9 e7 9f 71 b9 8c 13 57 c6 75 c4 ed 76 c6 ed 76 c6 f3 ed 82 e7 e7 2b 9e 9f af 78
79 be 51 9e f1 f2 fc 8c e7 db 1b 3c bf 2¢c 79 21 dc 9e 9f 71 7b 7e c6 95 d6 81 d4 83 72 be 10 2e 17 5c ae 57 5¢ f9 36 79 21
6d c2 9e f1 e5 e5 85 7c 3e 7d 9e db f5 8a db c7 fa fc f6 98 db 1b b0 fe 7c 79 79 a6 3c 1e Of {3 cf 5¢ ef b8 ef cf 25 cf 2f 37 0
2 1b 37 cf 57 dc 9e af b8 32 6e 4b d8 7 9f ef 98 3e ef 7a c5 ed 72 c1 ed 72 21 e3 ff 72 c1 f5 72 9e b9 5e e6 d7 3e cf 9f fb
fc f2 4c 59 8e 61 32 6e b9 bl 3b 2e 39 9f 19 97 69 1c 5f b8 79 37 f5 9 e5 82 f3 €5 c2 bd 7e e4 38 €3 7c 39 e3 72 a5 3f 77
bb 4d e3 83 8d 97 4f cd cb Of 2f 1f f0 el e5 ¢3 dc 2f 8f ¢6 19 e5 72 bd 52 2e dc d8 27 3 fO 7a b9 4c 63 e8 51 ff 7f b8 e3 93
ebc48db5e31b7cch7178a36363eef3fb717937ae9ee?flc8d6 lefe 39 2f 97 2b b7 06 be 5e 6f 58 7b 32 be
a6 dc 7f fd c3 f3 Ob 3e 3c bf e0 65 82 ac 07 73 7b bd 2c 98 be 4f d7 8f 79 dc 2f 99 da e4 ca 8f 41 Oe da 87 7c 1b de b8 71
fc f2 81 e7 36 cd 33 32 7f 2e b8 3d 5f 6 b5 99 42 da 97 ad 2f 1f fO f5 d7 5f €3 9b 6f be c6 37 f8 06 6b 59 cb 5a d6 b2 96 bt
ac 65 2d 6b 59 cb 7 59 be f9 €6 9b 05 5f 7f fd f5 43 f8 d7 7c a9 7a 7c fd f5 d7 f8 fO el c3 b4 ef bd 5¢ 2e 18 ¢7 11 7d df a3 ¢
b 3a 74 5d 87 b6 6d d1 b6 2d ba ae 43 df f7 18 47 b2 cf bb 5e c9 ef d8 f3 ef d7 9f af 9e 7c bb bc ed 39 5e ef 53 d9 fe e7 e5
e5 fe 77 ff e5 b3 8e e7 33 aa ba 86 1f 84 10 25 19 7f fa 1f ff 3f fc cb 3f {8 b7 f8 ad 7f fa 7f e0 6f ff 4f ff 10 7f e5 af fd 77 f8 c5
5f fd ab 8 ¢5 5f fd ab f8 c1 ad 2a 71 2b Ob 5¢ f3 Oc 97 24 ¢2 25 f0 71 f6 1c 8¢ 8e 85 d1 31 71 76 4d 9c 7d 1b 97 d0 c3 35
09 71 cd 53 5¢ eb 12 d7 b6 c1 b5 ef 70 1d 07 5c¢ cf 74 c3 76 3e cf 52 64 da 68 5f €9 26 ee ba 10 47 33 cf 77 2c bf 3f 6f 42
2f 1f e5 72 25 75 38 5f ¢8 66 7d 1c 07 Oc €3 80 61 60 8c 53 7 f2 1b ff fb 7a 90 0d 26 91 40 64 93 f9 78 e3 fa 96 68 b9 df 5
¢ f39d 7a 3e 8f 18 cf 03 61 ec 71 e6 39 0f b8 5¢c 06 5¢ af 23 ae d7 33 6e d7 Ob e5 ca 71 7b 93 8f 49 a3 49 26 5c 2e 38 9f
09 0b 39 32 52 31 32 49 8d 1b 5e 4b c6 59 14 2c 06 €9 f9 c1 a6 f7 72 5d c2 8b 8¢ 87 fd c7 89 al e7 db 52 f8 4c 92 67 39
le a6 89 71 99 df 63 f1 3e af ¢6 d9 9d e8 64 b2 93 8e 9d f3 f5 8¢ f3 f4 67 be 6e 67 ca 5d 9d 2f 67 32 ee 99 28 1a c7 25 e7
1197 0b f7 7393 18 9b 25 c9 8d Oa b1 85 74 1d c¢7 69 cc f6 3d 81 fd 79 1c 47 ae bf 96 52 96 f4 2b 27 6d b9 7 el 19 b9 ba
5d 78 29 f1 89 79 38 8b d2 25 53 bf dc 49 ab 33 13 69 17 22 cd 96 22 8d ce c3 f3 79 ea 3f d6 3f cf af 58 8a 6b 5e 02 2d 84
€6 f5 b5 40 62 75 b8 97 31 7 2¢ 65 d7 dc c7 b7 1b 27 21 3f 02 2f a7 ¢9 da 33 ce 7d 35 49 c7 e5 7a c3 b7 e7 2¢ 9b a8 9¢c
ba 3d

Data Ascii: PNGIHDRpHYs.#.#x?v IDATx$Iz&!")Ddo" @'} A( Aqw+>{GVVN,nLWeezOnU[UZ$1.a8KyEK]=n3///FA~]q]q
1.33Fv{Pxy/agp qWuw+xyQ<,yla{~r.\W\6y!m|>}|yy<\%/77W2nK>zrrlrr*>LYa2n;.9i_y7~8|9r?wMO//rR.'zLcQ|gxccay79/+ 0
X{2><es{,0y/A|q632.=_B/_o7kYZe-kYY_C|z|\.}:tim-CG"|9"Sw3%??00w__*q+\$%q1qvM}5qS\p\tv>Rdh_&G3w,?0B/r%
u8_fla'Sz&@dxh\z>agq9\\#3nq{l1&\.892R12I"KY,r|RLg9qc>dgng]/g2(%s%ti=yGR+'m]x)y8%SI3i""y??Xk -@bul,e'?/3}51z,=

Destination IP Destination Port Process
192.168.2.3 49729 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

HTTP/1.1 408 Request Time-out

Content-length: 110

Cache-Control: no-cache

Connection: close

Content-Type: text/html

Data Raw: 3c 68 74 6d 6c 3e 3c 62 6f 64 79 3e 3c 68 31 3e 34 30 38 20 52 65 71 75 65 73 74 20 54 69 6d 65 2d 6f 75 74
3c 2f 68 31 3e 0a 59 6f 75 72 20 62 72 6f 77 73 65 72 20 64 69 64 6e 27 74 20 73 65 6e 64 20 61 20 63 6f 6d 70 6¢ 65 74
6520 72 65 71 75 65 73 74 20 69 6e 20 74 69 6d 65 2e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <html><body><h1>408 Request Time-out</h1>Your browser didn't send a complete request in time.</body>
</html>

Not Not JA3 SSL Client

Subject Issuer Before After Fingerprint JA3 SSL Client Digest
CN-=sni.cloudflaressl.com, CN=Cloudflare Inc Mon Mar Tue Mar 771,49196-49195- 9e10692f1b7f78228b2d4e
O="Cloudflare, Inc.”, L=San ECC CA-3, 01 01 49200-49199- 424db3a98c
Francisco, ST=California, O="Cloudflare, Inc.", 01:00:00 00:59:59 49188-49187-
C=US CN=Cloudflare Inc ECC C=US CN=Baltimore CET CET 49192-49191-
CA-3, O="Cloudflare, Inc.", CyberTrust Root, 2021 2022 49162-49161-
C=Us OU=CyberTrust, Mon Jan Wed 49172-49171-157-
O=Baltimore, C=IE 27 Jan 01  156-61-60-53-47-

13:48:08 00:59:59 10,0-10-11-13-35-
CET CET 16-23-24-
2020 2025 65281,29-23-24,0

CN=Cloudflare Inc ECC CA-3, CN=Baltimore Mon Jan Wed
O="Cloudflare, Inc.", C=US CyberTrust Root, 27 Jan 01
OU=CyberTrust, 13:48:08 00:59:59
O=Baltimore, C=IE ~ CET CET
2020 2025
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Source Dest
Timestamp Source IP Port Dest IP Port  Subject
Jun 10, 2021 104.18.11.207 443 192.168.2.3 49721 CNs=sni.cloudflaressl.com,
18:17:29.910120010 O="Cloudflare, Inc.", L=San
CEST Francisco, ST=California,

C=US CN=Cloudflare Inc ECC

CA-3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-3,

O="Cloudflare, Inc.", C=US

Code Manipulations

Statistics

Behavior

\E' Click to jump to process

System Behavior

Issuer

CN=Cloudflare Inc
ECC CA-3,
O="Cloudflare, Inc.",
C=US CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

Not
Before

Mon Mar

01
01:00:00
CET
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Not
After

Tue Mar
01
00:59:59
CET
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

JA3 SSL Client Digest

9e10692f1b7{78228b2d4e
424db3a98c

Analysis Process: iexplore.exe PID: 3728 Parent PID: 792

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Registry Activities

18:17:26
10/06/2021

C:\Program Files\internet explorer\iexplore.exe

false

‘C:\Program Files\Internet Explorer\iexplore.exe' -Embedding
0x7ff7f0d90000
823560 bytes

6465CB92B25A7BC1DF8E01D8ACS5E7596

true

true

C, C++ or other language

high

Show Windows behavior

Show Windows behavior

Analysis Process: iexplore.exe PID: 5720 Parent PID: 3728

General

Start time:

Start date:

Copyright Joe Security LLC 2021

18:17:27

10/06/2021
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Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true
Commandline: 'C:\Program Files (x86)\Internet Explore\lEXPLORE.EXE' SCODEF:3728 CREDAT:17410
Iprefetch:2

Imagebase: 0xe60000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Registry Activities Show Windows behavior

Disassembly

Copyright Joe Security LLC Joe Sandbox Cloud Basic 32.0.0 Black Diamond
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