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Analysis Report 3F97s4aQjB.xlIsx
Overview

General Information Detection

Sample 3F97s4aQjB.xIsx
Name: MALICIOUS

Analysis ID: 432818

Classification

Document exploit detected (drops P...

Multi AV Scanner detection for doma...

MD5: X . . .
1ac719c744d22f4. Office document tries to convince vi...
SHA1:
4ddc7358f615987. Contains functionality to create prac...
SHA256: d9be275feff4b33...
Creates processes via WMI

Infos: fiB Qb

Document exploit detected (UrlDown...
F&ﬁ F&ﬁ

Document exploit detected (process...

Most interesting Screenshot:

Drops PE files to the user root direc...

Hidden Macro 4.0

- Found abnormal'large hidden Excel ...
Score: 100 Machine Learning detection for dropp...
Range: 0-100 Office process drops PE file
Whitelisted: false
X Sigma detected: Microsoft Office Pr...
Confidence: 100%

%)
«Q
=3
4
c
=
(1
7]

Process Tree

= System is w10x64

. EXCEL.EXE (PID: 6564 cmdline: 'C:\Program Files (x86)\Microsoft Office\Office16\EXCEL.EXE' /automation -Embedding MD5: 5D6638F2C8F8571C593999C58866007E)
. jﬂ WMIC.exe (PID: 6852 cmdline: wmic process call create 'C:/Users/Public/SettingSyncHost' MD5: 79A01FCD1C8166C5642F37D1EOFB7BA8)
. conhost.exe (PID: 6860 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ SettingSyncHost (PID: 7044 cmdline: C:/Users/Public/SettingSyncHost MD5: 526D56017EF5105277FEOD366C95C39D)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

Initial Sample

Source Rule Description Author Strings
app.xml JoeSecurity_XlIsWithMacro Yara detected XIs Joe Security
4 With Macro 4.0

Sigma Overview

System Summary: -i.

Sigma detected: Microsoft Office Product Spawning Windows Shell

Signhature Overview
Copyright Joe Security LLC 2021 Page 4 of 20



Sighature Overview

@ Click to jump to signature section

AV Detection: | |

Multi AV Scanner detection for domain / URL

Software Vulnerabilities:

Document exploit detected (drops PE files)

System Summary:

Office document tries to convince m to disable security prote n (e.g. to enable ActiveX or Macros)

Persistence and Installation Behavior:

Boot Survival: | |

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Windows Path Process Masquerading 0os System Time Remote Archive Exfiltration  Encrypted Eavesdrop ¢
Accounts Management Interception  Injection Credential  Discovery Services Collected  Over Other Channel Insecure
Instrumentation Dumping Data Network Network
Medium Communical
Default Scripting Boot or Extra Disable or Modify LSASS Security Remote Data from  Exfiltration Non- Exploit SS7
Accounts Logon Window Tools Memory Software Desktop Removable Over Application Redirect Phc
Initialization Memory Discovery Protocol Media Bluetooth  Layer Calls/SMS
Scripts Injection Protocol
Domain Native API Logon Script Logon Process Injection Security Process SMB/Windows Data from Automated Application Exploit SS7
Accounts (Windows)  Script Account Discovery Admin Shares Network Exfiltration Layer Track Devict
(Windows) Manager Shared Protocol Location
Drive
Local Exploitation for Client Logon Script Logon Deobfuscate/Decode  NTDS Account Distributed Input Scheduled Protocol SIM Card
Accounts Execution (Mac) Script Files or Information Discovery Component Capture Transfer Impersonation  Swap
(Mac) Object Model
Cloud Cron Network Network Scripting LSA System SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Logon Secrets Owner/User Transfer Channels Device
Script Discovery Size Limits Communicai
Replication  Launchd Rc.common Rc.common Obfuscated Files or Cached Remote System VNC GUI Input  Exfiltration  Multiband Jamming or
Through Information Domain Discovery Capture Over C2 Communication Denial of
Removable Credentials Channel Service
Media
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Screenshots
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3F9754aQ)jB xlsx - 3F9754aQjB.xls - Excel

@ Tell me what you want to do...

General = [?gl

Pagelayout  Formulas  Data  Review  View

¢ Wrap Text

| Merge & Center = § - % » % 49 Conditional Formatas Cell Insert Delete Format

Formatting~ Tsblew Stylesw -
Alignment [} Number 3 Styles

8 Share

S“ ’;} %m ;5;)\ El > AutoSum ~ éY p

Fill ~
ul Sort & Find &

== Filter = Select =
Editing

B USPS.COM-® UPS INTERNAL FILE SECURITY

P ad
Secure Document

If you want to decrypt document content
please select "Enable Editing"
and then "Enable Content" button.

*—

Cenfiential © 2021 USPS. Al Fights

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection
3F97s4aQjB.xlIsx 7%
3F97s4aQjB.xIsx 2%
Dropped Files

Source Detection
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\WJ8I20L4\logo[1].png 100%
C:\Users\Public\SettingSyncHost 100%
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Scanner Label
Virustotal

ReversingLabs

Scanner Label
Joe Sandbox ML
Joe Sandbox ML

Link

Browse

Link
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https://www.virustotal.com/gui/file/d9be275feff4b3383821b1483ba93424fb27aa40e138da41a91511193d9538cb/detection/f-d9be275feff4b3383821b1483ba93424fb27aa40e138da41a91511193d9538cb-1623337570

Unpacked PE Files

No Antivirus matches

Domains

Source

Detection

Scanner

Label

Link

URLs

Source

http://https://cdn.entity.

http://https://cdn.entity.

http://https://cdn.entity.

http://https://cdn.entity.

http://https://powerlift.acompli.net
http://https://powerlift.acompli.net
http://https://powerlift.acompli.net
http://https://powerlift.acompli.net
http://https://rpsticket.partnerservices.getmicrosoftkey.com
http://https://rpsticket.partnerservices.getmicrosoftkey.com
http://https://rpsticket.partnerservices.getmicrosoftkey.com
http://https://rpsticket.partnerservices.getmicrosoftkey.com
http://https://cortana.ai

http://https://cortana.ai

http://https://cortana.ai

http://https://cortana.ai

http://https://api.aadrm.com/

http://https://api.aadrm.com/

http://https://api.aadrm.com/

http://https://api.aadrm.com/
http://https://ofcrecsvcapi-int.azurewebsites.net/
http://https://ofcrecsvcapi-int.azurewebsites.net/
http://https://res.getmicrosoftkey.com/api/redemptionevents
http://https://res.getmicrosoftkey.com/api/redemptionevents
http://https://res.getmicrosoftkey.com/api/redemptionevents
http://https://res.getmicrosoftkey.com/api/redemptionevents
http://https://powerlift-frontdesk.acompli.net
http://https://powerlift-frontdesk.acompli.net
http://https://powerlift-frontdesk.acompli.net
http://https://powerlift-frontdesk.acompli.net
http://https://officeci.azurewebsites.net/api/
http://https://officeci.azurewebsites.net/api/
http://https://store.office.cn/addinstemplate
http://https://store.office.cn/addinstemplate
http://https://store.office.cn/addinstemplate
http://https://store.office.cn/addinstemplate
http://https://store.officeppe.com/addinstemplate
http://https://store.officeppe.com/addinstemplate
http://https://store.officeppe.com/addinstemplate
http://https://store.officeppe.com/addinstemplate
http://https://dev0-api.acompli.net/autodetect
http://https://dev0-api.acompli.net/autodetect

http:/f https://dev0-api.acompli.net/autodetect

http:/f https://dev0-api.acompli.net/autodetect
http://https:/iwww.odwebp.svc.ms
http://https:/iwww.odwebp.svc.ms
http://https:/iwww.odwebp.svc.ms
http://https://www.odwebp.svc.ms
http://https://dataservice.o365filtering.com/
http://https://dataservice.o365filtering.com/
http://https://dataservice.0365filtering.com/
http://https://dataservice.o365filtering.com/
http://https://officesetup.getmicrosoftkey.com
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Detection
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

Scanner

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Virustotal

Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Virustotal

Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation

Label
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

safe
safe
safe
safe
safe
safe
safe
safe

safe

safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

Link

Browse

Browse
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https://www.virustotal.com/gui/url/2700ada5529537fde99fae2c324cb8389381f4659f477dca8ef4a3b4c2146813/detection/u-2700ada5529537fde99fae2c324cb8389381f4659f477dca8ef4a3b4c2146813-1623339729
https://www.virustotal.com/gui/url/b52ed68c7daea1a0dbbae7e0dd7f2959e3b318743ba4678ef8fb0f0964b6661c/detection/u-b52ed68c7daea1a0dbbae7e0dd7f2959e3b318743ba4678ef8fb0f0964b6661c-1623332842
https://www.virustotal.com/gui/url/1fd63af70561d504e1c4d2320234c5e465bc7e41e684b620b56ec0cb469b30cc/detection/u-1fd63af70561d504e1c4d2320234c5e465bc7e41e684b620b56ec0cb469b30cc-1623333007

Source Detection Scanner Label Link

http:i/https://officesetup.getmicrosoftkey.com 0% URL Reputation safe
http:i/https://officesetup.getmicrosoftkey.com 0% URL Reputation safe
http:i/https://officesetup.getmicrosoftkey.com 0% URL Reputation safe
http://https://prod-global-autodetect.acompli.net/autodetect 0% URL Reputation safe
http://https://prod-global-autodetect.acompli.net/autodetect 0% URL Reputation safe
http://https://prod-global-autodetect.acompli.net/autodetect 0% URL Reputation safe
http://https://prod-global-autodetect.acompli.net/autodetect 0% URL Reputation safe
http://https:/incus.contentsync. 0% URL Reputation safe
http://https:/incus.contentsync. 0% URL Reputation safe
http://https:/incus.contentsync. 0% URL Reputation safe
http://https://ncus.contentsync. 0% URL Reputation safe
http://https://apis.live.net/v5.0/ 0% URL Reputation safe
http://https://apis.live.net/v5.0/ 0% URL Reputation safe
http:i/https://apis.live.net/v5.0/ 0% URL Reputation safe
http:i/https://apis.live.net/v5.0/ 0% URL Reputation safe
http://https://wus2.contentsync. 0% URL Reputation safe
http:i/https://wus2.contentsync. 0% URL Reputation safe
http:i/https://wus2.contentsync. 0% URL Reputation safe
http:i/https://wus2.contentsync. 0% URL Reputation safe
http://https://asgsmsproxyapi.azurewebsites.net/ 0% Avira URL Cloud safe
http://https://dataservice.0365filtering.com/PolicySync/PolicySync.svc/SyncFile 0% URL Reputation safe
http:i/https://dataservice.0365filtering.com/PolicySync/PolicySync.svc/SyncFile 0% URL Reputation safe
hitp://https://dataservice.0365filtering.com/PolicySync/PolicySync.svc/SyncFile 0% URL Reputation safe
http:ifhttps://ncus.pagecontentsync. 0% URL Reputation safe
http:i/fhttps://ncus.pagecontentsync. 0% URL Reputation safe
http:ifhttps://ncus.pagecontentsync. 0% URL Reputation safe
http:ifhttps://skyapi.live.net/Activity/ 0% URL Reputation safe
http:ifhttps://skyapi.live.net/Activity/ 0% URL Reputation safe
http:ifhttps://skyapi.live.net/Activity/ 0% URL Reputation safe
http:ifhttps://dataservice.o365filtering.com 0% URL Reputation safe
http:ifhttps://dataservice.o365filtering.com 0% URL Reputation safe
http:ifhttps://dataservice.o365filtering.com 0% URL Reputation safe
http:ifhttps://api.cortana.ai 0% URL Reputation safe
http:ifhttps://api.cortana.ai 0% URL Reputation safe
http:ifhttps://api.cortana.ai 0% URL Reputation safe
http:/fhttps://ovisualuiapp.azurewebsites.net/pbiagave/ 0% Avira URL Cloud safe
http:i/https://directory.services. 0% URL Reputation safe
http://https://directory.services. 0% URL Reputation safe
http://https://directory.services. 0% URL Reputation safe
http:ifhttps://staging.cortana.ai 0% URL Reputation safe
http:ifhttps://staging.cortana.ai 0% URL Reputation safe
http:ifhttps://staging.cortana.ai 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name Active Malicious Antivirus Detection Reputation
pigeonious.com 95.142.44.93 true false unknown

URLs from Memory and Binaries

Contacted IPs

Public
P Domain Country Flag ASN ASN Name Malicious
95.142.44.93 pigeonious.com Russian Federation - 210079 EUROBYTEEurobyteLLCMo false

scowRussiaRU

Copyright Joe Security LLC 2021 Page 9 of 20


https://www.virustotal.com/gui/url/2700ada5529537fde99fae2c324cb8389381f4659f477dca8ef4a3b4c2146813/detection/u-2700ada5529537fde99fae2c324cb8389381f4659f477dca8ef4a3b4c2146813-1623339729

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time Type
19:29:44 API Interceptor

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL

32.0.0 Black Diamond

432818

10.06.2021

19:28:46

CloudBasic

Oh 12m 39s

false

light

3F97s4aQjB.xlsx
defaultwindowsofficecookbook.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

38
0
0
0
0

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL

mal100.expl.evad.winXLSX@5/12@2/2
e Successful, ratio: 100%

e Successful, ratio: 53.5% (good quality ratio 49.2%)
e Quality average: 82.5%
e Quality standard deviation: 30.7%

Failed

e Adjust boot time

e Enable AMSI

Found application associated with file extension:
Xlsx

Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Scroll down

Close Viewer

.

e o o o

Show All

Description

1x Sleep call for process: WMIC.exe modified

SHA 256 Detection Link Context

Copyright Joe Security LLC 2021
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https://view.joesandbox.com/analysis/339393/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339393/html/none?idtype=webid

Domains
Match
injuryless.com
ASN

Match
VDSINA-ASRU

EUROBYTEEurobyteLLCMoscowRussia
RU

JA3 Fingerprints

Match
37f463bf4616ecd445d4a1937da06e19

Copyright Joe Security LLC 2021
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SHA 256
Get hash

SHA 256
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256

Get hash

Get hash

Get hash

Get hash

Detection

malicious

Detection
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

malicious

malicious

malicious

malicious

Link

Browse

Link
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse

Browse

Browse

Browse

Context

193.178.16
9.243

Context

109.234.38.213
94.103.93.224

193.178.16
9.243

109.234.35.229
109.234.35.229
109.234.35.229
109.234.35.229
94.103.93.224
193.178.170.41
193.178.170.41
62.113.114.79
94.103.85.106

62.113.119.33
94.103.86.101
94.103.86.101
178.208.83.27
195.2.78.227

62.113.117.9
94.103.86.101
62.113.117.9
95.142.40.220
95.142.40.241
95.142.40.220
185.154.52.100
185.154.52.100
185.154.52.100
185.154.52.100
185.154.52.100
185.105.109.19
185.105.109.19
185.105.109.19
185.105.109.19
185.105.109.34
95.142.44.135
185.105.109.19
185.105.109.19
185.105.109.19
185.154.53.140
185.154.53.140
185.105.109.19

Context

e 95.142.44.93
e 193.178.16

9.243

e 95.142.44.93
e 193.178.16

9.243

e 95.142.44.93
e 193.178.16

9.243

e 95.142.44.93
e 193.178.16

9.243
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https://view.joesandbox.com/analysis/339393/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339393/html/none?idtype=webid
https://view.joesandbox.com/analysis/339662/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339662/html/none?idtype=webid
https://view.joesandbox.com/analysis/339472/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339472/html/none?idtype=webid
https://view.joesandbox.com/analysis/339393/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339393/html/none?idtype=webid
https://view.joesandbox.com/analysis/338014/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338014/html/none?idtype=webid
https://view.joesandbox.com/analysis/338012/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338012/html/none?idtype=webid
https://view.joesandbox.com/analysis/338010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338010/html/none?idtype=webid
https://view.joesandbox.com/analysis/337709/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337709/html/none?idtype=webid
https://view.joesandbox.com/analysis/337355/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337355/html/none?idtype=webid
https://view.joesandbox.com/analysis/337138/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337138/html/none?idtype=webid
https://view.joesandbox.com/analysis/337136/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337136/html/none?idtype=webid
https://view.joesandbox.com/analysis/335495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335495/html/none?idtype=webid
https://view.joesandbox.com/analysis/335321/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335321/html/none?idtype=webid
https://view.joesandbox.com/analysis/332782/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/332782/html/none?idtype=webid
https://view.joesandbox.com/analysis/332014/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/332014/html/none?idtype=webid
https://view.joesandbox.com/analysis/331761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/331761/html/none?idtype=webid
https://view.joesandbox.com/analysis/331025/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/331025/html/none?idtype=webid
https://view.joesandbox.com/analysis/325013/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/325013/html/none?idtype=webid
https://view.joesandbox.com/analysis/324845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/324845/html/none?idtype=webid
https://view.joesandbox.com/analysis/323109/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/323109/html/none?idtype=webid
https://view.joesandbox.com/analysis/323102/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/323102/html/none?idtype=webid
https://view.joesandbox.com/analysis/337665/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337665/html/none?idtype=webid
https://view.joesandbox.com/analysis/337656/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337656/html/none?idtype=webid
https://view.joesandbox.com/analysis/337451/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337451/html/none?idtype=webid
https://view.joesandbox.com/analysis/335406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335406/html/none?idtype=webid
https://view.joesandbox.com/analysis/335404/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335404/html/none?idtype=webid
https://view.joesandbox.com/analysis/335387/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335387/html/none?idtype=webid
https://view.joesandbox.com/analysis/335386/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335386/html/none?idtype=webid
https://view.joesandbox.com/analysis/335378/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335378/html/none?idtype=webid
https://view.joesandbox.com/analysis/321869/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321869/html/none?idtype=webid
https://view.joesandbox.com/analysis/309640/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309640/html/none?idtype=webid
https://view.joesandbox.com/analysis/309637/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309637/html/none?idtype=webid
https://view.joesandbox.com/analysis/309636/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309636/html/none?idtype=webid
https://view.joesandbox.com/analysis/305508/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305508/html/none?idtype=webid
https://view.joesandbox.com/analysis/280196/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/280196/html/none?idtype=webid
https://view.joesandbox.com/analysis/263061/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263061/html/none?idtype=webid
https://view.joesandbox.com/analysis/263060/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263060/html/none?idtype=webid
https://view.joesandbox.com/analysis/253962/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253962/html/none?idtype=webid
https://view.joesandbox.com/analysis/253767/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253767/html/none?idtype=webid
https://view.joesandbox.com/analysis/253752/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253752/html/none?idtype=webid
https://view.joesandbox.com/analysis/252122/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252122/html/none?idtype=webid
https://view.joesandbox.com/analysis/340231/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340231/html/none?idtype=webid
https://view.joesandbox.com/analysis/340136/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340136/html/none?idtype=webid
https://view.joesandbox.com/analysis/340109/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340109/html/none?idtype=webid
https://view.joesandbox.com/analysis/340100/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340100/html/none?idtype=webid

Match

Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e 95.142.44.93
e 193.178.16
9.243

Get hash malicious Browse e 95.142.44.93
e 193.178.16
9.243

Get hash malicious Browse e 95.142.44.93
e 193.178.16
9.243

Get hash malicious Browse e 95.142.44.93
e 193.178.16
9.243

Get hash malicious Browse e 95.142.44.93
e 193.178.16
9.243

Get hash malicious Browse e 95.142.44.93
e 193.178.16
9.243

Get hash malicious Browse e 95.142.44.93
e 193.178.16
9.243

Get hash malicious Browse e 95.142.44.93
e 193.178.16
9.243

Get hash malicious Browse e 95.142.44.93
e 193.178.16
9.243

Get hash malicious Browse e 95.142.44.93
e 193.178.16
9.243

Get hash malicious Browse e 95.142.44.93
e 193.178.16
9.243

Get hash malicious Browse e 95.142.44.93
e 193.178.16
9.243

Get hash malicious Browse e 95.142.44.93
e 193.178.16
9.243

Get hash malicious Browse e 95.142.44.93
e 193.178.16
9.243

Get hash malicious Browse e 95.142.44.93
e 193.178.16
9.243

Get hash malicious Browse e 05.142.44.93
e 193.178.16
9.243

Dropped Files

No context

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Antivirus:

Reputation:

C:\Program Files (x86)\Microsoft Office\Office L6\EXCEL.EXE
PE32 executable (GUI) Intel 80386, for MS Windows

dropped
511488
7.3404073760047375
false
12288:cyLjvFCsHOFO7t8BmzXiDm/znL2wOhlYuGUoPavYWIJdvrQoDptkYIN:BLDFTHOFOanwGYuGDQ2vQoDk5N
526D56017EF5105277FEOD366C95C39D
78A40D523F4B887B2383681FECE447EF911C24EF
28F2FA4F9AC95C3FC906E201B758D56C6A888B657DCF57C351A4F34FFB3EOFE2
F2DC53598455B422B6B53108E94229B0F5791AC25188F0ED73FBABFF1DF018B745F1F73714E97CF4E1C52475473326C1C91DC6070D331080F1FAAF696D58841E
true

e Antivirus: Joe Sandbox ML, Detection: 100%

low
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https://view.joesandbox.com/analysis/340092/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340092/html/none?idtype=webid
https://view.joesandbox.com/analysis/340087/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340087/html/none?idtype=webid
https://view.joesandbox.com/analysis/340072/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340072/html/none?idtype=webid
https://view.joesandbox.com/analysis/339997/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339997/html/none?idtype=webid
https://view.joesandbox.com/analysis/339991/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339991/html/none?idtype=webid
https://view.joesandbox.com/analysis/339939/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339939/html/none?idtype=webid
https://view.joesandbox.com/analysis/339922/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339922/html/none?idtype=webid
https://view.joesandbox.com/analysis/339912/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339912/html/none?idtype=webid
https://view.joesandbox.com/analysis/339903/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339903/html/none?idtype=webid
https://view.joesandbox.com/analysis/339901/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339901/html/none?idtype=webid
https://view.joesandbox.com/analysis/339899/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339899/html/none?idtype=webid
https://view.joesandbox.com/analysis/339882/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339882/html/none?idtype=webid
https://view.joesandbox.com/analysis/339878/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339878/html/none?idtype=webid
https://view.joesandbox.com/analysis/339873/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339873/html/none?idtype=webid
https://view.joesandbox.com/analysis/339864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339864/html/none?idtype=webid
https://view.joesandbox.com/analysis/339859/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339859/html/none?idtype=webid

Preview:

.L.IThis program cannot be run in DOS mode....$..

C:\Users\luser\AppData\Local\Microsoft\Officel16.0\WebServiceCache\AllUsers\officeclient.microsoft.com\62CC7D8B-1994-4449-80B7-33F7D65A3F46

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Microsoft Office\Office IL6\EXCEL.EXE

XML 1.0 document, UTF-8 Unicode text, with very long lines, with CRLF line terminators
dropped

134922

5.369120137160444

false
1536:6cQIKNEeBXA3gBWIpQIDQW+27534ZIIKWXboOilX5ENLWME9:EQIDQW+ziXOe
0A1F23FF748ABC83EE1A72CDC88321CC
4BC44446EB9EFC70B3906CCB9C2027CFB370DC9A
AO5BFIF74150184E3664C14A9B042AF23BB0A75DBA671DB351A1172FF550A47B

6CES5AODC7CB9A2749451DE3752DCF2E8A37CFDC6B19C53E79782CC00859C1E4333474641E76EE975EAAL69CEL36E9A4AT7771532866437CDBE49DEASESEET04
E

false

low

<?xml version="1.0" encoding="utf-8"?>..<0:OfficeConfig xmlIns:o="urn:schemas-microsoft-com:office:office">.. <o:services o:GenerationTime="2021-06-10T17:29:39">..
Build: 16.0.14209.30525-->.. <o:default>.. <o:ticket o:headerName="Authorization" o:headerValue="{}" />.. </o:default>.. <o:service o:name="Research">.. <o:u
rI>https://rr.office.microsoft.com/research/query.asmx</o:url>.. </o:service>.. <o:service o:name="ORedir">.. <o:url>https://015.officeredir.microsoft.com/r</o:url>..
</o:service>.. <o:service o:name="ORedirSSL">.. <o:url>https://015.officeredir.microsoft.com/r</o:url>.. </o:service>.. <o:service o:name="CIViewClientHelpld">..
<o:url>https://[MAX.BaseHost]/client/results</o:url>.. </o:service>.. <o:service o:name="ClViewClientHome">.. <o:url>https://[MAX.BaseHost]/client/results</o:url>..
</o:service>.. <o:service o:name="ClViewClientTemplate">.. <o:url>https://ocsa.office.microsoft.com/client/15/help/template</o:url>.. </o:service>.. <o:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\Content. MSO\96 E7ABF8.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Microsoft Office\Office 16\EXCEL.EXE

PNG image data, 2186 x 1539, 8-bit/color RGB, non-interlaced

dropped

462772

7.968569347884841

false
12288:yycQMITEZzs+VfqjROL5bgSj86X/5ARknBarZsNAdee:yQMfYBVf1xBARkgaNyr
5D1C907B7A28ED91D8A704A7CE928FAF
FA56635F0C2A6D93DABE3E0636DADEAECDFCE804
AD72EF87E54764A13E87BBD446029F48D70114B120E6DA7025947B1D51554486

52A22A801395A467AABC02B4C24236FCAC4197407FCOF5C4B0OD9C79C8DFBYASDDOD935C67A7730B7EBFCD80013967F392D48D6E697A09E684BCDC62F7DBB6:!
6

false

low

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Antivirus:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Microsoft Office\Office IL6\EXCEL.EXE
PE32 executable (GUI) Intel 80386, for MS Windows

downloaded
511488
7.3404073760047375
false
12288:cyLjvFCsHOFO7t8BmzXiDm/znL2wOhlYuGUoPavYWIJdvrQoDptkYIN:BLDFTHOFOanwGYuGDQ2vQoDk5N
526D56017EF5105277FEOD366C95C39D
78A40D523F4B887B2383681FECE447EF911C24EF
28F2FA4F9AC95C3FC906E201B758D56C6A888B657DCF57C351A4F34FFB3EOFE2
F2DC53598455B422B6B53108E94229B0F5791AC25188F0ED73FB4ABFF1DF018B745F1F73714E97CF4E1C52475473326C1C91DC6070D331080F1FAAF696D58841E
true

e Antivirus: Joe Sandbox ML, Detection: 100%
low

http://https://pigeonious.com/img/logo.png
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Preview:

.L.IThis program cannot be run in DOS mode....$..

C:\Users\luser\AppData\Local\Temp\9B810000

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Microsoft Office\Office IL6\EXCEL.EXE

data

dropped

1041071

7.855849071117974

false
12288:1p4AWH4vcCRa6plRtTycQMfTEzs+VfgjROL5bgSj86X/5ARKNBgrZsNAde+:G4vdRa6p1R/QMfFYBV1xBARkgaNyt
E20BC69C6969DDBF5D19950216EBCC79

60809A68836DCEIE7B5959B9D975427C3DDE0122
FDED8FODDE8CF5DEACFB80DE6420A3CCD4F30971ACC364FF9DB855DE3D86AALA

C48879E97FCODBBFA30C8554A1B21BC8D36B080F4AD6D4C0223C5F994C47BE4986ECEEBAO38E4617EF4D8D65106E21FEA79042997BF107F2921828B35DCEEL
D

false

low

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Microsoft Office\Office 16\EXCEL.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Sep 30 14:03:43 2020, mtime=Fri Jun 11 01:29:42 2021,
atime=Fri Jun 11 01:29:42 2021, length=1040132, window=hide

dropped

2120

4.714364232851571

false
24:8zNDaX/da90UAJHaDOnKD7aB6myzNDaX/da9OUAJHaDOnKD7aB6m:8zNONJDnKaB6pzNONJDnKaB6
B472516A8AC5D58E2AC16C39CD89EC38

8ADE9F104953A38DA6917729E309528DD86C2E7C
3677EBF291B1C7954ADB892D9D37686C0520C71F33EFFIF8D305985E09D5E0AC

4DFC0887B9E26EE12B7D70CD543C2C3105EE9753746005B86D520EBFC52C50E787818F42A05EC120FA1F52FB927AE7A93DAFA1FCD40624E1E8A29439683E5EE
0

true

low

| IS Fee 2. BMUA i P.O. o400, /C: N x.1....N..Users.d....L.R....ccccceerniiingl.Us.ers..@.s.hell.3.2..d.lLl.,.-2.1
.8.1.3.....P.1....>Qwx..user.<....... Ny..R.... JRUPUURRRRRRON N It-W & - 1....>Qxx..Desktop.h....... Ny..R....... Y. .D.eskto.p.@.s.hell3.2.dlLl,.-.
2.1.7.6.9....1.2.5&...R.. .3F97S4~1.XLS..P.....>Qvx.R.....h............. 3.F.9.7.5.4.a.QjB..x.lsx....U.... .....>.S......C:\Users\user\Desktop\
3F97s4aQjB.xlsx..&....\....\....\....\....\.D.e.s.kto.p\3.F.9.7.5.4.a.Q..B..X[.SX.c......i.., .LB.)...AS... Keeene 035347........... 1a..%.H.VZA|............... -Jal% HVZA ... -
RN 1SPS.XF.L8C....&m.q. wl..S$.-1.-5.-.2.1.-3.8.5.3.3.2.1.9.3.5.-.2.1.2.5.5.6.3.2.0.9.-.4.0.5.3.0.6.2.3.3.2.-.1.0.0.2........9...1

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files (x86)\Microsoft Office\Office IL6\EXCEL.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Read-Only, Directory, ctime=Thu Jun 27 16:19:49 2019, mtime=Fri Jun 11 01:29:
41 2021, atime=Fri Jun 11 01:29:41 2021, length=12288, window=hide

dropped

904

4.652208144122537

false

12:8YrXUwcuEIPCH2AaSY 3oulk+WrjAZ/2bD/LC5Lu4t2Y+xIBjKZm:8cDatAZiD+87aB6m

86C3AEC66964F8B6866416E31E93962D

3C2C30D348DAGA080E03B52EDO39E806F29420D2

BC2C38396F73A0F45177582F64F18992E369E9955EAA89B3DB11823DB19FF1AQ
7F6EB1D91A178E2E39ABBE6560701395E4E9C6F5E1DOF3E4516E33A27D672EF3CB59756004835213BF5935B68946580A7346DD242648B8F61614EC081D103DA2
false

low
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C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Preview:
| ESTTUPRPRN Foee N....-..NDN.I*..NDN.I"...0.c u...P.O. ... 400.../C:\ooo X.1.....N....Users.d.....L...R...oooi gl..Us.ers.@.s.hell3.2..dl
1,.-2.1.8.1.3.....P.1....>Qwx..user.<....... Ny.R.....S.ccccivieneehiard.z R....Desktop.h....... Ny..R....... Y..... .D.eskto.p.@.s.hell3.2.dll,.-.
2.1.76.9......Eccoi. e Do >.S......C:\\Users\user\Desktop........ 2\ \.D.e.s.kt.0.p...........,.LB.)...As. X.......035347........... la.%.H.VZA|...4.4....
....... -.la % H.VZA|...44.... 1SPS.XF.L8C...&m.q............/...S.-.1.-.5.-.2.1.-.3.8.5.3.3.2.1.9.3.5.-.2.1.2.5.5.6.3.2.0.9.-.4.0.5.3.0.6.2.3.3.2.-.1.0.0.2........9
..1SPS.mD..pH.H@..=x.....h...H...... K*.@.A..7sFJ............

C:\Users\user\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process: C:\Program Files (x86)\Microsoft Office\Office L6\EXCEL.EXE

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 100

Entropy (8bit):  4.721266094754729

Encrypted: false

SSDEEP: 3:0yBVomxWV2npWrXCMjD2npWrXCmxWV2npWrXCv:djIW3KWvWI

MD5: 4651D7899D0089D49B209C1EEFFC6F66

SHA1L: 272A788D9B7814F71COE53A39A8457512DD43BC2

SHA-256: 7DD3385COFA67DEGA3477E1E63F4598339456786CC8COE4B36F667A7D3BAB4FC

SHA-512: 93F4F6602DDC965678EB92C40E9C73174C52A2CBC8D111181744E646380B5E41F0197925086ED935B75D1C5627FBE684C373081B73404FC1CBCEB329959B9BC(

Malicious: false

Reputation: low

Preview:
Desktop.LNK=0..[misc]..3F97s4aQjB.xIsx.LNK=0..3F97s4aQjB.xIsx.LNK=0..[misc]..3F97s4aQjB.xIsx.LNK=0..

C:\Users\user\Desktop\EC810000

Process: C:\Program Files (x86)\Microsoft Office\Office16\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 1040132

Entropy (8bit): 7.8545301896779085

Encrypted: false

SSDEEP: 24576:1QPPPPPD5rIf8w195QMfYBVf1xBARkgaNyn:BQMQh/m6ENyn

MD5: 90305FD4215DD8A8785DC7F6DD4143A6

SHA1: A90EDO0830BF373E01681C2B491101CD5AF1904A2

SHA-256: 384AC8CE1FF6CF1ESB8DBDF47CE04898887D669811B982655881FD2FB6F8BCED4D

SHA-512: 50D827E068818BB082EB80487D4CF76C8D835CB6BEAAISOF1A4BD6185C61F59F0F34328F3154CBA5274C49F3778878E315B173B5470D46482D674FD3BECB0851

Malicious: false

Reputation: low

Preview:

.T.N.0.#...(q..l..G@)j...0...my...=kS...P.)\.3...&....8[..b 2....x.="CRV..Y(.PL....Am..........'yg.B...C-....9.nd.,...".... . >Z.W... X...T.P.RB .- 0c...7.B......
C4.n.=z. : .X{..@.~Ch.e.e.<y.SX...-S..

C:\Users\user\Desktop\~$3F97s4aQjB.xls

Process: C:\Program Files (x86)\Microsoft Office\Office IL6\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 165

Entropy (8bit):  1.6081032063576088

Encrypted: false

SSDEEP: 3:RFXI6dtt:RIL

MD5: 7AB76C81182111AC93ACF915CA8331D5

SHAL: 68B94B5D4C83A6FB415C8026AF61F3F8745E2559

SHA-256: 6A499C020C6F82C54CD991CA52F84558C518CBD310B10623D847D878983A40EF

SHA-512: A09AB74DEBA70886C22FB628BDB6A2D773D31402D4E721FOEE2F8CCEE23A569342FEECF1B85C1A25183DD370D1DFFFF75317F628F9B3AA363BBB60694F5362(
7

Malicious: false

Reputation: high, very likely benign file

Preview:
.pratesh B o = 0= P

ClUsersluserDesktopl-$3FO7saaQiBsx O

Process: C:\Program Files (x86)\Microsoft Office\Office I6\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 330
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Entropy (8bit):  1.6081032063576088

Encrypted: false

SSDEEP: 3:RFXI6dtBhFXI6dtt:RIZhI1

MD5: 836727206447D2C6B98CI73E058460C9

SHA1L: D83351CF6DE78FEDE0142DE5434F9217C4F285D2

SHA-256: D9BECB14EECC877FOFA39B6B6F856365CADF730B64E7FA2163965D181CC5EB41

SHA-512: 7F843EDD7DC6230BFOE05BF988D25AE6188F8B22808F2C990A1E8039COCECC25D1D101EO0FDD952722FEAD538F7C7C14EEF9FD7F4B31036C3E7F79DE5S70CDO¢
7

Malicious: true

Reputation: high, very likely benign file

Preview:
.pratesh Lpratesh pratesh .pratesh....

\Device\ConDrv

Process: C:\Windows\SysWOW64\wbem\WMIC.exe

File Type: ASCII text, with CRLF, CR line terminators

Category: dropped

Size (bytes): 160

Entropy (8bit):  5.083203110114614

Encrypted: false

SSDEEP: 3:YWM2FgCKGWMRX1eRHXWXKSovrjdWA3iygK5k3koZ3Pveys1MglVvIJQAiveyzowv: Yw7gJGWMXJIXKSOdYiygKkXe/eg3leAin

MD5: 04F5182CC4DB0183A73CC7E970598ED7

SHA1L: B8E7038F8D7FA64B8FCO4EFEBB0100998379C772

SHA-256: BB316A44410761BABF389A30CA439E952E13C90178E4D3E9C54F45B83998EBEQ

SHA-512: C875CC61B3EGDBDACFD26D6FAOD28F134572D1C8EF955357A2C40BC3B6FF6A6637C325B0237D1DA7E281595A85197E74B54C7FCAFAS57B17C9EQ9F7913A64C1
9

Malicious: false

Preview:

Executing (Win32_Process)->Create()...Method execution successful....Out Parameters:..instance of __ PARAMETERS. {...Processld = 7044;...ReturnValue = 0;..};....

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

T

X

Icon Hash:

Copyright Joe Security LLC 2021

74ecd0d2d6d6d0dc

Zip archive data, at least v2.0 to extract
7.994144310692157

o Excel Microsoft Office Binary workbook document

(47504/1) 49.73%

Excel Microsoft Office Open XML Format document

(40004/1) 41.88%

e ZIP compressed archive (8000/1) 8.38%

e Autodesk FLIC Image File (extensions: fic, fli, cel)
(7/3) 0.01%

3F97s4aQjB.xlsx

468533

1ac719c744d22f42e4978e7b55828435
4ddc7358f615987bf92ed9192430693db65b097¢

d9be275feff4b3383821b1483ba93424fb27aa40e138das
1a91511193d9538ch

736bcf96ca99c893c535¢555133a092400e1dbc5f514350
0d152¢537bcecc9d3faf7d541b3b11be82b68bbf4c7a1528
c5fa3b45394d5b2b958c4d1d4d024e7d22

12288:ag+iWCVTHIJFnI6TDEeTSH/NJDjXcXdeanuxZ2
14iVVTHXNCcoSIDK1nuxA

PKooiiee |3 ST docProps/PK.......... [N doc
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Static OLE Info

General
Document Type: OpenXML
Number of OLE Files: 1

OLE File "3F97s4aQjB.xIsx"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Macro 4.0 Code

Network Behavior

Snort IDS Alerts

Source Dest
Timestamp Protocol SID Message Port Port Source IP  Dest IP

06/10/21- ICMP 402 ICMP Destination Unreachable Port Unreachable 192.168.2.3 8.8.8.8
19:29:51.613358

Network Port Distribution

TCP Packets
UDP Packets
ICMP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 10, 2021 19:29:43.196017981 CEST 192.168.2.3 8.8.8.8 0x8251 Standard query  pigeonious.com A (IP address) IN (0x0001)
0)

Jun 10, 2021 19:29:46.281454086 CEST 192.168.2.3 8.8.8.8 0x8f87 Standard query  injuryless.com A (IP address) IN (0x0001)
0

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jun 10, 2021 8.8.8.8 192.168.2.3 0x8251 No error (0) pigeonious.com 95.142.44.93 A (IP address)  IN (0x0001)

19:29:43.256313086

CEST

Jun 10, 2021 8.8.8.8 192.168.2.3 0x8f87 No error (0) injuryless.com 193.178.169.243 A (IP address)  IN (0x0001)

19:29:46.346998930

CEST

Jun 10, 2021 8.8.8.8 192.168.2.3 0x5e57 No error (0) prda.aadg. www.tm.a.prd.aadg.akadn CNAME IN (0x0001)

19:30:56.051986933 msidentity.com  s.net (Canonical

CEST name)

Jun 10, 2021 8.8.8.8 192.168.2.3 Oxdb4b No error (0) prda.aadg. www.tm.a.prd.aadg.traffic CNAME IN (0x0001)

19:34:21.744677067 msidentity.com  manager.net (Canonical

CEST name)

Copyright Joe Security LLC 2021 Page 17 of 20



HTTPS Packets

Timestamp

Jun 10, 2021
19:29:43.417321920
CEST

Jun 10, 2021
19:29:46.487052917
CEST

Code Manipulations

Statistics

Behavior

Source IP

95.142.44.93

Source
Port

443

193.178.169.243 443

Dest
Dest IP Port
192.168.2.3 49724

192.168.2.3 49727

\E’ Click to jump to process

System Behavior

Subject

CN=pigeonious.com CN=R3,
O=Let's Encrypt, C=US
CN=ISRG Root X1,
O=Internet Security
Research Group, C=US

CN=R3, O=Let's Encrypt,
C=USs

CN=ISRG Root X1,
O=Internet Security
Research Group, C=US

CN=injuryless.com CN=R3,
O=Let's Encrypt, C=US
CN=ISRG Root X1,
O=lInternet Security
Research Group, C=US

CN=R3, O=Let's Encrypt,
C=Us

CN=ISRG Root X1,
O=lInternet Security
Research Group, C=US

Issuer

CN=R3, O=Let's
Encrypt, C=US
CN=ISRG Root X1,
O=Internet Security
Research Group,
C=US CN=DST
Root CA X3,
O=Digital Signature
Trust Co.

CN=ISRG Root X1,
O=Internet Security
Research Group,
C=USs

CN=DST Root CA
X3, O=Digital
Signature Trust Co.

CN=R3, O=Let's
Encrypt, C=US
CN=ISRG Root X1,
O=lInternet Security
Research Group,
C=US CN=DST
Root CA X3,
O=Digital Signature
Trust Co.

CN=ISRG Root X1,
O=Internet Security
Research Group,
C=Us

CN=DST Root CA
X3, O=Digital
Signature Trust Co.

Not
Before

Tue Jun
08
15:19:13
CEST
2021 Fri
Sep 04
02:00:00
CEST
2020
Wed
Jan 20
20:14:03
CET
2021

Fri Sep
04
02:00:00
CEST
2020

Wed

Jan 20
20:14:03
CET
2021

Thu May
27
15:42:29
CEST
2021 Fri
Sep 04
02:00:00
CEST
2020
Wed
Jan 20
20:14:03
CET
2021

Fri Sep
04
02:00:00
CEST
2020

Wed

Jan 20
20:14:03
CET
2021

Not
After

Mon
Sep 06
15:19:13
CEST
2021
Mon
Sep 15
18:00:00
CEST
2025
Mon
Sep 30
20:14:03
CEST
2024

Mon
Sep 15
18:00:00
CEST
2025

Mon
Sep 30
20:14:03
CEST
2024

Wed
Aug 25
15:42:29
CEST
2021
Mon
Sep 15
18:00:00
CEST
2025
Mon
Sep 30
20:14:03
CEST
2024

Mon
Sep 15
18:00:00
CEST
2025

Mon
Sep 30
20:14:03
CEST
2024

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
23-65281,29-23-
24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
23-65281,29-23-
24,0

JA3 SSL Client Digest

37f463bf4616ecd445d4al
937da06e19

37f463bf4616ecd445d4al
937da06e19

Analysis Process: EXCEL.EXE PID: 6564 Parent PID: 792

Copyright Joe Security LLC 2021
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Reputation:

File Activities

File Created

File Deleted

File Written

Registry Activities

Key Created

Key Value Created

19:29:37

10/06/2021

C:\Program Files (x86)\Microsoft Office\Office I6\EXCEL.EXE
true

'C:\Program Files (x86)\Microsoft Office\Office lL6\EXCEL.EXE' /automation -Embedding
0x12e0000

27110184 bytes

5D6638F2C8F8571C593999C58866007E

true

true

C, C++ or other language

high

Show Windows behavior

Show Windows behavior

Analysis Process: WMIC.exe PID: 6852 Parent PID: 6564

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:29:43

10/06/2021

C:\Windows\SysWOW64\wbem\WMIC.exe

true

wmic process call create 'C:/Users/Public/SettingSyncHost'
0x13c0000

391680 bytes

79A01FCD1C8166C5642F37D1EOFB7BA8

true

true

C, C++ or other language

Reputation: moderate
File Activities Show Windows behavior
File Written
Analysis Process: conhost.exe PID: 6860 Parent PID: 6852

General

Start time: 19:29:43

Start date: 10/06/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Copyright Joe Security LLC 2021
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Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1

Imagebase: 0x7ff6b2800000

File size: 625664 bytes

MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: SettingSyncHost PID: 7044 Parent PID: 4940

General
Start time: 19:29:44
Start date: 10/06/2021
Path: C:\Users\Public\SettingSyncHost
Wow64 process (32bit): true
Commandline: C:/Users/Public/SettingSyncHost
Imagebase: 0xf90000
File size: 511488 bytes
MD5 hash: 526D56017EF5105277FEOD366C95C39D
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Ansmaches: e Deleciomio0% JoeSandboxML
Reputation: low
File Activities Show Windows behavior

File Created

File Read

Disassembly

Code Analysis

Copyright Joe Security LLC Joe Sandbox Cloud Basic 32.0.0 Black Diamond
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