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Analysis Report Ref#Doc30504871 Wyg.htm
Overview

General Information Detection Signatures Classification

Sample Ref#Doc30504871
Name: Wyg.htm MALICIOUS

Analysis ID: 432824

Antivirus detection for URL or domain

Yara detected HtmIPhish10

MD5: .
baf3567clfa8eds.. Yara detected HtmIPhish44
SHA1:
a978b29366ccfh0. Phishing site detected (based onilog...
SHA256: 9b66ebeab82989..
|P'addressiseeniiniconnection withio:..
Infos: ;f pi3 & o

JABISSL client fingerprint Seen in cox..

Most interesting Screenshot:

None! HiFPS page guenying|SEnsitiva..

@ SharePoint

Suspicious form URL found

HTMLPhisher

Score: 68
Range: 0-100
Whitelisted: false
Confidence: 100%

Process Tree

= System is w10x64

. @ iexplore.exe (PID: 4240 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe’ -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 3156 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:4240 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

Initial Sample

Source Rule Description Author Strings
Ref#Doc30504871 Wyg.htm JoeSecurity_HtmlIPhish_44 Yara detected Joe Security
HtmlIPhish_44

Sigma Overview

No Sigma rule has matched

Signhature Overview

Copyright Joe Security LLC 2021
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@

AV Detection:

Click to jump to signature section

Antivirus detection for URL or domain

Phishing:

Yara detected HtmIPhish10

Yara detected HtmIPhish44

Mitre Att&ck Matrix

Command
Initial Privilege  Defense Credential Lateral and Network
Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration Control Effects
Valid Windows Path Process Masquerading os File and Remote Data from  Exfiltration Encrypted Eavesdrop on
Accounts Management  Interception Injection Credential Directory Services Local Over Other Channel Insecure
Instrumentation Dumping  Discovery System Network Network
Medium Communication
Default  Scheduled Boot or Boot or Process LSASS Application  Remote Data from  Exfiltration Non- Exploit SS7 to
Accounts Task/Job Logon Logon Injection Memory  Window Desktop Removable Over Application Redirect Phone
Initialization  Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS
Scripts Scripts Protocol
Domain At (Linux) Logon Script Logon Obfuscated Files Security =~ Query SMB/Windows Data from Automated Application Exploit SS7 to
Accounts (Windows)  Script or Information §§ Account  Registry Admin Shares Network Exfiltration Layer Track Device
(Windows) Manager Shared Protocol &g Location

Drive

Behavior Graph

Copyright Joe Security LLC 2021
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ID: 432824
Sample: Ref#D0c30504871 Wyg.htm .
Startdate: 10/06/2021 .
Architecture:  WINDOWS UNKNOWN I.l
Score: 68 ..
o

*

*n

prda.aadg.msidentity.com icons.iconarchive.com

) ES WP

i
i
=

I

L@ 2 )

e
C

@ iexplore.exe

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

started

[l
5
mam

premierpawn.com

169.55.190.245, 443, 49730, 49731
SOFTLAYERUS

1=

United States

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

172.217.16.99, 443, 49759, 49760
GOOGLEUS
United States ES

B s

www.google.de

10 ol r domail

P

Pago ot found Pago notfound Pago ot found
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|| ) CAUsers\ hardz\Desktop'Ref#Doc30504871 Wyg.htm

harePoint x ||_ﬂ

B> SharePoint

HH O Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

No Antivirus matches
Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches
Domains

No Antivirus matches
URLs

Source Detection Scanner Label Link
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Source Detection Scanner Label Link

http://https://www.premierpawn.com/ 0% Avira URL Cloud safe
http://https://iwww.google.%/ads/ga-audiences 0% URL Reputation safe
http://https://iwww.google.%/ads/ga-audiences 0% URL Reputation safe
http:i/https://iwww.google.%/ads/ga-audiences 0% URL Reputation safe
http://https://www.premierpawn.com/rrt/xxtb/sharepoints/passchallenge.php? 0% Avira URL Cloud safe
rand=13InboxLightaspxn.1774256418

http:i/https://www.premierpaw/Desktop/Ref#Doc30504871%20Wyg.htm 0% Avira URL Cloud safe
http://https://fontawesome.comhttps://fontawesome.comFont 0% Avira URL Cloud safe
http:/fkelownawebsitedesign.com 0% Avira URL Cloud safe
http:ifhttps://cct.google/taggy/agent.js 0% URL Reputation safe
http:ifhttps://cct.google/taggy/agent.js 0% URL Reputation safe
http:ifhttps://cct.google/taggy/agent.js 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
www.google.de 172.217.16.99 true false high
scontent.xx.fbcdn.net 31.13.92.14 true false high
icons.iconarchive.com 172.67.186.2 true false high
stats.l.doubleclick.net 173.194.76.156 true false high
spai.b-cdn.net 89.187.169.26 true false high
cdnjs.cloudflare.com 104.16.18.94 true false high
premierpawn.com 169.55.190.245 true false unknown
kit.fontawesome.com unknown unknown false high
cdn.shortpixel.ai unknown unknown false unknown
WwWw.premierpawn.com unknown unknown false unknown
connect.facebook.net unknown unknown false high
ka-p.fontawesome.com unknown unknown false high
stats.g.doubleclick.net unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious
173.194.76.156 stats.l.doubleclick.net United States = 15169 GOOGLEUS false
172.217.16.99 www.google.de United States £S5 15169 GOOGLEUS false
31.13.92.14 scontent.xx.fbcdn.net Ireland ii 32934 FACEBOOKUS false
89.187.169.26 spai.b-cdn.net Czech Republic [ 60068 CDN77GB false
169.55.190.245 premierpawn.com United States £S5 36351 SOFTLAYERUS false
104.16.18.94 cdnjs.cloudflare.com United States £S5 13335 CLOUDFLARENETUS false
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General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

Copyright Joe Security LLC 2021

32.0.0 Black Diamond
432824

10.06.2021

19:52:46

CloudBasic

Oh 5m 57s

false

light

Ref#Doc30504871 Wyg.htm
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

24

o ©o o o

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL
mal68.phis.winHTM@3/221@9/6

e Adjust boot time
e Enable AMSI
* Found application associated with file extension:
.htm
e Browsing link: https://www.pre
mierpawn.com/rrt/xxtb/sharepoi
nts/passchallenge.php?rand=13I
nboxLightaspxn.1774256418&amp;
fid.4.1252899642&amp;fid=1&amp
;fav.1&amp;rand.13InboxLight.a
spxn.1774256418&amp;fid.125289
9642&amp;fid.1&amp;fav.1&amp;e
mail=uzohifeanyi@outlook.com&a
mp;.rand=13InboxLight.aspx?n=1
774256418&amp;fid=4#home
Browsing link: https://www.pre
mierpawn.com/rrt/xxtb/sharepoi
nts/passchallenge.php?rand=13I
nboxLightaspxn.1774256418&amp;
fid.4.1252899642&amp;fid=1&amp
;fav.1&amp;rand.13InboxLight.a
spxn.1774256418&amp;fid.125289
9642&amp;fid.1&amp;fav.1&amp;e
mail=uzohifeanyi@outlook.com&a
mp;.rand=13InboxLight.aspx?n=1
774256418&amp;fid=4#news

.

Show All
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Joe Sandbox View | Context

IPs

Match
104.16.18.94

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

cdnjs.clo
udflare.co
m/ajax/lib
sljquery/3
.4.1ljquer
y.min.js

cdnjs.clo
udflare.co
m/ajax/lib
sljquery/3
4.1/iquer
y.min.js

cdnjs.clo

udflare.co
m/ajax/lib
s/jquery/3
4.1/iquer
y.min.js

cdnjs.clo

udflare.co
m/ajax/lib
sljquery/3
4.1/iquer
y.min.js

cdnjs.clo

udflare.co
m/ajax/lib
sljquery/3
.4.1/iquer
y.min.js

cdnjs.clo

udflare.co
m/ajax/lib
sljquery/3
.4.1ljquer
y.min.js

cdnjs.clo

udflare.co
m/ajax/lib
sliquery/3
.4.1ljquer
y.min.js

cdnjs.clo

udflare.co
m/ajax/lib
sljquery/3
.4.1ljquer
y.min.js

cdnjs.clo

udflare.co
m/ajax/lib
sljquery/3
.4.1ljquer
y.min.js

cdnjs.clo

udflare.co
m/ajax/lib
sljquery/3
.4.1ljquer
y.min.js

cdnjs.clo
udflare.co
m/ajax/lib
sliquery/3
.4.1ljquer
y.min.js

cdnjs.clo
udflare.co
m/ajax/lib
sliquery/3
.4.1ljquer
y.min.js
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https://view.joesandbox.com/analysis/253361/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253361/html/none?idtype=webid
https://view.joesandbox.com/analysis/252934/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252934/html/none?idtype=webid
https://view.joesandbox.com/analysis/252912/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252912/html/none?idtype=webid
https://view.joesandbox.com/analysis/252337/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252337/html/none?idtype=webid
https://view.joesandbox.com/analysis/252336/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252336/html/none?idtype=webid
https://view.joesandbox.com/analysis/250632/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250632/html/none?idtype=webid
https://view.joesandbox.com/analysis/250000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250000/html/none?idtype=webid
https://view.joesandbox.com/analysis/249570/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249570/html/none?idtype=webid
https://view.joesandbox.com/analysis/244425/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244425/html/none?idtype=webid
https://view.joesandbox.com/analysis/243158/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243158/html/none?idtype=webid
https://view.joesandbox.com/analysis/231032/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231032/html/none?idtype=webid
https://view.joesandbox.com/analysis/226544/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/226544/html/none?idtype=webid

Match Associated Sample Name / URL SHA 256 Detection Link Context

- Get hash malicious Browse e cdnjs.clo
udflare.co
m/ajax/lib
s/datamaps
/0.5.8/dat
amaps.all.js

Domains

Match Associated Sample Name /| URL SHA 256 Detection Link Context

cdnjs.cloudflare.com _ Get hash malicious Browse e 104.16.18.94

_ Get hash malicious Browse e 104.16.19.94
_ Get hash malicious Browse e 104.16.19.94
_ Get hash malicious Browse e 104.16.19.94
_ Get hash malicious Browse e 104.16.19.94
_ Get hash malicious Browse e 104.16.19.94
_ Get hash malicious Browse e 104.16.19.94
_ Get hash malicious Browse e 104.16.19.94
_ Get hash malicious Browse e 104.16.18.94
_ Get hash malicious Browse e 104.16.18.94
_ Get hash malicious Browse e 104.16.18.94
_ Get hash malicious Browse e 104.16.19.94
_ Get hash malicious Browse e 104.16.19.94
_ Get hash malicious Browse e 104.16.18.94
_ Get hash malicious Browse e 104.16.18.94
_ Get hash malicious Browse e 104.16.19.94
_ Get hash malicious Browse e 104.16.18.94
_ Get hash malicious Browse e 104.16.18.94
_ Get hash malicious Browse e 104.16.18.94
_ Get hash malicious Browse e 104.16.18.94
icons.iconarchive.com _ Get hash malicious Browse e 172.67.186.2
_ Get hash malicious Browse e 104.21.19.112
_ Get hash malicious Browse e 104.21.19.112
_ Get hash malicious Browse e 172.67.186.2
_ Get hash malicious Browse e 172.67.186.2
_ Get hash malicious Browse e 104.27.191.192

Get hash malicious Browse 104.27.191.192

Get hash malicious Browse e 104.27.190.192

Get hash malicious Browse e 104.27.190.192

Get hash malicious Browse e 172.67.151.106
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https://view.joesandbox.com/analysis/226382/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/226382/html/none?idtype=webid
https://view.joesandbox.com/analysis/340127/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340127/html/none?idtype=webid
https://view.joesandbox.com/analysis/339939/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339939/html/none?idtype=webid
https://view.joesandbox.com/analysis/339884/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339884/html/none?idtype=webid
https://view.joesandbox.com/analysis/339838/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339838/html/none?idtype=webid
https://view.joesandbox.com/analysis/339832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339832/html/none?idtype=webid
https://view.joesandbox.com/analysis/339761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339761/html/none?idtype=webid
https://view.joesandbox.com/analysis/339657/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339657/html/none?idtype=webid
https://view.joesandbox.com/analysis/339625/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339625/html/none?idtype=webid
https://view.joesandbox.com/analysis/339610/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339610/html/none?idtype=webid
https://view.joesandbox.com/analysis/339441/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339441/html/none?idtype=webid
https://view.joesandbox.com/analysis/339368/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339368/html/none?idtype=webid
https://view.joesandbox.com/analysis/339365/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339365/html/none?idtype=webid
https://view.joesandbox.com/analysis/338887/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338887/html/none?idtype=webid
https://view.joesandbox.com/analysis/338576/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338576/html/none?idtype=webid
https://view.joesandbox.com/analysis/338408/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338408/html/none?idtype=webid
https://view.joesandbox.com/analysis/338401/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338401/html/none?idtype=webid
https://view.joesandbox.com/analysis/338295/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338295/html/none?idtype=webid
https://view.joesandbox.com/analysis/338287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338287/html/none?idtype=webid
https://view.joesandbox.com/analysis/338258/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338258/html/none?idtype=webid
https://view.joesandbox.com/analysis/338257/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338257/html/none?idtype=webid
https://view.joesandbox.com/analysis/302804/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/302804/html/none?idtype=webid
https://view.joesandbox.com/analysis/302793/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/302793/html/none?idtype=webid
https://view.joesandbox.com/analysis/278046/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278046/html/none?idtype=webid
https://view.joesandbox.com/analysis/276351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/276351/html/none?idtype=webid
https://view.joesandbox.com/analysis/260955/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260955/html/none?idtype=webid
https://view.joesandbox.com/analysis/251255/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251255/html/none?idtype=webid
https://view.joesandbox.com/analysis/249222/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249222/html/none?idtype=webid
https://view.joesandbox.com/analysis/249155/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249155/html/none?idtype=webid
https://view.joesandbox.com/analysis/249140/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249140/html/none?idtype=webid
https://view.joesandbox.com/analysis/248446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248446/html/none?idtype=webid

Match

ASN

Match
CDN77GB
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Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

104.31.72.163

172.67.212.166

172.67.185.115

172.67.185.115

104.27.129.162

104.27.129.162
172.67.185.115
104.27.128.162
104.27.128.162
172.67.161.25

Context

84.17.52.18
84.17.52.18
89.187.165.8
195.181.169.92
89.187.165.193
89.187.165.193
89.187.165.193
89.187.165.193
89.187.165.193
195.181.169.92
89.187.165.193
89.187.165.193
89.187.165.193
195.181.169.92
195.181.169.92
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https://view.joesandbox.com/analysis/245715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245715/html/none?idtype=webid
https://view.joesandbox.com/analysis/241999/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241999/html/none?idtype=webid
https://view.joesandbox.com/analysis/233757/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233757/html/none?idtype=webid
https://view.joesandbox.com/analysis/231890/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231890/html/none?idtype=webid
https://view.joesandbox.com/analysis/228998/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228998/html/none?idtype=webid
https://view.joesandbox.com/analysis/228985/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228985/html/none?idtype=webid
https://view.joesandbox.com/analysis/222946/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/222946/html/none?idtype=webid
https://view.joesandbox.com/analysis/222626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/222626/html/none?idtype=webid
https://view.joesandbox.com/analysis/220908/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/220908/html/none?idtype=webid
https://view.joesandbox.com/analysis/216967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/216967/html/none?idtype=webid
https://view.joesandbox.com/analysis/338286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338286/html/none?idtype=webid
https://view.joesandbox.com/analysis/338285/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338285/html/none?idtype=webid
https://view.joesandbox.com/analysis/336944/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336944/html/none?idtype=webid
https://view.joesandbox.com/analysis/336401/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336401/html/none?idtype=webid
https://view.joesandbox.com/analysis/308805/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308805/html/none?idtype=webid
https://view.joesandbox.com/analysis/308793/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308793/html/none?idtype=webid
https://view.joesandbox.com/analysis/294838/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/294838/html/none?idtype=webid
https://view.joesandbox.com/analysis/293986/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293986/html/none?idtype=webid
https://view.joesandbox.com/analysis/293194/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293194/html/none?idtype=webid
https://view.joesandbox.com/analysis/293120/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293120/html/none?idtype=webid
https://view.joesandbox.com/analysis/290000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/290000/html/none?idtype=webid
https://view.joesandbox.com/analysis/287565/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/287565/html/none?idtype=webid
https://view.joesandbox.com/analysis/287562/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/287562/html/none?idtype=webid
https://view.joesandbox.com/analysis/285165/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285165/html/none?idtype=webid
https://view.joesandbox.com/analysis/285163/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285163/html/none?idtype=webid

Match

CLOUDFLARENETUS

SOFTLAYERUS

JA3 Fingerprints

Match
9e10692f1b7f78228b2d4e424db3a%8c
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SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash

SHA 256
Get hash

Get hash

> >
0 n
@ @
o <]
Q, Q,
2 2
@ @
o -
(%] [
o o
3 3
k= -
o ®
=z 2
o o
3 3
® ®
c [=
P a
[ [

Detection
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious
malicious

malicious

Detection

malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse
Browse

Browse

Link

Browse

Browse

Context

e 195.181.169.92
e 195.181.169.92
e 195.181.169.92
195.181.169.92

195.181.169.92

23.227.38.74

162.159.12
9.233

162.159.12
9.233

104.21.19.200

104.18.11.207

104.21.65.7

104.21.19.200
104.21.19.200

104.16.18.94

172.67.188.154

104.21.19.200
172.67.161.4

104.20.185.68

23.227.38.74

23.227.38.74

104.21.40.174

104.21.19.200

104.20.184.68
104.23.98.190

104.23.98.190

169.46.118.100

159.253.12
8.188

169.46.89.154

169.56.29.200

119.81.95.146

50.23.197.95

169.47.124.25

103.226.22
8.233

169.47.124.25

192.253.242.6

50.23.197.95

198.252.103.41

158.177.118.97

119.81.45.82

158.176.79.200

108.168.17
5.167

108.168.17
5.167

69.56.135.212

158.177.118.97

159.8.59.82

Context

173.194.76.156
172.217.16.99
31.13.92.14
169.55.190.245
104.16.18.94
89.187.169.26

173.194.76.156
172.217.16.99
31.13.92.14
169.55.190.245
104.16.18.94
89.187.169.26
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https://view.joesandbox.com/analysis/285162/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285162/html/none?idtype=webid
https://view.joesandbox.com/analysis/285161/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285161/html/none?idtype=webid
https://view.joesandbox.com/analysis/285160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285160/html/none?idtype=webid
https://view.joesandbox.com/analysis/285157/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285157/html/none?idtype=webid
https://view.joesandbox.com/analysis/285156/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285156/html/none?idtype=webid
https://view.joesandbox.com/analysis/340241/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340241/html/none?idtype=webid
https://view.joesandbox.com/analysis/340216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340216/html/none?idtype=webid
https://view.joesandbox.com/analysis/340213/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340213/html/none?idtype=webid
https://view.joesandbox.com/analysis/340204/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340204/html/none?idtype=webid
https://view.joesandbox.com/analysis/340203/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340203/html/none?idtype=webid
https://view.joesandbox.com/analysis/340193/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340193/html/none?idtype=webid
https://view.joesandbox.com/analysis/340168/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340168/html/none?idtype=webid
https://view.joesandbox.com/analysis/340135/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340135/html/none?idtype=webid
https://view.joesandbox.com/analysis/340127/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340127/html/none?idtype=webid
https://view.joesandbox.com/analysis/340116/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340116/html/none?idtype=webid
https://view.joesandbox.com/analysis/340106/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340106/html/none?idtype=webid
https://view.joesandbox.com/analysis/340098/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340098/html/none?idtype=webid
https://view.joesandbox.com/analysis/340093/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340093/html/none?idtype=webid
https://view.joesandbox.com/analysis/340070/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340070/html/none?idtype=webid
https://view.joesandbox.com/analysis/340069/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340069/html/none?idtype=webid
https://view.joesandbox.com/analysis/340062/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340062/html/none?idtype=webid
https://view.joesandbox.com/analysis/340060/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340060/html/none?idtype=webid
https://view.joesandbox.com/analysis/340056/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340056/html/none?idtype=webid
https://view.joesandbox.com/analysis/340024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340024/html/none?idtype=webid
https://view.joesandbox.com/analysis/340021/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340021/html/none?idtype=webid
https://view.joesandbox.com/analysis/339884/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339884/html/none?idtype=webid
https://view.joesandbox.com/analysis/339855/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339855/html/none?idtype=webid
https://view.joesandbox.com/analysis/339368/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339368/html/none?idtype=webid
https://view.joesandbox.com/analysis/338650/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338650/html/none?idtype=webid
https://view.joesandbox.com/analysis/338496/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338496/html/none?idtype=webid
https://view.joesandbox.com/analysis/337839/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337839/html/none?idtype=webid
https://view.joesandbox.com/analysis/336904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336904/html/none?idtype=webid
https://view.joesandbox.com/analysis/336123/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336123/html/none?idtype=webid
https://view.joesandbox.com/analysis/334077/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334077/html/none?idtype=webid
https://view.joesandbox.com/analysis/333708/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/333708/html/none?idtype=webid
https://view.joesandbox.com/analysis/325964/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/325964/html/none?idtype=webid
https://view.joesandbox.com/analysis/324942/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/324942/html/none?idtype=webid
https://view.joesandbox.com/analysis/324860/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/324860/html/none?idtype=webid
https://view.joesandbox.com/analysis/320866/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320866/html/none?idtype=webid
https://view.joesandbox.com/analysis/318286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318286/html/none?idtype=webid
https://view.joesandbox.com/analysis/317560/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/317560/html/none?idtype=webid
https://view.joesandbox.com/analysis/317548/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/317548/html/none?idtype=webid
https://view.joesandbox.com/analysis/317354/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/317354/html/none?idtype=webid
https://view.joesandbox.com/analysis/315502/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/315502/html/none?idtype=webid
https://view.joesandbox.com/analysis/315198/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/315198/html/none?idtype=webid
https://view.joesandbox.com/analysis/340203/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340203/html/none?idtype=webid
https://view.joesandbox.com/analysis/340093/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340093/html/none?idtype=webid

Match
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Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

173.194.76.156
172.217.16.99
31.13.92.14
169.55.190.245
104.16.18.94
89.187.169.26

173.194.76.156
172.217.16.99
31.13.92.14
169.55.190.245
104.16.18.94
89.187.169.26

173.194.76.156
172.217.16.99
31.13.92.14
169.55.190.245
104.16.18.94
89.187.169.26

173.194.76.156
172.217.16.99
31.13.92.14
169.55.190.245
104.16.18.94
89.187.169.26

173.194.76.156
172.217.16.99
31.13.92.14
169.55.190.245
104.16.18.94
89.187.169.26

173.194.76.156
172.217.16.99
31.13.92.14
169.55.190.245
104.16.18.94
89.187.169.26

173.194.76.156
172.217.16.99
31.13.92.14
169.55.190.245
104.16.18.94
89.187.169.26

173.194.76.156
172.217.16.99
31.13.92.14
169.55.190.245
104.16.18.94
89.187.169.26

173.194.76.156
172.217.16.99
31.13.92.14
169.55.190.245
104.16.18.94
89.187.169.26

173.194.76.156
172.217.16.99
31.13.92.14
169.55.190.245
104.16.18.94
89.187.169.26

173.194.76.156
172.217.16.99
31.13.92.14
169.55.190.245
104.16.18.94
89.187.169.26

173.194.76.156
172.217.16.99
31.13.92.14
169.55.190.245
104.16.18.94
89.187.169.26

173.194.76.156
172.217.16.99
31.13.92.14
169.55.190.245
104.16.18.94
89.187.169.26
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https://view.joesandbox.com/analysis/340056/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340056/html/none?idtype=webid
https://view.joesandbox.com/analysis/339939/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339939/html/none?idtype=webid
https://view.joesandbox.com/analysis/339911/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339911/html/none?idtype=webid
https://view.joesandbox.com/analysis/339884/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339884/html/none?idtype=webid
https://view.joesandbox.com/analysis/339878/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339878/html/none?idtype=webid
https://view.joesandbox.com/analysis/339855/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339855/html/none?idtype=webid
https://view.joesandbox.com/analysis/339852/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339852/html/none?idtype=webid
https://view.joesandbox.com/analysis/339834/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339834/html/none?idtype=webid
https://view.joesandbox.com/analysis/339818/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339818/html/none?idtype=webid
https://view.joesandbox.com/analysis/339781/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339781/html/none?idtype=webid
https://view.joesandbox.com/analysis/339779/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339779/html/none?idtype=webid
https://view.joesandbox.com/analysis/339761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339761/html/none?idtype=webid
https://view.joesandbox.com/analysis/339749/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339749/html/none?idtype=webid

Match

Associated Sample Name / URL SHA 256 Detection Link Context

173.194.76.156
172.217.16.99
31.13.92.14
169.55.190.245
104.16.18.94
89.187.169.26

Get hash malicious Browse

173.194.76.156
172.217.16.99
31.13.92.14
169.55.190.245
104.16.18.94
89.187.169.26

Get hash malicious Browse

173.194.76.156
172.217.16.99
31.13.92.14
169.55.190.245
104.16.18.94
89.187.169.26

Get hash malicious Browse

173.194.76.156
172.217.16.99
31.13.92.14
169.55.190.245
104.16.18.94
89.187.169.26

Get hash malicious Browse

173.194.76.156
172.217.16.99
31.13.92.14
169.55.190.245
104.16.18.94
89.187.169.26

Get hash malicious Browse

Dropped Files

No context

Created / dropped Files

C:\Usersl\user\AppData\Local\Microsoftlinternet Explorer\DOMStore\FHKI20RE\www.premierpawn[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

dropped

26

2.469670487371862

false

3:D90aK1r0aKb:JFK1rFKb

132294CA22370B52822C17DCB5BE3AF6
DD26B82638AD38AD471F7621A9EB79FED448A71C
451ABBEOAEFC000F49967DABF8D42344D146429F03C8C8D4AESE33FF9963CF77
6D5808CAD199A785C82763C68FOAE1F4938C304B46B70529EA26B3D300EF9430AD496C688D95D01588576B3A577001D62245D98137FD5CD825AD62E17D36F15C
false

high, very likely benign file

<root></root><root></root>

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{33F77247-CA60-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\internet explorer\iexplore.exe

Microsoft Word Document

dropped

33368

1.881452287296359

false
96:r1ZPZs2qWN+ItN+VIN+rhMN+9N+VN+5XfN+50+MrN+sO6h:rIZPZs2qWdtKfghM++YXfYO+MrxO6h
8A806458A25BBAED1919983546E58AD1

E303EO0F8EEFDE74A0D561DFD82FDB52978162596
BESEBE19ECBCOF7EA99020FA521B1847BBCOEED209E58EC888AF1362FEAB4138

DF5713C7410AA44A3DESE2AAD906C375C10D12111E32F85D6EE4A189A427A48BBEIE9525BE9EDACBEY92C191FB3B19D4CIE80CA329EC554979436E781692966¢
2

false

low
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https://view.joesandbox.com/analysis/339657/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339657/html/none?idtype=webid
https://view.joesandbox.com/analysis/339656/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339656/html/none?idtype=webid
https://view.joesandbox.com/analysis/339625/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339625/html/none?idtype=webid
https://view.joesandbox.com/analysis/339610/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339610/html/none?idtype=webid
https://view.joesandbox.com/analysis/339606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339606/html/none?idtype=webid

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{33F77247-CA60-11EB-90E4-ECF4BB862DED}.dat

Preview:

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{33F77249-CA60-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

Microsoft Word Document

dropped

62096

2.605682952324152

false
384:r5M2mRw7adqgJIvYICZQIRhawbwp9hBW6EwWTnYE4ANIWT6sSXZeciG:tbLkwzh7wTtkwT6FXZecr
C8CDC97D619F7B35E3D59C1D6E91F933

3480F7A7454F8B3FE1E330F5522DAB8443FC723C
BC5CBBDE93DC8B7D2FF924289F43AF5E91D6EEBIB5AD18F2B2D35879BF549B87
6A0A51300254EB8D806F3370A666E8B4606B52B3D7C80AB846B272964C792507B647489F40AC8D55E1876B510C24919578A1169C2E43BA46397857FB099314C3

false

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{33F7724A-CA60-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

Microsoft Word Document

dropped

16984

1.563401184769611

false

48:lwGGcpr3GwpaOG4pQiGrapbSIGQpK+G7HpRITGIpG:raZhQu6kBSPASTVA
D812870B696A3E1DECCA9A8BCFD48C302
BODOEA645CF504379CCA1ES722BC5661CB27A315
49DCBCB619E404096E87254931AF2BDEB95818417FEF71CFC8E1BE911A5FD129
ADEOE4011DD2EOA50E5FB1C12AFCCA2675302664335EEC1EEDD2406AC5E18DF28CE34633F44E02072BD2A515A215C12EA3C887E4154412352F20991059FA046

false

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\1103530543356374[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

266629

5.471965487394201

false

6144:Rk1HgCSNtDV/HaKKV/Ha8NEPjQHguH3HpQrwz8GWVr:CNE7n
DF70C5F791A742648C05CAD414E668E2
514750C68DC29AC7AD7EE091223F7CCAA94DCALF
21FA34B7DEFBDAOB790AAEE965C82C15F343081ECFA27DC4DA3693ED03A260DA
B709B8126ACCOE66F1408FF165EFA722CDAED734C40B45988B893164E7CFA8F44040D06998B944A11DB6B696F201AD293E7BF40702010135DB5984A58A78B531
false

low

http://https://connect.facebook.net/signals/config/1103530543356374?v=2.9.41&r=stable

[*** Copyright (c) 2017-present, Facebook, Inc. All rights reserved..*.* You are hereby granted a non-exclusive, worldwide, royalty-free license to use,.* copy, modify, and
distribute this software in source code or binary form for use.* in connection with the web services and APIs provided by Facebook..*.* As with any software that integrates
with the Facebook platform, your use of.* this software is subject to the Facebook Platform Policy.* [http://developers.facebook.com/policy/]. This copyright notice shall be.*
included in all copies or substantial portions of the software..*.* THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR.* IM
PLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS.* FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN
NO EVENT SHALL THE AUTHORS OR.* COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER.* IN AN ACTION OF C
ONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN.* CONNECTION WI
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\1Pt g8zYS SKggPNyCgSQamb1WO0Iwk4S4cHLDrMfJg[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 25868, version 1.1
Category: downloaded

Size (bytes): 25868

Entropy (8bit):  7.979398434294925

Encrypted: false

SSDEEP: 768:ua3ug8jn2xFz5URUZ7Vkz6NJgOWWKCDDHBerVm/s:/jw2HGCrqgzWQQk

MDS5: 4F81A2207A87257A96AABD523817DE7A

SHA1L: 9EA68035239165E2CE94374E2C7EO0D89C9444886

SHA-256: 8EBEE7373C2B509455661FE4B8F36C4062EA76B8181D3D8C6A283816FE404D1B

SHA-512: 56B843DB2FA8506184BFF2BE3CF2828A3C112A60664D63A1505480889357B43C407A50C8B8A620BF737217FBCF36785646C6FE46D576088BB99E478ED2612E6C
Malicious: false

Reputation: low

|IE Cache URL: http://https://fonts.gstatic.com/s/raleway/v19/1Pt_g8zYS_SKggPNyCgSQamb1WO0lwk4S4cHLDrMfJg.woff

Preview:
WOFF......e..

.GDEF.. ..PGPOS.......v..6\...GSUB..|...B........0S/2...

.Zgasp..&@. glyf..&H..7%..Y... .head..]p...6...6..._hhea..]...#..$..1hmtx.]...w.....2.Ploca..’D....
LM x= y-$L..@R@.Q@. D H.>./d. hh Y.U.].."..bTblI".%f%..bYbUb]bSbk'...X..,...V.A.Q.. ?.mt.m.6.g.m.m.m37../
{!...3.0r;%.liIEYu.P.Py2.l....t<Ec.....0. .neue.mke b RRA\L WS- ] -scY.,.y... . ="OAOk._0i.@..W.
...B.h..Gv..P_8(.....E.N1,..0..S.RX!A... L2v).).en 0.....@j(...4}F#.N1.D?...|7..... C..w...oXJ N .LULNLLG\XF.....t.o.> [1H...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\1Pt_g8zYS_SKggPNyCgSQamb1WO0Iwk4S4ejLDrMflg[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 26460, version 1.1

Category: downloaded

Size (bytes): 26460

Entropy (8bit):  7.982253681100391

Encrypted: false

SSDEEP: 768:vKh49lw5vD717xFzggo3QyO7mxi6lphp5sAnFn:PI49HY Qjyxi6/hvsWFn

MD5: D670722F12D0FAF7CFF58EOB861FA74A

SHA1L: F808AA6D978D92064FD544C6CAD915676190F920

SHA-256: 91872B0750181F1A8459EF2D64AB4E1DE42EF7EES9852D04388D618D31180109

SHA-512: C387DA85A0786BF5B4A7CB91B6708C2ECICD54F2598CBA4B5DE3308B805990DA135C2EEB2C8D90DEAB130530827A570C27A15F61B04D3BA0D69F3146CD657E
A

Malicious: false

Reputation: low

IE Cache URL:  http:i/https://fonts.gstatic.com/s/raleway/v19/1Pt_g8zYS_SKggPNyCgSQamb1WO0Iwk4S4ejLDrMflg.woff

Preview:
PGPOS......C..6.A.GSUB...H...B........ 0S/2.......R...’b..2STAT.......6..@.5.)cmap............ Kd.levt ...
. ...6..6..._hhea.._...#.$... X nloca..b........... z.maxp..d.... ... ... name..d....B...M~m.post..e........ ..2prep..f..M...
[X=ee y-$...@R@.Q@. D H.> /d hh ._.Y.U]....bTbI".%f%..bYbUb]bSbk'...X..,..V.A.Q..%........@..X.T..$A..2..6.mm.m.m.6..../.... #%.CT.h..06..5...tn #...X..U.
.mLelO.l....Z...L2 - H. . &..p..r. STWA.)A,])),S ..... +*S... T7..c.~ .E..xZ’\[’\WwaP.’\{T...A. g..J K &.LP.<....EkkVK.7.z.6.....~..P.~ K{WJ\fNySwI
A..WA.._._>NGA../p..?..“...‘.‘.‘“ ..P.Pp....TA/J1.=1..]2...C.40..(.%....1...D. .."1...b\"Kp....1. T O........ h@y{....U.a..G..1..f.0.. OX puLB.n.2.~ Bz

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\1Ptxg8zYS_SKggPN4iEgvnHyvvelLxVtaorCIPrc[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 25636, version 1.1

Category: downloaded

Size (bytes): 25636

Entropy (8bit):  7.9803351377602585

Encrypted: false

SSDEEP: 384:3p2yOglIAZEpduLHjnUGB50FZ/RFBWIiS3c89F/8xsbkAlg/6UtT920DALQx5S1ag4:POgjmp8LLzaZFrSDc+QV19v8Vilal
MD5: 4C6E77BC3C2709329DF299B975C30A09

SHAL: 6CAB6E4733B96B16E2CC589477D3F8CB512E8C4B

SHA-256: A70A67A556DACIDOF223A4C995D4A76C951FA51B962F6295CESFE2E797AFABAE

SHA-512: DOE8BB8CI9BF80027D0AES5B1164E741B9E46795087850595FDB0371EDA23149B3EF3FDF0868BCD60AF8F5484C84D44854D1DDCODEA84D4A43231C33D507FFB8(
Malicious: false

Reputation: moderate, very likely benign file

|IE Cache URL: http://https://fonts.gstatic.com/s/raleway/v19/1Ptxg8zYS_SKggPN4iEgvnHyvvelLxVtaorCIPrc.woff

Preview:
................................ GDEF......m.......PGPOS..........7:....GSUB.......R.....5.q0S/2.......0..."Z.GSTAT...,...8...D...Icmap...d.......MD..cvt ......N.......fpgm...Il........
............ glyf..&L..6"..[...bhead. \....6...6.a..hhea..\.... ..$....hmtx..]....P..@..4'oca.._T......"5..Gmaxp..ah... ... ...name..a....A....HGi.post..b........ ...2prep..b....A....O
1...@R@.@.D...H..>../d.hh......_.Y.U.]...bTbl".%f%..bYbUb]bSbk'...X..,...V.A.Q..%......... @..x.L.t$A.@.7....m. m.m.m.m.F...-...LAte. W.Kt.~.;..Y..D........
{9.1.%cZ.....E..,._.;=][ymC.0.0.I*....c..NACu...QMax+....~C.....2..6....A IN/.s.+.Z9t..)...... <y %..L.Z..A}..7ry....i#{L..-M.]).}]MXq....MOM.M+M..6.}.].....2.2.2...f..-
] VSHUWAWYLZ.LLBLX WV\Jf%.RXi..V&*.. E] VI.%..u.z .&3.L.B.zi"...$....fl..afgL...i...B.K...6..=.. 7~ . XN"q.....J....... $.2X.g80R[" .x.h... [....;..NN\W.H..G...

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\2fed3568f8[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\2fed3568f8[1].js

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

downloaded

10916

5.183137519069737

false
192:52HN42S+9SZRVACpilthFzoXnemF+shSGnZ+PPxQDqv7jh81Q5180cchlizbCn:bRCfhFzevnEZ/h81Q5I80sE
27FBCOCOD642304A3F378FBD2E082F62

C5918A1D5EFAA162E3277B6940BC4BC0687E5235
816C6C29BEAD86A38F884FDBAF69ACE0E752E08746A474981668AD56E7823CDF

B8E36FAAC515F8852E758AAC70E7A4E20584EFAG67DD664F5E5104CCBEF820FEC93BC18AAAE062DD0OSDFBGEA9C3981A50D2C7A22F6EB68CIOBC7FE93EAECES
523E

false
low

http://https:/kit.fontawesome.com/2fed3568f8.js?ver=1.0.0

window.FontAwesomeKitConfig = {"asyncLoading":{"enabled":true},"autoA11ly":{"enabled":true},"baseUrl":"https://ka-p.fontawesome.com","baseUrlKit":"https://kit.fo
ntawesome.com","detectConflictsUntil":null,"iconUploads":{},"id":37285600,"license":"pro","method":"css","minify":{"enabled":true},"token":"2fed3568f8","uploadsUrl":"http
s://kit-uploads.fontawesome.com","v4FontFaceShim":{"enabled":false},"v4shim":{"enabled":false},"version":"5.15.3"};.!lfunction(t){"function"==typeof define&&define.amd?
define("kit-loader" t):t()}((function(){"use strict";function t(e){return(t="function"==typeof Symbol&&"symbol"==typeof Symbol.iterator?function(t){return typeof t}:function(t)
{return t&&"function"==typeof Symbol&&t.constructor===Symbol&&t!'==Symbol.prototype?"symbol":typeof t})(e)}unction e(t,e,n){return e in t?Object.defineProperty(t,e {va

lue:n,enumerable:!0,configurable:!0,writable:!0}):tfe]=n,t}function n(t,e){var n=Object.keys(t);if(Object.getOwnPropertySymbols){var r=Object.getOwnPropertySymb

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\JTUPjlgl_i6t8kCHKm459WxZBg_z_PZ2[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 23756, version 1.1

downloaded

23756

7.978941742494386

false
384:142CoLobcXpoW0GTIO8YNXIGM5sMPhiHI3pLvgOzmtkUecUpXWD4:14xKobOohF8UOM5sMP+xpD7ykUezpmD4
FE46CF8B9462C820457D3BF537E4057F

9C78135EB4E84EFEF49139B64EA2D5A6D3A5F484
219D0BEEBC3A38B9E3DBCF90C2076911312625602D2D7942F3D2A4E7A36D50B6

8C3FOCC3C9F5AF8FAC7DDF85CA9B17A9B57758317FA821219D35044A4877273DAA37494ADCB39FA51CA13798753A03E11FBBBDDDB057B50AE301B6C5BEOAD:
9C

false
moderate, very likely benign file
http://https://fonts.gstatic.com/s/montserrat/v15/JTUPjlgl_i6t8kCHKm459WxZBg_z_PZ2.woff

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\JTUPjlgl_i6t8kCHKmM459WxZYgzz_PZ2[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 23744, version 1.1

downloaded

23744

7.978176631397249

false

384:yjzvIqgl7qBtveyn4G TIOBU7QKWIbAHJITY+YUCXyrrQIRJUAMSYTTexvWDA4:yjzBgFW3cyn4F8QwjJI0gRPOXODA
3FE16939288856E8E828FA2661BF2354

38862D707B124D6CDC39825FD721ACA3888D76F2
C65FB5E86DE426F12116089347F59809E92598936E37B1AB16587C4015E24184
40762351F80C9E48D68FAD4C483A39080800CF66EAA78FF6C19380D8C7AL14A1AAGD052FE3F7BEBD6C8414D10C6E167B3E4048965D92095A4D9AA1743C03FFFC
false

moderate, very likely benign file

http://https://fonts.gstatic.com/s/montserrat/v15/JTUPjlgl_i6t8KCHKmM459WxZYgzz_PZ2.woff

<~Gell W~
2...J....25.. T+RP..V...Rb.5.. KxN....... fy.y<.<a&L..\0..E.
woeer.DiBAL~Dur].. H.D......@.M....0$.. ...%..e.).E..u..i

LF..l.@m...-e6..6Mq.P..T
E*.p...#..2.h. JGN.O@ .5@...h{..

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\JTURjlgl i6t8kCHKm45_bZF3gnD-A[1].woff

Process:

File Type:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 23628, version 1.1
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\JTURjlgl i6t8kCHKm45_bZF3gnD-A[1].woff
Category: downloaded

Size (bytes): 23628

Entropy (8bit):  7.97652223541331

Encrypted: false

SSDEEP: 384:aWXmwssTJIH1/G6rbr24JIn5GTIO8XWSN20yyW/nGGxnslEYe3cB68HOeHSIAVgmT:aw2wdx1/HPCQINSF8XL2frP5pMB68H/N

MDS5: 7C839D15A6F54E7025BA8C0OC4B333E8F

SHA1L: 09FCI9F1CA6B859952A3641EDBFB1424E1C873F5D

SHA-256: 46226ABFCDE5DB2598FED8FDODE77AF9B96C8242DCOE72242971FOBBCF566A38

SHA-512: 239EDDCB1FE723077F1FDC76B265A3D5E6F946F5258C968B15AB99CDD817D0D67D85248DA13820D9EBFOEA256F1E29ADB975894707E1901BCBDBOC2908ABC#
c2

Malicious: false

|IE Cache URL: http://https://fonts.gstatic.com/s/montserrat/v15/JTUR]lgl_i6t8kCHKmMA45_bZF3gnD-A.woff

Preview:

..,.0S/2..|..M... " Ti.mcmap.............. h.cvt ....... d...2..fpgm....... F..mM$.|gasp.. <.........
...glyf...D..4..._.F.1.head..S....6...6.Z..hhea..S@... ... $...hmtx..S"...$...>*...loca..U (N.e.maxp..W.... ... .h.Wname..W......... +.FOpost..X......... D.z.prep..[cccceenes K..x.%....
P....@:D...%.."...h....2/.$....DAF.ua]N...%>/ . x..p.l..RK.Z-.m-= a..... 1.0..n.ee -h...ClL...... Wm.F3... 0~/ |.... x5 _JF..YX._....s.wlLS..."..9d...(...5.).0.
z.>..0Q..77...>..J... K$ab. .._P.IXP."...6....le.sY5.n.t".C..-.5.2..4}. HP...w......0X....)8...7? .H..L.@|....R.".#R.....{C}...V.%.i..v.L9K..C......N".r.P../.7.UN.."..0...-
.Q..M..06......-.&l..B.w..x....e>...CB...&.......&.P.S..3..Y..Q>/..e..B.+..|.o0..l.#L.]Ja.... ... &.gLz..J..9!.,$..4#..2L..>.P..gF.67.@.}...IX.&....7Vi...ORR

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\JTURjlgl_i6t8kCHKm45_c5H3gnD-A[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 23872, version 1.1

Category: downloaded

Size (bytes): 23872

Entropy (8bit): 7.9789410515218915

Encrypted: false

SSDEEP: 384:WCPZ9khezoAK1PfDV/cGTJO8gpFu2KobVfXpH2h1AdWJ80jcmB2SrOFbYvaUP5KR:WCPUwzj0jV/cF8CFubobVISWEdCjvBFw
MD5: 9A9BEFCF50D64F9D2D19D8B1D1984ADD

SHA1L: 1DAD9D9EFE7BCOB3BA089BE10B8F9741A02312A3

SHA-256: 2849C719C361F2EC1A04BF5B262BCBEDD3DF46BF35F5B4CAE8F75EA0AC500111

SHA-512: 5EC89892CC2453CBC6BIF64C3A261491B3EFF35EA65586B65200D8F3FFB31A727A4F7592D4BD86519EED54FDA35D6A79799300CB2537E5602D5D5AC908C5639
Malicious: false

IE Cache URL:  http:i/https://fonts.gstatic.com/s/montserrat/v15/JTURjlgl_i6t8kCHKm45_c5H3gnD-A.woff

Preview:

C:\Usersluser\AppData\Local\Microsoft\Windows\INetCache\IE\OW10PBUV\JTURjlg1_i6t8KCHKm45_dJE3gnD-A[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 23836, version 1.1

Category: downloaded

Size (bytes): 23836

Entropy (8bit):  7.979463633723131

Encrypted: false

SSDEEP: 384:1JCInpTwnH50+5hR1GTJO8Ir7BxLIMmel49Ryt+3qiixubNtKBG2DWmkahwV:1w56nZO+5hbF8I5xLI649MabNCpDkCwV
MD5: 80F10BD382FO0DF1CD650FEC59F3C9394

SHA1: 46F6D60D4AC25FC1AA385513C42A58D89BAB45BA

SHA-256: 2A5AFDAC758F2E6A3FD3709719001951708D9F27E7E55ADFIC33B69814A4CD50

SHA-512: 0597EDDF1926C95D792772D3797646AA1E6A294BF023B179CDA1396690AB8B7EAB5394FC896D49A77C161B59D45AB69C53269D869EFA0AE83812AC03AA6593B
Malicious: false

IE Cache URL: http:i/https://fonts.gstatic.com/s/montserrat/v15/JTUR]jlgl_i6t8KCHKmA45_dJE3gnD-A.woff

Preview:
WOFF...
.glyf...8..4.

ery.08/2..1...0.. T Yemap. ..o h.evt ....... e...3.=fpgm......F..mM$.|gasp...0...........
.(Wjn.maxp..X.... ... .[.Mname..X......... *SE.post..Y......... D.z.prep.\"......... K.x.%....P..
...S[...0...Q..v.ap....... &..Q.T..
[.v.]Jo.v...P....2 K.L|.HD....... Np.s.KH.."...9!r...=. A U|B..b...|Z...(Y1..]n.....
~B~/).+.k~C..l.<...\"..hrg...kE.E....N..nQ..A..> H.hb.....S.(..1.D-gD.Y. . #f.+j.d.. ....... AtW.whb.."...M..Rb..Fo.....~[y.y._.n..w...m..P..EV..I6..

ghead..S....6...6.i..hhea..T.... ... $....hmtx..T8...&...>37.hloca..v"

...@:D..$..]l....h....21.$....DAF..ua]lN...%>/. . x..p. . E_.z.-...4f....... 1.0..iye.5. .1+ jn.pfy...*UuK.6... B.Q.y.(...X....w...D.f>+.E...

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\couns-for-pawn[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, baseline, precision 8, 2000x80, frames 3

Category: downloaded

Size (bytes): 10071

Entropy (8bit): 7.78739542298131

Encrypted: false

SSDEEP: 192:q2BOM76wprCMdbNYVpNiOclQhyY+ak6qrSmROOEXHbBERSkyBbT:BkKBMmVziOcIXIx6qGAObbBEXy9T

Copyright Joe Security LLC 2021 Page 18 of 51



C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\couns-for-pawn[1].jpg

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

375840829A366264A5458DB25E0D1B14
FEE85AA25C1F19236599A8065057819C3FD71283
CB88B29DCA7A11743CDD5B0OAC11A4B01E98CCOF180C3593D715F852B729A3717

F21A8917710033C9CF02159FD5DD2CAB61575C27BB35274AD791B41DAAFES74FFB500A757E65C6C6D3E7BC492B526F1BE99803A813F8A10E472D769E7D3D03C
E

false

http:// https://www.premierpawn.com/wp-content/themes/Premier%20Pawn/images/couns-for-pawn.jpg

$$"$$53335;;
11.AQa"2q....3B..

2...0.H...)IND.Z.HFj.
F<..a.$..06.1..(a..ugs.l..Lk.@.a.H..f....2R..t.
..... ~J..F..KEf..b.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\css[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

dropped

8357

5.335965296273562

false

192:ROING3pNAKNOOGNVEWXkrKCbxkRTQVFhtY3plAwnpO6NLEar6 CdxZkCkDM93r:T3vpOnVbUOaC3nXpH15us3
52D71519BE4A0D87393EC56E0F738A1E

610D66ED4FF44B7D38AEECD32B63B67DF621396A
2748C852647A803F888F0C4269B9C82D2ACB094F9DE7CD82E2DOFCFDEF91DDOD

6A703DE623265B07E4614A9D08F0D6F02AE043F49043FCCBE446694EEOBBFD7A5628E6FC2C1AC4480BEACCDA4EF75071CA7684B306BEAF1682C0930B7FCB865
c8

false

@font-face {. font-family: 'Dancing Script’;. font-style: normal;. font-weight: 400;. font-display: swap;. src: url(https://fonts.gstatic.com/s/dancingscript/v16/I1f2cXTr6YS-zF
4S-kcSWSVi_sxjsohD9F50Ruu7BMSo03Sup6.woff) format('woff');.}. @font-face {. font-family: 'Dancing Script’;. font-style: normal;. font-weight: 500;. font-display: swap;.
src: url(https:/fonts.gstatic.com/s/dancingscript/v16/If2cXTréYS-zF4S-kcSWSVi_sxjsohDIF50Ruu7BAyo3Sup6.woff) format(‘woff');.}. @font-face {. font-family: 'Dancing
Script’;. font-style: normal;. font-weight: 600;. font-display: swap;. src: url(https://fonts.gstatic.com/s/dancingscript/v16/If2cXTréYS-zF4S-kcSWSVi_sxjsohD9F
50Ruu7B7y03Sup6.woff) format(‘woff');.}. @font-face {. font-family: 'Dancing Script';. font-style: normal;. font-weight: 700;. font-display: swap;. src: url(https://fonts.gstat
ic.com/s/dancingscript/v16/If2cXTréYS-zF4S-kcSWSVi_sxjsohDIF50Ruu7B1i03Sup6.woff) format(‘woff');.}. @font-face {. font-family: ‘Montserrat'

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\fbevents[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

95938

5.395518863260212

false
1536:3M+0OWtl6ay9les1zKqQqfUThe7Kdv0a9sIOsljaV7vu50m20C+QNSMngySZYSlla:3zNpkjSVnYDGel
77C8560C3939C247C67163EA47D82335

C357F9819231EF39033CB16B05FC8F4983E20DBD
412979F99062018CC1B3BA7CC84A0C6D03F86F1C1FO7F1EE90FA0402BA2D93ED
78E5A91B2B74315E04CBCD8726A15E47F97021DE366DB47D8B8789A8A33588C1F1E154522B9EC3176319E1760C80F62BCC81E06CA7744FCFD1C7031BFBB60OEG
false

http://https://connect.facebook.net/en_US/fbevents.js

[*** Copyright (c) 2017-present, Facebook, Inc. All rights reserved..*.* You are hereby granted a non-exclusive, worldwide, royalty-free license to use,.* copy, modify, and
distribute this software in source code or binary form for use.* in connection with the web services and APIs provided by Facebook..*.* As with any software that integrates
with the Facebook platform, your use of.* this software is subject to the Facebook Platform Policy.* [http://developers.facebook.com/policy/]. This copyright notice shall be.*
included in all copies or substantial portions of the software..*.* THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR.* IM
PLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS.* FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN
NO EVENT SHALL THE AUTHORS OR.* COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER.* IN AN ACTION OF C
ONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN.* CONNECTION WI

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\happy-young-couple-shopping-for-jewellery[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, baseline, precision 8, 2000x680, frames 3

downloaded

38605

7.730815518964237

false
768:STcBycZBolLoe3/HYanTxP7LIEN6Bx9s5kXi121ibjYGcLZyaQ:SYBycZBoLoe3/HNxLIEU/9sKXiwQHYGH
042A2CAE62851F19183502865F8E299C

40F6EFCDF8B440F39F1A6E8DAC4A7029CD6293EF
5E438C85FAD3FOCE277B7517C6B2E6964D86D870A8D4CF8171F01CF84489EE1L
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\happy-young-couple-shopping-for-jewellery[1].jpg

SHA-512: 911DA0B9136717FA75D46C9409FACEE31508443FD7928C834981AD6B1DC3F04A31D290D0B37656AC2E773AA88EADBIB6FD335904C5B157036DFFD4077A2DALL
A
Malicious: false

|IE Cache URL: http://https://www.premierpawn.com/wp-content/themes/Premier%20Pawn/images/happy-young-couple-shopping-for-jewellery.jpg

Preview:

J11.AQ"2aq..B....3Rr.... #$4Cb..... ....%8&'()*56789:DEFGHIISTUVWXYZcdefghijstuvwxyz
%8&'()*123456789:ABCDEFGHIJQRSTUVWXY Zabcdefghijgrstuvwxyz
.b2.x.gAU.UM . ~......<w.6="*.0tr......V=.q.N..#.e.y3r.G..5XU....b..v=;.V>m{YR."&...... .
revveees e FUNLMLL Frriieee @d.....=ms FTo e 0....@..0....@..0....@.z........ F

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\jquery-ui.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 228077

Entropy (8bit):  5.152286977514727

Encrypted: false

SSDEEP: 3072:YRpEX1fKB5u3gK61NOBbiQaf8dH8DDyttsKvae/HXPK:MCNUIgMIfMsKCe/HXPK

MDS5: FD255415839568E52A48DA5DESAF244C

SHA1L: ABD6F85A04584792D77E4791C441FF49E9E28C0D

SHA-256: 9671F8BE70AD94A5362E60F4656D5D53BA214D32AB70A3F9D1603D7DADFID1C1

SHA-512: 75E0B154D1D8BABB02BOAAC7BA136C6FB2C3F0115CD3A5EB258064E32A8B7F9254F44A663010C0E3C694300F231B981DOCEE34AC73260D332C65430289A7A86
Malicious: false

IE Cache URL:  http:i/https://ajax.googleapis.com/ajax/libs/jqueryui/1.10.3/jquery-ui.min.js?ver=1.10.3

Preview:
/*1'jQuery Ul - v1.10.3 - 2013-05-03.* http://jqueryui.com.* Includes: jquery.ui.core.js, jquery.ui.widget.js, jquery.ui.mouse.js, jquery.ui.draggable.js, jquery.ui.droppable.js, j
query.ui.resizable.js, jquery.ui.selectable.js, jquery.ui.sortable.js, jquery.ui.effect.js, jquery.ui.accordion.js, jquery.ui.autocomplete.js, jquery.ui.button.js, jquery.ui.datepi
cker.js, jquery.ui.dialog.js, jquery.ui.effect-blind.js, jquery.ui.effect-bounce.js, jquery.ui.effect-clip.js, jquery.ui.effect-drop.js, jquery.ui.effect-explode.js, jquery.ui.effect-
fade.js, jquery.ui.effect-fold.js, jquery.ui.effect-highlight.js, jquery.ui.effect-pulsate.js, jguery.ui.effect-scale.js, jquery.ui.effect-shake.js, jquery.ui.effect-slide.js, jquery.ui.e
ffect-transfer.js, jquery.ui.menu.js, jquery.ui.position.js, jquery.ui.progressbar.js, jquery.ui.slider.js, jquery.ui.spinner.js, jquery.ui.tabs.js, jquery.ui.tooltip.js.* Copyright 2013
jQuery Foundation and other contributors; Licensed MIT */.(function(t,e){function i

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\premier-sign[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 688x525, frames 3
Category: downloaded

Size (bytes): 33388

Entropy (8bit):  7.956360133422419

Encrypted: false

SSDEEP: 768:KVXbk9vhloordl2rk+gJb6ncGZiWZYB3m4U/VOC:EQOUDbr16cQi31U/Vr

MD5: 45E3B729A9123FFB3C8ED6CF1A3771C0O

SHAL: 893DC35118CBOFC7A5613CAGB1E594E231E93557

SHA-256: 009F406349DA02FEOEBF1F34B612201DE94A46BA61BDD1FCCOA6D5F531290C79

SHA-512: 304157530CCCAASCFCA7A9367B1E20E3C222270BE7C4C3CA969785323C9703D105D168CCACD7F68938D6308D90A699356D65ADAFA0AEASA7256765A0CFE492
Malicious: false

IE Cache URL:  http:i/https://www.premierpawn.com/wp-content/themes/Premier%20Pawn/images/premier-sign.jpg

Preview:

werniC.PD.P8..0....@. P.T.h......<Vqa... @.P8()@...I(.".
i.0.0@..0V5....7.bP.4..........AD...H..CG b.. V.G TP@K\2G*Q.0.."... T.\Z.J..0... .. Z.oood....
B U.Y.9f..r.mtY.k.0Q/a.....@... T <> T2~ 0 > Y<= M3 N'@). .
0@ H....B.. "0 %K0.Y KK ~3. \Z{P......62Z%..C........(. ....@1+.. .0.d.L....@
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\pro-fa-brands-400-5.0.2[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Brands Regular family

Category: downloaded

Size (bytes): 3638

Entropy (8bit):  4.868364012848167

Encrypted: false

SSDEEP: 96:WD9BD9aD9INRPGOTzq3SfDvx/tX0OWaD9eD96wD9ecD9yDIMxDIIrFODIEWDIfD96:W/W3PTTGCDa00w0cO8PWwOWB
MD5: 4914F9FBBE821D98DOEIDB39047D2E4B

SHAL: 58B10B9F7CBEDO023BF47B3797E4A2C26F2CCBFES

SHA-256: B378956CD9B787F07BA62C3E8F227E07F171466A76CF31E4580B35BD5F46280F

SHA-512: 719EFBCB86340D2B1C60DDB8B1A7FCB6DEF083E83495673DFB3C8BD87F0748C7F75A2EB4F8C836DF31901E2720C8892C8A5B67567108E24C182814C576DB1B!
Malicious: false

|IE Cache URL: http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-brands-400-5.0.2.eot?

Copyright Joe Security LLC 2021 Page 20 of 51



C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\pro-fa-brands-400-5.0.2[1].eot

Preview:

.postAV....t..L....K.9..._.<..... v|D

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\pro-fa-brands-400-5.11.2[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Brands Regular family
Category: downloaded

Size (bytes): 2990

Entropy (8bit):  4.319401218916416

Encrypted: false

SSDEEP: 48:XWD9WGD90ID9rdaCOFU9HINyDMOOuTaD9W7D96wD9ecD9IyDI0ZXDIIrBSFPMDIED:GDIBD9aD9rdaCPUY0omO0WaD9eD96wDG

MDS5: 1DE106D8B6DAC315545D22440CEBE7A2

SHA1L: 7235BBB54B5E9472366CAAOBFA873748AF6467C4

SHA-256: B16D2EDE160CF47BD1D5F40CDA3817B97EE61C16F7B49AFEDC0629A493FDA530

SHA-512: EED39D96B47CE6DB8EFBA26241E333024D0675B3D07C9ACC2F0A8D22AES279DEFB24EBE35511FC3CEBFID24A5CB5D482340EA19777D88CE7B578DFOAS9ES]
A34

Malicious: false

IE Cache URL:  http:ifhttps://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-brands-400-5.11.2.eot?

Preview:

maxp.O.....8... name....... |- 200K
T St Foe

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\pro-fa-brands-400-5.14.0[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Brands Regular family

Category: downloaded

Size (bytes): 6798

Entropy (8bit):  5.791244135487846

Encrypted: false

SSDEEP: 192:V/wsuf40uisLH/XdCEsZz3RWa00w0c08PWwIW9:bugw6QEszVH

MD5: B7235D59FA6FCDE8274C16AAB37AE370

SHA1L: 7B3ADE17821375FDE6F3576907CE0890ED16898C

SHA-256: C91659BDC9B6DC75371C77B46EF384C57A85B1A8E2192E41F1FBE27E092983A2
SHA-512: 37B81D00BDA889BE9690B8IFE704434A1069C555EE13B93D9DEY46040796F51875838A10BA73A707D43DDD1F31848FBD6BEFB2B8DBA4898456F76EDDE271582!
Malicious: false

IE Cache URL:  http:ifhttps://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-brands-400-5.14.0.eot?

Preview:
e P, W FONE Awes.ome. 5. Brands. .Regular..Regular.L3.3.1.523. .(F.ont Aw.es.om.e. .v.
ers.ion.. .5.15.3)...Font Awes.ome. 5 Brands. .Regular.......PFFTM._x..@..GDEF.*.... ...0S/21.0...X....cmap.Mw~........ gasp............ gl
yf#Ql.......head... 6hhea.A.T......$hmtx"j.x..

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\pro-fa-brands-400-5.15.1[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Brands Regular family

Category: downloaded

Size (bytes): 2918

Entropy (8bit):  4.308873620572712

Encrypted: false

SSDEEP: 48:nbYDOWGD90ID9IaM506NU8+Wkw/QOuTaDIW7D96wD9ecD9yD90ZxDIIrBSFPMD9+:bYDIBD9aD9laM5ZNI+fwo0WaD9eD96we

MD5: 6CA5F92EF253DBA1A09B1DF043779F33

SHAL: 099A257F37BD23844E31CD94634DFF60FFB13AF4

SHA-256: AB767C2DFE3B2A04CA2618ECDAAF241A6CC520A369FA8B47D3DFF05D4261186C

SHA-512: 1080C30B806BD0999237ECD07E31BOBDFODDA888F7D67A30E083CDO5E833F9A216F4FDD8A7CF04DE31B1C6F219DE4B1ES528EE39DES609D14EF3E1798ACID(
C5

Malicious: false

|IE Cache URL: http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-brands-400-5.15.1.eot?

Preview:
fodi.
.r.s.i.o.n.:. .5.15..3)...F.o.nt Awes.om.e. .5 Brands. .Regular........PFFTM. X...... GDEF.*.......... 0S/2DgP?...X..."cmap
...head.v.. $hmtx.. 2. KLAL<.
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\pro-fa-brands-400-5.15.1[1].eot

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\pro-fa-brands-400-5.7.0[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Brands Regular family
Category: downloaded

Size (bytes): 9146

Entropy (8bit):  5.939876492950629

Encrypted: false

SSDEEP: 192:2/WwWLQOoQHGMXVu27ni90rKrYcuBuN2LKY302829xK9a00w0cO8PWwWIOWWF:MSnv7i9/YrBCbYE217U

MD5: A3EEF7941E2FCDE928A86E08051D8CC5

SHA1L: 041FC5DE901502FA4054047279C7377A1E17C9B5

SHA-256: AD67408E62085A833708955153FD5ECD2F01C96178C34CC772DD3E142AEG97A5

SHA-512: 1986ECFDD2364809EF9C6302B7951DE1D5D731989EE47B74C0A8D40DEB30AALC86B5D55CALFEE24DC83D44B121E7D6A49367B14871B977C407F6247D06FC23!
Malicious: false

|IE Cache URL: http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-brands-400-5.7.0.eot?

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\pro-fa-light-300-5.0.0[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Pro Light family

Category: downloaded

Size (bytes): 67650

Entropy (8bit):  6.375585296836121

Encrypted: false

SSDEEP: 1536:56AZiBx3T8/w6Tdj0p8c7LtYVOQgnUZYheqiGoGlUvg+D5u451+sZe+ygiyHI5Gi:s6AZwx31/w6TdjOp8cPtYCQgnUZ/qlol
MD5: BOBB78CD35AF10BD568B06D7E18DF158

SHA1L: 3DA8D2A520A05DFA838FCCC70F0D658BC7F039AA

SHA-256: 9C431284559FF5F9B6B8F43252BFC8E8DDD60835481A31CC6F04A900B2E6462E

SHA-512: 06A6BCE147144C5B41C413AB345A8A65CA3AF2087A293033DC9807807176655C51044D285AE558F237D967A2BFCC809C7B161527F06EEE2ACD3F2143E8A49C2!
Malicious: false

IE Cache URL:  http:i/https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-light-300-5.0.0.eot?

Preview:

S $hmtxA../........ loca5Rl ........ maxp...q...8... name~%Gs

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\pro-fa-light-300-5.0.5[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Pro Light family

Category: downloaded

Size (bytes): 7054

Entropy (8bit):  6.012888140281248

Encrypted: false

SSDEEP: 192:pk+TYOQkq7XHoeQIkhjGjLOZTJIG8hrThB:z9PGoeagHZ

MD5: 64F2FD6E63D1EA7BABEB4BA30BAD9142

SHAL: 5753C9BBAD729C7A8015F881CB6DASAAESCF1B59

SHA-256: 6A4FC89C21D5514022A960E01CAAF56106F7950D5D3F1721C29D0CA715B4DB52
SHA-512: A44EC234763E71FE1B6377E075E0BO0D936FFF431B8C2058D31F72D2D2598D2509DC51934469D0134599C2C0E973FAEDE7334468E1125BB5336A245650915FA6
Malicious: false

|IE Cache URL: http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-light-300-5.0.5.eot?

Preview:

....... 0....glyf.......... Xhead..........6hhea.

2.70.0.S. U XZ]s oo
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\pro-fa-light-300-5.0.9[1].eot

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Embedded OpenType (EOT), Font Awesome 5 Pro Light family

downloaded

22334

6.311880240004119

false
384:GVfHO/8TLXMFO5u5tSf7qZNWihwCEOzRpHB7fVZNR+JV:GVfU/2LcFO5uGfQCkEOznHpfVhuV
3CECACE8B6A7BAB94F598A365824E3C8

CCF1763A6131A7A7102D1ED55A05D807D58FDC35
349058461465D4C117A54F5B5B5B7D8F3FDBD957D764CF44758A60430C530D75
5800820CF4CF96B631A249C0CB2625FAA4E879EBCF5BE1BAEY65178E5A1CEG843F2923FBECCLELC50DF12D7FA28E669537F5BA31488B5F29E32FF055257216F:
false

http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-light-300-5.0.9.eot?

.0.F.o.n.t. Aw.es.om.e. .5 Pro..Light..Light.L33.1.523. .(F.o.nt Aw.es.om.e..v.ers.io.n..
..gasp......U..

.@..@..@.

@

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\pro-fa-light-300-5.10.2[1].eot

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Embedded OpenType (EOT), Font Awesome 5 Pro Light family

downloaded

41086

6.318353502540318

false
768:a+sTn11cLZ7tWIRAUBE73cB1ObtN+vIVZO0qsx86K81swZ//3GHOSQRNROJW/OC3:wTn12LZ7t2UBE73cB1O+vIVusx8t81sE
227AAD54E271D72D978F50C3381902B0

26A4F77BBF626097B4BF8A4EE3FB4A92D27FD041
4C75BA39F2AD451588677DA5SEA48E211FEDCBC60066FCF4DDOD29E4E2D59350E
D9207E014A05375B49E0E25E95F8F33FA6B6C44465ADCC687912F1BIF5EF3D31AF2BB4447FF76011EA801D988D139846AC421BCAE4593A42C7936DD8D769693(

false

http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-light-300-5.10.2.eot?

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\pro-fa-light-300-5.11.2[1].eot

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1:
SHA-256:
SHA-512:

Malicious:

IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Embedded OpenType (EOT), Font Awesome 5 Pro Light family

downloaded

3334

4.781050283205641

false
96:GDIWDIMDIIX4ph+xiRpHSPPpRKKPrD9eDIHDINIDIQDIMXDIoFODIRDIZDIp:Gk+/ophf2Rj0ZTIG8NrTn
253F8774A141B3A2DA9FACDC175E4F54

D7F9CCB8C65F60524C27045B4A6CD44DAF19BFEO
385DCBDO03F4026D7891ADBIAEOAD79F86EEBCA743FCOBC171D6F3D25029C5346
63341E2F98B6B53BFD8BBBE925EF8DAABCA75453D8324912935BA2678617E5BE287601EFAB3C637AA7ED46F84A1554D1420735B56B9C52358593D89440BF70F0

false

http:ifhttps://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-light-300-5.11.2.e0t?

L.i.g.h.t..L.3.3.1..5.2.3. .(F.o.nt. Aw.e.s.om.e. .vers.io.n.. .5.15.
4...head. ..6hhea.>.G....... $

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\pro-fa-light-300-5.12.1[1].eot

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
Embedded OpenType (EOT), Font Awesome 5 Pro Light family
downloaded

3638

4.9518086145135785

false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\pro-fa-light-300-5.12.1[1].eot

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

IE Cache URL:

Preview:

96:x0D9WDIMDINEGV5pxdV0sozKPrD9eDIHDINIDIQDIMXDIoFODIRDIZDIsD8:x0k+f6GV5rz0ZTIG8hrTmD8
D2946F95E5AC972C3E2699500CCE310A

38BA218427480D97AFDBO9C93F0A4648AB5C8D1AF
D2CBBOB5DE2A3EEE3D1366D27E7D6979C6033D4C0D48D96EB7CAG62CA9700A610

4AC397E5E75E0DFC2DF3C12928E9589B7966FFD70C1C0OC7B1FC8AC43FBB073B3ECFESF9B919D442E11D079217CEADE142EAEADACD9491CCFCAL123AF81C19
649

false

http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-light-300-5.12.1.eot?

.0.F.o.nt. .Aw.e.s.o.m.e. 5. .P.ro. .Light..Light.L3.3.1.523. . (F.o.nt Aw.e.s.ome..vers.io.n..
.. .g.ht... ...PFFTM.. .GDEF.*... OS/2AAQ...X..." i Zgasp .glyfj}$....L....head.V
.8....maxp.0.R...8... name~%Gs...P....post..|....h..m. 0.
PfEd T.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\pro-fa-light-300-5.13.0[1].eot

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Embedded OpenType (EOT), Font Awesome 5 Pro Light family

downloaded

2850

4.360453679609494

false
48:4D93GD903D9QQoByKytbUdWCpdLalPrD9W7D9IBRDINIDIQDI0ZXDISBSFPMDINRR:4DIWDIMDIQQoBRY5UMgKPrD9eDIHDINR
9946FABFS8EFOBOE54B1ECC8C6E941021

8A6A105EE63D0ADBB95FFEA01F8F3E03DB6F2137
COF39DC9F471B9CCIA575183FC1988F44BF85CB15526DB5289CB7C68C4FE6BAS
22BFB6426068788B85A309F2E9E82D30C6C061510254B6C1837A09FOFE2EF39396A8DEEI7D30F7D5CAA5783531D47D56BDA532C58F388B750A27DEASS5EF5B1/
false

http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-light-300-5.13.0.eot?

3)

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\pro-fa-light-300-5.14.0[1].eot

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Embedded OpenType (EOT), Font Awesome 5 Pro Light family

downloaded

39898

6.270214970562135

false
768:74Sd2q5hTIoCObw1bb9JORYLPXSRoNKOdKj8uSKuu3fWgheGht3Z/pcU:cSd2g5hTKCvbJJOCSRoNpPuSKuu3fgGP
633E21F58DC27AF1A14D01F09870BB2C

E681BDECC0B85785CD7338C11855D74625FE0570
092EBF6F6037D74A67C9F5579205BECC18C08E839210D663FCDBO5SDEGDBID48D
272E88C16473BB50C28F1BFOEF60A2E91A2756AF2301E96A4E10F4A086E1AB7C7BA921CAA478A75440B744C0237EB2580A4D153FEA49F424EE221FBE3FFF6F2E
false

http:ifhttps://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-light-300-5.14.0.e0t?

.0.F.o.n.t. Aw.es.om.e. .5 Pro..Light..Light.L33.1.523..(F.ont Aw.es.om.e. . v.ers.io.n..
.0.F.o.n.t. Aw.e.s.om.e..5 .P.r.o..Lig.ht
.maxp.......8... name~%Gs..

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\pro-fa-light-300-5.15.1[1].eot

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Embedded OpenType (EOT), Font Awesome 5 Pro Light family

downloaded

3338

4.804353962922383

false
96:WD9WDIMDOK4YUIT/7jmZL78KPrD9eD9HDINIDIQDIMXDIoFODIRDIZDOh:Wk+i4YzT/nmZLBOZTIG8hrTn
BD9A6943467FAD0259CEEC073B50691A

FA8FF1C2E78C93456CC2F285FF1C8DAOF9011FAF
0408875CF887F9E4D2659937046CD19EOB3FDA3C250A318B78DACED26237F6B3
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\pro-fa-light-300-5.15.1[1].eot

SHA-512: E843BC66E88ADAEDD5265FA7EESE44AED39D62C3F25C1E282380E532054FD273BDEEOCD82A3323C804F2EED26E80B178DC3EE1467FC6ESDAC7BEEIFCC286!
8CB
Malicious: false

|IE Cache URL: http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-light-300-5.15.1.eot?

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\pro-fa-light-300-5.15.3[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Pro Light family
Category: downloaded

Size (bytes): 2934

Entropy (8bit):  4.404159992513429

Encrypted: false

SSDEEP: 48:RD93GD903D9zB+K5gJyQVzpdLalPrD9W7DIBRDINIDIQDI0ZXDISBSFPMDINRDIJ:RDIWDIMDIzBpSIyOKPrD9eDIHDINIDI3

MDS5: ECF910C924354F39B5EFDB57B72889DE

SHA1L: 0B7BFD524040103B4A487EB209DCAC7B79A27E6C

SHA-256: 48CE57BC1294E206EEFA9E7C966EE4D3A540C6EB5064EA430225465060901C11

SHA-512: 6D6264B491B2F288DF74755DE8B6EE84061A133384DF59A37F45E614E35E9A16FA326573C7C3C636B0645CE150CECICFBDO7F53E1D4B3F33E49F2D6335058934
Malicious: false

IE Cache URL:  http:i/https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-light-300-5.15.3.e0t?

Preview:
v .LP.
..3.)...0.F.o.n.t. . Aw.e.s.ome. .5 .P.ro..Ligh.
$hmtx.. loca. . .0.....8... name~%G:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\pro-fa-light-300-5.2.0[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Pro Light family

Category: downloaded

Size (bytes): 28378

Entropy (8bit): 6.354107492922253

Encrypted: false

SSDEEP: 768:pFUNWqW7bECW8pspgXP2FDxcvwRVJIBAVOUg:24wl8pwg/2FDa5VJI68U

MD5: A4FAACA2DO5F152CFESBOEOD739C9C97

SHA1L: F60A8C475C084BBB532F658AA4C4072B82E37CD0O

SHA-256: 2EC7FC2EE0C92B556C3771C3786FB529AD0276EE326C7B8E1639F52654ACF3A7
SHA-512: 1A6082485C065DA4118FC8F3BD39264771B80AF68C8A78A97AFA47TFBAO4FECA8BB7280D88A11B41083BA8BES5094846EDIF6CFC8C95037646F9F3531B4D25F4BC!
Malicious: false

IE Cache URL:  http:i/https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-light-300-5.2.0.eot?

Preview:

: @ @....... @i [

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\pro-fa-regular-400-5.0.0[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Pro Regular family

Category: downloaded

Size (bytes): 62278

Entropy (8bit):  6.40044041738365

Encrypted: false

SSDEEP: 768:iB3ykMUfOkZR2SJrtB7a3YpRwkRG9/pH5pB3y+yrouX0Qwf+Q/PqJus8rJ5Y +j:/FUfbZE233ROtB3yKQwfV/P20L3

MD5: 75ACE556DEDB991BD3BCE9AB37801F67

SHAL: 9C0655DE1AE7DC39043F9C5DAC64838593E3E94D

SHA-256: F2399E771A372ECOC03DE31467DC66D8D76EALIFADACF919FD05733BDE6078790

SHA-512: A1BCED71CD27F83BF22FAC126FF54D3BFAG64A0A0E487C001E4F517864DC8BC44FB534414B2BC3652F5B5B876D3035CBC8943F40AC5B5E1D9073A45D316EC67
B

Malicious: false

|IE Cache URL: http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-regular-400-5.0.0.eot?

Copyright Joe Security LLC 2021 Page 25 of 51



C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\pro-fa-regular-400-5.0.0[1].eot

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\pro-fa-regular-400-5.0.11[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Pro Regular family
Category: downloaded

Size (bytes): 10062

Entropy (8bit):  6.08053784433059

Encrypted: false

SSDEEP: 192:HYqbvr+3LTU9C04sS0djcdSDOf263TX/rgRDL70iwvBg8VUwW3UC30:dvrsTU9C0dS2jcUDO+63TSDALO

MDS5: 852D7E65EE6DCC30EAE474DD4D2EF326

SHA1L: 6ABA259CI6A46DBB6CA349E4058316B260C104A8

SHA-256: FCFDE8447096B5116784F9E44B73683FACB75CA7F380316D40C729397372A361

SHA-512: 0A130A02E54773A558B852AF398586532476DE9731C51B16455CEOBDAE04147DBE110CF56A7BB76B91DA177AF375F24721EAB69CF86813B55303D1B2A9C44A520
Malicious: false

|IE Cache URL: http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-regular-400-5.0.11.eot?

Preview:
N (& LPiiiiiiies m 4 Foont. Awee.s.omee. 5. .Pro. .Reg.ular...Re.g.ular.L3.3.1.523. (Fo.nt Aw.es.ome. .vers.
i.o.n.:. .5..15..3.)..4F.o.nt Awes.om.e. .5 Pro. .Regular.......PFFTM.._s.&...GDEF.*&.%
head..........6hhea.B.a.......shmtxD+.. Bmaxp.l.....8... name"..
B LELGL PfEd.......cc...... Tl
.................................... 5B DGR

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\pro-fa-regular-400-5.0.1[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Pro Regular family

Category: downloaded

Size (bytes): 2778

Entropy (8bit):  4.187106733047195

Encrypted: false

SSDEEP: 48:NrD9TGDI0LDIWGONRWIXwWhHPQyaD9W7D90wD9IxBD90D90ZXxDIdkB5SFPMDIOWDIR:hD9iD9gDIWGoNRWIXhhY7D9eD90wDIx/

MD5: 843F071A97006CEDC4AL777FF32E4E27

SHA1L: 7CD1B474C6EA2AECFB8F5542C76D8841F6336F5E

SHA-256: 703C57FDFE0123ED19E7D5878690A8AFC2A0EE88113EB53F4A3C7E82C8C3A37F

SHA-512: E66A151F371AD104CDBOASD51FE24213EE203D825BE2D6739B49B5221756 A0ODDCED6B1A3C6358866944FB309C2E1D4AA852811B644DF52ABB7F2ED2F8EELFS
8

Malicious: false

IE Cache URL:  http:/https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-regular-400-5.0.1.e0t?

Preview:

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\pro-fa-regular-400-5.0.3[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Pro Regular family

Category: downloaded

Size (bytes): 3566

Entropy (8bit):  4.887045905297387

Encrypted: false

SSDEEP: 96:BD9iD9gD9TXnkeVmCcEc7D9eDI0wDIXBDI0DIMxXDIdaFODIOWDI9DIOA:BY qtkeVmLL70iwvBg8VUW3UA
MD5: 9DD81A4F5BD91F41B662B0078DF9189B

SHAL: 41226036560110485FDD8F13C1FBF73C8941A8BD

SHA-256: F7CC2463B3DFE51D2832F460860B092E6FC6771A692A1688C6070175865F37AD

SHA-512: 0341A7F5419A924D073FE9F8D57B6997B88718D942DC15BFDEYA93903440AE2D64A67BF8IC89AC5C511138C28D1A8D071356B6503FE7B3B6D00AD427EFFCFEF
Malicious: false

|IE Cache URL: http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-regular-400-5.0.3.eot?

Preview:
.................................. LP.iiiiiiivee DM AFONE Awee.s.o.mee. 5. .Pro. .Re.g.ular...Regular.L3.3.1.523. .(F.o.nt Aw.es.om.e. .v.ers.
io.n.: .5.15.3)..4Fo.nt Aw.es.ome. .5 Pro..Re.g.ula. GDEF.*.. 0S/2C.P....X..."cmap. .glyf.xJ...P....head.....

$hmtx............ loca.*.$...<...maxp.Q.X...8... name".

Lf.G.LE
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\pro-fa-regular-400-5.0.7[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Pro Regular family

Category: downloaded

Size (bytes): 13242

Entropy (8bit): 6.080631030059945

Encrypted: false

SSDEEP: 192:ZY(q2i0sX9GMoouNoGGID28xoyTpvFgk5g9YuHTrNf/3RWXFP7ndo3ayG70iwvBq3:GiOst4VGpauFik5Re2t+3ayng

MDS5: 14B3872F70D573AAB7F7D9499E559779

SHA1L: 8320756744B7FC8A11CAE186D50DC85109CC3016

SHA-256: 0E732457272F35E9C0115FA5258F16E056BBD379A09AB3973AD5FB61EDAE41C7

SHA-512: 5FCA5A514589ABIB4EE9A1653332FEB557899CED10D64A5A58282BACIAGED2E4B48C422A2ABFB90787862BESB002CDA5074ADCE810FC846C131074196E4EAQ
8

Malicious: false

|IE Cache URL: http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-regular-400-5.0.7.eot?

Preview:
B2 LP.iiicee R TTPRRRRR 4.F.o.nt. .Aw.e.s.o.m.e. .5 .Pro..Regular...Regular.L33.1.523. .(F.o.nt Aw.e.s.om.e..vers.i
.0.n....5..1.5...3.)...4.F.o.nt. . Aw.e.s.om.e. .5 .P.ro. .Reg.ular..... PFFTM.._p..2x....GDEF.*.7..2X....0S/2B_R2...X..."cmap...1...

..6hhea.=r....... $hmtxh........... loca........... dmaxp....... 8...

Lf..G.Lf .PfEd.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\pro-fa-solid-900-5.0.10[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Pro Solid family

Category: downloaded

Size (bytes): 2946

Entropy (8bit):  4.512281252063221

Encrypted: false

SSDEEP: 48:ID9PGDI03D9sMXjUMpGnQOpdLalPrD9W7D9IDIDI9AVEDIDODI0ZXDIrKBSFPMD9Vi:ID9eDIMDIsAloFKPrD9eDIXDIAGDIEDh

MD5: 5AF0C0OD396595BADE63901D8426658B8

SHA1L: 8ACCC6B22E265FA7045516691D5B306A9CCF657F

SHA-256: OFDD03CB70EF2DOACBF72D8D445BAC37736A5537A695EA3D90E18375ABBDAGIC

SHA-512: FE114C886467493A42A4EC88EBFD48BA381651E03DA16A553F79846668393311D8E2CCEBB280B1DCIAFC09F54435349F8792DAEEGDSCIDB2B72C36B12B3CBA
E

Malicious: false

IE Cache URL:  http:i/https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-solid-900-5.0.10.eot?

Preview:
R | F LPod G<..oooveveeee.0.F 0N AAwees.o.mee. 5. .Pro..S.olid....S.0.li.d..L.3.3.1..5.2.3. .(F.o.nt. .Aw.e.s.o.m.e. .v.er.s.io.n..
5..1.5..3)...0.Fo.nt. Aw.es.om.e. .5 Pro..Solid........ FFTM._r.L..GDEF.*... ..0S/2G.Q....h..."cmap.8........Jcvt ...D...(....gasp.......$....9lyf.Mn...8....head..
......... 6hhea.......$..$hmtx.<..........loca..."

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\pro-fa-solid-900-5.10.2[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Pro Solid family

Category: downloaded

Size (bytes): 31990

Entropy (8bit):  6.260678197592428

Encrypted: false

SSDEEP: 384:pgEccsL6zXQv+ZSIB8QvgOdx4m1xIIxjSPSsYKQInhdfL1LIRASLQ11kl:pgE06zApI7vglAS0TNnzrLQ3
MD5: 040C4ED5B3793128B0978D09EA8CD13C

SHAL: BOBEC1BD27A31872062914270E1D03F328030C7B

SHA-256: F749FDA46B188FE9BC3E44F0903AEDS589F3FDB6FC8F4CFEF4DA8196AA633C090

SHA-512: AA71FF15574EDE792F187C38B8A7ES9EFEDSFC3039ED1D18D0319FF15FF48D2928A2453D680D92A730A146CCA929A0F7E613EF026E217D9C1B74B400473F807(
Malicious: false

|IE Cache URL: http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-solid-900-5.10.2.eot?

Preview:
e LP.iiiicis M....ccoveenneee.0.F0NE AAwee.s.omee. 5. .Pr.o. .Soo.lid....S.0lid...L.3.3.1...5.2.3. .(.(F.o.n.t. Aw.e.s.o.m.e. .v.e.r.s.i.o.n..
.5..1.5..3)...0.F.o.nt. Aw.es.ome. .5 .Pro..S.olid.......... ....6hhea.A.

ceeee Shmtx/.
LfLGLf

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\pro-fa-solid-900-5.11.1[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Pro Solid family
Category: downloaded

Size (bytes): 19578
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\pro-fa-solid-900-5.11.1[1].eot
Entropy (8bit):  6.240477014837751

Encrypted: false

SSDEEP: 384:fZ8Ni5NnSBbYyhSDkQQglzbNP9dNkA2yLSHAA:fy05AuyhkThxISHAA

MDS5: 839123C253F9EF592BC7263354D8B685

SHA1L: 4EB3C5BEDE992DB51CES5A76E59D8BE6975F8CFCE

SHA-256: 6A1B28A5052744BCOB8F10D4740F757F98EB0918936C1268C92BESE3E7243F0E

SHA-512: BD44C7EBD414164B622E55938B0F09DAA7115680D12C978BEBEB30897744F402578B49B4A1AF678C8215F07744FF8CCIF5E57DEDC105EAFC3CED3067372B09F
Malicious: false

|IE Cache URL: http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-solid-900-5.11.1.eot?

Preview:
zL.K....
.5..1.5..3)...0.F.o.n.t. Aw.e.s.om.e. .5 .P.ro..S.o.lid.. PFFTM.

....6hhea.;......... $hmtx...2........ loca..L........ maxp....... 8... name|GM}..A.....post].,...F4

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\pro-fa-solid-900-5.11.2[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Pro Solid family
Category: downloaded

Size (bytes): 3254

Entropy (8bit):  4.67873107544464

Encrypted: false

SSDEEP: 96:1D9eD9IMD9g4gph4OFhHHfpnHHHC2KPrD9eDIXDIAGDIEDIMXDIKFODIVDIHDIN: 1IM+K40Oh4OKODIqI8tvxB

MD5: 439CAB81AFBA004B8E020B5590914FEC

SHA1L: B76ED9736CCIE4C3F092CB68FF5476982F45735C

SHA-256: 2F3AFEDO9F8DD549EE59DE63581035A05D192DBA3DF517C0B491AB8FD834F986

SHA-512: 8E94773B7A06EC0195F301903597998B9C886063E0E7274DFCD128EBOACALOFD350BACAAIBEBE280999FE21FCA52D7BC1ES5D663B4890E4F42FFD5C34AEA043
4

Malicious: false

IE Cache URL:  http:i/https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-solid-900-5.11.2.eot?

Preview:

6hhea.
g

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\pro-fa-solid-900-5.12.1[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Pro Solid family

Category: downloaded

Size (bytes): 3406

Entropy (8bit):  4.795846261251449

Encrypted: false

SSDEEP: 96:XD9eDIMDI4P8VX025c¢1fOKPrD9eDIXDIAqDIEDIMXDIKFODIVDIHDIIDB: XM+ePO5IrX0DiqI8tvxiDB

MD5: 07FA7E45F64F6089CD1D73FF212164AA

SHA1L: 3A880ED8CADAB8396EDE7BF04C3998CD0OAD57208

SHA-256: 2C9FFB7F53A960514106841D6412BOED20065E2AD54285E297A41C7AC70C8DF2

SHA-512: 5724038F80BF975E8AD9B2C3F4366B2DA95982D84DFCE71A3589051F9F1FA179AC75B0DFB1781F81ABA76F9CE24CBCDODA9AD7EG645D818C8EBE4780A14C04C
1

Malicious: false

|IE Cache URL: http:ifhttps://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-solid-900-5.12.1.eot?

Preview:

N..4.... _ ....0.F.o.nt. .AAw.e.s.om.e. .5 .Pr.o..Solid...S.o0lid..L.3.3.1..5.23. .(Fo.nt Aw.e.s.ome. .vers.io.n..

.5..1.5..3)...0.F.o.nt. Aw.es.om.e. .5 .P.ro..S.olid...... glyf?.#....L....head.U......... 6hhea

.$loca.Z.4...8...maxp.N.B...8... name|GM}...h. ? @
Tt .

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\pro-fa-solid-900-5.13.0[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Pro Solid family

Category: downloaded

Size (bytes): 2758

Entropy (8bit): 4.22283534052951

Encrypted: false

SSDEEP: 48:BDIPGD903D9YImoXwDMGVomSQpdLalPrD9W7D9DIDIAVEDIDODI0ZxDIrKB5SFPmMm:BD9eDIMDIY ImoXwwGVG2KPrD9eDIxD94
MD5: 8BCBB6A4220BA3CBF952F79D6A88FC68
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\pro-fa-solid-900-5.13.0[1].eot

SHA1L: E39E417BFF4F07DF66F60A298279184FA8E8BB67

SHA-256: 927BC7A02850B86F1ED7AA33AFCA48C02FBE6D14B4381F03EB23E6E90446BC37

SHA-512: 7ABDE55F9211EEBC43F9FFI03F43685A0577A589BD20E16701DFI9C16D4D751FAEB13BD2FFAB9E214E4435AAFBD5C61F693A0AFC529344B3D360A5ACB49983E7
1

Malicious: false

|IE Cache URL: http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-solid-900-5.13.0.eot?

Preview:
.................................. LP. i _$Coee.0.F.00t. AAw.es.o.mee. 5. .P.ro. .S.olid....S.0.li.d..L.3.3.1..5.2.3. .((F.o.n.t. . Aw.e.s.o.m.e. .v.e.r.s.i.o.n...
.5..1.5..3)...0.F.o.nt. . Aw.es.om.e. .5 .P.ro..S.olid............FFTM.._......... GDEF.*.....p....0S/2HCRg...h..."cmap...l....... Bevt ...D..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\pro-fa-solid-900-5.14.0[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Pro Solid family
Category: downloaded

Size (bytes): 30174

Entropy (8bit):  6.198576685447814

Encrypted: false

SSDEEP: 384:anfLdWYDSWEB807iVknalLckYFQxDwignyUOMeM1f7iNBETOpfthTNhJHzuJFpVi7m:anTI3N2VOaXsVn7D1f7xRfNhJG lipc5

MDS5: 2E693F9D77A4FF73AD10CCBFC5A7FC7D

SHA1L: C6BFE6D39BC74DF7529082206CBF71A275F77B38

SHA-256: EEBF5C6AFDF4B3D1D9C54069299AEFF83434B37F92FA8280321DAF2131712E0F

SHA-512: 0DC228DAF118257F2D2252E512136D61AC078D3AFDFAAA115CB1462DA9A1213948CF45B06C330E66CFA3CA9F2CCDFD4B04104FB3A545C3452C396983323E9C
D

Malicious: false

IE Cache URL:  http:i/https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-solid-900-5.14.0.eot?

Preview:
Ui LP o 0.F.o.nt. .Aw.e.s.om.e. 5. .P.ro. .S.olid....S.0li.d..L.3.3.1..5.2.3. .(F.o.n.t. . Aw.e.s.o.m.e. .v.e.r.s.i.o.n.;. .5..1.5.
..3.)...0.F.o.nt. . Aw.es.ome. .5 .P.ro..S.olid... . GDEF.*w..t.....0S/23.=...X..."cmap..d...|...zgasp... 6hhea.B......... $h
mtx.4.......... loca..%L. _ Jorrreereneneereeeeseeeeseeee e P Qe e @ RO Lf..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\pro-fa-solid-900-5.15.1[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Pro Solid family

Category: downloaded

Size (bytes): 3106

Entropy (8bit):  4.58521486497572

Encrypted: false

SSDEEP: 96:KD9eDIMDIRK2bKPrD9eDIXDIAGDIEDIMXDIKFODIVDIHDIQ:KM+TKDODIqI8tvxu

MD5: 6CCC67F394CD24741AF5CAB48A184DEA

SHA1L: E1CFD54C2A549730B1404558AC1CE377D2213B21

SHA-256: 149A05841B8F7253912966DB274D84B82F51AB744B0C27474A4A7TA396CAAFO1D

SHA-512: F13D4FC11848436E368796252F171567A8D507E46841F2E5D22A1E51030EB554FCA4C1294FD80EFAS5333AF9BADDD50AB7A46AA96CD5DC91C29EB2D29F46CAE:
0

Malicious: false

IE Cache URL:  http:i/https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-solid-900-5.15.1.eot?

Preview:

.......... 6hhea......$..$hmtx.@..........loca...r..$...maxp.K.....H... name|GM}...

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\pro-fa-solid-900-5.6.1[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Pro Solid family

Category: downloaded

Size (bytes): 2722

Entropy (8bit): 4.2123640984251605

Encrypted: false

SSDEEP: 48:CBDIPGD903D9fIxA0GO2uCIX1KpdLalPrDOW7D9IDIDIAVEDIDODI0ZXDIrKB5FPp:WD9eDIMD9fIXA0GO2L1IKPrD9eDIXDIW

MD5: 8577D82CDBC35868D26E0DB779D87C98

SHAL: 399F9650FE55DB82264CD21A586069F803625181

SHA-256: ABED79D6FB9AEA183B08EA900F0D21875960B28A70C475B7BD5D7EE39631E3D4

SHA-512: DFOB300289AB1F6C495712DED2EF9FASAD8D08CE6FB6248FDAEBFD7ECD2E981158ECAFE32BF02114C92F672EBCC8DA350185C1E7F5B9A526DEESC56F2AB3!
F6B
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\pro-fa-solid-900-5.6.1[1].eot
Malicious: false
|IE Cache URL: http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-solid-900-5.6.1.eot?

Preview:

U..... ..0.F.o.nt. .Aw.e.s.om.e. .5 .Pr.o..Solid....S.0.lid..L.3.3.1.5.23. (Fo.nt Aw.e.s.0.m.e. .v.e.r.s.io.n..
..5..P.ro..S.olid...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\pro-fa-solid-900-5.7.0[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Pro Solid family
Category: downloaded

Size (bytes): 19354

Entropy (8bit):  6.2613516199709816

Encrypted: false

SSDEEP: 192:sM+kVe9wXTAtnxO5zTYLYbTcBII7UoG7j7AyQXo00/qyz7KbITBiliajWit8GyleS:XVeizOBGQJIqyjl/t87NoG99ib

MDS5: 21786AB07C965350938546E3D6A4F839

SHA1L: CB30B9D7071D5E02FA66FDFCEA777D9F9216CC24

SHA-256: 7735039E791528AC9346EDB003CA2A8BC3BBEEB104BC7E8CBF447B868521C231

SHA-512: 246F70490E4BB63AE7B0O55FFFBE6A6F8CF70AEFAC04213D60066B07066A67C435CDEEC62AA73BOE6CEC327F3452FE4A183388FA63615A46AE5FDC8013477800¢
Malicious: false

IE Cache URL:  http:i/https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-solid-900-5.7.0.eot?

Preview:

Ko LPeiiiiiiiis 19X 0.F.o.nt. .Aw.e.s.om.e. 5. .P.ro. .S.olid....S.0.li.d..L.3.3.1..5.2.3. .(F.o.n.t. . Aw.e.s.o.m.e. .v.e.r.s.i.o.n...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\pro-fa-solid-900-5.8.2[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Pro Solid family

Category: downloaded

Size (bytes): 2638

Entropy (8bit): 4.0767363666755525

Encrypted: false

SSDEEP: 48:0CD9PGD903D9/m5KopdLalPrD9W7D9IDIDIAVEDIDODIOZXDIrKBSFPMD9VDID7D/:fD9eDIMDI/m5KOKPrD9eDIXDIAGDIEDe

MD5: AAB70C4769047C249CDIDE1IAIE9AFO41

SHA1L: 0D154865C311836E78A02306CO5FE45ABF6EBA98

SHA-256: C950583A3C342F9641FBDBE38268B40DABEA3AA43D68230CA25B49926A367295

SHA-512: AF6649EB4ADF28ESDEB643A7E152675714698AAF94F8ABD14066F94EF1EC94EFO07BA9IB3CE062A100EE92049E70B92E706344B877F108D47F975DBOABD6286C3
C

Malicious: false

IE Cache URL:  http:i/https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-solid-900-5.8.2.eot?

Preview:
N, P Ho 0.F.o.nt. .Aw.e.s.o.m.e. 5 .Pro..S.olid...S.o0lid..L3.31.5.23. .(Font Aw.es.ome. vers.io.n..

maxp.H.+...8... name|GM}..
PfEd..." LT

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\pro-fa-solid-900-5.9.0[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Pro Solid family

Category: downloaded

Size (bytes): 33094

Entropy (8bit):  5.917201757797381

Encrypted: false

SSDEEP: 384:XDIR7F042P/ItIMAGTWgROKdIVMhLKgMMEW?7P6Kt6 1hx/TThXT/:XDIRMvM8Kph5MS7SKQ/LXT/

MD5: 5DA8DCAGAD2C39A11836B1AD3ECOEAF7

SHAL: DFAEF46F1FD681FDF71F806336B2D7EB2E33283E

SHA-256: F570B180CC8401EBIFD796755C79D3EC94D2B7E26F2EB1C2AA82169571818636

SHA-512: A924D7DC21E61691617D8411C7212FE44FC7B58A8356A47CB1B8DE37AA30B6D370CD50C3A9C6F111C3E7B4E4528AA5F70CB2494505D6DEEAG6343D9E1F4AB86F
E

Malicious: false

|IE Cache URL: http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-solid-900-5.9.0.eot?
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\pro-fa-solid-900-5.9.0[1].eot

Preview:
Fop e LP.iie {0 FERPRUR 0.F.o.n.t. Aw.e.s.o.m.e. .5. .P.ro..S.o0lid...S.0lid..L.3.3.1..5.2.3. .(.F.o.n.t. . Aw.e.s.o.m.e. .v.e.r.s.i.o.n...
.5...1.5..3)...0.F.o.n.t. . Aw.e.s.om.e. .5. .P.ro..S.olid............PFFTM.._~
B......... $hmtx.E."........ loca..&...t....maxp...S...8... name|GM}..t4....post.n/%..yL...
LfLGLA :

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OW10PBUV\pro.min[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 319061

Entropy (8bit):  5.091121633998878

Encrypted: false

SSDEEP: 1536:Mwv1E8SIZIJ/Zg9ADINIZ+mgX56U8CyFXmJI6JadWGFIlibJbiC81Yiy6BFAXq6Y 11:X1E11Z3/g2In++1gWbgMAXHu

MDS5: 7F586C77EB958DD3B153715FDB451B33

SHA1L: 8624C3F34B38A630CBAEE6AD615B080BBC808ECF

SHA-256: F734D8ECDA48E6D98FAAB2E1E9BI1D6C5F72B86408EA6E2126D4B1681B92EFAC

SHA-512: 41DA1CCD2899D28961AF22B54C72F6EC58C702B4D134198ACCABDC58CAFAADOESBS5CA527494A969B104674E489251B3E3FB4F31A6C96C36775D62F17ED18E
6

Malicious: false

|IE Cache URL: http://https://ka-p.fontawesome.com/releases/v5.15.3/css/pro.min.css?token=2fed3568f8

Preview:
/*1. * Font Awesome Pro 5.15.3 by @fontawesome - https://fontawesome.com. * License - https://fontawesome.com/license (Commercial License). */.fa,.fab,.fad,.fal
,.far,.fas{-moz-osx-font-smoothing:grayscale;-webkit-font-smoothing:antialiased;display:inline-block;font-style:normal;font-variant:normal;text-rendering:auto;line-height
:1}.fa-lg{font-size:1.33333em;line-height:.75em;vertical-align:-.0667em}.fa-xs{font-size:. 75em}.fa-sm{font-size:.875em}.fa-1x{font-size: 1lem}.fa-2x{font-size:2em}.fa-3x{font-
size:3em}.fa-4x{font-size:4em}.fa-5x{font-size:5emy}.fa-6x{font-size:6em}.fa-7x{font-size:7em}.fa-8x{font-size:8em}.fa-9x{font-size:9em}.fa-10x{font-size: 10em}.fa-fw{text-
align:center;width:1.25em}.fa-ul{list-style-type:none;margin-left:2.5em;padding-left:0}.fa-ul>li{position:relative}.fa-li{left:-2em;position:absolute;text-align:center;width:2em
;line-height:inherit}.fa-border{border:.08em solid #eee;border-radius:.1lem;padding:.2em .25em .15em}.fa-pull-left{float:left}.fa-pull-right{float:righ

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\style.min[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 58171

Entropy (8bit):  4.952248562448469

Encrypted: false

SSDEEP: 384:T2vicPcBZDn/KRM34XMX6cD+d+AWIVHI+LQ3R+T55GPh5IHINXTXIX:AXMX6E+d+Awlxl+LQ3RC4h5DWTVx
MD5: B5D1E2C87B60CE71C3FD90CA27073250

SHA1L: B65E3890EF1565F98971B344B4C85866A5F33860

SHA-256: 2CD9DE3DD26246204749CFF259BC34E8E6A47AESD6E4528B9B28C75D68D50CDE

SHA-512: 0698905368E41D22F1026DCC64F716BE70BFDE1BC05BC85918242AF9C30351166726B4DC4426898E9EF0428EF0A2F875D8FEDS54BBC8B925289363A39FABBALGE
Malicious: false

IE Cache URL:  http:i/https://www.premierpawn.com/wp-includes/css/dist/block-library/style.min.css?ver=5.7.2

Preview:
@charset "UTF-8";#start-resizable-editor-section{display:none}.wp-block-audio figcaption{margin-top:.5em;margin-bottom:1lem}.wp-block-audio audio{fwidth:100%;min-
width:300px}.wp-block-button__link{color:#fff;background-color:#32373c;border:none;border-radius: 1.55em;box-shadow:none;cursor:pointer;display:inline-block;font-
size:1.125em;padding:.667em 1.333em;text-align:center;text-decoration:none;overflow-wrap:break-word}.wp-block-button__link:active,.wp-block-button__link:focus,.wp-
block-button__link:hover,.wp-block-button__link:visited{color:#fff}.wp-block-button__link.aligncenter{text-align:center}.wp-block-button__link.alignright{text-align:right}.wp-b
lock-buttons>.wp-block-button.has-custom-width{max-width:none}.wp-block-buttons>.wp-block-button.has-custom-width .wp-block-button__link{width:100%}.wp-block-bu
ttons>.wp-block-button.wp-block-button__ width-25{width:calc(25% - .5em)}.wp-block-buttons>.wp-block-button.wp-block-button__ width-50{width:calc(50% - .5em)}.wp-
block-buttons>.wp-bl

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\wp-polyfill-formdata.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 7165

Entropy (8bit):  5.3202958764082195

Encrypted: false

SSDEEP: 96:XsuU3644VdFvjYxILxSazZj2Aeijn/IZKoE9pWI1KFLDI6L6rAgIDCDT5GRB:AK44zFVJEILNZ1eaQZKoEzZWI1KF2DDKRB

MD5: 2EA232D2A383E59441DC21DC56300749

SHAL: 5B2B295399817BD116CE824C58E332D9816B7D63

SHA-256: BOA94AF1B2332C79CD6F2D21449D57665C41886E4674B093F7DA75E96CDC6EGF

SHA-512: 39BE83F804B6C61B7DD577E68E793F2F27ECCCC487DCC50B672CD6ACA1F22143523A4656D51B88623AE9A411BE2536ABIB5EB16995B810BD23214E1E0C71DD
3

Malicious: false

|IE Cache URL: http://https:/iwww.premierpawn.com/wp-includes/js/dist/vendor/wp-polyfill-formdata.min.js?ver=3.0.12
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\wp-polyfill-formdata.min[1].js

Preview:
;(function(){var k;function I(a){var b=0;return function(){return b<a.length?{done:!1,value:a[b++]}:{done:!0}}}var m="function"==typeof Object.defineProperties?Object.def
ineProperty:function(a,b,d){a!=Array.prototype&&a!=0bject.prototype&&(a[b]=d.value)},n="undefined"!=typeof window&&window===this?this:"undefined"!=typeof global
&&nulll=global?global:this;function p(){p=function(){};n.Symbol||(n.Symbol=r)}var r=function(){var a=0;return function(b){return“jscomp_symbol_"+(b||"")+a++}}();.function
u(){p();var a=n.Symbol.iterator;a||(a=n.Symbol.iterator=n.Symbol("iterator"));"function"!=typeof Array.prototype[a]&&m(Array.prototype,a,{configurable:!0,writable:!0,val
ue:function(){return v(I(this))}});u=function(){}}function v(a){u();a={next:a};a[n.Symbol.iterator]=function(){return this};return a}function x(a){var b="undefined"!=typeof
Symbol&&Symbol.iterator&&a[Symbol.iterator];return b?b.call(a):{next:I(a)}}var y;.if("function"==typeof Object.setPrototypeOf)y=0Object.setPrototypeOf;else{va

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\wp-polyfill-node-contains.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: downloaded

Size (bytes): 353

Entropy (8bit):  4.82144644832395

Encrypted: false

SSDEEP: 6:gQQTMhM8FrvinX/JR/X0QXQeLZ+AWGeNuhLeSqGvSqLifqWpgLIIdALnRtgAISqY:cdUrBPXpAe9+/NEi2v7/BlidoRtgAl7s

MDS5: B32D5CEA64B4FD156F47COEC0A9D8532

SHAL: 2479F764DE67D2CD836CCB27F97DD4A42232AC0C

SHA-256: 24A4D8749750DA00649D2A24744F109D7E0B2C96755282A65E4BC13B62ED18CE

SHA-512: DEED55D5DC985E1B7A09A839FD753D634C1BDE9646CD4B709950FCE3A99158FB8494103A1C78C23CBE35A1FD2716F44CD4D28B0OE94980125FE50CD92D70D0¢
9

Malicious: false

IE Cache URL:  http://https://www.premierpawn.com/wp-includes/js/dist/vendor/wp-polyfill-node-contains.min.js?ver=3.42.0

Preview:
Ifunction(){function t(t){if(!(0 in arguments))throw new TypeError("1 argument is required");do{if(this===t)return!0}while(t=t&&t.parentNode);return!1}if"HTMLElement"in
this&&"contains"in HTMLElement.prototype)try{delete HTMLElement.prototype.contains}catch(t){}"Node"in this?Node.prototype.contains=t:document.contains=Element.p
rototype.contains=t}();

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\1Pt_g8zYS_SKggPNyCgSQamb1WO0Ilwk4S4VrMDrMfJig[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 25500, version 1.1

Category: downloaded

Size (bytes): 25500

Entropy (8bit):  7.979173521989936

Encrypted: false

SSDEEP: 384:XaM7QjWHCtYGTiHsaHxFxyHsUGB5cxtc TR5zeFXhWoP3+0VAOQQi3YanZ9Z1:X7QacafxFztnyFXdxAoYYOh1

MD5: 66453AB23F41C22895B02B984EC9053E

SHA1L: 3D17D564CF86FE48C3E28COCF60COE7B2AD4532F

SHA-256: 97F0AAB4399A50C0A990B9984F99BBECFC1CEE7799E02EDAED105B15461D265A

SHA-512: F81B5598F753D57A18ADA221C6B996E78044E32FF2BIDC766BE4D7CA46873610D14574E70AF80DC98E908542A9C4A1CADAB4A90291COFF5CB4BDI5DEF842E2!
A

Malicious: false

IE Cache URL:  http:ifhttps://fonts.gstatic.com/s/raleway/v19/1Pt_g8zYS_SKggPNyCgSQamb1WO0lwk4S4VrMDrMfJg.woff

Preview:
..Zgasp..%L.... .glyf..%T..6...Y..Ahead..\ ...2prep..bL..M....i..
[X=ee y-$...@R@.@.D...H..>../d.hh......_.Y.U]...bTbl".%{%..bYbUb]bSbk'...X..,...V.A.Q..%......... @..x.T.1%P..m.mm.mm.....@.@..(.Q....nH..0wo."....Q./A..}
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..... g0}..@.@. . ..........L{C.CL..U.... K. #} L X%l X ) at e G Ve [ XD 4% 7t #LF L~ 0L ML A ash LS CLLL . Cugve WL X

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\1Pt_g8zYS_SKggPNyCgSQamb1WO0Ilwk4S4Y_LDrMfJg[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 26476, version 1.1

Category: downloaded

Size (bytes): 26476

Entropy (8bit):  7.981545405072701

Encrypted: false

SSDEEP: 768:V9+Bz3xdXhxFzmiJOu9QurlPbzY8rz+N5BDi:V9+t3vhHmiPCLrojDi

MD5: 09A84C5FA2F0997740CCOC94FA3E7991

SHAL: 51368288B38A5038DC76C493244C134F6191EF26

SHA-256: A430EA4F74A687E4003692F944956C6D2F56CCDA92FE814517F3FBB11D419B36

SHA-512: C149F6396D871D76C421BE3AFCCE90FC43AA960EA0CO74839F8D8A76D4D1456A8B40618B6ECA50D2FESBAFAEFC346150B155C6D9970C1BA17B0B888C2A91D8E
80

Malicious: false

|IE Cache URL: http://https://fonts.gstatic.com/s/raleway/v19/1Pt_g8zYS_SKggPNyCgSQamblWO0lwk4S4Y_LDrMfJg.woff

Preview:
WOFF......gl. @..6.$.jGSUB...D...B........ 0S/2......R.."b..RSTAT....... 6..@...(cmap............ Kd.levt ....... (o R
...Zgasp..". _....6..6..._hhea..’...#..$..lhmtx..'<..s........ loca..b... smaxp..d.... ... ...name..d....0....>\.post.f......
..... y-$...@R@.@.D...H..>../d.hh......_.Y.U]..".bThI".%f%..bYbUb]bSbk'...X..,..VAQ.%........@..x.T..p.P....m..;.m...mm...8.3...".W.b.....;.
.M.;Y.Oq......S.xS...S...D.f..532.9%|#.&"#~&QJ...n..s+"..J.206.uU|..rTHyEuU-.Z........ QoR....... bZ..4.t|RV.]7Ew. 4.3T5N2.0.Kg...\.\9e&..Y.X.Y.X.[0.'K. s,pls.g\r.p.rti<==
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\1Pt g8zYS SKggPNyCgSQamb1WO0Iwk4S4Y LDrMfJg[1].woff

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEIMEEXW4H4\1Pt_g8zYS_SKggPNyCgSQamb1WO0Ilwk4S4bbLDrMfJg[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 26452, version 1.1
Category: downloaded

Size (bytes): 26452

Entropy (8bit):  7.981972951536371

Encrypted: false

SSDEEP: 768:61y4WgOTZhAxFzpHfw3F10ZQAy5+oNVMDo:xZCHpHo110ZfPSp

MDS5: 86E2B45D15394A34BEAED029271134CD

SHA1L: E4A308BB9E29313FEF8A363E1E394351CCFECB68

SHA-256: 39035EBF0273E0A99A023E3A3D9BE420D7F5D9D754D59EDFD0O60DC59DA4641AC

SHA-512: B2867D72F3DE7EFE65751D1AF29ED3E5FOEOC5F8A0CICH6A041785C6703C236AB312E2462A6659EC16E103CBF1C47511B362B8F5F76401DB61CD77AB6FD53BB!
2

Malicious: false

|IE Cache URL: http://https://fonts.gstatic.com/s/raleway/v19/1Pt_g8zYS_SKggPNyCgSQamb1WO0lwk4S4bbLDrMfJg.woff

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\1Ptxg8zYS_SKggPN4iEgvnHyvvel xVtapbCIPrc[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 25984, version 1.1

Category: downloaded

Size (bytes): 25984

Entropy (8bit):  7.978124312293861

Encrypted: false

SSDEEP: 384:6WGAIZSgstmYyTMUcrnUGB5QZ4uVjO9vd1LGlyRCMJIsZRIXOHOSs3AgDdfLNksN:6nZSI7TzkZ5w9vdFGlySZuSqFfN
MD5: 44A0C7110FC9A61D4677853BEC63173C

SHAL: C036B11D5A88563E74C04E842455234664E1D19C

SHA-256: AOCAB96898F40329F422A584BBCD591CE197F97DB9BESEC061D57524159283B3

SHA-512: 9B609490F56ACF9670B5D4172A87AA08EFODE130EC66394E6BE28942AB0772051B25612863BDEAE20EAC7B08FID91405AA56DCB93D29A7D704C76956179112B(
Malicious: false

IE Cache URL:  http:i/https://fonts.gstatic.com/s/raleway/v19/1Ptxg8zYS_SKggPN4iEgvnHyvvelLxVtapbClPrc.woff

Preview:
WOFF...
...Zgasp..". . .
(XZn y-$...@R@.@.D...H..>../d.hh......_.Y.U.].".bTbl".%f%..bYbUb]bSbk'...X..,...V.A.Q..%......... @..x.L.#A.@.... vzm.m.m.m..m.6jk<...... #>%JU.AT.....i.ND.. .@.e

T

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\1Ptxg8zYS_SKggPN4iEgvnHyvvelLxVtzpbCIPrc[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 25148, version 1.1

Category: downloaded

Size (bytes): 25148

Entropy (8bit):  7.978066134183957

Encrypted: false

SSDEEP: 384:EGVYKg52syAZensaalFIfKI9TNSnUGB5{8M8MASH051d1AuhfG+5MxAJfCGE8BsSN:Ege2/AYYcvTwzgMQ51d19fUxAj6J8q
MD5: 25DF314437876654C8211E4CFDBEG590

SHAL: 36F989324BEDCBC531A8DF42E1368071B8BCC89C

SHA-256: 2E318C98A14843287469172B63F5B7EB912C1F8F255AFA26C09DA2FBB66E19AD

SHA-512: 0B37AC35B7BB75EF00412A62219B2289855016087B969253E96B1218DDBEF9AB7ACA28573B581D8924C4726BDOF50BDASBE341F565F9482D0600973EB4738E2E
Malicious: false

|IE Cache URL: http://https://fonts.gstatic.com/s/raleway/v19/1Ptxg8zYS_SKggPN4iEgvnHyvvelLxVizpbClPrc.woff

Preview:
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\JTURjlgl i6t8kCHKm45_ZpC3gnD-A[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 23576, version 1.1
Category: downloaded

Size (bytes): 23576

Entropy (8bit):  7.979995638545985

Encrypted: false

SSDEEP: 384:evykH+9E9B49CNndLoAUIGTIO80z0oRb1Jrb7ZIZ/EYh93e1rRykMKAZir2k4lyPmo:eqP9sC2dXUIF80zc5JrbNr/EM93eZRhl

MDS5: 8B763220218FFC11C57C84DDB80E7B26

SHA1L: E85E6898C8FD8B095BD694B3F1350342C7BB3F35

SHA-256: 299E5F2B6E651BFD7B4C74AA12B06BB10A1200757CC4EBD1FC4COD9D1AAFAO0D

SHA-512: 4A93693CDE6B4BAEAD17A78C6B3FF7BDIF7489D20E5BE3815751B4A1E4E034E7BB54249DEF7F8EO06B3ADE41E4333F45FDB232E67971C1817F66151F1440BDE:
2

Malicious: false

|IE Cache URL: http://https://fonts.gstatic.com/s/montserrat/v15/JTUR]jlgl_i6t8kCHKmA45_ZpC3gnD-A.woff

Preview:
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$. )L hel 208 DAF.Lua]N...%> /... X..ex
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\JTUSjlg1_i6t8kCHKm459WIhzQ[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 23480, version 1.1

Category: downloaded

Size (bytes): 23480

Entropy (8bit):  7.981253427621622

Encrypted: false

SSDEEP: 384:|EfDbJfERIrQIhTVId2GTIO8284zUEBEW3md2TOLUYXDbMdK30LmvTHc5gawV:IEf3JPrQI8d2F8WDEIWOFLTbMdK+Cvj3
MD5: 8102C4838F9E3D08DAD644290A9CB701

SHA1L: 5AF1938D1327395F47C84E57B6BA7756234D2262

SHA-256: 60CEBEA4C9183F51FBD323F14DD729E18768BE4F6395467013216AE36526CFIC

SHA-512: E8AO0D6B72163E407DE82170E4560044CAE90116D1DD3CFA20F140E4379C8AABDCS5BEAC6DDI65D0E925CAG73E41C42A858975C47F1F8152637958569D239E91F
Malicious: false

IE Cache URL:  http:i/https://fonts.gstatic.com/s/montserrat/v15/JTUS]lgl_i6t8kCHKmM459WIhzQ.woff

Preview:
. G...X.g"GPOS..........2....GSUB... ..,.0S/2..\..N..."S..Ucmap....
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\ally.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 3041

Entropy (8bit):  5.1840028998342

Encrypted: false

SSDEEP: 48:Q71QdodncHeNQ4mrIVkb27X2RScIKKNUKDANaiG5VERKIIwig TdteEdMayS: Xohvj6c6KkFeAEMbBX
MDS5: 04E5A9AFA7531AFC601E9E2160544C75

SHA1L: D3EE56E25BDD1AFFIBB6A467D63EC59D68069181

SHA-256: DD69DB050945063E092F3020E3F2D74EEDE936A5F5E723FF941E92D19BB73BFE

SHA-512: 8FA35AC9B376E6F2AF8D29120E7D6B677C351D71C158668F6B63BF74F49E83BC04FEF74ADB684DEFAB2F2731130346652323B879CA76D3ABES4CFE23DD0OB8C(
Malicious: false

IE Cache URL: http:ifhttps://www.premierpawn.com/wp-includes/js/dist/ally.min.js?ver=5e00de7a43b31bbb9eaf685f089a3903

Preview:
[*! This file is auto-generated */.this.wp=this.wp||{},this.wp.ally=function(t){var e={};function n(r){if(e[r])return e[r].exports;var i=e[r]={i:r,l:!1,exports:{}};return t[r].call(i.exports
Ji,i.exports,n),i.I=10,i.exports}return n.m=t,n.c=e,n.d=function(t,e,r){n.o(t,e)||Object.defineProperty(t,e,{enumerable:!0,get:r})},n.r=function(t){"undefined"!=typeof Sy
mbol&&Symbol.toStringTag&&Object.defineProperty(t,Symbol.toStringTag,{value:"Module"}),Object.defineProperty(t,"__esModule" {value:!0})},n.t=function(t,e){if(1&e&&
(t=n(t)),8&e)return t;if(4&e&&"object"==typeof t&&t&&t.__esModule)return t;var r=Object.create(null);if(n.r(r),Object.defineProperty(r,"default’,{enumerable:!0,value:t
},2&e&&"string"!=typeof t)for(var i in t)n.d(r,i,function(e){return t[e]}.bind(null,i));return r},n.n=function(t){var e=t&&t.__esModule?function(){return t.default}:function(){return
threturn n.d(e,"a",e),e},n.o=function(t,e){return Object.prototype.hasOwnProperty.call(t,e)},n.p="",n(n.s=465)}({1:function(t

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\MEEXW4H4\autoptimize b503b15¢c1782165a0d5a49166d9a173e[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: HTML document, ASCI!I text, with very long lines
Category: downloaded

Size (bytes): 81422
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\autoptimize_b503b15¢c1782165a0d5a49166d9a173e[1].js

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

IE Cache URL:

Preview:

5.292437236701172

false

1536:616 AFKbjy64Y3PhO/DTytOXtiNZMZOX2AlucjU15v8EOrZwFRFHrpdjTg/up8wkz:gdPhQDTytmZ2UucMv8EOrZwFRFHrpO/n
C9248A9BC93041D937B784A0A2CC3EFE

3D1B44F36DFBAC1C75F215C1029C474CBDC19BEC

AF2F828641D4955A17FAC1C89CDF517FD67694FE76CAA291AA05A29468CB5614
C2B1ED323990444C6085E4436C0F35001D12A75F3DD56C7AF74979BC869E88C8CC2121031DF1778037F6E8B6ESEOB62EE9D529181463B3ACF60C654B6D63AFAD
false

http://https://www.premierpawn.com/wp-content/cache/autoptimize/js/autoptimize_b503b15c1782165a0d5a49166d9al73e.js

/*! Conditionizr v4.3.0 | (c) 2014 @toddmotto, @markgdyr | MIT license | conditionizr.com */.!function(a,b){"function"==typeof define&&define.amd?define([],b):"object"==t
ypeof exports?module.exports=b:a.conditionizr=b()}(this,function(){"use strict";var a,b={},c=document.head||document.getElementsByTagName("head")[0],d=function(
b,d,e){var f=e?b:a+b+("style"===d?".css":".js");switch(d){case"script":var g=document.createElement("script");g.src=f,c.appendChild(g);break;case"style":var h=d
ocument.createElement("link"); h.href=f,h.rel="stylesheet",c.appendChild(h);break;case"class":document.documentElement.className+=" "+b}};return b.config=function(c)
{var e=c||{},f=e.tests;a=e.assets||"";for(var g in f){var h=g.toLowerCase();if(b[h])for(var i=f[g],j=i.length;j--;)d(h,i[]])}},b.add=function(a,c,e){var f=a.toLowerCase();if(b[
fl=e(),b[f])for(var g=c.length;g--;)d(f,c[g])},b.on=function(a,c){var d=/"\I/;(b[a.toLowerCase()]||d.test(a)&&!b[a.replace(d,")])&&c()},b.load=b.polyfill=function(a,c){f

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\bbb-acredited-business-logo[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 180 x 180, 8-bit/color RGBA, non-interlaced

downloaded

9994

7.950440631202732

false
192:RS3PR3axpCOuo2cjaTIABK4KoDapgZ+zrohaFYDaYu7U:ROPx+COugelz4KSXErCF3Yn
746928AAF6F9927E1612229789101B1B
5DCE32627D38471DB5BD864EE940C51693FFCASB
3C1C6C613826A7194C199FDEDED87ACEF88B5B0B4DECE835928527F51EF0F924

12D13199D7360E660ED541E0705DA6D3ES0D08436AA7900F511276 ADB4AEABBEGC0649EDE385E6C457B32A661CBE31D41B6778E8C711FF166A99BC6D8D41BC3
C

false

http://https://www.premierpawn.com/wp-content/themes/Premier%20Pawn/images/bbb-acredited-business-logo.png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\canadian-jewellers-association-logo[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 195 x 64, 8-bit/color RGBA, non-interlaced

downloaded

16622

7.979772880874399

false

384:jR5GKUh08h2znbrd5bMkaFXY5Zq9EJgWrGFzijMh:jlh08hIbhmkgY mWr4zijS
3B41DD63577E1ADD7DBEE2819FBD9F40
OECE2009B80B4F4A26FA155BEFD6465CB468E46C
099BODC57F8465CDD0538229E9743B752A910CCB6752D67BEB55F0B39B0OAA2FD
0768FEEBAD2F18CE75661195B011D93A19BC31128FOCCB5E94298E8BF620711F315D898BB278FF81B38B02707C1466F53E1FD8753F9F0A8D519004EEEOCBF203
false

http:fhttps://www.premierpawn.com/wp-content/themes/Premier%20Pawn/images/canadian-jewellers-association-logo.png

@.....[.... IDATX.J.TW...v..D....."...@)uZ*.GIK.A."H..E.k.$.1.@ xv.u{.......... oSl # 3L XL APWLLB.CLL LA O LW HL 8= N LS.
NP 2o XVEF N S>PQY. V. ZJE~ ... \.0.X,.8~. . DEEAf./F.. ].....
Z..X...0..c"QQ.F..*/(,,,000(*,....5....~~>D......P[[.7n..0r]<.>...[...}...B!
AN #.4.2..9...0%. Lv.-..Gk.0..

.b...X0..’6..h4.T&#..k..R*A....q.....,.0$.....0...Y #cQJUE....{.."......3.....
J<..St...@@ ... XOH..+W..... T*..&G....Y..Z .B..Pp-%......7Q..".3.f...;d..(.. C.yS..H.Tz0ap..].B/9Tg..>k...;.{r6;.{..A...G...8
.+.0..KA.6.. ...e..6;.n..ud.w)....... l...ta.A... 2 S ZE.... q.HL........ xy...9w.d.P....|..1.B.H.4..&!.r.<d .v. #Y. }iF...

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\dom-ready.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

1219

5.045667952574819

false
24:Q77537w/Whiz7vBmGalRIYTu9cwMY3I0SSCzfIZ7ksfA7YRvKe1x3:Q7z1euMY69cQiSd07khEwelp
7T7F4499F6BA18D926FAA81CF5E3FOACO
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\dom-ready.min[1].js

SHAL:
SHA-256:
SHA-512:

Malicious:
IE Cache URL:

Preview:

20BFF9767AA636AC89E42A4C99243CA8BBOC1ESD3
E73356D7F272C8B109EF3B61568F5502C6F6B7FB698D4446364C9A02965F985B

C4314B3BDFC697DAC74AC20089C4FBFE39C7E1EF369893C9D7EB26555C76B038E6F09B08108C432EE81F460C7FCO7EE92B2666D88FO58E05AC30A2AD75FCEF
4

false

http://https://www.premierpawn.com/wp-includes/js/dist/dom-ready.min.js?ver=eb19f7980f0268577acb5c2da5457de3

/*! This file is auto-generated */.this.wp=this.wp||{},this.wp.domReady=function(e){var t={};function n(r){if(t[r])return t[r].exports;var o=t[r]={i:r,l:!1,exports:{}};return e[r].
call(o.exports,0,0.exports,n),0.1=!0,0.exports}return n.m=e,n.c=t,n.d=function(e,t,r){n.o(e,t)||Object.defineProperty(e,t,{fenumerable:!0,get:r})},n.r=function(e){"undefin
ed"I=typeof Symbol&&Symbol.toStringTag&&Object.defineProperty(e,Symbol.toStringTag,{value:"Module"}),Object.defineProperty(e,"__esModule" {value:!0})},n.t=funct
ion(e,t){if(1&t&&(e=n(e)),8&t)return e;if(4&t&&"object"==typeof e&&e&&e.__esModule)return e;var r=Object.create(null);if(n.r(r),Object.defineProperty(r,"default",{enumera
ble:!0,value:e}),2&t&&"string"!=typeof e)for(var o in e)n.d(r,o0,function(t){return e[t]}.bind(null,0));return r},n.n=function(e){var t=e&&e.__esModule?function(){return e
.default}:function(){return e};return n.d(t,"a",t),t},n.o=function(e,t){return Object.prototype.hasOwnProperty.call(e,t)},n.p="",n(n.s=429)}({429:func

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\hooks.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

6937

5.138519487101676

false
96:5XAm270DCpWN/06hIDu/3+/waXfP1RfWeru64T7mROfp7/Rh64i:5wmoWCpWN/06hlg3gTIWeCF7nET
3C0571406F9850BBC675F7ACC8071095

DCC4AB91783983909525238B59646BFF64D91891
21A9753C3327BF6348A1E76B45A2A620694F77283564C6728068467CF1B3868B
E863E6793FEOA59DAEG31954B04786DD1B825199E8E932A74FB664EEBBF1322CB406099FF70DBESF34C02338C713748294067B5A8C0OBCD74B5C9813BC27261FE
false

http:// https://www.premierpawn.com/wp-includes/js/dist/hooks.min.js?ver=50e23bed88bch9e6e14023e9961698c1

/*! This file is auto-generated */.this.wp=this.wpl||{},this.wp.hooks=function(n){var t={};function r(e){if(t[e])return t[e].exports;var i=t[e]={i:e,l:!1,exports:{}};return n[e].cal
I(i.exports,i,i.exports,r),i.I=10,i.exportsireturn r.m=n,r.c=t,r.d=function(n,t,e){r.o(n,t)||Object.defineProperty(n,t,{fenumerable:!0,get:e})},r.r=function(n){"undefined"!=typeof S
ymbol&&Symbol.toStringTag&&Object.defineProperty(n,Symbol.toStringTag,{value:"Module"}),Object.defineProperty(n,”__esModule" {value:!0})},r.t=function(n,t){if(1&t&&
(n=r(n)),8&t)return n;if(4&t&&"object"==typeof n&&n&&n.__esModule)return n;var e=Object.create(null);if(r.r(e),Object.defineProperty(e,"default",{enumerable:!0,value:
n}),2&t&&"string"!=typeof n)for(var i in n)r.d(e,i,function(t){return n[t]}.bind(null,i));return e},r.n=function(n){var t=n&&n.__esModule?function(){return n.default}:function(){re
turn n}return r.d(t,"a" t),t},r.o=function(n,t){return Object.prototype.hasOwnProperty.call(n,t)},r.p="",r(r.s=451)}({15:function

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\i18n.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

downloaded

10166

5.277279427056485

false
192:To5ish3ZbL8IV4eaBOVTQqTqR34cgFDVHIX9Ng9U7412w/:Fsb3ZbLnOstfDVHtx9Ng9U7412M
704D7010E98873DC0852D3B75FBD5F1E

17018B06E036A1241A07AB23C024078B51283B2A
1FEF7A46A32609D5704FA770E930A73ECEFD399E367BF8A2D0B6E18292126BEF
A73218FB470CFD4E7118EEB7A92259CEBB1766EF22F710FE0A15D274173819A15FC3AC1BEC7C778F08DB7A4C59A5560AF005456B2814E4B405A5657EED23031!
false

http://https://www.premierpawn.com/wp-includes/js/dist/i18n.min.js?ver=db9a9a37da262883343e941c3731bc67

/*! This file is auto-generated */.this.wp=this.wpl||{},this.wp.i18n=function(t){var e={};function n(r){if(e[r])return e[r].exports;var i=e[r]={i:r,I:!1,exports:{}};return t[r].call(i.exports
Ji,i.exports,n),i.I=10,i.exports}return n.m=t,n.c=e,n.d=function(t,e,r){n.o(t,e)||Object.defineProperty(t,e,{enumerable:!0,get:r})},n.r=function(t){"undefined"!=typeof Sy
mbol&&Symbol.toStringTag&&Object.defineProperty(t,Symbol.toStringTag,{value:"Module"}),Object.defineProperty(t,"__esModule" {value:!0})},n.t=function(t,e){if(1&e&&
(t=n(t)),8&e)return t;if(4&e&&"object"==typeof t&&t&&t.__esModule)return t;var r=Object.create(null);if(n.r(r),Object.defineProperty(r,"default’,{enumerable:!0,value:t
},2&e&&"string"!=typeof t)for(var i in t)n.d(r,i,function(e){return t[e]}.bind(null,i));return r},n.n=function(t){var e=t&&t.__esModule?function(){return t.default}:function(){return
threturn n.d(e,"a",e),e},n.o=function(t,e){return Object.prototype.hasOwnProperty.call(t,e)},n.p="",n(n.s=456)}({207:function

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\jewelers-of-america-logo[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 209 x 124, 8-bit/color RGBA, non-interlaced

downloaded

8426

7.967081197489201

false
192:BqPDbrCvXJnjzBCdIXdx5yCofWDNFAT1IB3CUGSMs3PHoSXu:kfWPhfBCedHo+DUqG5sPoSXu
C50BBAA27133422BBC783D9D44D7B800

16876BE49786890B5ECBDC5D0213A28ACD19C5BE
59AC4B6A529FE7F008B4CCBDA4E6D6A1F6446BAAE4A7AAEBF5E02B0SA35FESECES
A581FF6969B6C6B5914987CCFB401152DCD2B589DE43980C26C50FA432D9B4F473A7A384B218CB7122C30D4FA6442C19F35D97D71AA58BC865F159776F7E840;
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IEIMEEXW4H4\jewelers-of-america-logo[1].png

Malicious:

|IE Cache URL:

Preview:

false

http:// https://www.premierpawn.com/wp-content/themes/Premier%20Pawn/images/jewelers-of-america-logo.png

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\jquery-ui[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

32046

5.078852773745703

false
192:Q1StQYpyLPMN1rOsNJdBJU39Mfe3zYZQY+w+ea5Y6B2SmNUmM2T8BW5580V4v9i6V:GYpyLPhOozk1lnek+Tx5HV{zS25Sfp
D172B560B073F3BC42FEA160BBFF96A2

680D2ABBECD20E970F207E9FDF85E996D5E 72580
9C286C1A80773A8C752FFC323AEC348776F86AB242A4E58636B87F376E0853B1
9538E5ADEEGEF0262415E92424C09610B69B4F02CD2FF4EBA5470945EE8648EA6D411386751F0F1A7AB2C851D7926A8638ECI6DEAE39D27C1B87036B13CB042!
false

http://https://ajax.googleapis.com/ajax/libs/jqueryui/1.10.3/themes/smoothness/jquery-ui.css

/*1jQuery Ul - v1.10.3 - 2013-05-03.* http://jqueryui.com.* Includes: jquery.ui.core.css, jgquery.ui.accordion.css, jquery.ui.autocomplete.css, jquery.ui.button.css, jque
ry.ui.datepicker.css, jquery.ui.dialog.css, jguery.ui.menu.css, jquery.ui.progressbar.css, jquery.ui.resizable.css, jquery.ui.selectable.css, jquery.ui.slider.css, jquery
.ui.spinner.css, jquery.ui.tabs.css, jquery.ui.tooltip.css.* To view and modify this theme, visit http://jqueryui.com/themeroller/?ffDefault=Verdana%2CArial%2Csans-serif&
fwDefault=normal&fsDefault=1.1emé&cornerRadius=4px&bgColorHeader=cccccc&bgTextureHeader=highlight_soft&bgimgOpacityHeader=75&borderColorHeade

r= &fcHeader=222222&iconColorHeader=222222&bgColorContent=ffffff&bgTextureContent=flat&bglmgOpacityContent=75&borderColorContent=aaaaaa
&fcContent=222222&iconColorContent=222222&bgColorDefault=e6e6e6&bgTextureDefault=glass&bglmgOpacityDefault=75&borderColorDefault=d3d3d3&fcDefault=5555
55&iconColorDefault=888888&bgColorHover=dadada&bgTextureHove

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\MEEXW4H4\jquery.ui.touch-punch.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

downloaded

1291

5.2438790660600905

false

24:NVNdp+zAgbf6 ESCbx7pCHHrw6dJEIttJIQSXXtR/MSFQEIYIQEHfn:NVNdA8YtgFEJKVEIME/
700B877CD3ADE98CE6CDA4BE349D81A5C
C1C36E6927436231EB20474356B29667C4C648AA
000854D782781AFF1B16EA5451C1DA3D0O7EFADD35AB911CCB7E4B851571A25BD

D1B12D2B451235DF7A3273B85E11FC8E1BF79F2445D1E2BCEE92647BAAG461FDDC334B83221349CBD96DBB3AA0CA9A08157C37252BA2CB4E2D564E008E965LC
67

false

http://https://cdnjs.cloudflare.com/ajax/libs/jqueryui-touch-punch/0.2.3/jquery.ui.touch-punch.min.js

/¥, * jQuery Ul Touch Punch 0.2.3. *. * Copyright 2011.2014, Dave Furfero. * Dual licensed under the MIT or GPL Version 2 licenses.. *. * Depends:. * jquery.ui.widget.js.
* jquery.ui.mouse.js. */.!function(a){function f(a,b){if(!(a.originalEvent.touches.length>1)){a.preventDefault();var c=a.originalEvent.changedTouches[0],d=document.cr
eateEvent("MouseEvents");d.initMouseEvent(b,!0,!0,window, 1,c.screenX,c.screenY ,c.clientX,c.clientY,!1,!1,!1,!11,0,null),a.target.dispatchEvent(d)}}if(a.support.touch="onto
uchend"in document,a.support.touch){var e,b=a.ui.mouse.prototype,c=b._mouselnit,d=b._mouseDestroy;b._touchStart=function(a){var b=this;!e&&b._mouseCapture(a.ori
ginalEvent.changedTouches[0])&&(e=!0,b._touchMoved=!1,f(a,"mouseover"),f(a,"mousemove”),f(a,"mousedown"))},b._touchMove=function(a){e&&(this._touchMov
ed=!0,f(a,"mousemove"))},b._touchEnd=function(a){e&&(f(a,"mouseup"),f(a,"mouseout"),this._touchMoved||f(a,"click"),e=!1)},b._mouselnit=function(){var b=this;b.e
lement.bind({touch

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\kelowna-chamber-of-commerce-logo[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 136 x 120, 8-bit/color RGBA, non-interlaced

downloaded

18508

7.980370217310652

false
384:r20/h9HPT5/ubOIToDGIV5PB7IXxCt8UGpz5D7FRHM8C4AaeS+C:SIPkbOdRR1IXABUWI7FRHM8EaeS+C
DF1899B2D4103EA8ED42F6BOFA32AF11

580EF55A79E8D4C493ACC7ACA1ABB5A4B098A50D
5BDC1056C971B2A08979446CCE9088246535024043FF4EBE12AC286BCC1CB35F

0E356552C740414961FADA71CCA26D6BCBB4024314CC99282C9559A5BEEE2A6B3BFC10F5A3664ADOEFFBE24AECBOF82D1FD90BB7B8B1EB151366B2150B7F34
82

false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\kelowna-chamber-of-commerce-logo[1].png
|IE Cache URL: http:// https://www.premierpawn.com/wp-content/themes/Premier%20Pawn/images/kelowna-chamber-of-commerce-logo.png

Preview:
PNG........ IHDR......X.....)(.K.. .IDATX....U...3.n.n.$... ALw. A +.......bA@...A A5.. ...M..Wg..}s"..n.MO...3yo0....sO?W.j.:[R..(.r...H..IUIW%.Im>.R%..QE.....H.1.R.$..9
=.RA<...{G;R&HR....Z.E.iM7..0.M.h.(..*$.+..j-]*..).0.-.8"U....%.@..H\.T\IF ... T\ #..z. . UPJ.* )R.+J.T.JW.b.RQY.\.Z.vSu.;i..\.P..iU.
YE.6..P.....tLX..Cc.+. T%.Ei........ J.esmJ.mn.%l.?.P.....>=.Lu..K..).". jnU>.r. T.JAP[.8R*....U..U.E.N.....M&..C <SVT.*P.UZAZ.J....Y.* Y. XA8.P.X-\5*7A..Y..0...
..B5+.C)LK..I.LNQ*.0.(L..U....*..d9cG.BG...|.S..).u......V.R.;...T....%...... ML XPa B.$.G.+.. .. .W.J6T.F.T.(.W#Q.* He<."..... Pa:. V... X.6...%..LE_.{.
L7S+3.0) Y% ew! L5 L # vy 1.35..9. . ...U.H.R..B..jmiRs>.\\P:*..P.......+.T.8.2y.G.R.1.U..L..K.T....eu.a..s...../[R*.4)v..* #o Hc....}.Azz....t..ZT...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\national_pawnbrokers_association[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 1x1, segment length 16, baseline, precision 8, 150x81, frames 3
Category: downloaded

Size (bytes): 4189

Entropy (8bit):  7.8567599939033865

Encrypted: false

SSDEEP: 96:7V2EbMF7U3KZx3JzFj+l0gTrcO0TVIrnOmH6UdosAZ: 7V2wMF7U3KZXFURqfcXhirn99K

MDS5: 10A7AF9B6BD4D25CCIDFEBA91E2974E5

SHA1L: 001A280A4A8B8D9B312DB306729E3BB1E768CB87

SHA-256: 8651E1902EEOEC7F2145A72D07F474B9D2CB4F996F8BF5FB101E1BED7C651D85

SHA-512: E80C6AA0230EA53925F73BE43CD1950D8CA7A7172E26E8847F104ECC767AA85812BB92B60E1E7B70B46306AB3EBO09C47946544CA24370F32E2EDAGF76795797
Malicious: false

IE Cache URL:  http:i/https://www.premierpawn.com/wp-content/themes/Premier%20Pawn/images/national_pawnbrokers_association.jpg

Preview:

&'()*56789:CDEFGHIISTUVWXY Zcdefghijstuvwxyz...
N LAL0# E..Z.g.dorN....8..Lo.lo,.D..m.s...pkAL_ X~ 50 KL-9]3.0.0.2.8..CL
LU Z KV LK S8 L2 =2.Quu;.4.CLLThS g L Y L%t v R 20 G S L2 T YE

e.NFF885._.} ..<1.6>....+...1.0}.Z....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\pro-fa-brands-400-5.0.10[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Brands Regular family

Category: downloaded

Size (bytes): 3122

Entropy (8bit):  4.51040969910744

Encrypted: false

SSDEEP: 96:dD9BD9aD9ZyggP7PAbDHBOWaD9eD96wD9ecD9yDIMXDIIrFODIEWDIfDIEV:d/wrygvDRaO0w0OcO8PWwWIWV

MD5: C3986BD997243B723A4CDEA6B39124D5

SHA1L: AF8946A604320883B32B41A78B0047964C3EOFBB

SHA-256: 4C367CEBGESD3EE2996E8332416BE60470CB1E4B6E57A693109643548DECDOGF

SHA-512: 7CEB581FCE3BC70A326283D732DB2E4ECOC8A869AEC14FBOAE280A04DFIB7D2DCEFSAFS5CAEIES02199CACT7FEEG412A440A9D3A29AE676EAAOF96664058AF]
E2A

Malicious: false

IE Cache URL:  http:ifhttps://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-brands-400-5.0.10.eot?

Preview:

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\MEEXW4H4\pro-fa-brands-400-5.0.11[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Brands Regular family

Category: downloaded

Size (bytes): 5826

Entropy (8bit):  5.727545426330368

Encrypted: false

SSDEEP: 96:VDIBD9aD92KpSXgfraVo4+ZgShVbFEQDvvC9tpsgk8aZ0WabD9eD96wD9ecD9yD9c:V/wcKpSQfrn4+ZjeQDvvOtpilJa00w0O

MD5: 08AOE1D6F6F43DB6D3DB1892BD305EC9

SHAL: 32339D6024BB5F6B7B3B0871B89DB4AD8CIDFACC

SHA-256: D42A43961B51EEE05616234A861DB1988A4EAEFCBD353140C8D8ECO3DDBDFOD3

SHA-512: 77332328674BE24D5BA1C5CA5F13DOFA9D8B5AF7A8F36BOCOEF5186D15F040C94461FECD4EG99F9588986FFDOELA9C7BD926BBEECB6EAC85DD6366FF8A34D¢
04

Malicious: false

|IE Cache URL: http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-brands-400-5.0.11.eot?
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\MEEXW4H4\pro-fa-brands-400-5.0.11[1].eot

Preview:
.................................. LP.iiiiiiiiieieiev e FONE AAlweens.o.mee. 5. Biranud.s. .R.e.g.ular....R.egular..L.3.3.1..523. (.Fo.nt .Aw.e.s.ome..v.e
r.s.i.o.n.:. .5..15..3)...F.o.nt Awes.om.e. .5 Brands. .Regular........PFFTM._p...t....GDEF.*....T....0S/2C.RG...X..."cmap. L...gly
fi<#.t...head.F......... 6hhea........... $hmtxj......... Dloca...”...P...$maxp.Y.v...8... name.......T....post?}u........ p....K....
.S, N | IS, O

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\pro-fa-brands-400-5.0.12[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Brands Regular family

Category: downloaded

Size (bytes): 6918

Entropy (8bit):  5.675327112258697

Encrypted: false

SSDEEP: 192:9/w8zTh20u04kLva015XCGMXtPyUbRGuU0a00w0c08PWwWIOWKT:zzTi2va015Sftt7U

MD5: F31DB407541733F43736949D409E4540

SHA1L: 386C3EFE472A1587780012F310A26782676A5EC9

SHA-256: 93F6519BE08B758D70019B064A2E497C9645EFD249F508C54B8AAC7D7BEIAFEB

SHA-512: CFOC5A17576CE33458DB64BB8ED73018D7544F9530B6615E2E143C6EF583B1DFDEBE9ES45D430D26AA7F022DFB2A245407A61C1D647FA045FB353CEA224ECA
0

Malicious: false

|IE Cache URL: http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-brands-400-5.0.12.eot?

Preview:
.................................. LP.cociiiiiiiiiveend?elFooinit. AAwees.oomee. 5. .B.ra.nds. .R.eg.ular...Regular.L.3.3.1.523. .(F.o.nt Awes.om.e..v.

ers.io.n.. .5.15.3)...Fo.nt Awe.s.ome. .5 Brands. .Regular..

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\pro-fa-brands-400-5.0.1[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Brands Regular family

Category: downloaded

Size (bytes): 2874

Entropy (8bit):  4.251880577991298

Encrypted: false

SSDEEP: 48:ftwDIWGD90ID9ctiX8wdC56bUOUuTaDIW7D96wD9ecDIyDI0ZXDIIrB5FPMDIEWDI:uDIBD9aDIctiMw85iU0WaD9eD96wD9ec
MD5: 0A9AD461FABD618F6FCAEAF960851E6C

SHA1L: CAEC36191A304F78A275C52290048040EF17B52A

SHA-256: 9BD7A418AA6A4A1FB455BF37C4D00E43E557A128288D91BD50FD44AA08AA3312

SHA-512: 0039C73778D4075D5A4D8A654F6CB45E9E1A3A22D8A55D1B04F6C888F604282DF62035D1D263C254394FC02709DAED3D47D06240B58D29CCF2215A5416D47B2
Malicious: false

IE Cache URL:  http:i/https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-brands-400-5.0.1.eot?

Preview:
SO LPoiiiis 3o FONE Awee.s.omee. 5. Brands. .Regular...Regular.L.33.1.523. .(Font Awes.om.e. .v.
ers.ion.. .5.15.3)...Font Awes.ome. 5 Brands. .Regular.......PFFTM._n..... GDEF.*.......... 0S/2B.Qs...X....cmap...p....... Jgasp........... glyf. " (*...$

$hmtx.z... loca.(.h........ maxp.J.2...8... name ..post*G.....|...

PfEd...k.%......... T

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\MEEXW4H4\pro-fa-brands-400-5.0.3[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Brands Regular family

Category: downloaded

Size (bytes): 7866

Entropy (8bit):  5.905265227445293

Encrypted: false

SSDEEP: 192:k/wluplidg+tAPdTChvekjuXKgPnGdft4a00w0c08PWwIOW7Nx:xupsd6P lieuoK6nGdLdNx

MD5: 5264CF81E914D345DBF38FDOE4BGEGEA

SHAL: D43751DFC245A76FA891F1B2C0BDD3B8B2972B70

SHA-256: 730374A8D9BC03D8815CAB74595AC3B3A236CB3A7863F64F347EB3558F3F139E

SHA-512: 462EEF241AC63ED5DE9582233E7BCCDEAFEES89FE45A0E4ADEFOE1CDF07268150424DES5D7C891CDESD856D44628BA7967FB8A7D7AF725A4E8926BEATF1EFAC
9CD

Malicious: false

|IE Cache URL: http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-brands-400-5.0.3.eot?

Preview:
.................................. LP.iiiiiiiiiciiecvccv e FLONLE AAlwees.o.mee. 5. Biraanad.s. .R.e.gular....Regular.L.33.1.523. (F.o.nt Awes.om.e..v.
ers.ion...5.15.3)...Fo.nt Awes.ome. .5 Brands. .Regular........PFFTM.._o..l...GDEF.*....L...0S/2C.Q....X....cmap.V.......... gasp....... D...gl
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\pro-fa-brands-400-5.0.3[1].eot

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\pro-fa-brands-400-5.0.5[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Brands Regular family
Category: downloaded

Size (bytes): 3470

Entropy (8bit):  4.794221410004019

Encrypted: false

SSDEEP: 96:81'YD9BD9aD9rjpjUWiPt91fsFOWaD9eD96wD9ecDyDIMxDIIrFODIEWDIfDIEh:8IY/wtpQ91fca00wOcO8PWwWIWh

MDS5: FEO4CF23C97F84B697AD9463E066804B

SHA1L: CA7F0100851B74E4CE3326A42B4DFCA9D104F6A9

SHA-256: 9F1B082E731B1319F9FFED44DA7B0523C997BD48460FABE7A4BC96C0ODDI39D09

SHA-512: 11B12744495E9DE12E9C717B8854C9AFAA315B0ABEDA50D47122101711B02B80B74D33C2995A5F1A843AEC07344A43ECD05B2472B2BEDBEALFD4D7E77ABFIF
F

Malicious: false

IE Cache URL:  http:/https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-brands-400-5.0.5.e0t?

Preview:
FOT PP PR LPoiiiiiii U....eeeeeenlFOont AAweess.o.mee. 5. Brrands. .Re.g.ular...Regular..L33.1.523. (F.o.nt Aw.es.om.e..v.
ers.io.n.. .5.15.3)...Fo.nt Awe.s.ome. .5 Brands. .Regular.......FFTM._o0..@...GDEF.*..... ....OS/2E.R= ..Jevt ...D...(....gasp........
...glyf.._=..8... head.......... 6hhea.F.E...$..$hmtx............ loca....... ,....maxp.N.....H... name....... X....post.P........ 5. KU < VDV Ve X
. T et s [ D [ RW...RW....oooiin

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\pro-fa-brands-400-5.1.0[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Brands Regular family

Category: downloaded

Size (bytes): 4402

Entropy (8bit):  5.354649370576883

Encrypted: false

SSDEEP: 96:MD9BD9aDILPZPBzsPhUQF/AecOWaD9eD96wD9ecD9yDIMxXDIIrFODIEWDIfDIEHJI:M/WtPZZQP6S4Ba00w0c08PWwWIOWHJ
MD5: 384C5D32B664220FD93584679ED4564F

SHA1L: C2AC821E3522F4A323300191867E87956C5293BC

SHA-256: AFBC05385E0602C5A2E51A7F987D085007C16D6AE82ACOC108B1005CAFF68022

SHA-512: DE56013DD112391BBC3162BEA16521D208CA3CAESC54F72E9D40F185672E7CDE066DFFB42EFF70912D56D7B628050B32721EC63EAGF255512AF7FF6866A5217
Malicious: false

IE Cache URL:  http:i/https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-brands-400-5.1.0.eot?

Preview:

LP.iiiiiiiiiivccciceen LFONME A wee s.0.mee. 5. Brranad.s. \Regular...Regular.L33.1.523. .(Font Awes.om.e. .v.
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\MEEXW4H4\pro-fa-brands-400-5.11.0[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Brands Regular family

Category: downloaded

Size (bytes): 4258

Entropy (8bit):  5.25752141251496

Encrypted: false

SSDEEP: 96:slYD9BD9abD9KaRgjmLFwp6eMUQtENEEpZ/Z0WaD9eD96wD9ecD9yDIMxDIIrFODO0:sG/wAugwwQaNEEpZJa00w0c08PWwOWUM

MD5: 239985D338698B821D4153AE15D27524

SHAL: DOA533F063ECO4EE67A4B123A20774E5CA77DB71

SHA-256: CC7B225FCDF6FC1520FE286E1E6DC24CC5DAFCBC1F00060F78B125321FEB50C4

SHA-512: C93786A75402ED95FCD617A476118465FBDD8AA363D99EDIEDFAAFI1IDEAS9AIDIA95B37896CEIECI32725F2BCB42414BFD5B32C7D0E649283372ACDC8F5F9!
cC

Malicious: false

|IE Cache URL: http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-brands-400-5.11.0.eot?

Preview:
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\pro-fa-brands-400-5.11.0[1].eot

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\pro-fa-brands-400-5.3.0[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Brands Regular family
Category: downloaded

Size (bytes): 2914

Entropy (8bit):  4.278841069627843

Encrypted: false

SSDEEP: 48:n/JWD9WGD90ID9DJIVORKT1GO0uTaDIW7D96wD9ecD9yDI0ZxDIIrBSFPMDIEWDIfV:nRWD9BD9aDID/oRKAOWaD9eD96wD9ecr

MDS5: 4D06B2B3AE3F10133099DFE40ECB38AC

SHA1L: F212653222AF5E9C2FB140A2B67AF92805AF32AB

SHA-256: 092BE6092EEOBC4E2359BFC5DC322561AC504C43CEF75DFC9C50134BE6568231

SHA-512: 256FCA23E83D7828AB6895ECEAT7970524B6D54C934F777BC3A96483DE7AB0FIE309261D71699EBE7B057F9DB840133A267224BB17BB06A41BED9802CAD8501D
Malicious: false

|IE Cache URL: http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-brands-400-5.3.0.eot?

Preview:

.5..15..3).....F.o.nt. .Awe.ss.om.e. .5 Brands. .Regular........ FFTM._q.......
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C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\pro-fa-brands-400-5.4.0[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Brands Regular family

Category: downloaded

Size (bytes): 6794

Entropy (8bit):  5.539779205830247

Encrypted: false

SSDEEP: 192:T/wiY mkU+pk4ylWvwsyDU9BokPa00w0c08PWwIW;ZI:roiU+OSPJZI

MD5: 2C20AC8AA5C468C2980E3E48EDD1FEFO

SHA1L: 43A24D1D121D0AE4A4647963627252B11AEAEAF9

SHA-256: 9B70B38FF32AE0748EBEF072E6C52A1CC14804CA927AAFF19F7B1C2E8285A9DC
SHA-512: 8729651600BA4FEBC4C3BFB54362075E884E3C8A63C3ECD223705CE67371714EAD5S501CF95719FA68743721C6BCAF98843B30A318D86B17FB7261DDD97EE3BD1
Malicious: false

IE Cache URL:  http:/https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-brands-400-5.4.0.eot?

Preview:
e X LPoiid \ovvveee.FONE Awees.o.mee. 5. Brands. .Regular...Regular.L33.1.523. .(Fo.nt Awes.om.e. .v.
ers.ion.. .5.15.3)...Font Awes.ome. 5 Brands. .Regular..

L2 LELGILE

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\MEEXW4H4\pro-fa-brands-400-5.6.0[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Brands Regular family

Category: downloaded

Size (bytes): 6318

Entropy (8bit):  5.7403509869523

Encrypted: false

SSDEEP: 192:g/wv0gnU6y5YhLgbZW+abTa00w0c08PWwIOWfd:30UMpZW+9Nd

MD5: 3D4D61610A652AC557DCC156BB7FAFFD

SHAL: 23D1A17EDAF60937090ADASEA86DAA389949C42E

SHA-256: BAF80AA214BAABFF1BA70F8DA941D308DBAE3B2110762A5D36233591559DB4BC
SHA-512: 8F8E1389F296F2E3837C11E31F0A4169ADFA26E1DC5093365696EBOAEAL711EC2620B83E31296424998D4AE1C8A3AFA61B6C65CCOE7981244FA969924AA0907F
Malicious: false

|IE Cache URL: http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-brands-400-5.6.0.eot?

Preview:
O o .
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\pro-fa-light-300-5.10.1[1].eot

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Embedded OpenType (EOT), Font Awesome 5 Pro Light family

downloaded

23970

6.311989887474906

false

384:RfW2tydT/CGgchVNSERmM5GU7aJXLLD5fOh5jsanC/nCmy28f:Rfrtyd TKG3VNIJM5GO+D10hRsanC/nCml
56494F4A43BECAOB226FDAC2B5843722

24651B8660C37317D455548CCFA7D93ED588ADD7
2FD64B9B53077FE621A43C7A4363CB177EBSDA6DBDF60A0A1DF441313DF6248F

28FD9EOES5D8065C11E258A5D3D1AC2B36411CES59EDF1E83BF5CF890BFB098799D60B9B7A65A084B69BF66CEB1938FBCALFAS5F477A2F3EA2254847D8D3DCA
18

false

http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-light-300-5.10.1.eot?

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\pro-fa-light-300-5.11.0[1].eot

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Embedded OpenType (EOT), Font Awesome 5 Pro Light family

downloaded

35570

6.309494646220298

false
768:6dPv8eYV4BSzf+8Dcfyz2p3zFc+3EYbXLu+RygxPilKXPJIDP4:iX8eYV4Bw+86rp3zFckEY XLu+RygxOKW
551F54A7C114C2DEAEE83F41BCB63EDF

6A5D10ED1D69E271A7C10A6043210531042DCAAL
023CAE08B7F16579FFC35574CD79420260A260F216BB5D2886ECID16C2B8A714

AC382E1E63AFB259F299AA25FB6DEGBD7D94E7D37A62106C94BAF6E414F305F97389A4153D13A3EF00DF71C1952542DF7782B2C95DE040047D3DDF5E4C783A¢
B

false

http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-light-300-5.11.0.eot?

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\MEEXW4H4\pro-fa-light-300-5.11.1[1].eot

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Embedded OpenType (EOT), Font Awesome 5 Pro Light family

downloaded

24914

6.354993984969343

false
384:Z2ENAdNVI8Bc/LAGITIZVECapMNydMMFcCvjmo4WO0Yc6ComjvHdk:Z2E+Y8BOY 9hfklcCvyZUc6ChjvHdk
7A38B5F64539B8E70A121B6E4AFCA276B

D5316BEDACA9FESDF019DAA3EB4B66A7C625B1DA
FB2D17E99A7D30C9900F8B377D0255E9E1A643E1F22A28E6B9A0F2217024CE04

1B4ED673EE3AAS3AFDB6DFDBA06BB462E851B411070F2FE581A9463F1CFC60AC6A1E211B1F257792B2977A27F4ADA97CCOC515B5D1013D1E6G095A6AC274A210
8

false

http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-light-300-5.11.1.eot?

....6hhea.@. S$hmtx.w..
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\pro-fa-light-300-5.12.0[1].eot

Process:
File Type:
Category:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
Embedded OpenType (EOT), Font Awesome 5 Pro Light family

downloaded
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\pro-fa-light-300-5.12.0[1].eot
Size (bytes): 14206
Entropy (8bit):  6.197077104183964

Encrypted: false

SSDEEP: 384:7995BN4Ti+S2tomK8WLEjHW2qdPUwap2QKMmT+kl:79qtaisS4vge+Mmijl

MDS5: 903E01CFFCED70A914AC8DEF60CACE25

SHA1L: D474EB505406422CB38FC15303B3C6059993A275

SHA-256: CO7F48FBC8136D5101D92B8DAA7F780CC20DEC46268352B03C3FB66A542B8C27

SHA-512: 22DE3F3644765A8BDEFD507DECD489E467DB4A454C23E5520DE04C40D8BA121E35B3F4D8052638DEGAD3703AF59E6B6592EB82A47501434C6258FBD63E0CI7I
4

Malicious: false

|IE Cache URL: http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-light-300-5.12.0.eot?

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\pro-fa-light-300-5.6.0[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Pro Light family

Category: downloaded

Size (bytes): 22126

Entropy (8bit): 6.2634168225211635

Encrypted: false

SSDEEP: 384:128EZChdrJIzsuQgC38hkTKOjNyOaCsqgAr34w+USS+P+ck7r1T+DKByh:128EZ4czFIC3VKAyC+AreUSSs+ckBIKQ
MD5: 7BAA191430D17E6BOC6AA7T54BE08927C

SHAL: B2E80AG6F71C02856A5DB72CD1F7478E326CFC20F

SHA-256: 973EF3FAE8D78275F3E0A1E2125379632EED4567402609784CB8CAAC8D3853A9

SHA-512: BC91145D6040728BF663515D89DC55AE44820BEBSBE2734966FFF6F9D8FE6FF28DE939E7C97A8D5A9F970443C752F0239681334628D157BCDDE7E282E6EB5247
Malicious: false

IE Cache URL:  http:i/https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-light-300-5.6.0.eot?

Preview:

NV.TU e e LP G...covcveveeeen.0.F 0N AAwees.ome. 5. .Pro. .Light..Light.L331.523. (Fo.nt Awes.ome. v.ers.io.n..
.0.Font Awes.ome. 5 .Pro..Light........PFFTM.._z.U8...GDEF.*H..U....0S/2A.SW...X..."cmap.0.p.

gasp......U....glyfq.....L..G.head

LfGLf ...PfEd.. k. T. : @ @....... @@

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\pro-fa-light-300-5.7.1[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Pro Light family

Category: downloaded

Size (bytes): 2822

Entropy (8bit):  4.324198522085315

Encrypted: false

SSDEEP: 48:KD93GD903D9xd095+8u8DZWFpdLalPrD9W7D9IBRDINIDIQDIOZXDISBSFPMDINRM:KDIWDIMDIxq95+8bVWIKPrD9eDIHDINmM
MD5: A34D256BF38EDF575612569F1811D361

SHA1L: AD36071BB7774DD4DE69684A826928CB5C321065

SHA-256: 8380346CB2C1C5DD0BD203D70ACC8E7708F354DBE73AE4A105FBFA3AB48ACESC

SHA-512: 2F010C2BEFB1D523923BF60BF6CE221FI9E3382FEF482142B539BA5F71EB97204C306277031E864CB5405832BF6E1C25D34A00E25555ABE2F6B5B4CEFACACS45
Malicious: false

IE Cache URL: http:ifhttps://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-light-300-5.7.1.eot?

Preview:
............................ oo LP
.3.)..0.F.o.nt. .Aw.es.om.e. .5 .P.r.o..Ligh.
$hmtx...
G.Lf...

.0.F.o.nt. .Aw.e.s.om.e. 5 Pro..Light..Light.L33.1.523..(F.o.nt Aw.e.s.ome. .vers.io.n.. .5.15.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\pro-fa-light-300-5.8.0[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Pro Light family

Category: downloaded

Size (bytes): 4458

Entropy (8bit): 5.45571377874592

Encrypted: false

SSDEEP: 96:5D9WDIMD9kdeX/ENGRZS+0y39KPrD9eDIHDINIDIQDIMXDIoFODIRDIZDIIL14:5k+O0O/ECSHyI0ZTIG8hrTv+
MD5: 2D376CFE57CDFDCOCAEO1A95E4C46F8A
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\pro-fa-light-300-5.8.0[1].eot

SHA1L: BCC9663EB695FA6F6976BDEC31A384539C53C51C

SHA-256: 92B579CDCIE073DA0A5807AD251E885D46F5E52D9439073F9700BD7652462388

SHA-512: 782E9BB7A52C0A7C8AB8B6C6E2BD36A391569370CF4FA872DEOSEFD5432941ABED73C08C48831BOACB65E11E61BA93332D5CC2C238E20BEDD6A9OEALIBIAS
88

Malicious: false

|IE Cache URL: http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-light-300-5.8.0.eot?

Preview:

..... L.f..G.Lf ...PfEd....> T. : R L&YV

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\pro-fa-light-300-5.8.2[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Pro Light family
Category: downloaded

Size (bytes): 2746

Entropy (8bit):  4.165588578624771

Encrypted: false

SSDEEP: 48:BD93GD903D9jPodK5jOlhmjpdLalPrD9W7D9BRDINIDIQDI0ZXDISBSFPMDINRDr:BDIWDIMDIjPodK5jjHKPrD9eDIHDINJI

MDS5: 850D44E7F70461CD9F7403009001CA66

SHA1L: D45D7F2AFD31F180B34D4B4FA30FD65B07F25100

SHA-256: 5B78FBEE5190039C882ADAAE72002811CCOA895C4DA75EFD5BBACA23E0825E8E

SHA-512: 4A1724B754FC7E59FD5174B8CESD5553B9B334833F6D03DBC101ABCEGEA71AFCABD882DECSBEACF5E899AD798978E03C7B7F8ADDFC3C1B49A613114591D16
25

Malicious: false

IE Cache URL:  http:i/https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-light-300-5.8.2.eot?

Preview:

...GDEF.*.....d....OS/2F.P....h..."cmap....
.post..D_..$..7....KL.2N. <. v|D

....Bevt ..D..

6hhea......$..$hmtx.@.......... loca...T... ... maxp.H.[...H... name~%Gs
Lf.G.Lf WPfEd..CS T :

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\pro-fa-light-300-5.9.0[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Pro Light family

Category: downloaded

Size (bytes): 36030

Entropy (8bit):  6.1156084331743825

Encrypted: false

SSDEEP: 768:1C0BBg3IvIPGXPsfnzhHOWSsjvFYbpF6YWRWFBISHYgKLXTF:1gVvUx2nzhHOWshYbaTwFKsLAR

MD5: 0E4ABD45C65CC1BA37CC40F088DA26EB

SHA1L: 78FDC2B949FF275CDF662C76C952E541C446BDA0

SHA-256: E151D1F62E39607B12272A73D116A326A74E21526930B1962A39B7C675EE9604

SHA-512: 0797FBD7EB54A554FEA8BOCFC4043E636885D1663C1C45147FF6ACEF7FDC39D79C53658E26B1177E800067C5BF8ED73279CDE1E485EF7BOEOEB2BCD66019AC
BC

Malicious: false

IE Cache URL:  http:i/https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-light-300-5.9.0.eot?

Preview:
............................ yeeelPo Qe 0F 0N AAwees.o.mee. 5. Pro. LighitlLig.ht L.3.3.1..5.2.3. .(F.o.nt. ./Aw.ess.ome. .v.ers.io.n.. 5.15.
..3.)...0.F.o.nt. . Aw.es.ome. .5 .P.ro..Light........PFFTM._.......GDEF.*.~..h...OS/2A’S....X..."cmap.. )
$hmtx.3.......... loca%_.....t...maxp....... 8... name~%Gs........post.n/%...

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\MEEXW4H4\pro-fa-regular-400-5.10.1[1].eot

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), Font Awesome 5 Pro Regular family

Category: downloaded

Size (bytes): 22118

Entropy (8bit): 6.3004048221055315

Encrypted: false

SSDEEP: 384:WhZTDkfmPDK/Y/80o/t/kwsTqFK83fksoBI9qviN2SkTOA7xholcsgz+28f:WDPm/Y/r/t/3s2K83VI4FTzhoGsgz+2k
MD5: C91DB98D1E4597D224BE1AEC96108A67

SHAL: 9C2BF9D26ED43BC85E59CEGA81EE805EAA9449BE

SHA-256: AB098ACB15D6594A50A374D7CFDBA7F415D3FB8365B04893DBD6ED84194B7273

SHA-512: 62CF3EB7C1409A499025D65E05D04EDBFF438761C1833825AF139964DD527E3D582A26 C4EAC2BOFED82DFB13024B3896AF3BD93EFOFD49D493D6D0421862D8L
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\pro-fa-regular-400-5.10.1[1].eot

Malicious:
|IE Cache URL:

Preview:

false

http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-regular-400-5.10.1.eot?

I~ ....4F.ont Aw.e.ss.ome. 5 Pro..Regular..Regular.L3.3.1.523. .(F.o0.nt Aw.es.om.e. .v.ers.
e..5. .Pr.o. .Regular....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\pro-fa-regular-400-5.14.0[1].eot

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Embedded OpenType (EOT), Font Awesome 5 Pro Regular family

downloaded

35474

6.2586334878602825

false
768:Fu7EpeYvVQ6AYOqGcVDrE/9oGsakwyz6bytkLpcU:YWeo/ycVXE1FsVwy6bXuU
217CE656E4D30B25EB4CCBB4ESDI7EAE
27F7A205COF3600E8096D5FD20E352E9661B6AED
FOD1337B4C29BF277AFD705CE3D08D5C0B73A05697B96BFCDB72C84191CDCBCF
9CD18D063A0A0A3B4D5050FC6CE2525C619810F3C19983C29D37CAD3EB9881276A99662E4E6897F3E8CD48DF4D568146FC417756AAA2D23E090684ECA924104
false

http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-regular-400-5.14.0.eot?

.4.Font Aw.es.ome. .5 .Pro..Re.g.ular
....$hmtx.4.%..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\pro-fa-regular-400-5.7.1[1].eot

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Embedded OpenType (EOT), Font Awesome 5 Pro Regular family

downloaded

2862

4.32470449584306

false
48:7jD9TGD90LD9hHa903MU0+ZJOQyaDIW7DI0WD9IXBDI0DI0ZXDIdkBSFPMDIOWDIY:PD9iD9gD9hHbcU0417D9eD90wWD9IxXBD9a
6F18A57788BF660234D9CCD790AEAEDS

00469C4D93AF880545A05CC179F7FB17B3D42DF5
11E0D6A6D2002E0CF4B298A150832C6908C287CBE1B376940E9290829C0CCIAA

ABDAD34E8A407BB12036EFA4341CE4C5E5D247E84BCCEG724FFA31A663DEFAGASE7F3AA77915D0E723E5231CDC1BBCC3CA440D74F7971FOABEFABO8740A5L
633

false

http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-regular-400-5.7.1.eot?

PFFTM.._~..
D...Fpost6.Yd..

..GDEF *.........0S/2L.UW...X... cmap...
7. K. ENC_.<..

glyf.H.2.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\MEEXW4H4\pro-fa-solid-900-5.0.11[1].eot

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Embedded OpenType (EOT), Font Awesome 5 Pro Solid family

downloaded

8270

5.938642655612635

false
192:2M+2qWEY370nVVxzKWug4|DyWmnlmbLc+s3DZmODiqI8tvxv3f:3/x70nVVhKWCDgnImfc+YDZyCf
OF4F905A0F69DA120A6F7309D264D43F

COFE940DF4166C48E861821C454A498639D597D2
90DE10C77F6C7312558455D84922523DCA91FD765AC388F8D97801FA2FBFOAF9
B83DBBA5CEB9C30F1C467DD3C2F83E435F18D5BDDC304E0034DBE4F01142A2181542DBB08546599A441AD3735262C06ACF7E852F7AB2C04832295DB528197F¢
false

http://https://ka-p.fontawesome.com/releases/v5.15.3/webfonts/pro-fa-solid-900-5.0.11.eot?
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\pro-fa-solid-900-5.0.11[1].eot

Preview:
N b, LP.iiee Zy.....cceennne.0.F0ONE AAw.e.s.o.mee. 5. .Pr.o..S.olid....S.0lid...L.3.3.1...5.2.3. .(.F.o.n.t. . Aw.e.s.o.m.e. .v.e.r.s.i.o.n...
.5...1.5..3)...0.F.o.n.t. . Aw.e.s.om.e. .5 .P.ro..S.olid............PFFTM.._r ....head.......... 6hhea.
B.a....... $hmtxD+
LfLGLf

Static File Info

General

File type: HTML document, ASCII text, with very long lines, with
CRLF line terminators

Entropy (8bit): 3.617967529718418

TriD:

File name: Ref#D0c30504871 Wyg.htm

File size: 162986

MD5: baf3567c1fa8ed5b09f630b5ea6e330f

SHA1L: a978b29366cctbObff8f6b3db444c2d477ca5bab

SHA256: 9b66ebeabB829896ff2c36801c6818e13c842d08baaee08]
f027e4985245cff82

SHA512: 8c3afc689fac6cdlce83d17313400866404363ff3e7bas
2370b6d27a22929038c264bla42d7a8ab3446f3b8cc333
d84fd6755d74c8f5b9de2e6dde544e5e1c6

SSDEEP: 3072:Co8ClIYZasiJL8t+6Jz2Uu72d9fhBBtIGj2eQPV:Co
8CllYZasiJL8t+6Jz2Uu72d9fhBBtp

File Content Preview: <script language="javascript">..var aaswurkqgr="JyuzQ
yUyMSUONCUORIUOMYyU1INCU10SUIMCUONSUyMCU
20CU3NCU2RCU2QyUzRSUWRCUwQSUzQyU20CU3
NCU2RCU2QyUzRSUzQyU20CU2NSU2MSU2NCUzR
SUzQyU2RCU2NSU3NCU2MSUyMCU20CU3NCU3NC
U3MCUyRCU2NSU3MSU3NSU20SU3NiUzRCUyMiUO
MyU2RiU2RSU3NCU

File Icon

72
=

Icon Hash: f8c89c9a9a998ch8

Network Behavior

Network Port Distribution

TCP Packets
UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 10, 2021 19:53:50.198194981 CEST 192.168.2.3 8.8.8.8 Ox44e Standard query  icons.icon A (IP address) IN (0x0001)
(0) archive.com

Jun 10, 2021 19:53:52.230959892 CEST 192.168.2.3 8.8.8.8 0x9eff Standard query  www.premie A (IP address) IN (0x0001)
(0) rpawn.com

Jun 10, 2021 19:53:52.850905895 CEST 192.168.2.3 8.8.8.8 0x40e2 Standard query  cdnjs.clou A (IP address) IN (0x0001)
(0) dflare.com

Jun 10, 2021 19:53:52.858412981 CEST 192.168.2.3 8.8.8.8 0x722f Standard query  kit.fontaw A (IP address) IN (0x0001)
(0) esome.com

Jun 10, 2021 19:53:52.866692066 CEST 192.168.2.3 8.8.8.8 0xe93e Standard query  cdn.shortpixel.ai A (IP address) IN (0x0001)

0
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 10, 2021 19:53:53.302892923 CEST 192.168.2.3 8.8.8.8 0x4790 Standard query  ka-p.fonta A (IP address) IN (0x0001)
(0) wesome.com

Jun 10, 2021 19:53:54.143194914 CEST 192.168.2.3 8.8.8.8 Oxae81 Standard query  connect.fa A (IP address) IN (0x0001)
(0) cebook.net

Jun 10, 2021 19:53:55.471069098 CEST 192.168.2.3 8.8.8.8 Oxechl Standard query  stats.g.do A (IP address) IN (0x0001)
(0) ubleclick.net

Jun 10, 2021 19:53:55.723639965 CEST 192.168.2.3 8.8.8.8 Ox2ea5 Standard query ~ www.google.de A (IP address) IN (0x0001)
(0)

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jun 10, 2021 8.8.8.8 192.168.2.3 Ox44e No error (0) icons.icon 172.67.186.2 A (IP address)  IN (0x0001)

19:53:50.262032986 archive.com

CEST

Jun 10, 2021 8.8.8.8 192.168.2.3 Ox44e No error (0) icons.icon 104.21.19.112 A (IP address)  IN (0x0001)

19:53:50.262032986 archive.com

CEST

Jun 10, 2021 8.8.8.8 192.168.2.3 0x9eff No error (0) www.premie premierpawn.com CNAME IN (0x0001)

19:53:52.292113066 rpawn.com (Canonical

CEST name)

Jun 10, 2021 8.8.8.8 192.168.2.3 0x9eff No error (0) premierpaw 169.55.190.245 A (IP address)  IN (0x0001)

19:53:52.292113066 n.com

CEST

Jun 10, 2021 8.8.8.8 192.168.2.3 0x40e2 No error (0) cdnjs.clou 104.16.18.94 A (IP address)  IN (0x0001)

19:53:52.918160915 dflare.com

CEST

Jun 10, 2021 8.8.8.8 192.168.2.3 0x40e2 No error (0) cdnjs.clou 104.16.19.94 A (IP address)  IN (0x0001)

19:53:52.918160915 dflare.com

CEST

Jun 10, 2021 8.8.8.8 192.168.2.3 0x722f No error (0) kit.fontaw kit.fontawesome.com.cdn. CNAME IN (0x0001)

19:53:52.923784018 esome.com cloudflare.net (Canonical

CEST name)

Jun 10, 2021 8.8.8.8 192.168.2.3 0xe93e No error (0) cdn.shortpixel.ai spai.b-cdn.net CNAME IN (0x0001)

19:53:52.931940079 (Canonical

CEST name)

Jun 10, 2021 8.8.8.8 192.168.2.3 0xe93e No error (0) spai.b-cdn.net 89.187.169.26 A (IP address)  IN (0x0001)

19:53:52.931940079

CEST

Jun 10, 2021 8.8.8.8 192.168.2.3 0x4790 No error (0) ka-p.fonta ka- CNAME IN (0x0001)

19:53:53.366605043 wesome.com p.fontawesome.com.cdn. (Canonical

CEST cloudflare.net name)

Jun 10, 2021 8.8.8.8 192.168.2.3 Oxae81 No error (0) connect.fa scontent.xx.fbcdn.net CNAME IN (0x0001)

19:53:54.207983971 cebook.net (Canonical

CEST name)

Jun 10, 2021 8.8.8.8 192.168.2.3 Oxae81 No error (0) scontent.x 31.13.92.14 A (IP address)  IN (0x0001)

19:53:54.207983971 x.fbcdn.net

CEST

Jun 10, 2021 8.8.8.8 192.168.2.3 Oxecbl No error (0) stats.g.do stats.l.doubleclick.net CNAME IN (0x0001)

19:53:55.525388002 ubleclick.net (Canonical

CEST name)

Jun 10, 2021 8.8.8.8 192.168.2.3 Oxecbl No error (0) stats.l.do 173.194.76.156 A (IP address)  IN (0x0001)

19:53:55.525388002 ubleclick.net

CEST

Jun 10, 2021 8.8.8.8 192.168.2.3 Oxecbl No error (0) stats.l.do 173.194.76.155 A (IP address)  IN (0x0001)

19:53:55.525388002 ubleclick.net

CEST

Jun 10, 2021 8.8.8.8 192.168.2.3 Oxecbl No error (0) stats.l.do 173.194.76.154 A (IP address)  IN (0x0001)

19:53:55.525388002 ubleclick.net

CEST

Jun 10, 2021 8.8.8.8 192.168.2.3 Oxecbl No error (0) stats.l.do 173.194.76.157 A (IP address)  IN (0x0001)

19:53:55.525388002 ubleclick.net

CEST

Jun 10, 2021 8.8.8.8 192.168.2.3 0x2ea5 No error (0) www.google.de 172.217.16.99 A (IP address)  IN (0x0001)

19:53:55.790335894

CEST

Jun 10, 2021 8.8.8.8 192.168.2.3 0x169d No error (0) prda.aadg. www.tm.a.prd.aadg.traffic CNAME IN (0x0001)

19:54:14.801739931 msidentity.com  manager.net (Canonical

CEST name)

HTTPS Packets

Source Dest Not Not JA3 SSL Client
Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
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Timestamp Source IP

Jun 10, 2021
19:53:52.558335066
CEST

Jun 10, 2021
19:53:52.565079927
CEST

Jun 10, 2021
19:53:53.014760971
CEST

Jun 10, 2021
19:53:53.015594959
CEST

Jun 10, 2021
19:53:53.015678883
CEST

Copyright Joe Security LLC 2021

104.16.18.94

104.16.18.94

104.16.18.94

Source
Port

169.55.190.245 443

169.55.190.245 443

443

443

443

Dest

Dest IP Port

192.168.2.3 49730

192.168.2.3 49731

192.168.2.3 49734

192.168.2.3 49733

192.168.2.3 49732

Subject

CN=*.premierpawn.com
CN=R3, O=Let's Encrypt,
C=USs

CN=R3, O=Let's Encrypt,
C=USs

CN=*.premierpawn.com
CN=R3, O=Let's Encrypt,
C=USs

CN=R3, O=Let's Encrypt,
C=US

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=US

CN=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=US

CN=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
Cc=US

Issuer

CN=R3, O=Let's
Encrypt, C=US
CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=R3, O=Let's
Encrypt, C=US
CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=DST Root CA X3,
O=Digital Signature
Trust Co.

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

Not
Before

Mon Apr
26
22:06:35
CEST
2021
Wed Oct
07
21:21:40
CEST
2020

Wed Oct
07
21:21:40
CEST
2020

Mon Apr
26
22:06:35
CEST
2021
Wed Oct
07
21:21:40
CEST
2020

Wed Oct
07
21:21:40
CEST
2020

Wed Oct
21
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Wed Oct
21
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Wed Oct
21
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Not
After

Sun Jul
25
22:06:35
CEST
2021
Wed
Sep 29
21:21:40
CEST
2021

Wed
Sep 29
21:21:40
CEST
2021

Sun Jul
25
22:06:35
CEST
2021
Wed
Sep 29
21:21:40
CEST
2021

Wed
Sep 29
21:21:40
CEST
2021

Thu Oct
21
01:59:59
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Thu Oct
21
01:59:59
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Thu Oct
21
01:59:59
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7{78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Source Dest Not Not JA3 SSL Client
Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
Jun 10, 2021 89.187.169.26 443 192.168.2.3 49740 CN=*.shortpixel.ai CN=Sectigo RSA Tue Jan FriJan 771,49196- 9e10692f1b7f78228b2d4e
19:53:53.032375097 CN=Sectigo RSA Domain Domain Validation 28 28 49195-49200- 424db3a98c
CEST Validation Secure Server CA, Secure Server CA, 01:00:00 00:59:59 49199-49188-
O=Sectigo Limited, O=Sectigo Limited, CET CET 49187-49192-
L=Salford, ST=Greater L=Salford, ST=Greater 2020 Fri 2022 49191-49162-
Manchester, C=GB Manchester, C=GB Nov 02 Wed 49161-49172-
CN=USERTrust RSA CN=USERTrust RSA 01:00:00 Jan 01  49171-157-156-
Certification Authority, Certification Authority, CET 00:59:59 61-60-53-47-
O=The USERTRUST O=The USERTRUST 2018 CET 10,0-10-11-13-
Network, L=Jersey City, Network, L=Jersey City, Tue Mar 2031 35-16-23-24-
ST=New Jersey, C=US ST=New Jersey, C=US 12 Mon Jan 65281,29-23-
CN=AAA Certificate 01:00:00 01 24,0
Services, O=Comodo  CET 00:59:59
CA Limited, L=Salford, 2019 CET
ST=Greater 2029
Manchester, C=GB
CN=Sectigo RSA Domain CN=USERTrust RSA FriNov Wed
Validation Secure Server CA, Certification Authority, 02 Jan 01
O=Sectigo Limited, O=The USERTRUST 01:00:00 00:59:59
L=Salford, ST=Greater Network, L=Jersey City, CET CET
Manchester, C=GB ST=New Jersey, C=US 2018 2031
CN=USERTrust RSA CN=AAA Certificate Tue Mar Mon Jan
Certification Authority, Services, O=Comodo 12 01
O=The USERTRUST CA Limited, L=Salford, 01:00:00 00:59:59
Network, L=Jersey City, ST=Greater CET CET
ST=New Jersey, C=US Manchester, C=GB 2019 2029
Jun 10, 2021 89.187.169.26 443 192.168.2.3 49739 CN=*.shortpixel.ai CN=Sectigo RSA Tue Jan FriJan 771,49196- 9e10692f1b7f78228b2d4e
19:53:53.032685995 CN=Sectigo RSA Domain Domain Validation 28 28 49195-49200-  424db3a98c
CEST Validation Secure Server CA, Secure Server CA, 01:00:00 00:59:59 49199-49188-
O=Sectigo Limited, O=Sectigo Limited, CET CET 49187-49192-
L=Salford, ST=Greater L=Salford, ST=Greater 2020 Fri 2022 49191-49162-
Manchester, C=GB Manchester, C=GB Nov 02 Wed 49161-49172-
CN=USERTrust RSA CN=USERTrust RSA 01:00:00 Jan 01  49171-157-156-
Certification Authority, Certification Authority, =~ CET 00:59:59 61-60-53-47-
O=The USERTRUST O=The USERTRUST 2018 CET 10,0-10-11-13-
Network, L=Jersey City, Network, L=Jersey City, Tue Mar 2031 35-16-23-24-
ST=New Jersey, C=US ST=New Jersey, C=US 12 Mon Jan 65281,29-23-
CN=AAA Certificate 01:00:00 01 24,0
Services, O=Comodo  CET 00:59:59
CA Limited, L=Salford, 2019 CET
ST=Greater 2029
Manchester, C=GB
CN=Sectigo RSA Domain CN=USERTrust RSA FriNov Wed
Validation Secure Server CA, Certification Authority, 02 Jan 01
O=Sectigo Limited, O=The USERTRUST  01:00:00 00:59:59
L=Salford, ST=Greater Network, L=Jersey City, CET CET
Manchester, C=GB ST=New Jersey, C=US 2018 2031
CN=USERTrust RSA CN=AAA Certificate Tue Mar Mon Jan
Certification Authority, Services, O=Comodo 12 01
O=The USERTRUST CA Limited, L=Salford, 01:00:00 00:59:59
Network, L=Jersey City, ST=Greater CET CET
ST=New Jersey, C=US Manchester, C=GB 2019 2029
Jun 10, 2021 31.13.92.14 443 192.168.2.3 49753 CN=*.facebook.com, CN=DigiCert SHA2 Wed Wed 771,49196- 9e10692f1b7f78228b2d4e
19:53:54.295413017 O="Facebook, Inc.", L=Menlo High Assurance Server May 26 Aug25 49195-49200-  424db3a98c
CEST Park, ST=California, C=US  CA, 02:00:00 01:59:59 49199-49188-
CN=DigiCert SHA2 High OU=www.digicert.com, CEST CEST 49187-49192-
Assurance Server CA, O=DigiCert Inc, C=US 2021 2021 49191-49162-
OU=www.digicert.com, CN=DigiCert High Tue Oct Sun Oct 49161-49172-
O=DigiCert Inc, C=US Assurance EV Root CA, 22 22 49171-157-156-
OU=www.digicert.com, 14:00:00 14:00:00 61-60-53-47-
O=DigiCert Inc, C=US CEST CEST  10,0-10-11-13-
2013 2028 35-16-23-24-
CN=DigiCert SHA2 High ~ CN=DigiCert High Tue Oct SunOct ©9281,29-23-
Assurance Server CA, Assurance EV Root CA, 22 22 24,0
OU=www.digicert.com, OU=www.digicert.com, 14:00:00 14:00:00
O=DigiCert Inc, C=US O=DigiCert Inc, C=US CEST  CEST
2013 2028
Jun 10, 2021 31.13.92.14 443 192.168.2.3 49754 CN=*.facebook.com, CN=DigiCert SHA2 Wed Wed 771,49196- 9e10692f1b7f78228b2d4e
19:53:54.295864105 O="Facebook, Inc.", L=Menlo High Assurance Server May 26 Aug 25 49195-49200- 424db3a98c
CEST Park, ST=California, C=US  CA, 02:00:00 01:59:59 49199-49188-
CN=DigiCert SHA2 High OU=www.digicert.com, CEST CEST  49187-49192-
Assurance Server CA, O=DigiCert Inc, C=US 2021 2021 49191-49162-
OU=www.digicert.com, CN=DigiCert High Tue Oct Sun Oct 49161-49172-
O=DigiCert Inc, C=US Assurance EV Root CA, 22 22 49171-157-156-
OU=www.digicert.com, 14:00:00 14:00:00 61-60-53-47-
O=DigiCert Inc, C=US CEST CEST  10,0-10-11-13-
2013 2028 35-16-23-24-
CN=DigiCert SHA2 High ~ CN=DigiCert High Tue Oct SunOct ©9281,29-23-
Assurance Server CA, Assurance EV Root CA, 22 22 24,0
OU=www.digicert.com, OU=www.digicert.com, 14:00:00 14:00:00
O=DigiCert Inc, C=US O=DigiCert Inc, C=US CEST CEST
2013 2028

Copyright Joe Security LLC 2021
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Source

Timestamp Source IP Port

Jun 10, 2021
19:53:55.643445015
CEST

173.194.76.156 443

Jun 10, 2021
19:53:55.643471956
CEST

173.194.76.156 443

Jun 10, 2021
19:53:55.922126055
CEST

172.217.16.99 443

Jun 10, 2021 172.217.16.99 443

19:53:55.923301935
CEST

Code Manipulations

Statistics

Behavior

)

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.3 49755

192.168.2.3 49756

192.168.2.3 49760

192.168.2.3 49759

Click to jump to process

Subject

CN=*.g.doubleclick.net,
0O=Google LLC, L=Mountain
View, ST=California, C=US
CN=GTS CA 101, O=Google
Trust Services, C=US

CN=GTS CA 101, O=Google
Trust Services, C=US

CN=*.g.doubleclick.net,
0O=Google LLC, L=Mountain
View, ST=California, C=US
CN=GTS CA 101, O=Google
Trust Services, C=US

CN=GTS CA 101, O=Google
Trust Services, C=US

CN=www.google.de,
0O=Google LLC, L=Mountain
View, ST=California, C=US
CN=GTS CA 101, O=Google
Trust Services, C=US

CN=GTS CA 101, O=Google
Trust Services, C=US

CN=www.google.de,
O=Google LLC, L=Mountain
View, ST=California, C=US
CN=GTS CA 101, O=Google
Trust Services, C=US

CN=GTS CA 101, O=Google
Trust Services, C=US

Issuer

CN=GTS CA 101,
0O=Google Trust
Services, C=US
CN=GlobalSign,
0O=GlobalSign,
OU=GlobalSign Root
CA-R2

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R2

CN=GTS CA 101,
0O=Google Trust
Services, C=US
CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R2

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R2

CN=GTS CA 101,
O=Google Trust
Services, C=US
CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R2

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R2

CN=GTS CA 101,
O=Google Trust
Services, C=US
CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R2

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root
CA-R2

Not
Before

Mon
May 17
03:34:10
CEST
2021
Thu Jun
15
02:00:42
CEST
2017

Thu Jun
15
02:00:42
CEST
2017

Mon
May 17
03:34:10
CEST
2021
Thu Jun
15
02:00:42
CEST
2017

Thu Jun
15
02:00:42
CEST
2017

Mon
May 17
05:22:16
CEST
2021
Thu Jun
15
02:00:42
CEST
2017

Thu Jun
15
02:00:42
CEST
2017

Mon
May 17
05:22:16
CEST
2021
Thu Jun
15
02:00:42
CEST
2017

Thu Jun
15
02:00:42
CEST
2017

Not
After

Mon
Aug 09
03:34:09
CEST
2021
Wed
Dec 15
01:00:42
CET
2021

Wed
Dec 15
01:00:42
CET
2021

Mon
Aug 09
03:34:09
CEST
2021
Wed
Dec 15
01:00:42
CET
2021

Wed
Dec 15
01:00:42
CET
2021

Mon
Aug 09
05:22:15
CEST
2021
Wed
Dec 15
01:00:42
CET
2021

Wed
Dec 15
01:00:42
CET
2021

Mon
Aug 09
05:22:15
CEST
2021
Wed
Dec 15
01:00:42
CET
2021

Wed
Dec 15
01:00:42
CET
2021

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7{78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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System Behavior

Analysis Process: iexplore.exe PID: 4240 Parent PID: 792

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:53:30

10/06/2021

C:\Program Files\internet exploren\iexplore.exe

false

'C:\Program Files\Internet Exploren\iexplore.exe' -Embedding
0x7ff6f34b0000

823560 bytes

6465CB92B25A7BC1DF8E01D8SACS5E7596

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Analysis Process: iexplore.exe PID: 3156 Parent PID: 4240

General

Start time: 19:53:31

Start date: 10/06/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Registry Activities

Disassembly

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

true

‘C:\Program Files (x86)\Internet ExploreNIEXPLORE.EXE' SCODEF:4240 CREDAT:17410
Iprefetch:2

0x10a0000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

high

Show Windows behavior

Show Windows behavior

Joe Sandbox Cloud Basic 32.0.0 Black Diamond
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