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Analysis Report https:/Isites.google.comlviewltribridger...

Overview

General Information Detection

Sample URL:  http://https://sites.google.c
om/view/tribridgeresidentia MALICIOUS
I/home

Analysis ID: 432846
Infos: Bt &y

Most interesting Screenshot:

TRIBRIDGE

Lee Walker Has Shared a Docifent |

HTMLPhisher

Score: 96
Range: 0-100
Whitelisted: false
Confidence: 100%

Process Tree

= System is w10x64

Signatures

Antivirus / Scanner detection for sub...

Antivirus detection for URL or domain

Multi AV Scanner detection for doma...

Phishing site detected (based on sh...

Yara detected HtmIPhish10

Yara detected HtmIPhish20

Yara detected HtmIPhish7

HTML body contains lew number; off...

HTML titlerdeesinot match

Yara signature match

URILE

Classification

. @ iexplore.exe (PID: 6784 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe’ -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 6888 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:6784 CREDAT:17410 /prefetch:2 MD5:

071277CC2E3DF41EEEA8013E2AB58D5A)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

Dropped Files

Source Rule
C:\Users\user\AppData\Local\Microsoft\Windows\INet SUSP_Base64_Encoded_
Cache\lE\9026IKNJ\index[1].htm Hex_Encoded_Code

Copyright Joe Security LLC 2021

Description Author

Detects hex Florian Roth
encoded code that

has been base64

encoded

Strings

© © o o6 o © o o o 0o 0 0 0 o 0 0 0 0 0 o o

0x10a5:$x1:
0x10b5:$x1:
0x10c5:$x1:
0x10e9:$x1:
0x110d:$x1:
0x1121:$x1:
0x1131:$x1:
0x1141:$x1:
0x1151:$x1:
0x1161:$x1:
0x1171:$x1:
0x1181:$x1:
0x1191:$x1:
0x11b5:$x1:
0x11c5:$x1:
0x11e9:$x1:
0x1221:$x1:
0x1231:$x1:
0x1241:$x1:
0x1255:$x1:
0x1279:$x1:

78 34 AE TA 52 63 65 44 63 77 58 48 67
78 34 4E TA 52 63 65 44 51 79 58 48 67
78 34 4E 6A 5A 63 65 44 59 32 58 48 67
78 34 4E 6D 52 63 65 44 63 77 58 48 67
78 34 AE 6A 46 63 65 44 5A 6A 58 48 67
78 34 AE 6A 6C 63 65 44 5A 6C 58 48 67
78 34 AE 6A 46 63 65 44 5A 6A 58 48 67
78 34 AE 6A 52 63 65 44 49 77 58 48 67
78 34 4E 6D 5A 63 65 44 5A 6B 58 48 67
78 34 AE 7TA 4A 63 65 44 59 31 58 48 67
78 34 AE 7TA 4E 63 65 44 59 35 58 48 67
78 34 AE 6D 56 63 65 44 49 77 58 48 67
78 34 AE 6A 56 63 65 44 63 30 58 48 67
78 34 AE 7TA 4A 63 65 44 5A 6D 58 48 67
78 34 4E 6D 5A 63 65 44 63 30 58 48 67
78 34 AE 6A 56 63 65 44 5A 6C 58 48 67
78 34 AE 6A 56 63 65 44 59 7A 58 48 67
78 34 AE 6D 52 63 65 44 63 77 58 48 67
78 34 AE 6A 56 63 65 44 63 7A 58 48 67
78 34 AE 6D 46 63 65 44 5A 6D 58 48 67
78 34 AE 6A 6C 63 65 44 59 32 58 48 67
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Source Rule Description Author Strings

C:\Users\user\AppData\Local\Microsoft\Windows\INet JoeSecurity_HtmlIPhish_20 Yara detected Joe Security
Cache\lE\2WF3MMUU\home[1].htm HtmlIPhish_20
C:\Users\user\AppData\Local\Microsoft\Windows\INet JoeSecurity_HtmlIPhish_20 Yara detected Joe Security
Cache\lE\2WF3MMUU\home[1].htm HtmIPhish_20

Sigma Overview

No Sigma rule has matched

Signhature Overview

g

Click to jump to signature section

AV Detection:

Antivirus | Scanner detection for submitted sample
Antivirus detection for URL or domain

Multi AV Scanner detection for domain / URL

Phishing:

Phishing site detected (based on shot template match)
Yara detected HtmIPhish10

Yara detected HtmIPhish20

Yara detected HtmlIPhish7

Mitre Att&ck Matrix

Command Remote
Initial Privilege  Defense Credential Lateral and Network Service
Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration Control Effects Effects Impa
Valid Windows Path Process Masquerading g§ OS File and Remote Data from  Exfiltration Encrypted Eavesdrop on Remotely Modif
Accounts Management  Interception Injection Credential Directory Services Local Over Other Channel Insecure Track Device Syste
Instrumentation Dumping  Discovery System Network Network Without Partiti
Medium Communication Authorization
Default  Scheduled Boot or Boot or Process LSASS Application  Remote Data from  Exfiltration Non- Exploit SS7to  Remotely Devic
Accounts Task/Job Logon Logon Injection Memory  Window Desktop Removable Over Application Redirect Phone Wipe Data  Lockc
Initialization  Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux) Logon Script Logon Obfuscated Files Security Query SMB/Windows Data from Automated Application Exploit SS7to Obtain Delet:
Accounts (Windows)  Script or Information Account Registry Admin Shares Network Exfiltration Layer Track Device  Device Devic
(Windows) Manager Shared Protocol i Location Cloud Data
Drive Backups

Behavior Graph
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Behavior Graph

ID: 432846

URL: https://sites.google.com/vi...
Startdate: 10/06/2021

Architecture:  WINDOWS

Score: 96

s3.eu-de.cloud-object-storage.appdomain.cloud c‘
158.177.118.97, 443, 49784, 49785
SOFTLAYERUS

United States ES

Screenshots

Thumbnails

Legend:

D Process
D Signature

I:I Created File
Il onsie info
Is Dropped

SUSPICIOUS

CLEAN

UNKNOWN

i

as
Is Windows Process

@

+*
[]

Number of created Registry Values

L L]
L 1]
.

Number of created Files

Y

L

Visual Basic

zz
3

ms
I8
o

)

Delphi

i
i
=

Java
.Net C# or VB.NET
192.168.2.1 C, C++ or other language

unknown started

Is malicious

D@ 2 i~

unknown
Internet

@ iexplore.exe ’..

@ T
@ 2e5 Jj 126

googlehosted.l.googleusercontent.com C'.
142.250.180.225, 443, 49751, 49752
GOOGLEUS

United States ES

12 other IPs or domains dropped

C:\Users\usen\AppDatalLocal\..\home[1].htm, HTMI.@

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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B https://sites.google.com/view/tribridgeresidential/hame ~ @ G || Search...
ETR\ERIDGERES\DENT\AL

mr

TRIBRIDGE ...

Lee Walker Has Shared a Document !

¥Fiiary See below

T CLICK HERE TO VIEW DOCUMENT

FAQ

This site uses cookies from Google to deliver its
services and to analyze traffic. Information about your
use of this site is shared with Google. By using this
site, you agree to its use of cookies.

LEARN MORE GOTIT

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
http.// https://sites.google.com/view/tribridgeresidential/home 1% Virustotal Browse
http.// https://sites.google.com/view/tribridgeresidential/home 0% Avira URL Cloud safe
http:ifhttps://sites.google.com/view/tribridgeresidential/home 100% SlashNext Fake Login Page

type: Phishing &
Social Engineering

Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches
Domains

No Antivirus matches
URLs

Source Detection Scanner Label Link
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https://www.virustotal.com/gui/url/9f0e11e734798178d6ea62cd4fc5670e064e2f9571eb5476c169fb5c3980ca6e/detection/u-9f0e11e734798178d6ea62cd4fc5670e064e2f9571eb5476c169fb5c3980ca6e-1623334832

Source Detection Scanner Label Link

http://https://sites.goo/home 0% Avira URL Cloud safe
hitp://https://kanaan.s3.eu-de.cloud-object-storage.appdomain.cloud/archaizes/index.htmi$Share 0% Avira URL Cloud safe
pihtpsiianaan s3.eu-de.cloud-objectstorage appdomain cloudrchaizesindexhiml &% Visewl  powse
http:/fwww.broofa.com 0% URL Reputation safe
http:/fwww.broofa.com 0% URL Reputation safe
http:/fwww.broofa.com 0% URL Reputation safe
http:/fwww.broofa.com 0% URL Reputation safe
http:i/https://kanaan.s3.eu-de.cloud-object-storage.appdomain.clouRoot 0% Avira URL Cloud safe
http://https://kanaan.s3.eu-de.cloud-object- 0% Avira URL Cloud safe
storage.appdomain.cloud/archaizes/index.htmlpdomain.cloud%2Farc

http:i/https://sites.gooRoot 0% Avira URL Cloud safe
http:i/https://smtpro101.com/email-listmnb/css/hover.css 0% Avira URL Cloud safe
http://https://sites.gooe.cloud-object- 0% Avira URL Cloud safe
storage.appdomain.cloud/archaizes/index.htmlpdomain.cloud%2Farchaize

http:i/https://sites.gooPHO 0% Avira URL Cloud safe
http://https://smtpro101.com/email-listmnb/images/gmail.png 0% Avira URL Cloud safe
http:ifhttps://smtpro101.com/email-listmnb/images/8.jpg 0% Avira URL Cloud safe
http:ifhttps://iwww.google. 0% URL Reputation safe
http:ifhttps://iwww.google. 0% URL Reputation safe
http:ifhttps://lwww.google. 0% URL Reputation safe
http:i/https://sites.google.c 0% Avira URL Cloud safe
http://https://smtpro101.com/email-listmnb/images/outlook1.png 0% Avira URL Cloud safe
http:// 0% Avira URL Cloud safe
https://sites.goo/policies/technologies/cookies/.cloud/archaizes/index.htmlpdomain.cloud%2Farchaizes
http://https://smtpro101.com/email-listmnb/images/aol.png 0% Avira URL Cloud safe
http:i/https://smtpro101.com/email-listmnb/images/outlook.png 0% Avira URL Cloud safe
http:i/https://smtpro101.com/email-listmnb/images/office3651.png 0% Avira URL Cloud safe
http:i/https://smtpro101.com/email-list'mnb/images/otherl.png 0% Avira URL Cloud safe
http:/fianlunn.github.io/Hover/) 0% Avira URL Cloud safe
http:ifhttps://redux.js.org/api/store#subscribelistener 0% Avira URL Cloud safe
http://https://www.gstatic. 0% URL Reputation safe
http://https://www.gstatic. 0% URL Reputation safe
http:i/https://www.gstatic. 0% URL Reputation safe
http://https://smtpro101.com/email-listmnb/images/othermail.ico 0% Avira URL Cloud safe
http:ifhttps://about.google/ 0% URL Reputation safe
http:ifhttps://about.google/ 0% URL Reputation safe
http:ifhttps://about.google/ 0% URL Reputation safe
http:ifhttps://sites.gooom/view/tribridgeresidential/faqryRoot 0% Avira URL Cloud safe
http:i/https://smtpro101.com/email-list/onedrive25/finish.php 0% Avira URL Cloud safe
http:ifhttps://policies.googl 0% URL Reputation safe
http:ifhttps://policies.googl 0% URL Reputation safe
http:ifhttps://policies.googl 0% URL Reputation safe
http:ifhttps://sites.gooom/view/tribridgeresidential/homeRoot 0% Avira URL Cloud safe
http://https://smtpro101.com/email-listmnb/images/adobe.jpg 0% Avira URL Cloud safe
http:i/https://smtpro101.com/email-listmnb/images/office365.png 0% Avira URL Cloud safe
http:i/https://sites.gooom/view/tribridgeresidential/teamryRoot 0% Avira URL Cloud safe
http://https://sites.gooom/view/tribridgeresidential/historyRoot 0% Avira URL Cloud safe
http://https://kanaan.s3.eu-d 0% Avira URL Cloud safe
http:i/https://getbootstrap.com) 0% Avira URL Cloud safe
http:i/https://iwww.google.%/ads/ga-audiences 0% URL Reputation safe
http:i/https://iwww.google.%/ads/ga-audiences 0% URL Reputation safe
hitp://https://www.google.%/ads/ga-audiences 0% URL Reputation safe
hitp://https://smtpro101.com/email-listmnb/images/yahoo.png 0% Avira URL Cloud safe
http:/fianiunn.co.uk/ 0% URL Reputation safe
http:/fianiunn.co.uk/ 0% URL Reputation safe
http:/fianlunn.co.uk/ 0% URL Reputation safe
http:ifhttps://sites.goo/url?q=https%3A%2F%2Fkanaan.s3.eu-de.cloud-object- 0% Avira URL Cloud safe
storage.appdomain.cloud%?2Farchaiz

http:// 0% Avira URL Cloud safe
https://sites.gooe.com/technologies/cookieses/.cloud/archaizes/index.htmlpdomain.cloud%2Farchaizes%

2
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https://www.virustotal.com/gui/url/53aef50a0a2e6dc391d6ec16cf8be9b858e2f744ecc05ce989c004cd3b93f9c0/detection/u-53aef50a0a2e6dc391d6ec16cf8be9b858e2f744ecc05ce989c004cd3b93f9c0-1623336539

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
smtprol01l.com 172.67.194.129 true false unknown
cdnjs.cloudflare.com 104.16.18.94 true false high
maxcdn.bootstrapcdn.com 104.18.11.207 true false high
googlehosted.l.googleusercontent.com 142.250.180.225 true false high
s3.eu-de.cloud-object-storage.appdomain.cloud 158.177.118.97 true false unknown
|Ih5.googleusercontent.com unknown unknown false high
ka-f.fontawesome.com unknown unknown false high
code.jquery.com unknown unknown false high
Ih6.googleusercontent.com unknown unknown false high
kit.fontawesome.com unknown unknown false high
kanaan.s3.eu-de.cloud-object- unknown unknown false unknown

storage.appdomain.cloud

|Ih3.googleusercontent.com unknown unknown false high
lh4.googleusercontent.com unknown unknown false high
www.youtube-nocookie.com unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious

142.250.180.225 googlehosted.l.googleuser United States = 15169 GOOGLEUS false
content.com

104.18.11.207 maxcdn.bootstrapcdn.com  United States = 13335 CLOUDFLARENETUS false

104.16.18.94 cdnjs.cloudflare.com United States = 13335 CLOUDFLARENETUS false

158.177.118.97 s3.eu-de.cloud-object- United States = 36351 SOFTLAYERUS false
storage.appdomain.cloud

172.67.194.129 smtprol0l.com United States = 13335 CLOUDFLARENETUS false

Private

P

192.168.2.1

General Information

Joe Sandbox Version: 32.0.0 Black Diamond

Analysis ID: 432846

Start date: 10.06.2021

Start time: 20:51:06

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 5m 4s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs
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https://www.virustotal.com/gui/url/53aef50a0a2e6dc391d6ec16cf8be9b858e2f744ecc05ce989c004cd3b93f9c0/detection/u-53aef50a0a2e6dc391d6ec16cf8be9b858e2f744ecc05ce989c004cd3b93f9c0-1623336539

Sample URL:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints
No context

Dropped Files

No context

Copyright Joe Security LLC 2021

http:// hitps://sites.google.com/view/tribridgeresidential/h
ome

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

10
0
0
0
0

e HCA enabled
e EGA enabled
e AMSI enabled

default

Timeout

MAL
mal96.phis.win@3/92@12/6

e Adjust boot time

e Enable AMSI

Browsing link: https:/sites.g
oogle.com/view/tribridgeresidential/home
Browsing link: https:/sites.g
oogle.com/view/tribridgeresidential/history
Browsing link: https:/sites.g
oogle.com/view/tribridgeresidential/team
Browsing link: https://sites.g
oogle.com/view/tribridgeresidential/faq
Browsing link: https://www.google.com/url?
g=https%3A%2F%2Fkanaan.s3.eu-de.cloud-
object-storage.appdomain.cloud%?2Farchaiz
es%2Findex.html&amp;sa=D&amp;s
ntz=1&amp;usg=AFQjCNFtCAAKINVTTHSVzB-
bKWDyK7FRUA

Browsing link: https://www.goo
gle.com/policies/technologies/cookies/

.

.

o

.

.

.

Show All
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Created / dropped Files

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\DOMStore\E5SFONRSV\www.youtube-nocookie[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

64031

4.9852506902309415

false

192:XXaXQX4X0OXCXQXWXiXWXY XevwwFAvWvaaU:XKgoEyAGSGIb
4828DF95C8291EE6EF4FB33F19DF1933
BO7DEE925FA79CDB2C8F1E6FD3E8CF6820AC15DB
DC5C66CE45B310EBAEE20EC8C5F9961ECC2ECOBCO78FOED9C226EF33FBCC98F6
4016C7B73742AC95508E5B7B03E43D927495980CB8D8FF81C56271B91B28159A97E4A0D0O8IE65A972F90892CC19142E1B44EED67BC260529914ADCCAG932DBB:
false

low

<root></root><root></root><root><item name="__sak" value="1" Itime="3376850944" htime="30891561" /></root><root></root><root><item name="__sak" value="1"
ltime="3474360944" htime="30891561" /></root><root></root><root><item name="yt.innertube::nextld" value="{&quot;data&quot;:2,&quot;expiration&quot;:16234375
69245,&quot;creation&quot;:1623351169262}" Itime="3475360944" htime="30891561" /></root><root><item name="yt.innertube::nextld" value="{&quot;data&quo
t;:2,&quot;expiration&quot;:1623437569245,&quot;creation&quot;:1623351169262}" Itime="3475360944" htime="30891561" /><item name="yt.innertube::requests" value="
{&quot;data&quot;:{&quot;1&quot;:{&quot;method&quot;:&quot;log_event&quot;,&quot;request&quot;:{&quot;context&quot;:{&quot;client&quot;:{&quot;hl&quot;:&quot;en
&quot;,&quot;gl&quot;:&quot; CH&quot;,&quot;clientName&quot;:56,&quot;clientVersion&quot;:&quot; 1.20210607.1.1&quot;,&quot;configinfo&quot;:{&quot;applnstallData
&quot;:&quot;CPK+YYGENO4rQU=&quot;}}},&quot;events&quot;:[{

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{ECC508A0-CA1C-11EB-90EB-ECF4BBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe
Microsoft Word Document

dropped

30296

1.8547046990362086

false

192:rQNZeUZER2DeW|ntDifkE2zMG+BG4D9sfVE3)X:rK/9xpkVpFQq
04F39B4D1BBF5D7B3054C38F8B14F677
4CF030287F5C9DA470B13522AB1ADSEBD7623A30
E9D729F44FBF0523CA39583AB6BF86C5895FCAG1544732646FB0032D7946BC2A

7938D08E4F2EB13715BC4075EC7FDD5BE9B65BC41ADF02DFC0030D54FBC70E7DCAA2AFCAG6C47C7BESF7COED436F42E0812B361AFFB897436E7313D89FF971
37

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\{ECC508A2-CA1C-11EB-90EB-ECF4BBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

Microsoft Word Document

dropped

185340

3.0442219594120887

false
768:4vwmXzhf3hzPzaEAJUzmKAeCm67KLZrjHuiwUzmKAeCm67KLZrjHuif: 1tj4mtj4f
BE155C2BC8B2EA179874F0325FB4F8B2
5A680E4F885F50C459667789591D66DCFFF21681
FA4E4E1C8F27B6CE09D57EB19B642F7932BB1A58B5D14BFDF6A769FB6654DESB

B40EAAB82DDDEC08C277F6DE09B0C2DB53988155252DAF4ADAC25BA453E8F7BBB10F6F8D2927820889145A018230B6A7B8DD288D98841C5BEB51D36A6C50B!
91

false

low
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\{F2CF8151-CA1C-11EB-90EB-ECF4BBEA1588}.dat

Process: C:\Program Files\internet explorer\iexplore.exe
File Type: Microsoft Word Document

Category: dropped

Size (bytes): 16984

Entropy (8bit):  1.5647069612888698

Encrypted: false

SSDEEP: 48:lwgGceprhGwpaoG4pQUGrapbSCGQpK/oG7HpRVTGIpG:rEZ7Q46iBSKA7TNA

MDS5: ED8F2601CCFFDE5S4EEDAEE2606B83317

SHA1L: C14FDF1F3DCF7C66E3A6364D458EBF682C246CD7

SHA-256: D9FFAE7A4D07C725D2DDE2FC0477AB57AC56FCCD44A7BB10F88ECBDF1B20236F

SHA-512: B4FCE3A63951BF224D8271CB7FBIA5567A8507F0E86076AB8FB35D49E8DB605E4317A59FEE2EC3F04AA38550F6A8CEA37038CBD2E2CE12AB8C44E932CF7BE6
4A

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Microsoft\Internet Explorerlimagestore\gee00Opriimagestore.dat

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 12634

Entropy (8bit):  3.8610775491303264

Encrypted: false

SSDEEP: 96:ALvIJct+cP47v+rcqlBPGOflct+U47v+rcqlBPGIC:8vI6ttPqWceBPGII6tjgWceBPGg

MD5: 0CB95DC09C89FA3D1C937071878C759E

SHA1L: A42D1FA77360847364890E341CD6CDA44A823A0F

SHA-256: DB2467F687C142737169E329E7D8FF4F13868F4D1E8B1D3902ACEE3FE75A3D0C

SHA-512: 48811ECB3DE2116F97307A1A152AD76A6617B19A121C08BC89FFD74154A2EDO6ABBASF5CA3507AD2A5E48314E0DE38C2DD3BC49693163E42BC459172B04D19!
5

Malicious: false

Reputation: low

Preview:

P>..P>..P>.P>.P>.P>.P>. P>,

...................... P> P>A....“...A...P>..P> P
P>..P>..P>.P>.P>.P>.P>. P> P> P> .P>.P>.P>.P>.P> P> P> P>
.......................................... P>..P
> .P>.P>.P>.P>.P>.P>.P>.P>.P>. P> P> .P>.P>.P>.P
C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\2WF3MMUU\8[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: [TIFF image data, big-endian, direntries=12, height=709, bps=0, Photometricintepretation=RGB, orientation=upper-left, width=1200], baseline, precision 8, 1200x646,
frames 3
Category: downloaded
Size (bytes): 161118
Entropy (8bit): 7.5594351594508185
Encrypted: false
SSDEEP: 3072:WucfAcwuKGuN2q/gSsqnk4br5XUGpppLgfmazv7104J:0MuKbYOF355XEuAv7Ind
MDS5: F17B5B1163EFB6D2D47DE6BAE6D3A9CD
SHA1L: 6D6964B34BC44C6D2B106ADE1AE675985B96D012
SHA-256: 7829F065E0E10C8466F3D57766E0719421B7B652F6A1082F21B98702F1B28A30
SHA-512: 7COCBEF1D3CAE66A18C74544E593803C2EEC56817E762A385D54437BC7D597B2598886BOCOEDF72C6E934E9F146CEFC89392A492DB5425A1071E61CALF1568E
Malicious: false
Reputation: low
|IE Cache URL: http://https://smtpro101.com/email-listmnb/images/8.jpg
Preview:
...... EXIf. MM s G Lo 20 S WAdobe Photoshop CC 2015 (Windows).2020:
.0221. r z.( %.....H Adobe d

..C.%.S...cs5....&D.TdE.t6..U.e...u..F'
LLTGWOW.e P q..KIG..x.

1. TX[AM..R.....X.5.]?p.ARI%O0..MN.$..@.4

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\2WF3MMUU\KFOICnqEu92FriMmWUIfBBc-[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 20396, version 1.1

Copyright Joe Security LLC 2021 Page 11 of 46



C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\2WF3MMUU\KFOICnqEu92FriMmWUIfBBc-[1].woff

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

downloaded

20396

7.974131663185347

false

384:SfXdUIIAOzhyKR28ePpAwxZ5M3py8wtshtdf45DEVTGdYb7H2Q/VEgm: Svdj0zhbRmjlQ8wtsVAIEVGY3/i/
68D6DABFES4E245E7D5D5C16C3C4B1A9

7FDABB95EAEBECEDB3FB5473EAB94A1B292CEF19
A01A632E56731A854F35701AA8C3A6A19A113290D9032FF9048F8064C45383BD
44EB151F85178A2F9600E85AD43FAE470FABEOF247C9A03E67931B36028E600C7550D9DE2D69B3576A06577A5DEAF54822EE4BDCIDCBB47588D1972C8A959D4
false

low

http://https://fonts.gstatic.com/s/roboto/v27/KFOICnqEU92FriIMmWUIfBBc-.woff

WOFF.....0 e GDEF....... G...d....GPOS.............. 0GSUB................ 0S/2...p...Q...°u...cmap............... #evt ... H..H+~.fpgm...$...3...._...gasp.. X........
..glyf..d..<.L.CNhdmx..H....m....03#7head..H....6...6...\hhea..l,... ..$.& .hmtx..IL......." J.loca..K............. maxp..M.... ... .4..name..M ~..9.post..N........ .m.dprep..N........ )*
v60x...1..P......PB..U.=1.@..C)..N4C.\.51.3.......9.9.qu.0O...0jC.cA......R.x...%Y...Wm=..mo..k.m...r..m.g"..../.[}.S..\mD...1..G>..giz...=C..}.y....|Jo.c.X.R.I"B &.
/6..5D.AGX.....)<")...7.... .Y4>|1...ES.Gc...FO.>$.../..JRCI..T.zD..uz4~D.._OK.$.Z.(.JR..\.\.\.\\.....¥n.6:x...b,.$...2.0:./y.iLg.3..1.0.y.g.. X..V...d.#O...0....b7{.>.n.iD.V...."
e.\A..OR.kwp.].....6p..."ZE..%...e.u3..L..V..W.7b..L.3.L1K...Ts..$6.-b....... 9..b@..!11,...v.C...{...dox.G(...]a%E:.Fn.Nn."n......... Sf.E)..k...<g.){....].....DT..N....Hy.F.Jez....... _?
7.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\adobe[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 400x400, frames 3
downloaded

30925

7.75667128400845

false

768:nuowBuvTpjgz+wqrPZ2gh8fmyjIX6RgnxgYqwNL:nuPOpjgzPqrPZRYZGnYqYL
BE5274AF7D8BD25B8148A190FF515399

B8D0850FD92EE935287E17988B89E53607808C8C
26C62DBDF527B8DCBF378EA62F129CBBBA3B244730687909BA21ECD729C9D2E6
64893C625BE72783088575E36EF26FF4573243F32601BDA754EDA72B7515063B5E4E4831697D16AC663529C910AE12CCD145BEC530F2A9BAE4D9324301C65667
false

low

http://https://smtpro101.com/email-list/mnb/images/adobe.jpg

........ 11A..Qa."q.
W l1LAQ
ARG

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\base[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

1676769

5.581481887370015

false
12288:aXm9FsvxMjQvcwlyzDBzem2mPMVBFXR7DwVQOwud3UqI3rz:Ym9GvxMjQHCzem288BF37DwFwuVfl3rz
F6DB6997C14E9815C1CCCOC5511BB765

C6F8BAE2B4976B468CA046608B949DC43BCE9119
BE46404DF6D8F40E8787D034657072984F9F8DA178C033667BA21D23C179218C

A5A3573401FE4EAGFD339870E2AA655059B9CCBFEDDF59C9B8725C59BAAFA6CC0039FD5ABFB8D582BA13FAA19735CD83915E49266D6F4EB38A52B4E9EB190:
AO

false
low

http://https://www.youtube-nocookie.com/s/player/1fe59655/player_ias.vflset/en_US/base.js

var _yt_player={};(function(g){var window=this;/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.'use strict’var ba,da,Gaa,ha,ia,ka,pa,
ga,ra,ta,ua,va,wa,xa,Haa,laa,ya,Aa,Oaa,Ba,Ca,Da,Ea,Fa,Ja,Ka,Qaa,Raa, Ta,Ua,Va,Saa Taa,Wa,Uaa, Xa,$a,Vaa,Waa,bb,ib,Xaa,pb,qb,Yaa,vb,sb,Zaa,tb,$aa,aba,bba
,Db,Fb,Gb,Hb,Kb,Mb,Nb,Qb,Whb,Yb,ac,bc,ec,gc,hc,eba,ic,jc,Ic,uc,ve,xc,Cc,lc,Jc,Nc,Lc,iba,Iba,mba,nba,Rc,Sc,Uc, Tc,$c,cd,oba,pba,bd,qba,hd,id,jd,kd,Id,od,pd,qd,rd,t
ba,sd,td,xd,yd,zd,Ad,Bd,Cd,Dd,Ed,Gd,Id,Jd,Ld,Md,Nd,vba,Od,Qd,wba,Sd, Td,Wd,Xd,Yd,Zd,ge ie,le,pe,qe,ve ,we,Ae,xe,Ce,Fe Ee,De,Bba,ne, Ve ,Pe,Qe, Xe,We,me, Ye,
Dba,.bf,df,af,ff,gf,hf jf kf,If,nf,of, pf,af Eba,wf,rf,yf, Bf,Cf, Fba,Ef,If Hf, Jf Kf,Lf, Mf,Nf,Of, Pf,Qf Rf, Tf,Sf,Uf,Vf,Iba,Kba,Lba,Nba, Yf,Zf,$f,bg,cg,dg,fg,hg,ng,09,rg,Oba,ug,tg,vg,Pba
,Dg,Eg,Fg,Qba,Hg,lg,Jg,Kg,Lg,Mg,Ng,Rba,0g,Pg,Qg,Sha, Tha,Rg,Tg,Sg,Vg,Wg,Zg,Xg,Vba,Yg,$g,ah,ch,bh,Xba,Wba,dh,Zba,Yba,$ba,gh,aca,ih,jh,kh,hh,Ih,bca,mh,cc
a,dca,oh,hca,ph,gh,rh,ica,th,vh,yh,Fh,Hh

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\2WF3MMUU\cb=gapi[1].js

Process:

File Type:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

Copyright Joe Security LLC 2021 Page 12 of 46



C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachell[E\2WF3MMUU\cb=gapi[1].js

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

downloaded

311448

5.529508875650321

false

6144:xy60fHp1RkzVclge9naBnzzcSgHYPQCLcOPvVBfzuD:xyDxsVcf+g1O6
96DBF8E527CB14D82E294328ABCDA48B
1D10004482E6834A72716425F26D0C43C427A35D
7BEF45A2D66E62100D6A4DAD1B713DDE1DEF59A7B963618E1D96C56593BEOOEC
915867AA98685F359253A11F28A90E6C69FDOF9BEDE8IB52ECC6510775ED7E43625A34C9AA5973125EAEBBE4147FC770CDF34ABDA3030B96820A3005A2DEA95
false

low

http://https://apis.google.com/_/scs/apps-static/_/js/k=0z.gapi.en_US.p7L79FLXQCw.O/m=client/rt=j/sv=1/d=1/ed=1/am=AQ/rs=AGLTcCO6hl1EejjzC-
wrWbDdgTxPi0Gs8g/cb=gapi.loaded_0

gapi.loaded_0(function(_){var window=this;./*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var ia,ka,na,pa,wa,Aa,Da,Oa;_.ha=
function(a){return function(){return _.ca[a].apply(this,arguments)}};_.ca=[];ia=function(a){var b=0;return function(){return b<a.length?{done:!1,value:a[b++]}:{done:!0}}}
;ka="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)return a;a[b]=c.value;return a};.na=functi
on(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object'==typeof self&&self,"object"==typeof global&&global];for(var b=0;b<a.
length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("a");};pa=na(this);wa=function(a,b){if(b)a:{var c=pa;a=a.split(".");for(var d=0;d<a.length-1;d++){var e=a[d
1;if(!(e in c))break a;c=c[e]}a=a[a.length-1];d=c[a];b=b(d);b!=d&&null'=b&&ka(c,a,{configurable:!0,writable:!0,value:b})}};.wa("Symbol",function(a){if(a)return a;var b=fu

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\client[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

12537

5.463657559601543

false
192:8iApwYKUa9uVvQcJJIBA1lgi7Cwm5Mi0+Sczl+J:83pw9dIVIOLIEWmRO+Scx+J
CADBEC618439D646834E3C71301A49F0
9CAC182E930D49CODBCEEE7045D1295D716C525C
DA1A63A10B52159D228C2E42EA36B941811F9F33B2F8367F32369E51ED59B75E

5D82B05B9B4FFE460EB91FCD6B1EB694E85F3F58BOC85EDAG2489D18DDF66E9DAS81831C557C73EEGA96CF41E44C41377B24E93A8678A6B79361C90A20384FL
B

false
low

http://https://apis.google.com/js/client.js?onload=gapiL.oaded

var gapi=window.gapi=window.gapi||[{};gapi._bs=new Date().getTime();(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-ldentifier: Apache-2.0.*/.var
g=this||self,h=function(a){return a};/*. gapi.loader. OBJECT_CREATE_TEST_OVERRIDE &&*/.var m=window,n=document,aa=m.location,ba=function(){},ca=/\[native
code\]/,g=function(a,b,c){return a[b]=a[b]||c},da=function(a){a=a.sort();for(var b=[],c=void 0,d=0;d<a.length;d++){var e=a[d];e!=c&&b.push(e);c=e}return b},v=function(){var
a;if((a=Object.create)&&ca.test(a))a=a(null);else{a={};for(var b in a)a[b]=void O}return a},x=q(m,"gapi",{});var C;C=q(m,"___jsI",v());q(C,"I",0);q(C,"hel",10);var D=function(){
var a=aa.href;if(C.dpo)var b=C.h;else{b=C.h;var c=/([#].*&|[#])jsh=(["&#]*)/g,d=/([?#].*&|[?#])jsh=(["&#]*)/g;if(a=a&&(c.exec(a)||d.exec(a)))try{b=decode URIComponent(a[2]
)}catch(e){}}return b},fa=function(a){var b=q(C,"PQ",[]);C.PQ=[];var c=b.length;if(0===c)a();else for(var d=0,e=function(){++d===c&&a()},f=0;f<c;f++)b[f](e)},E=

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\favicon[1].ico

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

MS Windows icon resource - 1 icon, 16x16, 32 bits/pixel

downloaded

1150

2.3710475547263856

false

6:RIMRQ8W828W828W828W828S8eftXfc/lk:Ry3X3X3X3XjeVUk
EAG69A3F95DD5484853D128186DB7E13D
5FDB5FE05108FD6E5386BBDA06778AF4B446DC6A
8179E80BCFEF62154D1FF7371A1C60BD2C6C1E71C3DA2F4A8B1DB518A1900EC2
2169D31065059C3677D025F27A5650C1E35BF83B6D6B3D80842B0809FF67E85388CB00213A4BD3FA76F71909A21298C824B39299A3980BA3B11C0297DB472610
false

low

http://https://ssl.gstatic.com/atari/images/public/favicon.ico

..h. .@... .P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P

> .P>.P>.P>.P>.P>.P>.P>.P>. P> P> .P>.P>.P>.P>.P>.P>.P> P> P> P> P> P> P> .P> P> .P> P>.P> P> P> .P>.P>.P> P>.P> P> P>

P>.P>. ..P>.P>.P>.P>.P>.P>.. .P>.P>. P>..P>..P>.P>.P>.P>... LP>LP> P>.P>.P>.P>.P>.P>.
P>..P>..P>..P>..P>..P>..P>. P> P> P> P> .P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.. .
..P>.P>..P>..P>.P>.P> .P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>
.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P>.P

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\2WF3MMUU\favicon[2].ico

Process:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\favicon[2].ico

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

IE Cache URL:

Preview:

MS Windows icon resource - 2 icons, 16x16, 32 bits/pixel, 32x32, 32 bits/pixel
downloaded

5430

3.6534652184263736

false

48:wlJct3xIAXG/7nvWDtZcdYLtX7B6QXL3aqG8Q:wlJct+A47v+rcqlBPGIB
F3418A443E7D841097C714D69EC4BCB8
49263695F6BOCDD72F45CF1B775E660FDC36C606
6DA5620880159634213E197FAFCA1DDE0272153BE3E4590818533FAB8D040770

82D017C4B7EC8EOC46E8B75DA0CAGA52FD8BCE7FCF4ES56CBDF16B49FC81BE9953FE7E25A05F63ECD41C7272E8BBOA9FDIAEDFOAC06CB6032330B096B370:
563

false

low

http://https://www.google.com/favicon.ico

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\fetch-polyfill[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Pascal source, ASCII text, with very long lines

downloaded

8543

5.238064281324506

false
192:0QHdIEsIZcOrsNYNU5mSJHql03aej6tZoaMLQO/x5/P80+HcW:ocHsILsP5muHql0Jj6tZcUO/x5+V
04E3CC8A9641B3FI9F9C9370F4E9B5BDD

9602A891F583094BB04FD407B253ABCAFFB8C8D0O
DE6C4FFA2BDIFD283610E28D0DB2EC48607AAB39D213A51AEF248673A0A7E980
58942BCCOF39D620A475B65C1AEB4F18872F68F22C89DEC076906A0DB8BC2B7CCA9357710A7824A0FA7404FF73F41013AECA34609CAACD2187414F7BD0OD490L
false

low

http:// https://www.youtube-nocookie.com/s/player/1fe59655/fetch-polyfill. vlset/fetch-polyfill.js

/*.. Copyright (c) 2014-2016 GitHub, Inc... Permission is hereby granted, free of charge, to any person obtaining. a copy of this software and associated documentation fi
les (the. "Software"), to deal in the Software without restriction, including. without limitation the rights to use, copy, modify, merge, publish,. distribute, sublicense, and/or s
ell copies of the Software, and to. permit persons to whom the Software is furnished to do so, subject to. the following conditions:.. The above copyright notice and this
permission notice shall be. included in all copies or substantial portions of the Software... THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY
KIND,. EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF. MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND.
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE. LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETH
ER IN AN ACTION. OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\gmail[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 1280 x 1280, 8-bit/color RGBA, non-interlaced

downloaded

66743

7.712342056984168

false
1536:FxgKcVgezlOvLoYXEuKoYK5LHjGKT3b1mQOEjO+R+EH:FsK2gezl0zoYXEuKo7CYrOb+Rb
DCE2F2BOE50CB1DBB0246D152791CB46
DOA69C159304EDC08DB005163E7AO0DAF5A1E98A6
ACF087C1757F08BOCFD53D59066544D7EFOBFCC50999E77C5813739CD9DC1479

91054B36EF1673B24E4FE3DC324CBE339F4E9EB72785A6A4C355C7B2A11A9A7C6E188FFIBF5B34FFDD2805D4BBED71EF6CA4975EE3E330FD8D8E383ED6G4B2¢
EE

false

low

http://https://smtpro101.com/email-list/mnb/images/gmail.png

Process:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
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File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Yara Hits:

Reputation:

Preview:

HTML document, UTF-8 Unicode text, with very long lines

dropped

47716

5.774327712487098

false
384:WCGYulh009w/PoLdy2i5D/E8+5qz+IhkD+DHg+Viv/+hhOWqWwSTdG+ng+gHPI1IM:OYulK1JZ8jgAkoHRNOW/M+ngLM
8692F7FE31E2925412EC2D58B1092D38

D2393D77D79A6CEA705B0F93034A33B880B259A0
CD73A35207554B3854228C7220694C113CDFF53CB5C87C43F5F8DEBFAAS4E773
41891089F0095EE12A1D33F706581CE224A9AECB35DD5421409F4DF78AEE17378B43DD14B500843AED69758A3AF7BD3C186987E6253D38D7C2DID86AC278ABE
true

e Rule: JoeSecurity_HtmlPhish_20, Description: Yara detected HtmlIPhish_20, Source:
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\I[E\2WF3MMUU\home[1].htm, Author: Joe Security

e Rule: JoeSecurity_HtmlPhish_20, Description: Yara detected HtmlIPhish_20, Source:
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\I[E\2WF3MMUU\home[1].htm, Author: Joe Security

low

<IDOCTYPE html><html lang="en-US" itemscope itemtype="http://schema.org/WebPage"><head><meta charset="utf-8"><script nonce="Hk7/OPglwkknAggOkCkulA">va
r DOCS_timing={}; DOCS_timing['sl']=new Date().getTime();</script><script nonce="Hk7/OPglwkknAggOkCkulA">function _DumpException(e) {throw e;}</script><script
nonce="Hk7/OPglwkknAggOkCkulA">_docs_flag_initialData={"atari-eiicg":false,"docs-sup":"","docs-eea":false,"docs-ecci":false,"docs-ipmmp":true,"docs-esi":false,"docs-
liap":"/logimpressions","ilcm":{"eui":"AHKXmL3SDWuqLQ11D51Nh-LdWogGxCQITxJKt-oGgmwgDjy4x-K8t_7KFTRV_a4AvlOietDYjAKb","je":1,"sstu":162335111737700
0,"si":"CMbhyZXejfECFWPBcwQdgnONAg","gsc":null,"ei":[5720925,5720060,5703022,5703839,14101046,5704621,5734691,5713207,5713049,5711850,571462
8,5721004,14101462,14101530,14100834,5722370,5712373,5732942,5719651,14101502,14101510,5735806,5706836,5706832,5713211,5709892,5711808,14101
534,5712211,5729072,14101550,5707711,5734571,5727317,5708870,5714550],"crc":0,"cvi":[]},"docs-ccdil"

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\hover[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

114697

4.9296726009523

false

1536:6707EesvXIPRX4PT8azZv8qoXloghTFaFeTxvyAZ+D7M71D:qXIPRX4PT3
FAC4178C15E5A86139C662DAFC809501
EF1481841399156A880EC31B07DDA9CFAALIACE39
BB88454962767EB6F2DDB1AABAAF844D8A57DE7E8F848D7F6928F81B54998452

0902219B6E236FBF9D8173D1D452C8733C1BF67BOEB906CC9866EAQ0C27C2D08FEDA556D01475E9B54E2C6CE797B230BFBD5F39055CE0C71EA4D3E36872C378|
9

false
low

http://https://smtpro101.com/email-list/mnb/css/hover.css

/*1. * Hover.css (http://ianlunn.github.io/Hover/). * Version: 2.3.2. * Author: lan Lunn @lanLunn. * Author URL: http://ianlunn.co.uk/. * Github: https://github.com/lanLu
nn/Hover.. * Hover.css Copyright lan Lunn 2017. Generated with Sass.. */./* 2D TRANSITIONS */./* Grow */..hvr-grow {. display: inline-block;. vertical-align: middle;. -
webkit-transform: perspective(1px) translateZ(0);. transform: perspective(1px) translateZ(0);. box-shadow: 0 0 1px rgha(0, 0, 0, 0);. -webkit-transition-duration: 0.3s;.
transition-duration: 0.3s;. -webkit-transition-property: transform;. transition-property: transform;.}..hvr-grow:hover, .hvr-grow:focus, .hvr-grow:active {. -webkit-transform:
scale(1.1);. transform: scale(1.1);.}../* Shrink */..hvr-shrink {. display: inline-block;. vertical-align: middle;. -webkit-transform: perspective(1px) translateZ(0);. transform:
perspective(1px) translateZ(0);. box-shadow: 0 0 1px rgba(0, 0, 0, 0);. -webkit-transition-duration: 0.3s;. transition-

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\2WF3MMUU\jizfRExUiTo99u79B_mh006tKw[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 57524, version 1.1

downloaded

57524

7.989808002224364

false
768:6k0bKY/R1FBhOX05AHEHINWEM370/gsvMtnPtKJiydtmih0V1r0TmJI3nOIKjj1j:6kKKYrFBhOESAH6ZIUEPtXNreO+lj
09D43F89EE9F28893C5D175F5EFF5045

27DF60E5879AA568876F747F3CFACF28564F9B09
A1F431E4973D434EAD97B86815B31BB4553A7A3588FCD6D60D863C6150918F64

AE41480C180523BC5E73A661B238E3E097DD63F02403A54C6015AA45E3D999726D7863AE35F51BDC13C2ED80D6866AD20D3B7D7FIE4AB67E49468D1C84FBF6(
C

false
low

http://https://fonts.gstatic.com/s/ptsans/v12/jizfRExUiTo99u79B_mhO0O6tKw.woff

.............. v . GPOSLLLLLLL 2 8.GSUB.L XL H{LOS/2. L XL TkXO.cmap. P CVE e, 7.RfPOMLLL e HLOg@SP.L B gy HL >

.......... ,H5.Z.head.......6...6..(.hhea...0......$....hmtx...P.." ... .iRJmaxp...L... ... ..name...l.....Ir=Opost...L.......r..prep...........#a#x....d9..0..m.moma
jz1.9.3....1...0Z1l..AS._+.S. UR.X%.A:{,V..e./Y.0.2..fl..D.M.U\%u..#zL0.i=.. ... T_...Q;.W.uT'uQO..xM.DM....J.j5J2...B.L}
=B.H.F....uj.dwF.*.....W54.. ... Eeljude LQ?..4{.7.9..0j....%.....C\..s... ;A...4..i..F...>DM...........4.3. K.3M.a.Wq...|. B..(..r*.+ .)..U...=.| >..1.
..n.e}...G.U.<<..[B.i9..C...d~.0.3..C*(...0..x...a.Ly@6. ... +. .."....K.1~...9|._....>U.....>4...G.%...a...A0.F.(..ca*L..0...V.l.r.z*_..sh.Fj....y.... .A.dg..
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\2WF3MMUU\jizfRExUiTo99u79B_mh006tKw[1].woff

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\jquery-3.1.1.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

86709

5.367391365596119

false
1536:9NhEyjjTikEJO4edXXe9J578go6MWXqcVhrLyB4Lw13sh2bzrl1+iuH7U3gBORDT:jxcqOhrLZwpsYbmzORDU8Cu5
E071ABDA8BFE61194711CFC2AB99FE104

F647A6D37DC4CA055CED3CF64BBC1F490070ACBA
85556761A8800D14CED8FCD41A6B8B26BF012D44A318866C0D81A62092EFDIBF

53A2B560B20551672FBBOEGE72632D4FD1C7E2DD2ECF7337EBAAAB179CB8BE7C87E9D803CE7765706BC7FCBCF993C34587CD1237DESA279AEA19911D69067E
65

false
low

http://https://code.jquery.com/jquery-3.1.1.min.js

/*1'jQuery v3.1.1 | (c) jQuery Foundation | jquery.org/license */.!function(a,b){"use strict";"object"==typeof module&&"object"==typeof module.exports?module.exports=a.do
cument?b(a,!0):function(a){if('a.document)throw new Error("jQuery requires a window with a document”);return b(a)}:b(a)}(“undefined"!=typeof window?window:this,
function(a,b){"use strict";var c=[],d=a.document,e=Object.getPrototypeOf,f=c.slice,g=c.concat,h=c.push,i=c.indexOf j={} k=j.toString,I=j.hasOwnProperty, m=I.toString,n=m.c
all(Object),o0={};function p(a,b){b=b||d;var c=b.createElement("script");c.text=a,b.head.appendChild(c).parentNode.removeChild(c)}var g="3.1.1" r=function(a,b){return new
r.fn.init(a,b)},s=/"\s\uFEFF\xAO]+|[\s\uFEFF\xAQ]+$/g,t=/"-ms-/,u=/-([a-z])/g,v=function(a,b){return b.toUpperCase()};r.fn=r.prototype={jquery:q,constructor:r,length:0,t
oArray:function(){return f.call(this)},get:function(a){return null==a?f.call(this):a<0?this[a+this.length]:this[a]},pushStack:function(a){var b=r.merge(this.con

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\m=Ae65rd,CuaHnc,syli,uY3Nvd,syj,syl,HYv29e,mxS5xe[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

dropped

13557

5.44504001611651

false
192:9Zrj87MVgromiAS/o7shcUspPudEI9A8p8XnRsHITZeEeeh4N:9S7Mms/AS/07shcUsWEBgXRsHITD9h4N
F51591533C2C7EF5C0321BA51E4D1867

CF9507BE04BE037FF200C05C6E1F54698C5D314D
9917D466647F9DCAGE681F1C14343314307AF9ADCBA065D759056C7BEDF5C991

098E4AEASAAE7A7FO0F49D54E28AB8F6A47002FEF5C8302FEBE22E5404B66088EAE400A6C4062D9D156ED9BC8DEFC492BCA73A43976BESF69F3EA81F3C743B
AE

false

low

"use strict";this.default_vw=this.default_vw]|{};(function(_){var window=this;.try{._.n("Ae65rd");.var tob=_.LI("Ae65rd");.var n$=function(a){_.Mn.call(this,a.va);this.B=
11};_.G(n$,_.Mn);n$.ja=_.Mn.ja;_.g=n$.prototype;_.g.UG=function(){var a=this.O("haAclf").el();this.B="none"===_.Nm(a,"pointerEvents")};_.g.To=function(a){var b=this.aa(),
c=this.O("haAclf").el();c="none"l==_.Nm(c,"display")&&null===_.vn(a.targetElement,".Znu9nd").el();var d=this.B&&c&&!_.wn(b,"CJldie");c&&(b.Ma("CJldie"),_.wc(thi
s.0("haAclf"),"a").focus());d&&a.event.preventDefault();this.B=!1;return!0};_.g.Tr=function(){this.aa().Ka("CJldie")};._.g.R7=function(){_.wc(this.aa(),".Znudnd").Ma("eB4

11;
8Hf")};,_.g.Q7=function(){_.wc(this.aa(),".Znu9nd").Ka("eB48Hf")};_.g.j8=function(){this.aa().Ma("CJldie")};_.g.A7=function(){this.aa().Ka("CJldie")};_.O(n$.prototype,"SzA
CGe" function(){return this.A7});_.O(n$.prototype,"joFSOd" function(){return this.j8});_.O(n$.prototype,"dqOhvd" function(){return this.Q7});_.O(n$.prototype,"y

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\2WF3MMUU\m=FqLSBc,krBSJd,uiNkee,wmIPKb,lavLJc[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

dropped

2933

5.32123751073728

false

48:tyL Twf2wKSV3b9QrGIkVIMTMLG6EAeamqS4MkxdVKOOOPXDyQ/yrG:tyLsfxKmLyaJqOTrmqGAiiy6OG
2461C150BC64E235DE1902310E33655F

52FAE2F3D637ABA3FESACBFC731CAD1A4BD8322E
C4E77B70ED382ECEFFFIF9232AE28C346DAF3E6C5F28F5002C1A4CB808C3386D
E2F4E9E155C2D603862A532EF8FOE07AD5179BACB02AC85B1348FB80982A4636100BFA1B071CBC2CACCEF960317831905F7AE9201993B15A73A47002E49ECOF,
false

low
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\2WF3MMUU\m=FqLSBc,krBSJd,uiNkee,wmIPKb,lavLJc[1].js

Preview:
"use strict";this.default_IdentityPoliciesUi=this.default_ldentityPoliciesUi||{};(function(_){var window=this;.try{._.n("sy7u");.._.t();.._.n("FqLSBc");.var F5=function(a){_.U.call
(this,a.Aa);this.i=null};_.y(F5,_.U);F5.T=function(){return{}};F5.prototype.sl=function(a){a:{a=a.data;var b=this.v().H().getElementsByClassName("bCzwPe");b=_.v(b);for(var
c=h.next();!c.done;c=b.next()){var d=c=c.value;if(d.href&& .me(d.href,"#"+a)){a=c;break a}}a=null}a&&a!==this.i&&(this.i&&_.wij(this.i,"YySNWc"),(this.i=a)&&_.vj(this.i,
"YySNWc"))};_.V(F5.prototype,"CleaHb" function(){return this.sl});_.OI(_.jca,F5);.._.t();.._.n("krBSJd");.var B5=function(a){_.U.call(this,a.Aa)};_.y(B5,_.U);B5.T=function()
{return{}};B5.prototype.bM=function(){var a=this.Ha("O1htCb").H().value;if(a){var b=new _.fu(this.getWindow().location);_.gu(b);b.Gd.set("hl",a);_.$e(this.getWindow().
location,b.toString())}};_.V(B5.prototype,"msyOCf",function(){return this.bM});_.OI(_.ica,B5);.._.t();.._.n("wmlIPKb");.var v4=function(a){_.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\m=sy1i,uY3Nvd,syj,syl,HYv29e[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 10291

Entropy (8bit):  5.461521293037746

Encrypted: false

SSDEEP: 192:37MVgromiAS/o7shcUspPudEI9A8p8XnRsHITZeEe7:37Mms/AS/07shcUsWEBgXRsHITDQ

MDS5: FF48D9DBYAACT7EB98FI5AFE49CC68C1D

SHA1L: 838A667229554BA2165FCDAD753B5F1FC382EF02

SHA-256: EA1E4218EC448407E6063F856790E79460DE2DDB805DA376BC7FF9C24B369060

SHA-512: 93D7E051253F9ABOF7704AF3A23DIF5E0163D0674DCAD24EA3C7DE762DB4791FF62A2F352F72BBFA3BAG3726433342EBC509B2C83BB54C6A4B7CES6C5BA3FS!
E

Malicious: false

Reputation: low

Preview:

"use strict";this.default_vw=this.default_vw/||{};(function(_){var window=this;.try{._.n("sy1i");._.zF=function(a){this.F=a;this.H=this.D=this.C=null;this.B="NVegqd"};_.g=
_.zF.prototype;_.g.kz=function(a){"NVegqd"==this.B&&(this.B="KWEnN1" this.F.Rn(a.B,a))};_.g.lz=function(a){"KWEn1"==this.B&&(this.F.xq(a.B,_.Zm(a.event,a.B.el())
),this.B="c9UNub", _.pl(function(){this.B="NVegqd"},10,this))};_.g.Gr=function(a){"NVegqd"==this.B&&(this.B="ysyYT" this.H=a,this.D=this.C=_.Zm(a.event,a.B.el())
,_.pl(this.kZ,100,this))};._.g.Fr=function(a){return"NVegqd"!=this.B&&(this.C=this.C,this.D=_.Zm(a.event,a.B.el()),7<=_.Dh(this.D,this.C))?(this.B="NVegqd",!0):!1};_.g.Er
=function(a){if("ysyY T"==this.B||"VML6Kd"==this.B||"KWEn1"==this.B)this.D=_.Zm(a.event,a.B.el()),"ysyY T"==this.B&&this.F.Rn(a.B),this.F.xq(a.B),this.B="c9UNub",
_.pl(function(){this.B="NVegqd"},10,this)};_.g.kZ=function(){"ysyY T"==this.B&&this.D&&this.C&&(7>_.Dh(this.D,this.C)?(this.F.Rn(this.H.B,this.H),this.B="VML6Kd"
):this.B="NVegqd")};

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\2WF3MMUU\rs=AA2YrTs7Zb87CqdFxEjh5qFvninf3C7moQJ[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 101291

Entropy (8bit): 5.5497872842642035

Encrypted: false

SSDEEP: 1536:8RDd/GTF32rgCwPJDO0b5dtmH/POR0DGjGONXxcWF3:q/GxGFoRmMHF6]DxcY
MD5: 89908F7BA39B421A83BOBAAD77BEDS3E

SHA1L: 53EC5B0578EF27E062AF9538A7C17316B723C8B8

SHA-256: D231CD72051434824CCADD4CD4DF4556AD50296D738F4F0855A4275648E800EB
SHA-512: 36DE487E649408E5D82BF706945A60F629EE480B5814DEF8A6DD5208C101EFS5EDB84ED38F1852DB46A7439039F0D6BFCFB905B041EF159BB8FC17EEF30A3882
Malicious: false

Reputation: low

Preview:

this.gbar_=this.gbar_||{};(function(_){var window=this;.try{./*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var Gj;_.Fj=function(a){t
his.j=al|{cookie:""}};_.h=_.Fj.prototype;._.h.set=function(a,b,c){var d=!1;if("object"===typeof c){var e=c.Tl;d=c.Ck]|!1;var f=c.domain||void O;var g=c.path||void O;var k
=c.hd}if(/[;=\s]/.test(a))throw Error("S™"+a);if(/[;\r\n]/.test(b))throw Error("T "+b);void 0===k&&(k=-1);this.j.cookie=a+"="+b+(f?";domain="+f:"")+(g?";path="+g:"")+(0>k
?"":0==k?";expires="+(new Date(1970,1,1)).toUTCString():";expires="+(new Date(Date.now()+1E3*k)).toUTCString())+(d?";secure":"")+(nulll=e?";samesite="+e:"")};._
.h.get=function(a,b){for(var c=a+"=",d=(this.j.cookie||"").split(";"),e=0,f;e<d.length;e++){f=(0,_.Wa)(d[e]);if(0==f.lastindexOf(c,0))return f.substr(c.length);if(f==a)return™}ret
urn b};_.h.remove=function(a,b,c){var d=void 0!==this.get(a);this.set(a,"" {hd:0,path:b,domain:c});return d};_.h.Ib=function(){return Gj(this).keys};_

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\2WF3MMUU\rs=AA2YrTtcf0OOfTPFS7mDiDHvSrB_YVEoYtg[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 301

Entropy (8bit):  5.192037061010406

Encrypted: false

SSDEEP: 6:EZwTcqcA2n6gt9VvKeZWbnRVIMER0eS|IUVY 2rPs8QYMzY/:EZfqcA26gAcZWIp6SVYKUY/
MD5: 1B72E69FDEF1E3682A3EAFE2F5D81BDE

SHAL: D4F2DAA025C2CF92332E5F5A2E692C6AC1C0512C

SHA-256: 296B72791199FCA038A621E32B7C6ADAEF056FESC361BCA2797A06D6A0CCOAAA
SHA-512: 47677946F58903C4A903C4A1EB807E388A2470207A43F9FF55A3E9123FF20365D60652FA38AEB3EA5922A701900849AE401C75DE78A3935BFD308810E6474A84
Malicious: false

Reputation: low

Preview:

.gb_Qe{background:rgba(60,64,67,0.90);border-radius:4px;color:#ffffff;font:500 12px 'Roboto’,arial,sans-serif;letter-spacing:.8px;line-height: 16 px;margin-top:4px;min-heig
ht:14px;padding:4px 8px;position:absolute;z-index:1000}.gb_Hc .gb_Cc{overflow:hidden}.gb_Hc .gb_Cc:hover{overflow-y:auto}sentinel{}
Copyright Joe Security LLC 2021 Page 17 of 46



C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\2WF3MMUU\rs=AA2YrTtcf0OOfTPFS7mDiDHvSrB_YVEoYtg[1].css

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\www-embed-player[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

197263

5.596066732874722

false

3072:s1XX8qgk/hze+DzkpASly2QI82gEjlskOpllUrQaxc:qpze+DzkpASvPI82gEv0pl2
43889017AAA093BD462EF758C267519A
ED2500E2E319B4C1C96CD8E14AA50B072CE5368F
2DB1731278FEA4DC5E8BC660CCESFB2E2DB61306A9F661C81547CFIDIF6593E7

OA7F796EEC413B7EEGE3FB6703EE3E7D646241C28F5C2B852F3B47DA45E96FE2F7DBES4B83641F21DEEBB73E8F77349BDD1D6FC8C9777B44159467BDBABBET¢E
E3

false
low

http://https://www.youtube-nocookie.com/s/player/1fe59655/www-embed-player.vflset/www-embed-player.js

(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.'use strict';var m;function aa(a){var b=0;return function(){return b<a.length?
{done:!1,value:a[b++]}:{done:!0}}}.var ba="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object. prototype)
return a;a[b]=c.value;return a};.function ca(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object
"==typeof global&&globall;for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");}.var da=ca(this);function r(a,b){if
(b)a:{var c=da;a=a.split(".");for(var d=0;d<a.length-1;d++){var e=a[d];if(!(e in c))break a;c=c[e]}a=a[a.length-1];d=c[a];b=b(d);b!=d&&null!=b&&ba(c,a,{configurable:!0,wr
itable:!0,value:b})}}.r("Symbol* function(a){function b(f){if(this instanceof b)throw new TypeError("Symbol is not a constructor");return new c(d+(f||"")+"_"+e+
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