
ID: 432864
Sample Name: WcHO1ZGiIn
Cookbook: default.jbs
Time: 21:13:20
Date: 10/06/2021
Version: 32.0.0 Black Diamond
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Analysis Report WcHO1ZGiIn

Overview

General Information

Sample 
Name:

WcHO1ZGiIn (renamed file 
extension from none to 
exe)

Analysis ID: 432864

MD5: c7b10eb81f543de…

SHA1: cfa927622c9ffb3…

SHA256: aa46ed83ddd4f41…

Infos:

Most interesting Screenshot:

Detection

AgentTesla MatiexAgentTesla Matiex

Score: 84

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for droppMulti AV Scanner detection for dropp……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTeslaYara detected AgentTesla

Yara detected Matiex Keylogger

Yara detected Matiex Keylogger

Yara detected Matiex Keylogger

Yara detected Matiex Keylogger

Yara detected Matiex Keylogger

Yara detected Matiex Keylogger

Yara detected Matiex KeyloggerYara detected Matiex Keylogger

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for droppMachine Learning detection for dropp……

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

Yara detected Beds Obfuscator

Yara detected Beds Obfuscator

Yara detected Beds Obfuscator

Yara detected Beds Obfuscator

Yara detected Beds Obfuscator

Yara detected Beds Obfuscator

Yara detected Beds ObfuscatorYara detected Beds Obfuscator

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time stBinary contains a suspicious time st……

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtuaContains capabilities to detect virtua……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in coJA3 SSL client fingerprint seen in co……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crashOne or more processes crash

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version foUses insecure TLS / SSL version fo……

Classification

Malware Configuration

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

WcHO1ZGiIn.exe (PID: 6304 cmdline: 'C:\Users\user\Desktop\WcHO1ZGiIn.exe'  MD5: C7B10EB81F543DEBD7092703917CF6E5)

Serwices.exe (PID: 6792 cmdline: 'C:\Users\user\AppData\Local\Temp\Serwices.exe'  MD5: CF1048A8362B93B9CDF47260B50D8F37)

WerFault.exe (PID: 7032 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 6792 -s 852 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)

cleanup

No configs have been found

Source Rule Description Author Strings

00000004.00000002.254454317.000000000431
9000.00000004.00000001.sdmp

JoeSecurity_Matiex Yara detected 
Matiex Keylogger

Joe Security

00000004.00000002.254454317.000000000431
9000.00000004.00000001.sdmp

JoeSecurity_BedsObfuscat
or

Yara detected 
Beds Obfuscator

Joe Security

00000004.00000002.254454317.000000000431
9000.00000004.00000001.sdmp

JoeSecurity_AgentTesla_2 Yara detected 
AgentTesla

Joe Security

00000004.00000002.254827606.000000000447
5000.00000004.00000001.sdmp

JoeSecurity_Matiex Yara detected 
Matiex Keylogger

Joe Security

00000004.00000002.254827606.000000000447
5000.00000004.00000001.sdmp

JoeSecurity_BedsObfuscat
or

Yara detected 
Beds Obfuscator

Joe Security

Click to see the 15 entries

Source Rule Description Author Strings

4.0.Serwices.exe.43e7f14.13.raw.unpack JoeSecurity_Matiex Yara detected 
Matiex Keylogger

Joe Security

Process Tree

Yara Overview

Memory Dumps

Unpacked PEs

Copyright Joe Security LLC 2021 Page 4 of 18



Sigma Overview

No Sigma rule has matched

Signature Overview

Click to jump to signature section

AV Detection:

Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Machine Learning detection for dropped file

Machine Learning detection for sample

Data Obfuscation:

Yara detected Beds Obfuscator

Malware Analysis System Evasion:

Yara detected Beds Obfuscator

Stealing of Sensitive Information:

Yara detected AgentTesla

Yara detected Matiex Keylogger

Remote Access Functionality:

Yara detected AgentTesla

Yara detected Matiex Keylogger

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Valid
Accounts

Windows
Management
Instrumentation

Path
Interception

Process
Injection 1 2

Disable or Modify
Tools 1

OS
Credential
Dumping

Security Software
Discovery 1 2 1

Remote
Services

Archive
Collected
Data 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1 2

Eavesdrop on
Insecure
Network
Communication

4.0.Serwices.exe.43e7f14.13.raw.unpack JoeSecurity_BedsObfuscat
or

Yara detected 
Beds Obfuscator

Joe Security

4.2.Serwices.exe.4475bd0.6.raw.unpack JoeSecurity_Matiex Yara detected 
Matiex Keylogger

Joe Security

4.2.Serwices.exe.4475bd0.6.raw.unpack JoeSecurity_BedsObfuscat
or

Yara detected 
Beds Obfuscator

Joe Security

4.2.Serwices.exe.4475bd0.6.raw.unpack JoeSecurity_AgentTesla_2 Yara detected 
AgentTesla

Joe Security

Click to see the 43 entries

Source Rule Description Author Strings

Copyright Joe Security LLC 2021 Page 5 of 18



Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Virtualization/Sandbox
Evasion 3 1

LSASS
Memory

Process Discovery 2 Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Non-
Application
Layer
Protocol 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Process
Injection 1 2

Security
Account
Manager

Virtualization/Sandbox
Evasion 3 1

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Application
Layer
Protocol 2

Exploit SS7 to
Track Device
Location

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Obfuscated Files or
Information 2

NTDS Remote System
Discovery 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Protocol
Impersonation

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network
Logon Script

Software Packing 1 LSA
Secrets

File and Directory
Discovery 1

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Timestomp 1 Cached
Domain
Credentials

System Information
Discovery 1 2

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Behavior Graph

ID: 432864

Sample: WcHO1ZGiIn

Startdate: 10/06/2021

Architecture: WINDOWS

Score: 84

Multi AV Scanner detection
for submitted file Yara detected AgentTesla Yara detected Matiex

Keylogger 2 other signatures

WcHO1ZGiIn.exe

15 4

        started       

us-east-1.route-1.000webhost.awex.io

145.14.145.185, 443, 49730

AWEXUS

Netherlands

192.168.2.1

unknown

unknown

mmeetalss.000webhostapp.com

C:\Users\user\AppData\Local\...\Serwices.exe, PE32

dropped

Serwices.exe

        started       

Multi AV Scanner detection
for dropped file

Machine Learning detection
for dropped file

WerFault.exe

23 9

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots
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Antivirus, Machine Learning and Genetic Malware Detection
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Source Detection Scanner Label Link

WcHO1ZGiIn.exe 41% Virustotal Browse

WcHO1ZGiIn.exe 59% ReversingLabs ByteCode-
MSIL.Trojan.Fsysna

WcHO1ZGiIn.exe 100% Joe Sandbox ML

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\Serwices.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\Serwices.exe 66% ReversingLabs ByteCode-
MSIL.Spyware.Noon

No Antivirus matches

Source Detection Scanner Label Link

us-east-1.route-1.000webhost.awex.io 2% Virustotal Browse

Source Detection Scanner Label Link

status.rapidssl.com0= 0% Avira URL Cloud safe

www.carterandcone.come 0% URL Reputation safe

www.carterandcone.come 0% URL Reputation safe

www.carterandcone.come 0% URL Reputation safe

www.carterandcone.come 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.tiro.comy 0% Avira URL Cloud safe

www.carterandcone.comY 0% Avira URL Cloud safe

www.carterandcone.comq 0% Avira URL Cloud safe

www.tiro.com 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.carterandcone.com 0% URL Reputation safe

www.carterandcone.com 0% URL Reputation safe

www.carterandcone.com 0% URL Reputation safe

www.fonts.comW 0% Avira URL Cloud safe

www.fontbureau.come.com 0% URL Reputation safe

www.fontbureau.come.com 0% URL Reputation safe

www.fontbureau.come.com 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2021 Page 8 of 18

https://www.virustotal.com/gui/file/aa46ed83ddd4f41f0c8eff6a404206cad70a7ecf4dd8754ee305655ffffee4bb/detection/f-aa46ed83ddd4f41f0c8eff6a404206cad70a7ecf4dd8754ee305655ffffee4bb-1623267303
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www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.monotype. 0% URL Reputation safe

www.monotype. 0% URL Reputation safe

www.monotype. 0% URL Reputation safe

https://mmeetalss.000webhostapT 0% Avira URL Cloud safe

www.fontbureau.comm 0% URL Reputation safe

www.fontbureau.comm 0% URL Reputation safe

www.fontbureau.comm 0% URL Reputation safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

us-east-1.route-1.000webhost.awex.io 0% Avira URL Cloud safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.carterandcone.comTz 0% Avira URL Cloud safe

www.sandoll.co.kr 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

us-east-1.route-1.000webhost.awex.io 145.14.145.185 true false 2%, Virustotal, Browse unknown

mmeetalss.000webhostapp.com unknown unknown false high

IP Domain Country Flag ASN ASN Name Malicious

145.14.145.185 us-east-1.route-
1.000webhost.awex.io

Netherlands 204915 AWEXUS false

IP

192.168.2.1

Domains and IPs

Contacted Domains

URLs from Memory and Binaries

Contacted IPs

Public

Private

Copyright Joe Security LLC 2021 Page 9 of 18
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General Information

Joe Sandbox Version: 32.0.0 Black Diamond

Analysis ID: 432864

Start date: 10.06.2021

Start time: 21:13:20

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 14m 57s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: WcHO1ZGiIn (renamed file extension from none to exe)

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 40

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal84.troj.evad.winEXE@4/5@2/2

EGA Information: Successful, ratio: 50%

HDC Information: Successful, ratio: 0.3% (good quality ratio 0.1%)
Quality average: 29.4%
Quality standard deviation: 39.8%

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI

Warnings:

Time Type Description

21:14:22 API Interceptor 1x Sleep call for process: WcHO1ZGiIn.exe modified

21:14:23 API Interceptor 2x Sleep call for process: Serwices.exe modified

21:14:33 API Interceptor 1x Sleep call for process: WerFault.exe modified

Match Associated Sample Name / URL SHA 256 Detection Link Context

145.14.145.185 https://bit.ly/2Bex4ks Get hash malicious Browse

Match Associated Sample Name / URL SHA 256 Detection Link Context

us-east-1.route-1.000webhost.awex.io PURCHASE ORDER.exe Get hash malicious Browse 145.14.144.45

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

Copyright Joe Security LLC 2021 Page 10 of 18

https://view.joesandbox.com/analysis/176774/html/none?idtype=webid#static
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01_extracted.exe Get hash malicious Browse 145.14.144.111

OyVPRUTe0s.exe Get hash malicious Browse 145.14.144.197

hfrEZuBd5B.exe Get hash malicious Browse 145.14.144.156

1Z4191ecDy.exe Get hash malicious Browse 145.14.144.12

j6RwLGBzlz.exe Get hash malicious Browse 145.14.144.66

sample products 1,2,&,4.exe Get hash malicious Browse 145.14.144.32

WAnYq4Yh0Z.exe Get hash malicious Browse 145.14.144.64

Z4uLK26mIK.exe Get hash malicious Browse 145.14.145.148

nb3WueUqUD.exe Get hash malicious Browse 145.14.144.105

04721BFDE5ECE7D75CE90D7D09DDCC71028B26F2
29038.exe

Get hash malicious Browse 145.14.144.143

04721BFDE5ECE7D75CE90D7D09DDCC71028B26F2
29038.exe

Get hash malicious Browse 145.14.144.2

6PKQHgSfco.exe Get hash malicious Browse 145.14.144.105

OneNote.html Get hash malicious Browse 145.14.144.102

ZKUR81PQIM.exe Get hash malicious Browse 145.14.144.86

darkin.exe Get hash malicious Browse 145.14.144.241

2021_03_09.exe Get hash malicious Browse 145.14.144.250

dfbzXONkPM.exe Get hash malicious Browse 145.14.145.225

0wTbI1V07f.exe Get hash malicious Browse 145.14.144.210

i795zXB64c.exe Get hash malicious Browse 145.14.145.83

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

AWEXUS All Details.exe Get hash malicious Browse 145.14.144.54

All the Documents and Details.exe Get hash malicious Browse 145.14.145.180

PURCHASE ORDER.exe Get hash malicious Browse 145.14.144.45

01_extracted.exe Get hash malicious Browse 145.14.144.111

Additional documents required.pdf.exe Get hash malicious Browse 145.14.145.180

Kabyria El Arab-14326587.exe Get hash malicious Browse 145.14.145.180

Kabyria El Arab-14326587.exe Get hash malicious Browse 145.14.144.209

FedEx Receipt with Reference Code.exe Get hash malicious Browse 145.14.144.209

OyVPRUTe0s.exe Get hash malicious Browse 145.14.144.197

hfrEZuBd5B.exe Get hash malicious Browse 145.14.144.156

1Z4191ecDy.exe Get hash malicious Browse 145.14.144.12

j6RwLGBzlz.exe Get hash malicious Browse 145.14.144.66

Scan copy of said documents.exe Get hash malicious Browse 145.14.144.209

A018379D343600DAB5B728E46D2EE4E12D385383
7FCF1.exe

Get hash malicious Browse 145.14.144.210

Abusive email letter from your account.exe Get hash malicious Browse 145.14.145.180

sample products 1,2,&,4.exe Get hash malicious Browse 145.14.144.32

Scan copy of said documents.exe Get hash malicious Browse 145.14.145.177

Scan copy of said documents.exe Get hash malicious Browse 145.14.144.149

Scan copy of said documents.exe Get hash malicious Browse 145.14.144.209

Additional documents.exe Get hash malicious Browse 145.14.145.177

Match Associated Sample Name / URL SHA 256 Detection Link Context

54328bd36c14bd82ddaa0c04b25ed9ad 3c2pU82NQD.exe Get hash malicious Browse 145.14.145.185

RFQ-sib.exe Get hash malicious Browse 145.14.145.185

SecuriteInfo.com.Trojan.PackedNET.825.24532.exe Get hash malicious Browse 145.14.145.185

090049000009000.exe Get hash malicious Browse 145.14.145.185

DocumentScanCopy2021_pdf.exe Get hash malicious Browse 145.14.145.185

SecuriteInfo.com.Trojan.PackedNET.831.4134.exe Get hash malicious Browse 145.14.145.185

SWIFT COMMERCIAL DUTY 0218J.exe Get hash malicious Browse 145.14.145.185

p8Wo6PbOjL.exe Get hash malicious Browse 145.14.145.185

b7cgnOpObK.exe Get hash malicious Browse 145.14.145.185

Invoice 8-6-2021.exe Get hash malicious Browse 145.14.145.185

090009000000090.exe Get hash malicious Browse 145.14.145.185

Urgent Contract Order GH78566484,pdf.exe Get hash malicious Browse 145.14.145.185

Invoice_OS169ENG 000003893148.exe Get hash malicious Browse 145.14.145.185

00404000004.exe Get hash malicious Browse 145.14.145.185

40900900090000.exe Get hash malicious Browse 145.14.145.185

ASN

JA3 Fingerprints

Copyright Joe Security LLC 2021 Page 11 of 18

https://view.joesandbox.com/analysis/338097/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338097/html/none?idtype=webid
https://view.joesandbox.com/analysis/336017/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336017/html/none?idtype=webid
https://view.joesandbox.com/analysis/335958/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335958/html/none?idtype=webid
https://view.joesandbox.com/analysis/335957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335957/html/none?idtype=webid
https://view.joesandbox.com/analysis/335946/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335946/html/none?idtype=webid
https://view.joesandbox.com/analysis/335006/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335006/html/none?idtype=webid
https://view.joesandbox.com/analysis/324617/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/324617/html/none?idtype=webid
https://view.joesandbox.com/analysis/319382/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319382/html/none?idtype=webid
https://view.joesandbox.com/analysis/311564/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311564/html/none?idtype=webid
https://view.joesandbox.com/analysis/307435/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307435/html/none?idtype=webid
https://view.joesandbox.com/analysis/307428/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307428/html/none?idtype=webid
https://view.joesandbox.com/analysis/285657/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285657/html/none?idtype=webid
https://view.joesandbox.com/analysis/281968/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/281968/html/none?idtype=webid
https://view.joesandbox.com/analysis/281555/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/281555/html/none?idtype=webid
https://view.joesandbox.com/analysis/280937/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/280937/html/none?idtype=webid
https://view.joesandbox.com/analysis/274521/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274521/html/none?idtype=webid
https://view.joesandbox.com/analysis/271293/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/271293/html/none?idtype=webid
https://view.joesandbox.com/analysis/270966/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/270966/html/none?idtype=webid
https://view.joesandbox.com/analysis/270956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/270956/html/none?idtype=webid
https://view.joesandbox.com/analysis/340061/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340061/html/none?idtype=webid
https://view.joesandbox.com/analysis/339643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339643/html/none?idtype=webid
https://view.joesandbox.com/analysis/338682/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338682/html/none?idtype=webid
https://view.joesandbox.com/analysis/338097/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338097/html/none?idtype=webid
https://view.joesandbox.com/analysis/337786/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337786/html/none?idtype=webid
https://view.joesandbox.com/analysis/337396/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337396/html/none?idtype=webid
https://view.joesandbox.com/analysis/337058/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337058/html/none?idtype=webid
https://view.joesandbox.com/analysis/336870/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336870/html/none?idtype=webid
https://view.joesandbox.com/analysis/336017/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336017/html/none?idtype=webid
https://view.joesandbox.com/analysis/335958/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335958/html/none?idtype=webid
https://view.joesandbox.com/analysis/335957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335957/html/none?idtype=webid
https://view.joesandbox.com/analysis/335946/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335946/html/none?idtype=webid
https://view.joesandbox.com/analysis/335870/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335870/html/none?idtype=webid
https://view.joesandbox.com/analysis/335812/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335812/html/none?idtype=webid
https://view.joesandbox.com/analysis/335515/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335515/html/none?idtype=webid
https://view.joesandbox.com/analysis/335006/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335006/html/none?idtype=webid
https://view.joesandbox.com/analysis/334540/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334540/html/none?idtype=webid
https://view.joesandbox.com/analysis/333302/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/333302/html/none?idtype=webid
https://view.joesandbox.com/analysis/333186/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/333186/html/none?idtype=webid
https://view.joesandbox.com/analysis/326060/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/326060/html/none?idtype=webid
https://view.joesandbox.com/analysis/340204/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340204/html/none?idtype=webid
https://view.joesandbox.com/analysis/340168/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340168/html/none?idtype=webid
https://view.joesandbox.com/analysis/340116/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340116/html/none?idtype=webid
https://view.joesandbox.com/analysis/340106/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340106/html/none?idtype=webid
https://view.joesandbox.com/analysis/340060/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340060/html/none?idtype=webid
https://view.joesandbox.com/analysis/340021/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340021/html/none?idtype=webid
https://view.joesandbox.com/analysis/340009/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340009/html/none?idtype=webid
https://view.joesandbox.com/analysis/339993/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339993/html/none?idtype=webid
https://view.joesandbox.com/analysis/339961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339961/html/none?idtype=webid
https://view.joesandbox.com/analysis/339958/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339958/html/none?idtype=webid
https://view.joesandbox.com/analysis/339954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339954/html/none?idtype=webid
https://view.joesandbox.com/analysis/339952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339952/html/none?idtype=webid
https://view.joesandbox.com/analysis/339931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339931/html/none?idtype=webid
https://view.joesandbox.com/analysis/339896/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339896/html/none?idtype=webid
https://view.joesandbox.com/analysis/339894/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339894/html/none?idtype=webid


INVO090090202.exe Get hash malicious Browse 145.14.145.185

Yl6482CO6U.exe Get hash malicious Browse 145.14.145.185

ZmZvKByoew.exe Get hash malicious Browse 145.14.145.185

V2GC02n03l.exe Get hash malicious Browse 145.14.145.185

SecuriteInfo.com.Trojan.PackedNET.832.3222.exe Get hash malicious Browse 145.14.145.185

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

C:\ProgramData\Microsoft\Windows\WER\ReportArchive\AppCrash_Serwices.exe_93af22b7c6936c1e8864515da72a114c413263e5_cb538d12_1b15506
f\Report.wer
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 12010

Entropy (8bit): 3.774565564979862

Encrypted: false

SSDEEP: 96:cKBY1blUOaHoCKA+HxyrFpXIQcQvc6QcEDMcw3D7+BHUHZ0ownOgtYsH5Ef5BAKD:365CONJkHBUZMXCaK5/u7sWS274ItS8

MD5: 5DAA7ECC705CD7DFB9CBF018ECDE97B1

SHA1: F46A6FB75438243DAE15455B18483478ED84B9A8

SHA-256: 225C88C1C83DA91E88F36EBAA843756AF01AB7583A884E437AD7E8A43CD4AA24

SHA-512: BFDD484930711CB1FFB9F533878EC308CB63CFAEFB09299EE6DE2FCCCC91DCDF0A252F4A83E66AF4CDEF94279329AFFD7B7448E0106FD91E42871AB28A469E
5C

Malicious: false

Reputation: low

Preview:
..V.e.r.s.i.o.n.=.1.....E.v.e.n.t.T.y.p.e.=.C.L.R.2.0.r.3.....E.v.e.n.t.T.i.m.e.=.1.3.2.6.7.8.5.8.4.7.0.6.6.5.2.8.1.2.....R.e.p.o.r.t.T.y.p.e.=.2.....C.o.n.s.e.n.t.=.1.....U.p.l.o.a.d.T.i.m.
e.=.1.3.2.6.7.8.5.8.4.7.1.8.2.1.5.2.4.8.....R.e.p.o.r.t.S.t.a.t.u.s.=.2.6.8.4.3.5.4.5.6.....R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.a.3.6.e.8.2.2.1.-.9.7.0.4.-.4.2.6.6.-.8.5.0.d.-.6.4.8.0.0.5.3.6.
0.1.c.3.....I.n.t.e.g.r.a.t.o.r.R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.8.b.0.5.5.b.f.5.-.c.6.1.1.-.4.2.d.3.-.a.7.7.5.-.b.e.9.5.d.a.e.b.e.2.7.d.....W.o.w.6.4.H.o.s.t.=.3.4.4.0.4.....W.o.w.6.4.G.u.
e.s.t.=.3.3.2.....N.s.A.p.p.N.a.m.e.=.S.e.r.w.i.c.e.s...e.x.e.....O.r.i.g.i.n.a.l.F.i.l.e.n.a.m.e.=.v.m.w.a.r.e...e.x.e.....A.p.p.S.e.s.s.i.o.n.G.u.i.d.=.0.0.0.0.1.a.8.8.-.0.0.0.1.-.0.0.1.7.-
.1.c.1.8.-.4.9.4.2.7.8.5.e.d.7.0.1.....T.a.r.g.e.t.A.p.p.I.d.=.W.:.0.0.0.6.0.9.5.9.c.1.5.1.2.c.7.6.9.4.f.9.f.a.b.8.4.8.8.f.2.9.4.7.5.e.9.2.0.0.0.0.0.9.0.4.!.0.0.0.0.6.7.f.2.3.a.5.
9.9.e.4.a.5.4.a.2.f.3.c.e.1.2.1.9.9.8.4.4.5.e.1.2.c.9.7.b.a.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER46DA.tmp.dmp
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Mini DuMP crash report, 14 streams, Fri Jun 11 04:14:31 2021, 0x1205a4 type

Category: dropped

Size (bytes): 173962

Entropy (8bit): 4.082057247202298

Encrypted: false

SSDEEP: 3072:wZ8M019jd+pUuKlaxaA9gIOgF5EJ0wUCgUA4uEdE4S:kR01CpU/G9RpDEJ/TjF52

MD5: 9C8F47B83F268474E818DA5ACE982FF2

SHA1: F41755213227525E94F452F2B81FDC930C451DE1

SHA-256: F0325AC74642D469244F61D2547BDB6415D4512A5ADB731A0EBD91CAA9E7CE20

SHA-512: 99C94E3F330598D7FDAFBC77F387A5817D3A1FE0833E46A3C52797F893A7D701A86C523BE2C91490D32F8E24458E1E147C7DA9714129A9036E8B69B8B30B32D7

Malicious: false

Reputation: low

Preview:
MDMP....... .......'..`...................U...........B..............GenuineIntelW...........T..............`.............................0..................P.a.c.i.f.i.c. .S.t.a.n.d.a.r.d. .T.i.m.e................................
...........P.a.c.i.f.i.c. .D.a.y.l.i.g.h.t. .T.i.m.e...........................................1.7.1.3.4...1...x.8.6.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.0.4............................................................
..............................................................................................................................................................................................................................................................................
...................................................................................................................d.b.g.c.o.r.e...i.3.8.6.,.1.0...0...1.7.1.3.4...1......................................................................................
...................

C:\ProgramData\Microsoft\Windows\WER\Temp\WER4A27.tmp.WERInternalMetadata.xml
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 8426

Entropy (8bit): 3.691768294096698

Encrypted: false

SSDEEP: 192:Rrl7r3GLNicd6f6Y3R66EgmfZyZSACpra89be2sf0Uqm:RrlsNiG6f6Ys6EgmfsZSLeVfh

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/339892/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339892/html/none?idtype=webid
https://view.joesandbox.com/analysis/339878/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339878/html/none?idtype=webid
https://view.joesandbox.com/analysis/339873/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339873/html/none?idtype=webid
https://view.joesandbox.com/analysis/339864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339864/html/none?idtype=webid
https://view.joesandbox.com/analysis/339863/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339863/html/none?idtype=webid


Static File Info

General
File type: PE32 executable (GUI) Intel 80386 Mono/.Net assemb

ly, for MS Windows

Entropy (8bit): 5.272353284477175

MD5: FB0677DEBD76EB2BCEAF2ED1178995DF

SHA1: E6666F89FE4D01824C3CDF32171B0CC0E8E9E4E7

SHA-256: 11099575EAA1A33756986BF3EC35E8D712AF52A2F76D70540538CB6317738AF4

SHA-512: CDA4FDBBB519F41A5F70C43BF4AC8113387E39D83B3F023651C6BE5CD37768E1ACFA3D4BE9F9ACE10B930DA607F70BE4C749B1B089A5EA591EBC2180367D50
EA

Malicious: false

Reputation: low

Preview:
..<.?.x.m.l. .v.e.r.s.i.o.n.=.".1...0.". .e.n.c.o.d.i.n.g.=.".U.T.F.-.1.6.".?.>.....<.W.E.R.R.e.p.o.r.t.M.e.t.a.d.a.t.a.>.......<.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.........<.W.i.n.d.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./.W.i.n.d.o.w.s.N.T.V.e.r.s.i.o.n.>.........<.B.u.i.l.d.>.1.7.1.3.4.<./.B.u.i.l.d.>.........<.P.r.o.d.u.c.t.>.(.0.x.3.0.).:. .W.i.n.d.o.w.s. .1.0. .P.r.o.
<./.P.r.o.d.u.c.t.>.........<.E.d.i.t.i.o.n.>.P.r.o.f.e.s.s.i.o.n.a.l.<./.E.d.i.t.i.o.n.>.........<.B.u.i.l.d.S.t.r.i.n.g.>.1.7.1.3.4...1...a.m.d.6.4.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.0.4.
<./.B.u.i.l.d.S.t.r.i.n.g.>.........<.R.e.v.i.s.i.o.n.>.1.<./.R.e.v.i.s.i.o.n.>.........<.F.l.a.v.o.r.>.M.u.l.t.i.p.r.o.c.e.s.s.o.r. .F.r.e.e.<./.F.l.a.v.o.r.>.........<.A.r.c.h.i.t.e.c.t.u.r.e.>.X.6.4.<./.
A.r.c.h.i.t.e.c.t.u.r.e.>.........<.L.C.I.D.>.1.0.3.3.<./.L.C.I.D.>.......<./.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.......<.P.r.o.c.e.s.s.I.n.f.o.r.m.a.t.i.o.n.>.........<.P.i.d.>.6.7.9.2.<./.P.i.
d.>.......

C:\ProgramData\Microsoft\Windows\WER\Temp\WER4A27.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windows\WER\Temp\WER4AC4.tmp.xml
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 4769

Entropy (8bit): 4.467016938878392

Encrypted: false

SSDEEP: 48:cvIwSD8zsDQ+JgtWI96cWSC8BV8fm8M4JRuJ7Z9prFf3+q8vvJ7Z9p7QbLCtd:uITfDndVSNYJmHpB3KRHp74LCtd

MD5: 99C00274635D1060D1F6D7DBDD56940B

SHA1: 6264B67C73AAC31E63B86E0820786C1C81A13F1D

SHA-256: 3A3E92B8E574BCB6EF773CD966D196E4789A28E55019ED47689589263260A8A8

SHA-512: 4ADAFA97E98D203309DD16FE5D11C94AC71EAA51D5CD7F9609F92419E363A5099F732B1F91AD015995ED2C4D1D7F4443E4CAE8849E59164DC6C157529DA06281

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">..  <tlm>..    <src>..      <desc>..        <mach>..          <os>..            <arg nm="vermaj" val="10" 
/>..            <arg nm="vermin" val="0" />..            <arg nm="verbld" val="17134" />..            <arg nm="vercsdbld" val="1" />..            <arg nm="verqfe" val="1" />..            
<arg nm="csdbld" val="1" />..            <arg nm="versp" val="0" />..            <arg nm="arch" val="9" />..            <arg nm="lcid" val="1033" />..            <arg nm="geoid" 
val="244" />..            <arg nm="sku" val="48" />..            <arg nm="domain" val="0" />..            <arg nm="prodsuite" val="256" />..            <arg nm="ntprodtype" val="1" 
/>..            <arg nm="platid" val="2" />..            <arg nm="tmsi" val="1028965" />..            <arg nm="osinsty" val="1" />..            <arg nm="iever" val="11.1.17134.0-
11.0.47" />..            <arg nm="portos" val="0" />..            <arg nm="ram" val="4096" />..     

C:\Users\user\AppData\Local\Temp\Serwices.exe

Process: C:\Users\user\Desktop\WcHO1ZGiIn.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 795648

Entropy (8bit): 7.913350326783711

Encrypted: false

SSDEEP: 12288:wZJ5gK0I2omOHu1/CQ8tl//tR05iIm5Cqz7cQuBcTex:s6KlifUQ8bHtUm8qz7IBR

MD5: CF1048A8362B93B9CDF47260B50D8F37

SHA1: 67F23A599E4A54A2F3CE121998445E12C97BA1BA

SHA-256: CB9CD8363620446C577396DD11CA16CD0AC377534C7A708CAC3F94CE6D898279

SHA-512: 600B9B617BB409D3C00305CBF79E0D3E9DE5101C9A5BF5417C3FEA79378437D5837F0D2E2BC64F4098C584ADE1438B0A9E4E486E854870E5B91CFB584F2F3258

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 66%

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L.../.................P..............9... ...@....@.. ..................................
..@..................................8..K....@.......................`.......8............................................... ............... ..H............text...4.... ...................... ..`.rsrc........@......................@..@.rel
oc.......`......."..............@..B.................9......H........@...:......D...L{..Z............................................0..@.......+.(.:59(....8.....(.... .....9....&8....8........E........8....*:+.(..y\.(....*.B+.(6.
j>~.......*...6+.(..!9~....*...0..B.......+.(._d(....8......(.... .....9....&8....8........E........8.....*..:+.(..f0.(....*.B+.(e..7~.......*...6+.(.LrV~....*...0..........+.((/4T ........8........E....f...+...u........
...8a...*(.... .....:....&8....s.........8....s......... .....:....&8....s......... .....
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TrID: Win32 Executable (generic) Net Framework 
(10011505/4) 49.83%
Win32 Executable (generic) a (10002005/4) 
49.78%
Generic CIL Executable (.NET, Mono, etc.) 
(73296/58) 0.36%
Generic Win/DOS Executable (2004/3) 0.01%
DOS Executable Generic (2002/1) 0.01%

File name: WcHO1ZGiIn.exe

File size: 19456

MD5: c7b10eb81f543debd7092703917cf6e5

SHA1: cfa927622c9ffb371aeb7fdbb4c32798ec6fbcdd

SHA256: aa46ed83ddd4f41f0c8eff6a404206cad70a7ecf4dd8754e
e305655ffffee4bb

SHA512: 6aa867a242f0fdec77310e18ef09796ce3f56b6b60afd801
f33148abe2c5d1ff0bac7824b6133ab7b8b7d479f1d7781
e1ac8b30c29aea98562f93d8e83dbf39f

SSDEEP: 384:IuVlhGV5r4e8H+3LgLzLrnUZMctVdLtLCmL9qJRR
Yff9vwEG9/XwJwq6uJfq2GSq:IuI5r4VeknXctRCy4RRR
2GzNigP

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......PE..L...r
t^...............0..B...........a... ........@.. .................................
...@................................

General

File Icon

Icon Hash: 00828e8e8686b000

General
Entrypoint: 0x40611e

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, 
LINE_NUMS_STRIPPED

DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0xF65E7472 [Sat Dec 25 02:35:30 2100 UTC]

TLS Callbacks:

CLR (.Net) Version: v4.0.30319

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: f34d5f2d4577ed6d9ceec516c1f5a744

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x2000 0x4124 0x4200 False 0.441761363636 data 5.48630335217 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rsrc 0x8000 0x5e8 0x600 False 0.42578125 data 4.1909894425 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0xa000 0xc 0x200 False 0.044921875 data 0.0815394123432 IMAGE_SCN_CNT_INITIALIZED_D
ATA, 
IMAGE_SCN_MEM_DISCARDABL
E, IMAGE_SCN_MEM_READ

Static PE Info

Entrypoint Preview

Data Directories

Sections
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Network Port Distribution

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 10, 2021 21:14:19.337354898 CEST 192.168.2.3 8.8.8.8 0xf17a Standard query 
(0)

mmeetalss.
000webhost
app.com

A (IP address) IN (0x0001)

Jun 10, 2021 21:14:19.430387020 CEST 192.168.2.3 8.8.8.8 0xe7c4 Standard query 
(0)

mmeetalss.
000webhost
app.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jun 10, 2021 
21:14:19.411669016 
CEST

8.8.8.8 192.168.2.3 0xf17a No error (0) mmeetalss.
000webhost
app.com

us-east-1.route-
1.000webhost.awex.io

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 10, 2021 
21:14:19.411669016 
CEST

8.8.8.8 192.168.2.3 0xf17a No error (0) us-east-1.route-
1.000webhost.a
wex.io

145.14.145.185 A (IP address) IN (0x0001)

Jun 10, 2021 
21:14:19.504928112 
CEST

8.8.8.8 192.168.2.3 0xe7c4 No error (0) mmeetalss.
000webhost
app.com

us-east-1.route-
1.000webhost.awex.io

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 10, 2021 
21:14:19.504928112 
CEST

8.8.8.8 192.168.2.3 0xe7c4 No error (0) us-east-1.route-
1.000webhost.a
wex.io

145.14.144.201 A (IP address) IN (0x0001)

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

Jun 10, 2021 
21:14:19.870256901 
CEST

145.14.145.185 443 192.168.2.3 49730 CN=*.000webhostapp.com 
CN=RapidSSL RSA CA 
2018, OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Jun 
11 
02:00:00 
CEST 
2019 
Mon 
Nov 06 
13:23:33 
CET 
2017 Fri 
Nov 10 
01:00:00 
CET 
2006

Sat Jul 
10 
14:00:00 
CEST 
2021 
Sat Nov 
06 
13:23:33 
CET 
2027 
Mon 
Nov 10 
01:00:00 
CET 
2031

769,49162-
49161-49172-
49171-53-47-
10,0-10-11-35-
23-65281,29-23-
24,0

54328bd36c14bd82ddaa0
c04b25ed9ad

CN=RapidSSL RSA CA 
2018, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 06 
13:23:33 
CET 
2017

Sat Nov 
06 
13:23:33 
CET 
2027

CN=DigiCert Global Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

Resources

Imports

Version Infos

TCP Packets

UDP Packets

DNS Queries

DNS Answers

HTTPS Packets
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 21:14:11

Start date: 10/06/2021

Path: C:\Users\user\Desktop\WcHO1ZGiIn.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\WcHO1ZGiIn.exe' 

Imagebase: 0x370000

File size: 19456 bytes

MD5 hash: C7B10EB81F543DEBD7092703917CF6E5

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Reputation: low

Show Windows behavior

Show Windows behavior

Start time: 21:14:23

Start date: 10/06/2021

Path: C:\Users\user\AppData\Local\Temp\Serwices.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\AppData\Local\Temp\Serwices.exe' 

Imagebase: 0xee0000

File size: 795648 bytes

MD5 hash: CF1048A8362B93B9CDF47260B50D8F37

Has elevated privileges: true

Analysis Process: WcHO1ZGiIn.exe PID: 6304 Parent PID: 5824Analysis Process: WcHO1ZGiIn.exe PID: 6304 Parent PID: 5824

General

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: Serwices.exe PID: 6792 Parent PID: 6304Analysis Process: Serwices.exe PID: 6792 Parent PID: 6304

General
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File ActivitiesFile Activities

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_Matiex, Description: Yara detected Matiex Keylogger, Source: 
00000004.00000002.254454317.0000000004319000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_BedsObfuscator, Description: Yara detected Beds Obfuscator, Source: 
00000004.00000002.254454317.0000000004319000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source: 
00000004.00000002.254454317.0000000004319000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Matiex, Description: Yara detected Matiex Keylogger, Source: 
00000004.00000002.254827606.0000000004475000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_BedsObfuscator, Description: Yara detected Beds Obfuscator, Source: 
00000004.00000002.254827606.0000000004475000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source: 
00000004.00000002.254827606.0000000004475000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Matiex, Description: Yara detected Matiex Keylogger, Source: 
00000004.00000000.236597835.0000000004475000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_BedsObfuscator, Description: Yara detected Beds Obfuscator, Source: 
00000004.00000000.236597835.0000000004475000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source: 
00000004.00000000.236597835.0000000004475000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Matiex, Description: Yara detected Matiex Keylogger, Source: 
00000004.00000000.241943402.0000000004475000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_BedsObfuscator, Description: Yara detected Beds Obfuscator, Source: 
00000004.00000000.241943402.0000000004475000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source: 
00000004.00000000.241943402.0000000004475000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Matiex, Description: Yara detected Matiex Keylogger, Source: 
00000004.00000000.241561167.0000000004319000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_BedsObfuscator, Description: Yara detected Beds Obfuscator, Source: 
00000004.00000000.241561167.0000000004319000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source: 
00000004.00000000.241561167.0000000004319000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Matiex, Description: Yara detected Matiex Keylogger, Source: 
00000004.00000000.236472239.0000000004319000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_BedsObfuscator, Description: Yara detected Beds Obfuscator, Source: 
00000004.00000000.236472239.0000000004319000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source: 
00000004.00000000.236472239.0000000004319000.00000004.00000001.sdmp, Author: 
Joe Security

Antivirus matches: Detection: 100%, Joe Sandbox ML
Detection: 66%, ReversingLabs

Reputation: low

Show Windows behavior

Start time: 21:14:29

Start date: 10/06/2021

Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 6792 -s 852

Imagebase: 0x1110000

File size: 434592 bytes

MD5 hash: 9E2B8ACAD48ECCA55C0230D63623661B

Has elevated privileges: true

File ReadFile Read

Analysis Process: WerFault.exe PID: 7032 Parent PID: 6792Analysis Process: WerFault.exe PID: 7032 Parent PID: 6792

General
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Joe Sandbox Cloud Basic 32.0.0 Black Diamond

Disassembly

Code Analysis

Copyright Joe Security LLC

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Reputation: high

Show Windows behavior

Show Windows behavior

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

Key CreatedKey Created

Key Value CreatedKey Value Created
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