JOESandbox Cloud™*

ID: 432951

Cookbook: browseurl.jbs
Time: 00:46:33

Date: 11/06/2021

Version: 32.0.0 Black Diamond



Table of Contents

Table of Contents

Analysis Report https://secure.campaigner.com/CSB/Public/archive.aspx?
args=NTIxXMjkwODU%3d&acc=NzY20DQ5

Overview
General Information
Detection
Signatures
Classification
Process Tree
Malware Configuration
Yara Overview
Dropped Files
Sigma Overview
Signature Overview
AV Detection:
Phishing:
Mitre Att&ck Matrix
Behavior Graph
Screenshots
Thumbnails
Antivirus, Machine Learning and Genetic Malware Detection
Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs
Domains and IPs
Contacted Domains
Contacted URLs
URLSs from Memory and Binaries
Contacted IPs
Public
Private
General Information
Simulations
Behavior and APIs
Joe Sandbox View / Context
IPs
Domains
ASN
JA3 Fingerprints
Dropped Files
Created / dropped Files

N

© O0OO©OowmOWwoMoN~N~NN~N~NNoDoood®Dn Ul DN BDNANDWOMWWWwwwww W

Static File Info 34
No static file info 34
Network Behavior 34
Network Port Distribution 34
TCP Packets 34
UDP Packets 34
DNS Queries 34
DNS Answers 34
HTTPS Packets 35
Code Manipulations 37
Statistics 37
Behavior 37
System Behavior 37
Analysis Process: iexplore.exe PID: 6740 Parent PID: 800 37
General 37

File Activities 38
Registry Activities 38
Analysis Process: iexplore.exe PID: 6792 Parent PID: 6740 38
General 38

File Activities 38
Registry Activities 38
Disassembly 38

Copyright Joe Security LLC 2021 Page 2 of 38



Analysis Report https:/Isecure.campaigner.com/CSB/Pul...

Overview

General Information

Sample URL:  http://https://secure.campa
igner.com/CSB/Public/arch
ive.aspx?args=NTIxMjkwO
DU%3d&acc=NzY20DQ5

Analysis ID: 432951
fnfos: B e

Most interesting Screenshot:

s =
YouHave Received (2) P onine

Process Tree

= System is w10x64

Detection Signatures Classification

F MALICIOUS ]

HTMLPhisher

80

Score:

Range:

Whitelisted:

Confidence:

Antivirus detection for URL or domain

Phishing site detected (based on sh...
Yara detected HtmIPhish10

Yara detected HtmIPhish7

Phishing site detected (based on log...
Phishing site detected (based on va...
Foundiframes

HiVIL boedy: centains low/number: ofi...

HTML titleidoesinot matchi URL

0-100
false

100%

. @ iexplore.exe (PID: 6740 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe’ -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 6792 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:6740 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

Dropped Files

Source

C:\Users\user\AppData\Local\Microsoft\Windows\INet

Cache\l[E\CS6IXJW6\000[1].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INet

Cache\l[E\CS6IXJW6\000[1].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INet

Cache\l[E\CS6IXJW6\000[2].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INet

Cache\l[E\CS6IXJW6\000[2].htm

Sigma Overview

No Sigma rule has matched

Copyright Joe Security LLC 2021

Rule Description Author Strings
JoeSecurity_HtmlIPhish_10 Yara detected Joe Security
HtmlIPhish_10
JoeSecurity_HtmlIPhish_7  Yara detected Joe Security
HtmlIPhish_7
JoeSecurity_HtmlIPhish_10 Yara detected Joe Security
HtmlIPhish_10
JoeSecurity_HtmlIPhish_7  Yara detected Joe Security
HtmIPhish_7
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Signhature Overview

@ Click to jump to signature section

AV Detection: | | |

Antivirus detection for URL or domain

Phishing:

Phishing site detected (based on shot template match)
Yara detected HtmIPhish10

Yara detected HtmIPhish7

Mitre Att&ck Matrix

Command Remote
Privilege  Defense Credential Lateral and Network Service
Initial Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration Control Effects Effects
Drive-by Windows Path Process Masquerading 0os File and Remote Data from  Exfiltration Encrypted Eavesdrop on Remotely
Compromise Management  Interception Injection Credential Directory Services Local Over Other Channel Insecure Track Device
Instrumentation Dumping  Discovery System Network Network Without
Medium Communication Authorization
Default Scheduled Boot or Boot or Process LSASS Application  Remote Data from  Exfiltration Non- Exploit SS7to  Remotely
Accounts Task/Job Logon Logon Injection Memory  Window Desktop Removable Over Application Redirect Phone Wipe Data
Initialization  Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux) Logon Script Logon Obfuscated Files Security  Query SMB/Windows Data from Automated Application Exploit SS7to Obtain
Accounts (Windows)  Script or Information Account  Registry Admin Shares Network Exfiltration  Layer Track Device  Device
(Windows) Manager Shared Protocol Location Cloud
Drive Backups

Behavior Graph
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secure.campaignel

Screenshots

Thumbnails

ID:

URL:
Startdate:
Architecture:

Score:

Behavior Graph
432951

https://secure.campaigner.c...
11/06/2021

WINDOWS

80

jityerk.ml (j

198.54.115.106, 443, 49771, 49772

NAMECHEAP-NETUS

United States E=S

MALICIOUS

SUSPICIOUS

CLEAN
KNOWN

- e

started

@ evoeee AN

2 W

192.168.2.1
unknown started
unknown

Legend:

D Process
D Signature

I:I Created File
Il onsie info
Is Dropped

IEUAL

o
ERZIC
3

Delphi

i
i
=

Java

Is malicious

D@ 2 i~

Internet

Is Windows Process

Number of created Files

Visual Basic

.Net C# or VB.NET

Number of created Registry Values

C, C++ or other language

(2} iexplore.exe fg

ICIHOEN LY

scontent.xx.fbcdn.net Q_i

31.13.92.14, 443, 49753, 49754 10 other IPs or do dropped

Ci\Users\user\AppData\Local\...\000[2].htm, HTML @

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Copyright Joe Security LLC 2021

dropped

Ci\Users\user\AppData\Locall..\0OO[1].htm, HTML @

Page 5 of 38



B hitps://secure.campaigner.com/CSB/Public/archive.aspitargs=NThMjlwODU3d&ace=Nz¥20DQ5 - @/ Search.

] FAX. 0909

Share this:

£aOffice 365 me

You Have Received (2) Pdf online

Message ID "5467454678948-546"
Reference: MLK355344343434-55894 22/02/2021

This E-mail was sent from Scanner "RNP583879051AFA"

CLICK HERE TO VIEW DOCUMENT=>>>

BE Microsoft | Office  oduct v Resousces

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

http.// https://secure.campaigner.com/CSB/Public/archive.aspx? 0% Virustotal Browse
args=NTIxMjkwODU%3d&acc=NzY20DQ5

http.// https://secure.campaigner.com/CSB/Public/archive.aspx? 0% Avira URL Cloud safe
args=NTIxMjkwODU%3d&acc=NzY20DQ5

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link

Copyright Joe Security LLC 2021 Page 6 of 38


https://www.virustotal.com/gui/url/c2857ef6a1157563e7bc92ec2aa7420c35cb420908c795a7017271571a2b5cb9/detection/u-c2857ef6a1157563e7bc92ec2aa7420c35cb420908c795a7017271571a2b5cb9-1623356372

Source

http:/fwww.appcropolis.com)

http:/fhttps://jityerk.ml/000/r.com/CSB/Public/archive.aspx?
args=NTIxMjkwODU%3d&acc=NzY20DQ5nes

http://https://www.internalfb.com/intern/invariant/
http://https://www.internalfb.com/intern/invariant/
http://https://iwww.internalfb.com/intern/invariant/
http://https://www.internalfb.com/intern/invariant/
http:ifhttps://secure.campaig
http:/fianlunn.github.io/Hover/)

http:/ifontawesome.iohttp://fontawesome.iohttp:/fontawesome.io/license/http://fontawesome.io/licens

http://https://jityerk.ml/000
hitp://https://jityerk.ml/000/$Share
http:/fgsgd.co.uk/sandbox/jquery/easing/
http:/fgsgd.co.uk/sandbox/jquery/easing/
http:/fgsgd.co.uk/sandbox/jquery/easing/
http://https://getbootstrap.com)
http:ifianlunn.co.uk/

http:ifianlunn.co.uk/

http:ifianlunn.co.uk/
hitp://www.wikipedia.com/
hitp://www.wikipedia.com/

hitp://www.wikipedia.com/

http://https://jityerk.ml/000/r.com/CSB/Public/archive.aspx?args=NTIxMjkwODU%3d&acc=NzY20DQ5P

Domains and IPs

Contacted Domains

Name P
star-mini.c10r.facebook.com 31.13.92.36
scontent.xx.focdn.net 31.13.92.14

Active
true

true

Detection Scanner

0% Avira URL Cloud
0% Avira URL Cloud
0% URL Reputation

0% URL Reputation

0% URL Reputation

0% URL Reputation

0% Avira URL Cloud
0% Avira URL Cloud
0% Avira URL Cloud
0% Avira URL Cloud
0% Avira URL Cloud
0% URL Reputation

0% URL Reputation

0% URL Reputation

0% Avira URL Cloud
0% URL Reputation

0% URL Reputation

0% URL Reputation

0% URL Reputation

0% URL Reputation

0% URL Reputation

0% Avira URL Cloud

Malicious Antivirus Detection

false

false

Label

safe

safe

safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

Link

Reputation
high
high

cdnjs.cloudflare.com 104.16.18.94
maxcdn.bootstrapcdn.com 104.18.11.207
secure.campaigner.com 216.24.224.42
www.facebook.com unknown
media.campaigner.com unknown
ka-f.fontawesome.com unknown
code.jgquery.com unknown
kit.fontawesome.com unknown
connect.facebook.net unknown

Contacted URLs

Name

http:ifhttps://secure.campaigner.com/CSB/Public/archive.aspx?
args=NTIxMjkwODU%3d&acc=NzY20DQ5

true
true
true
unknown
unknown
unknown
unknown
unknown

unknown

Malicious

false

false
false
false
false
false
false
false
false

false

Antivirus Detection

high
high
high
high
high
high
high
high
high

Reputation
high

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country
216.24.224.42 secure.campaigner.com Canada
31.13.92.14 scontent.xx.fbcdn.net Ireland

Copyright Joe Security LLC 2021

Flag

ASN
17358
32934

ASN Name
ETOLL1CA
FACEBOOKUS

Malicious
false

false
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P Domain

31.13.92.36 star-
mini.c10r.facebook.com

104.18.11.207 maxcdn.bootstrapcdn.com United States

ASN Name Malicious
FACEBOOKUS false
CLOUDFLARENETUS false

104.16.18.94 cdnjs.cloudflare.com

Private

P
192.168.2.1

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Cookbook file name:

Sample URL:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

Copyright Joe Security LLC 2021

CLOUDFLARENETUS false

32.0.0 Black Diamond
432951

11.06.2021

00:46:33

CloudBasic

0h 3m 12s

false

light

browseurl.jbs

http:i/https://secure.campaigner.com/CSB/Public/archiv
e.aspx?args=NTIxMjkwODU%3d&acc=NzY20DQ5

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

8
0
0
0
0

e HCA enabled
e EGA enabled
e AMSI enabled

default

Timeout

MAL
mal80.phis.win@3/75@11/7

e Adjust boot time
e Enable AMSI
e Browsing link: https://jityerk.ml/000/

Show All
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No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created |/ dropped Files

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\DOMStore\E5FONRSV\secure.campaigner[1].xml

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit):  2.469670487371862

Encrypted: false

SSDEEP: 3:D90aKb:JFKb

MD5: C1DDEA3EF6BBEF3E7060A1A9AD89E4CS

SHA1L: 35E3224FCBD3E1AF306F2B6A2C6BBEA9B0867966

SHA-256: B71E4D17274636B97179BA2D97C742735B6510EB54F22893D3A2DAFF2CEB28DB

SHA-512: 6BESCEC7C862AFAESB37AA32DC5BB45912881A3276606DA41BF808A4EF92C318B355E616BF45A257B8995520D72B7C08752C0BE445DCEADESCF79F73480910FE
D

Malicious: false

Reputation: low

Preview:
<root></root>

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{CE8904AD-CA3D-11EB-90EB-ECF4BBEA1588}.dat

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 30296

Entropy (8bit):  1.8537935898911542

Encrypted: false

SSDEEP: 192:rlZuZr2nWit2ifzzaubzMQGDBVhUDDolsfoweaZDjX:rr6iWsHOtQonowr

MD5: 1261697CB81E8E59168637734DB7B4EF

SHA1L: 3CD12E492FB685D3AEF448449AEC81E799375857

SHA-256: B226D93525ED47DD1BD9702E438C2C970B9D50C4221CB6D1BB9378883AD8328C
SHA-512: 551947B2A244918678835B53504763E2699CF72F34E1A8817095270B6B147278AE875525FA6CDSE3388E267D790B5C4B2D65199B9584FF1EBAE6251FC462F376
Malicious: false

Reputation: low

Preview:

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\{CE8904AF-CA3D-11EB-90EB-ECF4BBEA1588}.dat

Process: C:\Program Files\internet explorer\iexplore.exe
File Type: Microsoft Word Document

Category: dropped

Size (bytes): 80514

Entropy (8bit): 3.372524298816642
Encrypted: false

Copyright Joe Security LLC 2021 Page 9 of 38



C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\{CE8904AF-CA3D-11EB-90EB-ECF4BBEA1588}.dat

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

768:rZRJqX3eY4NYqbgkyEAFZRJIqX3eY4NYqgbgkyEAb:cHf2NHf2m
98AE08176D592C059E9A7F379177C244
CCICFE1CACB12765E815F62DC70FC356542C62B2
86D2250BCICF151E1F929F363B717E81E078C7C3702FF869BADFBCB33435DCDD

BD6C7C49820ADD5D69CCFF36392F3E44DC8AEE4FB341E92A1A7C60AF1EBEBFDOB130E4B7CA2D4D10A7DD2F563AF667FD687AD60430B7E199AESEEE71AALG
8C8C

false

low

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{D4ACFBD2D-CA3D-11EB-90EB-ECF4BBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

Microsoft Word Document

dropped

16984

1.5655536343828456

false
48:lw80GcprSzGwpa0oG4pQuaGrapbStGQpKKG7HpRITGIpG:r9ZuQR6EfBSXAIT7A
5A88B7D51A9D99040B685FE92671E50E
E60FF8565A069BD7DAF1353DE1FC2A970EAEA27D
5BC78EF7D076EAB23296AB8DCA2E5B8D66747928BDIE9CODIFSDCIECBS59F21DF
031BEB0D19102D35DD343C8B610929AB921E45D8A9746F33AFA6C50F5230D42A6293F9F6A76AE2221B41681630B64299618A87BFFAS5CES3E24E712E2F 745247

false

low

C:\Users\user\AppDatal\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.029982217337666

false

12: TMHANMNxOEUHskJoHsktnWiml002EtM3MHANMNXOEUHskJoHsktnWiml000Y GVb2:2d6NxOrH8HzSZHKd6NXOrH8HzSZ7YLb
B3194A5846FAEC07ADC0500D0685A73F

9E3633ACEA92BDF86557047E9ED9712EE79A7B43
696636EEB5B6F3D910B7962D939B89CEFAED833CB40E4246C19A83CF11A11A6A
C22F4E276C9650F9F891D447DEF1D2C3314E7351CB34178E04A4259E2EB6F41A2D5C855A736830624CA078983D1ABEGE81725BBESA34E5F28115A6D05A1A839L
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xalf570ce,0x01d75e4a</date><
accdate>0xalf570ce,0x01d75e4a</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xalf570ce,0x01d75e4a</date><accdate>0
xalf570ce,0x01d75e4a</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile
></msapplication></browserconfig>..

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-18270793970\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.05591287425118

false

12: TMHANMNxe2kBJttnWimI002EtM3MHANMNxe2kBJoHsktnWiml000Y Gkak6EtMb:2d6NxrOSZHKd6NxrZHzSZ7Yza7b
4BC2E6B694E04F223D68366A0AF87A0E

8B9858C5DB07BFE5947D4631DFI9FCC86C5341E3B
EO039EC36DC7DBADBES224F4E32BB4FE377CD8E9COF9DAECE8295A9714CFD47D9

9B7BC34DCEOAAOAEESE796BBE385514D674F7515DF6F8ACOADC5AD35151AD045270DA812016FF570A114CEO5FFDDD16E822766573B21F7E68430EBFF362E0B
E

false

Copyright Joe Security LLC 2021 Page 10 of 38



C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-18270793970\msapplication.xml

Reputation:

Preview:

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xalebe711,0x01d75ed4a</date><a
ccdate>0xalebe711,0x01d75e4a</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xalebe711,0x01d75e4a</date><a
ccdate>0xalf570ce,0x01d75e4a</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

662

5.065784633636138

false

12: TMHdNMNxvLUHskJoHsktnWimI002EtM3MHANMNxvLUHskJoBtnWimI000Y GmZEty:2d6NxvIH8HzSZHKd6NXVIH8XSZ7Yjb
3D106F8D81E47526A08176C6F8C18329

C19236889322C83BFC552D5D595E53EABFB7BD07
2AEBEEC012CD70F409CB644201D21A08E7582FD056B7DAES3E909F48C654EC83

1FDECCBO0A5E29192814478C1E7F2D600C9D7F3AEDS5DBBD9179C32A3DBAD104D83C7C199C76D06954BE335598764856CDOFBB3BFF1EBA4C96FB7AB423F7EF4
8A

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/'/><date>0xalf570ce,0x01d75e4a</date>
<accdate>0xalf570ce,0x01d75e4a</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xa1f570ce,0x01d75e4a</date><accda
te>0xalfc9783,0x01d75e4a</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

647

5.04455471131359

false

12: TMHANMNxiUHskJoHsktnWimI002EtM3MHANMNxiUHskJoHsktnWiml000Y Gd5Ety:2d6NxhH8HzSZHKdENxhH8HzSZ7YEjb
B2CA1CCF78CC4070DA091A9419E0AAGD

CAO01D34ACCA8B78046A1525C4E305AC052475DE4
06CA37C7BD04FC44D92B891CDFF1DBD34BDE9E47BFD4A3C711369F434EADC467
30D4F77DAA4B007360BC55BFFA9A766C69431672B3621907F2D6B5CFAACF940CE6698641DB37B91E2052656930DD83C4DFC46C16D99AEC3C41582537479A234
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xal1f570ce,0x01d75e4a</date><acc
date>0xal1f570ce,0x01d75e4a</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/'/><date>0xalf570ce,0x01d75e4a</date><accdate>0xalf57
Oce,0x01d75e4a</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-6757900\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.111058377984888

false

12: TMHANMNxhGwUBJoBtnWimI002EtM3MHANMNxhGwUBJoBtnWimI000Y G8KO75EtMb:2d6NXxQnoXSZHKd6NXxQnoXSZ7YrKajb
54F5C11E01B717B776EF8E40C8D816B9

028B9A9621D77932588276BA9ED264A14B96DD88
5E96E9205730781126B33C258FDF7FFFB98095B607103CC20D67057DE9DD4012
4703A2088868FC5EC79BBAB9635713A0FDBF58624131051873B66BCFFOFA524029DD413E78439D06F8EFF454FBSEOE4DA9284765833526D678068D4876A85063
false

low
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-6757900\msapplication.xml

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xalfc9783,0x01d75e4a</date><
accdate>0xalfc9783,0x01d75e4a</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xalfc9783,0x01d75e4a</date><accdate>0
xalfc9783,0x01d75e4a</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.033450660308005

false

12: TMHdNMNx0nUHskJoHsktnWiml002EtM3MHdNMNx0nUHskJoHsktnWimI00OY GXEs:2d6NxOUH8HzSZHKdE6NXOUH8HzSZ7Ygb
94EAACD46A4E9B785A858F2BEESESDBY

E59FA466AF5A88FEB23B01F301CF6EC76B17615D
34463B48149E279965A3F0A2749DCDA583D5A6098842606C41CFE76D245F5C5E

6EC9B4595BEGB07C72478FE20A4283E3CD138FB5C9F205C3FCA837714668E5093C429B7146136C8C3C4ABODB7F32FOBABC8F6ABB5F52AE0157E1D2CBO10E33!
7

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xalf570ce,0x01d75e4a</date><a
ccdate>0xal1f570ce,0x01d75e4a</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xalf570ce,0x01d75e4a</date><accdate>0xa
1f570ce,0x01d75e4a</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.069617496665459

false

12: TMHANMNxxUHskJoHsktnWiml002EtM3MHANMNxxUHskJoHsktnWimI000Y G6Kq5t:2d6NxeH8HzSZHKd6NxeH8HzSZ7Yhb
959B702705C62A20CF5D707A282EA563

ED9AGEDBA6529F1D0C6B56C527A0265FA51E72F5
A1225EC1858BB3D0OFAB442304E61AFA99495751CF368AAAODF75F77CA26447EA

7D609C47C7FD873C97C626E0DEG327264A7TBCAAAA484D62C093B23F6D4CF32C17F3DE2F615EDEBI66E3A0B648CBF2431EF2ACEY7313146CC59D05FD0579388
3

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xalf570ce,0x01d75e4a</date><
accdate>0xalf570ce,0x01d75e4a</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xa1f570ce,0x01d75e4a</date><accdate>0
xalf570ce,0x01d75e4a</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\NY Times.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin20332743330\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

659

5.047715648112754

false

12: TMHANMNxcUHskJoHsktnWiml002EtM3MHANMNxcUHskJoHsktnWimI000YGVEtMb:2d6NxjH8HzSZHKd6NxjH8HzSZ7Ykb
30F454BD3A1D60564B4DC63451B4A807

5BC3EC1513B8657A8441D6342930AFBBO5AEG543
FF2843D5F659615F6EA5D12405EBE15EF428814C13088782319CC66FC242C51D
8B19DA5F20DFF84B6806BA6D2F17162627500EEC9678FC724743B7D73A9DEODF7B443EADAA7DO1A7C9967C07D9913E11917F44AB023141F099F73DB391DCES2
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xalf570ce,0x01d75e4a</date>
<accdate>0xalf570ce,0x01d75e4a</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xalf570ce,0x01d75e4a</date><accdate
>0xalf570ce,0x01d75e4a</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook
.url"/></tile></msapplication></browserconfig>..
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C:\Users\user\AppDatal\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.030493676509869

false
12:TMHdNMNxfnUHskJoHsktnWimI002EtM3MHANMNxfnUHskJoHsktnWiml00OY Ge5t: 2d6NxMH8HzSZHKA6NXMH8HzSZ7YLjb
D993C4E7ECCCA2F37CC7F999CDC5966F

10D39BB722D1BB6735877A25BEE637F029E79B49
8C2AD531D541C2B00083F42E6F1DAF98591159553CD069932E078C2E79654B80
28E19F57E077D5421709E6C9802D36225450A238955E75593AA827AD63546 COCAAD111BB4AB7873B02502B43D0B9681C8C07D2E30BD2063D54E0F98FFAODE6AZ
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xal1f570ce,0x01d75e4a</date><a
ccdate>0xal1f570ce,0x01d75e4a</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xalf570ce,0x01d75e4a</date><accdate>0xa
1f570ce,0x01d75e4a</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Google.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppDatal\Local\Microsoft\Internet Explorerlimagestore\gee0Opriimagestore.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

dropped

15458

3.251808515301314

false
96:h/KzeBIB035tITY4aRVUNIf3fLIKShDMQUab5XMgwLniWQBeFIGvCztNtT8vud3U:50235tVp9zXMdbiH+wzGaSuC8AWI/
7A83F24FFD49646B39A7CB1F487FD92A

95612901408E4D438F6B917636B7002F64215352
BEDC36DB63F4EDA7E3126C8A267E6F82521F11AFF54D999B34C72EES4817F455
ED2BB083B0010E7B60351E9A3B78AESCD3A73E525F97E9538661082459980326045A6BDF21D0E4E428A47B90040B895D284500E8DA05947BBEB1EGBBI7C3DEL:
false

low

).https..//s.ec.ure..cam.p.aig.n.e.r..com.l/fav.ic.o.n.ico.%..... 00.... .. L7, (O 0 R PP

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\2WF3MMUU\585b051251[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

10866

5.182623714755422

false
192:BgHN42S+9SZRVACpilthFzoXnemF+shSGnZ+PPxQDqv7jh81Q5I80cchlizbCn:WRCfhFzevnEZ/h81Q5I80sE
D8CA71772D1E86D5FBID5SE2F6CCLAE70

9B043E60997FES552D652E4474E16AFF923D7AAT6
7D840153F02AD6D91D652354E35B590721916D16C33956631EEFOE7D3B5613EE
8E9DABEYAE10ECOEB854A6E488FB4568A960EE10AFA6FE4AA49F22F227CB94997FA0E49E10A81E341B99489256163A2C0E065730EEAG42777061CDA61B4D56C1
false

low

http://https://kit.fontawesome.com/585b051251.js

window.FontAwesomeKitConfig = {"asyncLoading":{"enabled":true},"autoAl1ly":{"enabled":true},"baseUrl":"https://ka-f.fontawesome.com","baseUrlKit":"https://kit.fo
ntawesome.com","detectConflictsUntil":null,"iconUploads":{},"id":132286382,"license":"free","method":"css","minify":{"enabled":true},"token":"585b051251","v4Fon
tFaceShim":{"enabled":false},"v4shim":{"enabled":true},"version":"5.15.3"};.!lfunction(t){"function"==typeof define&&define.amd?define("kit-loader",t):t()}((function(){"use
strict";function t(e){return(t="function"==typeof Symbol&&"symbol"==typeof Symbol.iterator?function(t){return typeof t}:function(t){return t&&"function"==typeof Symbol&
&t.constructor===Symbol&&t!==Symbol.prototype?"symbol“:typeof t})(e)}function e(t,e,n){return e in t?Object.defineProperty(t,e,{value:n,enumerable:!0,configurable:!0,writ
able:!0}):tfe]=n,t}function n(t,e){var n=Object.keys(t);if(Object.getOwnProperty Symbols){var r=Object.getOwnPropertySymbols(t);e&&(r=r filter((function(e){return Object.g
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\2WF3MMUU\KFOjCnqEu92FriMu51S7ACc6CslI[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 22080, version 1.1
Category: downloaded

Size (bytes): 22080

Entropy (8bit):  7.970620647480227

Encrypted: false

SSDEEP: 384:BfnllA0zhdg/50XRAZDRsZObG141wGUaBgKYADioTCgZM6+HJItWjbmMbQMbL2nNQ:B00zhdW7ZDRsR141wYAoTCGUptzMbgnu

MDS5: FAB8878D8872A2AC4BEB377CDAE15566A

SHA1L: 34EE72BOE553C3EFA41A7EODF4EB710596469A10

SHA-256: 8411023A027610AEB3DC333438E12A17222163AE78817C5395DA04548ED30150

SHA-512: 112ED53A4A18EB3378A57B154566COF1AF438FF400EBE453253F5E2465B6A07370B447736EACBI9114ED43E05CAES5A3A019BE6886D50EB15FA1E2D6F35D9AFB
A

Malicious: false

Reputation: low

|IE Cache URL: http://https://fonts.gstatic.com/s/roboto/v27/KFOjCngEU92FriMu51S7ACc6Csl.woff

Preview:
WOFF....V@....... O 0oGSUB...
...glyf...t..Bf..s...hdmx..N....l....(/./head..OH...6...6...vhhea..O....#...$...hmtx..O.
...... X9..x...1..P......PB..U.=l.@..C)..N4C.\.51.3.......9.9.qu.0...OjC.cA......R.X....%Y...Wm=..mo..k.m [}S AmD...1..G>..giz...=C..}.y....Jo.cx.R.r"B.....m...
.].&.16. 5DAGX ..... )<\).. Y4>|1...ES.Gc...FO.>$.../..}JRCI..T.zD..uZ4~D.._OK.$.Z.(.JR..\.\..\.\ *n. ,..$...2.0:./y.iLg.3..1.0.y.g..X..V...d #0...0....b7{..>.n.
iD.V....." e\A.OR.kwp.].....6p..."ZE..%...e.u3..L..V..W.7b..L.3.L1K...Ts..$6.-b....... 9..b@..11,...v.C...{...dox. G( |a%E Fn.Nn/n. Sf.E)..k...<g.){....]....DT..N....Hy.F
Jez....._?7.

#evt ... \..\1.Mfpgm...4...2.....$.gasp...h.........
4.name..TX.. .>gpost..U4. .a.dprep..UL.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\2WF3MMUU\KFOjCnqEu92FriMu51TjASc6Csl[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 22280, version 1.1

Category: downloaded

Size (bytes): 22280

Entropy (8bit):  7.9727639867534075

Encrypted: false

SSDEEP: 384:P900x7sdtvIKnxdf5DGTHz3uPGia2ghi4OEiO+KdRialMgTC3YS95HbcW8Y:11ZsdKnxdBDwz++ia2l4OEi7KCquoS9J
MD5: 6E949B62AF2E8B6F705E35EE4DBC17F4

SHA1L: 31BC06COC932EC0176F42C6864C58D7450BBFI7E

SHA-256: 917A5159BE44DE9A82072F6A1C52EF645844D6BEDF42F8FD1549CD99D6DB2CC5

SHA-512: 109EF637EF3C4FB1670DD328466BF1507F0E92D97153A71CA045F3F17F924CC92FF75777B3730CF722825C755D646A796F429F50973C64B543AA13C174D8921B
Malicious: false

Reputation: low

IE Cache URL:  http:i/https://fonts.gstatic.com/s/roboto/v27/KFOjCngEU92FriMu51TjASc6Csl.woff

Preview:
WOFF....\W........ D TN GDEF....... G...d...GPOS.............. IGSUB............... 0S/2...L...N..."t6.<cmap #evt ... X..X..fpgm......4..."gasp...@........
..glyf...L..C"..tP>.e%hdmx..O....m....$+.-head..P....6...6...mhhea..PT.. #...$...zhmtx..Px ..4.name..UO.......... >.post..V........ .a.dprep..V
S 2.1 x..1.P.....PB..U.=L.@..C)..N4C.\.51.3.......9.9.qu.0...0jC.cA......R x...\..F. 3 .N..g)..al..... "..33..c ...... p"y iT... <Gg.A.!.3...T1 {.g0.u.y.... m|.k..NF ...... mox.
,...7&.YA.C.R_[.T.c.m:...9:.A.a*j.G...A ..0.Q"6..>..(2..~...._.2:.K4....S%.. jbr)....*...e.U..- . X.3.ILQ... L<W.iH. . ec=. &GA..Ic,,A.3<.s<..A.H.|2..N.At..)Ns...#‘.."A)A[..A
_T. T #4L.=.0... 2. F.r.eMfY. ..r.\.s6.r.A,...:.<$A.#.I..F.$.2#.e..]A[.....yR..Ae.|{..O.. )A.U.O.e.SO.ZAb.A/cMA.|A&O._..+AY.W..., wooop._.0.[CL)N"UGX..>). X..MJ..Fr..v

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellIE\2WF3MMUU\KFOjCnqEu92FriMu51TzBic6Csl[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 21656, version 1.1

Category: downloaded

Size (bytes): 21656

Entropy (8bit):  7.971138981009303

Encrypted: false

SSDEEP: 384:viqlIA0zh/VFO+5SLHCK+yo5HHxX/KnMpljPSiQZxL ZtspfA9JaXWWyBuM9rgaSJV:vJ0zh/VFvOHmM15HHtKnalaiQfZtsp490
MD5: 147F4E11CE73A22AACI9C6C2822290953

SHAL: EEFEA89A9C36F8B1A7CA99372A7EOE05C92EADDG

SHA-256: A22585CFD64238EF14B1B383B5B9A8BAD7C89E354C09FC0886067E876687A38C

SHA-512: 3D7ADA26B281864CE394CB49974A9EA59D28FA8C2EFBO06DF31DCAE66DB4684223BDB42B8234A5135BF1B4F834E91DE415E44558EB2CF2346086C8879397058
Malicious: false

Reputation: low

|IE Cache URL: http://https://fonts.gstatic.com/s/roboto/v27/KFOjCnqEU92Fr1Mu51TzBic6Csl.woff

Preview:

....GDEF....... G...d....GPOS............. oGSUB... ...08/2...p...0..."u...cmap.... #evt ... J..J...ofpgm...$...3....c...gasp...X..
d..@...0.H.6.hdmx..MD...n....,..0head..M....6...6...'hhea..M....#...$...hmtx..N. 1)loca..P............. maxp R........4.name..R......... =$post..S........ .a.dprep..S..
.Bx...1..P.....PB..U.=l.@..C)..N4C.\.51.3.......9.9.qu.0...OjC.CcA......R X....%Y...Wm=..mo..k.m...rl..m.g""..../.[.}.S..\.mD...1..G>..giz...=C..}.y... |o cx.R.r"B ........
/6..5D.AGX.....)<")....2.... .Y4>|1...ES.Gc.. FO >$.../.JRCI..T.zD..uZ4~D.._OK.$.Z.(.JR..\.\.\.\\....¥n. 6x .b,..$...2.9:./ly.iLg.3..1.0.y.g..X..V...d #0...0....b7{.>.n.iD.V...."
e.\A..OR.kwp.].....6p..." ZE..%...e.u3..L..V...W.7b..L.3.LlK...Ts..$6. b....... 9..b@..!1,..v.C...{..dox.G(...[a%E:.Fn.Nn.”n......... Sf.E)..k...<g.){...]...DT.N....Hy.F.Jez....... _?
7.
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\2WF3MMUU\KFOICnqEu92FriMmSU5fBBc-[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 20404, version 1.1
Category: downloaded

Size (bytes): 20404

Entropy (8bit):  7.970248785137973

Encrypted: false

SSDEEP: 384:8uFo0OxqigBacqKz8RGLv6K5a+jZ/rFSyeM5B8r/WjRy0BsM16t/PJ:PFlIvVUKz8R+t5N53eGar/gY0Bv6tp

MDS5: BFOF407102FAF3A0B521D3B545F547A5

SHA1L: CA357CDODE5DD0242E8EFACFB8D24AB60FDC86AB

SHA-256: 855A06974032BB69157D469ABA6F63440E8BE47C421F45C3F396F4E0B87B6DES

SHA-512: 85359028F7FE49B1DF90B72E48DC7DE4B21F1B65E8BF109595705A3F4EAFIFA79854B5AEF060FE266291C5ECEID04FCEADIDEO9BAA2C5E20601E1579212520C
8

Malicious: false

Reputation: low

|IE Cache URL: http://https://fonts.gstatic.com/s/roboto/v27/KFOICnqEU92Fr1MmSUSBBc-.woff

Preview:
#evt ... X..XI...fpgm....
.4.\name..M.

.L.<..m..]J5Yhdmx..Ht...m....),..head..H....6...6.Y.ihhea..l. ..Dd.loca..K.. .
LWx...1..P.....PB.U.=..@..C)..N4C.\.51.3.......9.9.qu.0...0jC.cA.....R.x...\..F..3...N..q)..a|.. ..{.g0.uy......m.J.Lk..NF
C.R_[T.c.-=..9:..a%.G.. 0.Q".6..>...(7... .2:.K4...S%...jbr)....*....e.U..- . X.3.ILQ....z.. <.S<...H.i2.N.t.)Ns..#.").[..._T.T..
L H.=.0....Z.F..r.eMfY. Lr\sbur..,....<$.#1.F$.2#.e.][...yR...e{.0.7)..U.0.e.50.Z.b../cM..i.&O._..+.Y.W...;z....j.p._.0..[CL.)n".UGx..>). X..MJ..Fr..v

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\KFOICnhqEu92FriMmWUIfBBc-[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 20396, version 1.1

Category: downloaded

Size (bytes): 20396

Entropy (8bit):  7.974131663185347

Encrypted: false

SSDEEP: 384:SfXdUIIA0zhyKR28ePpAwxZ5M3py8wtshtdf45DEVTGAYb7H2Q/VEgm:Svdj0zhbRmjlQ8wtsVAIEVGAY 3/i/
MD5: 68D6DABFES54E245E7D5D5C16C3C4B1A9

SHA1: 7FDAB895EAEBECEDB3FB5473EAB94A1B292CEF19

SHA-256: AO01A632E56731A854F35701AA8C3A6A19A113290D9032FF9048F8064C45383BD

SHA-512: 44EB151F85178A2F9600E85ADA43FAE470FABEOF247C9A03E67931B36028E600C7550D9DE2D69B3576A06577A5DEAF54822EE4BDCIDCBB47588D1972C8A959D4
Malicious: false

Reputation: low

IE Cache URL:  http:i/https://fonts.gstatic.com/s/roboto/v27/KFOICngEU92FriMmWUIfBBc-.woff

Preview:

...0S8/2...p...Q... u...cmap #ovt ... H..H+~.fpgm...$...3...._...gasp... X.........
glyf..d..<.l.CNlhdmx..H...m....03#7head..H....6...6..\hhea..l,... ..$.&.hmtx..IL......." J.loca..K............. maxp..M.... ... .4..name..M........ ~..9.post..N........ .m.dprep..N........ )*
V60x...1..P.....PB..U.=L.@..C)..N4C.\.51.3.......9..qu.0...OjC.cA......R X....%Y...Wm=..mo..k.m...r..m.g".../..[}.S..\\mD...1..G>..giz...=C..}.y....Jo.c.X.R.I"B........ m......[.&.
/6..5D.AGX.....)<")....2.... .Y4>|1...ES.Gc...FO.>$.../...}JRCI.T.zD..uZ4~D.._OK.$.Z.(.JR..\.\.\.\\....*n..6:x...b,.$..2.9:./y.iLg.3..1.0.y.g..X..V...d. #0...0...b7{.>.n.iD.V...."
e\A.OR.kwp.].....6p..."ZE..%...e.u3..L..V..W.7b..L.3.L1K...Ts..$6.-b....... 9..b@..!1,..v.C...{...dox.G(...]a%E:.Fn.Nn.*n......... Sf.E)..k...<g.){....|.....DT..N....Hy.F Jez......._?
7.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\RxZJdnzeo3R5zSexge8UUT8E0Di7KZn-EPnyo3HZu7kw[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 18576, version 1.1

Category: downloaded

Size (bytes): 18576

Entropy (8bit):  7.966055167168611

Encrypted: false

SSDEEP: 384:t1YcZxtaNVIh8bU0QoyLessKJgwvcugqWc97RFvwB/HY:bYcZxUfDQoWRgXuix5/4

MD5: 57AF64FC644194101C1593ABEA164433

SHAL: C5E19CDC9C784C0362E7D2B7B5BE26418B07FD89

SHA-256: 08CA17DBOA1CEA494B3010B6410696744D5B6DB541EF3218C2C4860905D44868

SHA-512: 7101588CDF7BFA1D5D07B3E9E141AA3304CA144BF1CDEDE2E3795128B3B6738D1A98DC6DDC0208E92992F03E152AB976B2B6A5BB92610CD1AEF5890BA0789F
D

Malicious: false

Reputation: low

|IE Cache URL: http://https://fonts.gstatic.com/s/roboto/v15/RxZJdnzeo3R5zSexge8UUT8EQi7KZn-EPnyo3HZu7kw.woff

Preview:

=.hdmx..BD...c........ head..B....6...6.{..hhea..B........ $....hmtx..C....L..v."H.loca..EL.......U.<}maxp..G.... ... ... name..G,......... -.post..G........ .m.dprep..G
..... Zq.b.v2Z+.m.6.b.N....0.F. .. U #i.&z.. 5I[w.k...2.{.9._#fY%......_v.Wj..$.."..6..'8.z+...AW..h". .. ]...3} 12 p.gx{...R.Vp?..AGw..t.........L.a..v.N.Y.
PP #.QIW..4V.5A 5E" T. .3t ... @.#.0.>..B_{...~.~.B-b.J.j.Q.T.5.,.9Gtn...(..).0R.v....el. E:.....a2L.*.bu: jt.<.... '0.fl.sa...X.. 1.U...@6./.. ..[.N.
LHa{n At LA 6~ v RLgz > #awF. .. T..Q4..B2.1=.. . J.$vM:.~._a.L...B..JoE.l.. .2a2."~s....G..."X...."]..C&L.">, ...}.p.a.-c..
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\WebResource[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with CRLF line terminators

downloaded

23063

4.7535440881548165

false
384:GvUzYI+Vidg1V5itlONhA6W+KV8i/4CYZzLKLADrLUOITXZTAzIZrwDITWMCIQip9:bkON6E9KCIQq8hDRIHp2tWU25Zt/gREVG
90EA7274F19755002360945D54C2A0D7

647B5D8BF7D119A2C97895363A07A0C6EB8CD284
40732E9DCFA704CF615E4691BB07AECFD1CC5E063220A46E4A7FF6560C77F5DB
7474667800FF52A0031029CC338F81E1586F237EB07A49183008C8EC44A8F67B37E5E896573F089A50283DF96A1C8F185E53D667741331B647894532669E2C07
false

low

http://https://media.campaigner.com/csb/WebResource.axd?
d=pynGkmcFUV13HelQd6_TZItUc7uOXVQ_JISF3nqWHTssV{8618T6DdUK_rt6gpBWQGLL6Eg2&t=637453890340000000

function WebForm_PostBackOptions(eventTarget, eventArgument, validation, validationGroup, actionUrl, trackFocus, clientSubmit) {.. this.eventTarget = eventTarget;..
this.eventArgument = eventArgument;.. this.validation = validation;.. this.validationGroup = validationGroup;.. this.actionUrl = actionUrl;.. this.trackFocus = trackFo

cus;.. this.clientSubmit = clientSubmit;..}..function WebForm_DoPostBackWithOptions(options) {.. var validationResult = true;.. if (options.validation) {.. if (type
of(Page_ClientValidate) == 'function’) {.. validationResult = Page_ClientValidate(options.validationGroup);.. }.. }. if (validationResult) {.. if ((typeof(opt
ions.actionUrl) != "undefined") && (options.actionUrl != null) && (options.actionUrl.length > 0)) {.. theForm.action = options.actionUrl;.. }. if (options
.trackFocus) {.. var lastFocus = theForm.elements["__LASTFOCUS"];.. if ((typeo

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\adobe[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 400x400, frames 3
downloaded

30925

7.75667128400845

false

768:nuowBuvTpjgz+wqrPZ2gh8fmyjIX6RgnxgYqwNL:nuPOpjgzPqrPZRYZGnYqYL
BE5274AF7D8BD25B8148A190FF515399

B8D0850FD92EE935287E17988B89ES53607808C8C
26C62DBDF527B8DCBF378EA62F129CBBBA3B244730687909BA21ECD729C9D2E6
64893C625BE72783088575E36EF26FF4573243F32601BDA754EDA72B7515063B5E4E4831697D16AC663529C910AE12CCD145BEC530F2A9BAE4D9324301C65667
false

low

http://https://jityerk.ml/000/images/adobe.jpg

2...#B..R..$3br. %&'()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz.
.ag."2...B.... #3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz....
~N T QXI<L =L AV'@ULELS. Uz IE.PTe}p.y... T.<.-T.|.b=#U.~
IUK.AE.=#U._[X.R.=W..1.......... QTr\..*7.2.6 9K.NE.Ps.\........... %W..y...g)s[KX)<......

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\archive[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Exploren\iexplore.exe

HTML document, ASCII text, with very long lines, with CRLF, LF line terminators

downloaded

23405

5.922704786006305

false
384:31984svg9S5Z1j8tq33F7gcmQ9SrnqqiygeD+f+h2Y+/2arA19DhVZh5a:3684se0/V0cUrngZA+WcDOPVOf2
0B8B3D2208EE2C2558ABE89491F2A3BF

BE13D8CDCF1FC66BBF73352380EAF989E2339B0B
BDAA1DFCFCCD172ABB78F26E748030F7BESDF37C1FOED564FBF1B2027EF2ACB6
374C0BB1A2F8CI9DE76C15227DE32651FA9CA039491891507370EA052462C60219CC648A4AE3CABIBSEADD267507940892C71A97A8F28E56AF7A95509795CAA2(
false

low

http://https://secure.campaigner.com/CSB/Public/archive.aspx?args=NTIxMjkwODU%3d&acc=NzY20DQ5

..<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional/EN" "http://www.w3.0rg/TR/xhtm|1/DTD/xhtml1-transitional.dtd">..<html xmIns="http://www.w
3.0rg/1999/xhtml">..<head id="Head1"><title>...FAX. 0909..</title>.. Stylesheets -->..  <link rel="stylesheet" href="https://media.campaigner.com/csb/node_modules
/campaigner-core/src/style/theme/campaigner/bootstrap.min.css" /><link rel="stylesheet" href="https://media.campaigner.com/csb/node_modules/campaigner-core/src/
style/theme/campaigner/bootstrap-extended.min.css" /><link rel="stylesheet" href="https://media.campaigner.com/csb/node_modules/campaigner-core/src/style/theme/
campaigner/campaigner.min.css" />.. Plugins -->..  <link rel="stylesheet" href="https://media.campaigner.com/csb/content/ui-theme/global/vendor/waves/wa
ves.min.css" />.. Fonts -->..  <link rel="stylesheet" href="https://media.campaigner.com/csb/content/ui-theme/global/fonts/font-awesome/font-awesome.min.css" /><|
ink rel="stylesheet" hre
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\css[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

211

5.026484232218891

false

6:0IFFwKh+56ZRWHMgh7izIpdBEOKOEEJTONIN:jFWmO6ZRoMqt6p3EondOY
04F7435B2672FBE66984EA436E7087C6
44896875E69B297EB979CCOD3E8522D872656BA8
F9088C15A062F0C7708C3864C5E261A2E4961DFEBOF150DF744FAEC2E3B74AD6

9A1D01A7FAC3D6B205CFA37C05A93AFA9D903D4D35DCB16E31D3A31D19CD65B8DESDG6EG26BC7F70D07841C779E20CD2C2DD6254824F96DEOESES76E156F1
7D

false
low

http://https://fonts.googleapis.com/css?family=Yellowtail&display=swap

@font-face {. font-family: 'Yellowtail’;. font-style: normal;. font-weight: 400;. font-display: swap;. src: url(https://fonts.gstatic.com/s/yellowtail/v11/0OZpGg_pnoDtINP{RIILo
hlvHxw.woff) format(‘woff');.}.

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCachell[E\2WF3MMUU\fonticons[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

23978

4.897762897381931

false
384:IruoxXdbo67kHIfIWDUZXegau97vrefyqK477d9403:IruoxXdbU9fIWDUZXegau97W3
D5A77A550E6D041F3C674C6D000D96BC
BD0O2DFFDCEFBCEDF943518CF6FD62DB63A578842
7298AC333BEC1E6E6CDBCCFB3688F900510770EC58FA83DB582430C624E3B609

68D750915818F76FFFC5EOE65E9FAE1AF32803C50F79D2FC1A44053C335BEES738482A23BEOFFB9B988FDFBBB7FA5EBCDD7B7CDE5S066D96F5D114D41B9BD5C
7D

false
low

http://https://media.campaigner.com/csb/app_themes/lightning/common/fonticons.css

@font-face {. font-family: 'TelerikWebUl';. src: url('../Common/TelerikWebUl.eot);. src: url(../Common/TelerikWebUl.eot') format("embedded-opentype”), url(../.Common
[TelerikWebUl.woff') format("woff"), url('../.Common/TelerikWebUL.ttf)) format("truetype”); }..@font-face {. font-family: ‘TelerikWebUIEditor';. src: url('../Common/Tele
rikWebUI/Editor.eot’);. src: url(../Common/TelerikWebUI/Editor.eot’) format("embedded-opentype"), url(../.Common/TelerikWebUI/Editor.woff') format("woff"), url('../Comm
on/TelerikWebUl/Editor.ttf") format(“truetype"); }..@font-face {. font-family: "'WebComponentsicons";. src: url('../Common/WebComponentsicons.eot);. src: url('../.Commo
n/WebComponentsicons.eot’) format("embedded-opentype"), url("...Common/WebComponentslcons.woff') format(“woff"), url(*../Common/WebComponentsicons.ttf') format(
"truetype”); }..@font-face {. font-family: ‘Material Icons’;. font-style: normal;. font-weight: 400;. src: url("../Common/fonts/material/Materiallcons-Regul

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\2WF3MMUU\genericopenwindowfcts[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:
IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

downloaded

9674

5.152020746470073

false
192:VPVvtvgYCNhvJu/vKJ2Uv9av+LvOvLvaMtvNPavExeP8PaJelJoVKMy+pz/DOCK|:V5pgYOFJu/v62E4+L677KEX2M1q5MudG
CEOD685C7FBC01050B8A48C62CAE7BB7

ODF38F490AF1EA4E50CCCDE9D1814FDF4B41A82E
EA6FD74480EEFD16F265F8E096E25CC95C6359E0944574A0E485D0D92DA1C571
696FBES5DB1C16E5E26EC62B1DA3513486B95949B2E7A9C0A8ABAF52A90A70982A63D9E16CCFAG381F28203F3335FB6C3D7FE3397FA4FB858982C0DE2915A1A
false

low

http://https://media.campaigner.com/csb/scripts/genericopenwindowfcts.js

Il <reference path="jquery-1.10.2-vsdoc.js" />....WinBehavior ={.. None: 0,.. Resize: 1,.. Minimize: 2,.. Close:4,.. Pin:8,.. Maximize: 16,.. Move: 32,..
Reload: 64,.. Default: (1 +2+4 +8+ 16 + 32 + 64)..};....function OpenWindow(navigateURL, radWindow, Width, Height, title, withTitle, advWin, showSpinner) {...if
(typeof(showSpinner) == "undefined") {....return OpenWindowWithoutSpinner(navigateURL, radWindow, Width, Height, title, withTitle, advWin);...}.....var ownd = (typeof(r
adWindowPlaceHolderClientID) == "undefined") 7 ...... GetRadWindowManager().getWindowByName(radWindow) :......$find(radWindowPlaceHolderClientID);...if (‘loWnd)

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\2WF3MMUU\office3651[1].png

Process:

File Type:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 187 x 188, 8-bit/color RGBA, non-interlaced
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\2WF3MMUU\office3651[1].png
Category: downloaded

Size (bytes): 18025

Entropy (8bit):  3.011161251318808

Encrypted: false

SSDEEP: 96:2S+Wvkiqdg6Uq7NXrNG+GHhsc5yeFZVID2Ydex/NTVOKOVFDsCmm:2SJkiOg6Uq75shDs1kFP

MDS5: FE22440D79FFA34950F512EF4A718B2A

SHA1L: OE147E59544EE6580D3095353D4420849FA5EB8A

SHA-256: A2F26B68A6C8810C1AEB4048C938F835A86BA83756A7A440F989B967E78F3BAS

SHA-512: 64218ECD4140DCO5E50EB7BA4C9813794B8B5A4310C8308244205BA6ADABEE7C2D1840121730A00800E41775241D8AFA02125A966064CDOEB2CC7D3E4605B81(
Malicious: false

Reputation: low

|IE Cache URL: http://https://jityerk.ml/000/images/office3651.png

Preview:
PNG........ IHDR....ocveet e pPHYS. ..o <eiTXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?>.<x:xmpmeta xmIns:x="adob
e:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c067 79.157747, 2015/03/30-23:40:42 ">, <rdf:RDF xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#">.
<rdf:Description rdf:about="". xmins:xmp="http://ns.adobe.com/xap/1.0/". xmins:xmpMM="http://ns.adobe.com/xap/1.0/mm/". xmins:stEvt="htt
p:/ins.adobe.com/xap/1.0/sType/ResourceEvent#". xmins:photoshop="http://ns.adobe.com/photoshop/1.0/". xmins:dc="http://purl.org/dc/elements/1.1/".
xmins:tiff="http://ns.adobe.com/tiff/1.0/". xmins:exif="http://ns.adobe.com/exif/1.0/">. <xmp:CreatorTool>Adobe Photoshop CC 2015 (Windows)</xmp:Creato
rTool>. <xmp:CreateDate>2020-01-18T21:49:38+05:00</xmp:CreateDate>. <xmp:MetadataDate>2020-01-21T14:30:14+05:00</xmp:MetadataDate>. <X

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\outlook1[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 26 x 26, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 771

Entropy (8bit):  7.682244426935498

Encrypted: false

SSDEEP: 24:74yiH9yQmOntihdLI00gDeulBcaDa0oljZG0:omOntO7v/uJDYGO

MD5: C3FC46C5799C76F9107504028F39190F

SHA1L: 519096AD3F03410CF9CE3CI9BIFCCA6B439D97B23

SHA-256: 57898461712A639D119BDF88B7145919DCC8956C7A271D2E4A1084B29EAEG785

SHA-512: DF4A0A2F78B2013035FB738BF405119B275D4CFEC31A23071EB9AF499D5F31FDCABE22754CE791C975D7D417E908B5CAD16F962BOADD3DFDCDE19844D74F6€
8

Malicious: false

Reputation: low

IE Cache URL:  http:i/https://jityerk.ml/000/images/outlook1.png

Preview:

IDATH...k.A.k6.b.F1.H@...[@.aQ...(.. .. ....... /A.D. LBl 1L WL YLD USL X3 ALY +R2\..m.NX . =..p.0...
dA3....J.2.X)...P\.xL.3M.0...m.....F...2..n.....LFo)x._R[.s.a.T?..2.=9.Y. .u...z.|...Wz..h.<.P. .$Y.. k/dyl. . LC..." . .U..7.G.'h. . 11E.%t...
@..a....... b.ED-.Tn.<..0.D...0..({1l>........ “dack.LLTLQ- > ‘3eb..d.@=4...C... A...;.N.X3.(....... N+l SL W@, ).).u<..@u..0...V&.b.yp.....0..0.2..V..B =.~&m"T
(.6EP.T....... h.m"[f.U)[t.2.Q.....9.cP.W...D..[.O>..d;.yL{/. #v.._.$.Q....... tE..5i.g._.."/n..v.w..Uo .. #.S... .. F.+_?2r....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\8[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, big-endian, direntries=12, height=709, bps=0, Photometricintepretation=RGB, orientation=upper-left, width=1200], baseline, precision 8, 1200x646,
frames 3

Category: downloaded

Size (bytes): 161118

Entropy (8bit):  7.5594351594508185

Encrypted: false

SSDEEP: 3072:WucfAcwuKGuN2q/gSsqnk4br5XUGpppLgfmazv7104J:0MuKbYOF355XEuAv7Ind

MDS5: F17B5B1163EFB6D2D47DE6BAEG6D3A9CD

SHAL: 6D6964B34BC44C6D2B106ADE1AE675985B96D012

SHA-256: 7829F065E0E10C8466F3D57766E0719421B7B652F6A1082F21B98702F1B28A30

SHA-512: 7COCBEF1D3CAE66A18C74544E593803C2EEC56817E762A385D54437BC7D597B2598886B0COEDF72C6E934E9F146CEFC89392A492DB5425A1071E61CA1F1568E

Malicious: false

Reputation: low

|IE Cache URL: http://https://jityerk.ml/000/images/8.jpg

Preview:
...... if..MM.* . ..".Adobe Photoshop CC 2015 (Windows).2020:

J11..AQaq .R..38b.r..CS.cs4. . 6te...u.Fo.ooe Viv.....

..C.%.S...cs5....&D.TdE.t6..U.e...u..F. .
$.@.4

LTGWOW.n P g..KJIG..x..

. .7GWgw. 5.
JoTX[AmLLR..... X5 j?p.A.RI%O0...MN.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\90261KNJ\all[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text, with very long lines
Category: downloaded
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\9026IKNJ\all[1].js

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

231278

5.454784019283805

false

3072:YZM4eQ6sKf+sdHOAI/yONSajKeffmj+0Ey:GeQ6s6+sdHilyON7KeffmEy
887BABG4E9621CFD6F183364BB13A4894
CCE2799A302C1B34127F003F8B9AA72CF0793D9C
906D397CA1B2EDICF757FAF50A5F4FAEEFE883D62A32609D443006FC56CF21AE

43DA5AFF14FE30AF3FOCFC61649B72E4108096FAOFAOE310CEF520BF524E9D1588A9BDA138380739763CCEBD93FDF1DD6A142830ABCF1E325E7C4D9611BB49
5

false
low

http://https://connect.facebook.net/en_US/all.js?hash=878ach9fa312d41b5a71c70410943470

/¥1623362984,,JIT Construction: v1003944383,en_US*/../**. * Copyright (c) 2017-present, Facebook, Inc. All rights reserved.. *. * You are hereby granted a non-exclusive,
worldwide, royalty-free license to use,. * copy, modify, and distribute this software in source code or binary form for use. * in connection with the web services and APIs
provided by Facebook.. *. * As with any software that integrates with the Facebook platform, your use of. * this software is subject to the Facebook Platform Policy. *
[http://developers.facebook.com/policy/]. This copyright notice shall be. * included in all copies or substantial portions of the software.. *. * THE SOFTWARE IS
PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR. * IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTAB
ILITY, FITNESS. * FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR. * COPYRIGHT HOLDERS BE LIABLE FOR
ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER. * IN AN ACTION OF CO

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\background_gradient[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.02, aspect ratio, density 100x100, segment length 16, baseline, precision 8, 1x800, frames 3
downloaded

453

5.019973044227213

false

6:3lIVuiPjIXJYhg5suRd8PIMMo23C/kHrJ8yA/NleYoWg78C/VTFVbKLAh3:V/XPYhiPRd8j7+9LolrobtHTdbKi
20F0110ED5E4E0D5384A496E4880139B

51F5FC61D8BF19100DFOFBAADAA57FCDIC086255
1471693BE91E53C2640FE7BAEECBC624530B088444222D93F2815DFCE1865D5B

5F52C117E346111D99D3B642926139178A80B9EC03147C00E27F07AAB47FE3BE9319FE983444F3EOE36DEF1E86DD7C56C25E44B14EFDC3F13B45EDEDA064DBE
A

false

low

res:/lieframe.dll/background_gradient.jpg

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCachellE\9026IKNJ\bootstrap-extended.min[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

269032

5.023521491620771

false
6144:FAIP66Zudd3GVRsa55/XyGMiQkhOQzGBPw2:FAIP66Zudd3GVRsa55/XyGM1
4F62EF2F96809A353146173F765C94BA
E1AE433077C32C1ECDF4ACC9A252036457C0A7CE
DE3ES5368C90F1FE431FB2DDC40AB83DD46FBEGIF837507E7CDC402801A721519
392B089CDCO3B95E8F3EBC32868D8163435D661ABF1E66AE76A68E22B258F21F5BE1A2D9476590F7FDB007C322E61C78599988F1E36B7910FA9DC531B159974F
false

low

http:i/https://media.campaigner.com/csh/node_modules/campaigner-core/src/style/theme/campaigner/bootstrap-extended.min.css

@charset "UTF-8";html{font-size:14px}button{color:inherit}a:active,a:hover,a:focus{outline:0}a.text-body{color:#757575}a.text-body,a.text-body:hover,a.text-body:focus{tex
t-decoration:none}a.text-action{color:#9e9e9e}a.text-action,a.text-action:hover,a.text-action:focus{text-decoration:none}a.text-action:hover,a.text-action:focus{color:#bd
bdbd}a.text-action .icon+span{margin-left:3px}a.text-like{color:#9e9e9e limportant}a.text-like,a.text-like:hover,a.text-like:focus{text-decoration:none}a.text-like.active,a.text-
like:hover,a.text-like:focus{color:#e53935 limportant}.text-action+.text-action{margin-left:6px}b,strong{font-weight:inherit}b,strong{font-weight:500}h1,h2,h3,h4,h5,h6,.h1,
.h2,.h3,.h4,.h5,.h6{text-shadow:rgha(0,0,0,.15) 0 0 1px}h1 .icon:first-child,h2 .icon:first-child,h3 .icon:first-child,h4 .icon:first-child,h5 .icon:first-child,h6 .icon:first-child,.h1
.icon:first-child,.h2 .icon:first-child,.h3 .icon:first-child,.h4 .icon:first-child,.h5 .icon:first-child,.h6 .icon:first-ch

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\90261KNJ\bootstrap.min[1].css

Process:
File Type:
Category:
Size (bytes):

C:\Program Files (x86)\Internet Explorer\iexplore.exe
UTF-8 Unicode text, with very long lines, with no line terminators
downloaded

145055
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\90261KNJ\bootstrap.min[1].css

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

5.080257829501953

false

1536:0RMQI6XkmulSziu5d6gF1UNaY S/Wp85r0laLQNk6hNO6b:imQX+w0orLQNk6hNO6b
F55371AE84173282F8995E205428B76E
39BEE99CE7418470937F106EEA42BB988607CBIC
8AEF10D887509642937ECB6B9319505A4D3BB03F60F4FAC8006CC60BCED5C26D

77CB637949989FCE41607744DAEASFDD303E043AD08C334E4BFCO5EAE2CFIC870B251B29EEEOD2ES9299E7FF1B58A79721CED77B9A3A639A72371EBACC27B3
C

false
low

http://https://media.campaigner.com/csb/node_modules/campaigner-core/src/style/theme/campaigner/bootstrap.min.css

:root{--blue:#007bff;--indigo:#66 10f2;--purple:#6f42c1;--pink:#e83e8c;--red:#dc3545;--orange:#fd7e14;--yellow:#ffc107;--green:#28a745;--teal:#20c997;--cyan:#17a2b8;--
white:#fff;--gray:#6c757d;--gray-dark:#343a40;--primary:#007bff;--secondary:#6c757d;--success:#28a745;--info:#17a2b8;--warning:#ffc107;--danger:#dc3545;--light: #{8f
9fa;--dark:#343a40;--breakpoint-xs:0;--breakpoint-sm:1px;--breakpoint-md:2px;--breakpoint-1g:3px;--breakpoint-xl:4px;--breakpoint-xxI: 16 00pXx;--font-family-sans-serif:"Rob
oto",sans-serif;--font-family-monospace:"SFMono-Regular”,Menlo,Monaco,Consolas,"Liberation Mono","Courier New",monospace}@media print{*,*::before,*::after{text-
shadow:none limportant;box-shadow:none !important}a:not(.btn){text-decoration:underline}abbrf{title]::after{content:" (" attr(title) ")"}pre{white-space:pre-wrap !importan
t}pre,blockquote{border:1px solid #999;page-break-inside:avoid}thead{display:table-header-group}tr,img{page-break-inside:avoid}p,h2,h3{orphans:3;widows:3}h2,h3{page-
break

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\90261KNJ\bootstrap.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

48944

5.272507874206726

false
768:9VG5R15WbHVKZrycEHSYro34CrSLB6WU/6DqBf411B:9VIRu053XiwwWTvI1B
14D449EB8876FAS5E1EF3C2CC52B0C17
A9545831803B1359CFEED47E3B4D6BAEGSE40E99
E7ED36CEEE5450B4243BBC35188AFABDFB4280C7C57597001DEOED167299B01B
00D9069BIBD29ADODAA0503F341D67549CCE28E888E1AFFD1A2A45B64A4C1BC460D81CFC4751857F991F2F4FB3D2572FD97FCA651BA0C2B0255530209B182F:
false

low

http://https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/js/bootstrap.min.js

/*1. * Bootstrap v4.0.0 (https://getbootstrap.com). * Copyright 2011-2018 The Bootstrap Authors (https://github.com/twbs/bootstrap/graphs/contributors). * Licensed under
MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE). */.!function(t,e){"object"==typeof exports&&"undefined"!=typeof module?e(exports,require("jquery"),requir
e("popper.js")):"function"==typeof define&&define.amd?define(["exports”,"jquery”,"popper.js‘],e):e(t.bootstrap={},t.jQuery,t.Popper)}(this,function(t,e,n){"use strict";function
i(t,e){for(var n=0;n<e.length;n++){var i=e[n];i.enumerable=i.enumerable||!1,i.configurable=!0,"value"in i&&(i.writable=!0),Object.defineProperty(t,i.key,i)}}function s(t,e,n)
{return e&&i(t.prototype,e),n&&i(t,n),t}function r(){return(r=Object.assign||function(t){for(var e=1;e<arguments.length;e++){var n=arguments[e];for(var i in n)Object.pro
totype.hasOwnProperty.call(n,i)&&(t[i]=n[i])}return t}).apply(this,arguments)}e=e&&e.hasOwnProperty(“default”) ?e.default:e,n=n&&n.hasOwnProp

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\bootstrap.min[2].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

144877

5.049937202697915

false
1536:GcoqwrUPYyDHU7c7TcDEBI82NCcUSELL4d/+0ENM6HN26Q:VoPgPard20ENM6HN26Q
450FC463B8B1A349DF717056FBB3E078
895125A4522A3B10EE7ADAOGEEG503587CBF95C5
2COF3DCFE93D7E380C290FE4AB838EDSCADFF1596D62697F5444BE460D1F876D
93BF1ED5F6D8B34F53413A86EFD4A925D578C97ABC757EA871F3F46F340745E4126C48219D2E8040713605B64A9ECF7AD986AA8102F5EASECF9228801D962F5L
false

low

http://https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/css/bootstrap.min.css

/*!. * Bootstrap v4.0.0 (https://getbootstrap.com). * Copyright 2011-2018 The Bootstrap Authors. * Copyright 2011-2018 Twitter, Inc.. * Licensed under MIT (https://github
.com/twbs/bootstrap/blob/master/LICENSE). */:root{--blue:#007bff;--indigo:#6610f2;--purple:#6f42c1;--pink:#e83e8c;--red:#dc3545;--orange:#fd7e14;--yellow:#ffc107;--
green:#28a745;--teal:#20c997;--cyan:#17a2h8;--white:#fff;--gray:#6 c757d;--gray-dark:#343a40;--primary:#007bff;--secondary:#6c757d;--success:#28a745;--info:#17a2b8;--
warning:#ffc107;--danger:#dc3545;--light:#{8f9fa;--dark:#343a40;--breakpoint-xs:0;--breakpoint-sm:576 px;--breakpoint-md: 768px;--breakpoint-1g:992px;--breakpoint-
xI:1200px;--font-family-sans-serif:-apple-system,BlinkMacSystemFont,"Segoe UI",Roboto,"Helvetica Neue",Arial,sans-serif,"Apple Color Emoji*,"Segoe Ul Emoji","Segoe

Ul Symbol";--font-family-monospace:SFMono-Regular,Menlo,Monaco,Consolas,"Liberation Mono","Courier New",monospace}*,::after,::before{box-sizing:border-box}h
tmi{font-family:sans

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\90261KNJ\brand-icons.min[1].css

Process:

File Type:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\90261KNJ\brand-icons.min[1].css

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

downloaded

2650

4.97489772295558

false
48:234q4hnm4X4B4+04JEIWBGDIdWaftJt34/Nd2HIgaehE3A7CVBPY/EZ:+nKludDJIXaJw7CVBAI
25D66FC1FE76E57689F3868FAC16C33D

3AC978C8B76E329EED18AA4B5AD7A66A051B38E2
409C806531699A47E585CICAF18FA04293776D6A3E22F260DADDEDAD5BCD1049
5B5A6BE47223DAF51B69FD17E024A1810F350C127EEAO08CA91F5BA111978B91D096EICEC75F9240B86CFFD55F0C92CD63788BD226302CB058E785FA3DD37672
false

low

http://https://media.campaigner.com/csb/content/ui-theme/global/fonts/brand-icons/brand-icons.min.css

@charset "UTF-8";@font-face{font-family:"Brand Icons";src:url(../brand-icons/brand-icons.eot?v=0.3.2);src:url(../brand-icons/brand-icons.eot?#iefix&v=0.3.2) for
mat("embedded-opentype"),url(../brand-icons/brand-icons.woff2?v=0.3.2) format("woff2"),url(../brand-icons/brand-icons.woff?v=0.3.2) format("woff"),url(../brand-icons/bran
d-icons.ttf?v=0.3.2) format("truetype"),url(../brand-icons/brand-icons.svg?v=0.3.2#brand-icons) format("svg");font-weight:400;font-style:normal}[class*=bd-],[class"=bd-|{
font-family:"Brand Icons";position:relative;display:inline-block;font-style:normal;font-weight:400;text-rendering:auto;speak:none;-webkit-font-smoothing:antialiased;-moz-
osx-font-smoothing:grayscale;-webkit-transform:translate(0,0);transform:translate(0,0)}.bd-behance:before{content:"."}.bd-blogger:before{content:"."}.bd-delicious:before{
content:"."}.bd-deviantart:before{content:"."}.bd-dribbble:before{content:"."}.bd-facebook:before{content:"."}.bd-flickr:before{content:"."}.bd-fo

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\campaigner.min[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

239487

5.035399127270474

false

1536:x/Zy5d6gF1RNaY S/X2uTU6z/F2T/Zkrr3tN9+g4ooce+63K6yhcAsGVRsa55Y8D6:tZ5Ct3K6yhcAsGVRsa55Y8Db43PGA3|D
7F81F27865AE5CAAF5157D5C72CAF463

18EB145F7244CC1D4B609E13A859E3FE30E70FD8
68EA12246455E77EE1365F1D49A102F8EES8F89BC76E354A01A7AD6F1117A0FB

1334085C574710C378E345494F57E9259A123BD8E38B6A75892EA09A4D0OF208CABOAG44E66CB6F1FB5ABDBCD201C9C7275FFF27C5C5C91C3B8F5B02520ADC14
5

false
low

http://https://media.campaigner.com/csb/node_modules/campaigner-core/src/style/theme/campaigner/campaigner.min.css

:root{--blue:#007bff;--indigo:#6610f2;--purple:#6f42c1;--pink:#e83e8c;--red:#dc3545;--orange:#fd 7e14;--yellow:#ffc107;--green:#27ae60;--teal:#20c997;--cyan:#17a2b8;--
white:#fff;--gray:#868e96;--gray-dark:#343a40;--primary:#3793d0;--secondary:#34495e;--success:#28a745;--info:#17a2b8;--warning:#ffc107;--danger:#dc3545;--light:#f8f
9fa;--dark:#343a40;--breakpoint-xs:0;--breakpoint-sm:480px;--breakpoint-md: 768px;--breakpoint-lg:992px;--breakpoint-xI:1200px;--breakpoint-xxl: 1600px;--campaigner-
dark-blue:#34495e;--campaigner-light-blue:#3793d0;--campaigner-green:#4eb96f;--campaigner-red:#e64d3c;--campaigner-gray:#eceffO}@media print{*,*::before,*::a
fter{text-shadow:none limportant;box-shadow:none !important}pre,blockquote{border:1px solid #999}.badge{border:1px solid #000}.table td,.table th{background-color:#fff li
mportant}.table-bordered th,.table-bordered td{border:1px solid #ddd !important}}html{-webkit-tap-highlight-color:transparent}body{color:#424242;background-color:#fff}abb
rltitle],a

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCachellE\9026IKNJ\font-awesome.min[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

28428

4.775122998814994

false
384:HkyacplRUxcMikvaénYpDmFDlavUjJmpyzdHi:Hkyaczawkva6nYpDmFDfiJmmi
361D939436923061B1C2189BOFFF7BIE
D4453D342EC083C9C3090B700FCI7F1AF45ACBO1
9AFC8642689B84EB0306CC3947B009634B5B350A8E3F027FA24776E73EDO56AF
671D641715E2E9BB6E29540D9CDF39817C04469EBE86F6CDOD6C97314127BB731BFF71792A79A65C5997EDA3CAG661D35463C58DC889738814F2CDD21B7F9A85
false

low

http://https://media.campaigner.com/csb/content/ui-theme/global/fonts/font-awesome/font-awesome.min.css

@charset "UTF-8";@font-face{font-family:"Font Awesome";src:url(../font-awesome/font-awesome.eot?v=4.7.0);src:url(../font-awesome/font-awesome.eot?#iefix&v=4.7.0)
format("embedded-opentype"),url(../font-awesome/font-awesome.woff2?v=4.7.0) format("woff2"),url(../font-awesome/font-awesome.woff?v=4.7.0) format("woff"),url(../font-
awesome/font-awesome.ttf?v=4.7.0) format("truetype"),url(../font-awesome/font-awesome.svg?v=4.7.0#font-awesome) format("svg");font-weight:400;font-style:normal}[c
lass*=" fa-"],[class”=fa-){font-family:"Font Awesome";position:relative;display:inline-block;font-style:normal;font-weight:400;text-rendering:auto;speak:none;-webkit-font-
smoothing:antialiased;-moz-osx-font-smoothing:grayscale;-webkit-transform:translate(0,0);transform:translate(0,0)}.fa-address-book:before{content:"."}.fa-address-book-o:
before{content:"."}.fa-address-card:before{content:"."}.fa-address-card-o:before{content:"."}.fa-adjust:before{content:"."}.fa-american-sign-language-interpreti

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\90261KNJ\forbidframing[1]

Process:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\90261KNJ\forbidframing[1]

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

HTML document, UTF-8 Unicode (with BOM) text, with CRLF line terminators
downloaded

2882

4.101264567053427

false

48:upYP3V4V1UXvCavVbQdZKUqVLQI7I6FQ3:ulqlw8rdld3
5CD4CA3D0F819A2F671983A0692C6DDD
BBD2807010E5BA10F26DA2BFA0123944D9521C53
916E48D15E96253E73408F0C85925463F3EE6DAOC5600CB42DBA50545C50133B

4420B522CBE8931BBA82B4B6F7E78737F3BB98FC61496826ACB69CFFF266D1AC911B84CBOAEEADDO5BD893A5D85D52D51777ED3F62512C4786593689BF2DF7I
0

false
low

res://ieframe.dll/forbidframing.htm

.<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://www.w3.org/TR/html4/loose.dtd">....<html dir="LTR">.... <head>.. <link rel="st
ylesheet" type="text/css" href="ErrorPageTemplate.css" >.... <meta http-equiv="Content-Type" content="text/html; charset=UTF-8">.... <title>Framing Forbidde
n</title>.... <script src="errorPageStrings.js" language="javascript" type="text/javascript">.. </script>.. <script src="httpErrorPagesScripts.js" language="ja
vascript" type="text/javascript">.. </script>.. </head>.... <body onload="initUnframeContent();">.... <table width="450" cellpadding="0" cellspacing="0"
border="0">.... Error title -->.. <tr>.. <td id="infolconAlign" width="60" align="left" valign="top" rowspan="2">.. <img src="red_x.png"
id="infolcon" alt="Info icon">.. </td>.. <td id="unableDisplayAlign" valign="middle" align=

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\httpErrorPagesScripts[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

downloaded

12105

5.451485481468043

false

192:x20iniOciwd1BtvjrG8tAGGGVWnvyJVUrUiki3ayimi5ezL CvdG1gwm3z:xPini/i+1Btvjy815ZVUwiki3ayimi5f
9234071287E637F85D721463C488704C

CCA09B1EOFBA38BA29D3972EDSDCECEFDEF8C152
65CC039890C7CEB927CE40F6F199D74E49B8058C3F8AGE22E8FI16ADI0EA8649
87D691987E7A2F69AD8605F35F94241AB7E68ADAF55AD384F1FOD40DC59FFD1432C758123661EE39443D624C881B01DCD228A67AFB8700FESEG6FC794A6C038¢
false

low

res:/lieframe.dll/httpErrorPagesScripts.js

...function isExternalUrlSafeForNavigation(urlStr)..{..var regEx = new RegExp("*(http(s?)|ftp|file)://", "i"};..return regEx.exec(urlStr);..}..function clickRefresh(). {..var location
= window.location.href;..var poundindex = location.indexOf(‘#');..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrISafeForNavigation(location.su
bstring(poundindex+1)))..{..window.location.replace(location.substring(poundindex+1));..}..}..function navCancellnit(). {..var location = window.location.href;..var pound
Index = location.indexOf('#);..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.substring(poundindex+1)))..{..var
bElement = document.createElement("A");..bElement.innerText = L_REFRESH_TEXT;..bElement.href = ‘javascript:clickRefresh()';..navCancelContainer.appendChild(
bElement);..}..else..{..var textNode = document.createTextNode(L_RELOAD_TEXT);..navCancelContainer.appendChild(textNode);..}..}..function getDisplayValue(elem

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\90261KNJ\jquery-3.1.1.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Exploren\iexplore.exe

ASCII text, with very long lines

downloaded

86709

5.367391365596119

false

1536:9NhEYji TIkEJO4edXXe9J578go6MWXgcVhrLyB4Lw13sh2bzrl1+iuH7U3gBORDT:jxcqOhrLZwpsYbmzORDUBCuU5
EO071ABDA8FE61194711CFC2AB99FE104

F647A6D37DC4CA055CED3CF64BBC1F490070ACBA
85556761A8800D14CED8FCD41A6B8B26BF012D44A318866C0D81A62092EFDIBF

53A2B560B20551672FBBOE6E72632D4FD1C7E2DD2ECF7337EBAAAB179CB8BE7C87E9D803CE7765706BC7FCBCF993C34587CD1237DESA279AEA19911D69067E
65

false
low

http://https://code.jquery.com/jquery-3.1.1.min.js

/*!'jQuery v3.1.1 | (c) jQuery Foundation | jquery.org/license */.!function(a,b){"use strict";"object"==typeof module&&"object"==typeof module.exports?module.exports=a.do
cument?b(a,!0):function(a){if('a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:this,
function(a,b){"use strict";var c=[],d=a.document,e=Object.getPrototypeOf,f=c.slice,g=c.concat,h=c.push,i=c.indexOf,j={} k=j.toString,|=j.hasOwnProperty, m=Il.toString,n=m.c
all(Object),o0={};function p(a,b){b=b||d;var c=b.createElement("script");c.text=a,b.head.appendChild(c).parentNode.removeChild(c)}var g="3.1.1",r=function(a,b){return new
r.fn.init(a,b)},s=/"\s\uFEFF\xAO]+|[\s\uFEFF\xAQ]+$/g,t=/"-ms-/,u=/-([a-z])/g,v=function(a,b){return b.toUpperCase()};r.fn=r.prototype={jquery:q,constructor:r,length:0,t
oArray:function(){return f.call(this)},get:function(a){return null==a?f.call(this):a<07?this[a+this.length]:this[a]},pushStack:function(a){var b=r.merge(this.con
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\waves.min[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

2236

5.053259830891086

false

48:vBtFf2k6FftjFf+Ffh6FfoFf8FfKFf1lbcarXinloSm+3:v3KTleeGQnbcarm9+3
C8300A2DFDEE9FAF2599A19BB0005AD9
F53AB824F686C38070429D9627002CE110E42A8D
125A82B3D393B34F1C57983398E6ECB6AB45EC87F4E29FBABI8F65C25674D000
CF1356C0A4752965A4314520D42B965E7D8D5F2E00B25C0396237B2C435746407DDECB8194A9362A60CA0CC7818EC08F5F77425EE3856DCBD9E72E9808DF6B8
false

low

http://https://media.campaigner.com/csb/content/ui-theme/global/vendor/waves/waves.min.css

.waves-effect{position:relative;cursor:pointer;display:inline-block;overflow:hidden;z-index:1;-webkit-user-select:none;-moz-user-select:none;-ms-user-select:none;user-sel
ect:none;-webkit-tap-highlight-color:transparent}.waves-effect .waves-ripple{position:absolute;border-radius:50%;width:100px;height:100px;margin-top:-50px;margin-left:-
50px;opacity:0;background:rgba(0,0,0,.2);background:radial-gradient(rgba(0,0,0,.2) 0,rgha(0,0,0,.3) 40%,rgba(0,0,0,.4) 50%,rgba(0,0,0,.5) 60%,rgba(255,255,255,0)
70%);transition:all .5s ease-out;transition-property:opacity,-webkit-transform;transition-property:transform,opacity;transition-property:transform,opacity,-webkit-transform;-
webkit-transform:scale(0) translate(0,0);transform:scale(0) translate(0,0);pointer-events:none}.waves-effect.waves-light .waves-ripple{background:rgba(255,255,255,.4)
;background:radial-gradient(rgba(255,255,255,.2) 0,rgha(255,255,255,.3) 40%,rgba(255,255,255,.4) 50%,rgba(255,255,255,.5) 60%,rgba(255,255,255,0) 70%)}.waves-ef

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:

Yara Hits:

Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

11777

4.8159515725639555

false

192:K2FISVEIJKNnYmrDfG4ARywAOT+UY/t4ldtWPtY:1nmRnAKyt48tZ
6D1D3C4FD92B63CC534BEOEDF3AF18DC
5F5442FEB5BE60239F185E969C45050A7DBADE2A
65ADCBO045AEFB4D0028A6AF36ECID42BBDADAESAFF2CF85810BB4A6F44D4B25C
2D42684CF0A44E262C958172C2446974A4AE9BBD17F7208A5FCB690964EEODS6FEB157B9AB6166B8F94FBDCBA027271C36B66784655E8FDI6CEOBS5522FE71AA
true

e Rule: JoeSecurity_HtmlIPhish_10, Description: Yara detected HtmIPhish_10, Source:
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\[E\CS6IXJW6\000[1].htm, Author: Joe Security

e Rule: JoeSecurity_HtmlIPhish_7, Description: Yara detected HtmlIPhish_7, Source:
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\I[E\CS6IXJW6\000[1].htm, Author: Joe Security

low

...<!doctype html>..<html lang="en">..<head>.. <script src="https://ajax.googleapis.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>.. <script src="https://code.jque
ry.com/jquery-3.1.1.min.js">..  <script src="https://code.jquery.com/jquery-3.3.1.js" integrity="sha256-2Kok7MbOyxpgUVVvAk/HJ2jigOSY S2auK4Pfzbm7uH60=" crossori
gin="anonymous"></script>.. Required meta tags -->.. <meta charset="utf-8">.. <meta name="viewport" content="width=device-width, initial-scale=1, shrink-to-fi
t=no">.... Bootstrap CSS -->..  <link rel="stylesheet" href="https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/css/bootstrap.min.css" integrity="sha384-Gn5384xgQlao
WXA+058RXPxPg6fy4IWvTNhOE263XmFcJISAWIGgFAW/dAIS6IXm" crossorigin="anonymous">.. ~ <link href="https://fonts.googleapis.com/css?family=Yellowtail&dis
play=swap" rel="stylesheet">.. <script src="https://kit.fontawesome.com/585b051251.js" crossorigin="anonymous"></script>.. ~ <title>Share Point Online</title>..  <link

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Yara Hits:

Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode (with BOM) text, with CRLF line terminators
downloaded

11777

4.8159515725639555

false

192:K2FISVEIKNY mrDfGARywAOT+UY/t4ldtWPtY:1nmRnAKyt48tZ
6D1D3C4FD92B63CC534BEOEDF3AF18DC
5F5442FEB5BE60239F185E969C45050A7DBADE2A
65ADCB045AEFB4D0028A6AF36ECID42BBDADAESAFF2CF85810BB4A6F44D4B25C
2D42684CF0A44E262C958172C2446974A4AE9B8D17F7208A5FCB690964EEOD56FEB157B9AB6166B8F94FBDCBA027271C36B66784655E8FD96CEOBS5522FE71AA
true

e Rule: JoeSecurity_HtmlPhish_10, Description: Yara detected HtmlIPhish_10, Source:
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\I[E\CS6IXJW6\000[2].htm, Author: Joe Security

e Rule: JoeSecurity_HtmlPhish_7, Description: Yara detected HtmlIPhish_7, Source:
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\I[E\CS61XJW6\000[2].htm, Author: Joe Security

low

http://https://jityerk.ml/000/
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Preview:
...<!doctype html>..<html lang="en">..<head>.. <script src="https://ajax.googleapis.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>.. <script src="https://code.jque
ry.com/jquery-3.1.1.min.js">..  <script src="https://code.jquery.com/jquery-3.3.1.js" integrity="sha256-2Kok7MbOyxpgUVVAk/HJ2jigOSY S2auK4Pfzbm7uH60=" crossori
gin="anonymous"></script>.. Required meta tags -->.. <meta charset="utf-8">.. <meta name="viewport" content="width=device-width, initial-scale=1, shrink-to-fi
t=no">.... Bootstrap CSS -->..  <link rel="stylesheet" href="https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/css/bootstrap.min.css" integrity="sha384-Gn5384xqQlao
WXA+058RXPxPg6fy4IWVTNhOE263XmFcJISAWIGgFAW/dAIS6IXm" crossorigin="anonymous">..  <link href="https://fonts.googleapis.com/css?family=Yellowtail&dis
play=swap" rel="stylesheet">.. <script src="https://kit.fontawesome.com/585b051251.js" crossorigin="anonymous"></script>.. ~ <title>Share Point Online</title>..  <link

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS6IXJW6\1px[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: PNG image data, 1 x 1, 8-bit gray+alpha, non-interlaced
Category: downloaded

Size (bytes): 68

Entropy (8bit):  4.270526076638012

Encrypted: false

SSDEEP: 3:yionv//thPIE+tJ8/V+5GHN2Ivjp:6v/IhPfA/UY8lvjp

MDS5: E679FBD466A2D656F194A5DA4FA083CD

SHA1L: 2AA795C7607AA6EA41313BE8SF1B7A9C1AB516B3

SHA-256: F309B7C03D9CAE63A9BEDBEEGED655F3DBCDB194132943639344DEADSF3B9710

SHA-512: 50664F290367739604EBIE215554E7DC73E8E619F2E563FC597C831EB6B7CDD255425495A01BD73E8FB37FF2319D4E0943E11BCA28651D19B2894E39BEAICIEE
Malicious: false

Reputation: low

IE Cache URL:  http://https://media.campaigner.com/editorassets/1px.png

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS6IXJW6\2UX7WLTfW3W8TclITUvIFyQ[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 18520, version 1.1

Category: downloaded

Size (bytes): 18520

Entropy (8bit):  7.9643589925817135

Encrypted: false

SSDEEP: 384:xvNQ/HsvwkWr7N541Sdqnglu/0JTzVjV/5FOw8fhCuhOA++49:xvNQ/IkWrbOSdgngIKMIR/SFOwWMhZhvk

MD5: 16E1D930CF13FB7A956372044B6D02D0

SHA1L: 940B859E4F02BD3E7CF7B6CE245C197B5470302A

SHA-256: 97BB9863429AE97FCCOCD6C80D30C3F7454D0B218D4758E24C30BDA441BD39D3

SHA-512: 3B5A264D6EC34DDBE9360C34BE1DE61918010A938DEAADGAA023771ECO95AEN58966E6328C7072E16BC98D623A943DB0OF5534DD0C4B51D321465EA1DO56FCE
8

Malicious: false

Reputation: low

IE Cache URL:  http:i/https://fonts.gstatic.com/s/roboto/v15/2UX7WLTIW3W8TcITUVIFyQ.woff

Preview:
..IGSUB......\.....&R0S/2
$...}hmtx..B....E...v.ZQ.loca..E

. @...L.0..GPOS..
..glyf.....6r.b&....hdmx..B....d head..Bh...6...6.F..hhea..B..
X P @.Ce..N.4{qt.rq...
ARLLUR.LBWWLKIKS......0......9 ...

. A~ R.O\.(FZ.F.F...z71.....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\CS6IXJW6\ErrorPageTemplate[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: downloaded

Size (bytes): 2168

Entropy (8bit):  5.207912016937144

Encrypted: false

SSDEEP: 24:5+j5xU5k5N0ndgvoyeP0yyiyQCDr3nowMVworDtX3orKxWxDnCMAOda+hieyuSQK:5Q5K5k5pvFehWrrarrZIrHd3FIQfOS6
MD5: FAFE1CB77E758E1BA56B8ASEC20417C5

SHAL: FAEDA06901EDB98633A686B11D02F4925F827BF0

SHA-256: 8D018639281B33DABEB3CEOB21D11E1D414E59024C3689F92BE8904EB5779B5F

SHA-512: 62514AB345B6648C5442200A8E9530DFB88A0355E262069E0A694289C39A4A1C06C6143E5961074BFAC219949102A416C09733F24E8468984B96843DC222B436
Malicious: false

Reputation: low

|IE Cache URL:  res://ieframe.dll/ErrorPageTemplate.css
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\CS6IXJW6\ErrorPageTemplate[1]

Preview:

.body. {...font-family: "Segoe UI", "verdana", "arial";...background-image: url(background_gradient.jpg);...background-repeat: repeat-x;...background-color: #E8EAEF;...ma
rgin-top: 20px;...margin-left: 20px;...color: #575757;..}....body.securityError..{...font-family: "Segoe UI", "verdana" , "Arial";...background-image: url(background_grad
ient_red.jpg);...background-repeat: repeat-x;...background-color: #E8EAEF;...margin-top: 20px;...margin-left: 20px;..}....body.tabinfo..{...background-image: none;...back
ground-color: #FAF4F4;..}.. ..a.{..color: rgh(19,112,171);.font-size: 1em;...font-weight: normal;...text-decoration: none;...margin-left: Opx;...vertical-align: top;..}....a:link,
auvisited..{...color: rgh(19,112,171);...text-decoration: none;...vertical-align: top;..}....a:hover. {...color: rgh(7,74,229);...text-decoration: underline;..}....p. {...font-size:
0.9em:;..}.....h1 /* used for Title */..{...color: #4465A2;...font-size: 1.1em;...font-weight: normal;...vertical-align

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\l[E\CS61XJW6\KFOICngEu92FriMmEU9fBBc-[1].woff

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 20532, version 1.1

downloaded

20532

7.966425322589798

false
384:tfEIIA0zhnegvIQxhXmqd8IpP/FwL0cV8yP1ISRHbNHIZL7qwzZkoEu3HTbpXcyKd:tr0zhnewHxRmqd8PdwLLeR/ZLGWZLbTA
DA2721C68B4BC80DB8D4C404F76B118C

3A32E8B7EFBCIDFB52F024D657B8C8COAB0E5804
BD811625271ACCA47F7DAC48B460F13E08EE947B2A8E17E278C4D5CCB5D9323C
5110656E41A261BD2A06F8B5B2A362FF8836B4289E1DE0777D83DB8EID709C4C4248B67653A28FA47ADAAES23021ADBFC587900E142BF6887C2A7C936F7F4C3!
false

low

http://https://fonts.gstatic.com/s/roboto/v27/KFOICnqEU92Fr1MmEU9BBc-.woff

6..5D.AGX.....)<")....2.... .Y4>|1...ES.Gc...FO.>$.../..}RCI..T.zD..uZ4~D.._OK.$.Z.(.JR..\.\.\.\\.....*n..6:x...b,..$..2.0:./y.iLg.3..1.0.y.g..X..V...d #O...0....b7{.>.n.iD.V...."
e.\A.OR.kwp.].....6p..."ZE..%...e.u3..L..V..W.7b..L.3.L1K...Ts..$6.-b....... 9..b@..11,...v.C...{...dox.G(...[a%E:.Fn.Nn."n......... Sf.E)..k...<g.){...]......DT..N....Hy.F Jez....... _?
7.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\KFOmMCngEu92Fr1Mu4mxM[1].woff

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 20332, version 1.1

downloaded

20332

7.970235088150752

false
384:U0iwaxoOUPVKkOJJISu6SsCKTIRDGGI0HKwWZh980OSv+MsgkAOY:75mIUmOSulguh+fZhLSxkAr
DC3E086FCOC5ADDC09702E111D2ADB42

B1138B84FF19EAC5F43C4202297529D389BD09B7
EA50AC7FDDB61A5CE248A7F8B3A31A98FE16285E076B16E6DAG6B4E10910724BB
10123C785C396CF0844751A014413ECF4D058ADOCO0CAAEF5F8FFEF504C370FO3EACDOB3C2A49211EEE0877B7AE7DOEF6E01264F04FC910C2660584B5E943BE
false

low

http://https://fonts.gstatic.com/s/roboto/v27/KFOmMCngEu92FriMu4mxM.woff

....... T..T+..fpgm......5.
..m,maxp..Mp... ... e.M... t.U9.post..N ..m. WNt.....
..... A.33..C....py.iT...<Gg...l.3..T1..{.g0.u.y.......m.| k.NF.....mox.;...7&.Y.
.e;3<s< L HA2 LN E)Ns L # L) LT T
Jj.p._.0.[CL)N"UGX..>).X..MJ..Fr..v

220 K4....S%. .jOY)....
#IFS$2#e.][..

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\CS6I1XJW6\combobox.campformcombol[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with CRLF line terminators

downloaded

5117

4.982866253609158

false
48:HD/xLyi9sBBdYV9CburVnbZdFNoOBPMd7JQ4Pd1yFah2VNTXH54Zjl0L:jIZYe9pVVGOJIc7JQCeah2VIXHSI T
344B88C4A8D2591B68DB2448CE632EE9

F56D6F1523398EBD70A98D80CA8COADDO74BEOAT7
3E8F432938BB68E2D2EE6CFB81DAE2885267C58B1ABC04F663266EBOEE028D5B

0D64D67E79796030A25BA3B1DSAC11C2A3D6BFEGOCEEGDI1554590E244D6ABB39ES5B67CBDA4C895438F52D7CCEB2D2A708AFA930EAD94FC7F5EQ05C3D45D595
1A

false
low

http://https://media.campaigner.com/csb/app_themes/lightning/combobox.campformcombo.css
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachell[E\CS61XJW6\combobox.campformcombol[1].css

Preview:

.RadComboBox_campFormCombo {.. color: #404040;.. font-family: Arial, sans-serif; }.. .RadComboBox_campFormCombo .rchinner {.. border-color: #B1D1EA,;..
border-width:2px limportant;..  color: #404040;.. background-color: #ffffff;.. ~padding: 4px 8px limportant;.. border-radius: 4px;.. box-shadow: inset 0 1px 1px rgba(
0, 0,0, 0.075); }...... .RadComboBoxDropDown_campFormCombo .rcbinput.. {..  padding: O limportant;.. }.... .RadComboBox_campFormCombo .rcbActionButton {..
border-color: #B1D1EA;.. color: #404040;.. background-color: #ffffff;.. padding: 6px;.. border-radius: 0 4px 4px 0; }.. .RadComboBox_campFormCombo .rcbLabel
{.. padding-top: 7px; }.. .RadComboBox_campFormCombo .rcbHovered {.. border-color: #519ECC;.. color: #404040;.. background-color: #ffffff; }.. .RadCo
mboBox_campFormCombo .rcbHovered .rcbActionButton {..  border-color: #519ECC;.. color: #404040;.. background-color: #e6e6e6; }.. .RadComboBox
_campFormC

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\l[E\CS6IXJW6\font-awesome[1].eot

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Embedded OpenType (EOT), FontAwesome family

downloaded

165742

6.705073372195656

false
3072:gbhEnD+1zsU9z9QJ6/P3Xe2iEIEPGFCMW1JVJIG6wWVTDsk6BmG6S1yKshojskO+b2:qenD+1zsU9z9QJ6/PO2FiEP2C/DVJG6I
674F50D287A8C48DC19BA404D20FE713

D980C2CE873DC43AF460D4D572D441304499F400
7BFCAB6DB99D5CFBF1705CA0536DDC78585432CC5FA41BBD7AD0OF009033B2979
C160D3D77E67EFF986043461693B2A831E1175F579490D7F0B411005EA81BD4F5850FF534F6721B727C002973F3F9027EA960FAC4317D37DB1D4CB53ECID343A
false

low

http://https://media.campaigner.com/csb/content/ui-theme/global/fonts/font-awesome/font-awesome.eot?

p...0S/2.2z@...X
3.2..3.20

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\free-v4-shims.min[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

26701

4.829823522211244

false
192:dP6hT1bll4w0QUMQ10PwWKLaAuSCwWavpHo406wgLPbJVR8XD7mycP:0hal4w0QK+PwK05eavpmgPPeXD7mycP
8A99CE81EC2F89FBCAO3F2C8CF1A3679

58F9EF32D12A5DA52CBAB7BD518BCC998FC59EF9
362DAEAF1F7EOSFEE9AG609E549F148AACBES18C166FBDI6EADG9057E295742AF
930F28449365FAED13718BB8F332625DB110ABB08C3778DC632FDF00A0187A61A086B5EB4765FFC1923B64E2584C02592A213914B024DE6G890FF3DBFC3A12FES
false

low

http://https://ka-f.fontawesome.com/releases/v5.15.3/css/free-v4-shims.min.css?token=585b051251

/*1. * Font Awesome Free 5.15.3 by @fontawesome - https://fontawesome.com. * License - https://fontawesome.com/license/free (Icons: CC BY 4.0, Fonts: SIL OFL 1.1,
Code: MIT License). */.fa.fa-glass:before{content:"\f000"}.fa.fa-meetup{font-family:"Font Awesome 5 Brands";font-weight:400}.fa.fa-star-o{font-family:"Font Awesome 5 F
ree";font-weight:400}.fa.fa-star-o:before{content:"\f005"}.fa.fa-close:before, .fa.fa-remove:before{content:"\f00d"}.fa.fa-gear:before{content:"\f013"}.fa.fa-trash-o{font-
family:"Font Awesome 5 Free";font-weight:400}.fa.fa-trash-o:before{content:"\f2ed"}.fa.fa-file-o{font-family:"Font Awesome 5 Free";font-weight:400}.fa.fa-file-o:before{co
ntent:"\f15b"}.fa.fa-clock-o{font-family:"Font Awesome 5 Free";font-weight:400}.fa.fa-clock-o:before{content:"\f017"}.fa.fa-arrow-circle-o-down{font-family:"Font Awesome 5
Free";font-weight:400}.fa.fa-arrow-circle-o-down:before{content:"\f358"}.fa.fa-arrow-circle-o-up{font-family:"Font Awesome 5 Free";font-weight:400}.fa.fa-arro

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\CS6I1XJW6\jquery-3.2.1.slim.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

69597

5.369216080582935

false
1536:qNhEyjjTikEJO4edXXe9J578go6MWX2xkjVedc4j2l12Ac7pK3F71QDUSBCUT:Exc2yjg4j2uYnQDUSCUT
5F48FC77CAC90C4778FA24ECIC57F37D

9E89D1515BC4C371B86F4CB1002FD8E377C1829F
9365920887B11B33A3DC4BA28A0F93951F200341263E3BICEFD384798E4BE398

CAB8CAAFA1DSE3A8B7856EE29AE92566D44CEEAD70C8D533F2C98A976D77D0E1D314719B5C6A473789D8C6B21EBB4B89A6BOEC2E1CIC618FB1437EBC77D3/
269

false
low

http://https://code.jquery.com/jquery-3.2.1.slim.min.js
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\CS6I1XJW6\jquery-3.2.1.slim.min[1].js

Preview:

/*! jQuery v3.2.1 -ajax,-ajax/jsonp,-ajax/load,-ajax/parseXML,-ajax/script,-ajax/var/location,-ajax/var/nonce,-ajax/var/rquery,-ajax/xhr,-manipulation/_evalUrl,-event/ajax,-
effects,-effects/Tween,-effects/animatedSelector | (c) JS Foundation and other contributors | jquery.org/license */.!function(a,b){"use strict";"object"==typeof module
&&"object"==typeof module.exports?module.exports=a.document?b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a document");return
b(a)}:b(a)}("undefined"!=typeof window?window:this,function(a,b){"use strict";var c=[],d=a.document,e=Object.getPrototypeOf,f=c.slice,g=c.concat,h=c.push,i=c.indexOf,j=
{},k=j.toString,|=j.hasOwnProperty,m=I.toString,n=m.call(Object),0={};function p(a,b){b=b||d;var c=b.createElement("script");c.text=a,b.head.appendChild(c).pare
ntNode.removeChild(c)}var g="3.2.1 -ajax,-ajax/jsonp,-ajax/load,-ajax/parse XML,-ajax/script,-ajax/var/location,-ajax/var/nonce,-ajax/var/rquery,-ajax/xhr,-manipulation/_e

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachell[E\CS6IXJW6\jquery-latest.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

104154

5.047474377265736

false

1536:10Cdcds8W30BauVe+MB/ZE1ljSmvbMYdzdo56UBSpS013DGoA2JfCnyuGFXHWRdAx: TnrAdoOdJAKfChcW47sb/Hr535Fgm
DCE288F95FBFIF1DA7B4A971D6B5D5DB

654CF8125C4929542F1699776A38AC6DD8E153C9
30D6CC2F08F3E3C540ECEF09C5833AFBI39CE01AD1E971D693CEFB31F716A54D
4F92825CB4DAE5CD22100C90303C92A82AC16D6A641993BA78F6B2E6E35843195A7AF4CE7237F95E2F2B58D2E3FC8BDAAG08941514E9D59274C0B678D412297!
false

low

http://https://media.campaigner.com/csb/scripts/thirdparty/jquery-latest.min.js

/*1jQuery v3.0.0 | (c) jQuery Foundation | jquery.org/license */..!function (a, b) { "use strict"; "object" == typeof module && "object" == typeof module.exports ? modul
e.exports = a.document ? b(a, !0) : function (a) { if (la.document) throw new Error("jQuery requires a window with a document"); return b(a) } : b(a) }("undefined" != typeof
window ? window : this, function (a, b) {.. "use strict"; var ¢ =[], d = a.document, e = Object.getPrototypeOf, f = c.slice, g = c.concat, h = c.push, i = c.indexOf, j = {}, k =
j.toString, | = j.hasOwnProperty, m = |.toString, n = m.call(Object), o = {}; function p(a, b) { b = b || d; var c = b.createElement("script"); c.text = a, b.head.appendChild
(c).parentNode.removeChild(c) } var g = "3.0.0", r = function (a, b) { return new r.fn.init(a, b) }, s = /"\sS\UFEFF\xAO]+|\s\uFEFF\xA0]+$/g, t = /*-ms-/, u = /-([a-z])/g, v = fun
ction (a, b) { return b.toUpperCase() }; r.fn = r.prototype = { jquery: q, constructor: r, length: 0, toArray: function

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\lE\CS6IXJW6\popper.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

19188

5.212814407014048

false
384:+CbuG4xGNoDic2UjKPafxwC5b/4xQviOJU7QzxzivDdE3pcGdjkd/9jt3B+Kb964:zbaxGmilfaf7gxQvVU7eziv+cSjknZ3f
70D3FDA195602FE8B75E0097EED74DDE

C3B977AA4B8DFB69D651E07015031D385DED964B
A52F7AA54D7BCAAFAOS56EEO0A050262DFC5694AE28DEEBBACAC3429AF37FFOD66
51AFFB5A8CFD2F93B473007F6987B19A0A1A0FB970DDD59EF45BD77A355D82ABBBD60468837A09823496411E797F05B1F962AE93C725ED4C00D514BA40269D1
false

low

http://https://cdnjs.cloudflare.com/ajax/libs/popper.js/1.12.9/umd/popper.min.js

/*. Copyright (C) Federico Zivolo 2017. Distributed under the MIT License (license terms are at http://opensource.org/licenses/MIT).. */(function(e,t){'object'==typeof ex
ports&&'undefined'!=typeof module?module.exports=t():function'==typeof define&&define.amd?define(t):e.Popper=t()})(this,function(){'use strict';function e(e){return e&&'
[object Function]'==={}.toString.call(e)}unction t(e,t){if(1!==e.node Type)return[];var o=getComputedStyle(e,null);return t?o[t]:0}function o(e){return'HTML'===e.nodeName?
e:e.parentNode||e.host}function n(e){if('e)return document.body;switch(e.nodeName){case'HTML".case’'BODY"return e.ownerDocument.body;case'#documentreturn e.b
ody;}var i=t(e),r=i.overflow,p=i.overflowX,s=i.overflowY;return /(auto|scroll)/.test(r+s+p)?e:n(o(e))}function r(e){var o=e&&e.offsetParent,i=0&&o.nodeName;return i&&'BOD
Y'1==i&&'HTML'I==i?-11==['TD', TABLE'].indexOf(0.nodeName)&&static'===t(0, position’) ?r(0):0:e?e.ownerDocument.documentElement:document.documentEleme
nt}functio

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\CS6I1XJW6\red _x[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 48 x 48, 8-bit/color RGBA, non-interlaced

downloaded

4692

7.929034471918412

false

96:Sn/2mON/mv8Z7QuHy9TZhjR0ZmegAmURrkxeDIOyMX:SnO8i7QhVTvUbDIq
5F3C13A459A72438E42B2289C7AF2034
F43551BE102CD1EBOB2E87DC24F980720194A56B
A7AB63CA1370CD6FC3470FA81BB1DCB21BCE31B0048A36E5BCE8914EEBS8DAABL

14E82E281DC91ED57EAB780279D167413185DB3FA7BE49FBDB4942888E7FAE30B1A0536B269258FB8C3975BCF2BC189B51AACAF70BF44887BC17506DF6ECBS5(
7

false

low
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\CS61XJW6\red _x[1]
|IE Cache URL: res:/fieframe.dll/red_x.png

Preview:
PNG........ IHDR...0...0....W.
6...0XMV2J TV
t...0=...c..h.M,,((w..._q.."..G..._.....7.>u..h{......82.i..H.6.z0...].}.0.1X..L].....=".0M..3.D.Q._s.*(WNVWW7n.=..D.....$...., ] Z........ UUp...4D...z{;....7T..Z0M.2.q....t)..a.....{.
..g?./.0..s.)b... U..../Y2..._Z..GB...B.$i.L.#..+s. AbX. @7.)'@'M.G.EzQ..u... kj.>"|.#?a.E./.b.7m.UWB!.?.........$*.I1..0. m).8"..P..h.k@...]..C.{*L..qm9..W_.yX
..... @.Kh..7/"<..Q.~=..N....;..D4ZD%i...B....00 f.....uala5(........~..>. #.i.&|.(....H~."..pE..Ekx.Yd*r.0'O"~..RHDe..P...n... ... %lA....a.b.F.iX.a...i...f.q..7="[.L

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\Screen%20Shot%202021-06-09%20at%209.18.46%20PM[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 700 x 739, 8-bit/color RGBA, non-interlaced
Category: downloaded

Size (bytes): 174583

Entropy (8bit):  7.989315474521444

Encrypted: false

SSDEEP: 3072:sD/cWSgkwg5A7ilI9bHGu4kpehHED7fPTBIHZDnk99qi5MtBlyJMNNxUS2nSJuvLN:sBZZx7iSbAcehHED7fPdXDmgcMt6pNnU

MDS5: 90C9E44FEA19EDB80221AADCC7821C04

SHA1L: 1098F54649375C0B8E583794D8117D5D364E0AOD

SHA-256: 8E150B07BF3C5DFCEBEBBF2906989BB253FD8714F39520BDFBFCA1ES389F056F

SHA-512: D301BA18253D288D64F727500B3734F5BCB78EBB494A8D145025EAA4F438E9C917324C7C18C667CDF50D65B3250063CCAFE43ACB588315543A578458153ABAT:
Malicious: false

Reputation: low

IE Cache URL:  http://https://media.campaigner.com/media/76/766849/Screen%20Shot%202021-06-09%20at%209.18.46%20PM.png?id=9gaw59l

Preview:

...b.a.. .IDATX"..x
F.Q..B..baw.]3S (.
+?.../k5..+...9.{....P6..p....>..~.70..0<....U#F.A .
..1@j,.....72.4X...;8.3.r...0d...7...C.V..]L.@>..| {.Jh"...Y=..S.5].
7.d..U.V{.0a...b51.5.~?.D....A\\...e....;. ...B.N..=.Q0.u.YJO...X.Nn......~..n...0z.*++q..

) HLok{ A <%
\;,cG..~M.o.....7.

...... PALH..2.#Z.h.D*S

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\Telerik.Web.Ul.WebResource[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: downloaded

Size (bytes): 25236

Entropy (8bit): 5.451873216624558

Encrypted: false

SSDEEP: 384:evx2xPyTQ+HaYOO0v9IsxqWj8Dc3mIwOwTyxPC1Ggrfgkyp+:e2mlh1ls4Wj8Dc3mIwOwTR1Ggrfgkyp+

MD5: 94B23F7CCA443A0E9C3E57E86E648DB1

SHA1L: B79ED79A11494DA1ABD911ABFC5AA5COF3B7547C

SHA-256: E2610CAA52577A2E9C0D5687917B50DB29910F1C87450579825DE9D71ECF9937

SHA-512: 003A9E365209794975B911188D9A32AECA478EAOBACS58C6E25B217496D156C8BEF9FBOAS827AA6B75414F8DFC7F610EC65BADC5B973BC33D875D253892D5A3F 4
C

Malicious: false

Reputation: low

IE Cache URL:  http:i/https://media.campaigner.com/csh/Telerik. Web.Ul.WebResource.axd?
d=PMrIT5dOWaVYIlcpFWUE4nGT9ocicfa2XofFEKerfgGONFa8QfPNf_OedVcedrlIKXVLguybnZrévWHI10z50vkCSuzOKDIztFTpc5AVV6exGGiq7W0&t=6375274403000000
00&compress=1&_ TSM_CombinedScripts_=%3b%3b%7c637562487341584209%3af7b0867a%3abd404622%3bTelerik.Web.U1%2c+Version%3d2021.1.330.45%2c+Cult
ure%3dneutral%2c+PublicKeyToken%3d121fae78165ba3d4%3aen-US%3a6ddfaaf7-68e8-4aa2-a15d-
336c3a8f9e4b%3a92753c09%3bTelerik.Web.UI.Skins%2c+Version%3d2021.1.330.45%2c+Culture%3dneutral%2c+PublicKey Token%3d121fae78165ba3d4%3aen-
US%3a7108f410-54c0-4ea8-9782-917723c63996%3a42d1d057

Preview:

/* START */../ /.. Social Media Settings popup ***#sssisitiiiioiokiok] | [*
/. #pnlSocialSharingSettings * {..  vertical-align: middle;..}. #pnlSocialSharingSettings p {..

margin: 0 0 10px;..}..#pnlSocialSharingSettings ul {..  list-style: none outside none;.. margin: 10px 0;.. padding-left: 0;..}..#pnlSocialSharingSettings li {.. padding-left:
0;..}..#pnlSocialSharingSettings li li {.. padding-left: 25px;.. margin-top: 10pXx;..}..#pnlSocialSharingSettings .label {.. color: #757575;.. line-height: 28px;.. padding-
right: 5px;.. padding-left: 23px;..}....#pniSocialSharingSettings span .asterisk..{...font-size: 20px; ...vertical-align: top;..}....#pnlSocialSharingInfo div. {...padding-bottom: 10
px;..}...#pniSocialSharingInfo p {.. padding-top: 10px;.. font-

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\Telerik.Web.Ul.WebResource[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 563609

Entropy (8bit):  5.3928957996223295

Encrypted: false

SSDEEP: 12288:d9D37KTA+cc/hkCdO2+ipSEEhc4WeQqgKBt:d9D3eXcc/hkC42+iTEhc4WeQqgKBt
MD5: 96E892352A706077CA4FOCC78FD62A3E

SHAL: 8ED1E7EEB60E6FD6D5902F836C05581422816E6D

SHA-256: 6536E723603C358246ED61633EEB159CBC6A96C4143ACCEID40F9AAD281CF2F1
SHA-512: 2F697CADDSEF9E575967C72F026743332FBF6E56365717970CB96581A9C708C2CBIFFB7DCD0734D76964750C214C2ED21526F087BB28B04AEA1D031879CCFBC
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OROWKIO1\Telerik.Web.Ul.WebResource[1].js

Malicious: false
Reputation: low

|IE Cache URL: http://https://media.campaigner.com/csb/Telerik. Web.Ul.WebResource.axd?
_TSM_HiddenField_=radScriptManager_TSM&compress=1&_TSM_CombinedScripts_=%3b%3bSystem.Web.Extensions%?2c+Version%3d4.0.0.0%2c+Culture%3dneutral
%2c+PublicKeyToken%3d31bf3856ad364e35%3aen-US%3abald5018-bf9d-4762-82f6-
06087a49b5f6%3aea597d4b%3ab25378d2%3bTelerik.Web.UI%2c+Version%3d2021.1.330.45%2c+Culture%3dneutral%2c+Publickey Token%3d121fae78165ba3d4%3ae
n-US%3a6ddfaaf7-68e8-4aa2-a15d-
336c3a8f9e4b%3a4877f69a%3al6ede7cd%3a874f8ea2%3abh2e06756%3af7645509%3a24eelbba%3a33715776%3a92fe8ea0%3af46195d3%3afa31b949%3ac128760bY
3a19620875%3a490a9d4e%3abd8f85e4

Preview:

/* START MicrosoftAjax.js */..// ../l Copyright (C) Microsoft Corporation. All rights reserved...//
---../l MicrosoftAjax.js..Function.__typeName="Function";Function.__class=true;Function.createCallback=function(b,a){return function(){var e=arguments.length;if(e>0){var
d=[];for(var c=0;c<e;c++)d[c]=arguments[c];d[e]=a;return b.apply(this,d)}return b.call(this,a)}};Function.createDelegate=function(a,b){return function(){return b.apply(a
,arguments)}};Function.emptyFunction=Function.emptyMethod=function(){};Function.validateParameters=function(c,b,a){return Function._validateParams(c,b,a)};Funct
ion._validateParams=function(g,e,c){var a,d=e.length;c=c||typeof c==="undefined";a=Function._validateParameterCount(g,e,c);if(a){a.popStackFrame();return a}for(var
b=0,i=g.length;b<i;b++){var f=e[Math.min(b,d-1)],h=f.name;if(f.parameterArray)h+="["+(b-d+1)+"]";else if(\c&&b>=d)break;a=Func

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\all[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 3224

Entropy (8bit):  5.610010777785051

Encrypted: false

SSDEEP: 48:q+y/clUyAQHWs5+TaorOFzyHOgeEh7z5jFaxv4tx5YHlekZ462X+wVX8DUEXxjGx:q+5AQHAray48f5JJYHIh4PJV8Du9

MD5: 73AFOACDO1BED1CADD789EF5CC4BF9B3

SHA1L: 07BC297F019746D1F910EA6EB48678362D540A79

SHA-256: 34631CCA7F1A85380E081A97281EB3E84155BC8EE17A3B31904E3E58A79C102F

SHA-512: 01713EAABC936FACD03CBDC57F91529A19B9A2ECE7DEC3666A1E20B21F6DEF9328FE374DD36B53ED509A4A7EA615D8240162BC34FAA972DEEF677F4F2C3D7
6A

Malicious: false

Reputation: low

IE Cache URL:  hitp://https://connect.facebook.net/en_US/all.js

Preview:
/*1623364356,,JIT Construction: v1003945295,en_US*/../**. * Copyright (c) 2017-present, Facebook, Inc. All rights reserved.. *. * You are hereby granted a non-exclusive,
worldwide, royalty-free license to use,. * copy, modify, and distribute this software in source code or binary form for use. * in connection with the web services and APIs
provided by Facebook.. *. * As with any software that integrates with the Facebook platform, your use of. * this software is subject to the Facebook Platform Policy. *
[http://developers.facebook.com/policy/]. This copyright notice shall be. * included in all copies or substantial portions of the software.. *. * THE SOFTWARE IS
PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR. * IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTAB
ILITY, FITNESS. * FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR. * COPYRIGHT HOLDERS BE LIABLE FOR
ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER. * IN AN ACTION OF CO

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\bullet[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 15 x 15, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 447

Entropy (8bit):  7.304718288205936

Encrypted: false

SSDEEP: 12:6v/71Cyt/INTWxGdr+kZDWO7+4dKIvOb1GKuxu+R:/yBINTqsSk9BTWEO5su+R
MD5: 26F971D87CA00E23BD2D064524AEF838

SHA1: 7440BEFF2F4F8FABC9315608A13BF26CABAD27D9

SHA-256: 1D8E5FD3C1FD384C0A7507E7283C7FE8F65015E521B84569132A7TEABEDCI9D41D
SHA-512: C62EB51BE301BB96C80539D66A73CD17CA2021D5D816233853A37DB72E04050271E581CC99652F3D8469B390003CA6C62DAD2A9D57164C620B7777AE99AALBL
Malicious: false

Reputation: low

|IE Cache URL: res://ieframe.dll/bullet.png

Preview:
PNG........ ex....PLTE...(EKFRp&@e&@e)Af)AgAN]BNjDN]DNj2Vv-Xz-Y{3XyC\}E_.2}.31.8p.7q.;}.;1.Zj.\1.50.7¢.<..aw.<..dz.E........... 1.@.7.~...9....A
.B..E..9....a..c..b..g.#M.%O0 #r.#s.%y.2..4..+..-..2.@..;..p..S...G.H.M......... Z L LLHRNS /,...mIDATXM..C.. ... S..y..05. Lk X U RKLLIQ U< .
[U.Mm....1%......yn.".7F..).5..b..rX.T....IEND.B".

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\css[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: dropped

Size (bytes): 715

Entropy (8bit): 5.152325107613811

Encrypted: false

SSDEEP: 12:jF/iY3Q6ZN6pixIFTqF/iO6ZN6pixsiJqF/iO6ZRoT6pixUEqF/iI06ZX6pix5JY:5/iY3QYNNxb/IOYNNxsI/iOYsNxUv/iy
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OROWKIO1\css[1].css

MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

896A43879DA6874ABIABIEF2B8522FAA

2D7CDE20E3D6CEA4C5396A60D1D1D53DC6BEOAF9

0D36AB1F4829402E9E3BFBCD71AAOE967B1E376BOCA9033A97AF876D498CC1D4
E1A36BAB9A813FAFDO7F0463E3C2B9BC78542B8106D1BA41369F69821874413B703267EB21BOE361923C2B207F6F469191356F62A87949198CFE9F4A36D80A84
false

low

@font-face {. font-family: 'Roboto’;. font-style: italic;. font-weight: 300;. src: url(https:/fonts.gstatic.com/s/roboto/v27/KFOjCnqEu92FriMu51TjASc6Csl.woff) format
(‘woff');.}.@font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 300;. src: url(https:/fonts.gstatic.com/s/roboto/v27/KFOICngEu92FriMmSU5fBBc-.woff)
format(‘'woff');.}.@font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 400;. src: url(https://fonts.gstatic.com/s/roboto/v27/KFOmMCngEu92Fr1Mu4mxM.woff)
format('woff");.}. @font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 500;. src: url(https://fonts.gstatic.com/s/roboto/v27/KFOIChqEu92FriMmEU9fBBc-
.woff) format('woff");.}.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\css[2].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

dropped

897

5.156418227259262

false
24:5/iY3QYXNxz/iY3QYN7NxXY/iOYsNxUV/iOYXNxa/iOYN7Nxn:UY3QgNwY3QCNpOLNKCOgNbOCNF
7D735032BA95B018E621A63B5E90B575

EBA452D17316B6B3D7587373AFB3915E8C48F020
3474E85DA1AA9D40177FC35201F82740832FC311DCCBB1D0B4538F8E74FD054E
DC65057641AD42FDEC1FD4373E567498826CF3738D63729935574BA7CB580D0C3751927BCD2A1FCCC085C661F0C20177F719247C09F49E5E4COBE6136D980371
false

low

@font-face {. font-family: 'Roboto’;. font-style: italic;. font-weight: 500;. src: url(https://fonts.gstatic.com/s/roboto/v27/KFOjCngqEu92FriMu51S7ACc6Csl.woff) format
(‘woff');.}.@font-face {. font-family: 'Roboto’;. font-style: italic;. font-weight: 700;. src: url(https://fonts.gstatic.com/s/roboto/v27/KFOjCnqEuU92FriMu51TzBic6Csl.woff)
format('woff');.}.@font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 400;. src: url(https:/fonts.gstatic.com/s/roboto/v27/KFOmMCngEu92FriMu4mxM.woff)
format('woff');.}.@font-face {. font-family: 'Roboto";. font-style: normal;. font-weight: 500;. src: url(https://fonts.gstatic.com/s/roboto/v27/KFOICnqEU92FriMmEU9fBBc-
.woff) format(‘woff');.}. @font-face {. font-family: ‘Roboto’;. font-style: normal;. font-weight: 700;. src: url(https:/fonts.gstatic.com/s/roboto/v27/KFOIChqEU92F
rIMmWUIfBBc-.woff) format(‘woff');.}.

C:\Usersl\user\AppData\Local\Microsoft\Windows\INetCache\lIE\OROWKIO1\errorPageStrings[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

downloaded

4720

5.164796203267696

false
96:29UUigRxqH211CUIRgRLNRyYNjZbRXKkRPRk6C87Apsat/5/+mhPcF+5g+mOQb7A90:JsUOG1yNIX6ZzZWpHOWLial6Ch7bk
D65EC06F21C379C87040B83CC1ABACEB

208D0A0BB775661758394BE7E4AFB18357E46C8B
A1270E90CEA31B46432EC44731BF4400D22B38EB2855326BF934FE8F1B169A4F
8A166D26B49A5DI5AEA49BC649ES5EAS8786A2191FAD2ADACEF5FBB7523940CE4482D6A2502AA870A931224F215CB2010A8C9B99A2C1820150E4D365CAB28299
false

low

res://ieframe.dll/errorPageStrings.js

/ISplit out for localization...var L_GOBACK_TEXT = "Go back to the previous page.";..var L_REFRESH_TEXT = "Refresh the page.";..var L_MOREINFO_TEXT = "More
information”;..var L_OFFLINE_USERS_TEXT = "For offline users";..var L_RELOAD_TEXT = "Retype the address.";..var L_HIDE_HOTKEYS_TEXT = "Hide tab shortcuts
".var L_SHOW_HOTKEYS_TEXT = "Show more tab shortcuts";..var L_CONNECTION_OFF_TEXT = "You are not connected to the Internet. Check your Internet conn
ection.";..var L_CONNECTION_ON_TEXT = "It appears you are connected to the Internet, but you might want to try to reconnect to the Internet.”;....//used by invalidcert.js
and hstscerterror.js..var L_CertUnknownCA_TEXT = "Your PC doesn\u2019t trust this website\u2019s security certificate.";..var L_CertExpired_TEXT = "The website
\u2019s security certificate is not yet valid or has expired.";..var L_CertCNMismatch_TEXT = "The hostname in the website\u2019s security certificate differs from the web
site you are trying to visit.";..var L

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\favicon[1].ico

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

MS Windows icon resource - 3 icons, 48x48, 32 bits/pixel, 32x32, 32 bits/pixel

downloaded

15086

3.1857596081402257

false
96:jCKzeBIB035tITY4aRVUNIf3fLIKShDMQU7b5XMgwLniWQBeFIGvCztNtT8vud+b:jC0235tVp9sXMdbiH+wzGahuC8AWI4
F896EB105D74F9E9F8F69ED1IFDELFSE3

E7A1DEBC6AD02BD48AAD1C4ED788842FF3F6B209
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OROWKIO1\favicon[1].ico

SHA-256: 34662843D486EFDCO7BF3D7B6FFAOSEE89D187BAB3E99DF2B798766A0E0C701F

SHA-512: F396C5790A59FA7DBEC45201701BBF2F421A2CE91DAG9B82BC7CA38425201C3DD1C6CD2D299EDDIB48378A86E42A671C4B48E51D25208CEA649B32BD0OD809/
EC

Malicious: false

Reputation: low

|IE Cache URL: http://https://secure.campaigner.com/favicon.ico

Preview:

Yoo D 6.(0.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\free.min[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 60351

Entropy (8bit):  4.728641238865369

Encrypted: false

SSDEEP: 768:0Uh31IPiyXNg4YxBowbgJdlkwF//zMQyYJYX9Bft6VSz8:0UOPXXE4YXJIgndFTfy9lt5Q

MDS5: 390B4210E10C744C3C597500BCFOB31A

SHA1L: 2600C7C2F25D7DBCBC668231601E426010DC6489

SHA-256: C2819CA1F7AD1AF7BAS3C4EDFDFD395C547BCB16D29892A234D7860C689ED929

SHA-512: EBA7E466BES8CC092E12994B51A6A8A39E2FBB66DD48221BCF499BB89365B4004D73C1909F8FEOBBBBF13907D5901D76FFE127D92FDD7493853646F83F5985CB
Malicious: false

Reputation: low

IE Cache URL:  http://https:/ka-f.fontawesome.com/releases/v5.15.3/css/free.min.css?token=585b051251

Preview:
/*1. * Font Awesome Free 5.15.3 by @fontawesome - https://fontawesome.com. * License - https://fontawesome.com/license/free (Icons: CC BY 4.0, Fonts: SIL OFL 1.1,
Code: MIT License). */.fa,.fab,.fad,.fal, .far,.fas{-moz-osx-font-smoothing:grayscale;-webkit-font-smoothing:antialiased;display:inline-block;font-style:normal;font-var
iant:normal;text-rendering:auto;line-height:1}.fa-Ig{font-size:1.33333em;line-height:.75em;vertical-align:-.066 7em}.fa-xs{font-size:.75em}.fa-sm{font-size:.8 75em}.fa- 1x{font-
size:1lem}.fa-2x{font-size:2em}.fa-3x{font-size:3em}.fa-4x{font-size:4em}.fa-5x{font-size:5em}.fa-6x{font-size:6em}.fa- 7x{font-size: 7em}.fa-8x{font-size:8emy}.fa-9x{font-
size:9em}.fa-10x{font-size:10em}.fa-fwftext-align:center;width:1.25emy}.fa-ul{list-style-type:none; margin-left:2.5em;padding-left:0}.fa-ul>li{position:relative}.fa-li{left:-2em;po
sition:absolute;text-align:center;width:2em;line-height:inherit}.fa-border{border:.08em solid #eee;border-radius:.1lem;padding:.2em .25em .15em}.fa-pul

C:\Usersl\user\AppData\Local\Microsoft\Windows\INetCache\lIE\OROWKIO1\gmail[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 1280 x 1280, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 66743

Entropy (8bit):  7.712342056984168

Encrypted: false

SSDEEP: 1536:FxqKcVaezlOvLoYXEuKoYk5LHjGKT3b1mQOEjO+R+EH:FsK2gezl0zoYXEuKo7CYrOb+Rb

MD5: DCE2F2B0OE50CB1DBB0246D152791CB46

SHA1L: DOA69C159304EDC08DB005163E7AODAF5A1E98A6

SHA-256: ACF087C1757F08BOCFD53D59066544D7EFOBFCC50999E77C5813739CD9DC1479

SHA-512: 91054B36EF1673B24E4FE3DC324CBE339F4E9EB72785A6A4C355C7B2A11A9A7C6E188FFIBF5B34FFDD2805D4BBED71EF6CA4975EE3E330FD8D8E383ED64B2¢
EE

Malicious: false

Reputation: low

|IE Cache URL: http:i/https://jityerk.ml/000/images/gmail.png

Preview:

5..8.@..10=IY......a..B.4g... T.OWIf.R.0O.R.t'0..2G.9i..L...* .&.s.Vgnkhn...p[.05.........$....P..... " HLM...@.p...04....
PH...@.Xq...k.2..L.Luf..S5.." |

.J...2ev.".%.|.0...5..j..1.B...V&..s;b..Pfg...
9.&.(i....9.5K..=&."$m........ f.l..

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\hover[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 114697

Entropy (8bit):  4.9296726009523

Encrypted: false

SSDEEP: 1536:6707EesvXIPRX4PT8azZv8qoXlogbTFaFeTxvyAZ+D7M71D:qXIPRX4PT3

MD5: FAC4178C15E5A86139C662DAFC809501

SHAL: EF1481841399156A880EC31B07DDA9CFAAIACES39

SHA-256: BB88454962767EB6F2DDB1AABAAF844D8A57DE7E8F848D7F6928F81B54998452
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OROWKIO1\hover[1].css

SHA-512: 0902219B6E236FBF9D8173D1D452C8733C1BF67BOEBI06CCI866EAO0C27C2D08FEDA556D01475E9B54E2C6CE797B230BFBD5F39055CEOC71EA4D3E36872C378|
9

Malicious: false

Reputation: low

|IE Cache URL: http://https://jityerk.ml/000/css/hover.css

Preview:
/*!. * Hover.css (http://ianlunn.github.io/Hover/). * Version: 2.3.2. * Author: lan Lunn @lanLunn. * Author URL: http://ianlunn.co.uk/. * Github: https://github.com/lanLu
nn/Hover.. * Hover.css Copyright lan Lunn 2017. Generated with Sass.. */./* 2D TRANSITIONS */./* Grow */..hvr-grow {. display: inline-block;. vertical-align: middle;. -
webkit-transform: perspective(1px) translateZ(0);. transform: perspective(1px) translateZ(0);. box-shadow: 0 0 1px rgha(0, 0, 0, 0);. -webkit-transition-duration: 0.3s;.
transition-duration: 0.3s;. -webkit-transition-property: transform;. transition-property: transform;.}..hvr-grow:hover, .hvr-grow:focus, .hvr-grow:active {. -webkit-transform:
scale(1.1);. transform: scale(1.1);.}../* Shrink */..hvr-shrink {. display: inline-block;. vertical-align: middle;. -webkit-transform: perspective(1px) translateZ(0);. transform:
perspective(1px) translateZ(0);. box-shadow: 0 0 1px rgba(0, 0, 0, 0);. -webkit-transition-duration: 0.3s;. transition-

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\jquery.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 85578

Entropy (8bit):  5.366055229017455

Encrypted: false

SSDEEP: 1536:EYE1JV0iB9JqZdXXe2pD3PgoliulrUndZ6a4tfOR7WpfWBZ2BJdadwoOW3qG9a986:v4J+OIfOhWppCWEG9a98Hr2

MDS5: 2F6B11A7E914718E0290410E85366FE9

SHAL: 69BB69E25CA7D5EF0935317584E6153F3FD9A88C

SHA-256: 05B85D96F41FFF14D8F608DAD03AB71E2C1017C2DA0914D7C59291BAD7AS4F8E

SHA-512: 0D40BCCAAS9FEDECF7243D63B33C42592541D0330FEFC78EC81A4C6B9689922D5B211011CA4BE23AE22621CCE4C658F52A1552C92D7AC3615241EB640F8514/
B

Malicious: false

Reputation: low

IE Cache URL:  http:i/https://ajax.googleapis.com/ajax/libs/jquery/2.2.4/jquery.min.js

Preview:
/*1jQuery v2.2.4 | (c) jQuery Foundation | jquery.org/license */.!function(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports=a.document?
b(a,!0):function(a){if('a.document)throw new Error(*jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:this,function(a,b)
{var c=[],d=a.document,e=c.slice,f=c.concat,g=c.push,h=c.indexOf,i={},j=i.toString,k=i.hasOwnProperty,|={},m="2.2.4",n=function(a,b){return new n.fn.init(a,b)},0=/"[\s\uF
EFF\XAO0]+|\s\uFEFF\xAO0]+$/g,p=/"-ms-/,q=/-([\da-z])/gi,r=function(a,b){return b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:n,selector:"",length:0,toArray:func
tion(){return e.call(this)},get:function(a){return null!=a?0>a?this[a+this.length]:this[a]:e.call(this)},pushStack:function(a){var b=n.merge(this.constructor(),a);return
b.prevObject=this,b.context=this.context,b},each:function(a){return n.each(this,a)},map:function(a){return this.pushStack(n.map(this,function(b,c){return a.call

C:\Usersluser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\other1[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 190 x 187, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 21882

Entropy (8bit):  4.268463452779894

Encrypted: false

SSDEEP: 192:ESCkiDw7e9Mg/wioOEYmIFWy02XdJIfXoOZdEDfmilJQdiRVi/WTanY:DBiDw7eAdq+FWyo2/fXoZbDIJOci/BnY
MD5: 6843A244E12FAB158AA189680B5E7049

SHA1L: OE1C691F87CC4FA35C88344974F2829C40176B70

SHA-256: 3A9B144D6482B78AFC4E0A940A1D3C22240F14FA535B808CF4DAB9635339569F

SHA-512: 145010C45B6B83EA4005EB367C0507959FF0817E482F19E9973504081ACAE1B7827CBD1172CEC7732B13F4E0CEC058271BD6700444FBCF61FB6A3C068A3744C4
Malicious: false

Reputation: low

IE Cache URL:  http:ifhttps://jityerk.ml/000/images/otherl.png

Preview:
PNG........ IHDR.............. $.... cHRM..z&.............. u0...".......p..Q<....sRGB......... gAMA......a....pHYSs................iTXtXML:com.adobe.xmp.....<?xpacket begin="." id="
W5MOMpCehiHzreSzNTczke9d"?>.<x:xmpmeta xmins:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c067 79.157747, 2015/03/30-23:40:42 ">, <rdf:RDF
xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#">.  <rdf:Description rdf:about="" xmins:xmp="http://ns.adobe.com/xap/1.0/". xmlns:xmpMM=
"http://ns.adobe.com/xap/1.0/mm/". xmins:stEvt="http://ns.adobe.com/xap/1.0/sType/ResourceEvent#". xmins:photoshop="http://ns.adobe.com/ph
otoshop/1.0/". xmins:dc="http://purl.org/dc/elements/1.1/". xmins:tiff="http://ns.adobe.com/tiff/1.0/". xmins:exif="http://ns.adobe.com/exif/1.0/">.
<xmp:CreatorTool>Adobe Photoshop CC 2015 (Windows)</xmp:CreatorTool>. <xmp:CreateDate>2020-01-18T21:59:57+05:00</xmp:CreateDate>. <

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\socialsharinghelper[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators
Category: downloaded

Size (bytes): 846

Entropy (8bit): 4.583882015397946

Encrypted: false

SSDEEP: 24:L4IN6fQ+7iFreNHAZbN7tcDz/Wz5YqD3McX:KYQsicmbR6/8Yw
MD5: 48B7D1E9D67591FFE897002CC9891193

SHAL: E6AAC6544697B2225BCC5C926DF43B1FF3A6AB26
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OROWKIO1\socialsharinghelper[1].js

SHA-256: 8953390791A948A028DB2ED333A6AA6057C3D541FCD872B96C41270DDIC8DFAL

SHA-512: 1C9CEOF69ACBEB54B218ECA7BB6A55B40DEFB98037030D785632D0D94CD1EE815FOCEC613DA1F879E67BBI0E71EAF7625B6679A1B356012BFEC3B60943F308
3

Malicious: false

Reputation: low

|IE Cache URL: http://https://media.campaigner.com/csb/scripts/custom/socialsharinghelper.js

Preview:

function windowOpen(whichWindow) {.. var uri = getWindowLocation();.. uri = uri.replace(‘https’, 'http’);..

var url = encodeURIComponent(uri);.. var t

= document.title;.. switch (whichWindow) {.. case "linkedIn":.. window.open("http://www.linkedin.com/shareArticle?mini=true&url=" + url + "&title=" +

t, "LinkedIn", "width=700,height=500,title="Share this™);.. break;.. case "twitter":..

window.open("https://twitter.com/share?url=" + url, "Twitter",

width=500,height=400title="Tweet this");.. break;.. case "facebook":.. window.open("https://www.facebook.com/sharer/sharer.php?u=" + url,

"facebook", "width=650,height=500,title="Share this");.. break;.. ) SR W

C:\Users\luser\AppData\Local\Temp\~DF62E9192A01DCB66D.TMP

Process: C:\Program Files\internet explorer\iexplore.exe
File Type: data

Category: dropped

Size (bytes): 25441

Entropy (8bit):  0.27918767598683664

Encrypted: false

SSDEEP: 24:c9ILh9ILhIINSIINGIRX/9IRJIOITHIIThIISSUIISSU9laAa/9laA:kBgoxxJhHWSVSEab

MDS5: ABBB89A32ABIACD33E816C2422337C69A

SHA1L: 1190C6B34DED2D295827C2A88310D10A8B90B59B

SHA-256: 4D6EC54B8D244E63BOF04FBE2B97402A3DF722560AD12F218665BA440F4ACEFDA

SHA-512: BD250855747BB4ACEC61814D0E44F810156D390E3E9F120A12935EFDF80ACA33C4777AD66257CCA4E4003FEF0741692894980B9298F01C4CDD2D8A9C7BB522FB
Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Temp\~DFE457EFFB1E604CFA.TMP

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 13029

Entropy (8bit):  0.47840433179242947

Encrypted: false

SSDEEP: 24:¢9ILh9ILh9IINYIINYloL9loL9IWINnWuwd:kBgolsylnzwd

MD5: TAEA7741B23955AC8ADAG618E2B32BC45

SHA1L: 0A9FE1E653151277DB804D5CF4D054495903C7AA

SHA-256: 374A5DBC6A370EC67A9D305031CD1912BF1A181183D8B9C11725560B8114F1D0

SHA-512: 79DDOD2F652A8D22F5026E564BFDF8B78A9D67DB5F69E621AEA7070336BEELOFE99ACA5CCFBA45CEB90C5484CI9EA390FBBIE60221C3AEFI59B90C9719B337E
A9

Malicious: false

Reputation: low

Preview:

............................. B LY Y o O OO S & 0 Y (AR o N (OO

C:\Users\user\AppData\Local\Temp\~DFF2BC313809C8DF54.TMP

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 85408

Entropy (8bit):  2.5094984975098322

Encrypted: false

SSDEEP: 768:nZRJgX3eY4NYqbgkyEASZRIgX3eY4ANYqbgkyEA:IHf2WHf2

MD5: C7F7AE1C85E2FD8A20AC9523EADB3E38

SHAL: F6AB69ACI2F548962A72D9BDD1D1473D1E4D5002B

SHA-256: 5317BD2E95F412540D20597F40D9DF20F5585241BAAF4089E7FFD03795882F8E
SHA-512: FOF661C2F4C962099CE3DE33F8BE44A8E4C3421510108C3513BC1F071A23238656457592741D56D67FF67912C15B1EDE2FD748B45BC2476DDD8B520E9B75D47E
Malicious: false

Reputation: low

Copyright Joe Security LLC 2021
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C:\Users\user\AppData\Local\Temp\~DFF2BC313809C8DF54.TMP

Preview:

............................. 50 H MY 0o eeveeeeeeeeeeeeeeeseeeeeseeeeeeseeeeeeesesFH M0 (oo oo e ee e e e e s e

Static File Info

No static file info

Network Behavior

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 11, 2021 00:47:19.568984985 CEST 192.168.2.4 8.8.8.8 0x2a64 Standard query  secure.cam A (IP address) IN (0x0001)
0) paigner.com

Jun 11, 2021 00:47:20.244875908 CEST 192.168.2.4 8.8.8.8 Oxflel Standard query  media.camp A (IP address) IN (0x0001)
0) aigner.com

Jun 11, 2021 00:47:22.238977909 CEST 192.168.2.4 8.8.8.8 0x9739 Standard query  connect.fa A (IP address) IN (0x0001)
0) cebook.net

Jun 11, 2021 00:47:22.870332956 CEST 192.168.2.4 8.8.8.8 0xf6a6 Standard query  www.facebo A (IP address) IN (0x0001)
0) ok.com

Jun 11, 2021 00:47:42.360816956 CEST 192.168.2.4 8.8.8.8 0x65b3 Standard query  secure.cam A (IP address) IN (0x0001)
0) paigner.com

Jun 11, 2021 00:47:43.721754074 CEST 192.168.2.4 8.8.8.8 0x1db3 Standard query jityerk.ml A (IP address) IN (0x0001)
(0)

Jun 11, 2021 00:47:44.645184994 CEST 192.168.2.4 8.8.8.8 Oxce2e Standard query  code.jquery.com A (IP address) IN (0x0001)
(0)

Jun 11, 2021 00:47:44.650388956 CEST 192.168.2.4 8.8.8.8 0xe397 Standard query  maxcdn.boo A (IP address) IN (0x0001)
0) tstrapcdn.com

Jun 11, 2021 00:47:44.656665087 CEST 192.168.2.4 8.8.8.8 0x8fdd Standard query  kit.fontaw A (IP address) IN (0x0001)
0) esome.com

Jun 11, 2021 00:47:44.666377068 CEST 192.168.2.4 8.8.8.8 0x781c Standard query  cdnjs.clou A (IP address) IN (0x0001)
0) dflare.com

Jun 11, 2021 00:47:45.078888893 CEST 192.168.2.4 8.8.8.8 Oxcc3b Standard query  ka-f.fonta A (IP address) IN (0x0001)
(0) wesome.com

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jun 11, 2021 8.8.8.8 192.168.2.4 0x2a64 No error (0) secure.cam 216.24.224.42 A (IP address)  IN (0x0001)

00:47:19.627171040 paigner.com

CEST

Jun 11, 2021 8.8.8.8 192.168.2.4 Oxflel No error (0) media.camp akamai- CNAME IN (0x0001)

00:47:20.310607910 aigner.com 118696.edgekey.net (Canonical

CEST name)

Jun 11, 2021 8.8.8.8 192.168.2.4 0x9739 No error (0) connect.fa scontent.xx.fbcdn.net CNAME IN (0x0001)

00:47:22.301570892 cebook.net (Canonical

CEST name)

Jun 11, 2021 8.8.8.8 192.168.2.4 0x9739 No error (0) scontent.x 31.13.92.14 A (IP address)  IN (0x0001)

00:47:22.301570892 x.fbcdn.net

CEST

Jun 11, 2021 8.8.8.8 192.168.2.4 0xf6a6 No error (0) www.facebo star- CNAME IN (0x0001)

00:47:22.930980921 ok.com mini.c10r.facebook.com (Canonical

CEST name)
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Timestamp Source IP

Jun 11, 2021
00:47:22.930980921
CEST

8.8.8.8

Jun 11, 2021
00:47:42.416872025
CEST

8.8.8.8

Jun 11, 2021
00:47:43.797622919
CEST

8.8.8.8

Jun 11, 2021
00:47:44.698599100
CEST

8.8.8.8

Jun 11, 2021
00:47:44.712240934
CEST

8.8.8.8

Jun 11, 2021
00:47:44.712240934
CEST

8.8.8.8

Jun 11, 2021
00:47:44.723702908
CEST

8.8.8.8

Jun 11, 2021
00:47:44.732880116
CEST

8.8.8.8

Jun 11, 2021
00:47:44.732880116
CEST

8.8.8.8

Jun 11, 2021 8.8.8.8
00:47:45.141738892

CEST

HTTPS Packets

Timestamp Source IP

Jun 11, 2021

00:47:22.448924065
CEST

31.13.92.14

Jun 11, 2021 31.13.92.14
00:47:22.467001915

CEST

Jun 11, 2021
00:47:23.019670963
CEST

31.13.92.36

Copyright Joe Security LLC 2021

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Source

Port Dest IP

443

443

443

Trans ID

0xf6a6

0x65b3

0x1db3

Oxce2e

0xe397

0xe397

0x8fdd

0x781c

0x781c

Oxcc3b

Dest
Port

192.168.2.4 49754

192.168.2.4 49753

192.168.2.4 49756

Reply Code Name CName
No error (0) star-mini.
clor.faceb
ook.com
No error (0) secure.cam
paigner.com
No error (0) jityerk.ml

No error (0)

No error (0)

maxcdn.boo

tstrapcdn.com

No error (0)

maxcdn.boo

tstrapcdn.com

No error (0) kit.fontaw
esome.com cloudflare.net
No error (0) cdnjs.clou
dflare.com
No error (0) cdnjs.clou
dflare.com
No error (0) ka-f.fonta ka-

wesome.com

Subject

CN=*.facebook.com,

O="Facebook, Inc.", L=Menlo
Park, ST=California, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*.facebook.com,

O="Facebook, Inc.", L=Menlo
Park, ST=California, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*.facebook.com,

O="Facebook, Inc.", L=Menlo
Park, ST=California, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

oudflare.net

Issuer

CN=DigiCert SHA2
High Assurance Server
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
High Assurance Server
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
High Assurance Server
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

code.jquery.com cds.s5x3j6g5.hwecdn.net

Not
Before

Wed
May 26
02:00:00
CEST
2021
Tue Oct
22
14:00:00
CEST
2013

Tue Oct
22
14:00:00
CEST
2013

Wed
May 26
02:00:00
CEST
2021
Tue Oct
22
14:00:00
CEST
2013

Tue Oct
22
14:00:00
CEST
2013

Wed
May 26
02:00:00
CEST
2021
Tue Oct
22
14:00:00
CEST
2013

Tue Oct
22
14:00:00
CEST
2013

Address
31.13.92.36

216.24.224.42

198.54.115.106

104.18.11.207

104.18.10.207

kit.fontawesome.com.cdn.

f.fontawesome.com.cdn.cl

Type
A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

104.16.18.94 A (IP address)

104.16.19.94 A (IP address)
CNAME
(Canonical
name)

Not JA3 SSL Client

After Fingerprint

Wed 771,49196-

Aug 25 49195-49200-

01:59:59 49199-49188-

CEST  49187-49192-

2021 49191-49162-

Sun Oct 49161-49172-

22 49171-157-156-

14:00:00 61-60-53-47-

CEST  10,0-10-11-13-

2028 35-16-23-24-

Sun Oct 65281,29-23-

2 24,0

14:00:00

CEST

2028

Wed 771,49196-

Aug 25  49195-49200-

01:59:59 49199-49188-

CEST  49187-49192-

2021 49191-49162-

Sun Oct  49161-49172-

22 49171-157-156-

14:00:00 61-60-53-47-

CEST  10,0-10-11-13-

2028 35-16-23-24-

Sun Oct 65281,29-23-

2 24,0

14:00:00

CEST

2028

Wed 771,49196-

Aug 25  49195-49200-

01:59:59 49199-49188-

CEST  49187-49192-

2021 49191-49162-

Sun Oct  49161-49172-

22 49171-157-156-

14:00:00 61-60-53-47-

CEST  10,0-10-11-13-

2028 35-16-23-24-

Sun Oct 65281,29-23-

2 24,0

14:00:00

CEST

2028

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

JA3 SSL Client Digest

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7{78228b2d4e
424db3a98c
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Source
Timestamp Source IP Port

Jun 11, 2021 31.13.92.36 443
00:47:23.019944906
CEST

Jun 11, 2021 198.54.115.106 443
00:47:44.196607113
CEST

Jun 11, 2021 198.54.115.106 443
00:47:44.199060917
CEST

Jun 11, 2021 104.18.11.207 443
00:47:44.801422119
CEST

Copyright Joe Security LLC 2021

Dest
Dest IP Port

192.168.2.4 49757

192.168.2.4 49771

192.168.2.4 49772

192.168.2.4 49776

Subject

CN=*.facebook.com,
O="Facebook, Inc.", L=Menlo
Park, ST=California, C=US
CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CNs=jityerk.ml CN=Sectigo
RSA Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=Sectigo RSA Domain
Validation Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=jityerk.ml CN=Sectigo
RSA Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=Sectigo RSA Domain
Validation Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=California,
C=US CN=Cloudflare Inc
ECC CA-3, O="Cloudflare,
Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=Us

Issuer

CN=DigiCert SHA2
High Assurance Server
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=Sectigo RSA
Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo
CA Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo
CA Limited, L=Salford,
ST=CGreater
Manchester, C=GB

CN=Sectigo RSA
Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo
CA Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo
CA Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

Not
Before

Wed
May 26
02:00:00
CEST
2021
Tue Oct
22
14:00:00
CEST
2013

Tue Oct
22
14:00:00
CEST
2013

Tue Jun
08
02:00:00
CEST
2021 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Tue Jun
08
02:00:00
CEST
2021 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Mon Mar
01
01:00:00
CET
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Not
After

Wed
Aug 25
01:59:59
CEST
2021
Sun Oct
22
14:00:00
CEST
2028

Sun Oct
22
14:00:00
CEST
2028

Thu Jun
09
01:59:59
CEST
2022
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Thu Jun
09
01:59:59
CEST
2022
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Tue Mar
01
00:59:59
CET
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7{78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7{78228b2d4e
424db3a98c
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Source

Timestamp Source IP Port

Jun 11, 2021
00:47:44.801815033
CEST

104.18.11.207 443

Jun 11, 2021
00:47:44.821183920
CEST

104.16.18.94 443

Jun 11, 2021
00:47:44.821367979
CEST

104.16.18.94 443

Code Manipulations

Statistics

Behavior

Dest

Dest IP Port

192.168.2.4 49777

192.168.2.4 49781

192.168.2.4 49782

\E’ Click to jump to process

System Behavior

Subject

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=California,
C=US CN=Cloudflare Inc
ECC CA-3, O="Cloudflare,
Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=US

Issuer

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

Not
Before

Mon Mar
01
01:00:00
CET
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Wed Oct
21
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Wed Oct
21
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Not
After

Tue Mar
01
00:59:59
CET
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Thu Oct
21
01:59:59
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Thu Oct
21
01:59:59
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7{78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

Analysis Process: iexplore.exe PID: 6740 Parent PID: 800

General

Start time:
Start date:
Path:

Copyright Joe Security LLC 2021

00:47:17

11/06/2021

C:\Program Files\internet exploreniexplore.exe
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Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

'C:\Program Files\Internet Exploren\iexplore.exe' -Embedding
0x7ff7009f0000

823560 bytes

6465CB92B25A7BC1DF8E01D8SACS5E7596

true

true

C, C++ or other language

Reputation: low
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Analysis Process: iexplore.exe PID: 6792 Parent PID: 6740

General

Start time: 00:47:18

Start date: 11/06/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

true

‘C:\Program Files (x86)\Internet ExploreNlEXPLORE.EXE' SCODEF:6740 CREDAT:17410
Iprefetch:2

0xc80000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

low

File Activities

Show Windows behavior

Registry Activities

Disassembly

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

Show Windows behavior

Joe Sandbox Cloud Basic 32.0.0 Black Diamond
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