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System Behavior
Analysis Process: 4714D68DBB9F9AC36425F2EC73ED434CF57407F36063C.exe PID: 6964 Parent PID: 5780

General
File Activities

File Created
File Deleted
File Moved
File Written
File Read

Analysis Process: svchost.exe PID: 7084 Parent PID: 568
General
File Activities

Analysis Process: explorer.exe PID: 5908 Parent PID: 6964
General
File Activities

File Created

Analysis Process: explorer.exe PID: 6168 Parent PID: 800
General

Analysis Process: fullview.exe PID: 5616 Parent PID: 6168
General
File Activities

File Created
File Deleted
File Moved
File Written
File Read

Registry Activities
Key Value Created

Analysis Process: svchost.exe PID: 6476 Parent PID: 568
General
File Activities

Analysis Process: svchost.exe PID: 6524 Parent PID: 568
General
File Activities

Analysis Process: svchost.exe PID: 6868 Parent PID: 568
General
File Activities

Analysis Process: fullview.exe PID: 7080 Parent PID: 5616
General
File Activities

File Created
File Written
File Read

Registry Activities
Key Created
Key Value Created
Key Value Modified

Analysis Process: fullview.exe PID: 7088 Parent PID: 3424
General

Analysis Process: fullview.exe PID: 5544 Parent PID: 3424
General

Analysis Process: fullview.exe PID: 6400 Parent PID: 7088
General

Analysis Process: svchost.exe PID: 4576 Parent PID: 3424
General

Analysis Process: fullview.exe PID: 1668 Parent PID: 5544
General

Disassembly
Code Analysis
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Analysis Report 4714D68DBB9F9AC36425F2EC73ED434CF57407F36063C.exe…

Overview

General Information

Sample 
Name:

4714D68DBB9F9AC36425
F2EC73ED434CF57407F3
6063C.exe

Analysis ID: 433010

MD5: 4df9b2c6531cde2…

SHA1: 9a42c49714905e…

SHA256: 4714d68dbb9f9ac…

Tags: exe njrat RAT

Infos:

Most interesting Screenshot:

Detection

NjratNjrat

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for subAntivirus / Scanner detection for sub……

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped fileAntivirus detection for dropped file

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for droppMulti AV Scanner detection for dropp……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.Snort IDS alert for network traffic (e.……

Yara detected Njrat

Yara detected Njrat

Yara detected Njrat

Yara detected Njrat

Yara detected Njrat

Yara detected Njrat

Yara detected NjratYara detected Njrat

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia.NET source code contains potentia……

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg.NET source code contains very larg……

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic.NET source code references suspic……

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Changes the view of files in windows

Changes the view of files in windows

Changes the view of files in windows

Changes the view of files in windows

Changes the view of files in windows

Changes the view of files in windows

Changes the view of files in windowsChanges the view of files in windows……

Contains functionality to log keystro

Contains functionality to log keystro

Contains functionality to log keystro

Contains functionality to log keystro

Contains functionality to log keystro

Contains functionality to log keystro

Contains functionality to log keystroContains functionality to log keystro……

Drops PE files to the startup folder

Drops PE files to the startup folder

Drops PE files to the startup folder

Drops PE files to the startup folder

Drops PE files to the startup folder

Drops PE files to the startup folder

Drops PE files to the startup folderDrops PE files to the startup folder

Drops PE files with benign system n

Drops PE files with benign system n

Drops PE files with benign system n

Drops PE files with benign system n

Drops PE files with benign system n

Drops PE files with benign system n

Drops PE files with benign system nDrops PE files with benign system n……

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dowHides that the sample has been dow……

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for droppMachine Learning detection for dropp……

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

Uses dynamic DNS services

Uses dynamic DNS services

Uses dynamic DNS services

Uses dynamic DNS services

Uses dynamic DNS services

Uses dynamic DNS services

Uses dynamic DNS servicesUses dynamic DNS services

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often useAV process strings found (often use……

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/FireChecks if Antivirus/Antispyware/Fire……

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtuaContains capabilities to detect virtua……

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often foCreates a DirectInput object (often fo……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Creates a start menu entry (Start Me

Creates a start menu entry (Start Me

Creates a start menu entry (Start Me

Creates a start menu entry (Start Me

Creates a start menu entry (Start Me

Creates a start menu entry (Start Me

Creates a start menu entry (Start MeCreates a start menu entry (Start Me……

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direcCreates files inside the system direc……

Deletes files inside the Windows fold

Deletes files inside the Windows fold

Deletes files inside the Windows fold

Deletes files inside the Windows fold

Deletes files inside the Windows fold

Deletes files inside the Windows fold

Deletes files inside the Windows foldDeletes files inside the Windows fold……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / UsFound a high number of Window / Us……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Stores files to the Windows start me

Stores files to the Windows start me

Stores files to the Windows start me

Stores files to the Windows start me

Stores files to the Windows start me

Stores files to the Windows start me

Stores files to the Windows start meStores files to the Windows start me……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

4714D68DBB9F9AC36425F2EC73ED434CF57407F36063C.exe (PID: 6964 cmdline: 'C:\Users\user\Desktop\4714D68DBB9F9AC36425F2EC73ED434CF57407F36063C.exe'  

MD5: 4DF9B2C6531CDE226BF1B0AE86D41162)
explorer.exe (PID: 5908 cmdline: 'C:\Windows\System32\explorer.exe' /c select, C:\Users\user\Music\fullview.exe MD5: 166AB1B9462E5C1D6D18EC5EC0B6A5F7)

svchost.exe (PID: 7084 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

explorer.exe (PID: 6168 cmdline: C:\Windows\explorer.exe /factory,{75dff2b7-6936-4c06-a8bb-676a7b00b24b} -Embedding MD5: AD5296B280E8F522A8A897C96BAB0E1D)

fullview.exe (PID: 5616 cmdline: 'C:\Users\user\Music\fullview.exe'  MD5: 4DF9B2C6531CDE226BF1B0AE86D41162)

fullview.exe (PID: 7080 cmdline: C:\Users\user\Music\fullview.exe MD5: 4DF9B2C6531CDE226BF1B0AE86D41162)

svchost.exe (PID: 6476 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 6524 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 6868 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

fullview.exe (PID: 7088 cmdline: 'C:\Users\user\Music\fullview.exe' -boot MD5: 4DF9B2C6531CDE226BF1B0AE86D41162)

fullview.exe (PID: 6400 cmdline: C:\Users\user\Music\fullview.exe MD5: 4DF9B2C6531CDE226BF1B0AE86D41162)

fullview.exe (PID: 5544 cmdline: 'C:\Users\user\Music\fullview.exe' -boot MD5: 4DF9B2C6531CDE226BF1B0AE86D41162)

fullview.exe (PID: 1668 cmdline: C:\Users\user\Music\fullview.exe MD5: 4DF9B2C6531CDE226BF1B0AE86D41162)

svchost.exe (PID: 4576 cmdline: 'C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\svchost.exe'  MD5: 

4DF9B2C6531CDE226BF1B0AE86D41162)
cleanup

{

  "Install Dir": "svchost.exe",

  "Install Name": "strangerstrek.duckdns.org",

  "Host": "True",

  "Port": "2090",

  "Registry Value": "Software\\Microsoft\\Windows\\CurrentVersion\\Run",

  "Campaign ID": "Comienzo",

  "Version": "0.7.3"

}

Process Tree

Malware Configuration

Threatname: Njrat

Yara Overview

Copyright Joe Security LLC 2021 Page 4 of 28



Sigma Overview

No Sigma rule has matched

Signature Overview

Click to jump to signature section

AV Detection:

Antivirus / Scanner detection for submitted sample

Antivirus detection for dropped file

Found malware configuration

Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Yara detected Njrat

Machine Learning detection for dropped file

Machine Learning detection for sample

Source Rule Description Author Strings

0000000B.00000000.736589256.0000000000402000.00000
040.00000001.sdmp

JoeSecurity_Njrat Yara detected Njrat Joe Security

0000000B.00000000.736589256.0000000000402000.00000
040.00000001.sdmp

njrat1 Identify njRat Brian Wallace 
@botnet_hunter

0x11801:$a2: SEE_MASK_NOZONECHECKS
0x11a40:$b1: [TAP]
0x119b8:$c3: cmd.exe /c ping

0000000B.00000000.736589256.0000000000402000.00000
040.00000001.sdmp

Njrat detect njRAT in 
memory

JPCERT/CC 
Incident Response 
Group

0x11801:$reg: SEE_MASK_NOZONECHECKS
0x115ff:$msg: Execute ERROR
0x1165b:$msg: Execute ERROR
0x119b8:$ping: cmd.exe /c ping 0 -n 2 & del

0000000B.00000002.900690082.0000000000402000.00000
040.00000001.sdmp

JoeSecurity_Njrat Yara detected Njrat Joe Security

0000000B.00000002.900690082.0000000000402000.00000
040.00000001.sdmp

njrat1 Identify njRat Brian Wallace 
@botnet_hunter

0x11801:$a2: SEE_MASK_NOZONECHECKS
0x11a40:$b1: [TAP]
0x119b8:$c3: cmd.exe /c ping

Click to see the 57 entries

Source Rule Description Author Strings

12.2.fullview.exe.46a7ead.7.raw.unpack CN_disclosed_20180208_c Detects malware 
from disclosed CN 
malware set

Florian Roth 0x11bb8:$x1: cmd.exe /c ping 0 -n 2 & del "
0x11841:$s3: Executed As 
0xdecd:$s5: Stub.exe
0x11823:$s6: Download ERROR
0x11705:$s7: shutdown -r -t 00

12.2.fullview.exe.46a7ead.7.raw.unpack JoeSecurity_Njrat Yara detected 
Njrat

Joe Security

12.2.fullview.exe.46a7ead.7.raw.unpack njrat1 Identify njRat Brian Wallace 
@botnet_hunter

0x11a01:$a2: SEE_MASK_NOZONECHECKS
0x11c40:$b1: [TAP]
0x11bb8:$c3: cmd.exe /c ping

12.2.fullview.exe.46a7ead.7.raw.unpack Njrat detect njRAT in 
memory

JPCERT/CC 
Incident Response 
Group

0x11a01:$reg: SEE_MASK_NOZONECHECKS
0x117ff:$msg: Execute ERROR
0x1185b:$msg: Execute ERROR
0x11bb8:$ping: cmd.exe /c ping 0 -n 2 & del

0.2.4714D68DBB9F9AC36425F2EC73ED434CF574
07F36063C.exe.3c47ead.7.raw.unpack

CN_disclosed_20180208_c Detects malware 
from disclosed CN 
malware set

Florian Roth 0x11bb8:$x1: cmd.exe /c ping 0 -n 2 & del "
0x11841:$s3: Executed As 
0xdecd:$s5: Stub.exe
0x11823:$s6: Download ERROR
0x11705:$s7: shutdown -r -t 00

Click to see the 129 entries

Memory Dumps

Unpacked PEs
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Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

C2 URLs / IPs found in malware configuration

Uses dynamic DNS services

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Contains functionality to log keystrokes (.Net Source)

E-Banking Fraud:

Yara detected Njrat

System Summary:

Malicious sample detected (through community Yara rule)

.NET source code contains very large array initializations

Data Obfuscation:

.NET source code contains potential unpacker

Persistence and Installation Behavior:

Drops PE files with benign system names

Boot Survival:

Drops PE files to the startup folder

Hooking and other Techniques for Hiding and Protection:

Changes the view of files in windows explorer (hidden files and folders)

Hides that the sample has been downloaded from the Internet (zone.identifier)

HIPS / PFW / Operating System Protection Evasion:

.NET source code references suspicious native API functions

Injects a PE file into a foreign processes

Stealing of Sensitive Information:

Yara detected Njrat

Remote Access Functionality:

Yara detected Njrat

Mitre Att&ck Matrix

Copyright Joe Security LLC 2021 Page 6 of 28



Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Valid
Accounts

Windows
Management
Instrumentation 1

Startup
Items 1

Startup Items 1 Disable or Modify
Tools 1

Input
Capture 1 1

File and Directory
Discovery 2

Remote
Services

Archive
Collected
Data 1 1

Exfiltration Over Other
Network Medium

Default
Accounts

Native API 1 Registry Run
Keys / Startup
Folder 1 2 1

Access Token
Manipulation 1

Deobfuscate/Decode
Files or Information 1

LSASS
Memory

System Information
Discovery 1 2

Remote
Desktop
Protocol

Input
Capture 1 1

Exfiltration Over
Bluetooth

Domain
Accounts

At (Linux) Logon Script
(Windows)

Process
Injection 1 1 2

Obfuscated Files or
Information 2

Security
Account
Manager

Security Software
Discovery 1 3 1

SMB/Windows
Admin Shares

Data from
Network
Shared Drive

Automated Exfiltration

Local
Accounts

At (Windows) Logon Script
(Mac)

Registry Run
Keys / Startup
Folder 1 2 1

Software
Packing 1 3

NTDS Process Discovery 1 Distributed
Component
Object Model

Input Capture Scheduled Transfer

Cloud
Accounts

Cron Network Logon
Script

Network Logon
Script

File Deletion 1 LSA Secrets Virtualization/Sandbox
Evasion 3 1

SSH Keylogging Data Transfer Size
Limits

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Masquerading 1 1 1 Cached
Domain
Credentials

Application Window
Discovery 1

VNC GUI Input
Capture

Exfiltration Over C2
Channel

External
Remote
Services

Scheduled Task Startup Items Startup Items Virtualization/Sandbox
Evasion 3 1

DCSync Remote System
Discovery 1

Windows
Remote
Management

Web Portal
Capture

Exfiltration Over
Alternative Protocol

Drive-by
Compromise

Command and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Access Token
Manipulation 1

Proc
Filesystem

Network Service
Scanning

Shared
Webroot

Credential
API Hooking

Exfiltration Over
Symmetric Encrypted
Non-C2 Protocol

Exploit
Public-
Facing
Application

PowerShell At (Linux) At (Linux) Process
Injection 1 1 2

/etc/passwd
and
/etc/shadow

System Network
Connections
Discovery

Software
Deployment
Tools

Data Staged Exfiltration Over
Asymmetric Encrypted
Non-C2 Protocol

Supply
Chain
Compromise

AppleScript At (Windows) At (Windows) Hidden Files and
Directories 2

Network
Sniffing

Process Discovery Taint Shared
Content

Local Data
Staging

Exfiltration Over
Unencrypted/Obfuscated
Non-C2 Protocol

Behavior Graph
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Behavior Graph

ID: 433010

Sample: 4714D68DBB9F9AC36425F2EC73E...

Startdate: 11/06/2021

Architecture: WINDOWS

Score: 100

strangerstrek.duckdns.org

Snort IDS alert for
network traffic (e.g.

based on Emerging Threat
rules)

Found malware configuration
Malicious sample detected
(through community Yara

rule)
13 other signatures

explorer.exe

        started       

4714D68DBB9F9AC36425F2EC73ED434CF57407F36063C.exe

16

        started       

fullview.exe

        started       

6 other processes

fullview.exe

1 8

        started       

C:\Users\user\Music\fullview.exe, PE32

dropped

4714D68DBB9F9AC364...7407F36063C.exe.log, ASCII

dropped

Hides that the sample
has been downloaded

from the Internet (zone.identifier)

explorer.exe

1

        started       

Injects a PE file into
a foreign processes

fullview.exe

        started       

fullview.exe

        started       

Antivirus detection
for dropped file

Multi AV Scanner detection
for dropped file

Machine Learning detection
for dropped file 4 other signatures

fullview.exe

3 5

        started       

strangerstrek.duckdns.org

192.169.69.25, 2090, 49768, 49769

WOWUS

United States

C:\Users\user\AppData\Roaming\...\svchost.exe, PE32

dropped

Changes the view of
files in windows explorer
(hidden files and folders)

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

4714D68DBB9F9AC36425F2EC73ED434CF57407F36063C.exe 67% Virustotal Browse

4714D68DBB9F9AC36425F2EC73ED434CF57407F36063C.exe 79% ReversingLabs ByteCode-
MSIL.Backdoor.Bladabhind
i

4714D68DBB9F9AC36425F2EC73ED434CF57407F36063C.exe 100% Avira HEUR/AGEN.1122310

4714D68DBB9F9AC36425F2EC73ED434CF57407F36063C.exe 100% Joe Sandbox ML

Source Detection Scanner Label Link

C:\Users\user\Music\fullview.exe 100% Avira HEUR/AGEN.1122310

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\svchost.exe 100% Avira HEUR/AGEN.1122310

C:\Users\user\Music\fullview.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\svchost.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\svchost.exe 79% ReversingLabs ByteCode-
MSIL.Backdoor.Bladabhind
i

C:\Users\user\Music\fullview.exe 79% ReversingLabs ByteCode-
MSIL.Backdoor.Bladabhind
i

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files
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https://www.virustotal.com/gui/file/4714d68dbb9f9ac36425f2ec73ed434cf57407f36063c391e0bfbb9d0b96bbf9/detection/f-4714d68dbb9f9ac36425f2ec73ed434cf57407f36063c391e0bfbb9d0b96bbf9-1623042870


Source Detection Scanner Label Link Download

11.0.fullview.exe.dc0000.2.unpack 100% Avira HEUR/AGEN.1122310 Download File

11.0.fullview.exe.dc0000.0.unpack 100% Avira HEUR/AGEN.1122310 Download File

18.2.fullview.exe.d30000.1.unpack 100% Avira HEUR/AGEN.1122310 Download File

12.0.fullview.exe.d30000.0.unpack 100% Avira HEUR/AGEN.1122310 Download File

4.2.fullview.exe.740000.0.unpack 100% Avira HEUR/AGEN.1122310 Download File

12.2.fullview.exe.46a7ead.7.unpack 100% Avira HEUR/AGEN.1110362 Download File

13.0.fullview.exe.580000.0.unpack 100% Avira HEUR/AGEN.1122310 Download File

0.2.4714D68DBB9F9AC36425F2EC73ED434CF57407F36063C.exe.3c47ead.7.unpack 100% Avira HEUR/AGEN.1110362 Download File

16.0.fullview.exe.d40000.0.unpack 100% Avira HEUR/AGEN.1122310 Download File

4.0.fullview.exe.740000.0.unpack 100% Avira HEUR/AGEN.1122310 Download File

17.0.svchost.exe.980000.0.unpack 100% Avira HEUR/AGEN.1122310 Download File

13.2.fullview.exe.3de7ead.7.unpack 100% Avira HEUR/AGEN.1110362 Download File

13.2.fullview.exe.580000.0.unpack 100% Avira HEUR/AGEN.1122310 Download File

16.0.fullview.exe.d40000.2.unpack 100% Avira HEUR/AGEN.1122310 Download File

4.2.fullview.exe.3fb7ead.7.unpack 100% Avira HEUR/AGEN.1110362 Download File

18.0.fullview.exe.d30000.0.unpack 100% Avira HEUR/AGEN.1122310 Download File

11.2.fullview.exe.dc0000.1.unpack 100% Avira HEUR/AGEN.1122310 Download File

0.0.4714D68DBB9F9AC36425F2EC73ED434CF57407F36063C.exe.3d0000.0.unpack 100% Avira HEUR/AGEN.1122310 Download File

17.2.svchost.exe.980000.0.unpack 100% Avira HEUR/AGEN.1122310 Download File

16.2.fullview.exe.400000.0.unpack 100% Avira TR/Dropper.Gen Download File

0.2.4714D68DBB9F9AC36425F2EC73ED434CF57407F36063C.exe.3d0000.0.unpack 100% Avira HEUR/AGEN.1122310 Download File

18.2.fullview.exe.400000.0.unpack 100% Avira TR/Dropper.Gen Download File

16.0.fullview.exe.400000.1.unpack 100% Avira TR/Dropper.Gen Download File

17.2.svchost.exe.4877ead.7.unpack 100% Avira HEUR/AGEN.1110362 Download File

16.2.fullview.exe.d40000.1.unpack 100% Avira HEUR/AGEN.1122310 Download File

18.0.fullview.exe.400000.1.unpack 100% Avira TR/Dropper.Gen Download File

11.0.fullview.exe.400000.1.unpack 100% Avira TR/Dropper.Gen Download File

12.2.fullview.exe.d30000.0.unpack 100% Avira HEUR/AGEN.1122310 Download File

18.0.fullview.exe.d30000.2.unpack 100% Avira HEUR/AGEN.1122310 Download File

11.2.fullview.exe.400000.0.unpack 100% Avira TR/Dropper.Gen Download File

Source Detection Scanner Label Link

strangerstrek.duckdns.org 0% Virustotal Browse

Source Detection Scanner Label Link

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.fonts.comicj 0% Avira URL Cloud safe

True 0% Avira URL Cloud safe

ns.adobe.co 0% Virustotal Browse

ns.adobe.co 0% Avira URL Cloud safe

ns.adom 0% Avira URL Cloud safe

www.tiro.comadnl 0% Avira URL Cloud safe

www.tiro.com 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.carterandcone.comCInN 0% Avira URL Cloud safe

www.galapagosdesign.com/staff/dennis.htm0 0% Avira URL Cloud safe

www.goodfont.co.kr 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.carterandcone.com 0% URL Reputation safe

www.carterandcone.com 0% URL Reputation safe

www.carterandcone.com 0% URL Reputation safe

ns.micro 0% Avira URL Cloud safe

ns.adob 0% Avira URL Cloud safe

www.carterandcone.comh-c 0% Avira URL Cloud safe

www.sajatypeworks.com 0% URL Reputation safe

Domains

URLs
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https://www.virustotal.com/gui/url/0bfb8cf64f6b45d40da67007a207fda50aee778b2d8d0b2a4f0254a82ca66a17/detection/u-0bfb8cf64f6b45d40da67007a207fda50aee778b2d8d0b2a4f0254a82ca66a17-1570068381
https://www.virustotal.com/gui/url/c989358502e7655ef40851b86fd36ab24578b04df14e8564c7e461dbdc4a345a/detection/u-c989358502e7655ef40851b86fd36ab24578b04df14e8564c7e461dbdc4a345a-1594222184


www.sajatypeworks.com 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

ns.ado 0% Avira URL Cloud safe

www.founder.com.cn/cns 0% Avira URL Cloud safe

www.carterandcone.com= 0% Avira URL Cloud safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.tiro.com& 0% Avira URL Cloud safe

www.urwpp.deDPlease 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.urwpp.de 0% URL Reputation safe

www.urwpp.de 0% URL Reputation safe

www.urwpp.de 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htmX 0% Avira URL Cloud safe

www.galapagosdesign.com/ 0% URL Reputation safe

www.galapagosdesign.com/ 0% URL Reputation safe

www.galapagosdesign.com/ 0% URL Reputation safe

www.carterandcone.comTC 0% URL Reputation safe

www.carterandcone.comTC 0% URL Reputation safe

www.carterandcone.comTC 0% URL Reputation safe

ns.adobe.c 0% Avira URL Cloud safe

www.fonts.comQ 0% Avira URL Cloud safe

www.microsoft. 0% URL Reputation safe

www.microsoft. 0% URL Reputation safe

www.microsoft. 0% URL Reputation safe

www.tiro.comlic 0% URL Reputation safe

www.tiro.comlic 0% URL Reputation safe

www.tiro.comlic 0% URL Reputation safe

www.goodfont.co.krO 0% Avira URL Cloud safe

www.carterandcone.coml 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.tiro. 0% URL Reputation safe

www.tiro. 0% URL Reputation safe

www.tiro. 0% URL Reputation safe

www.carterandcone.comyrl 0% Avira URL Cloud safe

www.founder.com.cn/cn 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.founder.com.cn/cn7 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

Source Detection Scanner Label Link
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General Information

Joe Sandbox Version: 32.0.0 Black Diamond

Analysis ID: 433010

Start date: 11.06.2021

Start time: 05:07:11

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 13m 17s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: 4714D68DBB9F9AC36425F2EC73ED434CF57407F360
63C.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 20

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.adwa.spyw.evad.winEXE@19/16@16/1

EGA Information: Failed

HDC Information: Successful, ratio: 0.8% (good quality ratio 0.2%)
Quality average: 25.2%
Quality standard deviation: 38.5%

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.carterandcone.comcro 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

strangerstrek.duckdns.org 192.169.69.25 true true 0%, Virustotal, Browse unknown

Name Malicious Antivirus Detection Reputation

True true Avira URL Cloud: safe low

IP Domain Country Flag ASN ASN Name Malicious

192.169.69.25 strangerstrek.duckdns.org United States 23033 WOWUS true

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public
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https://www.virustotal.com/gui/url/0bfb8cf64f6b45d40da67007a207fda50aee778b2d8d0b2a4f0254a82ca66a17/detection/u-0bfb8cf64f6b45d40da67007a207fda50aee778b2d8d0b2a4f0254a82ca66a17-1570068381


HCA Information: Successful, ratio: 96%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: 
.exe

Warnings:

Time Type Description

05:08:35 API Interceptor 10x Sleep call for process: svchost.exe modified

05:08:35 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run fullview C:\Users\user\Music\fullview.exe -boot

05:08:43 Autostart Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run fullview C:\Users\user\Music\fullview.exe -boot

05:09:01 Autostart Run: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\svchost.exe

Match Associated Sample Name / URL SHA 256 Detection Link Context

192.169.69.25 66D9612BA9CDE67EDEA09F3482459F3BFE03FAAA
13EAD.exe

Get hash malicious Browse  ipvhosted
.duckdns.o
rg/rmarch/
fre.php

ttmPnejtED.js Get hash malicious Browse  pluginsrv
.duckdns.o
rg:7744/is-
ready

New Order.xlsx Get hash malicious Browse  systemser
verrootmap
forfiletrn
.duckdns.o
rg/explore
r/black.exe

Your Transport Plan has Changed - Maersk.xlsx Get hash malicious Browse  covidinte
rnationals
preadsoomu
chtruehead
.duckdns.o
rg/covid/blk.exe

XQqVczq7eQ.exe Get hash malicious Browse  wetransfe
rfax.duckd
ns.org/sftp.exe

office365update.duckdns.org Get hash malicious Browse  office365
update.duc
kdns.org/

TUdme7rF2G.rtf Get hash malicious Browse  wsdykungc
ommunicati
ontarisupl
iermg55gms
.duckdns.o
rg/kungdoc
/winlog.exe

communicationideadedicatedserversystem.duckdns.org/bns/v
bc.exe

Get hash malicious Browse  communica
tionideade
dicatedser
versystem.
duckdns.or
g/bns/vbc.exe

doc04483720200602121810.xlsx Get hash malicious Browse  honeyspos
ecurityfil
eexchanges
ervice.duc
kdns.org/o
rg/vbc.exe

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs
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https://view.joesandbox.com/analysis/323619/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/323619/html/none?idtype=webid
https://view.joesandbox.com/analysis/272308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/272308/html/none?idtype=webid
https://view.joesandbox.com/analysis/250339/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250339/html/none?idtype=webid
https://view.joesandbox.com/analysis/244420/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244420/html/none?idtype=webid
https://view.joesandbox.com/analysis/226171/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/226171/html/none?idtype=webid
https://view.joesandbox.com/analysis/213555/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/213555/html/none?idtype=webid
https://view.joesandbox.com/analysis/211738/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/211738/html/none?idtype=webid
https://view.joesandbox.com/analysis/177144/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/177144/html/none?idtype=webid
https://view.joesandbox.com/analysis/172794/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/172794/html/none?idtype=webid


doc04483720200602121810.xlsx Get hash malicious Browse  honeyspos
ecurityfil
eexchanges
ervice.duc
kdns.org/o
rg/vbc.exe

BBVA-Confirming Facturas Pagadas al Vencimiento.xlsx Get hash malicious Browse  mkpksb2ov
erhypethey
killppelfo
rlifehelgg
.duckdns.o
rg/mkpk2do
c/regasm.exe

VqtnFLslNj_Purchase Order.vbs Get hash malicious Browse  onyeeze.d
uckdns.org
:5000/is-ready

1.bin.js Get hash malicious Browse  unknownso
ft.duckdns
.org:7755/is-
ready

Doc1.mht Get hash malicious Browse  pluginsrv
2.duckdns.
org:8899/is-
ready

https://cdn.discordapp.com/attachments/69227347343074918
7/695380419897458718/RFQ.tar.gz

Get hash malicious Browse  pluginsrv
2.duckdns.
org:8000/is-
ready

systemserverrootmapforfiletrn.duckdns.org/explorer/black.exe
Get hash malicious Browse  systemser

verrootmap
forfiletrn
.duckdns.o
rg/explore
r/black.exe

help.wsf Get hash malicious Browse  postventa-
vodafone.
duckdns.org/is-
ready

order.xlsx Get hash malicious Browse  windowsfi
rewallsecu
rityauthor
ise.duckdn
s.org/big/
svch.html

order.xlsx Get hash malicious Browse  windowsfi
rewallsecu
rityauthor
ise.duckdn
s.org/big/
svch.html

54RFQ EU (190926) CRYPTED.js Get hash malicious Browse  pluginsrv
1.duckdns.
org:7757/is-
ready

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

Match Associated Sample Name / URL SHA 256 Detection Link Context

WOWUS ORDER-6010.pdf.exe Get hash malicious Browse 192.169.69.25

9CCC5F07D0BF7152841C893C892DF407C854D5FF
45C1A.exe

Get hash malicious Browse 192.169.69.26

0F4F0709D120ABA22D4687BFABFA5004DD54B0FC
C6EF1.exe

Get hash malicious Browse 192.169.69.25

WNr7kU4wSU.exe Get hash malicious Browse 192.169.69.26

2ga2LylVIM.exe Get hash malicious Browse 192.169.69.25

AFa8kUgrni.exe Get hash malicious Browse 192.169.69.25

u8SFl9j1I8.exe Get hash malicious Browse 45.14.115.62

66D9612BA9CDE67EDEA09F3482459F3BFE03FAAA
13EAD.exe

Get hash malicious Browse 192.169.69.25

68815FD1B30680F0810F01B9D651B31995E2DBCE
667D2.exe

Get hash malicious Browse 192.169.69.25

export of document 555091.xlsm Get hash malicious Browse 216.244.77.186

generated purchase order 6149057.xlsm Get hash malicious Browse 216.244.77.186

Domains

ASN
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https://view.joesandbox.com/analysis/172790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/172790/html/none?idtype=webid
https://view.joesandbox.com/analysis/167793/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/167793/html/none?idtype=webid
https://view.joesandbox.com/analysis/165526/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/165526/html/none?idtype=webid
https://view.joesandbox.com/analysis/165522/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/165522/html/none?idtype=webid
https://view.joesandbox.com/analysis/162763/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/162763/html/none?idtype=webid
https://view.joesandbox.com/analysis/160178/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/160178/html/none?idtype=webid
https://view.joesandbox.com/analysis/159406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/159406/html/none?idtype=webid
https://view.joesandbox.com/analysis/150001/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/150001/html/none?idtype=webid
https://view.joesandbox.com/analysis/87873/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/87873/html/none?idtype=webid
https://view.joesandbox.com/analysis/87872/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/87872/html/none?idtype=webid
https://view.joesandbox.com/analysis/70169/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/70169/html/none?idtype=webid
https://view.joesandbox.com/analysis/340018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340018/html/none?idtype=webid
https://view.joesandbox.com/analysis/340014/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340014/html/none?idtype=webid
https://view.joesandbox.com/analysis/338564/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338564/html/none?idtype=webid
https://view.joesandbox.com/analysis/334027/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334027/html/none?idtype=webid
https://view.joesandbox.com/analysis/332022/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/332022/html/none?idtype=webid
https://view.joesandbox.com/analysis/326331/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/326331/html/none?idtype=webid
https://view.joesandbox.com/analysis/325350/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/325350/html/none?idtype=webid
https://view.joesandbox.com/analysis/323619/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/323619/html/none?idtype=webid
https://view.joesandbox.com/analysis/321148/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321148/html/none?idtype=webid
https://view.joesandbox.com/analysis/320237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320237/html/none?idtype=webid
https://view.joesandbox.com/analysis/320224/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320224/html/none?idtype=webid


export of check 209162.xlsm Get hash malicious Browse 216.244.77.186

copy of payment 0535.xlsm Get hash malicious Browse 216.244.77.186

scan of document 8030.xlsm Get hash malicious Browse 216.244.77.186

fax_74557.xlsm Get hash malicious Browse 216.244.77.186

CMjsfg603M.exe Get hash malicious Browse 192.169.69.25

619DBBJxtN.exe Get hash malicious Browse 192.169.69.25

TCyJbxozes.xlsm Get hash malicious Browse 216.244.65.162

TCyJbxozes.xlsm Get hash malicious Browse 216.244.65.162

documents-1731157050.xlsm Get hash malicious Browse 216.244.65.162

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

No context

C:\Users\user\AppData\Local\Microsoft\CLR_v2.0_32\UsageLogs\4714D68DBB9F9AC36425F2EC73ED434CF57407F36063C.exe.log

Process: C:\Users\user\Desktop\4714D68DBB9F9AC36425F2EC73ED434CF57407F36063C.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 506

Entropy (8bit): 5.243697660922101

Encrypted: false

SSDEEP: 12:Q3LaJU20NaL10U29hJ5g1B0U2ukyrFk70U26KPZb6Khav:MLF20NaL329hJ5g522rW26KUKhk

MD5: 2DE73C34B5DFB4A6363AAA6CC0236D40

SHA1: 3FB7418FBD86A4FC2F47DA2B9D50AE5920F87BFE

SHA-256: 20CD6E9106E3672979DA34DAB605DFC4485AD2103BAC8924F49CCEF4AC98D1A5

SHA-512: 58CA38D9403B18E7DEB762C05FF8E3AEF48A1369A1331D886EB3050750778D5332FAA0272B51E53506B819439672C1872DE2B9CB0B3E149DE38374960B05B50D

Malicious: true

Reputation: low

Preview:
1,"fusion","GAC",0..3,"C:\Windows\assembly\NativeImages_v2.0.50727_32\System\1ffc437de59fb69ba2b865ffdc98ffd1\System.ni.dll",0..3,"C:\Windows\assembly
\NativeImages_v2.0.50727_32\System.Drawing\54d944b3ca0ea1188d700fbd8089726b\System.Drawing.ni.dll",0..3,"C:\Windows\assembly\NativeImages_v2.0.50727_3
2\System.Windows.Forms\bd8d59c984c9f5f2695f64341115cdf0\System.Windows.Forms.ni.dll",0..3,"C:\Windows\assembly\NativeImages_v2.0.50727_32\System.Core\
1dcb6d1a15814b6b26f32879e7ec1d98\System.Core.ni.dll",0..

C:\Users\user\AppData\Local\Microsoft\CLR_v2.0_32\UsageLogs\fullview.exe.log
Process: C:\Users\user\Music\fullview.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 506

Entropy (8bit): 5.243697660922101

Encrypted: false

SSDEEP: 12:Q3LaJU20NaL10U29hJ5g1B0U2ukyrFk70U26KPZb6Khav:MLF20NaL329hJ5g522rW26KUKhk

MD5: 2DE73C34B5DFB4A6363AAA6CC0236D40

SHA1: 3FB7418FBD86A4FC2F47DA2B9D50AE5920F87BFE

SHA-256: 20CD6E9106E3672979DA34DAB605DFC4485AD2103BAC8924F49CCEF4AC98D1A5

SHA-512: 58CA38D9403B18E7DEB762C05FF8E3AEF48A1369A1331D886EB3050750778D5332FAA0272B51E53506B819439672C1872DE2B9CB0B3E149DE38374960B05B50D

Malicious: false

Reputation: low

Preview:
1,"fusion","GAC",0..3,"C:\Windows\assembly\NativeImages_v2.0.50727_32\System\1ffc437de59fb69ba2b865ffdc98ffd1\System.ni.dll",0..3,"C:\Windows\assembly
\NativeImages_v2.0.50727_32\System.Drawing\54d944b3ca0ea1188d700fbd8089726b\System.Drawing.ni.dll",0..3,"C:\Windows\assembly\NativeImages_v2.0.50727_3
2\System.Windows.Forms\bd8d59c984c9f5f2695f64341115cdf0\System.Windows.Forms.ni.dll",0..3,"C:\Windows\assembly\NativeImages_v2.0.50727_32\System.Core\
1dcb6d1a15814b6b26f32879e7ec1d98\System.Core.ni.dll",0..

C:\Users\user\AppData\Local\Microsoft\CLR_v2.0_32\UsageLogs\svchost.exe.log
Process: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\svchost.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/320155/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320155/html/none?idtype=webid
https://view.joesandbox.com/analysis/320093/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320093/html/none?idtype=webid
https://view.joesandbox.com/analysis/318681/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318681/html/none?idtype=webid
https://view.joesandbox.com/analysis/318491/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318491/html/none?idtype=webid
https://view.joesandbox.com/analysis/317330/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/317330/html/none?idtype=webid
https://view.joesandbox.com/analysis/305431/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305431/html/none?idtype=webid
https://view.joesandbox.com/analysis/303728/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/303728/html/none?idtype=webid
https://view.joesandbox.com/analysis/303720/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/303720/html/none?idtype=webid
https://view.joesandbox.com/analysis/303298/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/303298/html/none?idtype=webid


Size (bytes): 506

Entropy (8bit): 5.243697660922101

Encrypted: false

SSDEEP: 12:Q3LaJU20NaL10U29hJ5g1B0U2ukyrFk70U26KPZb6Khav:MLF20NaL329hJ5g522rW26KUKhk

MD5: 2DE73C34B5DFB4A6363AAA6CC0236D40

SHA1: 3FB7418FBD86A4FC2F47DA2B9D50AE5920F87BFE

SHA-256: 20CD6E9106E3672979DA34DAB605DFC4485AD2103BAC8924F49CCEF4AC98D1A5

SHA-512: 58CA38D9403B18E7DEB762C05FF8E3AEF48A1369A1331D886EB3050750778D5332FAA0272B51E53506B819439672C1872DE2B9CB0B3E149DE38374960B05B50D

Malicious: false

Preview:
1,"fusion","GAC",0..3,"C:\Windows\assembly\NativeImages_v2.0.50727_32\System\1ffc437de59fb69ba2b865ffdc98ffd1\System.ni.dll",0..3,"C:\Windows\assembly
\NativeImages_v2.0.50727_32\System.Drawing\54d944b3ca0ea1188d700fbd8089726b\System.Drawing.ni.dll",0..3,"C:\Windows\assembly\NativeImages_v2.0.50727_3
2\System.Windows.Forms\bd8d59c984c9f5f2695f64341115cdf0\System.Windows.Forms.ni.dll",0..3,"C:\Windows\assembly\NativeImages_v2.0.50727_32\System.Core\
1dcb6d1a15814b6b26f32879e7ec1d98\System.Core.ni.dll",0..

C:\Users\user\AppData\Local\Microsoft\CLR_v2.0_32\UsageLogs\svchost.exe.log

C:\Users\user\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.new
Process: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\svchost.exe

File Type: data

Category: dropped

Size (bytes): 814

Entropy (8bit): 3.167885907884326

Encrypted: false

SSDEEP: 24:vqrOr+VACxmM7CkGcLWb2cLbMqlkGcLWb2cLb:voOrSACxmM7pHWb3bMNHWb3b

MD5: CD424EB5C932D52634D00281C306EFD8

SHA1: C5DD42A3A24112EFE8BCC6BB08E5F8B7B867E8A3

SHA-256: 49D8AC7F3741C2C798A24ED0297ACB7D0B0591C62FFB5D25F0C9D4894600BC37

SHA-512: 930883496C51CF11122EBDDEBD26A3E91E3AAD92E7F7205722EEF1264C38550E7DE75BC3D269AFE51742835E841C75AE0D6B507B7FE7C180904BBA7FFF749CB
3

Malicious: false

Preview:
....................f.i.l.e.:./././.C.:./.U.s.e.r.s./.j.o.n.e.s./.A.p.p.D.a.t.a./.R.o.a.m.i.n.g./.M.i.c.r.o.s.o.f.t./.W.i.n.d.o.w.s./.S.t.a.r.t. .M.e.n.u./.P.r.o.g.r.a.m.s./.S.t.a.r.t.u.p./.s.v.c.h.o.
s.t...e.x.e.....P.o.l.i.c.y.S.t.a.t.e.m.e.n.t....v.e.r.s.i.o.n...1....P.e.r.m.i.s.s.i.o.n.S.e.t....c.l.a.s.s...S.y.s.t.e.m...S.e.c.u.r.i.t.y...P.e.r.m.i.s.s.i.o.n.S.e.t....v.e.r.s.i.o.n...1....U.n.r.e
.s.t.r.i.c.t.e.d...t.r.u.e................\...............f.i.l.e.:./././.C.:./.U.s.e.r.s./.j.o.n.e.s./.M.u.s.i.c./.f.u.l.l.v.i.e.w...e.x.e.....P.o.l.i.c.y.S.t.a.t.e.m.e.n.t....v.e.r.s.i.o.n...1....P.e.r.m.i.s.
s.i.o.n.S.e.t....c.l.a.s.s...S.y.s.t.e.m...S.e.c.u.r.i.t.y...P.e.r.m.i.s.s.i.o.n.S.e.t....v.e.r.s.i.o.n...1....U.n.r.e.s.t.r.i.c.t.e.d...t.r.u.e............................................b.U.,..........

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\svchost.exe

Process: C:\Users\user\Music\fullview.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 676608

Entropy (8bit): 7.265789074193961

Encrypted: false

SSDEEP: 12288:xoxaLRopZpV0cs6jbfYKA/uxqxxHdRetMYxj3N5HzjfB:exaLRUZ/PvAK7x+dRetMgj3N5Hzl

MD5: 4DF9B2C6531CDE226BF1B0AE86D41162

SHA1: 9A42C49714905EA1E5F042A683FD80ECFF10FC87

SHA-256: 4714D68DBB9F9AC36425F2EC73ED434CF57407F36063C391E0BFBB9D0B96BBF9

SHA-512: 292EDF0D733D05B3B725EA00414299C6CCEC8D50DA9E0CE3D50CAFBF4144E87D3E62DCDADB11A2B139E39F8A72CB5E394BD108E6D4413517CCA459079DF6B
A8D

Malicious: true

Antivirus: Antivirus: Avira, Detection: 100%
Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 79%

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L......Y................................. ........@.. ....................... ..........
..@.....................................O.......P............................................................................ ............... ..H............text........ ...................... ..`.rsrc...P...........................@..@.reloc........
......................@..B........................H.......L...p ......!....O...E...........................................0..A....... .........%.....(......... .........%.....(.........(,...*.....&*...R.(.....(....*.....&*..... .... ....(9...
(#...(.... .... ....(...+o....Q*.....&*.0..$.........(.....%......s......o....&*.....&*b. .... ....(...+*.....&*....0..f.......~........E....-..............."............,...+..+..{....,...+...q. .b..Y+..{....o......(....*.....
&*...0..........~........E................g...........6.....

C:\Users\user\Music\fullview.exe

Process: C:\Users\user\Desktop\4714D68DBB9F9AC36425F2EC73ED434CF57407F36063C.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 676608

Entropy (8bit): 7.265789074193961

Encrypted: false

SSDEEP: 12288:xoxaLRopZpV0cs6jbfYKA/uxqxxHdRetMYxj3N5HzjfB:exaLRUZ/PvAK7x+dRetMgj3N5Hzl

MD5: 4DF9B2C6531CDE226BF1B0AE86D41162

SHA1: 9A42C49714905EA1E5F042A683FD80ECFF10FC87
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Static File Info

General
File type: PE32 executable (GUI) Intel 80386 Mono/.Net assemb

ly, for MS Windows

Entropy (8bit): 7.265789074193961

TrID: Win32 Executable (generic) Net Framework 
(10011505/4) 50.01%
Win32 Executable (generic) a (10002005/4) 
49.96%
Win16/32 Executable Delphi generic (2074/23) 
0.01%
Generic Win/DOS Executable (2004/3) 0.01%
DOS Executable Generic (2002/1) 0.01%

SHA-256: 4714D68DBB9F9AC36425F2EC73ED434CF57407F36063C391E0BFBB9D0B96BBF9

SHA-512: 292EDF0D733D05B3B725EA00414299C6CCEC8D50DA9E0CE3D50CAFBF4144E87D3E62DCDADB11A2B139E39F8A72CB5E394BD108E6D4413517CCA459079DF6B
A8D

Malicious: true

Antivirus: Antivirus: Avira, Detection: 100%
Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 79%

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L......Y................................. ........@.. ....................... ..........
..@.....................................O.......P............................................................................ ............... ..H............text........ ...................... ..`.rsrc...P...........................@..@.reloc........
......................@..B........................H.......L...p ......!....O...E...........................................0..A....... .........%.....(......... .........%.....(.........(,...*.....&*...R.(.....(....*.....&*..... .... ....(9...
(#...(.... .... ....(...+o....Q*.....&*.0..$.........(.....%......s......o....&*.....&*b. .... ....(...+*.....&*....0..f.......~........E....-..............."............,...+..+..{....,...+...q. .b..Y+..{....o......(....*.....
&*...0..........~........E................g...........6.....

C:\Users\user\Music\fullview.exe

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\enterprisesec.config.cch.new
Process: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\svchost.exe

File Type: data

Category: dropped

Size (bytes): 1220

Entropy (8bit): 3.3063592917134037

Encrypted: false

SSDEEP: 24:vqrOr+VACxmM7CkGcLWb2cLbMqlkGcLWb2cLbqqsERH28kGcLWb2cLb:voOrSACxmM7pHWb3bMNHWb3bq+QHWb3b

MD5: 859781EA37E2E022A9A82A6CF11FB8C0

SHA1: C499451692C7C553D3C5C21E7E8E9120734A2A05

SHA-256: 08A8B7206491A4A23673C26BA30006881FB6D37CB436DE1F7C126D4EEF37BAA2

SHA-512: 29DA47BEB9464A588C721F7CF9DDF276E7DF09497F193F5104D2C1AE30838BEACE0E43797D1ACDA7F7EC086B1642D68547822022C470D5361E9938F58A02EFF2

Malicious: false

Preview:
....................f.i.l.e.:./././.C.:./.U.s.e.r.s./.j.o.n.e.s./.A.p.p.D.a.t.a./.R.o.a.m.i.n.g./.M.i.c.r.o.s.o.f.t./.W.i.n.d.o.w.s./.S.t.a.r.t. .M.e.n.u./.P.r.o.g.r.a.m.s./.S.t.a.r.t.u.p./.s.v.c.h.o.
s.t...e.x.e.....P.o.l.i.c.y.S.t.a.t.e.m.e.n.t....v.e.r.s.i.o.n...1....P.e.r.m.i.s.s.i.o.n.S.e.t....c.l.a.s.s...S.y.s.t.e.m...S.e.c.u.r.i.t.y...P.e.r.m.i.s.s.i.o.n.S.e.t....v.e.r.s.i.o.n...1....U.n.r.e
.s.t.r.i.c.t.e.d...t.r.u.e................\...............f.i.l.e.:./././.C.:./.U.s.e.r.s./.j.o.n.e.s./.M.u.s.i.c./.f.u.l.l.v.i.e.w...e.x.e.....P.o.l.i.c.y.S.t.a.t.e.m.e.n.t....v.e.r.s.i.o.n...1....P.e.r.m.i.s.
s.i.o.n.S.e.t....c.l.a.s.s...S.y.s.t.e.m...S.e.c.u.r.i.t.y...P.e.r.m.i.s.s.i.o.n.S.e.t....v.e.r.s.i.o.n...1....U.n.r.e.s.t.r.i.c.t.e.d...t.r.u.e................................f.i.l.e.:./././.C.:./.U.s.e.r.s./.
j.o.n.e.s./.D.e.s.k.t.o.p./.4.7.1.4.D.6.8.D.B.B.9.F.9.A.C.3.6.4.2.5.F.2.E.C.7.3.E.D.4.3.4.C.F.5.7.4.0.7.F.3.6.0.6.3.C...e.x.e.....P.o.l.i.c.y.S.t.a.t.e.m.e.n.t....v.e.r.s.i.o.n...1

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\security.config.cch.new
Process: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\svchost.exe

File Type: data

Category: dropped

Size (bytes): 1220

Entropy (8bit): 3.3063592917134037

Encrypted: false

SSDEEP: 24:vqrOr+VACxmM7CkGcLWb2cLbMqlkGcLWb2cLbqqsERH28kGcLWb2cLb:voOrSACxmM7pHWb3bMNHWb3bq+QHWb3b

MD5: 859781EA37E2E022A9A82A6CF11FB8C0

SHA1: C499451692C7C553D3C5C21E7E8E9120734A2A05

SHA-256: 08A8B7206491A4A23673C26BA30006881FB6D37CB436DE1F7C126D4EEF37BAA2

SHA-512: 29DA47BEB9464A588C721F7CF9DDF276E7DF09497F193F5104D2C1AE30838BEACE0E43797D1ACDA7F7EC086B1642D68547822022C470D5361E9938F58A02EFF2

Malicious: false

Preview:
....................f.i.l.e.:./././.C.:./.U.s.e.r.s./.j.o.n.e.s./.A.p.p.D.a.t.a./.R.o.a.m.i.n.g./.M.i.c.r.o.s.o.f.t./.W.i.n.d.o.w.s./.S.t.a.r.t. .M.e.n.u./.P.r.o.g.r.a.m.s./.S.t.a.r.t.u.p./.s.v.c.h.o.
s.t...e.x.e.....P.o.l.i.c.y.S.t.a.t.e.m.e.n.t....v.e.r.s.i.o.n...1....P.e.r.m.i.s.s.i.o.n.S.e.t....c.l.a.s.s...S.y.s.t.e.m...S.e.c.u.r.i.t.y...P.e.r.m.i.s.s.i.o.n.S.e.t....v.e.r.s.i.o.n...1....U.n.r.e
.s.t.r.i.c.t.e.d...t.r.u.e................\...............f.i.l.e.:./././.C.:./.U.s.e.r.s./.j.o.n.e.s./.M.u.s.i.c./.f.u.l.l.v.i.e.w...e.x.e.....P.o.l.i.c.y.S.t.a.t.e.m.e.n.t....v.e.r.s.i.o.n...1....P.e.r.m.i.s.
s.i.o.n.S.e.t....c.l.a.s.s...S.y.s.t.e.m...S.e.c.u.r.i.t.y...P.e.r.m.i.s.s.i.o.n.S.e.t....v.e.r.s.i.o.n...1....U.n.r.e.s.t.r.i.c.t.e.d...t.r.u.e................................f.i.l.e.:./././.C.:./.U.s.e.r.s./.
j.o.n.e.s./.D.e.s.k.t.o.p./.4.7.1.4.D.6.8.D.B.B.9.F.9.A.C.3.6.4.2.5.F.2.E.C.7.3.E.D.4.3.4.C.F.5.7.4.0.7.F.3.6.0.6.3.C...e.x.e.....P.o.l.i.c.y.S.t.a.t.e.m.e.n.t....v.e.r.s.i.o.n...1
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File name: 4714D68DBB9F9AC36425F2EC73ED434CF57407F360
63C.exe

File size: 676608

MD5: 4df9b2c6531cde226bf1b0ae86d41162

SHA1: 9a42c49714905ea1e5f042a683fd80ecff10fc87

SHA256: 4714d68dbb9f9ac36425f2ec73ed434cf57407f36063c39
1e0bfbb9d0b96bbf9

SHA512: 292edf0d733d05b3b725ea00414299c6ccec8d50da9e0c
e3d50cafbf4144e87d3e62dcdadb11a2b139e39f8a72cb5
e394bd108e6d4413517cca459079df6ba8d

SSDEEP: 12288:xoxaLRopZpV0cs6jbfYKA/uxqxxHdRetMYxj3N5
HzjfB:exaLRUZ/PvAK7x+dRetMgj3N5Hzl

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......PE..L.....
.Y................................. ........@.. ....................... ............
@................................

General

File Icon

Icon Hash: 00828e8e8686b000

General
Entrypoint: 0x48ce0e

Entrypoint Section: .text

Digitally signed: true

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x598DF5B7 [Fri Aug 11 18:21:43 2017 UTC]

TLS Callbacks:

CLR (.Net) Version: v2.0.50727

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: f34d5f2d4577ed6d9ceec516c1f5a744

Signature Valid:

Signature Issuer:

Signature Validation Error:

Error Number:

Not Before, Not After

Subject Chain

Version:

Thumbprint MD5:

Thumbprint SHA-1:

Thumbprint SHA-256:

Serial:

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

Static PE Info

Authenticode Signature

Entrypoint Preview

Data Directories

Sections
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Snort IDS Alerts

Network Port Distribution

.text 0x2000 0x8ae14 0x8b000 False 0.937953153103 data 7.9564698476 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rsrc 0x8e000 0x750 0x800 False 0.37939453125 data 4.40768498219 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0x90000 0xc 0x200 False 0.044921875 data 0.101910425663 IMAGE_SCN_CNT_INITIALIZED_D
ATA, 
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

Network Behavior

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

06/11/21-
05:09:05.658550

TCP 2021176 ET TROJAN Bladabindi/njRAT CnC Command (ll) 49768 2090 192.168.2.4 192.169.69.25

06/11/21-
05:09:08.666842

ICMP 402 ICMP Destination Unreachable Port Unreachable 192.168.2.4 8.8.8.8

06/11/21-
05:09:09.625434

TCP 2021176 ET TROJAN Bladabindi/njRAT CnC Command (ll) 49769 2090 192.168.2.4 192.169.69.25

06/11/21-
05:09:13.405936

TCP 2021176 ET TROJAN Bladabindi/njRAT CnC Command (ll) 49770 2090 192.168.2.4 192.169.69.25

06/11/21-
05:09:18.259546

TCP 2021176 ET TROJAN Bladabindi/njRAT CnC Command (ll) 49771 2090 192.168.2.4 192.169.69.25

06/11/21-
05:09:22.130122

TCP 2021176 ET TROJAN Bladabindi/njRAT CnC Command (ll) 49772 2090 192.168.2.4 192.169.69.25

06/11/21-
05:09:25.939244

TCP 2021176 ET TROJAN Bladabindi/njRAT CnC Command (ll) 49773 2090 192.168.2.4 192.169.69.25

06/11/21-
05:09:29.698874

TCP 2021176 ET TROJAN Bladabindi/njRAT CnC Command (ll) 49774 2090 192.168.2.4 192.169.69.25

06/11/21-
05:09:33.589581

TCP 2021176 ET TROJAN Bladabindi/njRAT CnC Command (ll) 49777 2090 192.168.2.4 192.169.69.25

06/11/21-
05:09:37.421430

TCP 2021176 ET TROJAN Bladabindi/njRAT CnC Command (ll) 49778 2090 192.168.2.4 192.169.69.25

06/11/21-
05:09:41.192477

TCP 2021176 ET TROJAN Bladabindi/njRAT CnC Command (ll) 49779 2090 192.168.2.4 192.169.69.25

06/11/21-
05:09:45.021374

TCP 2021176 ET TROJAN Bladabindi/njRAT CnC Command (ll) 49780 2090 192.168.2.4 192.169.69.25

06/11/21-
05:09:48.795325

TCP 2021176 ET TROJAN Bladabindi/njRAT CnC Command (ll) 49781 2090 192.168.2.4 192.169.69.25

06/11/21-
05:09:52.908657

TCP 2021176 ET TROJAN Bladabindi/njRAT CnC Command (ll) 49782 2090 192.168.2.4 192.169.69.25

06/11/21-
05:09:56.927327

TCP 2021176 ET TROJAN Bladabindi/njRAT CnC Command (ll) 49783 2090 192.168.2.4 192.169.69.25

06/11/21-
05:10:00.522464

TCP 2021176 ET TROJAN Bladabindi/njRAT CnC Command (ll) 49784 2090 192.168.2.4 192.169.69.25

Resources

Imports

Version Infos

TCP Packets

UDP Packets

ICMP Packets

DNS Queries
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 11, 2021 05:09:03.615022898 CEST 192.168.2.4 8.8.8.8 0x3ef9 Standard query 
(0)

strangerst
rek.duckdns.org

A (IP address) IN (0x0001)

Jun 11, 2021 05:09:04.626250029 CEST 192.168.2.4 8.8.8.8 0x3ef9 Standard query 
(0)

strangerst
rek.duckdns.org

A (IP address) IN (0x0001)

Jun 11, 2021 05:09:09.047086000 CEST 192.168.2.4 8.8.8.8 0xf76e Standard query 
(0)

strangerst
rek.duckdns.org

A (IP address) IN (0x0001)

Jun 11, 2021 05:09:13.008507013 CEST 192.168.2.4 8.8.8.8 0xe2a2 Standard query 
(0)

strangerst
rek.duckdns.org

A (IP address) IN (0x0001)

Jun 11, 2021 05:09:17.239105940 CEST 192.168.2.4 8.8.8.8 0x3c0f Standard query 
(0)

strangerst
rek.duckdns.org

A (IP address) IN (0x0001)

Jun 11, 2021 05:09:21.675340891 CEST 192.168.2.4 8.8.8.8 0x7966 Standard query 
(0)

strangerst
rek.duckdns.org

A (IP address) IN (0x0001)

Jun 11, 2021 05:09:25.571778059 CEST 192.168.2.4 8.8.8.8 0xdcb6 Standard query 
(0)

strangerst
rek.duckdns.org

A (IP address) IN (0x0001)

Jun 11, 2021 05:09:29.371440887 CEST 192.168.2.4 8.8.8.8 0xf4dc Standard query 
(0)

strangerst
rek.duckdns.org

A (IP address) IN (0x0001)

Jun 11, 2021 05:09:33.061381102 CEST 192.168.2.4 8.8.8.8 0xd14e Standard query 
(0)

strangerst
rek.duckdns.org

A (IP address) IN (0x0001)

Jun 11, 2021 05:09:37.010565996 CEST 192.168.2.4 8.8.8.8 0xd901 Standard query 
(0)

strangerst
rek.duckdns.org

A (IP address) IN (0x0001)

Jun 11, 2021 05:09:40.844315052 CEST 192.168.2.4 8.8.8.8 0x11fc Standard query 
(0)

strangerst
rek.duckdns.org

A (IP address) IN (0x0001)

Jun 11, 2021 05:09:44.609051943 CEST 192.168.2.4 8.8.8.8 0x7124 Standard query 
(0)

strangerst
rek.duckdns.org

A (IP address) IN (0x0001)

Jun 11, 2021 05:09:48.424278975 CEST 192.168.2.4 8.8.8.8 0x7f39 Standard query 
(0)

strangerst
rek.duckdns.org

A (IP address) IN (0x0001)

Jun 11, 2021 05:09:52.262861013 CEST 192.168.2.4 8.8.8.8 0x9c89 Standard query 
(0)

strangerst
rek.duckdns.org

A (IP address) IN (0x0001)

Jun 11, 2021 05:09:56.365417004 CEST 192.168.2.4 8.8.8.8 0x6c8e Standard query 
(0)

strangerst
rek.duckdns.org

A (IP address) IN (0x0001)

Jun 11, 2021 05:10:00.210443974 CEST 192.168.2.4 8.8.8.8 0xdc29 Standard query 
(0)

strangerst
rek.duckdns.org

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jun 11, 2021 
05:09:04.881957054 
CEST

8.8.8.8 192.168.2.4 0x3ef9 No error (0) strangerst
rek.duckdns.org

192.169.69.25 A (IP address) IN (0x0001)

Jun 11, 2021 
05:09:08.666721106 
CEST

8.8.8.8 192.168.2.4 0x3ef9 Server failure (2) strangerst
rek.duckdns.org

none none A (IP address) IN (0x0001)

Jun 11, 2021 
05:09:09.306271076 
CEST

8.8.8.8 192.168.2.4 0xf76e No error (0) strangerst
rek.duckdns.org

192.169.69.25 A (IP address) IN (0x0001)

Jun 11, 2021 
05:09:13.067322016 
CEST

8.8.8.8 192.168.2.4 0xe2a2 No error (0) strangerst
rek.duckdns.org

192.169.69.25 A (IP address) IN (0x0001)

Jun 11, 2021 
05:09:17.300529003 
CEST

8.8.8.8 192.168.2.4 0x3c0f No error (0) strangerst
rek.duckdns.org

192.169.69.25 A (IP address) IN (0x0001)

Jun 11, 2021 
05:09:21.737289906 
CEST

8.8.8.8 192.168.2.4 0x7966 No error (0) strangerst
rek.duckdns.org

192.169.69.25 A (IP address) IN (0x0001)

Jun 11, 2021 
05:09:25.632543087 
CEST

8.8.8.8 192.168.2.4 0xdcb6 No error (0) strangerst
rek.duckdns.org

192.169.69.25 A (IP address) IN (0x0001)

Jun 11, 2021 
05:09:29.433598042 
CEST

8.8.8.8 192.168.2.4 0xf4dc No error (0) strangerst
rek.duckdns.org

192.169.69.25 A (IP address) IN (0x0001)

Jun 11, 2021 
05:09:33.114150047 
CEST

8.8.8.8 192.168.2.4 0xd14e No error (0) strangerst
rek.duckdns.org

192.169.69.25 A (IP address) IN (0x0001)

Jun 11, 2021 
05:09:37.069361925 
CEST

8.8.8.8 192.168.2.4 0xd901 No error (0) strangerst
rek.duckdns.org

192.169.69.25 A (IP address) IN (0x0001)

Jun 11, 2021 
05:09:40.906454086 
CEST

8.8.8.8 192.168.2.4 0x11fc No error (0) strangerst
rek.duckdns.org

192.169.69.25 A (IP address) IN (0x0001)

Jun 11, 2021 
05:09:44.663188934 
CEST

8.8.8.8 192.168.2.4 0x7124 No error (0) strangerst
rek.duckdns.org

192.169.69.25 A (IP address) IN (0x0001)

Jun 11, 2021 
05:09:48.488208055 
CEST

8.8.8.8 192.168.2.4 0x7f39 No error (0) strangerst
rek.duckdns.org

192.169.69.25 A (IP address) IN (0x0001)

DNS Answers
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Jun 11, 2021 
05:09:52.321726084 
CEST

8.8.8.8 192.168.2.4 0x9c89 No error (0) strangerst
rek.duckdns.org

192.169.69.25 A (IP address) IN (0x0001)

Jun 11, 2021 
05:09:56.619036913 
CEST

8.8.8.8 192.168.2.4 0x6c8e No error (0) strangerst
rek.duckdns.org

192.169.69.25 A (IP address) IN (0x0001)

Jun 11, 2021 
05:10:00.262615919 
CEST

8.8.8.8 192.168.2.4 0xdc29 No error (0) strangerst
rek.duckdns.org

192.169.69.25 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

File ActivitiesFile Activities

Start time: 05:07:53

Start date: 11/06/2021

Path: C:\Users\user\Desktop\4714D68DBB9F9AC36425F2EC73ED434CF57407F36063C.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\4714D68DBB9F9AC36425F2EC73ED434CF57407F36063C.exe' 

Imagebase: 0x3d0000

File size: 676608 bytes

MD5 hash: 4DF9B2C6531CDE226BF1B0AE86D41162

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_Njrat, Description: Yara detected Njrat, Source: 
00000000.00000002.681356331.0000000003C47000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: njrat1, Description: Identify njRat, Source: 
00000000.00000002.681356331.0000000003C47000.00000004.00000001.sdmp, Author: 
Brian Wallace @botnet_hunter
Rule: Njrat, Description: detect njRAT in memory, Source: 
00000000.00000002.681356331.0000000003C47000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_Njrat, Description: Yara detected Njrat, Source: 
00000000.00000002.680120099.0000000002A61000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: njrat1, Description: Identify njRat, Source: 
00000000.00000002.680120099.0000000002A61000.00000004.00000001.sdmp, Author: 
Brian Wallace @botnet_hunter
Rule: Njrat, Description: detect njRAT in memory, Source: 
00000000.00000002.680120099.0000000002A61000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Show Windows behavior

Analysis Process: 4714D68DBB9F9AC36425F2EC73ED434CF57407F36063C.exe PID:Analysis Process: 4714D68DBB9F9AC36425F2EC73ED434CF57407F36063C.exe PID:
6964 Parent PID: 57806964 Parent PID: 5780

General

File CreatedFile Created
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File ActivitiesFile Activities

Start time: 05:07:55

Start date: 11/06/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p

Imagebase: 0x7ff6eb840000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 05:08:13

Start date: 11/06/2021

Path: C:\Windows\SysWOW64\explorer.exe

Wow64 process (32bit): true

Commandline: 'C:\Windows\System32\explorer.exe' /c select, C:\Users\user\Music\fullview.exe

Imagebase: 0x3b0000

File size: 3611360 bytes

MD5 hash: 166AB1B9462E5C1D6D18EC5EC0B6A5F7

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 05:08:15

Start date: 11/06/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

File DeletedFile Deleted

File MovedFile Moved

File WrittenFile Written

File ReadFile Read

Analysis Process: svchost.exe PID: 7084 Parent PID: 568Analysis Process: svchost.exe PID: 7084 Parent PID: 568

General

Analysis Process: explorer.exe PID: 5908 Parent PID: 6964Analysis Process: explorer.exe PID: 5908 Parent PID: 6964

General

File CreatedFile Created

Analysis Process: explorer.exe PID: 6168 Parent PID: 800Analysis Process: explorer.exe PID: 6168 Parent PID: 800

General
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Commandline: C:\Windows\explorer.exe /factory,{75dff2b7-6936-4c06-a8bb-676a7b00b24b} -Embedding

Imagebase: 0x7ff6fee60000

File size: 3933184 bytes

MD5 hash: AD5296B280E8F522A8A897C96BAB0E1D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 05:08:16

Start date: 11/06/2021

Path: C:\Users\user\Music\fullview.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Music\fullview.exe' 

Imagebase: 0x740000

File size: 676608 bytes

MD5 hash: 4DF9B2C6531CDE226BF1B0AE86D41162

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_Njrat, Description: Yara detected Njrat, Source: 
00000004.00000002.756321021.000000000320B000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: njrat1, Description: Identify njRat, Source: 
00000004.00000002.756321021.000000000320B000.00000004.00000001.sdmp, Author: 
Brian Wallace @botnet_hunter
Rule: Njrat, Description: detect njRAT in memory, Source: 
00000004.00000002.756321021.000000000320B000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_Njrat, Description: Yara detected Njrat, Source: 
00000004.00000002.756794475.0000000003FB7000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: njrat1, Description: Identify njRat, Source: 
00000004.00000002.756794475.0000000003FB7000.00000004.00000001.sdmp, Author: 
Brian Wallace @botnet_hunter
Rule: Njrat, Description: detect njRAT in memory, Source: 
00000004.00000002.756794475.0000000003FB7000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_Njrat, Description: Yara detected Njrat, Source: 
00000004.00000002.755773699.0000000002DD1000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: njrat1, Description: Identify njRat, Source: 
00000004.00000002.755773699.0000000002DD1000.00000004.00000001.sdmp, Author: 
Brian Wallace @botnet_hunter
Rule: Njrat, Description: detect njRAT in memory, Source: 
00000004.00000002.755773699.0000000002DD1000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Antivirus matches: Detection: 100%, Avira
Detection: 100%, Joe Sandbox ML
Detection: 79%, ReversingLabs

Reputation: low

Show Windows behavior

Show Windows behavior

Analysis Process: fullview.exe PID: 5616 Parent PID: 6168Analysis Process: fullview.exe PID: 5616 Parent PID: 6168

General

File CreatedFile Created

File DeletedFile Deleted

File MovedFile Moved

File WrittenFile Written

File ReadFile Read
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File ActivitiesFile Activities

Start time: 05:08:20

Start date: 11/06/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p

Imagebase: 0x7ff6eb840000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 05:08:27

Start date: 11/06/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p

Imagebase: 0x7ff6eb840000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 05:08:33

Start date: 11/06/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p

Imagebase: 0x7ff6eb840000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Key Value CreatedKey Value Created

Analysis Process: svchost.exe PID: 6476 Parent PID: 568Analysis Process: svchost.exe PID: 6476 Parent PID: 568

General

Analysis Process: svchost.exe PID: 6524 Parent PID: 568Analysis Process: svchost.exe PID: 6524 Parent PID: 568

General

Analysis Process: svchost.exe PID: 6868 Parent PID: 568Analysis Process: svchost.exe PID: 6868 Parent PID: 568

General

Copyright Joe Security LLC 2021 Page 24 of 28



File ActivitiesFile Activities Show Windows behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 05:08:35

Start date: 11/06/2021

Path: C:\Users\user\Music\fullview.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\Music\fullview.exe

Imagebase: 0xdc0000

File size: 676608 bytes

MD5 hash: 4DF9B2C6531CDE226BF1B0AE86D41162

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_Njrat, Description: Yara detected Njrat, Source: 
0000000B.00000000.736589256.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: njrat1, Description: Identify njRat, Source: 
0000000B.00000000.736589256.0000000000402000.00000040.00000001.sdmp, Author: 
Brian Wallace @botnet_hunter
Rule: Njrat, Description: detect njRAT in memory, Source: 
0000000B.00000000.736589256.0000000000402000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_Njrat, Description: Yara detected Njrat, Source: 
0000000B.00000002.900690082.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: njrat1, Description: Identify njRat, Source: 
0000000B.00000002.900690082.0000000000402000.00000040.00000001.sdmp, Author: 
Brian Wallace @botnet_hunter
Rule: Njrat, Description: detect njRAT in memory, Source: 
0000000B.00000002.900690082.0000000000402000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Show Windows behavior

Show Windows behavior

Start time: 05:08:43

Start date: 11/06/2021

Path: C:\Users\user\Music\fullview.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Music\fullview.exe' -boot

Imagebase: 0xd30000

Analysis Process: fullview.exe PID: 7080 Parent PID: 5616Analysis Process: fullview.exe PID: 7080 Parent PID: 5616

General

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Key CreatedKey Created

Key Value CreatedKey Value Created

Key Value ModifiedKey Value Modified

Analysis Process: fullview.exe PID: 7088 Parent PID: 3424Analysis Process: fullview.exe PID: 7088 Parent PID: 3424

General
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File size: 676608 bytes

MD5 hash: 4DF9B2C6531CDE226BF1B0AE86D41162

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_Njrat, Description: Yara detected Njrat, Source: 
0000000C.00000002.817394894.00000000046A7000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: njrat1, Description: Identify njRat, Source: 
0000000C.00000002.817394894.00000000046A7000.00000004.00000001.sdmp, Author: 
Brian Wallace @botnet_hunter
Rule: Njrat, Description: detect njRAT in memory, Source: 
0000000C.00000002.817394894.00000000046A7000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_Njrat, Description: Yara detected Njrat, Source: 
0000000C.00000002.813989539.00000000034C1000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: njrat1, Description: Identify njRat, Source: 
0000000C.00000002.813989539.00000000034C1000.00000004.00000001.sdmp, Author: 
Brian Wallace @botnet_hunter
Rule: Njrat, Description: detect njRAT in memory, Source: 
0000000C.00000002.813989539.00000000034C1000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Start time: 05:08:51

Start date: 11/06/2021

Path: C:\Users\user\Music\fullview.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Music\fullview.exe' -boot

Imagebase: 0x7ff69f0d0000

File size: 676608 bytes

MD5 hash: 4DF9B2C6531CDE226BF1B0AE86D41162

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_Njrat, Description: Yara detected Njrat, Source: 
0000000D.00000002.830327224.0000000003DE7000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: njrat1, Description: Identify njRat, Source: 
0000000D.00000002.830327224.0000000003DE7000.00000004.00000001.sdmp, 
Author: Brian Wallace @botnet_hunter
Rule: Njrat, Description: detect njRAT in memory, Source: 
0000000D.00000002.830327224.0000000003DE7000.00000004.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_Njrat, Description: Yara detected Njrat, Source: 
0000000D.00000002.829183550.0000000002E26000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: njrat1, Description: Identify njRat, Source: 
0000000D.00000002.829183550.0000000002E26000.00000004.00000001.sdmp, Author: 
Brian Wallace @botnet_hunter
Rule: Njrat, Description: detect njRAT in memory, Source: 
0000000D.00000002.829183550.0000000002E26000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_Njrat, Description: Yara detected Njrat, Source: 
0000000D.00000002.828936006.0000000002C18000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: njrat1, Description: Identify njRat, Source: 
0000000D.00000002.828936006.0000000002C18000.00000004.00000001.sdmp, Author: 
Brian Wallace @botnet_hunter
Rule: Njrat, Description: detect njRAT in memory, Source: 
0000000D.00000002.828936006.0000000002C18000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Analysis Process: fullview.exe PID: 5544 Parent PID: 3424Analysis Process: fullview.exe PID: 5544 Parent PID: 3424

General

Analysis Process: fullview.exe PID: 6400 Parent PID: 7088Analysis Process: fullview.exe PID: 6400 Parent PID: 7088

Copyright Joe Security LLC 2021 Page 26 of 28



Start time: 05:09:03

Start date: 11/06/2021

Path: C:\Users\user\Music\fullview.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\Music\fullview.exe

Imagebase: 0xd40000

File size: 676608 bytes

MD5 hash: 4DF9B2C6531CDE226BF1B0AE86D41162

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_Njrat, Description: Yara detected Njrat, Source: 
00000010.00000002.821203720.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: njrat1, Description: Identify njRat, Source: 
00000010.00000002.821203720.0000000000402000.00000040.00000001.sdmp, Author: 
Brian Wallace @botnet_hunter
Rule: Njrat, Description: detect njRAT in memory, Source: 
00000010.00000002.821203720.0000000000402000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_Njrat, Description: Yara detected Njrat, Source: 
00000010.00000000.796452577.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: njrat1, Description: Identify njRat, Source: 
00000010.00000000.796452577.0000000000402000.00000040.00000001.sdmp, Author: 
Brian Wallace @botnet_hunter
Rule: Njrat, Description: detect njRAT in memory, Source: 
00000010.00000000.796452577.0000000000402000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Start time: 05:09:10

Start date: 11/06/2021

Path: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start 
Menu\Programs\Startup\svchost.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\svc
host.exe' 

Imagebase: 0x980000

File size: 676608 bytes

MD5 hash: 4DF9B2C6531CDE226BF1B0AE86D41162

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_Njrat, Description: Yara detected Njrat, Source: 
00000011.00000002.829265628.0000000003691000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: njrat1, Description: Identify njRat, Source: 
00000011.00000002.829265628.0000000003691000.00000004.00000001.sdmp, Author: 
Brian Wallace @botnet_hunter
Rule: Njrat, Description: detect njRAT in memory, Source: 
00000011.00000002.829265628.0000000003691000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_Njrat, Description: Yara detected Njrat, Source: 
00000011.00000002.831852482.0000000004877000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: njrat1, Description: Identify njRat, Source: 
00000011.00000002.831852482.0000000004877000.00000004.00000001.sdmp, Author: 
Brian Wallace @botnet_hunter
Rule: Njrat, Description: detect njRAT in memory, Source: 
00000011.00000002.831852482.0000000004877000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Antivirus matches: Detection: 100%, Avira
Detection: 100%, Joe Sandbox ML
Detection: 79%, ReversingLabs

Reputation: low

General

Analysis Process: svchost.exe PID: 4576 Parent PID: 3424Analysis Process: svchost.exe PID: 4576 Parent PID: 3424

General
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Start time: 05:09:10

Start date: 11/06/2021

Path: C:\Users\user\Music\fullview.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\Music\fullview.exe

Imagebase: 0xd30000

File size: 676608 bytes

MD5 hash: 4DF9B2C6531CDE226BF1B0AE86D41162

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_Njrat, Description: Yara detected Njrat, Source: 
00000012.00000000.811837590.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: njrat1, Description: Identify njRat, Source: 
00000012.00000000.811837590.0000000000402000.00000040.00000001.sdmp, Author: 
Brian Wallace @botnet_hunter
Rule: Njrat, Description: detect njRAT in memory, Source: 
00000012.00000000.811837590.0000000000402000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_Njrat, Description: Yara detected Njrat, Source: 
00000012.00000002.837153151.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: njrat1, Description: Identify njRat, Source: 
00000012.00000002.837153151.0000000000402000.00000040.00000001.sdmp, Author: 
Brian Wallace @botnet_hunter
Rule: Njrat, Description: detect njRAT in memory, Source: 
00000012.00000002.837153151.0000000000402000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Analysis Process: fullview.exe PID: 1668 Parent PID: 5544Analysis Process: fullview.exe PID: 1668 Parent PID: 5544

General
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