
ID: 433015
Cookbook: browseurl.jbs
Time: 05:51:07
Date: 11/06/2021
Version: 32.0.0 Black Diamond
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Analysis Report https://pbox.photobox.co.uk/dynclick/photobox-uk/?eml-publisher=photobox-uk&eml-name=phx_t_uk_new_crn_e2_bau_all&uid=67912768&eurl=http://photobox-mkt-prod1-t.campaign.adobe.com/r/?id=h4e5ec0b9,69a17086,5eb6e68f…

Overview

General Information

Sample URL: https://pbox.photobox.co.u
k/dynclick/photobox-uk/?e
ml-publisher=photobox-uk.
..l=photobox-mkt-prod1-t.c
ampaign.adobe.com/r/?id=
h4e5ec0b9,69a17086,5eb6
e68f

Analysis ID: 433015

Infos:

Most interesting Screenshot:

Detection

Score: 56

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for subAntivirus / Scanner detection for sub……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Classification

Malware Configuration

Yara Overview

Sigma Overview

No Sigma rule has matched

Signature Overview

Click to jump to signature section

AV Detection:

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

iexplore.exe (PID: 5380 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)

iexplore.exe (PID: 6024 cmdline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:5380 CREDAT:17410 /prefetch:2 MD5: 

071277CC2E3DF41EEEA8013E2AB58D5A)
cleanup

No configs have been found

No yara matches

Process Tree
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AV Detection:

Antivirus / Scanner detection for submitted sample

Multi AV Scanner detection for submitted file

Mitre Att&ck Matrix
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Automated
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Cloud
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Delete
Device
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Behavior Graph

ID: 433015

URL: https://pbox.photobox.co.uk...

Startdate: 11/06/2021

Architecture: WINDOWS

Score: 56

favicon.ico

Antivirus / Scanner
detection for submitted

sample

Multi AV Scanner detection
for submitted file

iexplore.exe

2 84

        started       

iexplore.exe

27

        started       

pb.eulerian.net

109.232.195.140, 443, 49715, 49716

EULERIAN-ASFR

France

photobox-uk.eulerian.net pbox.photobox.co.uk

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Behavior Graph

Screenshots

Copyright Joe Security LLC 2021 Page 4 of 14



Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Source Detection Scanner Label Link

https://pbox.photobox.co.uk/dynclick/photobox-uk/?eml-publisher=photobox-uk&eml-
name=phx_t_uk_new_crn_e2_bau_all&uid=67912768&eurl=photobox-mkt-prod1-
t.campaign.adobe.com/r/?id=h4e5ec0b9,69a17086,5eb6e68f

7% Virustotal Browse

https://pbox.photobox.co.uk/dynclick/photobox-uk/?eml-publisher=photobox-uk&eml-
name=phx_t_uk_new_crn_e2_bau_all&uid=67912768&eurl=photobox-mkt-prod1-
t.campaign.adobe.com/r/?id=h4e5ec0b9,69a17086,5eb6e68f

100% Avira URL Cloud phishing

No Antivirus matches

No Antivirus matches

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files
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https://www.virustotal.com/gui/url/a5c2ca3b64dd007765a7ae852edd1f87eb3b46bc4c7dfa6fd89fc3c970344897/detection/u-a5c2ca3b64dd007765a7ae852edd1f87eb3b46bc4c7dfa6fd89fc3c970344897-1623382680


General Information

Joe Sandbox Version: 32.0.0 Black Diamond

Analysis ID: 433015

Start date: 11.06.2021

Start time: 05:51:07

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 2m 47s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://pbox.photobox.co.uk/dynclick/photobox-uk/
?eml-publisher=photobox-uk&eml-name=phx_t_uk_new
_crn_e2_bau_all&uid=67912768&eurl=photobox-mkt-pr
od1-t.campaign.adobe.com/r/?
id=h4e5ec0b9,69a17086,5eb6e68f

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 16

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
AMSI enabled

Source Detection Scanner Label Link

pb.eulerian.net 0% Virustotal Browse

pbox.photobox.co.uk 3% Virustotal Browse

Source Detection Scanner Label Link

www.wikipedia.com/ 0% URL Reputation safe

www.wikipedia.com/ 0% URL Reputation safe

www.wikipedia.com/ 0% URL Reputation safe

www.wikipedia.com/ 0% URL Reputation safe

Name IP Active Malicious Antivirus Detection Reputation

pb.eulerian.net 109.232.195.140 true false 0%, Virustotal, Browse unknown

pbox.photobox.co.uk unknown unknown false 3%, Virustotal, Browse unknown

favicon.ico unknown unknown false unknown

IP Domain Country Flag ASN ASN Name Malicious

109.232.195.140 pb.eulerian.net France 50234 EULERIAN-ASFR false

Domains

URLs

Domains and IPs

Contacted Domains

URLs from Memory and Binaries

Contacted IPs

Public
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https://www.virustotal.com/gui/url/e0b6c997a561a4be3d572b6510d3f66a95af82318c8b888b3045f4c885770059/detection/u-e0b6c997a561a4be3d572b6510d3f66a95af82318c8b888b3045f4c885770059-1512241517
https://www.virustotal.com/gui/url/0bed2670cb71078aa6af141e1813bdb2c7168114e1acd6d13c494e337cc9b5d8/detection/u-0bed2670cb71078aa6af141e1813bdb2c7168114e1acd6d13c494e337cc9b5d8-1623369841
https://www.virustotal.com/gui/url/e0b6c997a561a4be3d572b6510d3f66a95af82318c8b888b3045f4c885770059/detection/u-e0b6c997a561a4be3d572b6510d3f66a95af82318c8b888b3045f4c885770059-1512241517
https://www.virustotal.com/gui/url/0bed2670cb71078aa6af141e1813bdb2c7168114e1acd6d13c494e337cc9b5d8/detection/u-0bed2670cb71078aa6af141e1813bdb2c7168114e1acd6d13c494e337cc9b5d8-1623369841


Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal56.win@3/15@2/1

Cookbook Comments: Adjust boot time
Enable AMSI

Warnings:

No simulations

No context

No context

No context

No context

No context

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{CBD9B519-CAB3-11EB-90E4-ECF4BB862DED}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 30296

Entropy (8bit): 1.8596723715627925

Encrypted: false

SSDEEP: 48:IwKGcprvGwpLeG/ap8wGIpcyMGvnZpvyOGoKqp9y0Go4dpmykGWAQ9yiGWWQvyTt:ruZZZ82gWyVtywfyPdMyayUyzfyNMX

MD5: 5452C1CAD5163FAB9C588A74BDEA5BD7

SHA1: A1412E459904EB0C0ECC980A7828B58FED19630A

SHA-256: AE7940E95BF9AF4F4EC8A641C8527AF4FE8F375220A78473FBD0569B0A4791FA

SHA-512: 7F1FF438914B547F849195A82A51C64AF980A8CAC115687CE762CDEB1C68C75BB0F0D7BCBA20D697343050B8790FDFCD09D05F54935892E666CF60C55FADCA27

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{CBD9B51B-CAB3-11EB-90E4-ECF4BB862DED}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 24316

Entropy (8bit): 1.6622300562380494

Encrypted: false

SSDEEP: 48:Iw0GcprBGwpa4G4pQMGrapbSGGQpBVMGHHpcVtTGUp8VqGzYpmVwVGopr1Hwolqz:roZbQo6KBS+jl2RW0Mol1HlS4g

MD5: 03B0F47A34A5BE0B0279603A8D805AEC

SHA1: 245F0EB9FE6BFF1E68A09A83DF00F8DA21C7E36A

SHA-256: FF4DECA87C4DD94BF1838C9F08EDA1DC471739DD5B2A6F384ACCC0D6601843B3

SHA-512: 81640573EC41E77797F358B19E251A931C196760789FFF3007061F892273115BF8F8ED278FFB5936D528AAA0DBFB5DAFA5B69C3D404B6C4775A4935870636509

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{CBD9B51C-CAB3-11EB-90E4-ECF4BB862DED}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 16984

Entropy (8bit): 1.5654487017861438

Encrypted: false

SSDEEP: 48:IwfGcpreGwpanG4pQDGrapbSGGQpKHG7HpR4TGIpG:r1ZWQJ6nBS+AmTcA

MD5: 3EE000E23B1DD4FE62B69E16E8C04977

SHA1: 400DAF20F0BFDB34475F002187C829EF0752AF3A

SHA-256: B76A943E3CAC4B99B32C429256032C8C65511EC341278B4B850DCC70E7B19AEE

SHA-512: EF7F7911F8100A828D3CEC8AD068656994EF3F8B7ECBFED7F02028175763281BB4081663660EE7CB3DDE7C2ADE5CF37BDEE76DD2E064C4410CE4EB6AEB13B7
30

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 656

Entropy (8bit): 5.065720306991543

Encrypted: false

SSDEEP: 12:TMHdNMNxOE6CnWimI002EtM3MHdNMNxOE6CnWimI00ObVbkEtMb:2d6NxO9CSZHKd6NxO9CSZ76b

MD5: C596F69610AFD8764901C6FF682C491A

SHA1: 65EE6D40D392CF36F32964664736F6A131097302

SHA-256: 5618456FAF4E02EC11F5A07CE8E8CBF8AD57C351F19D5EE437AAE1D2A405F63B

SHA-512: 1FAE63D28FF570A75C9C41A4DF5C5150E437C388465A18FF87C398D865A7F9B8AE67BBA0077AF2B37395C62031EF63086EAC5EC275F418ACDAAB7E53C1A1898
A

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xa14e4449,0x01d75ec0</date><
accdate>0xa14e4449,0x01d75ec0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xa14e4449,0x01d75ec0</date><accdate>0
xa14e4449,0x01d75ec0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile
></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 653

Entropy (8bit): 5.088632898343171

Encrypted: false
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SSDEEP: 12:TMHdNMNxe2k6CnWimI002EtM3MHdNMNxe2k6CnWimI00Obkak6EtMb:2d6NxrdCSZHKd6NxrdCSZ7Aa7b

MD5: 0E84FF82C5DD0924C06C9153D75ABFC7

SHA1: 461F38DA03DEF1060871B6D45C4FCF990D3934FC

SHA-256: 7CE5C6B029F3ACB4BF0E4CFE3886ABEA39F6893D68EE654DFF754B1CBDFE62DD

SHA-512: 3898A618296393C147FDAC92864D14C0BF84D14FDD7CAB45B68834CD3D52CB650739460A4D5151C187A8F08C7CAA7A5093E3696B3FE03802F94053E8F1262529

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xa14e4449,0x01d75ec0</date><a
ccdate>0xa14e4449,0x01d75ec0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xa14e4449,0x01d75ec0</date><a
ccdate>0xa14e4449,0x01d75ec0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-21706820\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 662

Entropy (8bit): 5.085124961768805

Encrypted: false

SSDEEP: 12:TMHdNMNxvL6CnWimI002EtM3MHdNMNxvL6CnWimI00ObmZEtMb:2d6Nxv+CSZHKd6Nxv+CSZ7mb

MD5: A5E70A6C01799C896D33AB725D8F1ABF

SHA1: 50590B96A05D1FC4157088A5A1037D20255B2277

SHA-256: 106526D12AC7E935BCBDF5F6BB74F68B46146CB01C14F3442DD724A9FA79CECC

SHA-512: 0A985C5D6990C8812F4D8F1CE3F0D0B73F8CF5E82981F8EBE1CD00945B4CD6F8647EDE8019F02EC1DFECC30AE3423AD245799D433208C897BAE125DC2D0AE15
6

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xa14e4449,0x01d75ec0</date>
<accdate>0xa14e4449,0x01d75ec0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xa14e4449,0x01d75ec0</date><accda
te>0xa14e4449,0x01d75ec0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-4759708130\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 647

Entropy (8bit): 5.081081236519677

Encrypted: false

SSDEEP: 12:TMHdNMNxi6CnWimI002EtM3MHdNMNxi6CnWimI00Obd5EtMb:2d6NxXCSZHKd6NxXCSZ7Jjb

MD5: 9DB1B14B287745C7CF7B9BF40E185264

SHA1: 9ACB7D453B98C5E97B8069CC65E551F5FA4C7DF8

SHA-256: 8E642A7AE9C657D68A422D666128DBA6474B90FD2803FAF2B3CE13B4F47CB30E

SHA-512: 36777641BBBB64C0DEC0112107C8FD3B1F15D91DDD5CE7A1FA74CE67723FCF036894012BC03D343943FD085591757BA0918646992EA300F61B5476A50E4A7476

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xa14e4449,0x01d75ec0</date><acc
date>0xa14e4449,0x01d75ec0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml 
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xa14e4449,0x01d75ec0</date><accdate>0xa14e4
449,0x01d75ec0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 656

Entropy (8bit): 5.066212432759816

Encrypted: false

SSDEEP: 12:TMHdNMNxhGwSCnWimI002EtM3MHdNMNxhGwSCnWimI00Ob8K075EtMb:2d6NxQRCSZHKd6NxQRCSZ7YKajb

MD5: 1793E847581F21C20AF925D2EE32F3B3

SHA1: 0A7D777589B4F0955AD2F671C2AC4DF51F5C7475

SHA-256: 289F9A7AE74C946A1A38EB4C717B4B4F352D48F25E47764B740B16DCFB8D2B2B
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SHA-512: F4FC2C3EF6266A79B235B493C44F119A4005219798D586BCEC8FD73D41B7F7812C35361F08E00523C05CD997A6DB2ADAD427E0BC7FBBE106D94D9A78A8CFE2C
D

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xa157cdb3,0x01d75ec0</date><
accdate>0xa157cdb3,0x01d75ec0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xa157cdb3,0x01d75ec0</date><accdate>0
xa157cdb3,0x01d75ec0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-8760897390\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 653

Entropy (8bit): 5.06875962728193

Encrypted: false

SSDEEP: 12:TMHdNMNx0n6CnWimI002EtM3MHdNMNx0n6CnWimI00ObxEtMb:2d6Nx06CSZHKd6Nx06CSZ7nb

MD5: 5238E1DD52093DC89B13DCC977CC16F9

SHA1: 3B383090C1AB6DDDE2E567E312602BB280B33D3C

SHA-256: 8CAB317A2D3ECD23E0D1033B1401E4C2FDB1EEEAD4742B8A750EE7B2350DF7B5

SHA-512: E6046293429AF4004BA711D2DE789B34BE9D662F20119EE557EB3A275E11FDD6AFE4ED30CB03B5D9198E5D58B3F9CADAD3EB37B3A64AF533C56A0C556626225
E

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xa14e4449,0x01d75ec0</date><a
ccdate>0xa14e4449,0x01d75ec0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xa14e4449,0x01d75ec0</date><accdate>0xa
14e4449,0x01d75ec0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 656

Entropy (8bit): 5.10614400826224

Encrypted: false

SSDEEP: 12:TMHdNMNxx6CnWimI002EtM3MHdNMNxx6CnWimI00Ob6Kq5EtMb:2d6NxgCSZHKd6NxgCSZ7ob

MD5: E339C5023B4E5983C034A82AF04E34DE

SHA1: BB3DEE5AC3918B692A4A865CC192E3FFA5C05093

SHA-256: CE8D4043D0FC9673C90C189D38F10DC83C1E756E52A6C85F8F9B3C4A0CD8C877

SHA-512: E63AFA29820ACA2B426085F9AB7E8D51FDCF8734BFDC4DF991BDAF0545B79CC5ABA8C0A10754DEC0D34CD1E097226BCDDEA32BC0DDF634897C150C06B322B
B56

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xa14e4449,0x01d75ec0</date><
accdate>0xa14e4449,0x01d75ec0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xa14e4449,0x01d75ec0</date><accdate>0
xa14e4449,0x01d75ec0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\NYTimes.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 659

Entropy (8bit): 5.08575232157105

Encrypted: false

SSDEEP: 12:TMHdNMNxc6CnWimI002EtM3MHdNMNxc6CnWimI00ObVEtMb:2d6NxVCSZHKd6NxVCSZ7Db

MD5: 56F1C9C62635500E5A67417555C6487A

SHA1: 4ABB2963A5E5DFBF9305171085838E10CFEA6282

SHA-256: 311F2D2141DDE869A1BA1868B49D143D20E51D3B78DC3680490F017F37C2C6E9

SHA-512: 8346DDFAB9A9FF5BC3C2F01E879D2FF1183EC420C67513B81D094F233B4E4EC4683F85586850C99ACE8E30A3C4D96F1A8F670C1CA8D481507789BD81B2106226

Malicious: false

Reputation: low
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Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xa14e4449,0x01d75ec0</date>
<accdate>0xa14e4449,0x01d75ec0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xa14e4449,0x01d75ec0</date><accdate
>0xa14e4449,0x01d75ec0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook
.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin8215062560\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 653

Entropy (8bit): 5.06702084347384

Encrypted: false

SSDEEP: 12:TMHdNMNxfn6CnWimI002EtM3MHdNMNxfn6CnWimI00Obe5EtMb:2d6NxyCSZHKd6NxyCSZ7ijb

MD5: A8CB002EC3F432829FC3B6B3D417B510

SHA1: C102E54CAB53C165095E9872D82F1BB69BD0AF3A

SHA-256: D7E2D592BB1CE80B671C0C475FBEF57E121F7F797C2795A2B6AD1D5157E85CD4

SHA-512: 0B3A17B8B29ABAB73AD3CB043F87819891BC0D4F4301468AB1B19B944F51D3823C6DAEA2CA6801276F66ED71A748BF0B063C12EF4C0C3CD07293EA004948D25
4

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xa14e4449,0x01d75ec0</date><a
ccdate>0xa14e4449,0x01d75ec0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xa14e4449,0x01d75ec0</date><a
ccdate>0xa14e4449,0x01d75ec0</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Go
ogle.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Temp\~DF064861729EF31591.TMP
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 25441

Entropy (8bit): 0.28720910823919027

Encrypted: false

SSDEEP: 24:c9lLh9lLh9lIn9lIn9lRx/9lRJ9lTb9lTb9lSSU9lSSU9laAa/9laA:kBqoxxJhHWSVSEab

MD5: 86F04E1BBCB56C3386CA9EC0E0A1C385

SHA1: D28050C0BE68D4053CF97573CDF37D90ACFB3A10

SHA-256: 9630919A1EC5741B0EC21D2F80445DDDDD086C4F80C18BE9F4481CD7435B7337

SHA-512: 41245A679911C7DA7C720E3280FA0589AD3BAD2D7DA78987616C8BC33BC04B554F897227A68199F7FA99E3C794F60970009D58A17A1B9059C3AEEC2D1CFC1968

Malicious: false

Reputation: low

Preview:
.............................*%..H..M..{y..+.0...(................... ...............................................*%..H..M..{y..+.0...(................... ............................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\~DF0D7A3DA90B54323D.TMP
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 13029

Entropy (8bit): 0.4804309619382122

Encrypted: false

SSDEEP: 24:c9lLh9lLh9lIn9lIn9loVF9loP9lWS2zEk:kBqoIQuS2ok

MD5: 752FBEFE88C0364D489351BDD952739C

SHA1: 4F179667AD05EEB507A0610802E3A048B3B5577F

SHA-256: E2972255006A3C945624CA1B5EDEEBC7E96C7FC9D0B4D90723DB9ED778C725E9

SHA-512: 08E8F2DFDEC0B7E65113E7F2D7E0702D9BC62AC4CA5ECA3CF855628672A684C8E9F3C2C35424DE8CF6379001D5CA0C837E5FE50B51C8D76CE4007DE96D2B98
57

Malicious: false

Reputation: low

Preview:
.............................*%..H..M..{y..+.0...(................... ...............................................*%..H..M..{y..+.0...(................... ............................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................
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Static File Info

No static file info

Network Port Distribution

C:\Users\user\AppData\Local\Temp\~DF3B64D51FB7B2EB20.TMP
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 34509

Entropy (8bit): 0.37737795390921763

Encrypted: false

SSDEEP: 48:kBqoxKAuvScS+VBV/VNVMVwIVwJ1Hwolf:kBqoxKAuvScS+npLCJk1Hlf

MD5: 3B1242EBAA4CA35B1A8D518D5859F581

SHA1: 4975D1DE80A8C02941EBCC6146EE159C4308224E

SHA-256: C578F6CF5D4404AC0FC70619DA91AD292A5CFA09C85B1EA3D0614BD2BBAACA34

SHA-512: D647F817D498017774A9C38CF93C2E2955849F9EEF69145D4B54F80CE46A8C48B3787D98DE4C9DAB840DEEE3E5C13469561906EBC133A0833EE838322B7AC6EF

Malicious: false

Reputation: low

Preview:
.............................*%..H..M..{y..+.0...(................... ...............................................*%..H..M..{y..+.0...(................... ............................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 11, 2021 05:51:56.349126101 CEST 192.168.2.3 8.8.8.8 0x866e Standard query 
(0)

pbox.photo
box.co.uk

A (IP address) IN (0x0001)

Jun 11, 2021 05:52:12.709167004 CEST 192.168.2.3 8.8.8.8 0xee8e Standard query 
(0)

favicon.ico A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jun 11, 2021 
05:51:56.410259962 
CEST

8.8.8.8 192.168.2.3 0x866e No error (0) pbox.photo
box.co.uk

photobox-
uk.eulerian.net

CNAME 
(Canonical name)

IN (0x0001)

Jun 11, 2021 
05:51:56.410259962 
CEST

8.8.8.8 192.168.2.3 0x866e No error (0) photobox-u
k.eulerian.net

pb.eulerian.net CNAME 
(Canonical name)

IN (0x0001)

Jun 11, 2021 
05:51:56.410259962 
CEST

8.8.8.8 192.168.2.3 0x866e No error (0) pb.eulerian.net 109.232.195.140 A (IP address) IN (0x0001)

Jun 11, 2021 
05:52:12.772844076 
CEST

8.8.8.8 192.168.2.3 0xee8e Name error (3) favicon.ico none none A (IP address) IN (0x0001)

TCP Packets

UDP Packets

DNS Queries

DNS Answers

HTTPS Packets
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

Jun 11, 2021 
05:51:56.546086073 
CEST

109.232.195.140 443 192.168.2.3 49715 CN=pbox.photobox.co.uk 
CN=R3, O=Let's Encrypt, 
C=US CN=ISRG Root X1, 
O=Internet Security Research 
Group, C=US

CN=R3, O=Let's 
Encrypt, C=US 
CN=ISRG Root 
X1, O=Internet 
Security Research 
Group, C=US 
CN=DST Root CA 
X3, O=Digital 
Signature Trust 
Co.

Sun Jun 
06 
22:50:15 
CEST 
2021 Fri 
Sep 04 
02:00:00 
CEST 
2020 
Wed 
Jan 20 
20:14:03 
CET 
2021

Sat Sep 
04 
22:50:15 
CEST 
2021 
Mon 
Sep 15 
18:00:00 
CEST 
2025 
Mon 
Sep 30 
20:14:03 
CEST 
2024

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=R3, O=Let's Encrypt, 
C=US

CN=ISRG Root 
X1, O=Internet 
Security Research 
Group, C=US

Fri Sep 
04 
02:00:00 
CEST 
2020

Mon 
Sep 15 
18:00:00 
CEST 
2025

CN=ISRG Root X1, O=Internet 
Security Research Group, 
C=US

CN=DST Root CA 
X3, O=Digital 
Signature Trust 
Co.

Wed 
Jan 20 
20:14:03 
CET 
2021

Mon 
Sep 30 
20:14:03 
CEST 
2024

Jun 11, 2021 
05:51:56.546217918 
CEST

109.232.195.140 443 192.168.2.3 49716 CN=pbox.photobox.co.uk 
CN=R3, O=Let's Encrypt, 
C=US CN=ISRG Root X1, 
O=Internet Security Research 
Group, C=US

CN=R3, O=Let's 
Encrypt, C=US 
CN=ISRG Root 
X1, O=Internet 
Security Research 
Group, C=US 
CN=DST Root CA 
X3, O=Digital 
Signature Trust 
Co.

Sun Jun 
06 
22:50:15 
CEST 
2021 Fri 
Sep 04 
02:00:00 
CEST 
2020 
Wed 
Jan 20 
20:14:03 
CET 
2021

Sat Sep 
04 
22:50:15 
CEST 
2021 
Mon 
Sep 15 
18:00:00 
CEST 
2025 
Mon 
Sep 30 
20:14:03 
CEST 
2024

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=R3, O=Let's Encrypt, 
C=US

CN=ISRG Root 
X1, O=Internet 
Security Research 
Group, C=US

Fri Sep 
04 
02:00:00 
CEST 
2020

Mon 
Sep 15 
18:00:00 
CEST 
2025

CN=ISRG Root X1, O=Internet 
Security Research Group, 
C=US

CN=DST Root CA 
X3, O=Digital 
Signature Trust 
Co.

Wed 
Jan 20 
20:14:03 
CET 
2021

Mon 
Sep 30 
20:14:03 
CEST 
2024

Analysis Process: iexplore.exe PID: 5380 Parent PID: 792Analysis Process: iexplore.exe PID: 5380 Parent PID: 792

General

Copyright Joe Security LLC 2021 Page 13 of 14



Joe Sandbox Cloud Basic 32.0.0 Black Diamond

Disassembly
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 05:51:53

Start date: 11/06/2021

Path: C:\Program Files\internet explorer\iexplore.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding

Imagebase: 0x7ff7e19f0000

File size: 823560 bytes

MD5 hash: 6465CB92B25A7BC1DF8E01D8AC5E7596

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Show Windows behavior

Show Windows behavior

File ActivitiesFile Activities

Start time: 05:51:54

Start date: 11/06/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:5380 CREDAT:17410 
/prefetch:2

Imagebase: 0xb40000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Show Windows behavior

Analysis Process: iexplore.exe PID: 6024 Parent PID: 5380Analysis Process: iexplore.exe PID: 6024 Parent PID: 5380

General
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