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Analysis Report https:/Ilvaqiw9zxozdoxzx.us-south.cf.ap...

Overview

General Information Detection Signatures Classification

Sample URL:  http://https://vagiw9zxozdo
xzx.us-south.cf.appdomain MALICIOUS

.cloud/?bbre=ozxiaszx

Antivirus / Scanner detection for sub...

Antivirus detection for URL or domain
Analysis ID: 433107

Infos: ;f il &

Most interesting Screenshot:

Phishing site detected (based on fav...
Yara detected HtmIPhish29

Phishing site detected (based on im...

Phishing site detected (based on log...
HiVILL boedy: centains low/number: ofi ...

HTML titledoesinot match URL

HTMLPhish

Score: 80
Range: 0-100
Whitelisted: false
Confidence: 100%

Process Tree

= System is w10x64

. G chrome.exe (PID: 4080 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automation 'https://vaqiw9zxozdoxzx.us-south.cf.appdomain
.cloud/?bbre=ozxiaszx' MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 5036 cmdline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1508,3517359519867941500,577792994025438033,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1956
Iprefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview

Click to jump to signature section
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AV Detection:

Antivirus | Scanner detection for submitted sample

Antivirus detection for URL or domain

Phishing:

Phishing site detected (based on favicon image match)

Yara detected HtmIPhish29

Mitre Att&ck Matrix

Initial Privilege  Defense Credential
Access Execution Persistence Escalation Evasion Access
Valid Windows Path Process Masquerading 0os
Accounts Management  Interception Injection Credential
Instrumentation Dumping
Default  Scheduled Boot or Boot or Process LSASS
Accounts Task/Job Logon Logon Injection Memory
Initialization  Initialization
Scripts Scripts
Domain At (Linux) Logon Script Logon Obfuscated Files Security
Accounts (Windows)  Script or Information Account
(Windows) Manager

Behavior Graph
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Architecture:  WINDOWS

UNKNOWN
Score: 80

Is Windows Process

D Process
D Signature
D Created File
Behavior Graph
D: 433107 . DNS/IP Info
URL: https:/ivagiwdzxozdoxzx.us-. SUSPICIOUS ..]
Startdate: 11/06/2021 .

Number of created Registry Values
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C, C++ or other language
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Internet
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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“) hitpsi/fvagiv wzu,s-sc X +

https://vaqiwdzxozdoxzx.us- i-south.cf.appdomain.cloud/?bbre=ozxiaszx
south.cf.appdomain.cloud/?...
zdoxzx.us-south.cfappdomain.cloud  fest software.

Establishing secure connection...

O Type here to search i £ A E )

1021 AM D
6/11/2021

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
http.J/ https://vagiw9zxozdoxzx.us-south.cf.appdomain.cloud/?bbre=ozxiaszx 0% Virustotal Browse
http.J/ https://vagiw9zxozdoxzx.us-south.cf.appdomain.cloud/?bbre=ozxiaszx 0% Avira URL Cloud safe
htip:ifhttps://vagiw9zxozdoxzx.us-south.cf.appdomain.cloud/?bbre=ozxiaszx 100% SlashNext Fake Login Page

type: Phishing &
Social Engineering

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
kifot. wancdnapp.page 0% Virustotal Browse
€s1100.wpc.omegacdn.net 0% Virustotal Browse
rikapcndbn.web.app 0% Virustotal Browse
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https://www.virustotal.com/gui/url/5085a4e406c03427cde2f03b0451465196bc2dab3edb65ba82b440a5d8243c41/detection/u-5085a4e406c03427cde2f03b0451465196bc2dab3edb65ba82b440a5d8243c41-1623346954
https://www.virustotal.com/gui/url/0bea71a275faaac4b0c7417eaa84fad02971f289addcb3b640771c46ead268ea/detection/u-0bea71a275faaac4b0c7417eaa84fad02971f289addcb3b640771c46ead268ea-1623339509
https://www.virustotal.com/gui/url/d07530c00a9be45d05566f4b132208c8880a04d2355306a3dc72f9d23bc5050e/detection/u-d07530c00a9be45d05566f4b132208c8880a04d2355306a3dc72f9d23bc5050e-1612408625
https://www.virustotal.com/gui/url/b03a8a7149543d1428dbd6252b44667448cc0c965852f9df93eb7a2d9507e5de/detection/u-b03a8a7149543d1428dbd6252b44667448cc0c965852f9df93eb7a2d9507e5de-1622230094

URLs

Source Detection Scanner Label Link

hitp://https://assets.onestore.ms/ 0% URL Reputation safe
hitp://https://assets.onestore.ms/ 0% URL Reputation safe
hitp://https://assets.onestore.ms/ 0% URL Reputation safe
http:ifhttps://appdomain.cloud/l. 0% Avira URL Cloud safe
http:ifhttps:/ivagiw9zxozdoxzx.us-south.cf.appdomain.cloud 0% Avira URL Cloud safe
http:i/https://rikapcndbn.web.app/ahygdvxzsa/themes/96cf99fc63f83319d09ad0838a504ch. js 0% Avira URL Cloud safe
http:i/https:/ivagiw9zxozdoxzx.us-south.cf.appdomain.cloud/?bbre=ozxiaszx:x/& 0% Avira URL Cloud safe
http:ifhttps://rikapcndbn.web.app 0% Avira URL Cloud safe
http:i/https://appdomain.cloud/j 0% Avira URL Cloud safe
http://https:/ivagiw9zxozdoxzx.us-south.cf.appdomain.cloud/?bbre=ozxiaszx#/2 0% Avira URL Cloud safe
http://https:/ivagiw9zxozdoxzx.us-south.cf.appdomain.cloud/?bbre=ozxiaszx#/Sign 0% Avira URL Cloud safe
http:i/https:/ivagiw9zxozdoxzx.us-south.cf.appdomain.cloud/?bbre=ozxiaszxSign 0% Avira URL Cloud safe
http:i/https:/ivagiw9zxozdoxzx.us-south.cf.appdomain.cloud/?bbre=ozxiaszx#/G 0% Avira URL Cloud safe
http:ifhttps:/ivagiw9zxozdoxzx.us-south.cf.appdomain.cloud/?bbre=ozxiaszx#/x0Lh7w4dQKuJ3sfdB8g-& 0% Avira URL Cloud safe
http:i/https://secure.aadcdn.microsoftonline-p.com/ests/2.1.6669.4/content/images/favicon_a.ico 0% URL Reputation safe
http:ifhttps://secure.aadcdn.microsoftonline-p.com/ests/2.1.6669.4/content/images/favicon_a.ico 0% URL Reputation safe
http:i/https://secure.aadcdn.microsoftonline-p.com/ests/2.1.6669.4/content/images/favicon_a.ico 0% URL Reputation safe
http:i/https://secure.aadcdn.microsoftonline-p.com/ests/2.1.6669.4/content/images/favicon_a.ico:x.m 0% Avira URL Cloud safe
http:// 0% Avira URL Cloud safe
https://rikapcndbn.web.app/ahygdvxzsa/themes/17034c4caccdac15190faf36¢3557a3dnbr1622646221.js

http:ifhttps:/ivagiw9zxozdoxzx.us-south.cf.appdomain.cloud//# 0% Avira URL Cloud safe
http:// 0% Avira URL Cloud safe
https://rikapcndbn.web.app/ahygdvxzsa/themes/js/a3107e4d4ae0ea783cd1177¢52f1e6301622646214.js

http:i/https://appdomain.cloud/ 0% Avira URL Cloud safe
http:i/https:/ivagiw9zxozdoxzx.us-south.cf.appdomain.cloud/?bbre=ozxiaszxxgu 0% Avira URL Cloud safe
http:i/https:/ivagiw9zxozdoxzx.us-south.cf.appdomain.cloud/?bbre=ozxiaszx:x/ 0% Avira URL Cloud safe
http:ifhttps://dns.google 0% URL Reputation safe
http:ifhttps://dns.google 0% URL Reputation safe
http:ifhttps://dns.google 0% URL Reputation safe
http:ifhttps:/ivagiw9zxozdoxzx.us-south.cf.appdomain.cloud/?bbre=ozxiaszx#/ 0% Avira URL Cloud safe
http:i/https:/ivagiw9zxozdoxzx.us-south.cf.appdomain.cloud/? 0% Avira URL Cloud safe

bbre=ozxiaszx#PpDUsrn8IGBCAWytdv3ZxgET4/#

http:i/https:/ivagiw9zxozdoxzx.us-south.cf.appdomain.cloud/? 0% Avira URL Cloud safe
bbre=ozxiaszx#PpDUsrn8IGBCAWYytdv3ZxgET4c

http:ifhttps:/ivagiw9zxozdoxzx.us-south.cf.appdomain.cloud/?bbre=ozxiaszxy 0% Avira URL Cloud safe
http:i/https:/ivagiw9zxozdoxzx.us-south.cf.appdomain.cloud/? 0% Avira URL Cloud safe
bbre=ozxiaszx#/qjdgg12br68IWOAKXTFcUXNDjKK6VBXS

http:i/https:/ivagiw9zxozdoxzx.us-south.cf.appdomain.cloud/? 0% Avira URL Cloud safe
bbre=ozxiaszx#PpDUsrn8IGBCAWYytdv3ZxgET4Sign

http:i/https:/ivagiw9zxozdoxzx.us-south.cf.appdomain.cloud/a~$ 0% Avira URL Cloud safe
http:ifhttps://secure.aadcdn.microsoftonline-p.com/ests/2.1.6669.4/content/images/favicon_a.icoy 0% Avira URL Cloud safe
http:ifhttps:/ivagiw9zxozdoxzx.us-south.cf.appdomain.cloud/?bbre=ozxiaszx2 0% Avira URL Cloud safe
http:// 0% Avira URL Cloud safe
https://rikapcndbn.web.app/ahygdvxzsa/themes/js/c0f5e0dd4f642062f92481ef2bb438191622646215.js
hitp://https://vaqiw9zxozdoxzx.us-south.cf.appdomain.cloud/? 0% Avira URL Cloud safe
bbre=ozxiaszx#/PpDUsrjn8IGBCAWytdv3ZxgET4Sign

http:// 0% Avira URL Cloud safe
https://rikapcndbn.web.app/ahygdvxzsa/themes/js/a3107e4d4aeOea783cd1177¢c52f1e6301622646214.js

aD

http:i/https:/ivagiw9zxozdoxzx.us-south.cf.appdomain.cloud/? 0% Avira URL Cloud safe
bbre=ozxiaszx#PpDUsrjn8IGBCAWytdv3ZxgET4

hitp://https://aadcdn.msftauth.net 0% URL Reputation safe
hitp://https://aadcdn.msftauth.net 0% URL Reputation safe
hitp://https://aadcdn.msftauth.net 0% URL Reputation safe
http:i/https://appdomain.cloud/N 0% Avira URL Cloud safe
http:ifhttps://appdomain.cloud/K 0% Avira URL Cloud safe
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Source Detection Scanner Label Link

http://https:/ivagiw9zxozdoxzx.us-south.cf.appdomain.cloud/? 0% Avira URL Cloud safe
bbre=ozxiaszx#PpDUsIn8IGBCAWYtdv3ZxgET4$&

http://https://aadcdn.msauth.net 0% URL Reputation safe
hitp://https://aadcdn.msauth.net 0% URL Reputation safe
http://https://aadcdn.msauth.net 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
vagiw9zxozdoxzx.us-south.cf.appdomain.cloud 169.62.254.82 true false unknown
kifot.wancdnapp.page 104.21.47.62 true false * 0%, Virustotal, Browse unknown
€s1100.wpc.omegacdn.net 152.199.23.37 true false e 0%, Virustotal, Browse unknown
cdnjs.cloudflare.com 104.16.19.94 true false high
bit.ly 67.199.248.10 true false high
rikapcndbn.web.app 151.101.1.195 true false e 0%, Virustotal, Browse unknown
unpkg.com 104.16.122.175 true false high
googlehosted.l.googleusercontent.com 142.250.180.225 true false high
clients2.googleusercontent.com unknown unknown false high
secure.aadcdn.microsoftonline-p.com unknown unknown false unknown
aadcdn.msftauth.net unknown unknown false unknown
aadcdn.msauth.net unknown unknown false unknown
assets.onestore.ms unknown unknown false unknown
ajax.aspnetcdn.com unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious

104.16.122.175 unpkg.com United States = 13335 CLOUDFLARENETUS false

142.250.180.225 googlehosted.l.googleuser United States = 15169 GOOGLEUS false
content.com

151.101.1.195 rikapcndbn.web.app United States = 54113 FASTLYUS false

67.199.248.10 bit.ly United States = 396982 GOOGLE-PRIVATE- false

CLOUDUS

169.62.254.82 vagqiw9zxozdoxzx.us- United States = 36351 SOFTLAYERUS false
south.cf.appdomain.cloud

104.21.47.62 kifot.wancdnapp.page United States £S5 13335 CLOUDFLARENETUS false

239.255.255.250 unknown Reserved 7] unknown unknown false

152.199.23.37 ¢s1100.wpc.omegacdn.net United States £S5 15133 EDGECASTUS false

104.16.19.94 cdnjs.cloudflare.com United States £S5 13335 CLOUDFLARENETUS false

Private
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https://www.virustotal.com/gui/url/0bea71a275faaac4b0c7417eaa84fad02971f289addcb3b640771c46ead268ea/detection/u-0bea71a275faaac4b0c7417eaa84fad02971f289addcb3b640771c46ead268ea-1623339509
https://www.virustotal.com/gui/url/d07530c00a9be45d05566f4b132208c8880a04d2355306a3dc72f9d23bc5050e/detection/u-d07530c00a9be45d05566f4b132208c8880a04d2355306a3dc72f9d23bc5050e-1612408625
https://www.virustotal.com/gui/url/b03a8a7149543d1428dbd6252b44667448cc0c965852f9df93eb7a2d9507e5de/detection/u-b03a8a7149543d1428dbd6252b44667448cc0c965852f9df93eb7a2d9507e5de-1622230094

P
192.168.2.1
127.0.0.1

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Cookbook file name:

Sample URL:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time Type
10:22:01 API Interceptor

Joe Sandbox View | Context

IPs

No context

Copyright Joe Security LLC 2021

2x Sleep call for process: chrome.exe modified

32.0.0 Black Diamond
433107

11.06.2021

10:20:51

CloudBasic

Oh 5m 1s

false

light

browseurl.jbs

http:// https://vagiw9zxozdoxzx.us-south.cf.appdomain.cl
oud/?bbre=ozxiaszx

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

17
0
0
0
0

e HCA enabled
e EGA enabled
e AMSI enabled

default

Timeout

MAL
mal80.phis.win@41/257@16/11

e Adjust boot time

e Enable AMSI

e Browse: https://vagiw9zxozdoxzx.us-
south.cf.appdomain.cloud/?
bbre=ozxiaszx#PpDUsrin8IGBCAWytdv3ZxgET4

e Browse: https:/bit.ly/390ebGZ

e Browse: https://bit.ly/2Jmn3IA

e Browse: https://vagiw9zxozdoxzx.us-
south.cf.appdomain.cloud/

Show All
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Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created |/ dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit):  5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzvRKhGvw]

MD5: A78AD14E77147E7DE3647E61964C0335

SHA1L: CECC3DD41F4CEA0192B24300C71E1911BD4AFCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0OE8I3FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7EBE10648EA8321
01

Malicious: false

Reputation: low

Preview:

BDic.... ....6..."..Z..4¢9....6.2...{/...3...5.... AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |. AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\5887976 EDAA817EEF5159B09F6FCD000_35673150FB44DAA99337A19E2291E035

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 471

Entropy (8bit):  7.114664147004366

Encrypted: false

SSDEEP: 12:JKtflt5BWm+fgZq8Gmg7aZ+hSes7Ae8eR2S5:Ji0S/1821+kHR2S5

MD5: A9E22CBE31893BCEEBB03B729F35273D

SHAL: TEF1F664A2771B9EF594FF25D36827B38A991D80

SHA-256: 5982F832A9F639582F02911390593D017D76ADAB10C44091D4127C7499568421

SHA-512: F288FA59A260A2A790714735DEA6922B86D836893021B3A00DFFBA179BB369B358BEC770349CCA91E754287000E4D665583CB5470E1E6F1F81EAG3F8A93EBCIOF

Malicious: false

Reputation: low

Preview:
(O 0...+....0....0..0....=P..Jel... 20210610211247Z0s0q0I0...+........ |V @-hiq).... =P Jel. s.C0.52.\M..0....202106102057017....2021061720120
170..*H.cooenee ].._.(1...gM...1D....S.2..y{Aq...\.X..Vl......kPrb.t.s...}.>...S..0Ze..ACq... X..0..GE.f O..YXS_...B.....~$ M..v.zrH..n> . EX.=.zl@....... $.i.M.Y.Id... xs$

#p..3.mX[...QL..0.......0..E;. 1. }.D.LT...v.".~OA E#.}.$... TP.L.>Z#

C:\Users\user\AppDatal\LocalLow\Microsoft\CryptnetUriCache\Content\EDC238BFF48A31D55A97E1E93892934B_C31B2498754E340573F1336DE607D619

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped

Copyright Joe Security LLC 2021 Page 10 of 46



C:\Users\user\AppDatal\LocalLow\Microsoft\CryptnetUriCache\Content\EDC238BFF48A31D55A97E1E93892934B_C31B2498754E340573F1336DE607D619
Size (bytes): 471
Entropy (8bit):  7.1947173395046935

Encrypted: false
SSDEEP: 12:JY035FZJ9VQEc+VjeYMp4OkFOoMiusrAC/:JY033ZVQEFVVOosK/
MDS5: EBOC469CBC4EEBD58F2538ECF8EEA03C
SHA1L: 6362CBB2AD3A2900E775B5B147AA702E5DBC6A57
SHA-256: 969F3CF553E8B94BC6ABE251CDOF5C56FDD268F092B5B038B5638B5A89383963
SHA-512: B5B605A0C6ABO8FDAB4DCA48194E70271ABB8DB06900141034201EF60726004EC8251A6512A4AE28D01F275A4685A877DB5029D7380DEOE397ADD910A99E452t
Malicious: false
Reputation: low
Preview:
[ 0....*.....0......0...0....... >.i...G..&....cd+...20210610215359Z0s0q0I0... +........... (.A.B.G@B.X....>.i..G..&....cd+...y.D.... .a_.k......20210610215359Z....2021

0617215359Z0...*
?..&}..Q..c.pl/...q..CG..N/.

zl..[.q=.._..y..L.X..0.AW?.>E...0.0..

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriICache\MetaData\5887976 EDAA817EEF5159B09F6FCD000_35673150FB44DAA99337A19E2291E0
35

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 860

Entropy (8bit): 3.8579970764071456

Encrypted: false

SSDEEP: 12:SbmxMiv8sFq3ICvM710Bf2QeDjBbmxMiv8sFq3ICvM710Bf2QeDi:Sbmxxvm4vwlAoFbmxxvm4vwlAoi

MD5: 4CBA7A8FC5F91B44AA2A1BABBOAEE79C

SHA1L: 7928E2AC04FF41C3384F4729515C81EEAFA31098

SHA-256: 2E5FE70855B0717AC6AE9404C4A59396492ECIBEA173E6D70C85A3C4B7DA426C

SHA-512: 3547292CF79E4CE1D2CCOE1AD1D36DA0A3E2489B4725B56 CADAF37A38FE72159F5EED63F8EACFFALFEB77BDA75C9D600A6E500B13C99FI9CB70693368A5952
03

Malicious: false

Reputation: low

Preview:
Perre e AP (i \=Mvechittpei/ocsop..dingaicert..c.om/ M.F.Ew.T.z.B.N.M.E.sw.S.T.AJ.B.g.U.r.D.gM
.C.G.g.UAB.B.RJ.9.L.2K.G.L9.2B.pjF.3kAtaD.txauTmhgQU.P.dNQ.pdag.re7zSmAKZdMh1P,j4198.CEACQN7HP.iQ2%.2F4.c3rdXE
.3.u.H.G.8.%.3.D...".6.0.c.2.8.0.4.f.-.1.d.7."..pcccoet oo N e AT T l.C \=vvveJhittpe/oes.padiigicert..c.om/MFEw

.T.zB.N.M.E.sw.S.T.AJ.B.g.U.r.D.g.M.C.G.g.U.AB.B.RJI.L2.K G.L.9.2.B.p.jF.3 kAtaD.tx.auTmh.gQU.P.dNQ.p.dagre72zSmAKZdMh1PpP.j4198CE
AQN.7.H.P.i.Q.2.%.2.F.4.c.3.r.d.X.E3.uH.G.8.%.3.D.."6.0.c.2.8.0.4.f.-1.d.7."...

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriICache\MetaData\EDC238BFF48A31D55A97E1E93892934B_C31B2498754E340573F1336DE607D6
19

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 860

Entropy (8bit):  3.819322841027361

Encrypted: false

SSDEEP: 12:fPbmxMiv8sF1JbgDkwJrOyrklbmxMiv8sF1JbgDkwJrOyrC:LmxxvnFqYwJhmxxvnFqYwJi
MD5: D642135A80A9635CF341A671A798E977

SHA1: FCAO1E9E41688BD2A97381F4771460C9969F19CB

SHA-256: 58488CBAESD3E7F65B8A7860FE4381FB944CECAD789A0B9965A33F04D38A4AB6
SHA-512: 5803E6E77206319FC54341E50873A68F264A7DA2AEE9256AD7606F4C9A05103371020FF74B97EBCB61226B4D17D7BA23CC3BF074EBOED6F8EF147F629CDIE37¢
Malicious: false

Reputation: low

Preview:

eveenititpa/ocsp..digaicert..com/MFEw.T.z.B.N.M.Esw.S.T.AJ.B.g.U.r.D.g.
M.C.G.g.U.A.B.B.T.f.q.h.L.j.K.L.E.J.Q.Z.P.i.n.0.K.C.z.k.d.A.Q.p.V.Y.0.w.Q.U.s.T.7.D0.a.Q.P.4.v.0.c.B.1.J.9.m.G.g.9.C.7.2.N.k.K.8.M.C.E.A.x.5.9.U.S.W.j.B.G.V.1.J.J.h.X.%.2.
B.J.r.H.Y.M.%.3.D...".6.0.c.2.a.b.e.c.-.1.d.7."..p.cccs cveee . O (e 5..CM.u.Fc..... LUF.C. L p[WALOD............ hittpa/ o.cs.p...dig.i.c.ert..c.
0.m./M.F.Ew.T.z.B.N.M.E.sw.S.T.A.J.B.g.U.r.D.g.M.C.G.g.UAB.B.T.f£.q.h.L]KLEJQ.ZP.i.n.0.K.C.zkdAQ.p.V.Y.0w.QU.s.T.7.0.a.Q.P.4.v.0.c.B.1.J.g.m.G.
9.9.C.7.2.N.k.K.8.M.C.E.A.x.5.0.U.S.W.j.B.G.V.1.J.J.h.X.%.2.B.J.r.H.Y.M.%.3.D...".6.0.c.2.a.b.e.c.-.1.d.7."...

C:\Users\user\AppData\Local\Google\Chrome\User Data\005f033d-7fa8-4056-b6f6-9ce72d9acObf.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SysEx File -

Category: dropped

Size (bytes): 94708

Entropy (8bit): 3.7505706786351767

Encrypted: false

SSDEEP: 384:IHHA0CVrSBelVtPOLNIrBVEg3716 THOHGVyr9iEixr2g+drZEm9qgxy4w070qeYNQ:pqOJ5mibnkeXuwaYvHyOKmlwto
MD5: B182AC99E60AFE9CE68AB2F064AC3A40
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C:\Users\user\AppData\Local\Google\Chrome\User Data\005f033d-7fa8-4056-b6f6-9ce72d9acObf.tmp

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

5786E9EBAG1955F5419A858808BFEDCF13E739F1
CDDD9157226EF3DCD2DD215A90C0377C1B66861E212B3A88C3CCAC17ADFFC631
7587DA6F6A3675B65D43649B4258B4B07A098291AC9CA61C633DBAA511060974BES8FD5FFAEBBFEB1671CE88662648FD2B5315BBAF6D9A423B79848B3DA8591:

false

low

o TR *..C.\P.R.O.G.RA~1\MIC.R.O.S.~1\.0.ffic.el1.6\G.R.O.0.V.EEEX..D.LL.P..[)..%.p.r.o.g.ram./files.%.\m..c.r.o.s.0ft .offic.el\o.ffice
.1.6.\.....g.r.o.ov.eex.dll..Micros.o.ft .Office. .2.0.1.6..*.Micr.os.0.ft .O.n.eD.r.iv.e. for. .B.us.ines.s. .Exte.ns.ions...16..0..47.11.10

.0.0....*...C.\.P.R.O.G.RA.~1\MI.C.R.O.S.~1\.0.fficel6\GRO.O.V.EEX.D.LL..M.icros.o.ft .Corp.ora.tio.n..<8.D..C..\P.ro.g.ram. .F.iles\C.0o
.m.m.o.n. .F.i.le.s\M.i.cro.s.oft .S.h.ared\O.F.FICE.1.6\ms.0shext.dl.@...U/..%.comm.o.np.ro.g.ramfiles.%.\m.ic.ro.s.o.ft .share.d\o.f
fic.e.l6. .m.s.o.s.h.ext..dll..M.icro.s.o.ft .Offic.e.)..Micros.oft .Office..Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1....D..C
2\P.ro.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\5d149a2a-d9ad-47a6-827b-fab45036f556.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

172394

6.080006049873029

false
3072:FxydLgVDgfsAtDzQFU36fdYPL8JPbFcbXaflBOU1GOIMAZiuRz:fKgIRXv6fWPL8VZaqgfllUOoSiuRz
D539A6B94FC06D1A723D95895EC7BCFC

3CB340842808677B2E6C770D992D06879998A7BC
B1120761BD2D1B5E8BD82E8C849BD1063492BOB3EE1FBCDF627E6C7D660A92DF

9366DB77EFD43240FE5CB805D36C200B398AFFCFF5EA954D2FD6A0CAF3FD4E8277FC5A73D9BCA4727D45681C4BA6BI90F596D116B1B6ACFI7D569943A5AF5D7E
7

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.623432104421123e+12,"network":1.623399706e+12,"ticks":99407339.0, "uncertainty":4562887.0}},"0s_crypt":{"encrypted_key":"RFB
BUEKBAAAAOIyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZ03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+isWixhoUVdUYrYiwg8iJkppNr
2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLA1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BxiFP4bdRYJjDXn4W2fxYqQj2xfYeAnS1
VCL4JXAsdfljw4oXIE4AR7I0AAAABIt36FqChftMOb7EtaPWIBXRX5Y944rq1WsGWcOPFyX 0ajfBL3GXBUhMXghJbDGh5WCu+JEdxaxLLxaYPp4zeP"},"password_mana
ger"{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\847fb939-b0ch-4d68-886b-d20708c15355.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

92724

3.750009788597753

false

384:LHHA0CVrueZOLNIrBvEg37I16 THOHGVyr9iEixr2q+drZEm9gxy4w070qeYN114BJ:50I5mibnkeXuwaYvHyOKmIwtA
BCB8322D04C486E85ACBAD30C1C530F7

19CAF82ECF683CC9B734FCD01118195C138E2F27
C5376COC8E462E00A198A40FF37560FOFAESEDF04051F470F63D6BC45F20E7D0

1719AC58F30A51AEB5C17938AA6488D43BEE168DCEB743EEB7CCB5EDY06E02FA2ADA176A77E177AE855E11725F9815FD7E15C9A5A191507D82AA00E302EEC3
C3

false

low

..C..\\P.R.0O.G.RA~1\M.I.C.R.O0.S.~.1\0Offic.el6\GRO.O.VEEX.D.LL.P.L...%.pro.gram.files%.\m.cro.s.o.ft .officeloffic.e
.g.r.o.ov.eex.dll..Micros.o.ft .Office. .2.0.1.6..*. .Micr.oso.ft .O.neD.rive. for. Busines.s. Exte.ns.io.ns....16..0..4711..10
.0.0....*..C.\.P.R.O.G.RA~1\MIC.R.O.S.~1\0.fficel6\GRO.OV.EEX.D.LL..M.icros.o.ft .Co.rp.oratio.n..<8D..C.:\P.ro.gram. .F.iles\C.o
.m.m.o.n. .F.iles\M.c.r.os.0ft .Shared\O.FFICE.1l6\ms.0shext.dl.@...U/..%.comm.o.np.ro.gramfiles.%.\m.ic.ro.s.o.ft share.d\o.f
ficel6.\...msoshext.dll..Micros.o.ft Offic.e.)..Micros.o.ft Office. .Shell Extension. Handlers.....16..0..4.26.6..1.0.0.1...D..C
2\P.rogram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\8a562679-66f1-4ad0-b46c-680a5936f723.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

modified

95428

3.7503448996727493

false

384:VHHAOCVrSBelVtPOLNIrBvEg37I6 THOHGVyr9iEixr2q+drZEm9xrxy4w070qgeYw:5q0J5milnkeXuwaYvHyOKmIwtG
10FA75F01AF5D1B72A5670A5975711EF

C358F4838770FA4C1F5228D9BEF57F4AA6D903C4
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C:\Users\user\AppData\Local\Google\Chrome\User Data\8a562679-66f1-4ad0-b46c-680a5936f723.tmp

SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

F43437E087D0CA1CDD03500FE8F7BC95B38ED0O83A4CF693F5A1963A9DF5F3F6E
61F982986406731554067ABDF210188626C476B548A1BE8395EBOA918D190876875FAF6C886EE04BC417A57E08BBC179429979BD75478C238357545F4D435B2F
false

low

L AP *..C..\P.R.0.G.RA~1\MI.C.R.O.S.~.1\.0.ffic.e.l1.6)\G.R.0O.0.V.EE.EX..D.LL..P..[)..%.p.ro.gram.files.%.\m..c.r.o.s.o.ft .offic.elo.fficel6.\..
..g.ro.ov.eex..dll..Micros.oft .Offic.e..2.0.1.6..*..M.i.cr.o.s.o.f.t. .O.n.e.D.r.iv.e. for. .B.us.iness. Exte.ns.io.ns...16..0.4.711..10.0.0....*
...C..\P.R.O.G.RA~1\M.I.C.R.O.S.~.1\0.ffice.l.6..G.RO.O.V.EEX.D.LL...Micro.s.o.ft .C.or.p.oratio.n..<8D..C..\P.ro.g.ram. .F.iles\C.o.mm.o.n.
.F.i.l.e.s\M.i.cro.s.oft .S.har.ed\O.FF.I.CE.1.6\ms.0os.hex.t.dll.@...U/.%.c.0omm.o.n.p.r.o.gram.files.%.\m.ic.ro.s.o.ft shared\officel6\...
.m.s.o.s.h.ext..dll..M.icro.s.o.ft .Offic.e)..Micro.s.oft .O.ffice..Shell Extens.io.n. Handlers....16..0..4.2.6.6..1.0.0.1....D..C..\.P.r.o
.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\90e06h9a-3f9a-4d88-aca8-feb7e971ef33.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

172395

6.080007835763176

false
3072:KgwdLgVDqfsAtDzQFU36fdYPL8JIPbFchXaflBOULGOJmMAS3iuRz:pEgIRXv6fWPL8VZagfllUOoSiuRz
00131D1F3CDDOE727167C73EF8D91F96

OFBASEEEDE4A8BB2B4D1CE94D000A9632CDF159E
1D5D36C5F5BB9B3FA887108480D7C5BCD0OB9471104AC6D6B619194A299BC2B67
A1CECD9BFC85905D093A880722EE9EF965D92DE5S514F6AE41474C1D19AF9D64731193494C18B7663A67C659CD1D51268136B2DD66AA27AC52905F100C1FE4325
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.623432104421123e+12,"network":1.623399706e+12,"ticks":99407339.0, "uncertainty":4562887.0}},"0s_crypt":{"encrypted_key":"RFB
BUEKBAAAAOIyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZ03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+isWixhoUVdUYrYiwg8iJkppNr
2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAGjLA1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdR Y JjDXn4W2fxYqQj2xfYeAnS1
vCL4JXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPWI8XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_mana
ger:{"os_password_blank":true,"os_password_last_changed":"13245951016520807"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

120

3.254162526001658

false

3:FkXftOXE1G1mstftOXE1G1mstftOXE1n:+ftIE1IGImkftIEIG1mkftIE1n
E9224A19341F2979669144B01332DF59
F7F760C7104457DF463306A7F7BAE0142EFCEBSB
47DD519C226D23F203ACAEOEC44DF9BB6208828E24F726E1602EA52F63C3E2BE
4184302DEB5009D767FECFC150F580DD57D5CFICF3BFEB7ES52C9F3340E5E6499251B9F0DFF37F0454411FED9046880E0A9204312D021294256372C916B8155AC

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\0c85b975-e0fa-4076-a08f-51aa0bf79f2d.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22596

5.5362810302686105

false
384:cVatqLIhTXT1kXgKf/pUZNCgVLH2HD1rUmzUHGzTnTuU4sgam4e:iLlpT1kXqKf/pUZNCgVLH2HfxrUm8GX2
79F43B65DF5BCEF2AD6CFF1B71898089

DFBD341E1EBDE9BD5263D38C96A5BF555F9ECB6E
1891DED35FCDA9F402E9BIABGEF24CAF6DDF87CE2483AC7B6DAEC036D0OBFE472C

0CB591F38CF6592CFOADCEGAFADSAE4CBE3AG1FCACACY1398E8F97DCE18DCA44E39343D4429623BDB4AD2E7D98B5B7EF24898659B665C09771BFF5C7E212FE
68

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\0c85b975-e0fa-4076-a08f-51aa0bf79f2d.tmp

Preview:

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[[},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13267905701478630","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSoAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\10692dd9-eaal-48a3-9583-e7fe66d5208c.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

19007

5.567356529675862

false
384:cVat3LIhTXT1kXgKf/pUZNCgVLH2HfD1rUxUHGuUsdm4P:PLIpT1kXgKf/pUZNCgVLH2HfxrU+GuwB
9B583243546D527CD323635C6FEED623

248B9604DACD7DOE4AA3AAIFB232562C9B11660F
71D6A69356586D8341804F5D6B06625A803FB4D8C673A8E20C6136ECEF42E648

197FC8C14B4791012910D1A56A8FCB284DD62CE15A7CC358A1623CA5AEC8A430681A5B8EC64B44B2FE40C81BF7C6669995F5ADBDC41E5600696AC5A707DECE
3

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management”,"system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13267905701478630","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVHSfE1NaAA1/2JkPWKkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtipVScf3DjTYtKVL66mMzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\2422099a-e303-431b-adb8-aa2fc191bcaa.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

24055

5.534019128124798

false
384:cVatqLIhTXT1kXgKf/pUZNCgVLH2HfD1IrUEHGAUHG5TNTuU4s6vm4k:iLIpT1kXgKf/pUZNCgVLH2HfxrUIGDGL
84AFA8CE78A14C6302C2054725A8625D

4AA35C172E906954370C721F4F250F88COABDO14
FAC5D2C2015095361ADBEFBE3922BB8C705CF410F964705FA895E743AE2AG80F

0184CF4B7EA8468EEC8C16FD2FC98FB4817687A78DASBEEC1CAF62450B5F5ACA49F861E3D09E9114FA025B70E92D151293E4AA02EC479E78E1CDDD8IFFA2ACIF
06

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13267905701478630","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description”:"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\2da71a3d-c92b-48c6-b624-67bale492584.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

modified

3560

4.866592958270876

false
96:JTNOCXGDHzwF4zgtPrO6NOdo5gjFVOFi+UVmLmMVeV|EGshH:JTNOCXGDHzwFAgtPrO6N+02j30FTaa4n
430C51A411DEEC2BA08AG6198E708789D

19F7228F74406D2C17DD78C3081D97D99E314158
0E244327COFCF993E60069472DAC851C573EEB78975A5CEA15CBFI8DA52793F7
1111555F56FDEE1DA491FDA9D004B96D858FBAGEE7E3149A63409D2D923E949CC2A31967D4E603F9331DFF4D31992793DE6B88C763D0232C097833B2F53CIF7!
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\2da71a3d-c92b-48c6-b624-67bale492584.tmp

Preview:

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.google.com","s

upports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true} {"isolation":

[1,"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.c

m","supports_spdy":true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"1327049770

4302018","port":443,"protocol_str":"quic"}],"isolation™[],"server":"https://redirector.gvtl.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50

],"expiration":"13270497704318548","port":443,"protocol_str":"quic"}],"isolation™:[],"server":"https://accounts.google.com”,"suppo

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\667chb605-3081-42ff-8910-4a7fed0a53d7.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4219

4.871684703914691

false
48:YXsJjMH+5s57YMHBKsvxMHVzspxMHbsIHt/soBDysKgnsllzMHpDCLsSWIMHLSNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH
EDC4A4E22003A711AEF67FAED28DB603

977E551B9ED5F60D018C030BOB4AA2E33B954556
DD2C9F43F622F801FCC213CDESE3E90EF1D0D26665AE675449A94CEC7EB1D453
84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD160:
false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474" "port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true} {"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port™:443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com”,"supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350

1454994" "port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com”,"supports_spdy":true},

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\73c849b0-9b0f-48d4-a2d6-0aa7587498ea.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5792

5.189280811496716

false

96:neC+GC2Rv2s8GcVTok0JCKL8j5Mk51rbOTQVuwn:neCC2ReRGc84K85Mk59
73A09AE67549719E3BAEBSEFS5DD86A2A
704B90A2A46C837C92572456E7B1349E6AFO8ESB
CE2FDE7D75391E6481DF8B8ECD91BASFA7561E081152CAC85627CCCBB8B27CE9

7F2D7F2CA4404B3123D737BA8D99DAFF1AB9521D9EC03212D2FF541DEAG1FB3ESF221775938075FBB3BE78C4CB195A884D71FBE2EBE2C29621CEO3E321B1DD
9

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13267905701763236","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement”:{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length™:["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"'o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length™:["0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7d47f57b-5eal-4bd8-9923-4a8213d326d1.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

1708

5.574082766021675

false
48:Y5VwUul6UUhLUeseKUewqgPeUer2UefjbwUOwUFJU68Uenw:5UuBUUdUe3KUGPeU9UEJKUZUrU68UD
0CBCC195819B1F641849FD965F992609

5E3BDE47F93B2D6A04FFA95CD998DD2221533583
43490BC5FBOCEADBA8B565AEFD01CD36D55799DADD6BOE2F63E65DE2F1DA7804E
A19C4D4D237FB1089B97F37DD4B7B187497B394F10BE011B2FA37DD0F2339B39ACD743A69AED21986697B5894ABE155E9170CC46FD67188202EE3106D19BB4C
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7d47f57b-5eal-4bd8-9923-4a8213d326d1.tmp

Preview:

{"expect_ct":[],"sts":[{"expiry":1639212108.592752,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1623432108.592755},{"expiry":1633014077.350499, "host":"OuKIWsMW1dkkbl1X/0i600Y 95ZNSWnSoeal XAEYPIv4=","mode":"force-https","sts_i
nclude_subdomains":true,"sts_observed":1601478077.350503},{"expiry":1654968108.41168,"host":"e3SziuwfuO2UvuBno+gkR10bHAzZmSUoJhrc7dbP1Uo=","mode":"for
ce-https","sts_include_subdomains":true,"sts_observed":1623432108.411684},{"expiry":1633014077.22511,"host":"nAuqgR4iEWti7SOdT3UHPI6rmZU/Dealm38P2020k
gA=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601478077.225114},{"expiry":1633014092.4175,"host":"0J7rAWV0ouCFY J9XrkDiKnAO1
SshXJImLJE1SS3V8kDM=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601478092.417504},{"expiry":1633014091.91938,"host":"5EdU0B7Y
UY9zZV+2DkgVXgho8WUvp+D+6KpeUOhNQIM=","mode":"force-https","sts_include_subdomains":false,"sts_obser

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.192952408390994

false
6:mwGaH+q2PWXp+N23iKKdK9RXXTZIFUtpDGadZmwPDGaVU3NVkwOWXp+N23iKKdKT:aaeva5Kk7XT2FUtpKad/PKaaz5f5Kk73
93398632F5C58FA955EB29501B9A94D9

B3F49353D3DDFBD888319A51802C4318A515144F
7D521C4116COBCB1A036546341FE5D83D1FD95F75AFCI9AFC2C8E385D48BB599

1B8FCOC16FDDD61E38E9C028E578DFDOEEFAESF269C38A9AF8FFDA7499BCB23392563B93930F43CD23F3E4CBB2F01213C8437D487E54E56EB23B84E89412941
2

false

low

2021/06/11-10:21:51.365 1af8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
06/11-10:21:51.367 1af8 Recovering log #3.2021/06/11-10:21:51.371 1af8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

318

5.186174694400208

false
6:mwGaXQd+q2PWXp+N23iKKdKyDZIFUtpDGaXSpZmwPDGaXSdVkwOWXp+N23iKKdKy:aaXQYva5Kk02FUtpKaXi/PKaXO5f5Kky
C1D6F658D9ED6D604F9546196B6123FD

965BBIDA7253A570352D94466AE7BBAI6C156622
FA6CD800D9C78809BCDDDB6556237540F55EAG059EA779A3EEF202EDBS5EB43B
D16E95344E1717081BB436BB9E29C787FD23AD15EFFB553CB656ED445299B3CC52475530C42A36475C6137E6337FA31A1371D87AE2AAE76C2535064B70363A1C
false

low

2021/06/11-10:21:51.355 1af8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/06/11-10
:21:51.357 1af8 Recovering log #3.2021/06/11-10:21:51.357 1af8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\luser\AppDatalLocal\Google\Chromel\User Data\Default\Code Cache\js\094e2d6bf2abec98_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

219

5.583736491268686

false
3:m+IP90Ia8RzYIb9yKIFBQPKXWStHWFVDFYtR72GelHCgs/IxI58tyGdDMQXIpK5M:m3VYyKO08fNH1DDgSyL6KK6t
3A49CEAG67AE83FE2CBE8245A4FC8F73

8F0316E56379E7A12AD619EFCC3D8CI9D42ADF22B
4ED46194FE244E2B95D290A9C149AEC06A751A0A77A4168457F2683B98522556

C8860BE933CC29A95CCDO4AEG38EC22806D38E466CFIB773DCOFASD7628EFEE1C28FBAED2F42BD4A6223F5D494ECA588D1C64508B9496C9F97A58F376B6CC
03

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1090860740f0bc96 0

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1090860740f0bc96 0

File Type: data
Category: dropped
Size (bytes): 14147

Entropy (8bit):  5.707488300050843

Encrypted: false

SSDEEP: 192:vOB5rgSGIEAKTYKONSBNVKGNGKELIKYLUVSprY7QJx+M3YO:MrsH3/N/NbOkVS40Y7QJIBYO

MDS5: C0266161260F1FB994E1FB3A1B4D504D

SHA1L: 792D9300E22A8665208FA629BCD60405E9AAFBES

SHA-256: 19195C192D0323711A062AA1340B5A1D51014DA4A6B411995BC86A5FBD2F5458

SHA-512: 5793A2A0742890A7E7FF66977B17B7753853A7F452E317A51C67BF3330BA49D577D6B7A3CADBF5F00296AAD6992646638F179B763AA71B36F66C87DB35C0C274
Malicious: false

Reputation: low

Preview:

Q.W...amd...Q.@..u.....Vuell8n...K"....Du... . .
..E...https://cdnjs.cloudflare.com/ajax/libs/vue-i18n/7.0.3/vue-il8n.min.js...a........ D...D"
..Qb..]...r...Qb*s...n......S..Qb........0.....M...Qb........ S....Qb..A..l.....QbRec......c.....R....QbZ..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\15bbcddad0bfbf89_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 358

Entropy (8bit): 5.903078031975226

Encrypted: false

SSDEEP: 6:m8+VYSHT8NWQABSSNKVjjW/G1BC338m4gK6tNj00ONEKC3RTuruUG1BC338m4E:K7z8NWQ9I3NuQGmM338CflzUQGM338E

MD5: C455D2243FA161F02E789E1E126F44F1

SHA1L: BDDFOF7C7EEE3936DED20739531AC168E58D38F7

SHA-256: CE20C09628F8C665DD602BDC25C2E596D29A1AC37E34A940648B2FA790650976

SHA-512: B32CE958BC152DA43F91A4FOAFBB44B1CO8BECEDAEG7EAL6BA0753EB689D5100956D3803F8FEFA004155FDD4ED404D9F1F159E679936CE46AABF899097DEBO2
A0

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\16c3089330ff7ee0_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 255
Entropy (8bit):  5.718093917793761
Encrypted: false
SSDEEP: 6:mzXYacBT2fb0IND+79XxWbKzWdSZdyOMWZVT8m40/ZK6t:uUBT241D+79v7Hwc98mpr
MDS5: 48C18D7D2A4399AFF6072F223DE4879B
SHA1: 16E085BODD915FB4AF749EB4F95C65B04B19363D
SHA-256: A1129F6661A6435738678413D5ABBEES2C42FF07DD0611BD4F05623D6884F5E3
SHA-512: D66261A4B01CC99AD69357B9700BE85361F2DCOCAB68422D7745F1DD1F947716473F364012CFDID9289DF7E88C55267EDEA294BFOD3007117D6A69DCIC48B95
Malicious: false
Reputation: low
Preview:
o\r.m......{...JXy....._keyhttps://rikapcndbn.web.app/ahygdvxzsa/themes/js/c0f5e0dd4f642062f92481ef2bb438191622646215.js .https://appdomain.cloud/N.). #/............. A..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2e2f53894c97faa5 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 510

Entropy (8bit): 5.734482696531105

Encrypted: false

SSDEEP: 12:XKEBT24vxVVFUNLN+p9KEBT24vxVVNuzNQT:JV7Venx+pnV7VNuJQT

MD5: 203CAFBC7A7A6DEBC4EC0A7D827F5949

SHAL: 22A2BBAF45F1ADI9D371E83693C6747DDF056482F

SHA-256: 7A9C1B6C03518D456A3D86426A395CB99AFDE18533FFDB572300FFC4D7F85177
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\2e2f53894c97faa5 0

SHA-512:

Malicious:
Reputation:

Preview:

FA697C84958E38E6CBD4903C694EFAC8FCBC029510757B60448F11E84FA837DFC65E5F493874053AFB55D6ED4AB6BDFSES66ECFI0DFC4FC8C0856D5FC10FBE
5

false

weeei{ivenz....._keyhttps:/irikapcndbn.web.app/ahygdvxzsa/themes/17034c4caccdac15190faf36c3557a3dnbr1622646221.js .https://appdomain.cloud/.....#l............. F..
keyhttps://rikapcndbn.web.app/ahygdvxzsa/themes/17034c4caccdac15190faf3
.2...@.9.K?2.W~...;..R...e }..3Z.A..E0.....+1;.......... A.EO...ccviin.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\328b75cf02d95d5e_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

252

5.685003685432698

false
6:mcYiRDHwWA7elAX3TH5R2D5yOSowDgjn5/m4HshK6t:XDHXeB3L5gDxwCm6és7
06A972395C5F26A9976C36FEEABED176
B1C6D97DFC9429B6EE045AF2E33E623D45D87C6D
EO35EE57A7AEC19F440C3BF01982056ABECICESAED7ELFFEC400C737099176D6
F1C9FA4CF1802FBC97F7E5E076D31B905331578228287A6E71D79D758CD164D22E9159188471F56DC2AF1CEAS56E444D352A1B98B6DFCB6ABE997319C156DCDC

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\48f565ca8f495c25_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

37160

5.806601180834401

false
384:30x0tnyN1C5H8IbHSUR7C7n8630N2Uz/ARNe3G+H7jQ5UBvwWvHJYIroYtcAclX:3ACne1C5HPHSOU85MUbAgG2fUL+Y3Z
17F15D37645B832C8D7AD62D3A142F31

47D51E99A786DFAD3D0OAB0554A6C67CA13F62D3F
E48CFFC2AE3BB6D263D28226970508C04CBA3BE969FA120AD319ABF45E381652

3486C5A2996BFF168ADS0CEFAF041FAG6920375DC6AC666D33F58FC63D0D2FA7B4C4DB16DD0O3ADFAD8F5642B32597239AC0EGF610D9C3865EA8BC3DBAEECB(
A55

false

low

exports...Q.@.
.......... I"...D

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\5d80fc69098d2f00_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

651

5.409595434243996

false
12:XsDQLzkGFhhykPpoMKIOXUDjNC1Ngw97weyYOp5FSDsC/aWbH:XsOhQkIxUDRCTFyYOMgC/au
7A40B47F610DB26BI9FEC42B2883DOFF3

DA4336EFFC246A711CEEE0492737F0D73845E9172
9552C57C60AEF1DA4610162290E49BDBD1DDDBF6F7B3E523D5D52C3A749CDB48

9F18CC56350CCF8F2B1547D2D1A5D2915D960D1A13D31BF37A9FD8336C57A3EC029608D9FC7CD620B31D187650CC3EDCB5FB6D36D53DDE2CB2A1C71D41DC
30

O\r..m........... M......_keyhttps://www.microsoft.com/onerfstatics/marketingsites-wcus-prod/shell/_scrf/js/themes=default/54-af9f9f/c0-247156/de-099401/e1-a50eee/e7-
954872/d8-97d509/f0-251fe2/46-be1318/77-04a268/11-240c7b/63-077520/a4-34de62/bb-d7480b/db-bc0148/dc-7e9864/6d-c07eal/9d-b58f60/f6-aa5278/cd-23d3b0/6d-
le7ed0/b7-cadaa7/c4-898cf2/ca-40b7b0/4e-ee3a55/3e-f5c39b/c3-6454d7/f9-7592d3/92-10345d/79-499886/7e-cda2d3/69-13871c/6a-234a32/e0-3c9860/91-97a04f/1f-
100dea/33-abe4df/17-f90efl?ver=2.0&_cf=20210415&iife=1 .https://microsoft.com/....#/............. o ]-=....1.Mj...t.O....E.A.Eo0..... K4lf......... AEO0..cccoiiinn.
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\6ea6b0fd83aalelf 0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

8643

5.617228046958892

false
192:pHwFr/cLhO9fCgiu+hT6K6POV2QkRbjsquZ0UovCHJInf:p4ULhO9athuNvgTovCHtf
F1DCD221C38C5B13694EC54CCCF64728
8D79E2499C454C03B94A442F791B28EAFCC61B18
FA129E75046535224FAEDD0277C255F223D505011E64EC01D53AEF246DEF9ECC

9771968902176E61E2716196D1E3E82CDF267ACBCCD4952CD4B13C9D606E6D79E10BD13FOCF155D3DA7EE410FD51E7828C319FF148E8FCD9B531F5CB2C1045
A

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\753172e1420a85e5_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

50218

4.987573259515028

false
1536:aLLu72+Bo7ABvnqgKbDkmm6dGwjA7G+4gmrmajkQ+TIYgrwv:Mu72+WABfq+5Zk
61DA1B1B68AD3C2F0670634469173A4E
31E2B5D561765E62273ED6A7C1FD7BF42A950037
D7D996B22381EC5CA9E918EDB4A3A87742B4B6C27ABADBIAADCF57925EDFODCY

EBC6231B027DEBDBCBADAF9627D34F9DES3A19E52BEG02F7FCB3871BFF88997431E2069BDC839CASBAADIBD7660FASDDACOFFD78A0FE2B49965CC14018B4F
4F7

false

low

.A]w&

..$uyn. Qc
& Hi. ...&.(A..&.%.@..&AY
7e4d4aeOea783cd1177c52f1e6301622646214.js...a...

D{ .
.J...https: //rlkapcndbn web. app/ahygdvxzsalthemes/Js/a310

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\781980b07f1bb38f 0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

252

5.6739220768269

false

6:mgI9YIRDHWA7qYsDpNANFYNgD+XAMROQK4mK6t:RTDHXqn/XNgD+XOQE
4B9FB554D66B266B91F5BCDD5780DDES
3233215FA03C46843B73E2931D7FEE6B1ES09BAG
D0619EBCD8174EC33D060F07BD04B4476C4602AC39363B47EF12DFC35C4D8749
814A2364D53A5ABB2FC7E6A57401FA77EDDIEC766F4654FCF3BBF3ADA304A0005B30D82A611999BF404E0572349AEF1494134AC65F0779947859A1BC8FA8FD3!

false

low

._keyhttps://c.s-microsoft.com/en-us/CMSScripts/script.jsx?k=1a053411-4f63-d069-d3b8-11d5d720eeb4 .https://microsoft.com/...
S...55.0..80....F$.|3F.A..E0 ........ [ ALEO...cii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7df541af6f0604ae_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

31166

5.6035153883629345

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7df541af6f0604ae_0

SSDEEP: 768:08P/dsiEZ7SkqdWsizZ+QWqvUFmMHQ5GXzq:LP6PhDgdWs0wGIzOm

MDS5: 8F4BD621969FD141BDDAD174D0927EBB

SHA1L: F5B7259E99AC9CE9D6F5CODFF02076127C774ED7

SHA-256: 0B4A2311B40702D22A530F31D96ABB47BFAA2B57D1979A95B7EED85EESCA3F3D

SHA-512: AAAADED90A4F30580E7A9C1E49E09D280BD137645C3B2D571B539D7C032575FBAC88CF6FA6B49A672BBDCAF574B6C309D98D7B49D39001F13E71C06C9ADCE
21

Malicious: false

Reputation: low

Preview:

.Qb.Q.W....amd...Q.@...W....axios.....K"....D}. .S &NL&-L % H.s. &N\L&-
........ ‘...p..40..........@.—....<P.....4O...https/lunpkgcom/axms@o 16 1/dist/axios.min.jsa........ L&l & &(S
..Qb]....t....Qb........ e....Qb..J..r..b$........... I"...Da......... (S lill$an...... .O....id. C ch] ..... loaded..H..a+..Qb.
C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\88dc8e2097326454_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 96664
Entropy (8bit):  5.817309422172258
Encrypted: false
SSDEEP: 1536:kzPCtyEySRJI/9EMGGyogjNWIYE+n1bhgroip3cCw:qPc/yCmMGGynNJEC3Soc30
MD5: C19F5A02EE7AFD997COF7A2CD6ATEELL
SHA1L: 5D2BA72AD65DD161246BA3199D0OEF77F50299EDA
SHA-256: 41C2E03BB0ODD5205B2C587CF3168ADA920849E43CFCEOOE2CE94AS58BBB70BIFA
SHA-512: B2259EB54C76FF2E67CDA6C88007050644E11607D7635927429FF595A55B01EFC5D65F2B57F2D42D33699FA14DFEDES2805F8EC7162E78D6588784E90595DFB8
Malicious: false
Reputation: low
Preview:

- exportsa..../...L...@.-...LP.l.... @...https‘//ajaxgoogleapis.com/ajax/libs/jquery/3.2.1/jqu
& & )& &S : RC ..o (GRS M...Qb...v....d ..... Qb.... .QbZ..-....f .......... QbjG......h.....S...Qb6d]|.........Q
b"q ..... k ..... Qb..Al. QbF..-...m..... Qb.*s...n....Qb........0..... Qb..[ ..... p....Qb..]...r.....Qb........ s....QbJ.....t R Qb" ........... Qb6.C...w.....Qb....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8dc6cc7af937d5e7_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 484

Entropy (8bit):  5.733041468099351

Encrypted: false

SSDEEP: 12:euBT24zQrulpsS1JVguBT24zQrulVKS1IDV:eOV5IP1JVgOV5I11Jh

MD5: CE225F78C8734DB117917BA3CBFC56B4

SHA1L: DA26389C3COFEB81DF9F486EB4AB6ABECFDB7438

SHA-256: A767B2F6FDE614FA6CAFB972A02C591B724FF175286DAE78F1EB811EB328FE72
SHA-512: E46F08D56C527306122918F03DEF22DD39AEBC663FE485E2FA908BC8BI073EFI1F5A53E9349C9AE2218AEC7096D39922D3A33FBC39B3E720B0B2A8735307CAS
Malicious: false

Reputation: low

Preview:

..._keyhttps://rikapcndbn.web. app/ahygdvxzsalthemes/960f99fc63f83319d09ad083f83504cb js .https: //ap
........ r ..s.8....DU....MM...8.v....A..Eo......:............A..Eo..................

pdomain.cloud/+<#..#/.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8f3c2e2c260a7099 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 218

Entropy (8bit): 5.316842894519256

Encrypted: false

SSDEEP: 6:mXY14McTDsJegD8AIkt/61TrlEro//hK6t:e+TDsYgD8HktC1300r

MD5: EO045EE4A3B95EF83165ED3F077135F77

SHAL: 8729E1347387E4C4C9D89107287798CB568681E8

SHA-256: F85140F5E86BED6503F7FCC5834E2D06B73722B1EA2C19383D6B6DFBB02E1134

SHA-512: 61629E032BABE5FA5542B131A5EAF66C4B8B260A023701EBF6F48CB1CC74FEB162F70EEFB6B3EEOOC3F7BEF7A9E26C2D5AFDAABAA7011E926300CD2D3C7C2
FDF

Malicious: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8f3c2e2c260a7099 0

Reputation: low
Preview:
O\r..m......V...|.L\...._keyhttps://wcpstatic.microsoft.com/mscc/lib/v2/wcp-consent.js .https://microsoft.com/... #/..........ccccovuenne <.S..L.\*W.U\E?.rA. Eo.... AN
ALEO....cooii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b90ea9ec3c36916c 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 436

Entropy (8bit):  5.675874722185327

Encrypted: false

SSDEEP: 6:mEnYEmMyq30SKOAAR4ANVzoZK6tWENYEmMyq30SmAwWhRANVDu5/IbK6t:ZNcrNR6poTTNcr6hR68T

MDS5: 7AB1799CFFAF764EF79947C44302F952

SHA1L: 1D59DB2D431298A618D8D6CCF3CB97ADEE6B312E

SHA-256: AECA813229C8F33406962C118DB505A044DDD273AB878BBIE63AAAACCLAF6BES

SHA-512: E907B3DE35CBD34EA6B1020B78ADF228FF25DA38AF0B66F5E3C58D6614C5BBDIDBES220B69E365B22A020FBC9297A882E9B6BB8D50A484036446FE3D302F6B
0

Malicious: false

Reputation: low

Preview:
O\r.m....

...A..Eo.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cachel\js\bcha23f2a537c6bf 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 42901

Entropy (8bit):  6.212284927419107

Encrypted: false

SSDEEP: 768:6jxFTawkOYO0UVJ/Z8v9oigvzbal WizkU2205xuaxKnogFHmt9H4eXATPctZylhG:ITawnYO0UV1Z8vG9Inal WfzkU220/YnvS
MD5: 61D02DC730272BEF6B0569C98ED1F31C

SHA1L: B44968EFFC21314228F5C35E7FES59AEDAAELCD7

SHA-256: 8EB2CF42C4FO0EFDA359E2154689AC60477DC92E6F774FDF08198BC86358FF6F4

SHA-512: 8B7FB378AEFAE8D6B3E88C3D25EBF62326EE51DBEGE73F871EAOE4BAG1608085B798056461FFA950D783513676CEE9BF6B2509460E93332E2BBC51F87C7F659¢
Malicious: false

Reputation: low

Preview:

...... '.AA...AO
.M...QbRc....
..\P.a.....O...https: //cdnjs cloudflare.com/ajax/libs/mobile- detectll 3. 6/mob|Ie detect min.js.a........ D’ ..D 6..D
......... &A(S.|A.‘..A...L\...A.QbA..1..A.caII..m.S.A.K DY % T & B 78080 & (& ..A&.%.*“&.“&.%Ae..A.&.OA..%.A&..EA

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c7ac401a91b7fb3b_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 19447
Entropy (8bit): 5.689278867685485
Encrypted: false
SSDEEP: 384:r8r5FZpD+Atc0lYfMzXULid5LnxEjNFouN2LNjUko5w/VIH:r89zpSGce9YfMzsixaNFqzH
MD5: 2374B745E0751464DFFB3CF7BA123BD2
SHA1L: E3E0B5901555BB74CE091F50C56CEECACOF8A232
SHA-256: 020BFFF4524C9335969F46883AADF5D0E4CBB784D17FD5BC4366CEC7291A06BF
SHA-512: 79CC7E8C329029E8E54883D0921489B3D88FB01EBA22120813D3445AD2190910664A0A08E1D301FDSACD816B277BCBD286E173A79BC20A1FAADE8SA475A996B1
Malicious: false
Reputation: low
Preview:
O\r.m..... W...* keyhttps://unpkg.com/vue-router@2.7.0/dist/vue-router.min.js .https://appdomain.cloud/K[...#/..................... E...6.$P...CO.NX...@...%.e.A..E0
..... FKevore ALEO W ZMLLO hJO}(S< 4..L...(SI
ine....Qb.Q.W....amd...Q.P"..(....VueRouter.....K"....DU.........co.... S S &\ &% K s & (e &
HP....... 9...https://unpkg.com/vue router@2.7.0/d|st]vue router.min.js...a........ D..D*.D...a.. ... &...&....& (S
..... Qb..]....r.....Qb.* Qb.......0.....S..M...R....QbRc......c.....Qb........s.....Qb..[.....p.....QbZ..-.. f....QbjG.....h.....Qb

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e2a64377b8c73d51 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\e2a64377b8c73d51 0

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

data

dropped

87720

5.639706563527665

false
1536:UKFU2v62QPM1BBRTAXPS//CQ7ZUperEBUHDC6cDV+pyRP5KkdHLPJ:xS30rpXPzcXHrcDxRP519
AFD66710172EB2741735D99A82186C94

EBFF9904E840F83C6CE511D364E6BF6D2BC2FFAC
4C2A8ED402A93AEC9259C489AE397025233E3B167C160919FF58CE87385C6DAD

8EDA5173AE33F770D9277F55CE30D9BAEGFFDE1CFBACOBOEB7104C5ACCOCD51684E265FFBB8401D90E27595FE41120D10D55D0ADDEAS88B79463D5371D887
86

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f07074a526b61413_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

339

5.888586112163311

false
6:m+IVY0OCZI5B5LZzySxU6a5z0j6P4PcK6tnGaKQ5rSzOj6P4u:3VnI5BLCKjulGISKj2
9E36005E575C135A40E25D0D524FE494
6EC658EBD49E792D1950BD804DCF531F32EB4FD2
4F98142842A88FB94C456878D3A64373EC14589E3228204CA197B0F30102CE96

947F11BD02B12DF33C2593DD4BF934CFC6FCBA6C392D3268AB3COE9BFFI8BC09C421AE8D71A54D991E773B9F13E8F78CB4FAG61990A634F0775EDDFADBEB47
AE

false

low

or.m.....K..z{..... _keyhttps://unpkg.com/lodash@4.17.4/lodash.min.js .https://appdomain.cloud/... #............. Yo d.....=b3....L.OB&z..LR|Bt...A..Eo0......... 8. A.Eo....

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f428b9f7917ec10e_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

63106

5.842397724623211

false
768:VUXW2ij3hgFfV0ygkLc+WjnnC3eEzMfqFWNXa8aib43Z9BggYIOM8qJ:e32hglVOyzvWEOnXach43NggYhjJ
76F079E05E8E13A64E15FAESEC7DOEBS

0225A0DA610EBIDIDFC7E28B174CCC6248DCBEFE
E25E59CEF489C3CABB1C309DCF6CAAG56E94B6F3A8ECBCBFEICA9BDEGDBC413C
96C2FABBFOEC4C3F9452BC92FE45866465612341CF5D238645D8EFOCDBACABDIF163D63ABD630D14E5FFF4871383FC982B1D3238C64618755991C1604678A11

false

low

module....Q.@
WI.Da.........

e & (S0 C YL
. QbZ. o o QDL

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f46ad1d2652b0b43 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

218

5.530770465025965

false

3:m+ISxla8RzYJh9yKIfBQPKXQBHWFVDFYtRyVKv1IHC6/yq5EzDHz4mFdpK5kt:mfYyK08fUH1Dfy6aq5EfzrFLK6t
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\f46ad1d2652b0b43 0

MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

4ATF92B7027504C711C1D5D9ECD52B92

133023B0A40020157B5948C515726BE573001D94

C9BDF2COF9D89E508036A023B649655585F37A5ADAA2BB2717E01498109446B6
CO0CF571C0OC1386FEE03638347A65F943CD8A5455110DC184148A1B97CCDD756489486A89173AA5E577FC8AC27AFD37E26861079891C6D1BABAB7FCFE3BD13!

false

.._keyhttps://ajax.aspnetcdn.com/ajax/jQuery/jquery-1.7.2.min.js .https://microsoft.com/...#/............c........ f....cB..cWhT..6..(..$....G..A..A..Eo........ Xevereenn

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\fd9925bdad311f6d_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

650

5.429083230145612

false
12:tDQLH6KGFhhykPpoMKIOXUDjNC1Ngw97weyYOp5FSDrQe:ltkShQkIXUDRCTFyYOM3z
D4EOOBF316E886B3E28B53BEB42FD7B1
BO7F2CC10D95FC8389991DC8AA0246A8DFBDEDCB
D6ACFD62CAA7A517FIED3AB6F0366F4BIES2C533283A7F045621B1F692EACOE2

A958A2C410EADBE460B946EFFA664CBBB5D2C909EGEBIC973CA2FEF1EOE70A66AC4BA0981575C1D87711235351C9C0317D2AD25890F8FCA823BFE6G461B55FF
C4

false

low

Oo\r.m.......... % .3...._keyhttps://www.microsoft.com/onerfstatics/marketingsites-eus-prod/shell/_scrf/js/themes=default/54-af9f9f/c0-247156/de-099401/e1-a50eee/e7-954872
/d8-97d509/f0-251fe2/46-be1318/77-04a268/11-240c7b/63-077520/a4-34de62/bb-d7480b/db-bc0148/dc-7e9864/6d-c07eal/9d-b58f60/f6-aa5278/cd-23d3b0/6d-1e7ed0
/b7-cadaa7/c4-898cf2/ca-40b7b0/4e-ee3a55/3e-f5¢39b/c3-6454d7/f9-7592d3/92-10345d/79-499886/7e-cda2d3/69-13871c/6a-234a32/e0-3¢9860/91-97a04/1f-100dea/33-
abe4df/17-f90efl?ver=2.0&_cf=20210415&iife=1 .https://microsoft.com/B...#/..........cc.cc...... )I&A........ G.,_0..p.~A.Eo....... R ALEO.ccoiii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\ff3254c380ce1732_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1103

5.0018071206882775

false
24:MjXJaGN4zXk16FHPtI8dtUUuzil9EJIkuLUKISE/9RLFePpZSw:M9aGQXi6OdCzLIk+UkeE1nePpD
DB8B41CDF354FBAD9F106065826E5627

DE1D027943BC90F4FC56F6C5D18776ABF1563F44
BD4F27CC3A17D65E714DCB9C126D69B39363365E1F39F0CIF9C840306146481C

CE8F526AC59D40821455B80BA5581ABOA02BSEG6CDOAB19DCBEGA1340C597028A69CF5AB777743668E1FA3DC376B3F2C6DEAD3ESSF6FEF7E811C63100BESS61
E

false

Oo\r.m.......... "......_keyhttps://c.s-microsoft.com/en-us/CMSScripts/script.jsx ?k=0502864a-b6ef-2f14-9f8e-267004d3a4e0_c5ea3348-55af-729a-2641-14f0312bacf3_742
bd11f-3d7¢-9955-3df5-f02b66689699_ch9d43d2-fhae-5b5¢-827f-72166d6b87fc_49488e0d-6ae2-5101-c995-f4d56443b1d8_7dea7b90-4334-c043-b252-9f132d19
eel9_38aadffb-ddb5-75be-6536-a58628f435f5_e3e65a0a-c133-43e7-571d-2293e03f85e6_4cale9dc-adde-17ba-f0de-d1d346ch99e2_06310cd8-41c6-3b11-4645-
b4884789ed70_5c27e8aa-9347-969e-39ac-37a4de428a8d_d6872b5a-5310-a73c-7ch3-227a3213alc5_be92d794-4118-193f-9871-58b72092a5ac_64c742e2-b29c-b6cl-
fdd9-accf33ec40bd_cf2cecad-3467-a5h3-d095-68958eee6d4c_cec39dd8-f1d3-56f1-abfc-a7db34ff7b46_ec5fa2c9-3950-ff57-a5¢3-1fa77e0db190_d19f9592-65df-bcco-
e30e-439b875c3381_76a3d06f-f11f-77ef-9bfd-6227ba750200_5elcaad5-461c-3b04-f88b-8cd50afl6db5_c2dceda8-20b4-7d3f-13b6-9cac67d7df17_914fad1lb-cc86-d3b0-
4e15-2fdfa357bcc7_40c6c884-dabe-7c2c-081f-4a7dfe7c7245_ae79ba9d6-1a9d-debd-a5b1-f3067213b9b8 .https://microsoft.com/....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\index-dir\temp-index

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

816

5.285473353292966

false
12:0tedKG+/+04/D3UnyInYU7KzF6BMg7rW46cgwZzyz7V4hk+:0sdd+/+9/D3Uny93s2S46¢JI+
84608439941C4DBA4C1B8B2CE4F2B12E
F7030E009B2CE7AE5491D6BFE92A1E7906F44186
2BFO3BDBAECC37938930B5A26B62B49AECCDAA91A4B8BFAASD30465A6A7E6D4A3

638DE24336AD88DAABAIDBBA53D824BFOFA108230DCCC3E12E80961558C2D71D9880A64F4F7692AD62E0E8F50FD696BF9B288E7BEO9FDBOE7C6BBOB23B3EE!
8C

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\index-dir\temp-index

Reputation:

Preview:

low

[ oy retne.... ........ oo 1.6<.@. .#l

......... C.te.j.d..#.......Brlu.<.#.

n@... .R.H].8.....%\..e HR..# . N.R.H#L# ~(CRuH#H 0. A}R..#{..... "} Np..@iKt. /..........
BKPUL KPu../......... &<.\.O$.KPu..l......... p..(..KPu../.......... q....._.KPu../....... +<P|...X.KPu..I......... ].,..#l.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

12288

0.8226790333307651

false

12:TLyen4ufFdbXGwcFOaOndOtJIRbGMNmt2SH/+eVpUHFxOUwadyS93sNEQIIQ3bo/2: TLygJLbXaFpEO5bNmISHNO6UwwI+/
AEDF50E0CE737EC24CD3DBFDE5997F36

3E5D7DA3CE35FF20F14C7A9E42FDCIF5DA90F265
FA71020C6EDD2A4603C672D1018F3FDF087C977A09C28D3888AE5317D6F6543F

4D3D27004AAE2FB7F2205B4C771236FA3328D50E86677C17B9EF2C6D20608E9B7495EDB25EAFFFOB9ALF92D2FF6EOB1DD068A52FC72582FAAEOD7EFESEAB08
4

false

low

SQLite format 3.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

12836

0.9668589090231927

false
24:uCcLgAZOZD/5qLbJLbXaFpEO5bNmMISHN06UWP8:/8NOZ5¢5LLOpEO5J/Kn7UM8
F3A6373948B88027FA641A8EF00998E3
31FFD5B5955FBD400D4F50A0AA713F977154A838
0DB04CC0206AEB57700537094958955C54FF33B8CD009147BEFCA6BA4DD06679
01BOFC3A471F3ABAAE85408CE1597D57710CBDD9546992D4DF33158DF51AE354D666F2B61CB69CAC27099AA97DDE21294D425BB57F18449522D9933EF47D4E"T
false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Session

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

10760

4.076775094912804

false
192:3/5/25i5C0o2LIf+rjuD5C5k535ut5D5uvkH05e5i5a5uokHm5e5i51hh54X5a:vUccoEGra0+xUVgecUYYUgpGYYIhEM
18B405E9964B787C4A12F78BCE7605B4

59095ED81362EBFFA48D5A326FA68922F3C6BCB6
EA1616E91C5CF72C8A225575A118C29B91AA69F98459598E8EEC11EFOFBAECT7D
AC00208B59C8C58A7FDA470C6EE56313CDD7F3F633FEF5F72BC38251C409366137C65A8043F6366E8555B125775CB8ABIE28B0B194E5A44B800F61792F59FCFF

false

low

SNSS... [T TN Loy $...22c3bd88_6d45_4b5b_b0a8_8dbd6d59ac36....................... S
5..0.......&..{524A03AB-861D-4591-9B4E-BDDBIFIDA25A}.........ccviiiiiiaieiieiieecie e B...https://vaqiw9zxozdoxzx.us-south.cf.app

domain.cloud/?bbre=0ZXiaSzX...........ccecvereririririiieieee e h....... s PC...QC....0....... H... .B..http.s..//vaqg.iw

.9.z.x.0.z.d.0.x.z.X...u.s.-.s.0.u.t.h..c.f..a.p.p.dom.a.i.n..clo.ud/?.bbre=.0zxias.ZX i 8....... 0......
JR PP U PSRRI B...https://vaqiw9zxozdoxzx.us-south.cf.appdomain.cloud/?bbre=ozxiasz
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Tabs

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

8

1.8112781244591325

false

3:3Dtn:3h

0686D6159557E1162D04C44240103333
053E9DB58E20A67D1E158E407094359BF61D0639
3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB
884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8ADICD10741A5604B7A0F979465C4171ADIC14ED56359A4508B4DES8E794550599AAA261120976C
false

low

SNSS....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

183

4.267376444120917

false
3:FQxIXayz/t2ZHmwgOEOZL7Ao04uhFKEURLKYC5EiI5+GgGg:qT5z/t2qoEwhXeL KBt
7FAOF874EABF1EED31988230680AD210
E71B360F1E8D5C278A051AD03DFBI027ACCF38C3
09E15F8939364145E710C314EBD93FD19BF60C2B6B20BF8023315D617B6B141B
AF4C2E595AA0B1FD96474A0E73530B38BESF2906B10BE1DEFC0A9221129A3E5BB8D0816777550863AD426C5C836ECALFOC384986C2A1108E2E4CA20EF10A782
false

low

F5i LW Sgdaefkejpgkiemlaofpalmlakkmbjdnl.declarative_rules.declarativeContent.onPageChanged.[]..F.................. Foiiiiiie Foiiiiien

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

317

5.194415948231102

false
6:mwG7q2PWXp+N23iKKdK8aPrqglFUtpDGTZmwPDGXVFDkwOWXp+N23iKKdK8amLJ:a7va5KkL3FUtpKT/PKXVFD5f5KkQJ
5A217A4C51D390DD8AA3CC490A825725

FB477550D5CEB21C2434B7F3B3339F2EEEASCFA9
5C146F164C1F572B2706B61CB3E142E54A9851E7B859125895D9A5E6506B04DA
9AA3DDES858B0444E9D72BA0BICOFDB4B530D2A2B7713C81075EB6EF602FA8F99E7C9591DE298B77C20474082B978A384A1B2FDCB11F97E8314A18583F707D0B
false

low

2021/06/11-10:21:41.788 310 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/06/11-10
:21:41.789 310 Recovering log #3.2021/06/11-10:21:41.790 310 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/000003.
log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

627

1.8784775129881184

false

12:gWWWWWWWWWWWWWWWWWWWWWWwWwWWwWWwWWWWWWW:
9D7435EA49A80FDD66E4915F513017F9
469F6C6E4B19B85CC1BE497812B2F20864F4FF2C
409D4C47E940688527D730B996E8991E010988C7671565467EDE9D640D0947F3

0561CD632D4219AEF4686DE40EC092921384CA89755D354801E0EAEC8645A8630A180807AF518AC8FCFO1F71EB3D10FAA9CELEG2C7A7226A274975BDCB7EEB!
C

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log

Reputation:

Preview:

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

317

5.217173404640852

false
6:mwG1+q2PWXp+N23iKKdK8NIFUtpDGS32WZmwPDGoiVkwOWXp+N23iKKdK8+eLJ:al+va5KkpFUtpKXW/PKoiV5f5KkqgJd
18E1E3F4FB50977740BA73412D7896D3

E7F8DF78802639308EBC5912BBFFB211BC7CE81C
2A9BDF2C3A6A7DICB4A8282B5440D28EF4F439397B20DE1E4DB890A7B4117BA3
224D1A3CF53B373276A904C5F7BCCB12E84F3B649D6EF4BIF50287EF1C035CFF805B73901ABES6C116AF50A027EFF708A6E78D5919E611FEFB10D1099CBF920
false

low

2021/06/11-10:21:43.921 d5c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/06/11-10
:21:43.922 d5c Recovering log #3.2021/06/11-10:21:43.923 d5c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/000003.
log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput
ed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

11217

6.069602775336632

false

192:GbylInITWGB7V9Hne4qasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT
90F880064A42B29CCFF51FE5425BF1A3
6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF
965203D541E442C107DBC6D5B395168123D0397559774BEAE4ESBOABCA44EF268
D9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DAOES9A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F
false

low

{"file_hashes":[{"block_hashes"["A+1PYW3V6CJIbBuQ7agrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKY THjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=""[DCtR8IMG5KZ
rQKmA4kDjUB7FokSJfjo/pmvFowRVIaY=","LPxhhJiuU0IprtOT6fpS7TkaDg7MocrbmzOB5xHBRI=","nZ9zLb2By9I6AKKXALRM+COEU11XUjPIMXEKjiCPAtHE=","wifibc1QfMB
N2jrtUtLgsCefvuce TpAatmLvul11RIA=","dHjWISIIdjj7MWqg3T8MG58RuUUqRXk32vqi/13JgEgA=","zd3DV7dbviNvx1hdhUO1fWS5ily52DLNOCFL/ADaEeTI=","DpjXcO85FF
FY9KJIFPKGNIFUdQIOSGWOS]UckiUwY 14=""gqid6l1+mk/6yWgUECROofI9IMipXgXh2jEN2+CxmPEO=","prDBI1X2Mmfg/M/txVMITWBMEGbOGjqBTP7CM;YqdHs=",
"yLPAQVA4gqoyS/zFKEt3Cn2j002v9QOSthVFWNSEZCM=","EPQ3jzdrLkAHyVf3920B5Y3aAk011Jdn/UtbnAmg6 TO=","+00c6ca+ChKUpTu+0a2ZRXRE+WG3QJImuYWE
VYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJOubREUWtS4/900M7w=","1 AONNawxuhu95H5e Thvf1rewJ4AQQWhhPNxJXO1C/n68=","E3vWLQxzmj+e5QxYbUscllJ5
NOITpW5JIBHV1Kph3/KM=","i318ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtuOhGYrHn3lIsMHqBbi70gkJEE=","rhlzuEvw2KRAF
Mms896XFWKNgPrweWvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmiedal1.0.0.6_1\ metadata\comput
ed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

11217

6.069602775336632

false

192:GbylInITwGB7V9HNne4qasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT
90F880064A42B29CCFF51FE5425BF1A3
6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF
965203D541E442C107DBC6D5B395168123D0397559774BEAE4ESBOABC44EF268
DI9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DAOES9A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmiedal1.0.0.6_1\ metadata\comput
ed_hashes.json

Preview:

{"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKYTHjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","|DctR8IMG5KZ
rQKm4kDjUB7FokSJfio/pmvFowRVIaY=","LPxhhJiuUOIprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By9I6 AKKXALRM+COEu11XUjPIMXEK]jiCPdtHE=","wifibc1QfMB
N2jrtUtLgsCefvuceTpAatmLvul11RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLNOCFL/ADaEeTI=","DpjXcO85FF
FY9KJIFPKGNfFUtdQIOsGwO5jUckiUwY14=","gqid6|1+mk/6yWgUECROofI9IMipXgXh2JEN2+CxmPEOQ=","prDB91X2Mmfg/M/txVMITWBmMEGbOGjgBTP7CMYqdHs=",
"yLPAQV4gqoyS/zFKEt3Cn2j0g2v9QOSthVFWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO11Jdn/UtbnAmg6TO=","+00c6ca+ChKUpTu+0a2ZRxRE+wG3QJmuYWE
VYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJOubR5uwtS4/900M7w=","1A9NNawxuhu95H5eThvflrewJ4QQWhhPNxJXO1C/n68=","E3vWLQxzmj+e5QxYbUscllJ5
nOITpw5JIBHV1Kph3/KM=","i318ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtuOhGYrHn3lIsMHqBbi70gklJEE=","rhIzuEvv2KRAF
Mms896xFWkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\_metadatalc
omputed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

23474

6.059847580419268

false
384:7dNc1NC6IcafusK4H1IGRINKIKIALQWdynQh2RX4K6M1tVztzr7XSNyzH:7dOscSRKc1nGRSKIhEw6M1tf7SNyb
6AE2135EA4583C2F06CDEBEA4AETOFA4L

DCEB26C7F02D53B5F214305F4C75B4A33A79CDC2
03AA1944CB3C4F39E20B6361571BC45DFBEBD3FFDA3D8F148CC6ECB29958F903
B5945E67D9F73DD1982D687E5C6D9B5D6B3886C8050363A259755C76ACOF93651F3425FA7C21AAB6A13977AC1C8C9322F998F131648CB8909096058D4F0D23312
false

low

{"file_hashes":[{"block_hashes":["DOZdV3jFvk12AM2INDYK03KZrlVRprmJ+sVGWkqqE4Q=","rVEIW3Hu3T52SzDDUqGT5YiJTBGUv2h3pNuBKFIhZ1U=","X/
3fgaKZxgQ1jBr5QGqOF5JInflgE27UErd88mrxTexs=","VibLbpyOig+5INMOU71fTYN76iaka2XVpmm1lgAKYsX8=","EChCwCbQHbHQ70DdGT2gqNyiRJOyck2YC2emNGq
4whtE="],"block_size":4096,"path":"_locales/iw/messages.json"} {"block_hashes":["xklkoZ7iSU1+7cd6 DAtEmMUCS5IPFd+EgchnzxkOiFwlk=","3KbsvoxKY/3AwqgF2aAdVvVQ
RpMhsNVRKkQ3rx2A6Z2Z+Y=","09+tsohquaCMj+70zeinRG/hBhA2uLoDI/WoC1uokME=","xV/K8xucyWJELVT8Cqn+ugFjobBVmg8pnmACF+2PP4Y=","p/mvIm2wuCl
32Rx3it654MIjKAsMe3S9IDEabc1ABME=","i[8mPrTb500sBTj2Fer78JE6xG6+kR64Cvu2SW8d3j/k=","ngSRpGQ3USU2bZJIsZ+AzBmFOyann8omwJrhEWFZDTXc=","
eTcQyJUuNuF9yCga/fXGyFCj/pysSceanhBzksdx23s=","Wj7fagnspelXKMvnduxHn1XUBG8TEOqyns7/oUihekM=","VtBwXoadI3EP336rAiL33Gz19KGqtN+RYdKn
MKAXoLw=","iDgLXQqXJp8nCZxgLuC9LXM45DGfufvGnXvmHsn18wc=","g+RfdDfrfWTUKOPkcsbot7NJ4SCIWVRV/dVVMuHALE}8=","20C4HcCuXu3VjFféwnKlznt9u
gQNaebcuWpm/mWj69U=","aMUIpuFgPMiieSaWhlktCK62v2P30ZQAWupWsYzCnvk=","L

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Favicons

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

45056

2.360093547410948

false

384:LcoWeC6coY7icg/IXycoWemx5gA3WeoY7Rng/IXycoWed+x5gA3WcoY 70V:gogpo33qoUx+eo8gqoO+x+eoZV
16A7F766296E7A88B027A1735328B800

A25313C50CEA266A1721E1891C57FFCCEDB38ECB
FOF87C2C48F4BCCO9EBOFF4BDAA834465A034CCF549E5E0E4C7DF309FEDFFD8CB

A364061AE2121F7446E37AD891E472118A6372B28761C4B4B2FAAFOAB761AAGD70F2BAAO7EAFSEBESCC219B42D741FA55B856A6E7C840DFF872CC26C6935092
3

false

low

SQLite format 3...... @ e Covend (o N Lo PSP POPRN

s...;+...indexfavicon_bitmaps_icon_idfavico

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Favicons-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

46804

1.4896610672159047

false

384:FlcoY7ncoWebkx+gA3WcoY7mg/IXycoWeT:1oRolkx9eoMgoF
36A15B385A72972E57AEFF6DA6352052
E6E8F4EB70D8ABFE2B05C912E004381E44C77116
883D7FBSEGEDDB884F290674366257FBC349D24A0D777194AA3CBD34F39D2731
6B62F416DF045E0AA6D4829C7245F044976A50A344AB4CC3ABEFBBCA4AG4A58D495DF6B1C34764C0AA75151F2DCA5B4498EB2A35454479D8709E7A05797F0401:
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Favicons-journal

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 19

Entropy (8bit):  1.8784775129881184

Encrypted: false
SSDEEP: 3:FQxIX:qT
MDS5: 0407B455F23E3655661BA46A574CFCA4
SHA1L: 855CB7CC8EAC30458B4207614D046CBO9EE3A591
SHA-256: AB5C71347D95F319781DF230012713C7819AC0D69373E8C9A7302CAE3F9A04B7
SHA-512: 3020F7C87DC5201589FA43E03B1591EDSBEB64523B37EB3736557F3AB7D654980FB42284115A69D91DE44204CEFAB751B60466COEF677608467DE43D41BFB939
Malicious: false
Reputation: low
Preview:
B TN

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit):  5.204261314846866

Encrypted: false

SSDEEP: 6:mwGa3N+q2PWXp+N23iKKdK25+Xgx8chl+IFUtpDGaT1ZmwPDGaTZVkwOWXp+N23U:aa3lva5KkTXfchI3FUtpKaT1/PKaTn5M

MD5: DB05D93305F405049BF4DFF694615185

SHA1L: B7AFB1819D482CBE528FCC0554A786D6A04A77AL

SHA-256: B1C4477B372F48268B3D0610C1E49074412611FE8BA083F268D0C1946587908D

SHA-512: 732C81EAFABF8F973AEAD37CA7A8BCE34B48BE22FE135AFC6B3F8A39C188A5DB6D8CBACS57FC11787339E651ADBIDA4392EDF10DC39FC1C32EE367ADB3323
49AC

Malicious: false

Reputation: low

Preview:

2021/06/11-10:21:51.301 1af8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2021/06/11-10:21:51.316 1af8 Recovering log #3.2021/06/11-10:21:51.316 1af8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 358

Entropy (8bit):  5.205204430743204

Encrypted: false

SSDEEP: 6:mwGaZR+q2PWXp+N23iKKdK25+XuolFUtpDGalZmwPDGaZVkwOWXp+N23iKKdK25y:aaZcvaSKkTXYFUtpKal/PKan5f5KkTXp

MD5: D0066FB4F5C3DEBDAS6E675B50BEG327

SHAL: A72868B02ECA862A33CD5C870A236A3DB6D54747

SHA-256: 7DE8146FB5067A89AD191FEE351CD8AD435496587C8A6F4C0OD4B009ACBE48A6D

SHA-512: 80A36F3A4CDDCAD458331EB911BA016B8BEA064BAD5B801EEBE34DBF1CFBFF102D642A1BFD790EFO9CCDA316C5CBCOE0711A36555FF7E5BB83D7330618EA
AF3E

Malicious: false

Reputation: low

Preview:

2021/06/11-10:21:51.295 1af8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2021/06/11-10:21:51.297 1af8 Recovering log #3.2021/06/11-10:21:51.297 1af8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default'\GCM Store\Encryption\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 330
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

5.207129303677163

false

6:mwGaP+q2PWXp+N23iKKdKWT5g1ldgIFUtpDGaRGZmwPDGa2qdFNVkwOWXp+N23im:aaWva5Kkg5gSRFUtpKaRG/PKa/T5f5Kg
7D5EC7B0168421EA1C6B98FF89B20522

1DD5857B939E358D860D30C85CED3B1C16AC8A44

63180E30529C574B19EFD600B50CE8352381B54D6F45FB659CCAEE9E7D465CE3
317C4E01CD8EF7233F4532516BB65A78ED1E411DADBA40E234BB29A055FA5DAFFCAD8756EFCC355E2D76032419940CA2FB73BE20A43C4BD51465E9251C50D21!
false

low

2021/06/11-10:21:51.286 1af8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption/MANIFEST-000001.2021/06
/11-10:21:51.287 1af8 Recovering log #3.2021/06/11-10:21:51.288 1af8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Defaul\GCM S
tore\Encryption/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

90112

1.171140272728057

false

384:NgJco2blcoY7Ig0p0fico2yCg5D1coY7Sg0pVEICc02Z0XWg5D1coY 7F:RojovieoR40QUoV4os
CFD7944D5D2FC8B073817E8333B49F2A

86A472D6E4022C2208E3F60698E95339DB37DOF5
9DFC2D8EE899A6363F495FFDOC7EBE1F204AA683973B8598C430423C7ADO6DA4
23AD69D138F75B536467030DE1638FB459BE0134276BF8CE4AFEFOC2F5D7ECC145A6F3702CF462925E0FDD4ESFADB35CEG76F527FDFOB8409F903193868D578B|
false

low

SQLite format 3.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

2444

6.238059655850886

false
48:f/Eie/kgTUCPOZgTe+fkTU08+Sr5tpTcyvgPOI3jw5s3fC3nIB+1hASEKsL75HH: fsiedYCOaTe+8YD8+S5tpTcY pw5CK3lg
15808B3962448A6247CC7E8230A545E0

E6D2C4F466720F6C43153A6E7245B58EFF1D027D
857FA38ACEA8522F842C760881E2934324BES5D70A36AA80F35CA5568A1CDB12A
93777A214D4021EE036E0B435C7325C9FB130364931433325CCOF416DFA2AAS8CB5FOE23280ECF49D56C2141462687E427E308A4275A5A6AD37A9CA8BCOF8534

false

.................. JOshyrldblkaj3lg3feiruzzfzqgoOmgg4ladwtmnagOtwpgnofeo6jrvgbbfzeadyxtztkdprg..365..appdomain..bbre..bwmodtqtoyv7pa0..cf..cloud..ctnm8sajzgey5i
Idn..https..in..office..ozxiaszx.'qjdggl2br68iwoakxtfcuxndjkk6vbxsql4pgly.Bsfrnl6zcu24tinocmgadydrinojodpp218cskzihwewzalwbslulllfctgkvigxjkj..sign..south..us..
vagiw9zxozdoxzx..with._ysujlx45icpOklhixagpe5u90clli1xe3ddIn3bffxymctulsyzk8pyfndcOrxzuanmagxqgdunxzabg6dtpetkxklxirjlitg*.....N.JOshyrldblkaj3lg3feiruzzfzqqoOmgq4
ladwtmnaqOtwpgnofeo6jrvgbbfzeadyxtztkdprg......365......appdomain......bbre......owmodtqtgyv7pa0......cf......cloud......ctnm8sajzgey5ildn......https......in......office......ozxia

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

100580

0.662253528774531

false

384:Wk1coY7GgJco28g5D1coY7Dg0p0foco2iQ7:20poY4019eoc
402506EC171331C30EC6AA256A8C8656
3DA79C8C52E0C4C71165A967B101C4EE3FB44208
2FEA712B7B345118EF567E99A3959318063F08D42BE40C391EBEAAC12BA42072
343AF4842274329104D96AEF683BD9A7D583291C8D6ESEF2014529A4E8B9D51438C510F3D1F9092A044C14107B11A2BDAE926CCD9BAF8BFBD11EA3A74EE2BI€
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History-journal

Malicious:
Reputation:

Preview:

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

3767

5.588996147929794

false

96:Sbh5J15H5ai5s54a7OMWdbgBRubQ5fgGGrS0i5Z5s5p: Sh5JI5H5ai5s54yOtdcBRUESfgHI5Z5C
4F5592D764046438FC82DC04D362FAE2
34E1FCCEA5A593243E4D4392BDC13EC639941CA6
2BE2AD13475D814AACDCF6BA31CB4C7A10BADAC2CFELIEAB41974C7B7C3EF8434

237BF3EB994FC2DBCB287E75B6E913AD20E43E7E237AF7D7F77A057D7154B4F638B190AF66C3BECF673CA75F3C203614626DDA93F7730C65A3AECC076CC60C
B

false

low

T 8META:https://vagiw9zxozdoxzx.us-south.cf.appdomain.cloud............. @_https:/Iivagiw9zxozdoxzx.us-south.cf.appdomain.cloud..browserkeyN.{"browser":{"
detect_browser":"","detect_browser_detail":"","detect_btan":""}}.=_https://vagiw9zxozdoxzx.us-south.cf.appdomain.cloud..userkey.. {"user":{"keepLoginLongtime":0

,"AuthNBR":false,"AuthKeyNBR":false,"tk_nbr_uc_frv*:"","br_nbrcheck" al [11}-M_https://vaqiw9zxozdoxzx.us-south.cf.appdomain.cloud.._
canWriteToLocalStorage.?_https://vaqiw9zxozdoxzx.us-south.cf.appdomain.cloud..nbrtestst... .8BMETA:chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeem
fme Y_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.HangoutSinkDiscoveryService;.{"cache":{"sinks":{},"g":{},"h":null},"manualHangouts":
{}}.a_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.ldGenerator.cast.RequestidGenerator..585470000.H_chrome-extension://pkedcjkdefgpd
elpbcmbmeomcjbeemfm..mr.temp.LogMana

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Local Storagelleveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

329

5.181244807745579

false
6:mwG7D0Vq2PWXp+N23iKKdK8a2jMGIFUtpDGI5BRSgZmwPDG/4wlkwOWXp+N23iKi:a7DMva5Kk8EFUtpKrB9/PK/E5f5Kk8bJ
44BF77D898B17BFC15BB7822A4DC39F0

EE42C304F092941B1403EDB3A817F5DB40E1688E
31EBE90184C1931F6C04EDB715F17C02E1AE26F4B7CA6CEEEC5F4AFC969EEC1CY

AAC28B2D2446D5C20D93ABAABISBAABFGEEDOC11AC98CB6FOF715D827AD937BA3CFAFSD7E1573B45294DFD730C0C2A7CDED9BC64A9030148B3FSAEBCC6EF
DB847

false

low

2021/06/11-10:21:41.536 6d4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2021/06/11-
10:21:41.552 6d4 Recovering log #3.2021/06/11-10:21:41.573 6d4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\lev
eldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\DefaultiNetwork Action Predictor

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

36864

1.3897398788642705

false
96:vOgAuhjspnWOVRz00gAuhjspnWOa1r9dT9oU9u597UWFNhOwWEOgAuhjspnWOoKON:H8SGUASUESUDV
E94AAC5BCOA59353E379A9446718C4BF

4365099DDB217DF29313F807B6A2DCE9E84794C4
52384EEE1E56E8C8569C4A4C236F87F7846736A3EF42D2B4B09A7DCC3489017E

B2A40A39A771E75F68A4782D91DA6D0251338EFCDOB5F731D4610B3C74FC17F3F58A48712A75B87DD295BAFDAB019AF3F470D65A427BB197C10EB69ABB2DFO(
0

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\iNetwork Action Predictor

Preview:

SQLite FOrmat 3......@ .ovveeeeiieieee e C.o B T PSP P PR PS PP PPSPPRIOt

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Network Action Predictor-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

38508

1.140849646745676

false
96:MeygAUOgAuhjspnWOpkOgAuhjspnW0O9D1r9dT9oU9u597UWFnh9p00gAuhjspnWij:4y8iBUAS+0
B828C2E62BE596AA0A82BD93A726610A

87994A8C54167C5ED9746EB79FODFODA69453208
765C8DDA21B305A0FD7F4E2B626984F8E829331102E44649A27033B4C3347C54

OE40AD71D012DA269FF019A0A123286494FA5D6BFBF1FA2F41084916AF1164224C1AF92E13B9ECDD44CC7D90F7380EF7C8CCODA7ACEAAEFGAAS59B3D06GBSE!
95

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

331

5.237597706114035

false
6:mwG6cVq2PWXp+N23iKKdKgXz4rRIFUtpDG4pnSgZmwPDGXSIkwOWXp+N23iKKdKt:aVva5KkgXiuFUtpK4pnX/PKXF5f5Kkgi
6BB5875E9CF986B624F81B18ADCADASA

2D34DD17B3FDD9E46557C466E47D0B2021C129DA
CA9EA83881A54BABA2A908CDA5C786B35178E3BF98C24D60F5200C08331B832E

BCOA1F4959CE848720A37DCA78C4CI9CBA2F0908F531F5874E1E9CFB817406FEFSE2EE92C830EDFFEA4ED9833D8C0OBC26975EFCEACB3352EE88A89CC89CEFE
22A

false

low

2021/06/11-10:21:41.854 6d4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2021/06/11-
10:21:41.856 6d4 Recovering log #3.2021/06/11-10:21:41.857 6d4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notific
ations/000003.log .

C:\Users\user\AppDatal\Local\Google\Chrome\User Data\Default\Reporting and NEL

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

28672

1.242249784224462

false
48:TUlopK2rINVr1GImm8pF82phrINVrdHX/cjrdN2yJ1n4n1GmhGUGgp+3A4x4wpBr:wlElwQF8mpcSO9cBsqUi7AL
01B1573AF3A479B63C1BE68DA09SEDOD

F7AD4EE16DB20111D304F3E8A3CI96EDA24759A99
B9975871F5D77BD1ABE214100746F02373EC870FD32C42E13E6459E90EF56339

12757COCOCC40CFD9D217A08269D3582E2B7B4FA725E80EDBBB293B79FC95A6BICAEBGAF317AE3972AF87DACI38D4350D929DB240509EA84F99D8CE8159DA!
C9

false

low

SQLite format 3......@ .o.veoeiiiiieie e Coved g M, T TP USSP ST PP TR PP PPPTRPPIN

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL-journal

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL-journal

File Type: data
Category: dropped
Size (bytes): 29252

Entropy (8bit):  0.6286732214888799

Encrypted: false

SSDEEP: 48:eQgklopK2rINVr1GImm8pF82phrINVrdHX/cjrJN2yJ1n4n1GmhGUj4:eQhlIEIWQF8mpcSw

MD5: E424D3AB4352986B9C527DBC7DF6DDA2

SHA1L: 59244A8EBDOED56D48718522263802DABBAED5CD

SHA-256: 51F24C4B76B2285146174DE4D5724D4EE8760C126E9381DCOEBAOAC6A217B9B5

SHA-512: 06E7CB2AF09197D7C878E500928B4F38A76E372E95B850C3COE6C2C5C6A81F7B48FE296BIDIADI7E2113B3FBF350F0A4AAFED3D66730B8A25471DDDB5BB874
7

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Session Storage\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 504

Entropy (8bit):  5.104005483552134

Encrypted: false

SSDEEP: 12:5111t80ACKRGxbwJIK+aA3JcC4Pxbm/v/v/FtI2GjUXzk: 758 CKRGxbwJIK+L3l4xbm/v/v/3ILIj

MD5: D2BAA4C1B3F69E5777AF350D4A2B5A9A

SHA1L: 149DE2AG60F6C32F0A1EA1993ECBF498E0974F9DC

SHA-256: AF16B6E42B3BEABAABIF698980638E814E317DFA1E10B5F3E45326B9F240439B

SHA-512: 651E6F836FD556749DAD68E964D801CDA9F3F2C8BFF7DIE1E62888FIE017B6CD476738EEB80D3728E052E5E4308F2878E8A18E15AD8C657EBAFAE3EB330ACCH
6

Malicious: false

Reputation: low

Preview:
C&F D T next-map-id.1.cnamespace-22c3bd88_6d45_4b5b_b0a8_8dbd6d59ac36-https://vaqgiw9zxozdoxzx.us-south.cf.appdomain.cloud/.0&U.93.........

....... map-0-ReadyFlle.{.}...map-0-nbrtestst..\..
cf.appdomain.cloud/.1.R.................. R

next-map-id.2.cnamespace-2542e106_7c83_4d21_81b8_ e34d28d70869-https://vagiw9zxozdoxzx.us-south.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 317

Entropy (8bit):  5.213203171806952

Encrypted: false

SSDEEP: 6:mMWGUN+q2PWXp+N23iKKdKrQMxIFUtpDGjZmwPDGcIVkwOWXp+N23iKKdKrQMFLJ:aNva5KkCFUtpKj/PKC5f5KktJ
MD5: 844172465FD6199EC7BBFE16902191D7

SHA1: 3DED27198E4E12FDCCF11512734E6F6C80C96A79

SHA-256: 72F80F5C3C2F2F1DE5FOD04403EE3BC88A2C30E2AF44091A678312C2D750ECCE

SHA-512: 3A63625C69C7ED5104D2BD9734B512D613952D7AC4CE6845040733EE475FCEFCE10D52E861AA95916DFCOA9B742CCOF641A87A21B2B64963F3227052D028AAE
Malicious: false

Reputation: low

Preview:

2021/06/11-10:21:41.697 458 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2021/06/11-10
:21:41.698 458 Recovering log #3.2021/06/11-10:21:41.699 458 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Stora
ge/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 348

Entropy (8bit): 5.144106424000205

Encrypted: false

SSDEEP: 6:mwGUN4q2PWXp+N23iKKdK7Uh2ghZIFUtpDGquyJZmwPDGspv3DkwOWXp+N23iKKF:al4va5KkIhHh2FUtpKryJ/PKsBD5f5KF
MD5: E20AAE08F614E90C7DDFB9A974BFC55A

SHAL: A11683070D3AEC6D9B2EF9D58BE11637ED81E84C
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG

SHA-256: BE7F67032F5CFA87F0370EBC28790BCF858B5BE6CDB3D8237B7435A1A5E64170

SHA-512: F7F59D254E697EF309B097F9781C73AE3FEA29F07B74ED8F656C56456DA249E00EEF516D3DEF2D830FE8FOBC160A69264945C25B4C52590FED65FC316C329AE
Malicious: false

Reputation: low

Preview:

2021/06/11-10:21:41.478 1320 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-00000
1.2021/06/11-10:21:41.483 1320 Recovering log #3.2021/06/11-10:21:41.485 1320 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site C
haracteristics Database/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defl24bd4fe3-51fa-48ec-af39-3edec79
badb3.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 420

Entropy (8bit):  4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQIsDHF4xj70PpgQESDHF4R8HLI2AVQBR70S7PMVKJIW1K3Ky:YHO8sdBsB6MAsSBdLIlyH7E4f3K33y

MD5: C401B619D9DBEOADABC25A47EE49CFBA

SHAL: C9D3B816DD3FBCDIBEICOA32CEC7B501EFCOBBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BESEDBE6DAB3CB82F

SHA-512: BC12F16CB95CBOAD708C6BBDO05SEF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862
Malicious: false

Reputation: low

Preview:

"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google”,"supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 296
Entropy (8bit):  0.19535324365485862
Encrypted: false
SSDEEP: 3:8E:8
MD5: C4DFOFB10C4332150B2C336396CE1B66
SHA1L: 780A76E101DE3DE2E68D23E64AB1A44D47A73207
SHA-256: 18FAB4D13CDA7E1DEE12DC091019A110A7304B6A65FCOA1F3E6173046BA3BEF6
SHA-512: 51F0B463E97063A2357285D684FF159FDF6099E57C46F13C83E9D3F09D7A7CF03C1BAG84BCCF36232FC50834F95953C3C68675C7B05AB4F84DEF1C566A5F3F5E
Malicious: false
Reputation: low
Preview:
ettt et

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\deflLocal Storage\leveldb\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 427

Entropy (8bit):  5.27673328265777

Encrypted: false

SSDEEP: 6:MWGZGE+q2PWXp+N23iKKdKusNpV/2jMGIFUtpDGZXrkZmwPDGZxVkwOWXp+N23i3:agvasKkFFUtpKprk/PKR5f5KkOJ
MD5: 4A7FC8A1FODAEDESE13CFDB23D513C2F

SHAL: 38F9BFO9F99FCOF12A7E39C83BB445876AC73783

SHA-256: B4B00OD3219EB7E39EB24A75A6A57BC2F74B27F883B33965F36D11EDEC976C854

SHA-512: F1BD1A155BB10AC3B9823D8B651216731F8A3B3207182AF29F3961E3DESD6B429E02222A6BDD4C9A1DF479616AE87793D633586F48E4C0494BD8COC719C909E!
Malicious: false

Reputation: low

Preview:

2021/06/11-10:21:41.771 458 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\
def\Local Storage\leveldb/MANIFEST-000001.2021/06/11-10:21:41.772 458 Recovering log #3.2021/06/11-10:21:41.773 458 Reusing old log C:\Users\user\AppD
ata\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG
File Type: ASCII text

Category: dropped

Size (bytes): 429

Entropy (8bit):  5.295883799032229

Encrypted: false

SSDEEP: 6:mMwGhFN+g2PWXp+N23iKKdKusNpqz4rRIFUtpDGIZmwPDG8EtVkwOWXp+N23iKKdA:ahFlva5KkmiuFUtpKI/PKBET5f5Kkm2J

MDS5: AA9028420D5CD143F7B78B71D393EFED

SHAL: AFCCF63FE76FA914B396AF780BFOEAB72C4535AB

SHA-256: A761F8EBEA88CD642FBF8AB94CF6B096BDC6DCI803D8CBBD4CA9187BABFAODDC

SHA-512: D425E01CEEEFC5BB26F74790D1F786D92357E2B75E0A7653E6D7A170016COD0O93EC53E0569DFID8AAODOF163AFDAF1ICFI1149229E6539C5E971552811155DDE
Malicious: false

Reputation: low

Preview:

2021/06/11-10:21:41.847 458 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\
def\Platform Notifications/MANIFEST-000001.2021/06/11-10:21:41.851 458 Recovering log #3.2021/06/11-10:21:41.852 458 Reusing old log C:\Users\user\AppData\Local
\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiSession Storage\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 19
Entropy (8bit): 1.9837406708828553
Encrypted: false
SSDEEP: 3:51:51
MD5: E556F26DF3E95C19DBAECA8F5DF0C341
SHAL: 247A89F0557FC3666B5173833DB198B188F3AA2E
SHA-256: BOA7B19404285905663876774A2176939A6ED75EF3904E44283A125824BD0OBF3
SHA-512: 055BC4AB12FEEDF3245EAAF0A0109036909C44E3B69916F8A01E6C8459785317FE75CA6B28F8B339316FC2310D3E5392CD15DBDBOF84016667F304D377444E2E
Malicious: false
Reputation: low
Preview:
C&F

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defi\Session Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 418

Entropy (8bit):  5.249368323535494

Encrypted: false

SSDEEP: 6:mwGIcRG2PWXp+N23iKKdKusNpZQMxIFUtpDGKZmwPDG2kwOWXp+N23iKKdKusNpB:aCRva5KkMFUtpKK/PK25f5KkTJ
MD5: 50DBD33F5E027E6427F074FAC79DD2EO

SHA1L: 00A2DB7AED45F572E115AAC9A1A2F2FES68D3DBA

SHA-256: F580440D15F048462EC6EAF5E3497D3620AC3D39CABDF494370B07D160D6F597

SHA-512: D755F7083F3FB89COCDF70629631EF02B82214C2682BF527C8B0776603FDA08C8A39348668563897504ED915580D308799F40BEBEE64C8C6C589B85D3B30ADD8
Malicious: false

Reputation: low

Preview:

2021/06/11-10:21:58.284 1650 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Session Storage/MANIFEST-000001.2021/06/11-10:21:58.285 1650 Recovering log #3.2021/06/11-10:21:58.285 1650 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\5d3799¢c5-1¢93-4243-9e1b-
c83897e62b27.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.954960881489904

Encrypted: false

SSDEEP: 12:YHO8sdvBVSsB6M/BVSsBdLJIlyH7E4f3K33y:Y XsdvjX6gjXdL3yH7n/iy

MD5: FAFEFEEEC722772F9DCOFCE1B52D79B5

SHAL: 00EECFA3B37113D30E7D43BE4383C540F3D93D4D

SHA-256: D33E13C12004A700F246D8C73709114A881609D658E045D54DE36874728D07F0
SHA-512: 41E61EC89366800FD5F4DD704E53B47DE29411B9088B46349A0A350758D08569C14DCC70CF8D6A6FE6D049CB6D32F2B091153E8148A1B5857BD7AF13492071BE
Malicious: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\5d3799¢c5-1¢93-4243-9e1b-
c83897e€62b27.tmp

Reputation: ow

Preview:
{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543498399332","port":443,"protocol_str":"quic"},{"adve

rtised_versions":[73],"expiration":"13248543498399332","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P///[8B":"4G"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldef\GPUCache\data_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 592

Entropy (8bit):  0.19535324365485862

Encrypted: false

SSDEEP: 3:8E8E:8N

MDS5: B505641E5E90B7CF4BC869DD1B4BE451

SHA1L: OEC7B13DCO043E054AB48B8F45FE49EF1209C01AA

SHA-256: 2755F85F14CF33404CEEBF053D0CB79DC3B98D643A51075737E6ASBE154FE1D9

SHA-512: 610AF095630C93B0586F4DICABAFA75454C472C557D4FDBCOD5C1851F9AABF8653079A7ADE4659ABADDEDC2E02E58AD13C7244CD004B0AASA462307F293F83
3

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\deflLocal Storagelleveldb\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 427

Entropy (8bit):  5.223152773452582

Encrypted: false

SSDEEP: 12:aCHnva5KkkGHArBFUtpKh/PKeD5f5KkkGHAryJ:aava5KkkGgPgoMeVf5KkkGga

MD5: 9A234FFD52DA98D2D59B0FB2B3ED8694

SHA1L: 46FB7AD3E754FB96B6016D1C9EF3ECAE70E81COE

SHA-256: B6971D90F7F7B0OF25D52C4C96FBDESAO4ED7E8310811E6884316DC29B78EBCF8

SHA-512: 94886A5BD728A7D8942BB2CB1C2574DF95AB33C3A0A63080FF2AAC5DFCD26ECF52FBC797839B9F255F3BBDB424151365DC6ADA6C14B08F36C879599F9EC22/
7

Malicious: false

Reputation: low

Preview:

2021/06/11-10:21:50.948 458 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdidgiimedpiccmgmiedal
defiLocal Storage\leveldb/MANIFEST-000001.2021/06/11-10:21:50.953 458 Recovering log #3.2021/06/11-10:21:50.956 458 Reusing old log C:\Users\user\AppD
ata\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\defiLocal Storage\leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defiPlatform Notifications\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit):  5.192068040821825

Encrypted: false

SSDEEP: 12:abva5KkkGHArqiuFUtpKn/PKm5f5KkkGHArg2J:a7a5KkkGgCgoawf5KkkGg7

MD5: 223ACEFED532B296418AAB39454D8CA7

SHAL: 853DE85B26D2C86D051ABDESA115F9BDEB5S3B54E

SHA-256: 4F463355418852624F52657553C1149424B6257352C25A5BC067FA2FES6DA03E

SHA-512: E1F31EBOF7CCDFFFA7FBAOBAEC99573F8252399A253CEF30A135D629D5EB510EASBAOSADBCB24C0FB31DD7A4D88D2A0391BFEOEIC5F3E598A24C37A028069
995

Malicious: false

Reputation: low

Preview:

2021/06/11-10:21:50.960 1650 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Platform Notifications/MANIFEST-000001.2021/06/11-10:21:50.963 1650 Recovering log #3.2021/06/11-10:21:50.964 1650 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defl\Session Storage\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 38

Entropy (8bit):  1.9837406708828553

Encrypted: false
SSDEEP: 3:5lj1:5ljl
MDS5: E9C694B34731BF91073CF432768A9C44
SHAL: 861F5A99AD9EF017106CA6826EFE42413CDAL1AQOE
SHA-256: 01C766E2C0228436212045FA98D970A0AD1F1F73ABAAGA26E97C6639A4950D85
SHA-512: 2A359571C4326559459C881CBA4FFAFAIF312F6A7C2955B120B907430B700EA6FD42A48FBB3CCIFOCA2950D114DF036D1BB3B0618D137A36EBAAAL7092FESFO!
Malicious: false
Reputation: low
Preview:
L&f &

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiSession Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 415

Entropy (8bit):  5.205361740497342

Encrypted: false

SSDEEP: 12:aBlva5KkkGHArAFUtpKx/PKr5f5KkkGHArfJ:aB6a5KkkGgkgo89f5KkkGgV

MD5: 8196C1D88B60A10180989FDEAC6C331E

SHA1L: 6BD38287AC24323CD01A10CBEE83C22293BFA2CA

SHA-256: 6613E65D9A69B0538092A843C070475D5A1AA5C337CD45FF341B7BF5CEBA9LFB

SHA-512: 041402B6BA854DCD55226CFC146E1B46EDE342062A08A6F6B778FD94976D548C7523096956E88ECA788A9E42E3438384DD2381CF2COECF67258B45DFF2F5CC6
Malicious: false

Reputation: low

Preview:

2021/06/11-10:22:06.191 458 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdidgiimedpiccmgmiedal
def\Session Storage/MANIFEST-000001.2021/06/11-10:22:06.193 458 Recovering log #3.2021/06/11-10:22:06.193 458 Reusing old log C:\Users\user\AppData\Lo
cal\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage/000003.10g .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 38

Entropy (8bit):  1.9837406708828553

Encrypted: false

SSDEEP: 3:5gGg:st

MD5: 45A8ECA4E5C4A6B1395080C1B728B6C9

SHA1L: 8A97BBOE599775D9A10COFC53C4EDB29AA4CEBA4E

SHA-256: DB320AB28DFF27CDAOA7F87B82F2F8E61B3178A6DE8503753D76F1172D32E08E

SHA-512: 8EE91A3A1E77459273553F6A776C423A8EE95DBIDCFA897771814B7AD13FD84F06BB2B859F22B6DDA384B39EAA91F1819F170BABED6DA16BDBCF5BCBO6CF2:
24

Malicious: false

Reputation: low

Preview:
WF Foinin

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 321

Entropy (8bit): 5.225654346230102

Encrypted: false

SSDEEP: 6:mwGgNpM+q2PWXp+N23iKKdKplFUtpDGduZmwPDGTRMVkwOWXp+N23iKKdKa/WLJ:aCpM+va5KkmFUtpKI/PKTRMV5f5KkaUJ
MD5: 410F8685D393E4625F5E82C5CEATEGDA

SHAL: FFEDOE030591EB399267A0E0A136D64590AF78F8

SHA-256: D0A4945012F6D1395D4AEBCC59E8784DFCAC9845276FA954AEED1BA3854C5FB2

SHA-512: 6AD1256129EAE6FCE77D615A3247F80CB720C52C1988C4CESBE979183786FF6756B8B42D367FC1CF1B95C40D0EA9544182D714FD85380E7D79EC653875BE30A
Malicious: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG
Reputation: low

Preview:
2021/06/11-10:21:41.483 f6c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/MANIFEST-000001.2021/06/11-
10:21:41.486 f6c Recovering log #3.2021/06/11-10:21:41.488 f6c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/000
003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 399

Entropy (8bit):  5.347582159259179

Encrypted: false

SSDEEP: 12:a+64va5KkkOrsFUtpKw5/PKV5f5KkkOrzJ:a/Ka5Kk+gowkHf5Kkn

MDS5: 38172D3FCE26DF9F761C8271C3AC8890

SHAL: 74E4D7DF11A9EFB818E357621176A54052AB6E2A

SHA-256: FDC932782FB815492F16FC3DEF88EDBFF56578AFA6E0947736755A058105400F

SHA-512: 20591E67D715CF1D4B26C436D04722E10E1371A8EC5400A6335F8BB564C8A71265CB8A3563B54B2E5756D93B74001C076BCFD03554FDOBFIA990B023C947DET:
Malicious: false

Reputation: low

Preview:

2021/06/11-10:21:53.136 458 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbm
eomcjbeemfm/MANIFEST-000001.2021/06/11-10:21:53.137 458 Recovering log #3.2021/06/11-10:21:53.138 458 Reusing old log C:\Users\user\AppData\Local\Goog
le\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm/000003.1og .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Visited Links

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 180

Entropy (8bit):  5.821613294445431

Encrypted: false

SSDEEP: 3:6yeql/NHWZv3TrzZgbMvWINvg/lgJibl1rv/0PHAvIIxaaRtaZtmoeL 8lwBgga/D:Xsv3vzObuiNvZMHfjFRtom9LOwag+RQo

MD5: FAE05587594347CDFB00763FD479F36E

SHA1L: A611BD83DBEBOE4C6A19812F7FOEE1D435BCEE9F

SHA-256: DA22E77D3F0C7D816604828AF92ED8C867D9DD640731A82784449C587812F7E0

SHA-512: FA79DB98F6C4F48CE905325B65178E8EDE4F00028DE9B5B7A8572F4F3460D9B42C09FB6CCOESB35CB7EG0CA81DCAE11A959E0063D356FD2E1934F6923FAL1712
D

Malicious: false

Reputation: low

Preview:
AL MmN S e drRevee ) Ho (Yoo 9 gL cbicm L HXS @ T8t T Bt W T..ON{

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\_crx_nmmhkkegccagdldgiimedpiccmgmieda\31c088d6-60c9-4612-
8d45-1bcd70612ddd.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MS Windows icon resource - 13 icons, 8x8, 32 bits/pixel, 10x10, 32 bits/pixel

Category: dropped

Size (bytes): 175509

Entropy (8bit):  5.489440694064333

Encrypted: false

SSDEEP: 1536:rKbsLAR2A4VBQV1111111111111Nr366R6faFR+up0y0y2im10sFcgYzQNLIX:rKbsLAR2fe/FZntrsIfX

MD5: 33EABC19FDF40F3D36B6870EF5861957

SHAL: CF3EF59C3940B58C314E9F6A1616751553F2D9A2

SHA-256: 647D07F37554672865902B2CEE80864B5A5283C372C7263BB1497D5582054E57

SHA-512: 47CFEDB1FDBC9BC09905C70F69A5114C64A8FC791BCA480D24972275276F00CEB230C579B4217337F9C69ECB2AB3221A3B549F06E8074D76BCE2F31773FB69F

Malicious: false

Reputation: low

Preview:
...... %..~H..@@.... .(B.&N.." . o.Neeeooees (oD WMo e
L=HUGALDLPL

T #.:3"3,1<&..

pmnp}........
.Q.....1..x...tgpyxuux...0D..DP. ..uoj = BRI KKMW
e NMNNZXXX@

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\ crx_nmmhkkegccagdldgiimedpiccmgmieda\Chrome Web Store
Payments.ico.md5

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\ crx_nmmhkkegccagdldgiimedpiccmgmieda\Chrome Web Store
Payments.ico.md5

Category: dropped
Size (bytes): 16
Entropy (8bit): 4.0

Encrypted: false

SSDEEP: 3:SeFcn:Sec

MDS5: 61B979ECA159ECACICT7F8F1D6FDA3EID

SHA1L: 0373696351FC2172E811DA8393DECB84036FA34A0

SHA-256: ABO5EOA6FF7E8FFF89F924B279D93AFC72ACCE817C4D250C60BB8059CC534303

SHA-512: C95825DA33CBDDFA627D9FF9A5B8371BC5F4E643A09573B6E1ES39A83B619F53D878C344030B9701DCBC24D4CECCC016CF4D298D10EEBC37D1B5FEC1A5168
B6

Malicious: false

Reputation: low

Preview:
F...r.(R.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\a0736c6a-43d8-46b0-afa8-f6650bd8b580.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3Ll

MD5: 5058F1AF8388633F609CADB75A75DCID

SHA1L: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEAG9CC6A83331BBE96DC2CAAIA299D21329EFBO336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBFI4FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F28
F21

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\b958bc37-a341-4d59-8ea9-6f1b4bf6b8d0.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 22595

Entropy (8bit):  5.536146476185522

Encrypted: false

SSDEEP: 384:cVatqLIhTXT1kXgKf/pUZNCgVLH2HfD1rUmzUHGGTnTuU4sTm43:iLIpT1kXgKf/pUZNCgVLH2HfxrUm8Gyp

MD5: DAF66A6B2C026F0997EA97C9034A9384

SHA1L: 44728B7213C901ACDBC33819F2167D3D22A47560

SHA-256: DA11FB1C2DD95DF757F15ECASCEALEF49C22036C518982BC3DC87C8CF494F2DB

SHA-512: D0262927BB6E6144642BA7276E330169CF25C81E2B6B55714C8F93C11B7E7AE8E40B8E335EEF3C8640BEBA9SFBI9C41EF944A4DC76FBD2A2396CEBD27C81F6(
1

Malicious: false

Reputation: low

Preview:

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13267905701478630","location":5,"manifest":{"a
pp"{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls"["https://chrome.google.com/webstore"]},"description”:"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKXPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\c5bd3cd5-73e0-4e2d-9580-f9de8ea07559.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2379

Entropy (8bit): 5.585952357053246

Encrypted: false

SSDEEP: 48:YnU6VwUul6UUhgUpeUVUsvzUeseKUewqPeUer2UefibwUOwUIURUenw:OUdUuBUU8UpeUVUQzUe3KUGPeU9UEjkr
MD5: 687D2C145E54651080FC34DFC372ED50

SHAL: C2816ACAFBC33D5A859385518AAB3CC64A4FBACB

Copyright Joe Security LLC 2021 Page 38 of 46



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\c5bd3cd5-73e0-4e2d-9580-f9de8ea07559.tmp

SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

EE803F22CDAO3E7E37C61FF2C43E1E9407C61133BEBF11CCBD9D2BA0FODB1D63

19C19B923ADDDD305A61F6A78ACCS5FFAFED4C0OD81D81A00D23362F8F11ACE13E6ACGED11F40FD80ED1CE3FESEY552B5F2E8AFDC1DE47085F6D7F3414549C¢
AT76

false

low

{"expect_ct":[],"sts":[{"expiry":1654968130.892763,"host":"AVsuOZgBgOwdpKMoxm8zihjgET8kI4XI8bCSMk28RsE=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1623432130.892768},{"expiry":1639212108.592752,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=","mode":"force-https","sts_i
nclude_subdomains":false,"sts_observed":1623432108.592755} {"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoealXAEYPIv4=","mode":"f
orce-https","sts_include_subdomains":true,"sts_observed":1601478077.350503},{"expiry":1654968127.549932,"host":"PKqosHGXLFTwexcsjC+UXTkKV3GWWHwtzKz/UL
b9ssM=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1623432127.549936},{"expiry":1654968127.721011,"host":"alZTYINSUSIj8xKbRz2e
U2pqvpuOBdbHFtk7jbKGSQI=","mode":"force-https","sts_include_subdomains™:true,"sts_observed":1623432127.721016},{"expiry":1654968130.286941,"host":"e0d
nev3n5m4rUz3IguUGIx3IIwfOkS/EB+PPIf8u0SI=","mode":"force-https","sts_include_subdomains":false,"sts_

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\d3ba0114-7af3-4080-9c94-51bd8b6693a6.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2210

5.587633207604886

false

48:YAUAVwUuUIBUUhY UrueU0zUeseKUewqPeUer2UefibwUOwUIURUenw:5UfUuBUUOUrueU0zUe3KUGPeU9UEjKUU
1A9820B994ADD2659056A78DF6E753CB

54C2CA02B46B7A02EE38D2C8D60EBA79DI30CEAT
344F873296F115D1D0C3660F22A497B92740A5F6B33F093BA0F859D755B545A0
AB0F4BC53E428DE670D8C8679EACF2A1B462E2D251447C401F16BC50B086F261D312D00075E7548C47B1DDA18656D72E654B1F64C5EBEE93FC99199E3909DCI
false

low

{"expect_ct":[],"sts":[{"expiry":1654968125.751306,"host":"AVsuOZgBgOwdpKMoxm8zihjgET8kI4XI8bCSMk28RsE=","mode":"force-https","sts_include_subdomains"
false,"sts_observed":1623432125.751311} {"expiry":1639212108.592752,"host":"E10e7Gwg5+phsYD4E8qNY FsQySXnIHPAfo4zloUPESc=","mode":"force-https","sts_i
nclude_subdomains™:false,"sts_observed":1623432108.592755},{"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoealXAEYPlv4=","mode":"f
orce-https","sts_include_subdomains":true,"sts_observed":1601478077.350503},{"expiry":1654968121.963532,"host":"PKqosHGXLFTwexcsjC+UXTKKV3GWWHwtzKz/UL
b9ssM=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1623432121.963535} {"expiry":1654968122.31542,"host":"alZTYINSUSIj8xKbRz2eU
2pqvpuOBdbHFtk7jbKGSQI=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1623432122.315425} {"expiry":1654968108.41168,"host":"e3Szi
uwfuO2UvuBno+gkR10bHAzZmSUoJhrc7dbP1Uo=","mode":"force-https","sts_include_subdomains":true,"sts_obs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\d5a6c12f-6955-4d9a-8b1d-b358e27d45ef.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5757

5.191683433361813

false

96:neCUGC2Rv2s8GcVcok0JCKL8]5MK51rbOTQVuwn:neCI2ReRGct4K85Mk59
B7AF28FD3119A5CE48AC4E9B433B36DC
2AC5FB19B626E3B634F92DB845D8559E48C2C437
525DFFA58CDFE40C2F4FC8445A109DB06C1FD908B292B77C6E4982F2687AD6A2
B9438162CC9EB79E367FB1449891BF5E80B198225FC5F8021B6D14B2461D766948C9CC2D5CA088E1961933DF6BOF934E7DD788F92D55D1112B1805FCA9385C6:
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13267905701763236","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length™:["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"’o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"),"daily_received_length™:["0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

16

3.2743974703476995

false

3:1sjgWIV//Rv:1qgIFJ

6752A1D65B201C13B62EA44016EB221F
58ECF154D01A62233ED7FB494ACE3C3D4FFCEO8B
0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

SHA-512:

Malicious:
Reputation:

Preview:

9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABDY9AG020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0:

89
false

low

MANIFEST-000004.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

139

4.256224724432833

false
3:tUKUUGUX/AgZmwv3GUGUwBWH1V8sGUGuwam5H1IWGY:mwGIiJZmwPDGYVVVDGFViv
35FF8C7FAGEASEE24BB7BE72EF515A6E
D640C4AC39D7A77793ED52B90F922DA66F1D1BBD
9ACDB403FB0650C55F88F26FB18FEA7C9A5102C69548D9EIA9382509501EA6B7

E89DCDF9F496C3D8F49A3E195920D497A239979537251BB5272E0668A2D7BB92ECF2BA99AB6778FFC835E28791318DA0327F87517EF9F53CD0675DA5F6246331

false

low

2021/06/11-10:21:50.069 1700 Recovering log #3.2021/06/11-10:21:50.115 1700 Delete type=0 #3.2021/06/11-10:21:50.116 1700 Delete type=3 #2.

Static File Info

No static file info

Network Behavior

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code

Jun 11, 2021 10:21:44.742712975 CEST 192.168.2.3 8.8.8.8 0x33e9 Standard query
0

Jun 11, 2021 10:21:45.967994928 CEST 192.168.2.3 8.8.8.8 0x6de9 Standard query
0

Jun 11, 2021 10:21:47.394701004 CEST 192.168.2.3 8.8.8.8 0x8efl Standard query
0

Jun 11, 2021 10:21:47.777570009 CEST 192.168.2.3 8.8.8.8 Oxdc3b Standard query
0

Jun 11, 2021 10:21:48.371387959 CEST 192.168.2.3 8.8.8.8 0x36ba Standard query
0

Jun 11, 2021 10:21:48.756665945 CEST 192.168.2.3 8.8.8.8 0xc745 Standard query
0

Jun 11, 2021 10:21:50.261620045 CEST 192.168.2.3 8.8.8.8 0xc132 Standard query
(0

Jun 11, 2021 10:21:50.264712095 CEST 192.168.2.3 8.8.8.8 0x794a Standard query

©)

Copyright Joe Security LLC 2021

Name

vaqiw9zxoz
doxzx.us-s
outh.cf.ap
pdomain.cloud

kifot.wanc
dnapp.page
rikapcndbn
.web.app

unpkg.com

cdnjs.clou
dflare.com

vaqiw9zxoz
doxzx.us-s
outh.cf.ap
pdomain.cloud

aadcdn.msf
tauth.net

aadcdn.msa
uth.net

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class
IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 11, 2021 10:21:50.730576992 CEST 192.168.2.3 8.8.8.8 0x5dd8 Standard query  secure.aad A (IP address) IN (0x0001)
(0) cdn.micros
oftonline-p.com

Jun 11, 2021 10:21:51.090691090 CEST 192.168.2.3 8.8.8.8 0xbb25 Standard query  clients2.g A (IP address) IN (0x0001)
(0) oogleuserc
ontent.com

Jun 11, 2021 10:21:51.359282970 CEST 192.168.2.3 8.8.8.8 0x705b Standard query  secure.aad A (IP address) IN (0x0001)
(0) cdn.micros

oftonline-p.com

Jun 11, 2021 10:21:51.749191046 CEST 192.168.2.3 8.8.8.8 0xb30a Standard query  rikapcndbn A (IP address) IN (0x0001)
(0) .web.app
Jun 11, 2021 10:21:51.750915051 CEST 192.168.2.3 8.8.8.8 0x6867 Standard query  aadcdn.msf A (IP address) IN (0x0001)
(0) tauth.net
Jun 11, 2021 10:22:01.810045004 CEST 192.168.2.3 8.8.8.8 0x462b Standard query  bit.ly A (IP address) IN (0x0001)
(0
Jun 11, 2021 10:22:03.999022007 CEST 192.168.2.3 8.8.8.8 0xc534 Standard query  ajax.aspne A (IP address) IN (0x0001)
(0) tcdn.com
Jun 11, 2021 10:22:09.240757942 CEST 192.168.2.3 8.8.8.8 0xf550 Standard query  assets.one A (IP address) IN (0x0001)
(0) store.ms
DNS Answers
Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
Jun 11, 2021 8.8.8.8 192.168.2.3 0x33e9 No error (0) vaqiw9zxoz 169.62.254.82 A (IP address)  IN (0x0001)
10:21:44.810460091 doxzx.us-s
CEST outh.cf.ap
pdomain.cloud
Jun 11, 2021 8.8.8.8 192.168.2.3 0x33e9 No error (0) vaqiw9zxoz 169.46.89.154 A (IP address)  IN (0x0001)
10:21:44.810460091 doxzx.us-s
CEST outh.cf.ap
pdomain.cloud
Jun 11, 2021 8.8.8.8 192.168.2.3 0x33e9 No error (0) vaqiw9zxoz 169.47.124.25 A (IP address)  IN (0x0001)
10:21:44.810460091 doxzx.us-s
CEST outh.cf.ap
pdomain.cloud
Jun 11, 2021 8.8.8.8 192.168.2.3 0x6de9 No error (0) kifot.wanc 104.21.47.62 A (IP address)  IN (0x0001)
10:21:46.032021999 dnapp.page
CEST
Jun 11, 2021 8.8.8.8 192.168.2.3 0x6de9 No error (0) kifot.wanc 172.67.145.59 A (IP address)  IN (0x0001)
10:21:46.032021999 dnapp.page
CEST
Jun 11, 2021 8.8.8.8 192.168.2.3 0x8efl No error (0) rikapcndbn 151.101.1.195 A (IP address)  IN (0x0001)
10:21:47.464116096 .web.app
CEST
Jun 11, 2021 8.8.8.8 192.168.2.3 0x8efl No error (0) rikapcndbn 151.101.65.195 A (IP address)  IN (0x0001)
10:21:47.464116096 .web.app
CEST
Jun 11, 2021 8.8.8.8 192.168.2.3 0Oxdc3b No error (0) unpkg.com 104.16.122.175 A (IP address)  IN (0x0001)
10:21:47.836323023
CEST
Jun 11, 2021 8.8.8.8 192.168.2.3 Oxdc3b No error (0) unpkg.com 104.16.125.175 A (IP address)  IN (0x0001)
10:21:47.836323023
CEST
Jun 11, 2021 8.8.8.8 192.168.2.3 Oxdc3b No error (0) unpkg.com 104.16.124.175 A (IP address)  IN (0x0001)
10:21:47.836323023
CEST
Jun 11, 2021 8.8.8.8 192.168.2.3 Oxdc3b No error (0) unpkg.com 104.16.123.175 A (IP address)  IN (0x0001)
10:21:47.836323023
CEST
Jun 11, 2021 8.8.8.8 192.168.2.3 Oxdc3b No error (0) unpkg.com 104.16.126.175 A (IP address)  IN (0x0001)
10:21:47.836323023
CEST
Jun 11, 2021 8.8.8.8 192.168.2.3 0x36ba No error (0) cdnjs.clou 104.16.19.94 A (IP address)  IN (0x0001)
10:21:48.432876110 dflare.com
CEST
Jun 11, 2021 8.8.8.8 192.168.2.3 0x36ba No error (0) cdnjs.clou 104.16.18.94 A (IP address)  IN (0x0001)
10:21:48.432876110 dflare.com
CEST
Jun 11, 2021 8.8.8.8 192.168.2.3 0xc745 No error (0) vagiw9zxoz 169.62.254.82 A (IP address)  IN (0x0001)
10:21:48.826855898 doxzx.us-s
CEST outh.cf.ap
pdomain.cloud
Jun 11, 2021 8.8.8.8 192.168.2.3 0xc745 No error (0) vaqiw9zxoz 169.46.89.154 A (IP address)  IN (0x0001)
10:21:48.826855898 doxzx.us-s
CEST outh.cf.ap

pdomain.cloud
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Timestamp Source IP

Jun 11, 2021
10:21:48.826855898
CEST

8.8.8.8

Jun 11, 2021
10:21:50.323972940
CEST

8.8.8.8

Jun 11, 2021
10:21:50.323972940
CEST

8.8.8.8

Jun 11, 2021
10:21:50.331280947
CEST

8.8.8.8

Jun 11, 2021 8.8.8.8
10:21:50.793101072

CEST

Jun 11, 2021
10:21:51.160412073
CEST

8.8.8.8

Jun 11, 2021
10:21:51.160412073
CEST

8.8.8.8

Jun 11, 2021
10:21:51.420875072
CEST

8.8.8.8

Jun 11, 2021
10:21:51.810030937
CEST

8.8.8.8

Jun 11, 2021
10:21:51.810030937
CEST

8.8.8.8

Jun 11, 2021
10:21:51.812408924
CEST

8.8.8.8

Jun 11, 2021
10:21:51.812408924
CEST

8.8.8.8

Jun 11, 2021 8.8.8.8
10:22:01.860080004

CEST

Jun 11, 2021
10:22:01.860080004
CEST

Jun 11, 2021
10:22:02.516469002
CEST

Jun 11, 2021
10:22:04.072796106
CEST

Jun 11, 2021
10:22:04.074491978
CEST

Jun 11, 2021
10:22:09.317626953
CEST

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

HTTPS Packets

Timestamp Source IP

Jun 11, 2021
10:21:45.160593987
CEST

Copyright Joe Security LLC 2021

169.62.254.82 443

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Source
Port

Dest IP

Trans ID

0xc745

0xc132

0xc132

0x794a

0x5dd8

0xbb25

0xbb25

0x705b

0xb30a

0xb30a

0x6867

0x6867

0x462b

0x462b

0x9ffe

0xc534

Oxddcd

0xf550

Dest
Port

192.168.2.3 49712

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

vaqiw9zxoz
doxzx.us-s
outh.cf.ap
pdomain.cloud

aadcdn.msf
tauth.net

€s1100.wpc
.omegacdn.net

aadcdn.msa
uth.net

secure.aad
cdn.micros
oftonline-p.com

clients2.g
oogleuserc
ontent.com

googlehost
ed.l.googl!
euserconte
nt.com

secure.aad
cdn.micros
oftonline-p.com

rikapcndbn
.web.app

rikapcndbn
.web.app

aadcdn.msf
tauth.net

€s1100.wpc
.omegacdn.net

CName

aadcdnoriginneu.azureed
ge.net

aadcdnoriginwus2.azuree
dge.net

secure.aadcdn.microsofto
nline-p.com.edgekey.net

googlehosted.l.googleuse
rcontent.com

secure.aadcdn.microsofto
nline-p.com.edgekey.net

aadcdnoriginneu.azureed
ge.net

Address Type

169.47.124.25 A (IP address)

CNAME
(Canonical
name)

152.199.23.37 A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

142.250.180.225 A (IP address)

CNAME
(Canonical
name)

151.101.1.195 A (IP address)

151.101.65.195 A (IP address)

CNAME
(Canonical
name)

152.199.23.37 A (IP address)

No error (0) bit.ly 67.199.248.10 A (IP address)

No error (0) bit.ly 67.199.248.11 A (IP address)

No error (0) prda.aadg. www.tm.a.prd.aadg.traffic CNAME
msidentity.com  manager.net (Canonical

name)

No error (0) ajax.aspne mscomajax.vo.msecnd.ne CNAME
tcdn.com t (Canonical

name)

No error (0) consentdel firstparty-azurefd- CNAME
iveryfd.az prod.trafficmanager.net (Canonical
urefd.net name)

No error (0) assets.one assets.onestore.ms.akad CNAME
store.ms ns.net (Canonical

name)
Not Not JA3 SSL Client
Subject Issuer Before After Fingerprint
CN=*.us- CN=DigiCert SHA2 Thu Aug Wed 771,4865-4866-
south.cf.appdomain.cloud, Secure Server CA, 27 Sep 01 4867-49195-
OU=IBM Cloud, O=DigiCert Inc, C=US  02:00:00 14:00:00 49199-49196-
O=International Business CN=DigiCert Global CEST CEST  49200-52393-
Machines Corporation, Root CA, 2020 Fri 2021 52392-49171-
L=Armonk, ST=New York, OU=www.digicert.com, Mar08 Wed 49172-156-157-
C=US CN=DigiCert SHA2 O=DigiCert Inc, C=US  13:00:00 Mar 08 47-53,0-23-
Secure Server CA, CET 13:00:00 65281-10-11-35-
O=DigiCert Inc, C=US 2013 CET 16-5-13-18-51-
2023 45-43-27-21,29-
CN=DigiCert SHA2 Secure CN=DigiCert Global Fri Mar  Wed 23-24,0
Server CA, O=DigiCert Inc, Root CA, 08 Mar 08
C=Us OU=www.digicert.com, 13:00:00 13:00:00
O=DigiCert Inc, C=US  CET CET
2013 2023

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0Xx0001)

IN (0Xx0001)

IN (0x0001)

JA3 SSL Client Digest

b32309a26951912be7dba
376398abc3b
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Source

Timestamp Source IP Port

Jun 11, 2021
10:21:45.165524006
CEST

169.62.254.82 443

Jun 11, 2021
10:21:45.320746899
CEST

169.62.254.82 443

Jun 11, 2021
10:21:49.195230961
CEST

169.62.254.82 443

Jun 11, 2021 152.199.23.37 443
10:21:51.946666002

CEST

Jun 11, 2021
10:21:51.949444056
CEST

151.101.1.195 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.3 49711

192.168.2.3 49713

192.168.2.3 49733

192.168.2.3 49750

192.168.2.3 49748

Subject

CN=*.us-
south.cf.appdomain.cloud,
OU=IBM Cloud,
O=lInternational Business
Machines Corporation,
L=Armonk, ST=New York,
C=US CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=*.us-
south.cf.appdomain.cloud,
OU=IBM Cloud,
O=lInternational Business
Machines Corporation,
L=Armonk, ST=New York,
C=US CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=US

CN=*.us-
south.cf.appdomain.cloud,
OU=IBM Cloud,
O=lInternational Business
Machines Corporation,
L=Armonk, ST=New York,
C=US CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=US

CN=aadcdn.msftauth.net,
O=Microsoft Corporation,
L=Redmond,
ST=Washington, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=US CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=US

CN=DigiCert Global Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=web.app CN=GTS CA
1D4, O=Google Trust
Services LLC, C=US
CN=GTS Root R1, O=Google
Trust Services LLC, C=US

Issuer

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN-=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=GTS CA 1D4,
0O=Google Trust
Services LLC, C=US
CN=GTS Root R1,
O=Google Trust
Services LLC, C=US
CN=GlobalSign Root
CA, OU=Root CA,
O=GlobalSign nv-sa,
C=BE

Not
Before

Thu Aug
27
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Thu Aug
27
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Thu Aug
27
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Thu May
13
02:00:00
CEST
2021
Wed
Sep 23
02:00:00
CEST
2020 Fri
Nov 10
01:00:00
CET
2006

Wed
Sep 23
02:00:00
CEST
2020

Fri Nov
10
01:00:00
CET
2006

Wed
May 19
23:19:33
CEST
2021
Thu Aug
13
02:00:42
CEST
2020 Fri
Jun 19
02:00:42
CEST
2020

Not
After

Wed
Sep 01
14:00:00
CEST
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Wed
Sep 01
14:00:00
CEST
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Wed
Sep 01
14:00:00
CEST
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Sat May
14
01:59:59
CEST
2022
Mon
Sep 23
01:59:59
CEST
2030
Mon
Nov 10
01:00:00
CET
2031

Mon
Sep 23
01:59:59
CEST
2030

Mon
Nov 10
01:00:00
CET
2031

Tue Aug
17
23:19:32
CEST
2021
Thu Sep
30
02:00:42
CEST
2027 Fri
Jan 28
01:00:42
CET
2028

JA3 SSL Client
Fingerprint

771,4865-4866-
4867-49195-
49199-49196-
49200-52393-
52392-49171-
49172-156-157-
47-53,0-23-
65281-10-11-35-
16-5-13-18-51-
45-43-27-21,29-
23-24,0

771,4865-4866-
4867-49195-
49199-49196-
49200-52393-
52392-49171-
49172-156-157-
47-53,0-23-
65281-10-11-35-
16-5-13-18-51-
45-43-27-21,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-23-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-23-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-23-65281,29-
23-24,0

JA3 SSL Client Digest

b32309a26951912be7dba
376398abc3b

b32309a26951912be7dba
376398abc3b

37f463bf4616ecd445d4al
937da06e19

37f463bf4616ecd445d4al
937da06e19

37f463bf4616ecd445d4al
937da06e19
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Source Dest Not Not JA3 SSL Client

Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
CN=GTS CA 1D4, O=Google CN=GTS Root R1, Thu Aug Thu Sep
Trust Services LLC, C=US 0O=Google Trust 13 30
Services LLC, C=US 02:00:42 02:00:42
CEST CEST
2020 2027
CN=GTS Root R1, O=Google CN=GlobalSign Root FriJun  FriJan
Trust Services LLC, C=US CA, OU=Root CA, 19 28
0O=GlobalSign nv-sa, 02:00:42 01:00:42
C=BE CEST CET
2020 2028
Jun 11, 2021 151.101.1.195 443 192.168.2.3 49749 CN=web.app CN=GTS CA CN=GTS CA 1D4, Wed Tue Aug 771,49196- 37f463bf4616ecd445d4al
10:21:51.949588060 1D4, O=Google Trust 0O=Google Trust May 19 17 49195-49200- 937da06e19
CEST Services LLC, C=US Services LLC, C=US 23:19:33 23:19:32 49199-49188-
CN=GTS Root R1, O=Google CN=GTS Root R1, CEST CEST  49187-49192-
Trust Services LLC, C=US 0O=Google Trust 2021 2021 49191-49162-
Services LLC, C=US Thu Aug Thu Sep 49161-49172-
CN=GlobalSign Root 13 30 49171-157-156-
CA, OU=Root CA, 02:00:42 02:00:42 61-60-53-47-
0O=GlobalSign nv-sa, CEST CEST 10,0-10-11-13-
C=BE 2020 Fri 2027 Fri 35-23-65281,29-

Junl19 Jan28 23-24,0
02:00:42 01:00:42

CEST CET
2020 2028
CN=GTS CA 1D4, O=Google CN=GTS Root R1, Thu Aug Thu Sep
Trust Services LLC, C=US 0O=Google Trust 13 30
Services LLC, C=US 02:00:42 02:00:42
CEST  CEST
2020 2027
CN=GTS Root R1, O=Google CN=GlobalSign Root FriJun  FriJdan
Trust Services LLC, C=US CA, OU=Root CA, 19 28
O=GlobalSign nv-sa, 02:00:42 01:00:42
C=BE CEST CET
2020 2028
Jun 11, 2021 169.62.254.82 443 192.168.2.3 49761 CN=*.us- CN=DigiCert SHA2 Thu Aug Wed 771,49196- 37f463bf4616ecd445d4al
10:22:00.116656065 south.cf.appdomain.cloud, Secure Server CA, 27 Sep 01  49195-49200- 937da06e19
CEST OU=IBM Cloud, O=DigiCert Inc, C=US  02:00:00 14:00:00 49199-49188-
O=lInternational Business CN=DigiCert Global CEST CEST  49187-49192-
Machines Corporation, Root CA, 2020 Fri 2021 49191-49162-

L=Armonk, ST=New York, OU=www.digicert.com, Mar08 Wed 49161-49172-
C=US CN=DigiCert SHA2 O=DigiCert Inc, C=US  13:00:00 Mar 08 49171-157-156-

Secure Server CA, CET 13:00:00 61-60-53-47-
O=DigiCert Inc, C=US 2013 CET 10,0-10-11-13-
2023 35-23-65281,29-
CN=DigiCert SHA2 Secure ~ CN=DigiCert Global FriMar  Wed 28-24,0
Server CA, O=DigiCert Inc,  Root CA, 08 Mar 08
C=Us OU=www.digicert.com, 13:00:00 13:00:00
O=DigiCert Inc, C=US  CET CET
2013 2023
Jun 11, 2021 152.199.23.37 443 192.168.2.3 49772 CN=aadcdn.msftauth.net, CN=DigiCert SHA2 Thu May SatMay 771,49196- 37f463bf4616ecd445d4al
10:22:01.835863113 O=Microsoft Corporation, Secure Server CA, 13 14 49195-49200- 937da06e19
CEST L=Redmond, O=DigiCert Inc, C=US  02:00:00 01:59:59 49199-49188-
ST=Washington, C=US CN=DigiCert Global CEST CEST  49187-49192-
CN=DigiCert SHA2 Secure Root CA, 2021 2022 49191-49162-

Server CA, O=DigiCert Inc, OU=www.digicert.com, Wed Mon 49161-49172-
C=US CN=DigiCert Global O=DigiCert Inc, C=US  Sep23 Sep23 49171-157-156-

Root CA, CN=DigiCert Global 02:00:00 01:59:59 61-60-53-47-
OU=www.digicert.com, Root CA, CEST CEST  10,0-10-11-13-
O=DigiCert Inc, C=US OU=www.digicert.com, 2020 Fri 2030 35-23-65281,29-

O=DigiCert Inc, C=US  Nov 10 Mon 23-24,0
01:00:00 Nov 10
CET 01:00:00

2006 CET
2031
CN=DigiCert SHA2 Secure CN=DigiCert Global Wed Mon
Server CA, O=DigiCert Inc, Root CA, Sep 23 Sep23
C=Us OU=www.digicert.com, 02:00:00 01:59:59
O=DigiCert Inc, C=US CEST CEST
2020 2030
CN=DigiCert Global Root CA, CN=DigiCert Global FriNov Mon
OU=www.digicert.com, Root CA, 10 Nov 10
O=DigiCert Inc, C=US OU=www.digicert.com, 01:00:00 01:00:00
O=DigiCert Inc, C=US  CET CET
2006 2031

Copyright Joe Security LLC 2021 Page 44 of 46



Dest
Port

Source

Timestamp Source IP Port Dest IP Subject

Jun 11, 2021
10:22:14.176748037
CEST

169.62.254.82 443 192.168.2.3 49828 CN=*.us-
south.cf.appdomain.cloud,
OU=IBM Cloud,
O=lInternational Business
Machines Corporation,
L=Armonk, ST=New York,
C=US CN=DigiCert SHA2
Secure Server CA,

O=DigiCert Inc, C=US

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

Jun 11, 2021
10:22:17.141892910
CEST

169.62.254.82 443 192.168.2.3 49834 CN=*.us-
south.cf.appdomain.cloud,
OU=IBM Cloud,
O=lInternational Business
Machines Corporation,
L=Armonk, ST=New York,
C=US CN=DigiCert SHA2
Secure Server CA,

O=DigiCert Inc, C=US

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=US

Code Manipulations

Statistics

Behavior

\E’ Click to jump to process

System Behavior

Not Not JA3 SSL Client
Issuer Before After Fingerprint JA3 SSL Client Digest
CN=DigiCert SHA2 Thu Aug Wed 771,4865-4866- b32309a26951912be7dba
Secure Server CA, 27 Sep 01 4867-49195- 376398abc3b
O=DigiCert Inc, C=US  02:00:00 14:00:00 49199-49196-
CN=DigiCert Global CEST CEST 49200-52393-
Root CA, 2020 Fri 2021 52392-49171-
OU=www.digicert.com, Mar08 Wed 49172-156-157-
O=DigiCert Inc, C=US  13:00:00 Mar 08 47-53,0-23-

CET 13:00:00 65281-10-11-35-

2013 CET 16-5-13-18-51-

2023 45-43-27-21,29-

CN=DigiCert Global Fri Mar  Wed 23-240
Root CA, 08 Mar 08
OU=www.digicert.com, 13:00:00 13:00:00
O=DigiCert Inc, C=US CET CET

2013 2023
CN=DigiCert SHA2 Thu Aug Wed 771,49196- 37f463bf4616ecd445d4al
Secure Server CA, 27 Sep 01 49195-49200- 937da06e19
O=DigiCert Inc, C=US  02:00:00 14:00:00 49199-49188-
CN=DigiCert Global CEST CEST 49187-49192-
Root CA, 2020 Fri 2021 49191-49162-
OU=www.digicert.com, Mar08 Wed 49161-49172-
O=DigiCert Inc, C=US  13:00:00 Mar 08 49171-157-156-

CET 13:00:00 61-60-53-47-

2013 CET 10,0-10-11-13-

2023 35-23-65281,29-

CN=DigiCert Global Fri Mar  Wed 23-240
Root CA, 08 Mar 08
OU=www.digicert.com, 13:00:00 13:00:00
O=DigiCert Inc, C=US  CET CET

2013 2023

Analysis Process: chrome.exe PID: 4080 Parent PID: 4232

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Copyright Joe Security LLC 2021

10:21:40

11/06/2021

C:\Program Files\Google\Chrome\Application\chrome.exe
false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automat
ion ‘https://vagiw9zxozdoxzx.us-south.cf.appdomain.cloud/?bbre=ozxiaszx'

0x7ff77b960000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

low

Show Windows behavior
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Registry Activities Show Windows behavior

Analysis Process: chrome.exe PID: 5036 Parent PID: 4080

General
Start time: 10:21:42
Start date: 11/06/2021
Path: C:\Program Files\Google\Chrome\Application\chrome.exe
Wow64 process (32bit): false
Commandline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1508,3517359519867941500,57779
2994025438033,131072 --lang=en-US --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1956 /prefetch:8
Imagebase: 0x7ff77b960000
File size: 2150896 bytes
MD5 hash: C139654B5C1438A95B321BB01AD63EF6
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: low
File Activities Show Windows behavior
Disassembly
Copyright Joe Security LLC Joe Sandbox Cloud Basic 32.0.0 Black Diamond
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