
ID: 433166
Cookbook: browseurl.jbs
Time: 12:05:13
Date: 11/06/2021
Version: 32.0.0 Black Diamond
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Analysis Report https://jaquel988.s3.eu-de.cloud-object-storage.appdomain.cloud/holistically/index.html…

Overview

General Information

Sample URL: https://jaquel988.s3.
eu-de.cloud-object-storage
.appdomain.cloud/holistical
ly/index.html

Analysis ID: 433166

Infos:

Most interesting Screenshot:

Detection

HTMLPhisherHTMLPhisher

Score: 64

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for subAntivirus / Scanner detection for sub……

Phishing site detected (based on fav

Phishing site detected (based on fav

Phishing site detected (based on fav

Phishing site detected (based on fav

Phishing site detected (based on fav

Phishing site detected (based on fav

Phishing site detected (based on favPhishing site detected (based on fav……

Yara detected HtmlPhish7

Yara detected HtmlPhish7

Yara detected HtmlPhish7

Yara detected HtmlPhish7

Yara detected HtmlPhish7

Yara detected HtmlPhish7

Yara detected HtmlPhish7Yara detected HtmlPhish7

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature matchYara signature match

Classification

Malware Configuration

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

iexplore.exe (PID: 2884 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)

iexplore.exe (PID: 5944 cmdline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:2884 CREDAT:17410 /prefetch:2 MD5: 

071277CC2E3DF41EEEA8013E2AB58D5A)
cleanup

No configs have been found

Source Rule Description Author Strings

C:\Users\user\AppData\Local\Microsoft\Windows\INet
Cache\IE\6M6D1PMD\index[1].htm

SUSP_Base64_Encoded_
Hex_Encoded_Code

Detects hex 
encoded code that 
has been base64 
encoded

Florian Roth 0x665:$x1: 78 34 4E 7A 42 63 65 44 59 31 58 48 67
0x675:$x1: 78 34 4E 6A 52 63 65 44 51 7A 58 48 67
0x685:$x1: 78 34 4E 6A 6C 63 65 44 5A 6A 58 48 67
0x699:$x1: 78 34 4E 44 46 63 65 44 51 79 58 48 67
0x6a9:$x1: 78 34 4E 44 52 63 65 44 51 31 58 48 67
0x6b9:$x1: 78 34 4E 44 64 63 65 44 51 34 58 48 67
0x6c9:$x1: 78 34 4E 47 46 63 65 44 52 69 58 48 67
0x6d9:$x1: 78 34 4E 47 52 63 65 44 52 6C 58 48 67
0x6e9:$x1: 78 34 4E 54 42 63 65 44 55 78 58 48 67
0x6f9:$x1: 78 34 4E 54 4E 63 65 44 55 30 58 48 67
0x709:$x1: 78 34 4E 54 5A 63 65 44 55 33 58 48 67
0x719:$x1: 78 34 4E 54 6C 63 65 44 56 68 58 48 67
0x729:$x1: 78 34 4E 6A 4A 63 65 44 59 7A 58 48 67
0x739:$x1: 78 34 4E 6A 56 63 65 44 59 32 58 48 67
0x749:$x1: 78 34 4E 6A 68 63 65 44 59 35 58 48 67
0x759:$x1: 78 34 4E 6D 4A 63 65 44 5A 6A 58 48 67
0x769:$x1: 78 34 4E 6D 56 63 65 44 5A 6D 58 48 67
0x779:$x1: 78 34 4E 7A 46 63 65 44 63 79 58 48 67
0x789:$x1: 78 34 4E 7A 52 63 65 44 63 31 58 48 67
0x799:$x1: 78 34 4E 7A 64 63 65 44 63 34 58 48 67
0x7a9:$x1: 78 34 4E 32 46 63 65 44 4D 77 58 48 67

Process Tree

Yara Overview

Dropped Files
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Sigma Overview

No Sigma rule has matched

Signature Overview

Click to jump to signature section

AV Detection:

Antivirus / Scanner detection for submitted sample

Phishing:

Phishing site detected (based on favicon image match)

Yara detected HtmlPhish7

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation

Defense
Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and
Control

Network
Effects

Remote
Service
Effects Impact

Valid
Accounts

Windows
Management
Instrumentation

Path
Interception

Process
Injection 1

Masquerading 1 OS
Credential
Dumping

File and
Directory
Discovery 1

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 2

Eavesdrop on
Insecure
Network
Communication

Remotely
Track Device
Without
Authorization

Modify
System
Partition

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or
Logon
Initialization
Scripts

Process
Injection 1

LSASS
Memory

Application
Window
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Non-
Application
Layer
Protocol 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorization

Device
Lockout

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon
Script
(Windows)

Obfuscated Files
or Information

Security
Account
Manager

Query
Registry

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Application
Layer
Protocol 2

Exploit SS7 to
Track Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Behavior Graph
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Behavior Graph

ID: 433166

URL: https://jaquel988.s3.eu-de....

Startdate: 11/06/2021

Architecture: WINDOWS

Score: 64

p.sfx.ms

Antivirus / Scanner
detection for submitted

sample

Phishing site detected
(based on favicon image

match)
Yara detected HtmlPhish7

iexplore.exe

2 74

        started       

iexplore.exe

2 57

        started       

s3.eu-de.cloud-object-storage.appdomain.cloud

158.177.118.97, 443, 49708, 49709

SOFTLAYERUS

United States

smtpro101.com

172.67.194.129, 443, 49710, 49711

CLOUDFLARENETUS

United States

2 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

https://jaquel988.s3.eu-de.cloud-object-storage.appdomain.cloud/holistically/index.html 0% Avira URL Cloud safe

https://jaquel988.s3.eu-de.cloud-object-storage.appdomain.cloud/holistically/index.html 100% SlashNext Fake Login Page 
type: Phishing & 
Social Engineering

No Antivirus matches

No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

https://smtpro101.com/email-list/onedrive24/css/style.css 0% Avira URL Cloud safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs
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General Information

Joe Sandbox Version: 32.0.0 Black Diamond

Analysis ID: 433166

Start date: 11.06.2021

Start time: 12:05:13

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 3m 20s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://jaquel988.s3.eu-de.cloud-object-storage.ap
pdomain.cloud/holistically/index.html

https://smtpro101.com/email-list/onedrive24/images/mail.png 0% Avira URL Cloud safe

https://smtpro101.com/email-list/onedrive24/images/office.png 0% Avira URL Cloud safe

https://jaquel988.s3.eu-de.cloud-object-storage.appdomain.cloud/holistically/index.htmlRoot 0% Avira URL Cloud safe

https://jaquel988.s3.eu-de.cloud-object-
storage.appdomain.cloud/holistically/ndex.htmljaquel988.s3.e

0% Avira URL Cloud safe

https://financialanalyst.org/Wealth%20Management%20Treatise.pdf 0% Avira URL Cloud safe

https://jaquel988.s3.eu-de.cloud-object-storage.appdomain.cloud/holistically/index.htmlWdtRWdtR 0% Avira URL Cloud safe

www.wikipedia.com/ 0% URL Reputation safe

www.wikipedia.com/ 0% URL Reputation safe

www.wikipedia.com/ 0% URL Reputation safe

https://smtpro101.com/email-list/onedrive24/images/other.png 0% Avira URL Cloud safe

https://jaquel988.s3.eu-de.cloud-object-storage.appdomain.cloud/holistically/ndex.html 0% Avira URL Cloud safe

https://jaquel988.s3.e 0% Avira URL Cloud safe

https://smtpro101.com/email-list/onedrive24/images/logo.png 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

smtpro101.com 172.67.194.129 true false unknown

s3.eu-de.cloud-object-storage.appdomain.cloud 158.177.118.97 true false unknown

jaquel988.s3.eu-de.cloud-object-
storage.appdomain.cloud

unknown unknown false unknown

p.sfx.ms unknown unknown false high

Name Malicious Antivirus Detection Reputation

https://jaquel988.s3.eu-de.cloud-object-storage.appdomain.cloud/holistically/index.html true unknown

https://jaquel988.s3.eu-de.cloud-object-storage.appdomain.cloud/holistically/ true unknown

IP Domain Country Flag ASN ASN Name Malicious

158.177.118.97 s3.eu-de.cloud-object-
storage.appdomain.cloud

United States 36351 SOFTLAYERUS false

172.67.194.129 smtpro101.com United States 13335 CLOUDFLARENETUS false

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public
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Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 15

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal64.phis.win@3/39@4/2

Cookbook Comments: Adjust boot time
Enable AMSI
Browsing link: https://jaquel988.s3.eu-de.cloud-
object-storage.appdomain.cloud/holistically/

Warnings:

No simulations

No context

No context

No context

No context

No context

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{10CA9948-CAE8-11EB-90E6-ECF4BB82F7E0}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 30296

Entropy (8bit): 1.850970301950518

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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Encrypted: false

SSDEEP: 384:rGfDAD3lD3ZMD3ZTSD3ZT2jD3ZaX2zD3ZaY2ZD3ZaYD2VD3ZaYD2DB:n

MD5: 964E7848B64D64FD01A596FB10117548

SHA1: CEEBC3C8BE60FBC0948F9B1339EC6C15E62C441D

SHA-256: C3692F4FF078EE2784CF8210022BEC91B4E37BD06FDD329B2CB26126BEE2E68C

SHA-512: D87F662A1D159BA4AD380BB8C7700E0278F490ECB04A6BCE5026E562B25FFFAB3E81B8993F719C2FB2E6013A74C4FF38CD5F0EE7B2AD85A5B73F4F97D7B1F26
2

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{10CA9948-CAE8-11EB-90E6-ECF4BB82F7E0}.dat

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{10CA994A-CAE8-11EB-90E6-ECF4BB82F7E0}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 67692

Entropy (8bit): 2.6464017588676185

Encrypted: false

SSDEEP: 384:riaIg0l9pOCWmQt9d+whTvt9d+whKWTiA8s4An9Ap:Fd+Grd+GC

MD5: 02316940FEF2E99BDAD25F92AD05F35F

SHA1: FD83A9E950AEF0EEB19A0EA0C9A05A868F896ED0

SHA-256: 5E4CDD4040F34AD99B0DCC0B921EFEAE60AD92914423103663D5CDA24E6F4DCA

SHA-512: 89357F09C3D425050F038C2A7E3097D37DC9FB8851BF51743ED9642BB49E893485626E00E24E7F6DCC5C3FF2BB7611ADE712430A2C6CB34DD7669B45D72E54F8

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{10CA994B-CAE8-11EB-90E6-ECF4BB82F7E0}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 16984

Entropy (8bit): 1.5662751915812891

Encrypted: false

SSDEEP: 48:Iw5GcprQGwpaRG4pQjGrapbSEGQpKDG7HpR8TGIpG:rfZ4QD6HBScASToA

MD5: 6E62D547275E1B71726FE4DF2F6260E3

SHA1: A3CE9155F90949F5E3E53C9EDD1CEA74C6D66659

SHA-256: 859F5063EE5C82EFC81E5B1A5573DC95E34C4B6B229813C32A7E8ADB4F0D4D58

SHA-512: 225C1F860531BED561B302303ED2F54AFBA4E81AB20536C98337D77A10B38A1FDDF4493F434D1DAC79F3476576CAD537D215F8910950277E4EAE251BB831AFE1

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 660

Entropy (8bit): 5.043624187250684

Encrypted: false

SSDEEP: 12:TMHdNMNxOEZPnPFnWimI002EtM3MHdNMNxOEZPnPFnWimI00OYVbkEtMb:2d6NxOeSZHKd6NxOeSZ7xb

MD5: B87899750FC46C9EA8A584A9AEC1EF08

SHA1: DC6AC172314F8A5D2F4A8583B2F6928B4F0AB863

SHA-256: 1ED879034549FBCE83BE57B31157F42DAC9156B17551DBAE57AB7BB2C1BB2D2A

SHA-512: 84CD1929E3E4F351AF8E74E1F1F7996A63DCCE8789A270D50C201864393FBC30F43E97699980D89D687006ED9ADCCE65CA62616B51639F17663726BDC68FE3B0

Malicious: false

Copyright Joe Security LLC 2021 Page 9 of 24



Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xdfe4ad77,0x01d75ef4</date><accdate>0x
dfe4ad77,0x01d75ef4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml ver
sion="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xdfe4ad77,0x01d75ef4</date><accdate>0
xdfe4ad77,0x01d75ef4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 657

Entropy (8bit): 5.125631967382446

Encrypted: false

SSDEEP: 12:TMHdNMNxe2knr0ranWimI002EtM3MHdNMNxe2knr0ranWimI00OYkak6EtMb:2d6NxrwAGSZHKd6NxrwAGSZ7Ja7b

MD5: 3A5F445129596A77CB4C3B241D14B7CD

SHA1: 82066F2688315431A3D316A58CC29A1282348EC7

SHA-256: BF8DB4B41C3679900FC06336086AA6B66AB5841C72A5748BA1C8ACF67914FC10

SHA-512: 1E30B219F724E2C69883624C34075C0E27AD75502A8298383B2938A97B76E237FF085EDB2D8BD735EBF72FC984AE2DDD52FA51B537B179392F00D1156F4D3F0A

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xdfdd8672,0x01d75ef4</date><a
ccdate>0xdfdd8672,0x01d75ef4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xdfdd8672,0x01d75ef4</date><a
ccdate>0xdfdd8672,0x01d75ef4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-21706820\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 666

Entropy (8bit): 5.05675315273187

Encrypted: false

SSDEEP: 12:TMHdNMNxvLZPnPFnWimI002EtM3MHdNMNxvLZPnPFnWimI00OYmZEtMb:2d6NxvvSZHKd6NxvvSZ7Zb

MD5: AB117BDC05399032ACB00BA5E0D893B8

SHA1: 6675EF025083C103E356ECB88BFD54EDDE288A65

SHA-256: 431F477A7027224C8B273BA7B6F4843A112BEFDF82535D8819C08646F58F149B

SHA-512: 4EF3509CC124D94819B39C4F2B6F7406B03EE49602EB41FCA05719D199A300CFEFF530D185DA28917D363E1EA9F787AF76DE474040A8352B43B4BD04761E5A6A

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xdfe4ad77,0x01d75ef4</date>
<accdate>0xdfe4ad77,0x01d75ef4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xdfe4ad77,0x01d75ef4</date><accda
te>0xdfe4ad77,0x01d75ef4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-4759708130\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 651

Entropy (8bit): 5.059047871981489

Encrypted: false

SSDEEP: 12:TMHdNMNxiZPnPFnWimI002EtM3MHdNMNxiZPnPFnWimI00OYd5EtMb:2d6NxsSZHKd6NxsSZ7qjb

MD5: 0BD9F63B4D5E716BBB0A402C5653CFF1

SHA1: 323ACEE4493CDFE9DB19FCDD4B58E14FAE2B1968

SHA-256: D6F0C832F992966F06BE3208889A595D51C76A95F2660330FDA288A4F79C7FAE

SHA-512: EA9DFE358865617743F672BD62E72724F7139AD3BAEDF4C34EF27082F6808591BCD07909C072BE1162D2FDD085FF82B55FAE62AFC271AE0A5AC588F13F20E8C7

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xdfe4ad77,0x01d75ef4</date><acc
date>0xdfe4ad77,0x01d75ef4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml 
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xdfe4ad77,0x01d75ef4</date><accdate>0xdfe4a
d77,0x01d75ef4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..
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C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: modified

Size (bytes): 660

Entropy (8bit): 5.078345593693344

Encrypted: false

SSDEEP: 12:TMHdNMNxhGwZPnPFnWimI002EtM3MHdNMNxhGwZPnPFnWimI00OY8K075EtMb:2d6NxQySZHKd6NxQySZ7RKajb

MD5: 015AD94F7331EDD9387811703B46F881

SHA1: DCBF5895EE92BA3D0EAA65835FEB13F6D3113AEF

SHA-256: 2704E384582FF8CEECFCDCBC3D27D6048973ADEFE9F03EBB22B7819BD4ED61CF

SHA-512: FC6BFDFAD1EE058EFD446FD044A3880BDD2A530EE604FBD03D221889C3655EFAA2B60AD0BE3559F41F32404B403E5F23471A69F1E3382F18A37D4935571D503A

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xdfe4ad77,0x01d75ef4</date><
accdate>0xdfe4ad77,0x01d75ef4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xdfe4ad77,0x01d75ef4</date><accdate>0
xdfe4ad77,0x01d75ef4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-8760897390\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 657

Entropy (8bit): 5.042390234116761

Encrypted: false

SSDEEP: 12:TMHdNMNx0nZPnPFnWimI002EtM3MHdNMNx0nZPnPFnWimI00OYxEtMb:2d6Nx0DSZHKd6Nx0DSZ7+b

MD5: CE17CBB739269224ACDBBA0A29E45069

SHA1: D9308297BD6BFA60FE4F2A17186C8ABB2240EA72

SHA-256: C9B21784223C34E4F1880CD7592A9699F3C4CD0379862870222A9AA91CFAF17D

SHA-512: BC0FA0B2618FD9431994C74A56EBC7C049E435B6F215F6EBB4559C5EA17925A65541F34D81F5470742253505A519D7D554E4F33B23A3FA263B65A3BEF2A85D0B

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xdfe4ad77,0x01d75ef4</date><a
ccdate>0xdfe4ad77,0x01d75ef4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xdfe4ad77,0x01d75ef4</date><accdate>0xd
fe4ad77,0x01d75ef4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile></
msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 660

Entropy (8bit): 5.083722484499022

Encrypted: false

SSDEEP: 12:TMHdNMNxxZPnPFnWimI002EtM3MHdNMNxxZPnPFnWimI00OY6Kq5EtMb:2d6NxtSZHKd6NxtSZ7Xb

MD5: 801F68E610BFE48BCF32CBF2CF99BA94

SHA1: D72FBFFBE541D4B56995FE92B8B55FDD075C9701

SHA-256: D420746D031118F1DB5388270CAA86049E6CC778ED133AC92A7D63499FD35498

SHA-512: B5736E6E7CA1724F73BC5C096EA8218792AE13F269B6DCBC94D38BE27F1FD8383C6471D06E7D09F90C4DA5611D594B0FC9A62FE027AA4F3BF091E2D8773CADF
0

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xdfe4ad77,0x01d75ef4</date><
accdate>0xdfe4ad77,0x01d75ef4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xdfe4ad77,0x01d75ef4</date><accdate>0
xdfe4ad77,0x01d75ef4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\NYTimes.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 663

Entropy (8bit): 5.111142685673126
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Encrypted: false

SSDEEP: 12:TMHdNMNxcnr0ranWimI002EtM3MHdNMNxcnr0ranWimI00OYVEtMb:2d6Nx4AGSZHKd6Nx4AGSZ7Gb

MD5: D4F4F159B362CFEC99044303A8BFE361

SHA1: DD1846A7CFDE7E436F90720B0AF9430DF0D00964

SHA-256: E1458BDAA970B1D39931C9CD424E52339F0E593FC376F62A885D2554F2DB5869

SHA-512: F4A56A400848C04A61BE1F96274460CA81C29259855D4A0E9F2B48302AEE38BBA4DF4959E9561BB0F765ACAC61848780BE5A07F06FF8803CE0814CE2CD74DA61

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xdfdd8672,0x01d75ef4</date>
<accdate>0xdfdd8672,0x01d75ef4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xdfdd8672,0x01d75ef4</date><accdate
>0xdfdd8672,0x01d75ef4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin8215062560\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 657

Entropy (8bit): 5.098110132522241

Encrypted: false

SSDEEP: 12:TMHdNMNxfnnr0ranWimI002EtM3MHdNMNxfnnr0ranWimI00OYe5EtMb:2d6NxPAGSZHKd6NxPAGSZ7Fjb

MD5: EF471CD375294C5E9EB668611CE27A34

SHA1: F443BB969FCBC3C9D2E2D48C1D625539AEE4E5A0

SHA-256: B0B53FB35D09DE5B8A27F9B128814B0CB9C24255E2E990896381B970670638C3

SHA-512: 6D327468AC1FCC7B063893D98CAA8AF5E0F975A1343CFF57F8825BABB253C4B8239DEA35C621CFCA1D1DCE42DC7E094F6668877ECE359E6A80533A77B4C1ED
1D

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xdfdd8672,0x01d75ef4</date><a
ccdate>0xdfdd8672,0x01d75ef4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xdfdd8672,0x01d75ef4</date><accdate>0xd
fdd8672,0x01d75ef4</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Google.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\imagestore\po60zt0\imagestore.dat
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 8222

Entropy (8bit): 3.214119822836266

Encrypted: false

SSDEEP: 48:4KIsg6sOwHaewKIsA/lO9dL/FhewKIsOtRBwwkKK1je/:bIL6sQejI3/lC9/ejIvRyKK1je/

MD5: 3FADD78460071B61C1657FDA90FF6CAD

SHA1: 71FFC69867AAC5440DF050317684397C94159E3B

SHA-256: 26FBD6F501A4DC5D698CB70D686F0646C2CAAC1C7E4AABC813775F12AB5691A8

SHA-512: 1686463EEF833E1258536F838DD3B40CDF9B0BDB190554EC1BCD854DDB84782B407D384821164327B86CDF2BCB1449AF82639FAFA0981BE419ED0AB2A2BEBD9
0

Malicious: false

Reputation: low

Preview:
#.h.t.t.p.s.:././.p...s.f.x...m.s./.i.m.a.g.e.s./.f.a.v.i.c.o.n...i.c.o...........  .... .........(... ...@..... ...............................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
...............................................................................................................................................(`.(..(..(..(..(..(..(..(..(..(..(..(..(..(..(..(..(..(..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\down[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 15 x 15, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 748

Entropy (8bit): 7.249606135668305

Encrypted: false

SSDEEP: 12:6v/7/2QeZ7HVJ6o6yiq1p4tSQfAVFcm6R2HkZuU4fB4CsY4NJlrvMezoW2uONroc:GeZ6oLiqkbDuU4fqzTrvMeBBlE

MD5: C4F558C4C8B56858F15C09037CD6625A

SHA1: EE497CC061D6A7A59BB66DEFEA65F9A8145BA240

SHA-256: 39E7DE847C9F731EAA72338AD9053217B957859DE27B50B6474EC42971530781
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SHA-512: D60353D3FBEA2992D96795BA30B20727B022B9164B2094B922921D33CA7CE1634713693AC191F8F5708954544F7648F4840BCD5B62CB6A032EF292A8B0E52A44

Malicious: false

Reputation: low

IE Cache URL: res://ieframe.dll/down.png

Preview:
.PNG........IHDR...............ex....PLTE....W..W..W..W..W..W..W..W..W..W..W..W..W.U..............W..W.!Y.#Z.$\.'].<r.=s.P..Q..Q..U..o..p..r..x..z..~.........................................
....b.............................................................................................................................................................................................................$..s...7tRNS.a.o(,.s....e......q*.......
............................F.Z....IDATx^%.S..@.C..jm.mTk...m.?|;.y..S....F.t...,.......D.>..LpX=f.M...H4........=...=..xy.[h..7....7.....<.q.kH....#+....I..z.....'.ksC...X<.+..J>....%3BmqaV
...h..Z._.:<.Y_jG...vN^.<>.Nu.u@.....M....?...1D.m~)s8..&....IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\down[1]

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\httpErrorPagesScripts[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: downloaded

Size (bytes): 12105

Entropy (8bit): 5.451485481468043

Encrypted: false

SSDEEP: 192:x20iniOciwd1BtvjrG8tAGGGVWnvyJVUrUiki3ayimi5ezLCvJG1gwm3z:xPini/i+1Btvjy815ZVUwiki3ayimi5f

MD5: 9234071287E637F85D721463C488704C

SHA1: CCA09B1E0FBA38BA29D3972ED8DCECEFDEF8C152

SHA-256: 65CC039890C7CEB927CE40F6F199D74E49B8058C3F8A6E22E8F916AD90EA8649

SHA-512: 87D691987E7A2F69AD8605F35F94241AB7E68AD4F55AD384F1F0D40DC59FFD1432C758123661EE39443D624C881B01DCD228A67AFB8700FE5E66FC794A6C0384

Malicious: false

Reputation: low

IE Cache URL: res://ieframe.dll/httpErrorPagesScripts.js

Preview:
...function isExternalUrlSafeForNavigation(urlStr)..{..var regEx = new RegExp("^(http(s?)|ftp|file)://", "i");..return regEx.exec(urlStr);..}..function clickRefresh()..{..var location 
= window.location.href;..var poundIndex = location.indexOf('#');..if (poundIndex != -1 && poundIndex+1 < location.length && isExternalUrlSafeForNavigation(location.su
bstring(poundIndex+1)))..{..window.location.replace(location.substring(poundIndex+1));..}..}..function navCancelInit()..{..var location = window.location.href;..var pound
Index = location.indexOf('#');..if (poundIndex != -1 && poundIndex+1 < location.length && isExternalUrlSafeForNavigation(location.substring(poundIndex+1)))..{..var 
bElement = document.createElement("A");..bElement.innerText = L_REFRESH_TEXT;..bElement.href = 'javascript:clickRefresh()';..navCancelContainer.appendChild(
bElement);..}..else..{..var textNode = document.createTextNode(L_RELOAD_TEXT);..navCancelContainer.appendChild(textNode);..}..}..function getDisplayValue(elem

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\http_404[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode (with BOM) text, with very long lines, with CRLF line terminators

Category: downloaded

Size (bytes): 6495

Entropy (8bit): 3.8998802417135856

Encrypted: false

SSDEEP: 48:up4d0yV4VkBXvLutC5N9J/1a5TI7kZ3GUXn3GFa7K083GJehBu01kptk7KwyBwpM:uKp6yN9JaKktZX36a7x05hwW7RM

MD5: F65C729DC2D457B7A1093813F1253192

SHA1: 5006C9B50108CF582BE308411B157574E5A893FC

SHA-256: B82BFB6FA37FD5D56AC7C00536F150C0F244C81F1FC2D4FEFBBDC5E175C71B4F

SHA-512: 717AFF18F105F342103D36270D642CC17BD9921FF0DBC87E3E3C2D897F490F4ECFAB29CF998D6D99C4951C3EABB356FE759C3483A33704CE9FCC1F546EBCBBC
7

Malicious: false

Reputation: low

IE Cache URL: res://ieframe.dll/http_404.htm

Preview:
.<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://www.w3.org/TR/html4/loose.dtd">....<html dir="ltr">....    <head>..        <link rel="st
ylesheet" type="text/css" href="ErrorPageTemplate.css">....        <meta http-equiv="Content-Type" content="text/html; charset=UTF-8">....        <title>HTTP 404 Not Foun
d</title>....        <script src="errorPageStrings.js" language="javascript" type="text/javascript">..        </script>..        <script src="httpErrorPagesScripts.js" language="ja
vascript" type="text/javascript">..        </script>..    </head>....    <body onLoad="javascript:initHomepage(); expandCollapse('infoBlockID', true); initGoBack(); initM
oreInfo('infoBlockID');">....        <table width="730" cellpadding="0" cellspacing="0" border="0">....           Error title -->..            <tr>..                <td id="infoIconAlign" wi
dth="60" align="left" valign="top" rowspan="2">..                    <img src="info_48.png" id="infoIcon" alt="Info icon">..  

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\logo[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 614 x 99, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 47405

Entropy (8bit): 7.989281565572749

Encrypted: false

SSDEEP: 768:fydQaezOghb0K6eC1b7dELIbyxQOdJfir6Sotiu9v5eYaXRNuL8cx7uksPok9mHb:qLghf41HC4gQOzir6DiOBedHzdok+uJy

MD5: B9E0CB858FDE5DD52A24A778117CDE17

SHA1: 37201F5E24101086FE31723682D7D272239AF68A

SHA-256: CEEBEBB8EC47C3DF4D5BE124172A7A5A8B7C36FE06C763DFE83DCF4AAE8F196E
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SHA-512: 79EF54FB35282A05F027249BA2EA786259A36E9AA31E731D0347ABD9750BAB521F3D3D3BDABC822E9441A5F376CFBF61BE63C3879A561AF8F2BD13831FD911D
0

Malicious: false

Reputation: low

IE Cache URL: https://smtpro101.com/email-list/onedrive24/images/logo.png

Preview:
.PNG........IHDR...f...c.....1~.... .IDATx....\.u..O..n..nt#..A..b.E..)K.zOz....4.bf....-...,K.,..%1..#2...'....j4...@C......n8w.}........>......-TC....Z..J.l.s.$TB..H...c,(m...g..@0.Q..W.2`........
{pr9...i....c.R.a.)..HH2..X@.2..J...Bw(.y.......g...!.Z1..)......*..j..~.j.8..j.+R...P.k.'+>{.U..7bq.3.....'.`..g"...`...22.&......q./....Z/.(....X|.x... .%..y..$70.4...VU.\U.5...S.&....5...+W..\.(U...$
.-.p.a...(...5u?.M..p..#..../..f.S.B..QvC.d.3...0L..[.`a.h'S......c..v]89..c'..(.P.w..2^O.......c.Ri`}.9.>......C95..qrA(8.....k....Yn....e....Q.@.{..I..X...1.7<..y-...}{....#._...c......H A9...N.sc..
3.CY.<..Sw.....x.7/...=.M|'8.x><..........F.v...().?...).=.......j!.J....:......Q..,..`...A.....c.t.~...'`.)u..@YR..T..p..^.9.r.c.:....B...$7.....c....3.....(.RY...z..8.f..K}..uc.=7.(.i..."..+.....#8q...*w..^j.
....X....LC...^.kP.N.?..O..!.CF..x.......[.....[]..d..'....1.P...>s...q,.^..."....c..&3.X...tk........&P.q.......y..{.....1..n....W|...n....C....G

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\logo[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\mem5YaGs126MiZpBA-UN8rsOUuhv[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 19160, version 1.1

Category: downloaded

Size (bytes): 19160

Entropy (8bit): 7.967047296085223

Encrypted: false

SSDEEP: 384:wQDywW7WywLbHesuDAL7df4V7G/aSpBpucg7KInWtKgqp/y:6wW7LkrescWgG/DuJmIWtKgi/y

MD5: ADC0530936D8C9AA4279699007BBBEDB

SHA1: A25B788600D5F280B0B79A93BC1116A667BAC7D6

SHA-256: 012A20DD3CC6D96015C9D5896EEA6DA97D841E940ABA5F13BC0C43AB6F9D0FB0

SHA-512: 0B768871575BAC86528E1DAA477D0E231907627116C292F4C017990AC49B9D847F866324BD95F3DF8B75F02FB97474336A5BDB844D8867956113702B434D2EFD

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/opensans/v20/mem5YaGs126MiZpBA-UN8rsOUuhv.woff

Preview:
wOFF......J.......qD........................GDEF................GPOS................GSUB.......y.....;..OS/2...$...^...`...vcmap.............Y..cvt ...8...g.....o.[fpgm............s.ugasp...D...........#glyf...
T..:F..Y.%..Ohead..B....6...6....hhea..B........$....hmtx..B....-....(.C.loca..E$...........maxp..F.... ... ....name..G.........%.@cpost..H.........5.".prep..I........1..S.............................
...........x.M...P.@..L..$$. .g..;..k.z...P.$K......[.E..Z....B )..a.:...i...!......J ...U....l/..m.&*3.KO...#..-..%;7.V..........x.c`f.cV``e``..j...(.../2.11s01qs.1s.01.400.300x......:.;380(...&.O...
..)B..q>H.%.u..R``........x.\.!..q......#acf...#1Q@.'U..@..".llt.Aa#.f|c.W.....'..X..!..C...ITPE.;..V.j......0. .L0E...Yd.mN....:.....F....GG.g.s,x.>0....v..I;o..<.$G9.\f2...e(}.IS2..uc]p...
......M.x.c.a.g``..$K..(..`.e.a.a`....C..L..@t.............A..L..&..............1\gta.e....320.0...2.g.j...=...x.TGw.F........)..)7.W..`*.j.-...=*'_..sI...2...O>....[tt....TK]..|..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0MX4YUS9\other[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 58 x 57, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 5046

Entropy (8bit): 7.868036125098725

Encrypted: false

SSDEEP: 96:kYR2pQ7b+5FK1SvZdvo5hDb27WD4VIb37/RC+u7SedxPT51ariF0y0:lYEV1SB25hn9/RCdNhal5

MD5: 19CD5323D5A865556D1B376B138943CA

SHA1: 51F8A684C0A81F39A7CDCEB9AB571779E22249D4

SHA-256: 047EA480D8211A17ABC7A38796B9256B2A4EDB71359E08A27AFB7A8FFD62E9B8

SHA-512: 83AD4E58D6C527AACE06FE8E139D8A1BD8947D0696A7FBB4E9342E1B6E5330B9A9C081919EC4F5082BFAA6329CFADF1B60E22825E928A435AA6038EC6248AC0
C

Malicious: false

Reputation: low

IE Cache URL: https://smtpro101.com/email-list/onedrive24/images/other.png

Preview:
.PNG........IHDR...:...9.....g/8.....tEXtSoftware.Adobe ImageReadyq.e<...&iTXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?> 
<x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c145 79.163499, 2018/08/13-16:40:22        "> <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-
rdf-syntax-ns#"> <rdf:Description rdf:about="" xmlns:xmp="http://ns.adobe.com/xap/1.0/" xmlns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmlns:stRef="http://ns.ad
obe.com/xap/1.0/sType/ResourceRef#" xmp:CreatorTool="Adobe Photoshop CC 2019 (Windows)" xmpMM:InstanceID="xmp.iid:BEC3088F592F11EAA721A31C41
0D533C" xmpMM:DocumentID="xmp.did:BEC30890592F11EAA721A31C410D533C"> <xmpMM:DerivedFrom stRef:instanceID="xmp.iid:BEC3088D592F11EA
A721A31C410D533C" stRef:documentID="xmp.did:BEC3088E592F11EAA721A31C410D533C"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?
>.n/....&IDATx..;.xSU...77I.4m........".Q.....(......*."...3.9../..T..]\aqGg...gy.<. ........N..i...}..n..6.....|

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\ErrorPageTemplate[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: downloaded

Size (bytes): 2168

Entropy (8bit): 5.207912016937144

Encrypted: false

SSDEEP: 24:5+j5xU5k5N0ndgvoyeP0yyiyQCDr3nowMVworDtX3orKxWxDnCMA0da+hieyuSQK:5Q5K5k5pvFehWrrarrZIrHd3FIQfOS6

MD5: F4FE1CB77E758E1BA56B8A8EC20417C5

SHA1: F4EDA06901EDB98633A686B11D02F4925F827BF0

SHA-256: 8D018639281B33DA8EB3CE0B21D11E1D414E59024C3689F92BE8904EB5779B5F
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SHA-512: 62514AB345B6648C5442200A8E9530DFB88A0355E262069E0A694289C39A4A1C06C6143E5961074BFAC219949102A416C09733F24E8468984B96843DC222B436

Malicious: false

Reputation: low

IE Cache URL: res://ieframe.dll/ErrorPageTemplate.css

Preview:
.body..{...font-family: "Segoe UI", "verdana", "arial";...background-image: url(background_gradient.jpg);...background-repeat: repeat-x;...background-color: #E8EAEF;...ma
rgin-top: 20px;...margin-left: 20px;...color: #575757;..}....body.securityError..{...font-family: "Segoe UI", "verdana" , "Arial";...background-image: url(background_grad
ient_red.jpg);...background-repeat: repeat-x;...background-color: #E8EAEF;...margin-top: 20px;...margin-left: 20px;..}....body.tabInfo..{...background-image: none;...back
ground-color: #F4F4F4;..}..       ..a..{...color: rgb(19,112,171);.font-size: 1em;...font-weight: normal;...text-decoration: none;...margin-left: 0px;...vertical-align: top;..}....a:link, 
a:visited..{...color: rgb(19,112,171);...text-decoration: none;...vertical-align: top;..}....a:hover..{...color: rgb(7,74,229);...text-decoration: underline;..}....p..{...font-size: 
0.9em;..}.....h1 /* used for Title */..{...color: #4465A2;...font-size: 1.1em;...font-weight: normal;...vertical-align

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\ErrorPageTemplate[1]

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\background_gradient[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 100x100, segment length 16, baseline, precision 8, 1x800, frames 3

Category: downloaded

Size (bytes): 453

Entropy (8bit): 5.019973044227213

Encrypted: false

SSDEEP: 6:3llVuiPjlXJYhg5suRd8PImMo23C/kHrJ8yA/NIeYoWg78C/vTFvbKLAh3:V/XPYhiPRd8j7+9LoIrobtHTdbKi

MD5: 20F0110ED5E4E0D5384A496E4880139B

SHA1: 51F5FC61D8BF19100DF0F8AADAA57FCD9C086255

SHA-256: 1471693BE91E53C2640FE7BAEECBC624530B088444222D93F2815DFCE1865D5B

SHA-512: 5F52C117E346111D99D3B642926139178A80B9EC03147C00E27F07AAB47FE38E9319FE983444F3E0E36DEF1E86DD7C56C25E44B14EFDC3F13B45EDEDA064DB5
A

Malicious: false

Reputation: low

IE Cache URL: res://ieframe.dll/background_gradient.jpg

Preview:
......JFIF.....d.d......Ducky.......P......Adobe.d................................................................................................................................................. ...............W......................................
........................Qa.................................?......%.....x......s...Z.......j.T.wz.6...X.@... V.3tM...P@.u.%...m..D.25...T...F.........p......A..........BP..qD.(.........ntH.@......h?..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\info_48[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 47 x 48, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 4113

Entropy (8bit): 7.9370830126943375

Encrypted: false

SSDEEP: 96:WNTJL8szf79M8FUjE39KJoUUuJPnvmKacs6Uq7qDMj1XPL:WNrzFoQSJPnvzs6rL

MD5: 5565250FCC163AA3A79F0B746416CE69

SHA1: B97CC66471FCDEE07D0EE36C7FB03F342C231F8F

SHA-256: 51129C6C98A82EA491F89857C31146ECEC14C4AF184517450A7A20C699C84859

SHA-512: E60EA153B0FECE4D311769391D3B763B14B9A140105A36A13DAD23C2906735EAAB9092236DEB8C68EF078E8864D6E288BEF7EF1731C1E9F1AD9B0170B95AC13
4

Malicious: false

Reputation: low

IE Cache URL: res://ieframe.dll/info_48.png

Preview:
.PNG........IHDR.../...0.......#.....IDATx^...pUU..{....KB........!....F......jp.Q.......Vg.F..m.Q....{...,m.@.56D...&$d!.<..}....s..K9.....{............[./<..T..I.I..JR)).9.k.N.%.E.W^}....Po.........
.....X..;.=.P......./...+...9./..s.....9..|.......*.7v.`..V.....-^.$S[[[......K..z......3..3....5 ...0.."/n/.c...&.{.ht..?....A..I{.n.....|....t......N}..%.v...:.E..i....`....a.k.mg.LX..fcFU.fO-..YEfd.}...~."..
....}l$....^.re..'^X..*}.?.^U.G..... .30...X......f[.l0.P`..KC...[..[..6....~..i..Q.|;x..T ..........s.5...n+.0..;...H#.2..#.M..m[^3x&E.Ya..\K..{[..M..g...yf0..~....M.]7..ZZZ:..a.O.G64]....9..l[..a...
.N,,.h......5...f*.y...}...BX{.G^...?.c.......s^..P.(..G...t.0.:.X.DCs.....]vf...py).........x..>-..Be.a...G...Y!...z...g.{....d.s.o.....%.x......R.W.....Z.b,....!..6Ub....U.qY(/v..m.a...4.`Qr\.E.G..a
)..t..e.j.W........C<.1.....c..l1w....]3%....tR;.,..3..-.NW.5...t..H..h..D..b......M....)B..2J...)..o..m..M.t....wn./....+Wv....xkg..*..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\mail[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 60 x 60, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 5684

Entropy (8bit): 7.893992787751899

Encrypted: false

SSDEEP: 96:2YR2451fQAe+FqAGICfRgmeH5aSRMDkVI9I/8KE3i6C5QIFcrs6XM55s0sl5:XNkApPhwRyR3iG0ji64fcrM5gl5

MD5: E9A5FDDD238F477B593BB8DAB9E57B8D

SHA1: 71529D809FEF04E915AC2E612B1D68A603519952

SHA-256: 441BF5881CFC7981120F5A580A3B589AC3C0EE1EB34969BA7E5EB244848B6618

SHA-512: 7B8BD220919AC075D486616226E2F6A70421BC8E65DADDC8437B51205C8083786AE89AD78C1184A960655E587D35F80BD2478B0761CD38CC80435B5A9F9C0755

Malicious: false

Reputation: low
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IE Cache URL: https://smtpro101.com/email-list/onedrive24/images/mail.png

Preview:
.PNG........IHDR...<...<.....:..r....tEXtSoftware.Adobe ImageReadyq.e<...&iTXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?> 
<x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c145 79.163499, 2018/08/13-16:40:22        "> <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-
rdf-syntax-ns#"> <rdf:Description rdf:about="" xmlns:xmp="http://ns.adobe.com/xap/1.0/" xmlns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmlns:stRef="http://ns.ad
obe.com/xap/1.0/sType/ResourceRef#" xmp:CreatorTool="Adobe Photoshop CC 2019 (Windows)" xmpMM:InstanceID="xmp.iid:92012B53593111EA95BFEFF848
85B2B1" xmpMM:DocumentID="xmp.did:92012B54593111EA95BFEFF84885B2B1"> <xmpMM:DerivedFrom stRef:instanceID="xmp.iid:92012B51593111EA95BFEFF848
85B2B1" stRef:documentID="xmp.did:92012B52593111EA95BFEFF84885B2B1"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>........IDATx..yp.
E...=.AB.....N!.pI...@.."xP.b....?........b)..UD."r.....$.D.. .}.....g.55.<..-....z.......].

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\mail[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\office[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 59 x 57, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 3445

Entropy (8bit): 7.939470388255353

Encrypted: false

SSDEEP: 48:AOG5OOr7UfjDeiKblKGfxrVEWR9Tw1W10Xbg0Uk3TOC9DHkqMOPJ+qwm8eg3dH9x:AdGjStbFx+WWy8l3QwRemO9SypXyT8h

MD5: 042162A5CA4A1DF68C62300EEE6DEBE5

SHA1: DA350F13A9E6DD54360B5ED37448F45008D56AAB

SHA-256: 9B2E23A6E42034739DD17783B32353F686A39B41FC35B8FAD0512AE1B8187773

SHA-512: A80E3B043A951A98B30E30A994B337B2009D083048BE421806DE425E46A20D2A7D896847DCE4C52E502B4C66C7F0A8B23D7999FC90667E63EB4B2BCBDE7B06B
C

Malicious: false

Reputation: low

IE Cache URL: https://smtpro101.com/email-list/onedrive24/images/office.png

Preview:
.PNG........IHDR...;...9.......S....<IDATh..Zyh\.....V.Z..iu.......h.0.M.@............e0.....Ph.!iM.M[h....@C..I|..8....:"[>..v.of...v..$.U.~byzo....3.7....M..e..&{..-..`&..s.5;b+(".R........j.......R
...7..'.#5...(0C.;%...3]...1.}d......dh..._.x.l.D.8-.Q.<.mL...N..{.N....-_.p.|.........|n&.A(.p...B.B....+0..N....U...b.W..~.d.............L&....hV`.`... B.....q.U..j.m."..@.+{.+...h.R....B..........A
X.1...R......H.g.^..L~..B..8.?......-...D.P.+....TsU.XQ..&.;.2..*".h.#i..w.4P(BA(1....P..w.*...a.J......6A.=@..M.],-.*..@g..ta.G..%...P.D.. cW...7p..I..`.Z.. ..h..p....Q@j=t..).2..`U#...U...
w.<....(....b...2...+.......}...c.?.u..W....}._.Y...Hs{3%a.QP.2HS.p{6......".r.lPG<...u?Z.!,G%..Q1.:z5...gq.....{....^.*..S..HN(...j../N....>..\..KWlB{.Z..72...4.X._!rA.B\.TD.6-`.>...(:.RA).
8yd/........}..K..Gf|...Y.)5......1.GI....;}.../.....;..Z...W.f..G6G........4.....5....w.7WX=.....X....j$sc..K.py..>9.G...G..a1kl.s.BXIp*A..3JZ.....$.D.m.a8.Na..#

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2K7JPOQS\style[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 4946

Entropy (8bit): 4.594214780513499

Encrypted: false

SSDEEP: 96:+Lh5viMfbLoEf1A8sf7QJ3WpHDGInPAaDdX5nHIB1R8sLgy8ig5XSAn:Ch5viObLRurDQ1WpHDGInPAaBX5nHIBe

MD5: 4759A07FB3E87A006F4FA5964D43E007

SHA1: 296E8E858C7EC4C6D02DD5015CDE4BB6698BFA64

SHA-256: B889F7E8F7D699FFF5C88282460F396FA9879C9989ABFE4152203E63BDCE1F00

SHA-512: 83A56BEEEE5C7F0B4F4F74224250983DA33238B2D16E44067A6E6188DB4C5DF994195A909A0121094D15E7B617096D5E8C85BEABAF8711D1547C91FF69F2AC88

Malicious: false

Reputation: low

IE Cache URL: https://smtpro101.com/email-list/onedrive24/css/style.css

Preview:
@import url('https://fonts.googleapis.com/css?family=Open+Sans:300,400,600,700,800&display=swap');..* {.    box-sizing: border-box;.}..body {.    font-family: 'Open Sans'
, sans-serif;.    font-weight: 400;.    background: url('../images/bg.jpg') no-repeat;.    background-size: 100% 100%;.    min-height: 100vh;.    font-size: 14px;.    color: white;.    
margin: 0px;.}..a {  .    text-decoration: none !important;.}..h3,.p {.    margin: 0px;.}...log-main-col {.    width: 100%;.}...log-main-col .log-body {.    background: rgba(0, 0, 0, 0.
5);.    padding: 36px 40px 48px;.    display: table;.    width: 100%;.}...log-main-col .control {.    height: 42px;.    border-radius: 20px;.    border: solid 1px white;.    text-s
hadow: none !important;.    box-shadow: none !important;.    padding: 10px 15px;.    font-family: 'Open Sans', sans-serif;.    font-weight: 400;.    width: 100%;.}...form-group 
{.    margin: 0 0 15px 0px;.}...log-main-col .btn {.    height: 42px;.    padding: 5px 60px;.    border

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\css[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: dropped

Size (bytes): 1046

Entropy (8bit): 5.111910779329794

Encrypted: false

SSDEEP: 24:5MOYGaQMOY7azMOYUMa5MOYN0anMOYdhau:SO1ajOEaQOxMaSOpaMOwhau

MD5: 6CCD7A6481FE05ABBE2E9C65885F3D0F

SHA1: B5BEB16913D689DFC6C41263A7E6D7D6981DB7CF

SHA-256: 24EA56A70DEEC323D7B7172B626D84816B5168CE97B3B32199AA76BA2ED2BD21

SHA-512: 142314EA5E558BA5429B2856733A0829F69BB2E547A600612C477AA5134B6B48F4FA584D95547C04988F6DF7540596DCAD6557BAC08EB89C8A2A8094BE66EBB7

Malicious: false

Reputation: low
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Preview:
@font-face {.  font-family: 'Open Sans';.  font-style: normal;.  font-weight: 300;.  font-display: swap;.  src: url(https://fonts.gstatic.com/s/opensans/v20/mem5YaGs126Mi
ZpBA-UN_r8OUuhv.woff) format('woff');.}.@font-face {.  font-family: 'Open Sans';.  font-style: normal;.  font-weight: 400;.  font-display: swap;.  src: url(https://fonts.
gstatic.com/s/opensans/v20/mem8YaGs126MiZpBA-UFVZ0d.woff) format('woff');.}.@font-face {.  font-family: 'Open Sans';.  font-style: normal;.  font-weight: 600;.  font-
display: swap;.  src: url(https://fonts.gstatic.com/s/opensans/v20/mem5YaGs126MiZpBA-UNirkOUuhv.woff) format('woff');.}.@font-face {.  font-family: 'Open Sans';.  font-
style: normal;.  font-weight: 700;.  font-display: swap;.  src: url(https://fonts.gstatic.com/s/opensans/v20/mem5YaGs126MiZpBA-UN7rgOUuhv.woff) format('woff');.}.@font-
face {.  font-family: 'Open Sans';.  font-style: normal;.  font-weight: 800;.  font-display: swap;.  src: url(https://fonts.gstatic.com/s/opensans/v20/mem5YaG

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\css[1].css

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\index[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 77234

Entropy (8bit): 5.571830956872054

Encrypted: false

SSDEEP: 1536:xxAB5inF2+NV26H7DKT0rakd3920Fa71KScYT46V0euS6OYWyVh7QqA2t0df0531:xxAenF2+NV26bDKT0+kd3920Fa71hcYW

MD5: 59A11FA3D43BBBB119EC098BB22374D6

SHA1: A82EEB22B4533294CFBD5626BDA10DC67523D5B0

SHA-256: 78A2AFF146A65E8704D3EE6DBC3BFD763E92E28B021E12122784501B7C0AEFB6

SHA-512: 9D8080C50BAED100E70715569FC2AF69E0FF1ABAB2F117B62985164835D95EA85CD5615E0A110E108917053B99008FC5D58C91765F589997DEB611EA8DB3070E

Malicious: false

Yara Hits: Rule: SUSP_Base64_Encoded_Hex_Encoded_Code, Description: Detects hex encoded code that has been base64 encoded, Source: 
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\index[1].htm, Author: Florian Roth

Reputation: low

IE Cache URL: https://jaquel988.s3.eu-de.cloud-object-storage.appdomain.cloud/holistically/index.html

Preview:
<html><head></head><body><template id="41efed91-f6e0-4a50-b188-afbf43a37751">eJytVm1v4zYM/nwD9h80b0MSLLbzsm7D1Q4w9AU7YLcOW4rbfQoUm
7bVypJPkpMGh/73o2TntWm6YfWHRBKph3xIkVL0zeXNxfTjn1ekMCWffP1VZP8JpyKPPRAertg1oCmOCH5RCYaSpKBKg4m92+m1/4vV2soELSH2FgyWlVTGI
4kUBgTqLllqijiFBUvAd5M+YYIZRrmvE8ohHgaDfazCmMqHTzVbxN4//u2v/oUsK2rYnMMOMIMY0hw2Ww0zHCaXMqlLlEdhM2+FnIl7ooDjNgTwSKEgiz1rSL8NwyrQ2UN
Q6pCVNAcdZhS9lSLAH4+YVYXMnCR88N32p6jarDjoAgCp72Pr0lRKDgfDIJFlCCVl3OdMm1AKSBVbwOjHMNE6dAgBjix6FLbBx+Fcpis3ao2mbEESTrWOPS5
zHwGFn0juTVC4VnKKFgIUYSk644Zrvzca+1DyUO50WJkTrZL/RqiNowUNKpF7hHLM2BP7ITqws9awBuXYPuOkb8PR8D1JptFTLC/MUVoH2scDtNGuJh+AI10
gRpKPslbkD1iSGwGXlnAUVsdMHLB7znQmpTlhekfbavoGHo4y2qZ9PPkbOCSGrKyjLkEEM7ZgyBBDPD61+RiR3e9WZFjetaAG+IosAcux5ikR0pCMifSYSTKnGlIiRSNko
qpNcMKFo8E8FVAnq/luTO15JK46QNSnotWW8STCruPK1iMpNdQXiIPFPVxPcX5zOw1sm/Qm/6smrGyvJkikKyomv8ucCbJkpiA3teFS3kehEyBvOolCdPJE0J6nMNqlcH3
97uLqNVjILMN+/gKPRomMfzp7HSrjXSrT367+ehUmpgD1UkKsDnmPKC2RF3hEYW1v1X9zgJ/2wGbeNvu92dErgAm8AndRnNTdJjZ+tvsnBST32lsvpkxXnK7

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\mem5YaGs126MiZpBA-UN7rgOUuhv[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 19008, version 1.1

Category: downloaded

Size (bytes): 19008

Entropy (8bit): 7.966749425699339

Encrypted: false

SSDEEP: 384:IF/o+9PD3ixaac1lphLEanpKkfulibGLVEwUVV2LHxti+6epB:5MPD3iA9vpMk4ikOV2LzDrz

MD5: 396C9555F9EADB66270C25FC3157743F

SHA1: D834DA7E230D9798071F8FABD0DB49ECD0A24BCC

SHA-256: 463DA44840BB99F312F92DBA6F39D259DD2669C9A2E45EB8086037B60EF31DED

SHA-512: A490C3E5E735A1CAAFCD6C3E1DC321BCA6CC29E3F32EA414041F4B67166CA3D7DDC5D4C3A370A66A7447D943B72EBB59103875B9538314259680B1654085AD4
B

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/opensans/v20/mem5YaGs126MiZpBA-UN7rgOUuhv.woff

Preview:
wOFF......J@......qd........................GDEF................GPOS................GSUB.......y.....;..OS/2...$...^...`....cmap.............Y..cvt ...8...].....-..fpgm............s.ugasp...<............glyf...
H..:...Z@ ..>head..BL...6...6.%I.hhea..B........$.)..hmtx..B...........OYloca..D............maxp..F.... ... .r..name..F.........#.>.post..G.........5.".prep..IX...........k............................
............x.M...P.@..L..$$. .g..;..k.z...P.$K......[.E..Z....B )..a.:...i...!......J ...U....l/..m.&*3.KO...#..-..%;7.V..........x.c`f.g......:....Q.B3_dHc.........................@`......../..?....^...... 9.
8.m@J....w..!..x.\.!..q......#acf...#1Q@.'U..@..".llt.Aa#.f|c.W.....'..X..!..C...ITPE.;..V.j......0. .L0E...Yd.mN....:.....F....GG.g.s,x.>0....v..I;o..<.$G9.\f2...e(}.IS2..uc]p.........M.x.c
.a.g``..$KY...e@.,q@.j...o@<..O.H.t.................c .p@..........3lbd.....-.}.M...!...!....x.TGw.F........)..)7.W..`*.j.-...=*'_..sI...2...O>....[tt....TK]..|...G.....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\mem5YaGs126MiZpBA-UN_r8OUuhv[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 18744, version 1.1

Category: downloaded

Size (bytes): 18744

Entropy (8bit): 7.966883926264397

Encrypted: false

SSDEEP: 384:zawWpQHZNpxHreHjc5bHhYc9ON58zWZnmiN4RHcSd2UrrMKCWX:zawPscLqqO/8zG/4RHvdh33X

MD5: 2A6051095E2330FB1A45B836E3BA038E

SHA1: 1DA733C279AA12C3D8857AED80CD910C2B209EAE

SHA-256: C98B647124C63DEA93B52BCF6A97A76A6944B9894DC0377B70F8C3B47D91382A

SHA-512: CB019D3D69A51FE9522AA22BF637886B9691270F0BA409167B5A1225CB50BCE494ADEAACC7C94D341A02B3AC751620E9E6A4B9AD9B3FF916C3FA12D710A3AC
6D

Copyright Joe Security LLC 2021 Page 17 of 24



Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/opensans/v20/mem5YaGs126MiZpBA-UN_r8OUuhv.woff

Preview:
wOFF......I8......n.........................GDEF................GPOS................GSUB.......y.....;..OS/2...$...^...`}...cmap.............Y..cvt ...8...]........fpgm............~a..gasp...4...........#glyf..
.D..8...W.._..head..A....6...6..F.hhea..AT.......$...dhmtx..At.........._.loca..C.........K.`@maxp..EP... ... ....name..Ep........"c?Jpost..F\........5.".prep..H .......:..]...........................
.............x.M...P.@..L..$$. .g..;..k.z...P.$K......[.E..Z....B )..a.:...i...!......J ...U....l/..m.&*3.KO...#..-..%;7.V..........x.c`fig.a`e``..j...(.../2.1..`b.ffcfeabbi``Pg``..b.. 0t.vfp`P...M...
C.G/S....|...=.6 .....m/....x.\.!..q......#acf...#1Q@.'U..@..".llt.Aa#.f|c.W.....'..X..!..C...ITPE.;..V.j......0. .L0E...Yd.mN....:.....F....GG.g.s,x.>0....v..I;o..<.$G9.\f2...e(}.IS2..uc]p.
........M.x.c.a.g.c..$K..$..`.g.e........ .......R.g......?......x.)d...........$...."....0.#.A@X..0......x.uTGw.F........)..)7.W.$`*.....G.Kz.)e....t.|.1.7...s.g...3.7mgf..~{1...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\mem5YaGs126MiZpBA-UN_r8OUuhv[1].woff

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\mem5YaGs126MiZpBA-UNirkOUuhv[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 18784, version 1.1

Category: downloaded

Size (bytes): 18784

Entropy (8bit): 7.964699694030365

Encrypted: false

SSDEEP: 384:4YQHZJ+ZXshfYjP0lJ9WnX/zJuKvvaIYjSS4yKrtVIGPvRGq6:BchgjGJ9WnX/zJ1JcG3gf

MD5: CA0CC58FE4C481D2486F836E8B7ACD98

SHA1: B9988071248F824BA2D5FA88CB16DA1971AA0945

SHA-256: B332B402229655660F0DDC7D916618F44ACA71D0ECAA68A1DF7B5AD5A5F1D6F9

SHA-512: 95E3C7674FFF4E934F252605CD3DCDF169986EE754964C703F1BFEAD52AB33F8DFE3764A8FD507E39E4C058985CCC90F6B0F69A766AAA1C8508DB806095904AB

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/opensans/v20/mem5YaGs126MiZpBA-UNirkOUuhv.woff

Preview:
wOFF......I`......nl........................GDEF................GPOS................GSUB.......y.....;..OS/2...$...^...`.-..cmap.............Y..cvt ...8...[.......4fpgm............~a..gasp...0............glyf...
<..9...WXZ..uhead..AL...6...6...Mhhea..A........$...$hmtx..A....#......T.loca..C.........6.Kkmaxp..E.... ... .u..name..E.........#.@Ppost..F.........5.".prep..H`........x..n..........................
..............x.M...P.@..L..$$. .g..;..k.z...P.$K......[.E..Z....B )..a.:...i...!......J ...U....l/..m.&*3.KO...#..-..%;7.V..........x.c`fy.......:....Q.B3_dHc.........................@`........./..?....^...... 9. 
.m@J..........x.\.!..q......#acf...#1Q@.'U..@..".llt.Aa#.f|c.W.....'..X..!..C...ITPE.;..V.j......0. .L0E...Yd.mN....:.....F....GG.g.s,x.>0....v..I;o..<.$G9.\f2...e(}.IS2..uc]p.........M.x.c.a.g.c.
.$KY...e@.,A.".m....x.......3......?.[.o...2...:...a..b.)@.Y.....v1.b4d...36 ..x.uTGw.F........)..)7.W.$`*.....G.Kz.)e....t.|.1.7...s.g...3.7mgf..~{1...s.3.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\6M6D1PMD\mem8YaGs126MiZpBA-UFVZ0d[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 18160, version 1.1

Category: downloaded

Size (bytes): 18160

Entropy (8bit): 7.961831708897042

Encrypted: false

SSDEEP: 384:K9BQHZEFEbXlSNPoWvbYZbX9rnztP94u6pZ4nmrOmbSi+x:KLSb1GIbN76j4oO8j+x

MD5: 20890DE1FB4E49EA0B36F058BCA1B7E7

SHA1: 023D6720D92A54A3BB0AB219818D2E6E6AAD24A7

SHA-256: C71180612EA84F5F9882D35DF024707E5B5E1BB18EFB2C8123FA5BDD30D3E079

SHA-512: E6B921D20C0B7BFEA5A79D18D1C23DA7C79BB4E4D76A29AF48D7705C9C1F43E9E6578F1F36E00624DACD97411B68A214E750D0EDEB7BF12E889F16B6C522E1
B0

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/opensans/v20/mem8YaGs126MiZpBA-UFVZ0d.woff

Preview:
wOFF......F.......j8........................GDEF................GPOS................GSUB.......y.....;..OS/2...$...^...`~]..cmap.............Y..cvt ...8...Y.....M..fpgm............~a..gasp...0...........#glyf..
.@..6...S.Ug:}head..>....6...6..cphhea..?$.......$....hmtx..?D..........[Xloca..Ad.........I.maxp..C,... ... ....name..CL........&:A.post..D<........5.".prep..F.........C..............................
.............x.M...P.@..L..$$. .g..;..k.z...P.$K......[.E..Z....B )..a.:...i...!......J ...U....l/..m.&*3.KO...#..-..%;7.V..........x.c`f..8.....u..1...<.f...................A......5....1...A.._6..".-..L.....Ar
,......3..(....x.\.!..q......#acf...#1Q@.'U..@..".llt.Aa#.f|c.W.....'..X..!..C...ITPE.;..V.j......0. .L0E...Yd.mN....:.....F....GG.g.s,x.>0....v..I;o..<.$G9.\f2...e(}.IS2..uc]p.........M.x.c
.a.g.c..$KY...e@.,.."..........?....%.g....Z.....(".o..Y..Bu342.e......0..........M=.....x.uTGw.F........)..)7.W.$`*.....G.Kz.)e....t.|.1.7...s.g...3.7mgf..~{1...s.3.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\bg[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, big-endian, direntries=4], baseline, precision 8, 1344x593, frames 3

Category: downloaded

Size (bytes): 40364

Entropy (8bit): 6.612990877080337

Encrypted: false

SSDEEP: 768:Lxo7liumXIXis+r/l6IBvkU5Hj2f6mPYghG3L01d4UEmASr:Lxo7fm4Xis+rwIB/59vguYMSHr

MD5: 69140B2DF170AB8F02BCA5A590429892

SHA1: DF1BAB1FD894A3A3CF3C674CDD0BDA2137400CAD

SHA-256: DD0FA126F7E5F741EBE61874EBE37CEAD946357B1C1F2AFF0233F7BC0478D597

SHA-512: 3DDB99C50101F0F39F0014D86A433BCC344539D0BA1A741CFFE091B99707CECB84638D14B2FFDD146466F3BB7938E289BB9C12F15EE2B48B275CB2E648EA7820
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Malicious: false

Reputation: low

IE Cache URL: https://smtpro101.com/email-list/onedrive24/images/bg.jpg

Preview:
......JFIF.....`.`......Exif..MM.*.......;.........J.i.........V...........v...........>..................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\bg[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\bullet[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 15 x 15, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 447

Entropy (8bit): 7.304718288205936

Encrypted: false

SSDEEP: 12:6v/71Cyt/JNTWxGdr+kZDWO7+4dKIv0b1GKuxu+R:/yBJNTqsSk9BTwE05su+R

MD5: 26F971D87CA00E23BD2D064524AEF838

SHA1: 7440BEFF2F4F8FABC9315608A13BF26CABAD27D9

SHA-256: 1D8E5FD3C1FD384C0A7507E7283C7FE8F65015E521B84569132A7EABEDC9D41D

SHA-512: C62EB51BE301BB96C80539D66A73CD17CA2021D5D816233853A37DB72E04050271E581CC99652F3D8469B390003CA6C62DAD2A9D57164C620B7777AE99AA1B15

Malicious: false

Reputation: low

IE Cache URL: res://ieframe.dll/bullet.png

Preview:
.PNG........IHDR...............ex....PLTE...(EkFRp&@e&@e)Af)AgANjBNjDNjDNj2Vv-Xz-Y{3XyC\}E_.2j.3l.8p.7q.;j.;l.Zj.\l.5o.7q.<..aw.<..dz.E...........1..@.7..~.....9..:.....A
..B..E..9..:..a..c..b..g.#M.%O.#r.#s.%y.2..4..+..-..?..@..;..p..s...G..H..M.........z`....#tRNS................................../,....mIDATx^..C..`.......S....y'...05...|..k.X......*`.F.K....JQ..u.<.}.. ..
[U..m....'r%.......yn.`.7F..).5..b..rX.T.....IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\errorPageStrings[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: downloaded

Size (bytes): 4720

Entropy (8bit): 5.164796203267696

Encrypted: false

SSDEEP: 96:z9UUiqRxqH211CUIRgRLnRynjZbRXkRPRk6C87Apsat/5/+mhPcF+5g+mOQb7A9o:JsUOG1yNlX6ZzWpHOWLia16Cb7bk

MD5: D65EC06F21C379C87040B83CC1ABAC6B

SHA1: 208D0A0BB775661758394BE7E4AFB18357E46C8B

SHA-256: A1270E90CEA31B46432EC44731BF4400D22B38EB2855326BF934FE8F1B169A4F

SHA-512: 8A166D26B49A5D95AEA49BC649E5EA58786A2191F4D2ADAC6F5FBB7523940CE4482D6A2502AA870A931224F215CB2010A8C9B99A2C1820150E4D365CAB28299E

Malicious: false

Reputation: low

IE Cache URL: res://ieframe.dll/errorPageStrings.js

Preview:
.//Split out for localization...var L_GOBACK_TEXT = "Go back to the previous page.";..var L_REFRESH_TEXT = "Refresh the page.";..var L_MOREINFO_TEXT = "More 
information";..var L_OFFLINE_USERS_TEXT = "For offline users";..var L_RELOAD_TEXT = "Retype the address.";..var L_HIDE_HOTKEYS_TEXT = "Hide tab shortcuts
";..var L_SHOW_HOTKEYS_TEXT = "Show more tab shortcuts";..var L_CONNECTION_OFF_TEXT = "You are not connected to the Internet. Check your Internet conn
ection.";..var L_CONNECTION_ON_TEXT = "It appears you are connected to the Internet, but you might want to try to reconnect to the Internet.";....//used by invalidcert.js 
and hstscerterror.js..var L_CertUnknownCA_TEXT = "Your PC doesn\u2019t trust this website\u2019s security certificate.";..var L_CertExpired_TEXT = "The website
\u2019s security certificate is not yet valid or has expired.";..var L_CertCNMismatch_TEXT = "The hostname in the website\u2019s security certificate differs from the web
site you are trying to visit.";..var L

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\favicon[1].ico
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: MS Windows icon resource - 3 icons, 32x32, 32 bits/pixel, 24x24, 32 bits/pixel

Category: downloaded

Size (bytes): 7886

Entropy (8bit): 3.1280056112498884

Encrypted: false

SSDEEP: 24:i7xEfZFssEcdSsssss9udddSsssssss8VpddddSssssssssss4cddddddysssssF:gu6sOwH0/lO9dL/FLRBwwkKK1V

MD5: 604ADFB53677B5CA4F910FFB131B3E7C

SHA1: 5F1A0FB4E4AD3707E591CE16352158263488ED70

SHA-256: 24638331466A52BB66F912090E7A9CC9E3DF2236E39C187C9409104526B472B0

SHA-512: 35F618F42ADFEE6D1335C67F729C298789419FE2930371A91683F60481794488DFAF15B572E6FC1BE70833EF12DFE57432725F6336B6B73DCFB52596F57F30A5

Malicious: false

Reputation: low

IE Cache URL: https://p.sfx.ms/images/favicon.ico
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Preview:
......  .... .....6......... ............... .h...f...(... ...@..... ...............................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
...............................................................................(`.(..(..(..(..(..(..(..(..(..(..(..(..(..(..(..(..(..(..(..(..(..(..(..(p.....................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\favicon[1].ico

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\VAHFWDJC\jquery.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 86927

Entropy (8bit): 5.289226719276158

Encrypted: false

SSDEEP: 1536:jLiBdiaWLOczCmZx6+VWuGzQNOzdn6x2RZd9SEnk9HB96c9Yo/NWLbVj3kC6t3:5kn6x2xe9NK6nC69

MD5: A09E13EE94D51C524B7E2A728C7D4039

SHA1: 0DC32DB4AA9C5F03F3B38C47D883DBD4FED13AAE

SHA-256: 160A426FF2894252CD7CEBBDD6D6B7DA8FCD319C65B70468F10B6690C45D02EF

SHA-512: F8DA8F95B6ED33542A88AF19028E18AE3D9CE25350A06BFC3FBF433ED2B38FEFA5E639CDDFDAC703FC6CAA7F3313D974B92A3168276B3A016CEB28F27DB071
4A

Malicious: false

Reputation: low

IE Cache URL: https://ajax.googleapis.com/ajax/libs/jquery/3.3.1/jquery.min.js

Preview:
/*! jQuery v3.3.1 | (c) JS Foundation and other contributors | jquery.org/license */.!function(e,t){"use strict";"object"==typeof module&&"object"==typeof module.exports?
module.exports=e.document?t(e,!0):function(e){if(!e.document)throw new Error("jQuery requires a window with a document");return t(e)}:t(e)}("undefined"!=typeof window?
window:this,function(e,t){"use strict";var n=[],r=e.document,i=Object.getPrototypeOf,o=n.slice,a=n.concat,s=n.push,u=n.indexOf,l={},c=l.toString,f=l.hasOwnProperty
,p=f.toString,d=p.call(Object),h={},g=function e(t){return"function"==typeof t&&"number"!=typeof t.nodeType},y=function e(t){return null!=t&&t===t.window},v={type:!0,src:
!0,noModule:!0};function m(e,t,n){var i,o=(t=t||r).createElement("script");if(o.text=e,n)for(i in v)n[i]&&(o[i]=n[i]);t.head.appendChild(o).parentNode.removeChild(o)}function 
x(e){return null==e?e+"":"object"==typeof e||"function"==typeof e?l[c.call(e)]||"object":typeof e}var b="3.3.1",w=function(e,t){return new w.fn.init(e,t)},

C:\Users\user\AppData\Local\Temp\~DF0AAE2CFCCAAE8258.TMP
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 25441

Entropy (8bit): 0.27918767598683664

Encrypted: false

SSDEEP: 24:c9lLh9lLh9lIn9lIn9lRx/9lRJ9lTb9lTb9lSSU9lSSU9laAa/9laA:kBqoxxJhHWSVSEab

MD5: AB889A32AB9ACD33E816C2422337C69A

SHA1: 1190C6B34DED2D295827C2A88310D10A8B90B59B

SHA-256: 4D6EC54B8D244E63B0F04FBE2B97402A3DF722560AD12F218665BA440F4CEFDA

SHA-512: BD250855747BB4CEC61814D0E44F810156D390E3E9F120A12935EFDF80ACA33C4777AD66257CCA4E4003FEF0741692894980B9298F01C4CDD2D8A9C7BB522FB6

Malicious: false

Reputation: low

Preview:
.............................*%..H..M..{y..+.0...(................... ...............................................*%..H..M..{y..+.0...(................... ............................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\~DF817BDD5B6435F8E1.TMP
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 67794

Entropy (8bit): 1.7030122795660678

Encrypted: false

SSDEEP: 384:kBqoxKAuqR+/hDqxue7KZt9d+whOt9d+whbYIzT:hd+Gwd+G

MD5: E00F5431FD2CA0F8303C86AE7649A66A

SHA1: AC8D5DD5041764C4D19B9A37E5073548EBCA52EC

SHA-256: 623B5E6D001E3DF6177053F6D9517B27FDFFAC03E73FFD63BFEBADE9031FF06E

SHA-512: CEB127DB1DB7F34D6C9CBE2B3778CE9D5F4A1C70C77EA97544DB5B4C1CF078CB4E7AA0A32B0DE86456F07323C8CFF2A0F770B33CA22628267F3F7F308212EC
7F

Malicious: false

Reputation: low

Preview:
.............................*%..H..M..{y..+.0...(................... ...............................................*%..H..M..{y..+.0...(................... ............................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................
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Static File Info

No static file info

Network Port Distribution

C:\Users\user\AppData\Local\Temp\~DF8FCD22B476545039.TMP
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 13029

Entropy (8bit): 0.4779804704117807

Encrypted: false

SSDEEP: 24:c9lLh9lLh9lIn9lIn9loDI9loDY9lWD35T25a8zaFuD2Dp:kBqoIDjDVD35T25aoaFuD2Dp

MD5: F878F39F233B8ACE9249A4422D4D0319

SHA1: DF829E624D968F1AF3BB68DEE348237F7E80FF22

SHA-256: 346902A28282B37C2B4893963E002CB692FC2EAEE5C976FE7078101439B6CDBB

SHA-512: 145FB4B5334F1E0AFA429732F1A4F2B0F2739B8ADD47BA0898F119C572F9A2B2AD6283D47B5981288780FD162BBDBEAF4836C23BD6F753445EB1BC4686A42ED2

Malicious: false

Reputation: low

Preview:
.............................*%..H..M..{y..+.0...(................... ...............................................*%..H..M..{y..+.0...(................... ............................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 11, 2021 12:06:06.085772991 CEST 192.168.2.7 8.8.8.8 0xea34 Standard query 
(0)

jaquel988.s3.eu-
de.cloud-object-
storage.
appdomain.cloud

A (IP address) IN (0x0001)

Jun 11, 2021 12:06:07.514081955 CEST 192.168.2.7 8.8.8.8 0xa013 Standard query 
(0)

smtpro101.com A (IP address) IN (0x0001)

Jun 11, 2021 12:06:08.886831045 CEST 192.168.2.7 8.8.8.8 0x8a2a Standard query 
(0)

p.sfx.ms A (IP address) IN (0x0001)

Jun 11, 2021 12:06:23.714514017 CEST 192.168.2.7 8.8.8.8 0xe732 Standard query 
(0)

p.sfx.ms A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jun 11, 2021 
12:06:06.155236006 
CEST

8.8.8.8 192.168.2.7 0xea34 No error (0) jaquel988.s3.eu-
de.cloud-object-
storage.
appdomain.
cloud

s3.eu-de.cloud-object-
storage.appdomain.cloud

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 11, 2021 
12:06:06.155236006 
CEST

8.8.8.8 192.168.2.7 0xea34 No error (0) s3.eu-de.cloud-
object-storage.
appdomain.
cloud

158.177.118.97 A (IP address) IN (0x0001)

Jun 11, 2021 
12:06:07.578114033 
CEST

8.8.8.8 192.168.2.7 0xa013 No error (0) smtpro101.com 172.67.194.129 A (IP address) IN (0x0001)

TCP Packets

UDP Packets

DNS Queries

DNS Answers
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Jun 11, 2021 
12:06:07.578114033 
CEST

8.8.8.8 192.168.2.7 0xa013 No error (0) smtpro101.com 104.21.20.217 A (IP address) IN (0x0001)

Jun 11, 2021 
12:06:08.956037998 
CEST

8.8.8.8 192.168.2.7 0x8a2a No error (0) p.sfx.ms odwebp.trafficmanager.ne
t

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 11, 2021 
12:06:23.792315006 
CEST

8.8.8.8 192.168.2.7 0xe732 No error (0) p.sfx.ms odwebp.trafficmanager.ne
t

CNAME 
(Canonical 
name)

IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

Jun 11, 2021 
12:06:07.686247110 
CEST

172.67.194.129 443 192.168.2.7 49711 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=California, 
C=US CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc 
ECC CA-3, 
O="Cloudflare, Inc.", 
C=US CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Fri Apr 
23 
02:00:00 
CEST 
2021 
Mon Jan 
27 
13:48:08 
CET 
2020

Sat Apr 
23 
01:59:59 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-3, 
O="Cloudflare, Inc.", C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Jun 11, 2021 
12:06:07.689523935 
CEST

172.67.194.129 443 192.168.2.7 49710 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=California, 
C=US CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc 
ECC CA-3, 
O="Cloudflare, Inc.", 
C=US CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Fri Apr 
23 
02:00:00 
CEST 
2021 
Mon Jan 
27 
13:48:08 
CET 
2020

Sat Apr 
23 
01:59:59 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-3, 
O="Cloudflare, Inc.", C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Jun 11, 2021 
12:06:07.715975046 
CEST

172.67.194.129 443 192.168.2.7 49712 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=California, 
C=US CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc 
ECC CA-3, 
O="Cloudflare, Inc.", 
C=US CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Fri Apr 
23 
02:00:00 
CEST 
2021 
Mon Jan 
27 
13:48:08 
CET 
2020

Sat Apr 
23 
01:59:59 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-3, 
O="Cloudflare, Inc.", C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Jun 11, 2021 
12:06:07.716371059 
CEST

172.67.194.129 443 192.168.2.7 49714 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=California, 
C=US CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc 
ECC CA-3, 
O="Cloudflare, Inc.", 
C=US CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Fri Apr 
23 
02:00:00 
CEST 
2021 
Mon Jan 
27 
13:48:08 
CET 
2020

Sat Apr 
23 
01:59:59 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-3, 
O="Cloudflare, Inc.", C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

HTTPS Packets
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Jun 11, 2021 
12:06:07.718595028 
CEST

172.67.194.129 443 192.168.2.7 49713 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=California, 
C=US CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc 
ECC CA-3, 
O="Cloudflare, Inc.", 
C=US CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Fri Apr 
23 
02:00:00 
CEST 
2021 
Mon Jan 
27 
13:48:08 
CET 
2020

Sat Apr 
23 
01:59:59 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-3, 
O="Cloudflare, Inc.", C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 12:06:03

Start date: 11/06/2021

Path: C:\Program Files\internet explorer\iexplore.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding

Imagebase: 0x7ff6b8590000

File size: 823560 bytes

MD5 hash: 6465CB92B25A7BC1DF8E01D8AC5E7596

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Show Windows behavior

Show Windows behavior

Start time: 12:06:04

Start date: 11/06/2021

Analysis Process: iexplore.exe PID: 2884 Parent PID: 792Analysis Process: iexplore.exe PID: 2884 Parent PID: 792

General

Analysis Process: iexplore.exe PID: 5944 Parent PID: 2884Analysis Process: iexplore.exe PID: 5944 Parent PID: 2884

General
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Joe Sandbox Cloud Basic 32.0.0 Black Diamond

Disassembly

Copyright Joe Security LLC

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:2884 CREDAT:17410 
/prefetch:2

Imagebase: 0x880000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Show Windows behavior

Show Windows behavior
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