
ID: 433174
Sample Name: 444890321.exe
Cookbook: default.jbs
Time: 12:14:23
Date: 11/06/2021
Version: 32.0.0 Black Diamond
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Analysis Report 444890321.exe

Overview

General Information

Sample 
Name:

444890321.exe

Analysis ID: 433174

MD5: f161fe51fee0cd2…

SHA1: cd75d9c5a29315…

SHA256: d2d2d97ab2f2c78…

Tags: exe Formbook

Infos:

Most interesting Screenshot:

Detection

FormBookFormBook

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domainAntivirus detection for URL or domain

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE seDetected unpacking (changes PE se……

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.Snort IDS alert for network traffic (e.……

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBookYara detected FormBook

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into anMaps a DLL or memory area into an……

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in aModifies the context of a thread in a……

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode funModifies the prolog of user mode fun……

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process Queues an APC in another process ……

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing techSample uses process hollowing tech……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtuaContains capabilities to detect virtua……

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution Contains functionality for execution ……

Contains functionality for read data f

Contains functionality for read data f

Contains functionality for read data f

Contains functionality for read data f

Contains functionality for read data f

Contains functionality for read data f

Contains functionality for read data fContains functionality for read data f……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamicallyContains functionality to dynamically……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / Contains functionality to shutdown / ……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likelyFound inlined nop instructions (likely……

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature matchYara signature match

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

444890321.exe (PID: 5820 cmdline: 'C:\Users\user\Desktop\444890321.exe'  MD5: F161FE51FEE0CD2F542EA759241C88CB)

444890321.exe (PID: 6092 cmdline: 'C:\Users\user\Desktop\444890321.exe'  MD5: F161FE51FEE0CD2F542EA759241C88CB)

backgroundTaskHost.exe (PID: 4160 cmdline: 'C:\Windows\system32\backgroundTaskHost.exe' -ServerName:App.AppXmtcan0h2tfbfy7k9kn8hbxb6dmzz1zh0.mca MD5: 

B7FC4A29431D4F795BBAB1FB182B759A)
cmd.exe (PID: 5568 cmdline: /c del 'C:\Users\user\Desktop\444890321.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)

conhost.exe (PID: 5880 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

explorer.exe (PID: 3388 cmdline:  MD5: AD5296B280E8F522A8A897C96BAB0E1D)

autochk.exe (PID: 1532 cmdline: C:\Windows\SysWOW64\autochk.exe MD5: 34236DB574405291498BCD13D20C42EB)

WWAHost.exe (PID: 4160 cmdline: C:\Windows\SysWOW64\WWAHost.exe MD5: 370C260333EB3149EF4E49C8F64652A0)

cleanup

Process Tree

Malware Configuration

Threatname: FormBook
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{

  "C2 list": [

    "www.111bjs.com/ccr/"

  ],

  "decoy": [

    "abdullahlodhi.com",

    "jevya.com",

    "knoxvillerestaurant.com",

    "mekarauroko7389.com",

    "cricketspowder.net",

    "johannchirinos.com",

    "orangeorganical.com",

    "libero-tt.com",

    "lorenaegianluca.com",

    "wintab.net",

    "modernmillievintage.com",

    "zgdqcyw.com",

    "jeffabildgaardmd.com",

    "nurulfikrimakassar.com",

    "findyourchef.com",

    "innovationsservicegroup.com",

    "destek-taleplerimiz.com",

    "whfqqco.icu",

    "kosmetikmadeingermany.com",

    "dieteticos.net",

    "savarsineklik.com",

    "newfashiontrends.com",

    "e-mobilitysolutions.com",

    "spaced.ltd",

    "amjadalitrading.com",

    "thejstutor.com",

    "zzhqp.com",

    "exoticomistico.com",

    "oklahomasundayschool.com",

    "grwfrog.com",

    "elementsfitnessamdwellbeing.com",

    "auldontoyworld.com",

    "cumhuriyetcidemokratparti.kim",

    "thetruthinternational.com",

    "adimadimingilizce.com",

    "retreatwinds.com",

    "duoteshop.com",

    "jasonkokrak.com",

    "latindancextreme.com",

    "agavedeals.com",

    "motz.xyz",

    "kspecialaroma.com",

    "yuejinjc.com",

    "print12580.com",

    "ampsports.tennis",

    "affordablebathroomsarizona.com",

    "casnop.com",

    "driftwestcoastmarket.com",

    "bjsjygg.com",

    "gwpjamshedpur.com",

    "reserveacalifornia.com",

    "caobv.com",

    "culturaenmistacones.com",

    "back-upstore.com",

    "jjsmiths.com",

    "iamxc.com",

    "siobhankrittiya.com",

    "digitalakanksha.com",

    "koatku.com",

    "shamushalkowich.com",

    "merplerps.com",

    "fishexpertise.com",

    "sweetheartmart.com",

    "nqs.xyz"

  ]

}

Source Rule Description Author Strings

0000000A.00000002.469354418.0000000003230000.00000
040.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

Yara Overview

Memory Dumps
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0000000A.00000002.469354418.0000000003230000.00000
040.00000001.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x98e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b52:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x15675:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x15161:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15777:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x158ef:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa56a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x143dc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb263:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b317:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c31a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

0000000A.00000002.469354418.0000000003230000.00000
040.00000001.sdmp

Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x183f9:$sqlite3step: 68 34 1C 7B E1
0x1850c:$sqlite3step: 68 34 1C 7B E1
0x18428:$sqlite3text: 68 38 2A 90 C5
0x1854d:$sqlite3text: 68 38 2A 90 C5
0x1843b:$sqlite3blob: 68 53 D8 7F 8C
0x18563:$sqlite3blob: 68 53 D8 7F 8C

0000000A.00000002.469573430.00000000032E
0000.00000004.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

0000000A.00000002.469573430.00000000032E
0000.00000004.00000001.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x98e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b52:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x15675:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x15161:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15777:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x158ef:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa56a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x143dc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb263:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b317:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c31a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 16 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

1.2.444890321.exe.400000.0.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

1.2.444890321.exe.400000.0.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x8ae8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8d52:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x14875:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x14361:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14977:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x14aef:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x976a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x135dc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa463:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1a517:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1b51a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

1.2.444890321.exe.400000.0.unpack Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x175f9:$sqlite3step: 68 34 1C 7B E1
0x1770c:$sqlite3step: 68 34 1C 7B E1
0x17628:$sqlite3text: 68 38 2A 90 C5
0x1774d:$sqlite3text: 68 38 2A 90 C5
0x1763b:$sqlite3blob: 68 53 D8 7F 8C
0x17763:$sqlite3blob: 68 53 D8 7F 8C

1.1.444890321.exe.400000.0.raw.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

1.1.444890321.exe.400000.0.raw.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x98e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b52:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x15675:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x15161:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15777:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x158ef:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa56a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x143dc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb263:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b317:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c31a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 13 entries

Unpacked PEs
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Sigma Overview

No Sigma rule has matched

Signature Overview

Click to jump to signature section

AV Detection:

Antivirus detection for URL or domain

Found malware configuration

Multi AV Scanner detection for submitted file

Yara detected FormBook

Machine Learning detection for sample

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

C2 URLs / IPs found in malware configuration

E-Banking Fraud:

Yara detected FormBook

System Summary:

Malicious sample detected (through community Yara rule)

Data Obfuscation:

Detected unpacking (changes PE section rights)

Hooking and other Techniques for Hiding and Protection:

Modifies the prolog of user mode functions (user mode inline hooks)

Malware Analysis System Evasion:

Tries to detect virtualization through RDTSC time measurements

HIPS / PFW / Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Maps a DLL or memory area into another process

Modifies the context of a thread in another process (thread injection)

Queues an APC in another process (thread injection)

Sample uses process hollowing technique

Stealing of Sensitive Information:

Copyright Joe Security LLC 2021 Page 7 of 28



Yara detected FormBook

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Valid
Accounts

Native
API 1

Path
Interception

Process
Injection 5 1 2

Rootkit 1 Credential
API
Hooking 1

Security Software
Discovery 1 3 1

Remote
Services

Credential
API
Hooking 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Shared
Modules 1

Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Virtualization/Sandbox
Evasion 3

LSASS
Memory

Virtualization/Sandbox
Evasion 3

Remote
Desktop
Protocol

Archive
Collected
Data 1

Exfiltration
Over
Bluetooth

Ingress Tool
Transfer 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Process
Injection 5 1 2

Security
Account
Manager

Process Discovery 2 SMB/Windows
Admin Shares

Clipboard
Data 1

Automated
Exfiltration

Non-
Application
Layer
Protocol 2

Exploit SS7 to
Track Device
Location

Local
Accounts

At
(Windows)

Logon Script
(Mac)

Logon Script
(Mac)

Deobfuscate/Decode
Files or Information 1

NTDS Remote System
Discovery 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Application
Layer
Protocol 1 2

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Obfuscated Files or
Information 3

LSA
Secrets

File and Directory
Discovery 3

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Software
Packing 1 1

Cached
Domain
Credentials

System Information
Discovery 1 3

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

Behavior Graph
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Behavior Graph

ID: 433174

Sample: 444890321.exe

Startdate: 11/06/2021

Architecture: WINDOWS

Score: 100

Snort IDS alert for
network traffic (e.g.

based on Emerging Threat
rules)

Found malware configuration
Malicious sample detected
(through community Yara

rule)
6 other signatures

444890321.exe

20

        started       

C:\Users\user\AppData\Local\...\System.dll, PE32

dropped

Detected unpacking (changes
PE section rights)

Maps a DLL or memory
area into another process

Tries to detect virtualization
through RDTSC time measurements

444890321.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Sample uses process
hollowing technique

Queues an APC in another
process (thread injection)

explorer.exe

injected

backgroundTaskHost.exe

1 14

        started       

mekarauroko7389.com

163.44.239.72, 49728, 80

INTERQGMOInternetIncJP

Japan

www.oklahomasundayschool.com

199.59.242.153, 49735, 80

BODIS-NJUS

United States

2 other IPs or domains

System process connects
to network (likely due
to code injection or

exploit)

WWAHost.exe

        started       

autochk.exe

        started       

cmd.exe

1

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Tries to detect virtualization
through RDTSC time measurements

conhost.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

444890321.exe 23% Metadefender Browse

444890321.exe 68% ReversingLabs Win32.Backdoor.Androm

444890321.exe 100% Joe Sandbox ML

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\nskAF64.tmp\System.dll 0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\nskAF64.tmp\System.dll 0% ReversingLabs

Source Detection Scanner Label Link Download

1.0.444890321.exe.400000.0.unpack 100% Avira HEUR/AGEN.1137482 Download File

1.2.444890321.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

0.0.444890321.exe.400000.0.unpack 100% Avira HEUR/AGEN.1137482 Download File

0.2.444890321.exe.400000.0.unpack 100% Avira HEUR/AGEN.1137482 Download File

10.2.WWAHost.exe.431f834.5.unpack 100% Avira TR/Patched.Ren.Gen Download File

10.2.WWAHost.exe.34498d0.2.unpack 100% Avira TR/Patched.Ren.Gen Download File

0.2.444890321.exe.23b0000.3.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

1.1.444890321.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files
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https://www.metadefender.com/#!/results/file/bzIxMDYxMTc2bGpGbDVFNUlyOHkwaTI3NjhF/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1EWXhNV2xvYjNKQ1J6TXpTa1VYQ0praGxpOFoz/regular/analysis


No Antivirus matches

Source Detection Scanner Label Link

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

https://www.shamushalkowich.com/ccr/?
FJB=UiEpDr7iywR9iaGhQyAzq1r0qRPgWcdm1KzonEEBzxfYIUCNIf2vy6uHRev

0% Avira URL Cloud safe

www.oklahomasundayschool.com/ccr/?
FJB=AxjKtjbRfNJtNPnejOfQjb3R2KRHRMY2w4U1+yq2aSZlRtrxzdj5Yr2imIB9O7nqKvHd&v0=JDK8Zp

0% Avira URL Cloud safe

www.tiro.com 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.mekarauroko7389.com/ccr/?
FJB=DYL3Mol3r87Z8qId+4Ycjijbq71Py48wOU/SaqdUDZ5D3FcnOOzajI1IKd683KRXh37z&v0=JDK8Zp

0% Avira URL Cloud safe

www.shamushalkowich.com/ccr/?
FJB=UiEpDr7iywR9iaGhQyAzq1r0qRPgWcdm1KzonEEBzxfYIUCNIf2vy6uHRevKVZrdd8Pf&v0=JDK8Zp

0% Avira URL Cloud safe

www.goodfont.co.kr 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.111bjs.com/ccr/ 100% Avira URL Cloud malware

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

Domains

URLs
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General Information

Joe Sandbox Version: 32.0.0 Black Diamond

Analysis ID: 433174

Start date: 11.06.2021

Start time: 12:14:23

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 9m 36s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: 444890321.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 27

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 1

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Name IP Active Malicious Antivirus Detection Reputation

mekarauroko7389.com 163.44.239.72 true true unknown

www.oklahomasundayschool.com 199.59.242.153 true true unknown

www.shamushalkowich.com 35.169.40.107 true true unknown

www.mekarauroko7389.com unknown unknown true unknown

Name Malicious Antivirus Detection Reputation

www.oklahomasundayschool.com/ccr/?
FJB=AxjKtjbRfNJtNPnejOfQjb3R2KRHRMY2w4U1+yq2aSZlRtrxzdj5Yr2imIB9O7nqKvHd&v0=
JDK8Zp

true Avira URL Cloud: safe unknown

www.mekarauroko7389.com/ccr/?
FJB=DYL3Mol3r87Z8qId+4Ycjijbq71Py48wOU/SaqdUDZ5D3FcnOOzajI1IKd683KRXh37z&v0
=JDK8Zp

true Avira URL Cloud: safe unknown

www.shamushalkowich.com/ccr/?
FJB=UiEpDr7iywR9iaGhQyAzq1r0qRPgWcdm1KzonEEBzxfYIUCNIf2vy6uHRevKVZrdd8Pf&v
0=JDK8Zp

true Avira URL Cloud: safe unknown

www.111bjs.com/ccr/ true Avira URL Cloud: malware low

IP Domain Country Flag ASN ASN Name Malicious

199.59.242.153 www.oklahomasundayscho
ol.com

United States 395082 BODIS-NJUS true

163.44.239.72 mekarauroko7389.com Japan 7506 INTERQGMOInternetIncJP true

35.169.40.107 www.shamushalkowich.co
m

United States 14618 AMAZON-AESUS true

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public
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Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.evad.winEXE@9/4@3/3

EGA Information: Failed

HDC Information: Successful, ratio: 26.3% (good quality ratio 24.5%)
Quality average: 77.3%
Quality standard deviation: 29.4%

HCA Information: Successful, ratio: 89%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: 
.exe

Warnings:

No simulations

Match Associated Sample Name / URL SHA 256 Detection Link Context

199.59.242.153 2435.exe Get hash malicious Browse  www.north
sytyle.com/dxe/?
Wj0xll=4hH838s
0e&EDHT4Ft
p=vA37WJpc
pzFfNUYXQY
g75GtNYSPq
w6GeTU1J6B
6lZdudLhYI
KqXqgoVRnc
SpzE3J3g/W

] New Order Vung Ang TPP Viet Nam.exe Get hash malicious Browse  www.green
shirecommo
ns.com/un8c/?
8p=mBln
h5cldNPXtc
mrZbSjCDRu
hUw9cugXgX
VTMTkNCQGR
ZTLNWcZvUl
nJwuwR4xQF
Hfof&h6Z=F
ZOTUTGPt4-

fD56g4DRzG.exe Get hash malicious Browse  www.front
pagesweb.n
et/w88t/?1
bWl=DwAbJo
mwIIUam/8L
xif0xJyCLP
0/MlDCQn/X
6EWMKnqqCj
XzJeuBHxh9
ROI30kSy7f
CE&z6z=STR
xNL2x

malware300.docm Get hash malicious Browse  ww25.goke
enakte.top
/admin.php?
f=1&subid
1=20210605-
2000-3553-b2c5-
4eab817b0105

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs
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https://view.joesandbox.com/analysis/340482/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340482/html/none?idtype=webid
https://view.joesandbox.com/analysis/338566/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338566/html/none?idtype=webid
https://view.joesandbox.com/analysis/338361/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338361/html/none?idtype=webid
https://view.joesandbox.com/analysis/338314/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338314/html/none?idtype=webid


Payment.exe Get hash malicious Browse  www.digit
algamerent
als.com/ngvm/?
3fl00=
eXBfF5JabA
MvoJeV+Y5r
a8EK8SdWvz
GjXwXzLVFQ
uPc9hZ/16j
kYHGAZEYy2
Tm7CaklT&9
rdLfJ=i48H
tpdXmp

PROFORMA INVOICE PDF.exe Get hash malicious Browse  www.chris
pricellc.c
om/owws/?y
8z=/Zb3FoJ
dV7HG6COtx
pXcx+uQ7Vr
Nir73csK26
ufEZgOwDpn
6qCuxbbRH6
zNTHuB4YMF
v&UDKPKv=0
4i8JpzhsHVX

Order.exe Get hash malicious Browse  www.sween
eysservice
center.com/jogt/?
w6ATB0=U2LhZ9
4w5IDC+2DE
rQbRlpD/Oz
sCIaT6lUf8
FwZRqb7l7k
FTMUkxaoKr
t4WuZdpJEk
CM&Jxox=Er
6tXhMxl

INQ-741-020621-PDF.exe Get hash malicious Browse  www.hairg
rowinggeni
us.com/pb93/?
a0GLMhc
=KPEvW4YRc
iSJiJFFNYi
zsATDgsgPx
pmwnLISCA8
VBLwfqs8m2
gzQMN5Q9cE
7knzB0ifR&
rTqL5=0DKH
1VwxRB

CONTAINER DEPOSIT.exe Get hash malicious Browse  www.north
sytyle.com/dxe/?
nPRT
_Pn=vA37WJ
pcpzFfNUYX
QYg75GtNYS
Pqw6GeTU1J
6B6lZdudLh
YIKqXqgoVR
ncSpzE3J3g
/W&k6Ad3=_
vc0KnhxhJu

Swift copy_9808.exe Get hash malicious Browse  www.scien
tiagenus.c
om/p6nu/?C
2JdTP=eE7I
+Sv8iOFRLy
MlwLdgwXij
BECgGV3UTi
rcOP7TdIwQ
dQ324Qcldv
muNHuZw5le
Tbqh&z6nHM
=ITnT9Fg

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/338304/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338304/html/none?idtype=webid
https://view.joesandbox.com/analysis/338141/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338141/html/none?idtype=webid
https://view.joesandbox.com/analysis/337598/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337598/html/none?idtype=webid
https://view.joesandbox.com/analysis/337050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337050/html/none?idtype=webid
https://view.joesandbox.com/analysis/336849/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336849/html/none?idtype=webid
https://view.joesandbox.com/analysis/336538/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336538/html/none?idtype=webid


#U20ac9,770 pdf.exe Get hash malicious Browse  www.jobsw
ithsecurit
yclearance
.com/pux4/?
Lv0h=3myl
V7pVONTMNM
6aC/niqCih
OZ2+qzoqaV
pusSVEetlx
oEhqYhjCa0
mWM/mNyWLb
LdeFpUieiA
==&VlKt=wB
Nl4pd0L

Pdf Scen Invoice 17INV06003.exe Get hash malicious Browse  www.frien
dsed.com/s5cm/?
O2=aT
8vL+GQ5CKb
WMYK7VfKTG
Szb4SrkpvW
RcVzxRDty8
13pzzqsjZ5
NUDQNQmBAQ
nsw0DU&2d=
YX9ti2PX

ORDER LIST.pdf.exe Get hash malicious Browse  www.chris
pricellc.c
om/owws/?t
8l=/Zb3FoJ
dV7HG6COtx
pXcx+uQ7Vr
Nir73csK26
ufEZgOwDpn
6qCuxbbRH6
whQbeNAVt4
5EvY6Zw==&
YBZL=lxldV

quote.pdf.exe Get hash malicious Browse  www.chris
pricellc.c
om/owws/?r
VEx8D=S0Gh
CH&RR=/Zb3
FoJdV7HG6C
OtxpXcx+uQ
7VrNir73cs
K26ufEZgOw
Dpn6qCuxbb
RH6whpEvtD
b7k+EvY9KA==

hrUbr1mLqzggh0H.exe Get hash malicious Browse  www.poltg
roup.com/onqm/?
6l=do
D+GTTuj0wR
7cILLxImcV
YaTf1RJOz6
8mAknHdMm+
lQBhaMdEcv
cwimwgDNMM
FRe7JRpz2F
8Q==&2dm=3
fklvpq0OPLdJVy

packa.....(1).exe Get hash malicious Browse  www.educa
tionstarco
rp.com/wdva/?
kfD4qZ=
xabDW6gRom
VRJCfQhE+1
Y8vLHDgRz3
GtPRqb2ZQ8
ev+ZOg56Co
vo/3nqdMEa
AH6lCy+g&k
r0=dbF0vFoPNvL

Pdf MT103 - Remittance.pdf.exe Get hash malicious Browse  www.ultim
ateplumpud
ding.co.uk/s5cm/?
kR-4q=E2OK2mH
SQGkTABA7r
h5rFu9YJ97
LBg918ZBY5
I6VyKJbM1V
F4fyc5eTvc
YaTxAWeq+U
4CfyJeQ==&
P0D=Atxturd

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/335280/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335280/html/none?idtype=webid
https://view.joesandbox.com/analysis/335055/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335055/html/none?idtype=webid
https://view.joesandbox.com/analysis/334973/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334973/html/none?idtype=webid
https://view.joesandbox.com/analysis/334713/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334713/html/none?idtype=webid
https://view.joesandbox.com/analysis/334655/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334655/html/none?idtype=webid
https://view.joesandbox.com/analysis/334541/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334541/html/none?idtype=webid
https://view.joesandbox.com/analysis/334387/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334387/html/none?idtype=webid


henry.exe Get hash malicious Browse  www.boost
er.guru/aipc/?
MZg=BM
i4rIX3OaRm
AVdWmHwDy1
58GXvJowW6
rsMkLX8T/S
eurUfZZjef
oMGqIKxJ2f
9Kzzfm&zTx
X=ApdHHR

Ohki Blower Skid Base Enquiry 052521.exe Get hash malicious Browse  www.green
shirecommo
ns.com/un8c/?
vR=Ltxx
&5j9=mBlnh
5cldNPXtcm
rZbSjCDRuh
Uw9cugXgXV
TMTkNCQGRZ
TLNWcZvUln
JwtQB3QA9Z6BY

porosi e re Fature Proforma.exe Get hash malicious Browse  www.fux.x
yz/nt8e/?v
2Mp4=y/4CZ
D0u6UTnndZ
84eN1F0ffB
2o9AcFBv2a
7yWGMbwZk5
TncQjhg8Ls
ZLtt2QtFrh
XJ5&jJBP5D=-
ZpPy

163.44.239.72 bdc0c7d3_by_Libranalysis.xls Get hash malicious Browse  www.mekar
auroko7389
.com/ccr/?
LPF8=DYL3M
olyr77d86E
R84Ycjijbq
71Py48wOUn
CGpBVH55C3
0whJeiW1MN
KJ4WqzaVkq
0mDKw==&pB
Z8=erpxZdFXSD

pvUopSIi7C5Eklw.exe Get hash malicious Browse  www.ero-d
ogamax.com
/cpo/?AnB=
ZOKfawDDM5
+ycPLMG5Oe
FWFqAlRMpd
VZ2hrxY6qK
onp9UXmNLh
tdrUIXIGr6
9n5opRML&k
FQhxH=5jp8
cV8xwZ8x

Reconfirm seed quotation_ RUQ  CONT NOB13452.exe Get hash malicious Browse  www.your-
card.net/suod/

QUOTE110.exe Get hash malicious Browse  www.perso
nalityisfr
ee.com/vcd/?
BB=Lzr4T
tmpAHX4&YV
MtapH=K+HZ
Cw1qHYHdC+
KSQX14d+D7
ShJKCk/WiY
rY/rNA5FzJ
i9N3qVpBsD
MMRcWgkf/U
dnmV

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

INTERQGMOInternetIncJP 5t2CmTUhKc.exe Get hash malicious Browse 150.95.255.38

lTAPQJikGw.exe Get hash malicious Browse 163.44.239.73

Domains

ASN
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https://view.joesandbox.com/analysis/334379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334379/html/none?idtype=webid
https://view.joesandbox.com/analysis/333989/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/333989/html/none?idtype=webid
https://view.joesandbox.com/analysis/333640/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/333640/html/none?idtype=webid
https://view.joesandbox.com/analysis/306719/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306719/html/none?idtype=webid
https://view.joesandbox.com/analysis/291527/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291527/html/none?idtype=webid
https://view.joesandbox.com/analysis/268867/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/268867/html/none?idtype=webid
https://view.joesandbox.com/analysis/219886/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/219886/html/none?idtype=webid
https://view.joesandbox.com/analysis/340410/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340410/html/none?idtype=webid
https://view.joesandbox.com/analysis/340197/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340197/html/none?idtype=webid


invoice.exe Get hash malicious Browse 163.44.185.221

PO187439.exe Get hash malicious Browse 118.27.99.19

LkvumUsaQX.exe Get hash malicious Browse 163.44.239.73

FORM C1.xlsx Get hash malicious Browse 163.44.239.73

triage_dropped_file.exe Get hash malicious Browse 163.44.185.221

qXDtb88hht.exe Get hash malicious Browse 163.44.239.73

FORM B.xlsx Get hash malicious Browse 163.44.239.73

17jLieeOPx.exe Get hash malicious Browse 163.44.239.73

Compliance - Request for Courtesy Call -.xlsx Get hash malicious Browse 163.44.239.73

U4JZ8cQqvU.exe Get hash malicious Browse 163.44.239.73

6dTTv9IdCw.exe Get hash malicious Browse 163.44.239.73

000987654345XASD.exe Get hash malicious Browse 163.44.185.226

QyKNw7NioL.exe Get hash malicious Browse 163.44.239.73

Request for Courtesy Call - Urgent.xlsx Get hash malicious Browse 163.44.239.73

Invoice.exe Get hash malicious Browse 150.95.254.16

wMKDi0Ss3f.exe Get hash malicious Browse 163.44.239.73

ENrFQVzLHE.exe Get hash malicious Browse 163.44.239.73

USD 187036 pdf.exe Get hash malicious Browse 163.44.185.226

AMAZON-AESUS 8BDBD0yy0q.apk Get hash malicious Browse 3.213.149.159

8BDBD0yy0q.apk Get hash malicious Browse 3.210.126.214

c71fd2gJus.exe Get hash malicious Browse 107.23.214.167

E1a92ARmPw.exe Get hash malicious Browse 34.205.91.18

crt9O3URua.exe Get hash malicious Browse 34.205.91.18

E1a92ARmPw.exe Get hash malicious Browse 34.205.91.18

triage_dropped_file.dll Get hash malicious Browse 23.23.104.250

o53icSdh9N.exe Get hash malicious Browse 34.202.33.33

qdAbNSGIbq.exe Get hash malicious Browse 52.204.109.97

DNPr7t0GMY.exe Get hash malicious Browse 54.85.86.211

omh.dll Get hash malicious Browse 23.21.205.229

fTxhRIDnrC.dll Get hash malicious Browse 34.201.169.54

Letter 09JUN 2021.xlsx Get hash malicious Browse 54.85.86.211

XumsQCALnX.exe Get hash malicious Browse 54.235.190.106

MV SHUHA QUEEN.docx Get hash malicious Browse 54.83.52.76

MV SHUHA QUEEN.docx Get hash malicious Browse 54.83.52.76

Docc.html Get hash malicious Browse 52.44.21.50

ManyToOneMailMerge Ver 18.2.dotm Get hash malicious Browse 34.236.65.196

Sleek_Free.exe Get hash malicious Browse 52.2.188.208

#Ud83d#Udcde_#U25b6#Ufe0f.htm Get hash malicious Browse 52.44.21.50

BODIS-NJUS 2435.exe Get hash malicious Browse 199.59.242.153

] New Order Vung Ang TPP Viet Nam.exe Get hash malicious Browse 199.59.242.153

fD56g4DRzG.exe Get hash malicious Browse 199.59.242.153

malware300.docm Get hash malicious Browse 199.59.242.153

Payment.exe Get hash malicious Browse 199.59.242.153

PROFORMA INVOICE PDF.exe Get hash malicious Browse 199.59.242.153

Order.exe Get hash malicious Browse 199.59.242.153

INQ-741-020621-PDF.exe Get hash malicious Browse 199.59.242.153

CONTAINER DEPOSIT.exe Get hash malicious Browse 199.59.242.153

Swift copy_9808.exe Get hash malicious Browse 199.59.242.153

S5.exe Get hash malicious Browse 199.59.242.153

#U20ac9,770 pdf.exe Get hash malicious Browse 199.59.242.153

Pdf Scen Invoice 17INV06003.exe Get hash malicious Browse 199.59.242.153

ORDER LIST.pdf.exe Get hash malicious Browse 199.59.242.153

quote.pdf.exe Get hash malicious Browse 199.59.242.153

hrUbr1mLqzggh0H.exe Get hash malicious Browse 199.59.242.153

packa.....(1).exe Get hash malicious Browse 199.59.242.153

Pdf MT103 - Remittance.pdf.exe Get hash malicious Browse 199.59.242.153

henry.exe Get hash malicious Browse 199.59.242.153

Ohki Blower Skid Base Enquiry 052521.exe Get hash malicious Browse 199.59.242.153

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

JA3 Fingerprints

Dropped Files
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https://view.joesandbox.com/analysis/339967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339967/html/none?idtype=webid
https://view.joesandbox.com/analysis/339956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339956/html/none?idtype=webid
https://view.joesandbox.com/analysis/338968/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338968/html/none?idtype=webid
https://view.joesandbox.com/analysis/338703/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338703/html/none?idtype=webid
https://view.joesandbox.com/analysis/338680/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338680/html/none?idtype=webid
https://view.joesandbox.com/analysis/338510/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338510/html/none?idtype=webid
https://view.joesandbox.com/analysis/338456/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338456/html/none?idtype=webid
https://view.joesandbox.com/analysis/338379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338379/html/none?idtype=webid
https://view.joesandbox.com/analysis/338336/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338336/html/none?idtype=webid
https://view.joesandbox.com/analysis/338303/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338303/html/none?idtype=webid
https://view.joesandbox.com/analysis/338224/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338224/html/none?idtype=webid
https://view.joesandbox.com/analysis/338219/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338219/html/none?idtype=webid
https://view.joesandbox.com/analysis/338136/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338136/html/none?idtype=webid
https://view.joesandbox.com/analysis/338067/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338067/html/none?idtype=webid
https://view.joesandbox.com/analysis/337314/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337314/html/none?idtype=webid
https://view.joesandbox.com/analysis/337290/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337290/html/none?idtype=webid
https://view.joesandbox.com/analysis/337192/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337192/html/none?idtype=webid
https://view.joesandbox.com/analysis/336898/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336898/html/none?idtype=webid
https://view.joesandbox.com/analysis/340459/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340459/html/none?idtype=webid
https://view.joesandbox.com/analysis/340454/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340454/html/none?idtype=webid
https://view.joesandbox.com/analysis/340395/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340395/html/none?idtype=webid
https://view.joesandbox.com/analysis/340329/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340329/html/none?idtype=webid
https://view.joesandbox.com/analysis/340325/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340325/html/none?idtype=webid
https://view.joesandbox.com/analysis/340320/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340320/html/none?idtype=webid
https://view.joesandbox.com/analysis/340307/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340307/html/none?idtype=webid
https://view.joesandbox.com/analysis/340273/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340273/html/none?idtype=webid
https://view.joesandbox.com/analysis/340265/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340265/html/none?idtype=webid
https://view.joesandbox.com/analysis/340241/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340241/html/none?idtype=webid
https://view.joesandbox.com/analysis/340159/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340159/html/none?idtype=webid
https://view.joesandbox.com/analysis/340093/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340093/html/none?idtype=webid
https://view.joesandbox.com/analysis/339984/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339984/html/none?idtype=webid
https://view.joesandbox.com/analysis/339938/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339938/html/none?idtype=webid
https://view.joesandbox.com/analysis/339920/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339920/html/none?idtype=webid
https://view.joesandbox.com/analysis/339916/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339916/html/none?idtype=webid
https://view.joesandbox.com/analysis/339912/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339912/html/none?idtype=webid
https://view.joesandbox.com/analysis/339855/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339855/html/none?idtype=webid
https://view.joesandbox.com/analysis/339852/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339852/html/none?idtype=webid
https://view.joesandbox.com/analysis/339838/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339838/html/none?idtype=webid
https://view.joesandbox.com/analysis/340482/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340482/html/none?idtype=webid
https://view.joesandbox.com/analysis/338566/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338566/html/none?idtype=webid
https://view.joesandbox.com/analysis/338361/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338361/html/none?idtype=webid
https://view.joesandbox.com/analysis/338314/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338314/html/none?idtype=webid
https://view.joesandbox.com/analysis/338304/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338304/html/none?idtype=webid
https://view.joesandbox.com/analysis/338141/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338141/html/none?idtype=webid
https://view.joesandbox.com/analysis/337598/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337598/html/none?idtype=webid
https://view.joesandbox.com/analysis/337050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337050/html/none?idtype=webid
https://view.joesandbox.com/analysis/336849/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336849/html/none?idtype=webid
https://view.joesandbox.com/analysis/336538/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336538/html/none?idtype=webid
https://view.joesandbox.com/analysis/335495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335495/html/none?idtype=webid
https://view.joesandbox.com/analysis/335280/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335280/html/none?idtype=webid
https://view.joesandbox.com/analysis/335055/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335055/html/none?idtype=webid
https://view.joesandbox.com/analysis/334973/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334973/html/none?idtype=webid
https://view.joesandbox.com/analysis/334713/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334713/html/none?idtype=webid
https://view.joesandbox.com/analysis/334655/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334655/html/none?idtype=webid
https://view.joesandbox.com/analysis/334541/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334541/html/none?idtype=webid
https://view.joesandbox.com/analysis/334387/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334387/html/none?idtype=webid
https://view.joesandbox.com/analysis/334379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334379/html/none?idtype=webid
https://view.joesandbox.com/analysis/333989/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/333989/html/none?idtype=webid


Match Associated Sample Name / URL SHA 256 Detection Link Context

C:\Users\user\AppData\Local\Temp\nskA
F64.tmp\System.dll

Packing-List_00930039.exe Get hash malicious Browse

2435.exe Get hash malicious Browse

INVOICE.exe Get hash malicious Browse

Shipment Invoice & Consignment Notification.exe Get hash malicious Browse

KY4cmAI0jU.exe Get hash malicious Browse

5t2CmTUhKc.exe Get hash malicious Browse

8qdfmqz1PN.exe Get hash malicious Browse

New Order PO2193570O1.doc Get hash malicious Browse

L2.xlsx Get hash malicious Browse

Agency Appointment VSL Tbn-Port-Appointment Letter- 
2100133.xlsx

Get hash malicious Browse

New Order PO2193570O1.pdf.exe Get hash malicious Browse

2320900000000.exe Get hash malicious Browse

CshpH9OSkc.exe Get hash malicious Browse

5SXTKXCnqS.exe Get hash malicious Browse

i6xFULh8J5.exe Get hash malicious Browse

AWB00028487364 -000487449287.doc Get hash malicious Browse

090049000009000.exe Get hash malicious Browse

dYy3yfSkwY.exe Get hash malicious Browse

PAYMENT 02.BHN-DK.2021 (PO#4500111226).xlsx Get hash malicious Browse

Purchase Order Price List 061021.xlsx Get hash malicious Browse

C:\Users\user\AppData\Local\Temp\dyngsgthl
Process: C:\Users\user\Desktop\444890321.exe

File Type: data

Category: dropped

Size (bytes): 56913

Entropy (8bit): 4.949731846404961

Encrypted: false

SSDEEP: 1536:VkJEJVyJy/L1CrDov35urtMC1c2hcv094+3:+JEJkuUrO35uro2N3

MD5: ABBA582340515314EC9FF824C04D0411

SHA1: 06D227DE691D5A71EE18B380B9C2E9C1CE004921

SHA-256: D068732E61DE049EFBCB653C38143BB2F21744AB0D88D7622CD15D79875D3E8F

SHA-512: AFAC536FDBEBF4E00CD8671B70F01373C29924E93F0297304A4A053AEAE50CAE1B6F036B490BF3C1F6DD1E3D5205EB3B19B0A1C3E7C7C8E1501DA68334FB85
6A

Malicious: false

Reputation: low

Preview:
U............ ...Z.!....."...q.#...A.$...A.%...6.&.....'.....(.....).....*.....+...A.,...6.-.........../.....0.....1...].2...t.3...A.4...A.5.....6...&.7.....8...A.9.....:.....;.....<...q.=...A.>...A.?...A.@.....A.....B..
...C.....D.....E.....F.....G.....H.....I...A.J.....K...s.L.....M.....N.....O.....P...A.Q...A.R.....S.....T.....U.....V.....W.....X.....Y.....Z.....[.....\...9.].....^....._.....`...X.a.....b.....c.....d.....e...u.f...A.g
...A.h...A.i.....j.....k...a.l...|.m...|.n...|.o.....p.....q.....r.....s.....t.....u...A.v.....w...s.x.....y.....z.....{.....|...A.}...A.~...............................................................9.......................X..............
.........I.....y.....A.....A.....A.......................|.....|.....|.................].................I.....A...........s.................]...........A.....A.................]

C:\Users\user\AppData\Local\Temp\nskAF63.tmp
Process: C:\Users\user\Desktop\444890321.exe

File Type: data

Category: dropped

Size (bytes): 276572

Entropy (8bit): 7.48217833714595

Encrypted: false

SSDEEP: 6144:sIHJRey4HqAoXOHXTBALgPk5k29GgTH2M0OUBot:RRnqM5k3sH2MjU+

MD5: 81B6D7E7A76985346D6B8FDD2AAF7B64

SHA1: CE54CE32897D9A51ED74F5C76CD5154C8E631785

SHA-256: ABB0E78106433D40D7CD85ABB08963E8E15CF7F951BFFAD9F132E8B66E729819

SHA-512: 90A64CF37A33CF50950A693A00625A8BC4F8ADE4080E63135C3173FC394D492115580B5658E191A572C1CFEB926F839306F60A4E1CC64DA80DF0022E0EAA791F

Malicious: false

Reputation: low

Preview:
.S......,.......................T=.......S.......S..................................................................................................................................................................................................................
........................J...................j...............................................................................................................................q.................................................................................................
..............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

Created / dropped Files
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https://view.joesandbox.com/analysis/340483/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340483/html/none?idtype=webid
https://view.joesandbox.com/analysis/340482/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340482/html/none?idtype=webid
https://view.joesandbox.com/analysis/340465/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340465/html/none?idtype=webid
https://view.joesandbox.com/analysis/340456/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340456/html/none?idtype=webid
https://view.joesandbox.com/analysis/340414/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340414/html/none?idtype=webid
https://view.joesandbox.com/analysis/340410/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340410/html/none?idtype=webid
https://view.joesandbox.com/analysis/340386/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340386/html/none?idtype=webid
https://view.joesandbox.com/analysis/340379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340379/html/none?idtype=webid
https://view.joesandbox.com/analysis/340378/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340378/html/none?idtype=webid
https://view.joesandbox.com/analysis/340374/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340374/html/none?idtype=webid
https://view.joesandbox.com/analysis/340356/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340356/html/none?idtype=webid
https://view.joesandbox.com/analysis/340318/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340318/html/none?idtype=webid
https://view.joesandbox.com/analysis/340208/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340208/html/none?idtype=webid
https://view.joesandbox.com/analysis/340178/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340178/html/none?idtype=webid
https://view.joesandbox.com/analysis/340131/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340131/html/none?idtype=webid
https://view.joesandbox.com/analysis/340126/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340126/html/none?idtype=webid
https://view.joesandbox.com/analysis/340106/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340106/html/none?idtype=webid
https://view.joesandbox.com/analysis/340101/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340101/html/none?idtype=webid
https://view.joesandbox.com/analysis/340080/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340080/html/none?idtype=webid
https://view.joesandbox.com/analysis/340076/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340076/html/none?idtype=webid


Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows, 

Nullsoft Installer self-extracting archive

Entropy (8bit): 7.924378761315436

C:\Users\user\AppData\Local\Temp\nskAF64.tmp\System.dll

Process: C:\Users\user\Desktop\444890321.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 11776

Entropy (8bit): 5.855045165595541

Encrypted: false

SSDEEP: 192:xPtkiQJr7V9r3HcU17S8g1w5xzWxy6j2V7i77blbTc4v:g7VpNo8gmOyRsVc4

MD5: FCCFF8CB7A1067E23FD2E2B63971A8E1

SHA1: 30E2A9E137C1223A78A0F7B0BF96A1C361976D91

SHA-256: 6FCEA34C8666B06368379C6C402B5321202C11B00889401C743FB96C516C679E

SHA-512: F4335E84E6F8D70E462A22F1C93D2998673A7616C868177CAC3E8784A3BE1D7D0BB96F2583FA0ED82F4F2B6B8F5D9B33521C279A42E055D80A94B4F3F1791E0C

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Joe Sandbox 
View:

Filename: Packing-List_00930039.exe, Detection: malicious, Browse
Filename: 2435.exe, Detection: malicious, Browse
Filename: INVOICE.exe, Detection: malicious, Browse
Filename: Shipment Invoice & Consignment Notification.exe, Detection: malicious, Browse
Filename: KY4cmAI0jU.exe, Detection: malicious, Browse
Filename: 5t2CmTUhKc.exe, Detection: malicious, Browse
Filename: 8qdfmqz1PN.exe, Detection: malicious, Browse
Filename: New Order PO2193570O1.doc, Detection: malicious, Browse
Filename: L2.xlsx, Detection: malicious, Browse
Filename: Agency Appointment VSL Tbn-Port-Appointment Letter- 2100133.xlsx, Detection: malicious, Browse
Filename: New Order PO2193570O1.pdf.exe, Detection: malicious, Browse
Filename: 2320900000000.exe, Detection: malicious, Browse
Filename: CshpH9OSkc.exe, Detection: malicious, Browse
Filename: 5SXTKXCnqS.exe, Detection: malicious, Browse
Filename: i6xFULh8J5.exe, Detection: malicious, Browse
Filename: AWB00028487364 -000487449287.doc, Detection: malicious, Browse
Filename: 090049000009000.exe, Detection: malicious, Browse
Filename: dYy3yfSkwY.exe, Detection: malicious, Browse
Filename: PAYMENT 02.BHN-DK.2021 (PO#4500111226).xlsx, Detection: malicious, Browse
Filename: Purchase Order Price List 061021.xlsx, Detection: malicious, Browse

Reputation: moderate, very likely benign file

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......ir*.-.D.-.D.-.D...J.*.D.-.E.>.D.....*.D.y0t.).D.N1n.,.D..3@.,.D.Rich-.D.
........PE..L.....$_...........!..... ..........!).......0...............................`............@..........................2.......0..P............................P.......................................................0..X.....................
.......text............ .................. ..`.rdata..c....0.......$..............@..@.data...h....@.......(..............@....reloc..|....P.......*..............@..B..........................................................................
..............................................................................................................................................................................................................................................................................
........................................

C:\Users\user\AppData\Local\Temp\ouzr6npxcb2d0txj

Process: C:\Users\user\Desktop\444890321.exe

File Type: data

Category: dropped

Size (bytes): 186368

Entropy (8bit): 7.9990513558568574

Encrypted: true

SSDEEP: 3072:zE6sRey1So6RqgToX1zJCHnYcTBALhrGPPaOmr5k2o4kTgBF3py80:GRey4HqAoXOHXTBALgPk5k29GgTH0

MD5: 5205D9669FCC651E0611AA9081C47CE9

SHA1: C785A1B2A4F8A50F8E4DAD7304819FB4E162BB61

SHA-256: DDAED0614378CE5EB6110B6AF722F4878715C08BEAE158FAB0C705FC6D525EFD

SHA-512: 7C817F5483309799D174D320D1A7F50F856CDCBAF5C4DDAF0791EFB8A277C1F73DBBA657F9EC1A49EA20703476A64C62A2051449C5E0DB859695FA746AB73328

Malicious: false

Reputation: low

Preview:
..H}.Y...H.j...j.0N...7..GW...{.-....I.._..r..a.Mh..H.a.#-~...<..5..-.......q.[..+q.....+}......SRB..a.i/<.\.2h@..r..._....1..d..cS..L..NP...!.s.3.X.xN.=....y..f.Jz.R..2.....?..b.iH........K
.8QaDeX.k....p<.8........f#M.....h.H.....A.....if........5..V.B..o..5D...lgg.-..6......:.....A......DT..!....M.......H+x|v....N....P.:..F<..IA...(...}..-D).}.g......iR;|..Q..H..Ls.\$.Yy..Xn@.V.|cp.k..
..uA.5..`MW#i.7>.VD...P+K.8.zt.R....-...Y..yA.b.]....@.i7.".~.F.mQ......L."....|!.V...w.Z..c....ILg....%[z..:....?..V;.....C...m...$.e......P.(...../{..Z..u....Q...ag..rH...m0FJG9...S\........ 
..J].'".dI'...o.%7%:...b.....p.+Q..L).C..I..hR.#...e.....A*.9....*58....~M.7..QI...32..ge...U.2o.....!.v.....1.B..G[..9.k.s42P..k...8.jf.&R.0.U...]r...}/u.^.Da.a.m..".......N.....0k.m.-q`..".c..."... 
..o...,....c.`Y.]..L.-.....0..<o,..b..h&.iT.I.JM..... .Tt7:.<.......nT..9..d....g)q........*."..iA.....k........y.Hv.U...A.A")...1$G.(....[-VRZ.JN...I...8................{...
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https://www.metadefender.com/#!/results/file/YnpJeE1EWXhNV2xvYjNKQ1J6TXpTa1VYQ0praGxpOFoz/regular/analysis
https://view.joesandbox.com/analysis/340483/html/none
https://view.joesandbox.com/analysis/340482/html/none
https://view.joesandbox.com/analysis/340465/html/none
https://view.joesandbox.com/analysis/340456/html/none
https://view.joesandbox.com/analysis/340414/html/none
https://view.joesandbox.com/analysis/340410/html/none
https://view.joesandbox.com/analysis/340386/html/none
https://view.joesandbox.com/analysis/340379/html/none
https://view.joesandbox.com/analysis/340378/html/none
https://view.joesandbox.com/analysis/340374/html/none
https://view.joesandbox.com/analysis/340356/html/none
https://view.joesandbox.com/analysis/340318/html/none
https://view.joesandbox.com/analysis/340208/html/none
https://view.joesandbox.com/analysis/340178/html/none
https://view.joesandbox.com/analysis/340131/html/none
https://view.joesandbox.com/analysis/340126/html/none
https://view.joesandbox.com/analysis/340106/html/none
https://view.joesandbox.com/analysis/340101/html/none
https://view.joesandbox.com/analysis/340080/html/none
https://view.joesandbox.com/analysis/340076/html/none


TrID: Win32 Executable (generic) a (10002005/4) 
92.16%
NSIS - Nullsoft Scriptable Install System (846627/2) 
7.80%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: 444890321.exe

File size: 245867

MD5: f161fe51fee0cd2f542ea759241c88cb

SHA1: cd75d9c5a293151ad50dfa1d05edb5871fc08ad5

SHA256: d2d2d97ab2f2c78a230c58a61296504419d0b545c6c6d7
6193b654dfe9937499

SHA512: 6481a88054e6a0eb989e92904606e890a8e8f04cd8ab01
6162fa753570ec3841215ac2f16d98cb0ba67cfaf3b7a56
c0fcc66df45e46823116e374859d4fbcbb9

SSDEEP: 6144:Ds9X42rPo+wjZXJIl/tDiOnQeahYOaqMn6YaFjYJ
6VJAl:yv0+wjZXI/tDZnQeahYgMoacJAl

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......1..:u..iu..
iu..i...iw..iu..i...i...id..i!..i...i...it..iRichu..i........................PE.
.L......K.................\.........

General

File Icon

Icon Hash: b2a88c96b2ca6a72

General
Entrypoint: 0x40323c

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, 
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

DLL Characteristics: TERMINAL_SERVER_AWARE

Time Stamp: 0x4B1AE3C6 [Sat Dec  5 22:50:46 2009 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: 099c0646ea7282d232219f8807883be0

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x5a5a 0x5c00 False 0.660453464674 data 6.41769823686 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rdata 0x7000 0x1190 0x1200 False 0.4453125 data 5.18162709925 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

.data 0x9000 0x1af98 0x400 False 0.55859375 data 4.70902740305 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

Static PE Info

Entrypoint Preview

Rich Headers

Data Directories

Sections
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Snort IDS Alerts

Network Port Distribution

.ndata 0x24000 0x8000 0x0 False 0 empty 0.0 IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_CNT_UNINITIALIZED_
DATA, IMAGE_SCN_MEM_READ

.rsrc 0x2c000 0x9e0 0xa00 False 0.45625 data 4.51012867721 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

06/11/21-
12:17:03.163397

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49737 80 192.168.2.3 35.169.40.107

06/11/21-
12:17:03.163397

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49737 80 192.168.2.3 35.169.40.107

06/11/21-
12:17:03.163397

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49737 80 192.168.2.3 35.169.40.107

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 11, 2021 12:16:23.210164070 CEST 192.168.2.3 8.8.8.8 0xdea6 Standard query 
(0)

www.mekara
uroko7389.com

A (IP address) IN (0x0001)

Jun 11, 2021 12:16:42.383477926 CEST 192.168.2.3 8.8.8.8 0x7059 Standard query 
(0)

www.oklaho
masundaysc
hool.com

A (IP address) IN (0x0001)

Jun 11, 2021 12:17:02.963282108 CEST 192.168.2.3 8.8.8.8 0x487e Standard query 
(0)

www.shamus
halkowich.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jun 11, 2021 
12:16:23.531155109 
CEST

8.8.8.8 192.168.2.3 0xdea6 No error (0) www.mekara
uroko7389.com

mekarauroko7389.com CNAME 
(Canonical 
name)

IN (0x0001)

Jun 11, 2021 
12:16:23.531155109 
CEST

8.8.8.8 192.168.2.3 0xdea6 No error (0) mekaraurok
o7389.com

163.44.239.72 A (IP address) IN (0x0001)

Jun 11, 2021 
12:16:42.527309895 
CEST

8.8.8.8 192.168.2.3 0x7059 No error (0) www.oklaho
masundaysc
hool.com

199.59.242.153 A (IP address) IN (0x0001)

Jun 11, 2021 
12:17:03.025981903 
CEST

8.8.8.8 192.168.2.3 0x487e No error (0) www.shamus
halkowich.com

35.169.40.107 A (IP address) IN (0x0001)

Resources

Imports

Possible Origin

TCP Packets

UDP Packets

DNS Queries

DNS Answers
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Jun 11, 2021 
12:17:03.025981903 
CEST

8.8.8.8 192.168.2.3 0x487e No error (0) www.shamus
halkowich.com

34.225.31.148 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
www.mekarauroko7389.com

            
www.oklahomasundayschool.com

            
www.shamushalkowich.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.3 49728 163.44.239.72 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jun 11, 2021 
12:16:23.843692064 CEST

1312 OUT GET /ccr/?FJB=DYL3Mol3r87Z8qId+4Ycjijbq71Py48wOU/SaqdUDZ5D3FcnOOzajI1IKd683KRXh37z&v0=JDK8Zp 
HTTP/1.1
Host: www.mekarauroko7389.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Jun 11, 2021 
12:16:24.199903965 CEST

1312 IN HTTP/1.1 301 Moved Permanently
Connection: close
Content-Type: text/html; charset=UTF-8
Expires: Wed, 11 Jan 1984 05:00:00 GMT
Cache-Control: no-cache, must-revalidate, max-age=0
X-Redirect-By: WordPress
Location: http://mekarauroko7389.com/ccr/?FJB=DYL3Mol3r87Z8qId+4Ycjijbq71Py48wOU/SaqdUDZ5D3FcnOOzajI
1IKd683KRXh37z&v0=JDK8Zp
Content-Length: 0
Date: Fri, 11 Jun 2021 10:16:24 GMT
Server: LiteSpeed

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.3 49735 199.59.242.153 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jun 11, 2021 
12:16:42.655631065 CEST

4356 OUT GET /ccr/?FJB=AxjKtjbRfNJtNPnejOfQjb3R2KRHRMY2w4U1+yq2aSZlRtrxzdj5Yr2imIB9O7nqKvHd&v0=JDK8Zp HTTP/1.
1
Host: www.oklahomasundayschool.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

HTTP Request Dependency Graph

HTTP Packets
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Code Manipulations

Jun 11, 2021 
12:16:42.782979965 CEST

4357 IN HTTP/1.1 200 OK
Server: openresty
Date: Fri, 11 Jun 2021 10:16:42 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: close
X-Adblock-Key: MFwwDQYJKoZIhvcNAQEBBQADSwAwSAJBANDrp2lz7AOmADaN8tA50LsWcjLFyQFcb/P2Txc58oY
OeILb3vBw7J6f4pamkAQVSQuqYsKx3YzdUHCvbVZvFUsCAwEAAQ==_vatn3a84pvnuSV6HpSdXujsD77dVpc8NaTDj
wR2I8GziSjJv4kODxMEpyJ0MBmLV052jHZUkvSsgoxUB/N1esw==
Data Raw: 66 66 39 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 3c 68 74 6d 6c 20 64 61 74 61 2d 61 64 62 6c 6f 
63 6b 6b 65 79 3d 22 4d 46 77 77 44 51 59 4a 4b 6f 5a 49 68 76 63 4e 41 51 45 42 42 51 41 44 53 77 41 77 53 41 4a 42 
41 4e 44 72 70 32 6c 7a 37 41 4f 6d 41 44 61 4e 38 74 41 35 30 4c 73 57 63 6a 4c 46 79 51 46 63 62 2f 50 32 54 78 63 35 
38 6f 59 4f 65 49 4c 62 33 76 42 77 37 4a 36 66 34 70 61 6d 6b 41 51 56 53 51 75 71 59 73 4b 78 33 59 7a 64 55 48 43 76 
62 56 5a 76 46 55 73 43 41 77 45 41 41 51 3d 3d 5f 76 61 74 6e 33 61 38 34 70 76 6e 75 53 56 36 48 70 53 64 58 75 6a 
73 44 37 37 64 56 70 63 38 4e 61 54 44 6a 77 52 32 49 38 47 7a 69 53 6a 4a 76 34 6b 4f 44 78 4d 45 70 79 4a 30 4d 42 6
d 4c 56 30 35 32 6a 48 5a 55 6b 76 53 73 67 6f 78 55 42 2f 4e 31 65 73 77 3d 3d 22 3e 3c 68 65 61 64 3e 3c 6d 65 74 61 
20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54 79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 
74 2f 68 74 6d 6c 3b 20 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 3c 74 69 74 6c 65 3e 3c 2f 74 69 74 6c 65 3e 3c 6d 
65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 
63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6c 2d 73 63 61 6c 65 3d 31 22 3e 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 
64 65 73 63 72 69 70 74 69 6f 6e 22 20 63 6f 6e 74 65 6e 74 3d 22 53 65 65 20 72 65 6c 61 74 65 64 20 6c 69 6e 6b 73 20 
74 6f 20 77 68 61 74 20 79 6f 75 20 61 72 65 20 6c 6f 6f 6b 69 6e 67 20 66 6f 72 2e 22 2f 3e 3c 2f 68 65 61 64 3e 3c 21 2d 
2d 5b 69 66 20 49 45 20 36 20 5d 3e 3c 62 6f 64 79 20 63 6c 61 73 73 3d 22 69 65 36 22 3e 3c 21 5b 65 6e 64 69 66 5d 
2d 2d 3e 3c 21 2d 2d 5b 69 66 20 49 45 20 37 20 5d 3e 3c 62 6f 64 79 20 63 6c 61 73 73 3d 22 69 65 37 22 3e 3c 21 5b 
65 6e 64 69 66 5d 2d 2d 3e 3c 21 2d 2d 5b 69 66 20 49 45 20 38 20 5d 3e 3c 62 6f 64 79 20 63 6c 61 73 73 3d 22 69 65 
38 22 3e 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 3c 21 2d 2d 5b 69 66 20 49 45 20 39 20 5d 3e 3c 62 6f 64 79 20 63 6c 61 
73 73 3d 22 69 65 39 22 3e 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 3c 21 2d 2d 5b 69 66 20 28 67 74 20 49 45 20 39 29 7c 
21 28 49 45 29 5d 3e 20 2d 2d 3e 3c 62 6f 64 79 3e 3c 21 2d 2d 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 3c 73 63 72 69 70 
74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 3e 67 5f 70 62 3d 28 66 75 6e 63 74 69 6f 6e 28 
29 7b 76 61 72 0a 44 54 3d 64 6f 63 75 6d 65 6e 74 2c 61 7a 78 3d 6c 6f 63 61 74 69 6f 6e 2c 44 44 3d 44 54 2e 63 72 65 
61 74 65 45 6c 65 6d 65 6e 74 28 27 73 63 72 69 70 74 27 29 2c 61 41 43 3d 66 61 6c 73 65 2c 4c 55 3b 44 44 2e 64 65 
66 65 72 3d 74 72 75 65 3b 44 44 2e 61 73 79 6e 63 3d 74 72 75 65 3b 44 44 2e 73 72 63 3d 22 2f 2f 77 77 77 2e 67 6f 6f 
67 6c 65 2e 63 6f 6d 2f 61 64 73 65 6e 73 65 2f 64 6f 6d 61 69 6e 73 2f 63 61 66 2e 6a 73 22 3b 44 44 2e 6f 6e 65 
Data Ascii: ff9<!DOCTYPE html><html data-adblockkey="MFwwDQYJKoZIhvcNAQEBBQADSwAwSAJBANDrp
2lz7AOmADaN8tA50LsWcjLFyQFcb/P2Txc58oYOeILb3vBw7J6f4pamkAQVSQuqYsKx3YzdUHCvbVZvFUsCAwEAAQ=
=_vatn3a84pvnuSV6HpSdXujsD77dVpc8NaTDjwR2I8GziSjJv4kODxMEpyJ0MBmLV052jHZUkvSsgoxUB/N1esw==">
<head><meta http-equiv="Content-Type" content="text/html; charset=utf-8"><title></title><meta name="viewport" content=
"width=device-width, initial-scale=1"><meta name="description" content="See related links to what you are looking for."/>
</head>...[if IE 6 ]><body class="ie6"><![endif]-->...[if IE 7 ]><body class="ie7"><![endif]-->...[if IE 8 ]><body class="ie8"><!
[endif]-->...[if IE 9 ]><body class="ie9"><![endif]-->...[if (gt IE 9)|!(IE)]> --><body>...<![endif]--><script type="text/javascri
pt">g_pb=(function(){varDT=document,azx=location,DD=DT.createElement('script'),aAC=false,LU;DD.defer=true;DD.a
sync=true;DD.src="//www.google.com/adsense/domains/caf.js";DD.one

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.3 49737 35.169.40.107 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jun 11, 2021 
12:17:03.163397074 CEST

4371 OUT GET /ccr/?FJB=UiEpDr7iywR9iaGhQyAzq1r0qRPgWcdm1KzonEEBzxfYIUCNIf2vy6uHRevKVZrdd8Pf&v0=JDK8Zp 
HTTP/1.1
Host: www.shamushalkowich.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Jun 11, 2021 
12:17:03.300910950 CEST

4371 IN HTTP/1.1 301 Moved Permanently
Server: openresty
Date: Fri, 11 Jun 2021 10:17:03 GMT
Content-Type: text/html
Content-Length: 166
Connection: close
Location: https://www.shamushalkowich.com/ccr/?FJB=UiEpDr7iywR9iaGhQyAzq1r0qRPgWcdm1KzonEEBzxfYIUCNI
f2vy6uHRevKVZrdd8Pf&v0=JDK8Zp
Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 
6e 65 6e 74 6c 79 3c 2f 74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 
68 31 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6c 79 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 
3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6f 70 65 6e 72 65 73 74 79 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 
0a 3c 2f 68 74 6d 6c 3e 0d 0a 
Data Ascii: <html><head><title>301 Moved Permanently</title></head><body><center><h1>301 Moved Permanently</h1
></center><hr><center>openresty</center></body></html>

User Modules

Hook Summary
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Statistics

Behavior

Click to jump to process

System Behavior

Function Name Hook Type Active in Processes

PeekMessageA INLINE explorer.exe

PeekMessageW INLINE explorer.exe

GetMessageW INLINE explorer.exe

GetMessageA INLINE explorer.exe

File ActivitiesFile Activities

Start time: 12:15:10

Start date: 11/06/2021

Path: C:\Users\user\Desktop\444890321.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\444890321.exe' 

Imagebase: 0x400000

File size: 245867 bytes

MD5 hash: F161FE51FEE0CD2F542EA759241C88CB

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000000.00000002.210395698.00000000023B0000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000000.00000002.210395698.00000000023B0000.00000004.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000000.00000002.210395698.00000000023B0000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Show Windows behavior

Processes

Analysis Process: 444890321.exe PID: 5820 Parent PID: 5536Analysis Process: 444890321.exe PID: 5820 Parent PID: 5536

General

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

File ReadFile Read

Analysis Process: 444890321.exe PID: 6092 Parent PID: 5820Analysis Process: 444890321.exe PID: 6092 Parent PID: 5820
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File ActivitiesFile Activities

Start time: 12:15:11

Start date: 11/06/2021

Path: C:\Users\user\Desktop\444890321.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\444890321.exe' 

Imagebase: 0x400000

File size: 245867 bytes

MD5 hash: F161FE51FEE0CD2F542EA759241C88CB

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000001.00000001.207643919.0000000000400000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000001.00000001.207643919.0000000000400000.00000040.00020000.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000001.00000001.207643919.0000000000400000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000001.00000002.264934949.0000000000910000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000001.00000002.264934949.0000000000910000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000001.00000002.264934949.0000000000910000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000001.00000002.264873769.00000000008B0000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000001.00000002.264873769.00000000008B0000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000001.00000002.264873769.00000000008B0000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000001.00000002.264645611.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000001.00000002.264645611.0000000000400000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000001.00000002.264645611.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Show Windows behavior

Start time: 12:15:11

Start date: 11/06/2021

Path: C:\Windows\System32\backgroundTaskHost.exe

Wow64 process (32bit): false

Commandline: 'C:\Windows\system32\backgroundTaskHost.exe' -ServerName:App.AppXmtcan0h2tfbfy7k
9kn8hbxb6dmzz1zh0.mca

Imagebase: 0x7ff6741d0000

File size: 19352 bytes

MD5 hash: B7FC4A29431D4F795BBAB1FB182B759A

Has elevated privileges: true

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: moderate

General

File ReadFile Read

Analysis Process: backgroundTaskHost.exe PID: 4160 Parent PID: 792Analysis Process: backgroundTaskHost.exe PID: 4160 Parent PID: 792

General

Copyright Joe Security LLC 2021 Page 25 of 28



File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Show Windows behavior

Show Windows behavior

File ActivitiesFile Activities

Start time: 12:15:17

Start date: 11/06/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline:

Imagebase: 0x7ff714890000

File size: 3933184 bytes

MD5 hash: AD5296B280E8F522A8A897C96BAB0E1D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 12:15:37

Start date: 11/06/2021

Path: C:\Windows\SysWOW64\autochk.exe

Wow64 process (32bit): false

Commandline: C:\Windows\SysWOW64\autochk.exe

Imagebase: 0x2e0000

File size: 871424 bytes

MD5 hash: 34236DB574405291498BCD13D20C42EB

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Start time: 12:15:37

Start date: 11/06/2021

Path: C:\Windows\SysWOW64\WWAHost.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WWAHost.exe

Imagebase: 0xa30000

File size: 829856 bytes

MD5 hash: 370C260333EB3149EF4E49C8F64652A0

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: explorer.exe PID: 3388 Parent PID: 6092Analysis Process: explorer.exe PID: 3388 Parent PID: 6092

General

Analysis Process: autochk.exe PID: 1532 Parent PID: 3388Analysis Process: autochk.exe PID: 1532 Parent PID: 3388

General

Analysis Process: WWAHost.exe PID: 4160 Parent PID: 3388Analysis Process: WWAHost.exe PID: 4160 Parent PID: 3388

General
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Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000A.00000002.469354418.0000000003230000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000A.00000002.469354418.0000000003230000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000A.00000002.469354418.0000000003230000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000A.00000002.469573430.00000000032E0000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000A.00000002.469573430.00000000032E0000.00000004.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000A.00000002.469573430.00000000032E0000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: moderate

Show Windows behavior

File ActivitiesFile Activities

Start time: 12:15:41

Start date: 11/06/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: /c del 'C:\Users\user\Desktop\444890321.exe'

Imagebase: 0x1e0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 12:15:42

Start date: 11/06/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff6b2800000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File ReadFile Read

Analysis Process: cmd.exe PID: 5568 Parent PID: 4160Analysis Process: cmd.exe PID: 5568 Parent PID: 4160

General

Analysis Process: conhost.exe PID: 5880 Parent PID: 5568Analysis Process: conhost.exe PID: 5880 Parent PID: 5568

General
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