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Analysis Report https:/llist-manage.aglel.cc/click?u=htt...
Overview

General Information Detection Signatures Classification

Sample URL:  http:/fhttps:/list-manage.a
glel.cc/click?u=www.leo.lo MALICIOUS

pez.sakshamsevango.org.i
n/br?bGVvLmxvcGV6QHR
1YS50ZXhhcy5nb3Y=

Antivirus / Scanner detection for sub...
Antivirus detection for URL or domain

Yara detected HtmIPhish10

Analysis ID: 433426

Phishing site detected (based on log...
Infos: ;f +»

HTTP

Eound iframes
Most interesting Screenshot:

HiVIL boedy: contains low/number: ofi ...

= —— = ‘e

HTML titleldoesinot matchi URL

Submitbutten contains javascript call

HTMLPhish

= Score: 68
Range: 0-100
Whitelisted: false

Confidence: 100%

Process Tree

= System is w10x64

. G chrome.exe (PID: 6468 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automation 'https:/list-manage.aglel.cc/click?u=http://w
ww.leo.lopez.sakshamsevango.org.in/br?bGVvLmxveGV6QHRIYS50ZXhhcy5nb3Y=" MD5: C139654B5C1438A95B321BB01AD63EF6)
. G chrome.exe (PID: 6712 cmdline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1624,4652876236295108038,17951007052133139354,131072 --lang=en-GB --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1
728 Iprefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview

g

Click to jump to signature section
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AV Detection:

Antivirus | Scanner detection for submitted sample

Antivirus detection for URL or domain

Phishing:

Yara detected HtmIPhish10

Mitre Att&ck Matrix

Command Remote
Privilege  Defense Credential Lateral and Network Service
Initial Access Execution Persistence Escalation Evasion Access Discovery  Movement Collection Exfiltration Control Effects Effects I
Drive-by Scripting Path Process Masquerading oS System Remote Data from Exfiltration Encrypted Eavesdrop on Remotely M
Compromise Interception Injection Credential Service Services Local Over Other Channel Insecure Track Device Sy
Dumping  Discovery System Network Network Without P
Medium Communication Authorization
Default Scheduled Boot or Boot or Process LSASS Application  Remote Data from  Exfiltration Non- Exploit SS7to  Remotely D¢
Accounts Task/Job  Logon Logon Injection Memory  Window Desktop Removable Over Application Redirect Phone Wipe Data  Lc
Initialization Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux)  Logon Script Logon Scripting Security  Query SMB/Windows Data from Automated Application Exploit SS7to Obtain D¢
Accounts (Windows)  Script Account  Registry Admin Shares Network Exfiltration Layer Track Device  Device D¢
(Windows) Manager Shared Protocol g Location Cloud D:
Drive Backups
Local Accounts At Logon Script Logon Binary Padding NTDS System Distributed Input Scheduled Ingress SIM Card Ci
(Windows) (Mac) Script Network Component  Capture Transfer Tool Swap Bi
(Mac) Configuration Object Model Transfer Fr

Discovery

Behavior Graph
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sniglwpe.alphacdnnet () scudlienthipive.com .4

Screenshots

Thumbnails

Behavior Graph
1D: 433426
URL: hitps:/fist-manage.agled.c. SUSPICIOUS
Startdate: 11/0612021

CLEAN
Architecture:  WINDOWS

UNKNOWN'

Score: 68

started

Phishing site detected
(based on logo template
match)

nown

unknown

s Q@

43.250.140.39, 443, 49743, 49744

SYNERGYWHOLESALE-APS WHOLESALEPTYLTDAU

Australia

Legend:

D Process
D Signature

I:I Created File
Il onsie info
™1 |s Dropped

Is Windows Process
Number of created Registry Values

Number of created Files

Visual Basic

2
3

)

Delphi

i
i
=

Java
.Net C# or VB.NET
C, C++ or other language

Is malicious

D@ 2 i~

Internet

started

chrome.exe e

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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ccount X +
@ australiabondcleaning.com.au/.well-known/login.php?ss=28#bGVvLmxveGVEQHRIYS50ZXhheySnb3Y =#client_id=e7b724e5-ef96-4f79-9c01-6e985e042d4d#1...

Chrome is being controlled by automated test software.

B® Microsoft

< leolopez@tea.texas.gov

Enter password

Because you're accessing sens[:l,\\!e info, you need to vertfy
your password

Password

Forgotten my password

Terms ofuse  Privacy & cookies

: 42 PM
HH O Type here to search 0 H £ A~ E b 1

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
http.// https://list-manage.aglel.cc/click?u=www.leo.lopez.sakshamsevango.org.in/br? 0% Avira URL Cloud safe
bGVvLmMxvecGVEQHRIYS50ZXhhcy5nb3Y=

http:ifhttps://list-manage.aglel.cc/click?u=www.leo.lopez.sakshamsevango.org.in/br? 100% SlashNext Fake Login Page
bGVvLmMxvcGV6QHRIYS50ZXhhcy5nb3Y= type: Phishing &

Social Engineering

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs
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Source Detection Scanner Label Link

http:ifhttps://assets.onestore.ms/ 0% URL Reputation safe
http:ifhttps://assets.onestore.ms/ 0% URL Reputation safe
http:ifhttps://assets.onestore.ms/ 0% URL Reputation safe
http://https://acctcdn.msauth.net/oneds_Xr2D7Nex80v7A-8bxF8jgQ2.js?v=1 0% URL Reputation safe
http://https://acctcdn.msauth.net/oneds_Xr2D7Nex80v7A-8bxF8jgQ2.js?v=1 0% URL Reputation safe
http://https://acctcdn.msauth.net/oneds_Xr2D7Nex80v7A-8bxF8jgQ2.js?v=1 0% URL Reputation safe
http://https://www.australiabondcleaning.com.au/.well-known/? 0% Avira URL Cloud safe
ss=2&email=bGVvLmxvcGV6QHRIYS50ZXhhcy5nb3Y=

http://www.leo.lopez.sakshamsevango.org.in/br/?bGVvLmxvcGV6QHRIYS50ZXhhcy5nb3Y=j 0% Avira URL Cloud safe
http://https://list-manage.aglel.cc 0% Avira URL Cloud safe
http://www.leo.lopez.sakshamsevango.org.in/br/?bGVvLmxvcGV6QHRIYS50ZXhhcy5nb3Y=Sign 0% Avira URL Cloud safe
http://https://list-manage.aglel.cc/click?u=www.leo.lopez.sakshamsevango.org.in/br? 0% Avira URL Cloud safe
bGVvLmMxvcGV6QHRIY

http://https://www.australiabondcleaning.com.au/.well-known/? 0% Avira URL Cloud safe
ss=2&email=bGVvLmxvcGV6QHRIYS50ZXhhcy5nb3Y=x

http://https://australiabondcleaning.com.au/ 0% Avira URL Cloud safe
http://https://www.office.comO(https://www.australiabondcleaning.com.au2 0% Avira URL Cloud safe
http://https://www.australiabondcleaning.com.au/.well-known/js/maximum.js 0% Avira URL Cloud safe
http://www.leo.lopez.sakshamsevango.org.in/br?bGVvLmxvcGV6QHRIYS50ZXhhcy5nb3Y=2 0% Avira URL Cloud safe
http://https://www.australiabondcleaning.com.au/.well-known/? 0% Avira URL Cloud safe
ss=2&email=bGVvLmxvcGV6QHRIYS50ZXhhcy5nb3Y=2

http://https://acctcdn.msauth.net/resetpasswordpackage_X7k_NcClooflIFUKCGNtCw2 js?v=1 0% Avira URL Cloud safe
http://https://australiabondcleaning.com.au/l 0% Avira URL Cloud safe
http://https://aadcdn.msauth.net/ests/2.1/content/images/favicon_a_eupayfgghqiai7k9sol6lg2.icoj 0% Avira URL Cloud safe
http://https://dns.google 0% URL Reputation safe
http://https://dns.google 0% URL Reputation safe
http://https://dns.google 0% URL Reputation safe
http://https://acctcdn.msauth.net/datarequestpackage_h-_7C7UzwdefXJT9njDBTQ2.js 0% URL Reputation safe
http://https://acctcdn.msauth.net/datarequestpackage_h-_7C7UzwdefXJT9njDBTQ2.js 0% URL Reputation safe
http://https://acctcdn.msauth.net/datarequestpackage_h-_7C7UzwdefXJT9njDBTQ2.js 0% URL Reputation safe
http://www.leo.lopez.sakshamsevango.org.in/br?bGVvLmxvcGV6QHRIYS50ZXhhcy5nb3Y=T 0% Avira URL Cloud safe
http://https://aadcdn.msauth.net/ests/2.1/content/images/favicon_a_eupayfgghqiai7k9sol6lg2.ico 0% URL Reputation safe
http://https://aadcdn.msauth.net/ests/2.1/content/images/favicon_a_eupayfgghqiai7k9sol6lg2.ico 0% URL Reputation safe
http://https://aadcdn.msauth.net/ests/2.1/content/images/favicon_a_eupayfgghqiai7k9sol6lg2.ico 0% URL Reputation safe
http://www.leo.lopez.sakshamsevango.org.in/br/?bGVvLmxvcGVEQHRIYS50ZXhhcy5nb3Y=2 0% Avira URL Cloud safe
http://www.leo.lopez.sakshamsevango.org.in 0% Avira URL Cloud safe
http://https://acctcdn.msauth.net/knockout_old_GJ62c6DIR5HUKFdkoO8XYw2.js?v=1 0% Avira URL Cloud safe
http://https://aadcdn.msauth.net/ests/2.1/content/images/favicon_a_eupayfgghqiai7k9sol6lg2.icoP 0% Avira URL Cloud safe
http://https://acctcdn.msauth.net/jquerypackage_1.10_5V7LAuc3bNAQx2QQfrIRPw2 js?v=1 0% URL Reputation safe
http://https://acctcdn.msauth.net/jquerypackage_1.10_5V7LAuc3bNAQx2QQfrIRPw2 js?v=1 0% URL Reputation safe
http://https://acctcdn.msauth.net/jquerypackage_1.10_5V7LAuc3bNAQx2QQfrIRPw2 js?v=1 0% URL Reputation safe
http://https://acctcdn.msauth.net/accountcorepackage_YD-Y5A3nlj0ms1Ks9fXUBA2 js?v=1 0% Avira URL Cloud safe
http://https://acctcdn.msauth.net/bootstrap_3.3.0_B68S-_daR6nLiLVZsh4XiA2.js?v=1 0% URL Reputation safe
http://https://acctcdn.msauth.net/bootstrap_3.3.0_B68S-_daR6nLILVZsh4XiA2.js?v=1 0% URL Reputation safe
http://https://acctcdn.msauth.net/bootstrap_3.3.0_B68S-_daR6nLiLVZsh4XiA2.js?v=1 0% URL Reputation safe
http://www.leo.lopez.sakshamsevango.org.in/br/?bGVvLmxvcGV6QHRIYS50ZXhhcy5nb3Y= 0% Avira URL Cloud safe
http://https://www.australiabondcleaning.com.au/.well-known/login.php?ss=2& 0% Avira URL Cloud safe
http://www.leo.lopez.sakshamsevango.org.in/br/?bGVvLmxvcGVEQHRIYS50ZXhhcy5nb3Y=P 0% Avira URL Cloud safe
http://www.leo.lopez.sakshamsevango.org.in/br?bGVvLmxvcGV6QHRIYS50ZXhhcy5nb3Y=Sign 0% Avira URL Cloud safe
http:ifhttps://acctcdn.msauth.net/ 0% Avira URL Cloud  safe
http://https://www.australiabondcleaning.com.au2 0% Avira URL Cloud safe
http:ifhttps://aadcdn.msauthimages.net 0% Avira URL Cloud safe
http:if https://acctcdn.msauth.net/wlivepackagefull_2169QIWB52Tqgm3jo5_AUA2.js?v=1 0% Avira URL Cloud safe
http:if https://www.australiabondcleaning.com.au/.well-known/? 0% Avira URL Cloud safe
ss=2&email=bGVvLmxvcGV6QHRIYS50ZXhhcy5nb3Y=Sig

http://www.leo.lopez.sakshamsevango.org.in/br?bGVvLmxvecGV6QHRIYS50ZXhhcy5nb3Y= 0% Avira URL Cloud safe
http://https://acctcdn.msauth.net/images/favicon.ico?v=2 0% URL Reputation safe
http://https://acctcdn.msauth.net/images/favicon.ico?v=2 0% URL Reputation safe
http://https://acctcdn.msauth.net/images/favicon.ico?v=2 0% URL Reputation safe
http://https://aadcdn.msauth.net 0% URL Reputation safe
http://https://aadcdn.msauth.net 0% URL Reputation safe
http://https://aadcdn.msauth.net 0% URL Reputation safe
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Source

http://https://Iwww.australiabondcleaning.com.au/.well-known/login.php?
$5=2&#bGVvLMxvcGV6QHRIYS50ZXhhcy5nb3Y

Domains and IPs

Contacted Domains

Name P Active
snilgl.wpc.alphacdn.net 152.199.21.175 true
australiabondcleaning.com.au 43.250.140.39 true
HHN-efz.ms-acdc.office.com 40.101.137.82 true
€s1025.wpc.upsiloncdn.net 152.199.23.72 true
ghs.googlehosted.com 142.250.180.243 true
googlehosted.l.googleusercontent.com 142.250.180.225 true
www.leo.lopez.sakshamsevango.org.in 216.10.243.103 true
www.office.com unknown unknown
rd.res.office365.com unknown unknown
aadcdn.msauth.net unknown unknown
assets.onestore.ms unknown unknown
account.live.com unknown unknown
ajax.aspnetcdn.com unknown unknown
acctcdn.msauth.net unknown unknown
outlook.office365.com unknown unknown
client.hip.live.com unknown unknown
passwordreset.microsoftonline.com unknown unknown
aadcdn.msauthimages.net unknown unknown
clients2.googleusercontent.com unknown unknown
scu.client.hip.live.com unknown unknown
code.jquery.com unknown unknown
www.australiabondcleaning.com.au unknown unknown
list-manage.aglel.cc unknown unknown
acctcdn.msftauth.net unknown unknown
Contacted URLs

Name Malicious

http:i/https://iwww.office.com/prefetch/prefetch false

http:ifhttps://passwordreset.microsoftonline.com/? false
ru=https%3a%2f%2flogin.microsoftonline.com%2fcommon%2freprocess%3fctx%3drQIIAYWS
02_TUABG46RNHOMpCAESUIUKBOTK5NIXj70ICT8Sp4kT14mT1BFSFL8SO341durGAzNjJ4
ayMVYwwIT6D-JUGXViQkwlCQkx0f4Clk8633rO-
gpVgiVQAKSLWANbfUxAghzROoMylwqiBIMBAETgFApJSEECYCYJ40z0-
ubLk1cfr943xLeXxrMv-StwhmxNkiSKd8vINE1LoWO7hlUyQr_sjQLTCcafEeQSQb4jyGl-
2QpQkTvLxxSksZ0dQDMAXACIgYIzeXcll_1NFdJBol5aflAaJIBSqrnaC6baG7L0_Cqg28oUUlar
U1msLFqqQTQzJdHUIgM5ADQzDUj9PWIgVKE_gadlWjoQ2u5AGHf87dkdp5M8JsJZ05m_cq
v2eHMHOZhnIwW3uQP60ToNoei01EFfOCyrhdg42goHmViTTIQUpsuaDrSiYNYbfPGHIug9a4
41EIZSIpHRzOMVXuSPgaVTE77vm4e18eNiO3NzERXycjsuKZtMpYrqtzUttriflDrs3NOUWmgaV
usy9Wu74mEjqlTz8d1ZsZJUtTgjuUDs88y-6jepul-
nMYeQxyLkcKiOxWhzx3UmirhdHncaxBGV-dNRbFsKUTZdIhNDZjZ8DiLWShjZKLQknY0z9p-
A9SVoLOQx2qmeXIvVaeZ3ZMXcM5HI67RodEAHTYzjwQ1_ABvsJI8KxWuZfhhcFDbCyAoccz
uahbbjWd8KD-
PEiiZWkDpeHAYvvDAWWOAFLW70Xy4hP5burRY3Cw9y27kndOFhd3V1fTN3Q3-
WKHfL1yOxzBahP_rAnt_fL278_Z27WC4fjg1P163uqOZONc4dE_tdJYisiOdHIBXZoEscliw2o_G
HzefOLnZSREBKXYVi7T1h2KgoHZVtCWxbwlfgZ7HweiV3vvafOv8B0&mkt=en-
GB&hosted=0&device_platform=Windows+10

Copyright Joe Security LLC 2021

Detection Scanner

0% Avira URL Cloud

Malicious Antivirus Detection
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false

false

Antivirus Detection

Link

Reputation
unknown
unknown
high
unknown
unknown
high
unknown
high

high
unknown
unknown
high

high
unknown
high

high

high
unknown
high

high

high
unknown
unknown

unknown

Reputation

high
high
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Name

http://https://passwordreset.microsoftonline.com/?
ru=https%3a%2f%2flogin.microsoftonline.com%2fcommon%?2freprocess%3fctx%3drQIIAYWS
02_TUABG46RNHOMpCAESUIUKBOTK5NrXj70ICT8Sp4kT14mT1BFSFL8S0O341durGAzNjJ4
ayMVYwwIT6D-jUGXViQkwICQkx0f4Clk8633rO-
gpVgiVQAKSLWANbfUxAghzROoMylwqiBIMBAETgFAPJSEECYCYJ40zO-
ubLk1cfr943xLeXxrMv-StwhmxNkiSKd8VINE1LoWO07hlUyQr_sjQLTCcafEeQSQb4jyGl-
2QpQkTvLxxSksZ0dQDMAhxACIigYlzeXcll_1NFdJBol5aflAaJIBSqrnaC6baG7L0_Cq28oUUlar
U1lmsLFqqQTQzJdHUIgM5ADQzDUj9PWIgVK6E_ga9lWjoQ2u5AGHIf87dkdp5M8JsJZ05m_cq
v2eHMHOZhnJwW3uQP60ToNoei01EFfOCyrhdg42goHmViTTIQUpsuaDrSiYNYbfPGHIug9a4
4|EIZSIpHRzOMVXuSPgaVTE77vm4e18eNiO3NzERXycjsuKZtMpYrqtzUttriflDrs3NOUWmgaV
usy9Wu74mEjqiTz8d1ZsZJUtTgjuUDs88y-6jepul-
nMYeQxyLkcKiOxWhzx3UmirhdHncaxBGV-dNRbFsKuTZdIhNDZjZ8DiLWShjZKLQknY0z9p-
A9SVoLOQx2gmcXIvVaeZ3ZMXcM5HI67RodEdHTYzjwQ1_ABvsJI8KxWuZfhhcFDbCyAoccz
uahbbjWd8KD-
PEiiZWkDpeHAYvwDAWWOAFLW70Xy4hP5burRY3Cw9y27kndOFhd3V1fTN3Q3-
WkKHfL1yOxzBahP_rAnt_fL278_Z27WC4fjglP163uqOZ0Nc4dE_tJJYisiOdHIBXZoEscliW2o_G
HzefOLNZSRE6KXYVi7T1h2KqoHZVtCWxbwlfgZzH_eiV3vvafOv8B0&mkt=en-
GB&hosted=0&device_platform=Windows+10

http://https://account.live.com/resetpassword.aspx
http://www.leo.lopez.sakshamsevango.org.in/br/?bGVvLmxvcGV6QHRIYS50ZXhhcy5nb3Y=
http://www.leo.lopez.sakshamsevango.org.in/br?bGVvLmxvcGV6QHRIYS50ZXhhcy5nb3Y=
http://https://outlook.office365.com/owa/prefetch.aspx

URLs from Memory and Binaries

Contacted IPs

Public
P Domain Country Flag
40.101.137.82 HHN-efz.ms- United States S

acdc.office.com

142.250.180.225 googlehosted.l.googleuser United States =
content.com

43.250.140.39 australiabondcleaning.com Australia o
.au

142.250.180.243 ghs.googlehosted.com United States =

152.199.23.72 ¢s1025.wpc.upsiloncdn.net United States =

239.255.255.250 unknown Reserved i

216.10.243.103 www.leo.lopez.sakshamse  India ==
vango.org.in

152.199.21.175 snilgl.wpc.alphacdn.net United States =

Private

P
192.168.2.1
192.168.2.7
192.168.2.3
192.168.2.5
127.0.0.1

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Cookbook file name:

Copyright Joe Security LLC 2021

Malicious

false

false
false
false

false

Antivirus Detection

e Avira URL Cloud: safe
e Avira URL Cloud: safe

ASN
8075

15169

45638

15169

15133

unknown

394695

15133

Reputation
high
high
unknown
unknown
high
ASN Name Malicious
MICROSOFT-CORP-MSN- false
AS-BLOCKUS
GOOGLEUS false
SYNERGYWHOLESALE- false
APSYNERGYWHOLESALE
PTYLTDAU
GOOGLEUS false
EDGECASTUS false
unknown false
PUBLIC-DOMAIN- false
REGISTRYUS
EDGECASTUS false

32.0.0 Black Diamond
433426

11.06.2021

19:41:08

CloudBasic

Oh 6m 2s

false

light

browseurl.jbs
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Sample URL:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Copyright Joe Security LLC 2021

http:// https://list-manage.aglel.cc/click?u=www.leo.lope
z.sakshamsevango.org.in/br?bGVvLmxvcGV6QHRIY S5
0ZXhhcy5nb3Y=

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

7
0
0
0
0

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

e o o o

default

Timeout

MAL
mal68.phis.win@40/218@22/13

e Adjust boot time

e Enable AMSI

e Browse: https://passwordreset.
microsoftonline.com/?ru=https%
3a%2f%2flogin.microsoftonline.
com%?2fcommon%2freprocess%3fctx
%3drQIIAYWSO2_TUABG46RNHOMpCAE
SUIUKBOTK5NrXj70lCT8Sp4kT14mT1
BFSFL8S0341durGAzNjJ4ayMVYwwIT6D-
JUGXViQkwICQkx0f4Clk8633rO-
gpVgiVQAKSLWANbfUxAghzROoMylwg
iBIMBAETgFApPJSEECYCYJ40zO-ubLk
1cfr943xLeXxrMv-StwhmxNkiSKd8v
INE1LoWO7hIUyQr_sjQLTCcafEeQSQb4jyGl-
2QpQkTvLxxSksZOdQDMAhxA
CigYlzeXcll_1NFdJBol5aflAaJIBS
grnaC6baG7L0_Cqg28oUUlarUlmsLFq
qQTQzJdHUIgM5ADQzDUjOPWIGVK6_g
a9IWjoQ2u5AGHNf87dkdp5M8JsJZ05
m_cqv2eHMHO0ZhnJwW3uQP60ToNoei0
1EFfOCyrhdg42goHmViTTJQUpsuaDr
SiYNYbfPGHIug9a44IEIZSIpHRzOmV
XuSPgaVTE77vm4e18eNiO3NzERXycj
suKZtMpYrqtzUttrjfIDrs3NOUWmga
Vusy9Wu74mEjqlTz8d1ZsZJUtTgjuUDs88y-6jepul-
nMYeQxyLkcKiOxWhzx3UmirhdHncaxBGV-
dNRbFsKuTZdIhNDZjZ8DiLWShjZKLQknY0z9p-
A9SVoLOQx2gmcXlvVaeZ3ZMXcM5HI67RodE
dHTYZjwQ1_ABvsJ8KxWuZfhhcFDbCy
AocczuahbbjWd8KD-PEiiZWkDpeHAY
vDAWWOATLW70Xy4hP5burRY3Cw9y2
7kndOFhd3V1fTN3Q3-WkHfL1yOxzBa
hP_rAnt_fL278_Z27WC4fijg1P163uq
OZONc4dE_tJJYisiOdHIBXZoEscliW
20_GHzefOLNZSREGBKXYVi7T1h2KqoH
ZVtCWxbwlfgZ7HweiV3vvafOv8B0&amp;mki=en-
GB&amp;hosted=0&amp;
device_platform=Windows+10

Browse: https://passwordreset.
microsoftonline.com/?ru=https%
3a%2f%2flogin.microsoftonline.
com%?2fcommon9%2freprocess%3fctx
%3drQIIAYWSO2_TUABG46RNHOMpCAE
SUIUKBOTK5NrXj70lCT8Sp4kT14mT1
BFSFL8S0341durGAzNjJ4ayMVYwwIT6D-
JUGXViQkwICQkx0f4CIk8633rO-
gpVgiVQAKSLWANbfUxAghzROoMylwq
iBIMBJETgFApPJSEECYCYJ40zO-ubLk
1cfr943xLeXxrMv-StwhmxNkiSKd8v
INE1LoWO7hIUyQr_sjQLTCcafEeQSQb4jyGl-
2QpQKTvLXxxSksZ0dQDMAhXA
CigYlzeXcll_1NFdJBol5aflAaJIBS
grnaC6baG7L0_Cq28oUUlarUlmsLFq
qQTQzJIdHUIGM5ADQzDUj9PWIgVK6_g
a9IWjoQ2u5AGHhf87dkdp5M8JsJZ05
m_cqv2eHMHO0ZhnJwW3uQP60ToNoei0
1EFfOCyrhdg42goHmViTTIQUpsuaDr
SiYNYbfPGHIug9a44IEIZSIpHRzOmMV
XuSPgaVTE77vm4e18eNiO3NzERXycj
suKZtMpYrqtzUttrjfiIDrs3NOUWmMga
Vusy9Wu74mEjqlTz8d1ZsZJUtTgjuUDs88y-6jepul-
nMYeQxyLkcKiOxWhzx3UmirhdHncaxBGV-
dNRbFsKuTZdIhNDZjZ8DiLWShjZKLQknY0z9p-
A9SVoLOQx2gmeXIvVaeZ3ZMXcM5HI67RodE
dHTYzjwQ1_ABvsJ8KxWuzfhhcFDbCy
AocczuahbbjWd8KD-PEiiZWkDpeHAY

Page 10 of 48

.



Warnings:

Simulations

Behavior and APIs

Time Type
19:42:10 API Interceptor

Joe Sandbox View | Context

IPs
No context
Domains

No context

Copyright Joe Security LLC 2021

1x Sleep call for process: chrome.exe modified

3 . .

3

e o o o o

VWDAWWOAFLW70Xy4hP5burRY3Cw9y2
7kndOFhd3V1fTN3Q3-WkHfL1yOxzBa
hP_rAnt_fL278_Z27WC4fjg1P163uq
OZONc4dE_tJJYisiOdHIBXZoEscliw
20_GHzefOLnZSRE6KxYvi7T1h2KqoH
ZVtCWxbwlfgZzH_eiV3vvafOv8B0&amp;mki=en-
GB&amp;hosted=0&amp;
device_platform=Windows+10

Browse: https://www.microsoft.com/en-
GB/servicesagreement/

Browse: https://privacy.microsoft.com/en-
GB/privacystatement

Browse: https://account.live.c
om/resetpassword.aspx

Browse: https://passwordreset.
microsoftonline.com/?ru=https%
3a%2f%2flogin.microsoftonline.
com%?2fcommon%2freprocess%3fctx
%3drQIIAYWSO2_TUABG46RNHOMpCAE
SUIUKBOTK5NrXj70lCT8Sp4kT14mT1
BFSFL8S0341durGAzNjJ4ayMVYwwIT6D-
JUGXViIQkwICQkx0f4CIk8633rO-
gpVgiVQAkSLWANbfUxAghzROoMylwq
iBIMBAETgFApJSEECYCYJ40zO-ubLk
1cfr943xLeXxrMv-StwhmxNkiSKd8v
INE1LoWO7hlUyQr_sjQLTCcafEeQSQb4jyGl-
2QpQKTvLXxSksZ0dQDMAhXA
CigYlzeXcll_1NFdJBol5aflAaJIBS
grnaC6baG7L0_Cq28oUUlarUlmsLFq
qQTQzJdHUIgM5ADQzDUjOPWIGVK6_g
a9IWjoQ2u5AGHNf87dkdp5M8JsJZ05
m_cqv2eHMHO0ZhnJwW3uQP60ToNoei0
1EFfOCyrhdg42goHmViTTIQUpsuaDr
SiYNYbfPGHIug9a44IEIZSIpHRzOmV
XuSPgaVTE77vm4e18eNiO3NzERXycj
suKZtMpYrqtzUttrjflDrs3NOUWmga
Vusy9Wu74mEjqlTz8d1ZsZJUtTgjuUDs88y-6jepul-
nMYeQxyLkcKiOxWhzx3UmirhdHncaxBGV-
dNRbFsKuTZdIhNDZjZ8DiLWShjZKLQknY0z9p-
A9SVoLOQx2gmceXIvVaeZ3ZMXcM5HI67RodE
dHTYZzjwQ1_ABvsJI8KxWuZfhhcFDbCy
AocczuahbbjWd8KD-PEiiZWkDpeHAY
vwDAWWOATLW70Xy4hP5burRY3Cw9y2
7kndOFhd3V1fTN3Q3-WkHfL1yOxzBa
hP_rAnt_fL278_Z27WC4fijg1P163uq
OZONc4dE_tJJYisiOdHIBXZoEscliW
20_GHzefOLNZSREBKxYVi7T1h2KgoH
ZVtCWxbwlfgZ7HweiV3vvafOv8B0&amp;mki=en-
GB&amp;hosted=0&amp;
device_platform=Windows+10

Browse: ")

Browse: ")

Browse: "

Browse: true

Browse: "

Show All
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ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created |/ dropped Files

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\77EC63BDA74BD0D0E0426DC8F8008506 E

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Microsoft Cabinet archive data, 60080 bytes, 1 file

Category: dropped

Size (bytes): 60080

Entropy (8bit):  7.995256720209506

Encrypted: true

SSDEEP: 768:078wIEbt8Rc7GHyP7zpxeiB9jTs6cX8ENCIXVbFYYDceSKZyhRhbzfgtEnz9BPNZ:ABRc7GHyhUHsVNPOIhbz2ESBPNiUu+g4

MD5: 6045BACCF49E1EBAOE674945311A06E6

SHA1L: 379C6234849EECEDE26FAD192C2EES9E0F0221CB

SHA-256: 65830A65CB913BEE83258E4AC3E140FAF131E7EB084D39F7020C7ACC825B0A58

SHA-512: DA32AF6A730884E73956E4EB6BFF61A1326B3EF8BA0A213B5B4AAD6DE4FBD471B3550B6AC2110F1D0B2091E33C70D44E498F897376F8E1998B1D2AFAC789AB
EB

Malicious: false

Reputation: low

Preview:
MSCF............ Jrerr e Lo doons R9b .authroot.stl.3..).4..CK..8T....c_.d....AK..M$[v.4.)7-.%.QIR..$t)Kd.-[.. T\{..ne....{.<....... Ab.<.X...sh...e......

LE..g...>uvtlllxe......C..?....P0$.Y..?u....Z0.g3.>W0&.y.(....]. >... ..R.q.wg*X
.}%.C<tDX5\s._..I..*..nb....GCQ.V..r..Y............ q..0.V)Tu>.Z..r
3.9..°D..ei...y...,.5...aSs" . W...d...t.J. ]....'ud..d]7..=e....[R!:..

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDODOE0426DC8F8008506

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

328

3.126375064919111

false
6:kKS0e8N+SkQIPIEGYRMY9z+4KIDA3RUeWIK1IMMx:D8kPIE99SNXAhUe30Mx
39BB82822AC1CAEAOB9414184EF94D08
31BFD923392407A8C3658B5C135C081C8A8A24DA
E15AD74EO0DA09AB67BE2D384CB21F967A581E68FE130014190C3BF4A97552A27
4DF4492A0F81D21E30D55BECA12A4F75C9565A95E05985403C360FABI8BBC4A5650FE69F79A8480CE34B80828A16CBCA347088758F8EEBBBC8858EDB81FDBB!

Peeer e B (e L& h.ttp..//ctldl.window.s.up.date..com/ms.dow.n.lo.ad/up.date/v.3./
s.tatic/trustedr/en/authro.otstl.cab.."0.9.0.e.6.cfe3.4.cd7.1.:0.".

C:\Users\user\AppData\Local\Google\Chrome\User Data\0501df76-b361-4a0d-a5f7-973b0bfe6765.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

164056

6.050065772290559

false
3072:40Xhf7ayQUqFqrrclPMg+/1B85IFchbXaflBOu1lGOJmAS3iuRI:RRjasqFEg31m9agfllUOoSiuRI
7788E4BO9E1CA44AAODF89603180C299
3B2F193B01EBC732D316558FAB6ESCAC5E338469
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C:\Users\user\AppData\Local\Google\Chrome\User Data\0501df76-b361-4a0d-a5f7-973b0bfe6765.tmp

SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

608C404548B94CA744EFBA3D88219E3C39CB98D7FIALC5FCE1897EAA331DIEG3

EC2D6C22A5699534E7721179A6A9A0D977AD7DCC2E26F91B8766C814D6C6AAF2B82FB4E001A6CCCD579ADB6F2E6CE384537ACD7EBCED11FDC78EFB2C9217
428

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.623433327846222e+12,"network":1.623433329e+12,"ticks":310252858.0,"uncertainty":4689003.0}},"0s_crypt":{"encrypted_key":
"RFBBUEKBAAAAOQIlyd3wEVORGMegDAT8KX6WEAAABaHIwIoHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT48ZMIULZzXX60EUPPIYBIjSIOIL
GeiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEkmgbufgFUSmMOzx4cW7Aup7spgps4DvgbPrwR
gUGQSpRZvQkbO+yVH56WFIzMTtOAAAAAYRWtY xjf7/AqYrFroJZ6kbTiUt0/2PKkCw7ntLtbN2qrad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},"password_
manager":{"os_password_blank":true,"os_password_last_changed":"13245922716010248"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\luser\AppData\Local\Google\Chrome\User Data\l11ad4e9ec-dcb9-4579-a2d6-3da61fb7a126.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

172530

6.079898867325685

false
3072:HWR0Xhf7ayQUqFqrrcIPMqg+/1B85IFcbXaflBOU1GOJIMA3iuRl:QWRjasqFEg31m9aqfllUOoSiuRI
586AD44D46130A407BA0F6B7FABA18E4

4EDDB1BECB124DC6EE5A83B4D36B694EE04F22D5
9FC4FEFD47D8ESEBAS64E79F222B2F664C5B64DFC57FCOBC7D10A3E62E744CAD
6383B4E3CD87FCF6BC4A4E4F8404C866B8530867FB095CE51D8E12D22CE35E93D205D99D0788E12BF9D46B0E1BI80404C79A8507410D1E7526E61BF064BA90C
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.623433327846222e+12,"network":1.623433329e+12,"ticks":310252858.0,"uncertainty":4689003.0}},"0s_crypt":{"encrypted_key":
"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIWIOHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOTAI8ZMIULzXX60EUPPIYBISIOIL
GeiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEKkmgbufgFUSmMOzx4cW7Aup7spgps4DvgbPrwR
gUGQSpRZvQkbO+yVH56 WF9zMTtOAAAAAYRWLY xjf7/AqYrFr0JZ6kbTiUto/2PKKCw7ntLtbN2grad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},"password_
manager":{"os_password_blank":true,"os_password_last_changed":"13245922715401452"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\luser\AppData\Local\Google\Chrome\User Data\2e9496c3-9951-4076-909b-efa9dc9a6ba4d.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

95428

3.7503448996727493

false

384:VHHA0CVrSBelVtPOLNIrBVEg3716 THOHGVyr9iEixr2q+drZEm9xrxy4w070geYw:5q0J5milnkeXuwaYvHyOKmIwtG
10FA75F01AF5D1B72A5670A5975711EF

C358F4838770FA4C1F5228D9BEF57F4AA6D903C4
FA43437E087DOCA1CDD03500FE8F7BC95B38ED083A4CF693F5A1963A9DF5F3F6E
61F982986406731554067ABDF210188626C476B548A1BE8395EBOA918D190876875FAF6C886EE04BC417A57E08BBC179429979BD75478C238357545F4D435B2F
false

low

dovn*.CLVP.R.O.G.RA~1\M.IC.R.O.S.~.1\0fficel6\GC.RO.0O.VEEX.D.LL.P.L...%.pro.gramfiles%.\m.icro.s.oft .officelofficel6b\..
...g.ro.ov.eex..dll..Micros.oft .Offic.e. .2.0.1.6..*..Mic.r.o.s.0.ft .O.n.eD.r.iv.e. for. Bus.iness. Exte.ns.io.ns...16..0..4.711..10.0.0...*
..C.\\P.R.O.G.RA~1\M.IC.R.O.S.~1\0Officel6)\GC.RO.OV.EEX.DLL..M.icros.o.ft .Corp.oratio.n..<8D..C.:\P.ro.gram. .F.iles\C.o.mm.o.n
.F.iles\M..c.ros.0ft .Shared\O.FF.ICE.1l6\ms.os.hext.dlLl.@...U..%.c.omm.o.np.r.o.gramfiles%.\m.icro.s.o.ft shared\officel6b\...
.m.s.o.s.hext..dll..Micro.s.o.ft Offic.e.)..Micros.oft .Office..Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1....D..C..\.P.r.o
.g.ram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\522efdb9-21b2-421e-a05e-721589dbb363.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

172530

6.079901440693811

false
3072:H/RwXhf7ayQUqgFqrrcIPMqg+/1B85IFcbXaflIBOu1GOJmASiuRI:fiRjasqFEg31m9aqfllUO0SIuRI
DBC3AFCEOD7B2ECOFF58E706AAE21C10
C75F49348D38137459C4466CE26BACB232E6E40D
2DEFC46D08DC3ABA09238FF1FE2775D98409E4A4796634CD37BEE80103F12F37

Copyright Joe Security LLC 2021 Page 13 of 48



C:\Users\user\AppData\Local\Google\Chrome\User Data\522efdb9-21b2-421e-a05e-721589dbb363.tmp

SHA-512:
Malicious:
Reputation:

Preview:

8E9922557B4733FDF6A1D3C43663659028F603D09FC08369F5C746BCBF2DDA252819DB65785436FF26B39B0998209288458B354D4692033A20C3F685F81FA593
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.623433327846222e+12,"network":1.623433329e+12,"ticks":310252858.0,"uncertainty":4689003.0}},"0s_crypt":{"encrypted_key":
"RFBBUEKBAAAAOQlyd3wEVORGMegDAT8KX6WEAAABaHIWIoHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT48ZMIULZXX60EUPPIYBISIOIL
GeiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEkmgbufgFUSmMOzx4cW7Aup7spgps4DvgbPrwR
gUGQSpRZvQkbO+yVH56WFIzMTtOAAAAAYRWtY xjf7/AqYrFrO0JZ6kbTiUt0/2PKkCw7ntLtbN2qgrad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},"password_
manager":{"os_password_blank":true,"os_password_last_changed":"13245922715401452"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\luser\AppData\Local\Google\Chrome\User Data\6615a104-cf27-467b-a198-95¢501166212.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

172530

6.079898048512382

false
3072:HoRUXhf7ayQUqFqrrcIPMg+/1B85IFcbXaflBOU1GOJmA3iuRI:luRjasqFEg31m9agfllUO0SiuRlI
E1B6FE029CFF86FB15A7A46519B2558C

05730E47EA61563E7ACE038ACC75B1412D9C605E
7E4CFF2E31D50B05DF6C240D1E453A9C28FEOE64F7464AA03A02965BD7BA9177
21A6F7B4C258347357167B9D1573666BF934163211DDAF7F596140ED751BF11E30FFAB2EFCBOF68AD8D0219570EA38F2477A8A453FC4F31E1CDF00D00C4C226¢
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.623433327846222e+12,"network":1.623433329e+12,"ticks":310252858.0,"uncertainty":4689003.0}},"0s_crypt":{"encrypted_key":
"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIWIOHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT4AI8ZMIULzXX60EUPPIYBISIOIL
GeiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEKkmgbufgFUSmMOzx4cW7Aup7spgps4DvgbPrwR
gUGqSpRZvQkbO+yVH56WF9zMTtOAAAAAYRWtY Xjf7/AqYrFr0JZ6kbTiUt0o/2PKkCw7ntLtbN2grad713MeL4iNGDFgqRIhWgsbh/6w0gJzQxAfL6rdzxi"},"password_
manager":{"os_password_blank":true,"os_password_last_changed":"13245922715401452"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\luser\AppData\Local\Google\Chrome\User Data\67735183-2479-4dba-bd01-82d1b41d0e3c.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

modified

164056

6.050065772290559

false
3072:40Xhf7ayQUqFqrrclPMq+/1B85IFcbXaflBOU1GOJmASIiuRI:RRjasqFEg31m9aqfllUOoSIuRI
7788E4BO9E1CA44AAO0DF89603180C299
3B2F193B01EBC732D316558FAB6ESCAC5E338469
608C404548B94CA744EFBA3D88219E3C39CB98D7FIALC5FCE1897EAA331DIEG3

EC2D6C22A5699534E7721179A6A9A0D977AD7DCC2E26F91B8766C814D6C6AAF2B82FBAE001A6CCCD579ADB6F2E6CE384537ACD7EBCED11FDC78EFB2C9217
428

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.623433327846222e+12,"network":1.623433329e+12,"ticks":310252858.0,"uncertainty":4689003.0}},"0os_crypt":{"encrypted_key":
"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIWIOHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOTAI8ZMIULzXX60EUPPIYBISIOIL
GeiMKIilFIZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszP ZbindD+KU20sh507HSmDPpFnuCDMAAAAGEKkmabufgFUSmMOzx4cW7Aup7spgps4DvgbPrwR
gUGQSpRZvQkbO+yVH56WFIzMTtOAAAAAYRWLY xjf7/AQYrFroJZ6kbTiUt0/2PKkCw7ntLtbN2qgrad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},"password_
manager":{"os_password_blank":true,"os_password_last_changed":"13245922716010248"},"plugins":{"metadata":{"adobe-flash-player":{"d

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

120

3.3041625260016576

false

3:FkXwgs0oRL6twgs0oRL6twgsOoRLN:+taRL+taRL+taRLN
E6C1693D9F0F6B6E878D098FBFD4C92A
D9D2708143B4A3BA5D14DFED59DCB6B88DF172D9
E9DA6B8F6549D084D8740EB4C25755989B057EBF4F36B5E526F34DFFAB7500CF
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

SHA-512:

Malicious:
Reputation:

Preview:

19B28BFE66708B294AB033C2F87D219E1C29D4F9363AC92E89B9406F6E2ACB13AD5DF73DD7E163D1ADECOAF89C42DA112AE153EB23378EC29302F91192B7C5
9

false

SAPC....coviiirne UO..E.D.Q.0...sdPC......c.cccerune UO..E.D.Q.0...sdPC........cccoerunne UO..E.D.Q.0....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\2dda344b-3aae-4748-a746-802fe5bbc0Ob1.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3:LiL

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8C727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCO9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F2¢
F21

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\39045de3-6310-467a-a3b4-436f6cd96dbd.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22602

5.536200349177714

false
384:/xUt+LISRXp51kXKf/pUZNCgVLH2HDUrUzZHGENZ1D6dtHGALO7:ZLljp51kXqKf/pUZNCgVLH2HforUTGEh
E7A55FC6EA72DA74BCB4FCBFCC9OEODSF

F719A20F2C3904C3E6CAGDDB0A32CAA4AOFOSAB6
8C55CE15A235EC3C551F10704C27C1FDD26581972065C5455A5ABA0E3E5S7FCEQ
30EDO60ABA23603AC3E9E945CB7BDDA4AE44647EC84A611AEFD6938892F32926A5320CC842D6053100E26C3F617ECE07928C996A852D0D5079AD1C199F4AAS81
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management”,"system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13267906922714667" "location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description”:"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wWR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\3c7c14e5-c815-4e98-955d-484ff39c9d95.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

6012

5.17285090331134

false
96:nFL/I2RHGpNxyuoLIVASkOJCRRWL8ZkxS1VbOTIVuHN:nFLg2RHGRYI+h4RYwkAt
43D4D905313CDA8023B73590B3E78582
E1F16AA97339F29C663E53A5FD98C3DBA792A38E
61FF9BE3AACS5869CFFFD72B3793402EB73B712A3800BC5FD401D62CB0677913D

FAE4326F9EFF2E7B1B7B0677E540C24CED441280FE214690C8D0C3C4BCAFFAE96CF28188279D9612E2385F9D2829DB61AB23DF5966BDA2745D8BEESAA1330C
2

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\3c7c14e5-c815-4e98-955d-484ff39c9d95.tmp

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13267906923044276","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0" "o"," "o","o","o","0","0","0","0","0","0"
,'o","o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0", 0","0 2042016"),"daily_recei

0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\49194089-12e9-4067-9855-1e5bf754d56¢.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

3473

4.884897250513757

false
96:6FGX0G70GhIGpyGzRDYLIEHYDBKGzUGaCGjHGESHG/OG6mhd:6Fe0i0sllyGzRDYLIEHYDBKSUpCQHrSa
A1CDBCB88F8B4CC8D10212775766B42CF

895505AE442DC20942D1D7A5094B01E3DCE208F4
AFB41143BF853D6784565FA685200B22EC79DFE2A846E8C774C1D4CBD5A9C82D

E12E2260702115347A053A6A323732901D440C5D391041AFD7920FCEF6ACS53BF2C6376E0651F4A6BBB2A6F8DFED7C56BADSEA7131C85A8B5B676C9CAA71F1D:
F

false

low

"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248516607497410","port":443,"protocol_str":"quic"}],"isolation":
[,"network_stats":{"srtt":27387},"server":"https://www.gstatic.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324851660
7334226","port":443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":34287},"server":"https://ssl.gstatic.com","supports_spdy":true},{"alternative_service":[{"adverti
sed_versions":[],"expiration":"13248516607463627","port":443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":31787},"server":"https://fonts.gstatic.com","s
upports_spdy":true} {"alternative_service":[{"advertised_versions":[],"expiration":"13248516607318875","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{

"srtt":23359},"server":"https://apis.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\49b072ba-d04a-4ff5-8eb9-7df303b61fc6.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2545

5.590191252861741

false
48:YEUI9U5UT6UUNDVpUBeUyLEUVKUeiYgPeUeZUhQ7331U+alvUCUeUNU4AWUPPUeP:VUIQUSUGUUZVpUBeUyLEUVKUzHPeUQUS
18393BEAC18DFCE9530BEE3DEO57C7EC

C029EAD28B563D0BC554E1270C405E32D7297AD6
E878F4866A01F718D3FC399818070D6EC592266B36818CD1B8A68F6681A200BF

64BB79B3E81E8D8E3541EF4C3196FBAGCICB6BIE6049D45C483FFOE7DD500CA9DE2E27000AD6696DBBEB1CBE7F562CB195696BCD918E9F4ACBEO780B1DEA!
14E

false

low

{"expect_ct"[],"sts":[{"expiry":1654969395.697941,"host":"AVsuOZgBgOwdpKMoxm8zihjgET8kI4XIBbCSMk28RsE=","mode":"force-https","sts_include_subdomains"
‘false,"sts_observed":1623433395.697945},{"expiry":1654969406.196132,"host":"DOBW2hoy2RRjWWDvPgW7xCDsfip0ZHUjP5Pz8YbCyJg=","mode":"force-https","sts_i
nclude_subdomains":true,"sts_observed":1623433406.196138},{"expiry":1632986995.029294,"host":"OuKIWsMW 1dkkbl1X/0i600Y95ZNSWnSoeal XAEYPIv4=","mode":"fo
rce-https”,"sts_include_subdomains™:true,"sts_observed":1601450995.029298} {"expiry":1654969373.220797,"host":"eshUG3qy9xs3Gyg Y kqMTybnfpxfRIn+TIp3UE+d
pVew=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1623433373.220805},{"expiry":1654969395.146391,"host":"e0dnev3n5m4rUz3IgUGIx3
IIwfOkSf/EB+PPIf8u0SI=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1623433395.146397},{"expiry":1654969410.459058, "host":"floM 1ImPh6P+tq
zfGDG2zPDDIHIQfdsBBmXQWf4jgo4=","mode":"force-https","sts_include_subdomains":false,"sts_o

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6c8ab708-f920-488c-984c-281359aa4590.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2546

5.589986448548673

false
48:YEUI9e5Umom6UUhDVpUBeUHUUKUeiYqPeUeZUTJIh331U6DJvUCUelUywUPPUeP:VUI9e5UH7UUZVpUBeUHUUKUZzHPeUQU94
0C108BCCCBA2CCC6D4E125A32692AB3C

98CBCAA91EF8489EC3547E8B43A16A844DCCC5EB
1256E3B38C3B3B24E7A145A65A026066691432740E408739D220E5F224D77549
CAF2B93FC5498D7CEC10865C239AB037055F04DAB8FF65CDEBE619780F3171BCOE4F855436185244826BFF3762A2225D99A8D16EEA16F91313390527E0AFA23E
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6c8ab708-f920-488c-984c-281359aa4590.tmp

Preview:

{"expect_ct":[],"sts":[{"expiry":1654969395.697941,"host":"AVsuOZgBgOwdpKMoxm8zihjgET8kI4XI8bCSMk28RsE=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1623433395.697945},{"expiry":1654969405.02102,"host":"DOBW2hoy2RRjWWDvPgW7xCDsfip0ZHUjP5Pz8YbCyJg=","mode":"force-https","sts_in
clude_subdomains":true,"sts_observed":1623433405.021025},{"expiry":1632986995.029294,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEYPIv4=","mode":"for
ce-https","sts_include_subdomains™:true,"sts_observed":1601450995.029298},{"expiry":1654969373.220797,"host":"eshUG3qy9xs3GygYkgMTybnfpxfRIn+TIp3UE+dp
Véw=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1623433373.220805},{"expiry":1654969395.146391,"host":"e0dnev3n5m4rUz3IguGIx3I
IwfOKSf/EB+PPIf8u0SI=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1623433395.146397},{"expiry":1654969380.237322,"host":"floM1
ImPb6P+tqzfGDG2zPDDIHIQfdsBBmXQWf4jgo4=","mode":"force-https","sts_include_subdomains":false,"sts_ob

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\6d7cc2ea-94ba-4460-8232-bace5164261c.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2380

5.5887343016233375

false
48:Yfuf6UUhDVpUBWUJUUKUeiYgPeUeZUTJIh331U6DJIvUCUelUywUPPUeP:SUIUUZVpUBwWUJUUKUzHPeUQU9h3IU6D6
7567485B2AD73B4AE9C6EEB24425DADA

EFB5687E27F65158D8720AE2EDC1AB43434604D7
7017064CDFBC235518FAD2E1C1A51D58221FBES5AC3EDS5E339E532569488567

605D31EF292DD592BEBA9690FA82C66AEG8E3F3BB756EBCESFB143C2CF78BF80AGFAOB6257BC926EBBD97C4A5AEA11223AC20908D46317A6A169201306655E
B7

false

low

{"expect_ct":[],"sts":[{"expiry":1654969387.919074,"host":"AVsuOZgBgOwdpKMoxm8zihjgET8kI4XI8bCSMk28RsE=","mode":"force-https","sts_include_subdomains"
false,"sts_observed":1623433387.919079} {"expiry":1632986995.029294, "host":"OuKIWsMW 1dkkbl1X/0i600Y 95ZNSWnSoeal XAEY Plv4=","mode":"force-https","sts_i
nclude_subdomains":true,"sts_observed":1601450995.029298} {"expiry":1654969373.220797,"host":"eshUG3qy9xs3GygY kgMTybnfpxfRIn+TIp3UE+dpV6w=","mode":"fo
rce-https”,"sts_include_subdomains":true,"sts_observed":1623433373.220805} {"expiry":1654969390.750038,"host":"e0dnev3n5m4rUz3IguGIx3lIwfOkSf/EB+PPIf8
u0SI=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1623433390.750043},{"expiry":1654969380.237322,"host":"floM1ImPb6P+tqzfGDG2z
PDDIHIQfdsBBmXQWf4jgo4=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1623433380.237327},{"expiry":1632986994.959502,"host":"nAu
qgR4IEWti7SOdT3UHPI6rmZU/Dealm38P2020kgA=","mode":"force-https","sts_include_subdomains":false,"sts_

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\72fad40a-67ce-4a33-93e3-6890c6366c4a.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

1541

5.583588082217342

false
48:YmBUUhKVpU+KUeiYgPeUeZUdJvUCUeswUPPUeP:8UUMVpU+KUzHPeUQUdhUCUgUPPUg
AQ9E6BF2ECD658553C9CCEB039E95829

AEOFF383565072B52B8336804418FFOE206ACD25
FB145D65A1A0BE28BE840AE73B661E995F2F252B5A0E3516E50FA633C68744F8
4DB087B697CB9D288BB73BB1737514DC39F813A12BB323E4F8C5F6D2537BFI9ACF8BB838134A5B5E91F92775177EA4A6518DB5D6B37763B23C66D834232B91D:!
false

low

{"expect_ct":[],"sts":[{"expiry":1632986995.029294,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEYPlv4=","mode":"force-https","sts_include_subdomains"
‘true,"sts_observed":1601450995.029298},{"expiry":1654969335.16054,"host":"eshUG3qy9xs3GygYkgMTybnfpxfRIn+TIp3UE+dpV6w=","mode":"force-https","sts_inc
lude_subdomains™:true,"sts_observed":1623433335.160547},{"expiry":1632986994.959502,"host":"nAuqgR4IEWti7SOdT3UHPI6rmZU/Dealm38P2020kgA=","mode":"forc
e-https","sts_include_subdomains":false,"sts_observed":1601450994.959505},{"expiry":1632987007.31909,"host":"0J7rAWVO0ouCFY J9XrkDiKnAO1SshXJmLJE1SS3V8k
DM=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601451007.319093} {"expiry":1654969334.100896,"host":"0+NBY3xIXogmO/VaXHW6Xq8
XE/WdwWRWHTX7xDnLLLY=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1623433334.100901} {"expiry":1654969333.678822,"host":"3uaBa4
ZmCZBHNd7Qc9BEIMIgTLbI3IAXINX2AUtm46w=","mode":"force-https","sts_include_subdomains":true,"sts_obse

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\84277d50-d269-4904-8d24-25a123a949d7.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

16745

5.577452468221688

false
384:/XUtXLISRXp51kXqKf/pUZNCgVLH2HDUrU9G6dtGAt:SLIjp51kXqKf/pUZNCgVLH2Hforu9//T
E1FB2A27FD474E98AFF0859AF599B61C
5C0169089DOBEEBOD58AB029E6440F5366BA15BA
5F370039F8DDAF7F1B53342DFE3F4FDCCOA2D4EEODEBOEC6F512674C0CCDFD0O3
1362FDA0794699BE2965E1ABCB6796B84F9639570CA0091ADA53B8D7DAB2EAF08939C73A2D98A59286A63917AEE467543D1B8923A7F1576D0BF9768E5B3500BE
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\84277d50-d269-4904-8d24-25a123a949d7.tmp

Preview:

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13267906922714667","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSoAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.234556184130455

false
6:mwpKcBE9+q2Pwkn23iKKdK9RXXTZIFUtpDp8cBEJZmwPDprZ9VkwOwkn23iKKdKT:4cC9+vY5KKk7XT2FUtp+ZJ/PvIV5Jf51
1EF2965964F0FCA841B33B6CCF55D975

058C8E37EA226BA40491E4C3D50030A008061A5D
3C9C213133F2745500F3CB5BBFD0O8F5A6B0O5CA1A9BIC29535F8C773A88D8CI41
C2349F9C2A8C54A0453BB03F52414473D10EF5F8032EE3EC2549C52D91099A230C610714F173A8A4FA2377975CE2483AC18CA300B22F96FCC34C7CC214797B2¢
false

low

2021/06/11-19:42:23.601 19dc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
06/11-19:42:23.607 19dc Recovering log #3.2021/06/11-19:42:23.608 19dc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

318

5.244313366650332

false
6:mwpRWGNI+q2Pwkn23iKKdKyDZIFUtpDpRcQgJZmwPDpRcS9VkwOwkn23iKKdKyX:LWE9+vYf5Kk02FUtpfgd/P59V5If5Kky
26420D9874D88C8CD35BEB386004A298

86E2BAC714310032BD1E7BDA143747385B26C951
5DDE84A58735BD097152F58E80A330947D152D07091DF076851E7B9B2CE01450

131645DEOBAB9102708EF3A90ED9B9397D2E4A2570ED9BCO1D3265FFB5088D2A4574DB5SEC04C0F9189E9BI3FA024C94DBIEDCOA9B46BD8C15A2264546D0516
A

false

low

2021/06/11-19:42:23.589 19dc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/06/11-19
:42:23.595 19dc Recovering log #3.2021/06/11-19:42:23.596 19dc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\00e9eabcObc6d2eb 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1140

4.981520491616877

false
24:5/cjlJaGN4zXk16FHPtI8dwlwUUuzil9EJKuLUKISE/9RLFePpela8:5UwaGQXi60dwlNzLIk+UkeElnePpna8
876CEO5E21CF2D3FA1AGF12FA4FIFE4A

48B1141C4F764B3AA4A3958745C133D31C8141C6
OE3D0B36DA4DD905E26C7E1E90468C7E42ECFBBOD13DD4F34D47ADA88BDB8B02
FAOE88B1DB6329FADA21916EB745D5403BFBA1F7507F721DE71E9F921152DC71C6540A34283982BDF30CC4F0050714433499BE33B1CEC4626E247B3E75926496
false

low

OVecMeiiee _keyhttps://c.s-microsoft.com/en-gb/CMSScripts/script.jsx?k=0502864a-b6ef-2f14-9f8e-267004d3a4e0_c5eal3348-55af-729a-2641-14f0312bacf3_74
2bd11f-3d7¢-9955-3df5-f02b66689699_ch9d43d2-fbae-5b5¢-827f-72166d6b87fc_49488e0d-6ae2-5101-c995-f4d56443b1d8_7dea7b90-4334-c043-b252-9f132d1
9eel9_38aadffb-ddb5-75be-6536-a58628f435f5_e3e65a0a-c133-43e7-571d-2293e03f85e6_c7a4393f-7c9b-39d3-762d-af461a6d6564_4cale9dc-adde-17ba-fOde-
d1d346cb99e2_06310cd8-41c6-3b11-4645-b4884789ed70_5c27e8aa-9347-969e-39ac-37a4de428a8d_d6872b5a-5310-a73c-7ch3-227a3213alc5_be92d794-4118-193f-
9871-58b72092a5ac_64c742e2-b29c-b6cl-fdd9-accf33ec40bd_cf2cecad-3467-a5h3-d095-68958eee6d4c_cec39dd8-f1d3-56f1-abfc-a7db34ff7b46_ec5fa2c9-3950-ff57-
a5c3-1fa77e0db190_d19f9592-65df-bcc9-e30e-439b875¢3381_76a3d06f-f11f-77ef-9bfd-6227ba750200_5elcaad5-461c-3b04-f88b-8cd50af16db5_c2dceda8-20b4-7d3f-
13b6-9cac67d7df17_914fadlb-cc86-d3b0-4el5-2fdfa357bcc7_40c6c884-dabe-7c2c-081f-4a7dfe7c7245_ae79ba96-1a9d-debd-a5b1-f306
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\05711a550dadec40 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

2934

5.504708735853742

false
48:tgsKns6ZGoFhhgsKleuTTyTi7b3HDv8IKtGPb4dXCJEKQjZX6ZPyQCMcjJ7riept:tgs+sC7gsbeu2i7bz8M4dSIXgX69uzZ7
ED43EDBFC6FA91CE971E760F1BCD2BC4

A9471B8D99C0O3BIBOE186AC7CO75ADEABCDB4182
135A01993A54C54281D5AAEF95DC0812F01BF1F1FAD810E948B8B28AAB631C24

3AD4C78C209F40ED634118543ACFFEBF19E5977FD19DF2D8EA4813D4BF6135CFE3410A8CBD0OBC717A3FDF8FD0744B89A5A7546D4349B3A84F9796E648A743A!
2

false

low

LZ8A.2....... $.0\....
aptcha.js?v=1342177280a.
........ refreshOutsideMenu..E.d ..D&.(S.....5.a.
getError...a.......... Qc.[......getErrorE.d.......ccceeeee. &.(S...

L&(S..la....

deCallback.ai..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\094e2d6bf2abec98_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

219

5.562024676190314

false
3:m+IP90Ia8RzYJb9yKIf8QPKXWStHWFVDFYtRNSsKIVXIHCNg/bl58tyGdDmp/5IH:m3VYyKO08fNH1D820yL6p/51IZK6t
009DABA4CD1D45DB8A3CB377ABD27513

8504EB72D055936EAOASDFB7F38A1E55FA2BFO4E
AEFE25E337D8A5273A7860288242B5A4FCB3CDE4578E39067A3147D64F04F67D

32EB8C335E965FE498A5F08F63E357A14B7DBC6BD22EBGE3EB32F1BBFIC628AEE70BIFD04683635CF2C403C6AEF6357A5EEG6C696FD63112DASAA071C694D2
D9

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\Odecd6ee54701714 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

229

5.661851306172752

false

6:MJEYCRTXhr7fFNdp7+AMLXBrKapzH4AK6t:tHFNdp7aLXRpj9
7515E08D4C07DD749504921CF4A153C0
FAEC6AB79A7DBF5FB8CA4185EC8C3B085566BB29
01180902DAD34C4690B4B634B7BD8B99B4A5CD29D4A855535D515383DBODESED
6C154B65E4FFAB856755CDA302EA0C3722551702314A9730D0125EB0D081D8D6D48B5D19EDE7E14B5FA8448F6E4A3D3A6977082C5F269B8A53A16C241BBES97

false

low

2v......... I..R.Uvh:eM.a.h.-"...

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\13216249a71837e7_0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

218

5.4980678075544285

false
3:m+ISch/yOA8RzYP2FycyG8ZFvDgMu6CKNrgfIHCuhl/IDPRJ7Qcpzu4dVhMmheAtP:mgOEYeMWcgAux1mcplVhhvbK6t
A067C16C98B73D1E5F3D5B02603C0559
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\13216249a71837e7_0

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

576600C1C323903400E59E7AOBF5DCED78F90713
70BBB91C55D8DE0825327C9B1045F681CE1B8A58083946D016A08A640DAA94A4
4B23818709A0D29E589BB7C6398AC353E3FB94E21D50B57FCDB627C34B303A729BD73359FB896A00345944469A459619F9A4ABB6771818F03702D6CF62983D0E

false

O\r.m......V....A.Z...._keyhttps://code.jquery.com/jquery-3.1.1.min.js .https://australiabondcleaning.com.au/..O.#/..................... |...G..J[.e.0Zm......i=..\& A..Eo....... [{oein

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\263002cf0fbb71e6_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

231

5.625141630630371

false
3:m+7YIILABRzYCcRKIQ7Qd2FWLjrUZyh/NTJI39XIHCIE3bi6VrpKTdHaTUmIt/pK+:m3/VYCcRTOULjiyxNd3y9EWA4rpH7SK6t
C90EAEA67C8E4DAA0978006EBE3B2B7D

99A50FE6116657CB873FOBA81FE1CB6C67662165
79C6369493F8019A13270FB3DE3AA255F17A8D00F27ED1BO1CA7E2B71BAC1AGD

C84FDA016DE41A423C97DD7COABF554E7EDA0226ACA23BB7B1CC72FB64AF35C5F5F22CEEF355870B1CFD314CB27DC11BCDEAOF733564461DAAD33D92B731(
9F4

false

low

O\r.m......c...fi@....._keyhttps://acctcdn.msauth.net/accountcorepackage_YD-Y5A3nljoms1Ks9fXUBA2.js?v=1 .https://live.com/A..S.#l............. Voo |@._i.;..X,.mj..".
N...p?2.EA.EO0....cccoiin A.EO0...cci

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\280762aeaed2bc04 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

327

5.916269760853667

false
6:mQYMjdSEQMeYeoBHcsNXYzbJpQFIVYmQsEbyspY8r4RDK6t:hjdHQM7Hcs6JpQ56sa3Q
5A20D7F1719F730D4BD7BDESD49E5D3C
86EDC031B036BCEEC703C2C4BB3343F258DB52AF
AEF12A8D6BDEB77D3062D553FDB46649661C77C68198DA53A216259C8DD6ED99
697BECCAFAF5CE2F21E3C7499E337BCC29D74CF9228FAA5C3791557B5A5338F867A55EB78285F02562F2F1112E4861E4287873E80E634F7E9498F3BD1FDA4513
false

low

O\r..m.......... \C.W...._keyhttps://client.hip.live.com/GetHIP/GetWLSPHIPO/WLSPHIP0?fid=8a89a375569c494ab67c45a2dc38fc59&id=282555&type=visual&mkt=en-
GB&bla=a4b57412d82541939ad10615e29f8141 .https://microsoftonline.com/t4d.R#/............cccccvvvivieinn z..Nf.zu.."...r..A.Eo..... L SO ALEO.iiii

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Code Cache\js\308e7fc8113abdbe_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

4309

5.436049767556891

false

96:SgsisnsfpOgshbP6tZfRLt7NppbBcUaf+24:jpBB2+24
A1DDD1CF4CAB9A006FC9907B78F1C79C
3C8CC523EEEF70DE155786BA79D540BF8F8DF994
327233DFF2378E9F6B318DCAB4D4660626FE0B2C9060A6006E12BAE74EF212F0

FBA7D4AC488D0975764A9F42B1E6008BB675CDO0AACS5D6C8822414B0618BB2C567B4A5DC78BD4163D50B02C5E0EBAB32D24F3D220111C65E41B95686F4EFDS
0

false

low

..CG. LK\ y..wO
....ActiveButton..Qd.

+.K....FocusButton...Qe....... DefaultButton.....QdRPI.....CancelButton. Qf~....... ActivatedButtonID.....Qc.1......Groups...(S........ 5.8
....PP.1.....C...https://passwordreset.microsoftonline.com/js/Button.js?v=1342177280.a........ D...D"..D....... <..&..&....&(S....Pd........ Button.Clicka....r...IE..1.d............
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\397eaf5d020aa337_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

97840

5.831683250419546

false
1536:8h/TtYGyN/9swTJIBtAm2vxPoytoae9NaebqK3TgCPNalwpRVamr:2riG6 TJaelK6r
938EA3E30CBF141004740B050953CFAA
8997809E2353C0OB001BAEA7F7CD3FA83B60517A3
7BDA35B3D889F1C1E6DI8E337903EC5B0F471EBEE2C7652A8A994EEC4526167F

F13648E8FD082FOCAE9623192400194062CAA36EA3177F37C7E70CDCOAB786E14B2348B5D9EB21D6BDBOC02ABC33282EA1SE8E46F20549C27CADSBA7BFADS82
A4

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4278acc4333443e6_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

231

5.781838543953145

false

3:m+|7vTLA8RZYcRKIQIMBEIpjwIRENTJIO+s+XIHCWIIZ3iKgkozK5mivttpK5kt:miJY cRTSMigIR5Ndj2W/bwK4ivRK6t
6BF7841AA5C75DD7EBF7438B6EE65DA9

5563C8EDA1ECC57D64054EA6A7A8B7037A404000
F6BEOEDE5A1BE263FBA2DDD1643D58CE3AFA1C438315D6A3FA767BDFEA84DB10
46B9316A50A487BB8D4CIDIF023A182B3495D8D24D3992791C92DE7DAC818A7C1AD137F54D4045FFEDC2EFA0423236D43CF204272E0429982478C7CEB1B3D1E

false

low

LKy Lx<L

C:\Usersl\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\59f8bbf14d4853fd_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

227

5.684124987813755

false

6:mYoLnYcRT/REXA5Rj511Z3NdPw6rykH6JRGhOK6t: FOkAPhFIL5NdPw1k+
B98AF6B4ACDD69EF536A3B83CE1B3D2F
3AABBB302582A9E35C5A2C1EACB7F6ADBE3CC310
F2BBB2B20AAD60598308769761861DFC1F18A76343D4B4913D595795B9DBCED3

9A9DB21BECEG0BAOD49AA56167988D5D883E95D13EA298A03D80CAE67067711D9FFACIE78EB352A63A84CCD084A43432B9963ACB4E9A78198FODAGD189DAGS
A

false

low

...._keyhttps://acctcdn.msauth.net/datarequestpackage_h-_7C7UzwdefXJT9njDBTQ2.js .https://live.com/.. T.#l............. Xoo.BLO%OS<.... ,.%..).H.8.>.Y...Y.A.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\64ea806cd0219a37 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

239

5.535354581614467

false
6:mUsYSHT8NWQATbJALKEZkk/FKgkvP4+K6t:pgz8NWQs)YtKgkPj
183F49F135E47A3B9C86F51D679526AA
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cachejs\64ea806cd0219a37 0

SHA1L: D7B2E19D3A60071AAE33E1D827DEFCDC9692BFA2

SHA-256: 46B1FDD540D22DA303F84B523AADE99B44E332FC554F64D6B311514E9DBD79D5

SHA-512: F9532FF374DAE61AE30384D8DB72BEC945568B67FF55D27FD0498FDB10DOC1E6BF761A1F3834E152D1D63CAB7313DACDBCBEGSEE65B8E430134879F2C9133C
B

Malicious: false

Reputation: low

Preview:
O\r..m......k.....I....._keyhttps://ajax.googleapis.com/ajax/libs/jquery/1.7.1/jquery.min.js .https://australiabondcleaning.com.au/..O.#............. T I.]..sc8..P.......... y.N:.{....
A.EO0...ccccin. A.EO0....ccoii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7cab34efca253074_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 233

Entropy (8bit):  5.661037337963448

Encrypted: false
SSDEEP: 6:mmKVYCRTbVYXvCVJIumSrR5Nd3mrlA9twn9YH69hdbK6t:KBEaixR5NA3S+W99FN
MD5: 5D7EBC339107B429FDD01C2B09A68B53
SHA1L: 6DE366FD2EF94D9A82D058244812B2736DB88D4C
SHA-256: 7D2F200105C0273BD01264E85E06D1F34D359E2133731CCE196ABBB56734E62D
SHA-512: EACD307AA8F3902F8531DCFF8B95A812BC5EE87F50C10710129FFOF5114FEB293C61D691891D8147F549E9C8A998069EC403648A2511705F56F292097186A5D2
Malicious: false
Reputation: low
Preview:
O\r..m......e...d......_keyhttps://acctcdn.msauth.net/resetpasswordpackage_X7k_NcClooflFUKCGNtCw2.js?v=1 .https://live.com/. .S.#............. AV l....e.GS.;m.5.1R....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7e4cea594f77c74d_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 218

Entropy (8bit):  5.660870391695421

Encrypted: false

SSDEEP: 6:MOEYCRTAFAWhTT5NdJI9jbgMKL2IBy4WSI/bK6t: KFAWhTTSNdJINgtoll

MD5: 2295FE26DA0E15EBESFB98C48A0D6G9E2

SHAL: 05FFCED37B0D1331C5F9E8292C9FBCI984FF66398

SHA-256: 185996BC981388C9C83D39FA9B3F5101D677A78DB5DASBF1FE103B18C9AGCA08

SHA-512: 78DCAD2EEE2C20131B71AFC264AC3002F46767E67E436E3B27800357BED4CE9BALEG442C765A442358AFEBE91D15803B075DC91BAADEFSEO9EAFSDCFCBI7E
F48

Malicious: false

Reputation: low

Preview:
O\r.m......V...$.DV...._keyhttps://acctcdn.msauth.net/oneds_Xr2D7Nex80v7A-8bxF8jgQ2.js?v=1 .https://live.com/Ri.S.#l............. X JOZA.,..mg. Y. b..;.p.kg+.."S.A..Eo....
X ALEO0...ccciin,

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7f239fb82bdc9al5 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 4466

Entropy (8bit):  5.710482385771977

Encrypted: false

SSDEEP: 96:0gsAR1salgsAR8SVoclVWaQe7IwTgjRIASTWILN+0Ysa9: TLdm6ocDVWR1wTgjLgaJB+0YL

MD5: 12D661F2170857155B0BDA65112E5585

SHAL: FA43FE031213B7626FE92BF99EDA4FAGOE3618ACF

SHA-256: E2495BCB16558204DE7C5AC91606FF33288554B98B7366C1D0112EA8072A76B4

SHA-512: 24C3B6494EC77B815715D10914E6EC43B0522AF88A732A376606F6D43F5F1706F6472C039EC7510C5A66000CFB35A92407D507979D0DF05D95638DCAFEF70A8A

Malicious: false

Reputation: low

Preview:
O\r..m.......... L.QM...._keyhttps://passwordreset.microsoftonline.com/WebResource.axd?d=K8SG-wKQphiVYLIIdWNfIHCKk9laM7b9jg1MsaXMuAxomyw71qZtQovvIEUujL
pY5PYeYO7PJZL958QBRN8hMMuU9Y Shw_wcswEwx8RhkJadOevd7dApopiRvDtusvQXazFVxjmTLIgDYYcfR-juoDw2&t=637560635036175728 .https://microsofto
nline.com/i)P.#.......cccoveennnnn D...g..F.7"..17.|<K.|.?&"1.A..Eo0....

(S...la........ $Qg.?N@....WebForm_PostBackOptions.E.@.-.....P
laM7hb9jglMsaXMuAxomyw71qZtQovvIEUujLpY5PYeYO7PJIZLI58QBRN8hMMuU9Y Shw_wcswEwx8RhkJadOevd7dApopiRvDtusvQXazFVxjmTLIgDYYcfR-juoDw2&t=63
7560635036175728a........ D...D"..D........ 'D...&..&...&(S...la....v....,Qi2.2..... WebForm_DoPostBackWithOptions...E..Q.d....&............... &(S....la..<" $. G D....(
.D.P...

Copyright Joe Security LLC 2021 Page 22 of 48

..https://passwordreset.microsoftonline.com/WebResource.axd?d=K8SG-wKQphiVY LIIdWNfIHCKk9



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\83b9c3db1088f864_ 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 252

Entropy (8bit):  5.704922534673388

Encrypted: false

SSDEEP: 6:mY2nYiRDHjfRpA7elAX3TH5R2DS1JUeJsyAvK6t:KxDHIeB3L5gDS41R

MDS5: A7B995F305993DC4B6520CB786A9BC3E

SHA1L: 20E1AB8420577803E721D039DCB5F0F7C686DA12

SHA-256: C9BD97BFF58135C2CD3AD19599AE8A14639C9B27EBA336116EEFD390EF6DDAL7

SHA-512: 9AB52FA5C50ED2F49ADEAOB7EB2E84D3A21A1B133273051548C9A8B8679A27D3F74FE08B06A02463A43710DB753A164EDE9021AC5F5BAEED659FC4554AFDF3’
9

Malicious: false

Reputation: low

Preview:
O\r..M. X, _keyhttps://c.s-microsoft.com/en-gb/CMSScripts/script.jsx?k=8c84dc53-9dee-f42a-46b1-5a93c0e43d70 .https://microsoft.com/..S#/.............. Joviiin lo...

..h....KP..e.9k.A. Eo

A..Eo...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8ba90312ac6aad2e 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 241

Entropy (8bit):  5.501632331501648

Encrypted: false

SSDEEP: 6:mHb/PYGL2crnUALVNM3JdIAz+AacRkzjU4LORK6t:iNnRLVC3ItA9mzpOr

MD5: 1FDD7DA7262829A9A9A0B42AA948AEE3

SHA1L: 28686B3143EA6CC90D021FD550FFDB74B692EDFO

SHA-256: 850F7B7DDBB4C395F1928E63512F73243C31891D5EABOC7282258DA27BBEA814

SHA-512: C99A00DFFA618DDD86803D14D351FD8FC1970D3126015C1787D4465472BB465414DFF7C8893150EFC352D213D16CC9C53779120D83BA069B6093AF65E2743C6I

Malicious: false

Reputation: low

Preview:
O\r.m.....m...f....._keyhttps://www.australiabondcleaning.com.au/.well-known/js/maximum.js .https://australiabondcleaning.com.au/l.O.#/...............c.cocvenene. $.dH..4...
.e..gR?0.A..Eo A..Eo..

C:\Usersl\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8f3c2e2c260a7099_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 218
Entropy (8bit):  5.366177240859455
Encrypted: false
SSDEEP: 3:m+ISd7ta8RzY/VWAMCcTtRAJOIGQHLRSVNRFYtROM1IXIHCHIMWUBIOiIPy2wd1UmB:mXY14McTDsJegDOO06i1 TrIEPhK6t
MDS5: 4C9C9140B9F85384BOE3ECEF6A4BDCBC
SHA1L: 34AC5E977512E228D14B1F3A2C5FES45E7E856DD
SHA-256: 204C1938BD5B61AE204AF97B074900F2EF7531685D717E6C4EF821A41536FA2D
SHA-512: 7549A60154307689058E1BDC2166CEC218423A23FED83340227E264A5AB23826994C2190E9A2CA2345450593EEEBF03E85C1181068E7C990E01B149CEFA981C4
Malicious: false
Reputation: low
Preview:
O\r..m......V...|.L\...._keyhttps://wcpstatic.microsoft.com/mscc/lib/v2/wep-consent.js .https://microsoft.com/...R#/.............. [P <.S..L.\*W.U\.E?"..rA.Eo........ (o

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\914981ela3a6bf84 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 5451

Entropy (8bit): 5.748594871176021

Encrypted: false

SSDEEP: 96:CgsxW7swB8ttsj6MgsxW464dx+65Pr1GIN3wIpsxEh5orpbFdZAakjSa+aEvGKr2c:z8ts6Q64dxz5PZGINA9psxEh+rpbFd6o

MD5: FFF658856FA789B71D8D5200A4696468

SHAL: 3FF337807A86AA090F77242465B2A81A6D41EDF4

SHA-256: 6A3F829D2B9FFD4CA1F917E3D680CA400BBF6F6CD012BFE7EF3718E6597010CF

SHA-512: 9743977E435EBE923C46B95AADEODEY035099DE362430D51CE9E8456A16474CC07B4DCD566A8C08344C72DEB952E368DE46E317BAA2853BBB947ABEG44949F:
F
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\914981ela3a6bf84 0

Malicious:
Reputation:

Preview:

false

low

O\r..m......K.....T?...._keyhttps://passwordreset.microsoftonline.com/ScriptResource.axd?d=4g-KgwMm_BqPQdbE5kksnnK4aEUO_EIVq3B3i0Zt602As-6zd-qGoSUfRd8
03Vfr3ztVg6Kgvbhzs6X9i6vVEVG5jDjXGyu9R_kvNc7FtGIUYGplaVHs9AMrUGIF2-qovibj4TUVITiY3D2iuGF5igO0xtcY g6BAzsFcC3CWykwxJCmR_aR4y-50ntGBIF
EIN8zvLOg-tpW5EV7-lgKmeDw2&t=fffffffff6474071 .https://microsoftonline.com/v.*P #/.. \..d.;.UU.k.6.1.]M...h*#w.A..Eo0......b.z.........A..E0.. .
...... "GieOiv B (Sh AL Lz QF.L . Page_ValidationVer....Qd*. Page_BlockSubmit.,Qi&.b....Page_InvalidCo
ntrolToBeFocused....Qe.h7.....Page_TexiTypes...(S .$Qg&M......ValidatorUpdateDisplay..E.@.-....9.P... ..https://passwordreset.microsoftonline.com/Scrip
tResource.axd?d=4g-KgwMm_BgPQdbE5kksnnK4aEUO_EIVg3B3i0Zt602As-6zd-qGoSUfRA803Vir3ztVgeKgvehzs6X9i6vEVG5jDjXGyu9R_kvNc7FtGIUYGplaVH
S9AMrU6IF2-qovibjdTUVITIY3D

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\949d2b57c43cbcd6_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

356

5.939507401107233

false
6:mhnYyK08fOVdL71sXj4jmDGRPh9pr3nK6tWg0o5sIWtAUdb3F6QMDGRPh9pr:eKjfOVdH1sXGmDGhPA0sALF6QMDGh
E250869EB17FFACF7933BED29793B522

E909F3D237FDC94447AF274FE02D91EEL1611FA2A
F166308DD598AB6578CD31B7E43F1BC1375DB6FBCAC89013FE00638BA581937D

8E2FBB6100DB2330D521F6C13E1DC2ADDA4ESASD26A33B27211B8AC85A241180A2FA7DF29EE1E43781A357E2FB519E3C74ABA34612BA4FD3F07FCESC1956261
9

false

low

O\r.m....\...b....... keyhttps://ajax.aspnetcdn.com/ajax/jQuery/jquery-3.5.0.min.js .https://microsoftonline.com/L.*P #/.... .
R ALEO.i L.*P.#/..}..93AD318221ADFACBC823CD345A984C5331DB343CE2E728D881C62B60C3CCBEF2..+ U.uN.eD....>......K..4.?... A..Eo....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\98431752fa0d1df4_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

24768

5.409748930694823

false

384:XhDy1gHdHS/DOWWph3EH6BfeUx0kfatgkfaFKYYJbB250Guyt: JFWOKgx4etWN2
BEBO055258ED1A2F964327A5A4248C989
1AEG80E058DC64F079209EEF1B938F5E0DA70AEG
222B7194974CA5110B35E623C254B613EF612009FD58AC745256340E43B25920
E102C1F9480882530A0873FDD7FC1D452FA79DACD7BDD908175FF6E8165E7E9753FB1FC185F6ABFC068C4E485FE6BD7D6B2A36383A1247586A3420A2F9AE9F3
false

low

O\r.m.... .._keyhttps://passwordreset.microsoftonline.com/ScriptResource.axd?d=IpJqtgg THYeoqLfPDGjso-Zm_BE4vd_5wolP-aHjgMozfJukJKmmbewM8aM
gQIYIHpbI8ZMOpF1dQkt1MN945Scet5QTy9fSd7sq7be9t1RFkZUncHITOPbgOIM5-ILGtreNm4b8DmbkyrlICENpMQWOVEzOzAIJWyUBIjfyEKry4iKasLhjsXIHIAnnIm
X4HkvAHmM_34QHBRDZFHrvBIonMiXEWGisdElgblisvV2UZM1&t=2fe674eb .https://microsoftonline.com/Z./P #/.. V.V A#.8&..2..5.gmGT...mK.A. Eo.....z

LN A.Eo.... ' O..(MeBuiiiiiie O [CIRa—— L".....QbN,.....Type..Qen.F....._registerScript..$Qgv.(D....MicrosoftAja
XWebForms.js QfR..r....MicrosoftAjaxCore.js.,Qi&....... MicrosoftAjaxSerialization.js....$Qg........MicrosoftAjaxNetwork.js..,Qi......MicrosoftAjaxCompo
nentModel js... Qf* #L....registerNamespace.....Qd..|.....Sys.WebForms..Qb.f.....Sys...Qc..P.... WebForms.(S........ 5.a." ... AB...A Qs 6...

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a64bbd896a35b6e4 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1112

5.25697758931309

false
24:nWgsGsdYMk+82b7/np9EAgswb35jo+2Rrr7Je2z8YMk+A:WgsGsdYMk+82/tgswTIHWIr7JUYMk+A
8399B307EC44C82993A61CDBI91E4E43E

BA33D57841C8A052552CE72034070C4228B38C06
360A8F86A0937A1DC957820051706E8A67F2A2C43BA431983EEBDFBD61E4563D
BC8048331475CA6FB52CCOAAFCC19947B02E8C27B55FD472BF53D1D44920497836E2A382B2573BE1F4FF84084B2A6BBC3742928B59220B3DC9D3BFE11DA5984
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a64bbd896a35b6e4 0

Preview:

ordreset.microsoftonline.com/js/=Common.js..a........D"....D" e & &.0.&.(S . Ja.........Qd....... Ja...b...Qf.......

SessionData..E.d.................... &.(S...1a....... QfF ..&(S...la....p....$Qg.EL/....DeleteUserSessionData...E.d.................... &.(S...1a....9..
..,Qi.&......ToggleAdditionalDetailsSection..E.d...."............... S DI S e @ S KD &.'.a9.....$Rc...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ch15386b3cafl64a_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 327

Entropy (8bit):  5.884219589973809

Encrypted: false

SSDEEP: 6:mIYMjdSEQ99HSFNXYZzbI5XBkGdecmBIMwSsCIQwf7VkH4s/bK6t:NjdHQ7A6JJIBlc2n7sLE7OHI1

MD5: 4C81B35BC3005F9EC6CE7BC890B38A4D

SHA1L: 37E20724E3F9C8E7AC73BBE46F08174975E6680A

SHA-256: E98C57B3E44B541AB287491AC0B2A1C59C1B00336022841FD05821782BE66982

SHA-512: 30B34C83315E2596A7DAB01EEC80A8042C613E45D9A734B061BBF66542762A98606 DF6DAEAADIF28D334C14E13FD5F8CBCOD04841EADAS658FOC08F2AAS57BE
CF

Malicious: false

Reputation: low

Preview:
O\r.m.......... t..M...._keyhttps://client.hip.live.com/GetHIP/GetWLSPHIPO/WLSPHIP0?fid=9eee0ddc2b4e42129178b8f55c0496 79&id=282555&type=visual&mkt=en-
GB&bla=32e9980e5989472c89443d5cc752297f .https://microsoftonline.com/D-DT.#/.................... JoSH {j.....”" . ALEO....|. U AEO..cco

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d2d66a99f78ccael_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 608

Entropy (8bit):  6.30883480642587

Encrypted: false

SSDEEP: 12:0R5XyZsts/vnmAyABzwNAOqVa2sO4slbmr4auG5Bd9dsa:ogsKnSAB0602a2s04vK4uG5BdzV

MD5: 75D78E5F4EBD331A66D9C965AE6733B0

SHA1L: 45D64DFC9EFB60AASA93CDA30ACFDBFD7D907258

SHA-256: 33D465DFE9302CA62F9B081B0202D7CC5A5529FB742DCAF67B19A9534761606D

SHA-512: 112D7521B009B49ABCD8AFE35FA738440C67C2D2E17F05B7FDE7608C44571C869214A3A06001C391B6F4610AADAABD14963FD76BC0D990527D501B4EAA7201C
B

Malicious: false

Reputation: low

Preview:
O\r.m......X....-.7...._keyhttps://passwordreset.microsoftonline.com/ScriptResource.axd?d=7mNLgzIwuZkA9TAssKpNEJH00T16Rgo-ReAyNXQWHTOWRhRx_M1IwiCCtM
k0_Xt0gbhKmXCCIlKfTYZO2VeK95CaMTFtOCc_dfveQouwE2i4mp2CPYVeXKOGrnuQYZeiN7RsfBmNBxycjNH8fHKWIZNjl4J1V69AAq4G-VIyPzGxRdDscKGQrpMhbxOFi
TXO0ibyf95DVidgfDéw_4rBjRV2u7FQLAYycO0Tm4GoHyOkUc1&t=2fe674eb .https://microsoftonline.com/N.*P.#/...........ccccceen. Y...7{0.Xt.....L....DZ!.0.$.A..E0........ S
ALEO...ccciiin, N.*P.#/.Ps..060383795AF5623DB52E621A7828CDEE7CA6976C867ABC1799BDEAO75EFAC823..Y...7.{0.Xt.....L...DZ!.0.$.A..E0......KT..L.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ef31c506f3510843 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 327

Entropy (8bit):  5.8613734890960725

Encrypted: false

SSDEEP: 6:m+lIVYMjdSEQQT6fhSYRDSNXYzbJb20ngsh3YYHGESIQnK6t:vTidHQQTIEj6Ib20ngsTcp

MD5: DO6F16EEE2A88287894A0D6F0A6946B1

SHAL: E49AA033B162020E03B67CBB8E4170E87D17513F

SHA-256: 9C8DDF29B3CCE616B51615398E79615B6266E1CA248EABD2C012AA241A403646

SHA-512: DBC6AD072A9260C6666B4604F3F52AF9841D1E311931FC3EA8629E7BB17DC2601E23056178CC99499E225D72129133BFB2735614F69DFACCABFOBB119110D004

Malicious: false

Reputation: low

Preview:
O\r..m........ 4L7...._keyhttps://client.hip.live.com/GetHIP/GetWLSPHIPO/WLSPHIP0?fid=0256f3f1c27e4d6e932d97776c3cd4c1&id=282555&type=visual&mkit=en-
GB&bla=81ec5b18706e4de0b309ca901935aceb .https://microsoftonline.com/.. VR #.............c....... S..2.6..lLg..hl....1.....C.A. Eo........ Ep........ ALEO...cciiiin.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f12d30eb3faa08de 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\f12d30eb3faa08de 0
Size (bytes): 6995
Entropy (8bit):  5.269216379093415

Encrypted: false

SSDEEP: 96:QgsnsEEoU0gsK5I9Rhs7uM8LPbFqydTo8IXjDrzCUKdp94tKDX/AYRClIsUvu+oc:SvUFThs4FqK9dDrhKp4mXoYRClp

MD5: 41941112EB3885AAA004E087F846EAA2

SHA1L: 16C9EA7896C11AB7466711C71322B398A7C5607D

SHA-256: 9A72C157FAEFO0C95D3BA7941F803EC02BBCC253F37C07FB13BB918FBI9AEDEEA

SHA-512: 6FO0D0895EA4B5AD00379B985DEE4212705F74E8CA515D3943CEA3C281FCFD9A4852C4F08FCE87206DBIAAFD740B6DAFFE96BIDDF8907308480CFA3AODSEBOF
C

Malicious: false

Reputation: low

Preview:

keyhttps://passwordreset.microsoftonline.com/js/Webtrends.js .https://microsoftonline.com/..'P.#............. {oei a..Y.a.t(g.wm..r..td..gm...A..Eo...... .Uz
......... A..Eo.. ceerenneneeneneens (e Ol To e (S L 0L (S A ..Qd&gO.... . WebTrends. .. E.@.-....HP.......9...https://passw
ordreset.microsoftonline.com/js/Webtrends.js...a.......D"....D"....D".. .dcsGetld...a....1...IE....d.

............. &.(S...c@n QeN.%.....dcsGe
......... desFPC.a...k IEd.n&(

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cachel\js\f2f9dc233f4dd8b6_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1402

Entropy (8bit):  6.010493316271766

Encrypted: false

SSDEEP: 24:ngs/FgYLDoX0oSSsvuNGOmMW492NAgs/FgYLDoXoSGNtjGGNMy4lAzY5ZFG:ngs/KGD4SsyGOm8ugs/KGD4GLGGNMbIU

MD5: B7B17E42209BDDA40465C43C5652063D

SHA1L: F65E5B18F9BFE3EEFOA1675B1723643E5F469FDB

SHA-256: F13870FA3416CB53691C6169A16464E99E28F5764B36C57A6DA66D76C23813E8

SHA-512: 04850B660CDF3FFI9BB1AE614F7FEO3C03A951FD082106BFEE99E3387A6FB13AB459C31326E2346A2729678E3FF480C09CC01F76684FB420C73C7A96D335F4630

Malicious: false

Reputation: low

Preview:
O\r.M...eoee B-...._keyhttps://passwordreset.microsoftonline.com/WebResource.axd?d=HAV6PjMKIAMtAvXBgE9IDGqR1xYgZBIpt2QBI2FIXTQSAFrYUiGM
1BxJOdDWhZpxCNFUfRU3SIziYUoalF09hk3amXnacSgCXVRaH-uYweyAQB2PQi_-Ypkg4d_dItTGJGKE2EOOTrIXy_zc-y4WHCcA2&t=637560635036175728 .https://
microsoftonline.com/.P,P.#/............cc....... ,.&...UQ.P.YKN.....+Z.." .A..E0........ 7h......... A EO oo PP# i U O..hi P, (S.0........ L.
OL"....(S....l1a(..."....,Qi~"...... WebForm_FindFirstFocusableChild.E.@.-.....P........... https://passwordreset.microsoftonline.com/WebResource.axd?d=HAV6PjMKi
AmtAVXBgE9JIDGqR1xYgZB9pt2QBI2F1XTQSAFrYUiGM1BxJOdDWhZpxCNFUfRU3SIziYUoalF09hk3amXnacSgCXVRaH-uYweyAQB2PQi_-Ypkgdd_dItTGj
GKE2EOOrIXy_zc-y4WHCcA2&t=637560635036175728a........ D...D ..D......&.&.Q.&(S...IaC........ Qf........ WebForm_AutoFocus...E....d.........ccc...... &.(S...1a....0..
...QeV..~...WebForm_CanFocusE.d.............

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f31034cd60667b7f 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 252

Entropy (8bit):  5.711310216190712

Encrypted: false

SSDEEP: 6:m6ZPYiRDH|fRpA7qYsDpNANFVNgD964kjmRZ1FBHhI7K6t:rZpDHIqn/xNgD9Zkyf1F5t

MD5: 377A5B4F1EBB5CDF72884564EF45D328

SHAL: 96958EA7074B205181567BD8AC9093CFOC618F37

SHA-256: 175F410F8659CC40CDBDE77E7271C93677DAD3E10B1944AD086A80864D5BCIC6

SHA-512: 64A1C2DE4FFC00D33980D0C7CDC1CCBDCY9A08CEG392CFBAS57F01B0304F18FA939CCFFAB1CF05A04FB6FE10066CACD5422CC37900CF7A9CD620B4690F464F
87

Malicious: false

Reputation: low

Preview:
o\r.m.....X...Q....... _keyhttps://c.s-microsoft.com/en-gb/CMSScripts/script.jsx?k=1a053411-4f63-d069-d3b8-11d5d720eeb4 .https://microsoft.com/...R.#............. Jerrees n.,..
PL7Nj...D".......... A.E0.....Ticooec... AEO..coiiiinnn

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f469a98fdcf53c25 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 225

Entropy (8bit): 5.706522024626243

Encrypted: false

SSDEEP: 6:mTJIEYCRTRKGKcqdsHKT5NdnSVnAqPdzfDLgrBZK6t: SkcG5NdIn1PdzLUVT
MD5: E62EEAAE1278D673ACB14A51BCAD25B4

Copyright Joe Security LLC 2021 Page 26 of 48



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f469a98fdcf53c25 0

SHA1L: 3CA74EAA7BDDE3541596173DDE752068451C66F0

SHA-256: 8E53E4C405BC8771E426FF17358C1F089928F82679D40756665EB04A42E07505

SHA-512: 303929A0FA54D071CD26AAFBD2A72161D49072D555DE608E3C2EB33097ED60D3A374913A9301471BAEODES1C11F3D05AA0506082872256FDB16A0D496CB3A60

Malicious: false

Reputation: low

Preview:
O\r..m......]...z.>....._keyhttps://acctcdn.msauth.net/knockout_old_GJ62c6DIR5HUKFdkoO8XYw2.js?v=1 .https://live.com/...S.#l............. VAR /fe-*h.8.jd...L....J6..N.$.d.A..
Eo....HC........... A.EO....ccii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\f46ad1d2652b0b43_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 218

Entropy (8bit):  5.52159615309936

Encrypted: false

SSDEEP: 3:m+ISxla8RzYJb9yKIfBQPKXxQBHWFVDFYtRG3ydIvXIHCIHgXIDjyg5EzDHz4mMIR:mfYyK08fUH1Dw6gaq5EfzrkZK6t

MD5: 6C869023DCD5AF14CB1D3DB49FALEA03

SHA1L: 25959BC496602BAA883C18095743AE37CE3D78F5

SHA-256: E2159A54509F761D98A6D7D520BF04169598FAF7BE07872DFE180E6AB84DAES5

SHA-512: 1B42D9D260B6F3FAO0B8DFBID64CE8048B2634B75ABCBE900BB418D9706D1ABE494C7F58CA52015C4570145C7CCLAC309CE615FE03176202B23F6AACD3C8D3)
21

Malicious: false

Reputation: low

Preview:
O\r.m......V...T......_keyhttps://ajax.aspnetcdn.com/ajax/jQuery/jquery-1.7.2.min.js .https://microsoft.com/WL.R.#I............. - fl.cBLCWhT.6..(.$...G. AL A E0....... Xeverne
ALEO....ccoii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cachel\js\f6ef8939da32ec75 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 228

Entropy (8bit):  5.658590851907274

Encrypted: false

SSDEEP: 6:mKYCcRTOWXEDLU4G3eLPDNdbtA6ItyZVI/hbhK6t:eRLU4MUrNdbTXOIR

MD5: 452B3B3EC54E1A913F78266C2F998A15

SHA1L: 07AEFD08BD4CEAEE77COEE406A538CD5ACF1FOCF

SHA-256: B11224C7F113C2B8B7C8B54F23B070F581F8B7271ES5EA2CE75E8FA249B265F4F

SHA-512: DOFD1089A6746A636988D23C1F6E1427D9CBEG83AD8IDA0A2556C7FAABA23C5590F430595227EA7F204000E8F1567B0FD57DDE6GF62BEEGFDAEB249BEDBO81A!
F

Malicious: false

Reputation: low

Preview:
O\r.m......"...Z..U...._keyhttps://acctcdn.msauth.net/bootstrap_3.3.0_B68S-_daR6nLiLVZsh4XiA2.js?v=1 .https://live.com/i..S.#l............. Pv.....&<}.. k4E/q..Py..p.8W
.G.*2...ALE0....pi....... AEO.oi

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\fca8dda49898d420 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 95224

Entropy (8bit):  5.633776454995954

Encrypted: false

SSDEEP: 1536:BudV2uwlWd5ZCY3VTS0a/6PTnADXT]9Q4s TFQFHulsy7MRZjsLYNSncvsy7+j:IVjwF5Xwi4 1jrsTF8XIj
MD5: 806A7229B2867BCFED65AD5F920721CB

SHAL: DB6391696F5976EBCI9C60FBE033640456C07B468

SHA-256: 42882DBD7E4CAGE1A56229D4AFF3F83923B3200EFA67BF669D0F18F17825DAB2

SHA-512: B5CFF348EF80F0917B0D42192C8DDDA93C604ACE81C47B09B7DFD3BF76939DF1A3062E2951525445F635144920F9B52859ECB8264CE964DF27EFSBAAES5F88C
Malicious: false

Reputation: low

Preview:

e UL 9L 6...https://passwordreset.microsof
tonline.com/ScriptResource.axd?d=7mNLgzlwuZkA9TAssKpNEJHO0T16Rgo-ReAyNXQWHTIWRhRx_M1IlwiCCtMkO_Xt0ghKmXCCilKfTYZO2VeK95CaMTFtOCc_d

fveQouwE2i4mp2CPYVeXKOGmuQYZeiN7RsfBmNBxycjNHEfHKWIZN]jI4J1V69AAq4G-VIyPzGxRdDscKGQrpMhbxOFiTX0ibyf95DVidgfD6éw_4rBjRV2u7FQLAyc0Tm4
GoHyOkUc1&t=2fe674eb..a........ D..D..D....Y. . & & (S 5.8 a. createCallback..a$........... [« ISP (B di D&.(S.4.°%....L
e BRC O..Ma..$.I... [ TR Qv Qe.$.....createDelegate..a..
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C:\Users\user\AppDatal\Local\Google\Chrome\User Data\Default\Code Cache\js\fd9925bdad311f6d_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 19486

Entropy (8bit):  6.01516179293452

Encrypted: false
SSDEEP: 384:ExLxEkL5B6H1cwIvB1leFS5GWvenAff8gKvaN:kkK1WveAbK+
MDS5: 490CE23BCDAA246DBCA555813E4894C0
SHA1L: B58F6070F1BD9923D6265E8E9F87948861A71DF7
SHA-256: 0D829B23C271C33FFC8ALABAES1BIE66EBDI19D799003273A0564F2A523CD367
SHA-512: 9B080FA2929E6CB6F58D778794370332A1B90E767F3AD08808A5C51672E7C545755568FFOC3EESAD11978D2734367BE09C6543E2E8EBASF80B1B575D3E2B1140
Malicious: false
Reputation: low
Preview:
O\r..m..........% .3...._keyhttps://www.microsoft.com/onerfstatics/marketingsites-eus-prod/shell/_scrf/js/themes=default/54-af9f9f/c0-247156/de-099401/e1-a50eee/e7-954872

/d8-97d509/f0-251fe2/46-be1318/77-04a268/11-240c7b/63-077520/a4-34de62/bb-d7480b/db-bc0148/dc-7e9864/6d-c07eal/9d-b58f60/f6-aa5278/cd-23d3b0/6d-1e7ed0
/b7-cadaa7/c4-898cf2/ca-40b7b0/4e-ee3a55/3e-f5c39b/c3-6454d7/f9-7592d3/92-10345d/79-499886/7e-cda2d3/69-13871c/6a-234a32/e0-3c9860/91-97a04f/1f-100dea/33-
abe4df/17-f90efl?ver=2.0&_cf=20210415&iife=1 .https://microsoft.com/..R.#/.
H... A (S.0. L (S L LR
...Da...&

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\index-dir\temp-index

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Maple help database

Category: dropped

Size (bytes): 1032

Entropy (8bit):  5.390287303256244

Encrypted: false

SSDEEP: 24:MciiQqzH9jHMtHPHSgHtnHOyby/DHU2hUWOjpFSYom/u8iyxscEcKI:McZQ+HIjHMtHPHSgHtHOyGbu2uNdjiyt
MD5: 117AD56EAD44A01EF447C94F80AEDCEL

SHA1L: 3370203B38CDB096B1951F022360F60AE2A76E37

SHA-256: 34EE34236E8D3A32180C0D065FC61D4A324ACA32990C0D75AA2A26257C9C1501

SHA-512: 58A9924F33070138FA21265ACA93296E8796035B30CCF6FE4D6ECED65D41D5866CC45C0B10C6A323A8D28B5791BFEF18F36413EE82A067BA6800C516C3B3705!1
Malicious: false

Reputation: low

Preview:

..... p:.oy retne.... J.<k8...tR#. .Q....0&.e(R.#l.
.C43.xB.e(R#/ ...Q. .bQ. A {QH#.. Q. .m.1..%....Q.#/..P.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 24576

Entropy (8bit):  3.0085675789099615

Encrypted: false

SSDEEP: 96:dNwnscAjEscqscEzYs2sJidassqUbzkmesZsmg6sTxG4xscAscdscRwsrsnsOXsl:dugjlzyFbz2xYQSu9NgG8/mxLzgxwT

MDS5: 9F0394797E37B4FD9E95C40C8DF952F3

SHA1L: 00973A9102AB4F2A0A61251465B027AD6014BAD2

SHA-256: 292BA4B2E9A7TATF34AD7896FDC27186A926928164F510B63CAB49BAF1143CEEF

SHA-512: 61E8D83BDDBCFEDF881FBSEC3BA9B252F4D5BD488FE7F3ES09B94BABFS0BEEGCIDE99BD8767C4240A69DB19BFFAFBE3929BFEOSEEA3786A563F1AD1663242
C99

Malicious: false

Reputation: low

Preview:

SQLite format 3..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies-journal

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: modified

Size (bytes): 25672

Entropy (8bit):  1.8850989012619388
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies-journal

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

false

96:KNeWcNwkIscAjEscgscEzYs2sJidassqUbzkmcesZsmg6sTxGPxscAscdscRwsrsR:KNeWcuijlzyFbz2xIQkMuk

DD996338F08E0005D26CFB402087DC90

A72DF683FE687AEC65DF69C1D3862E617AESAFB7

9EE3187C2EF2ED87D15C027C2BI9FA79C1B3A6F2CBBB3FB36CD789047EC58652D
8FDC92391985750D0BA6E884486E6CIF44E63A402958FEC5C33F30ELFI8FFFC725A1ADF7C7C9EIB395CE3CADD1BF172E9639DE5S078305754401374C0B962B9C
false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Current Session

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

25751

4.648353433479462

false
384:5vQFQUNIPHSQ5QIQUNIPHIQKQIQzQUNIPHSQIycl:5vVKQIHSUNQ9HItUQIHSf
CO8E495DABED4F65C23DE3388528B6EB
B081F093482D8533A7BIF6C8BD5EDF8454872E71
08F30F375CD71A23BAC664F57F042FC06561CA376630EEF7F48CFODABOALLA35
1960FF63E3D909B73C6E533E6309AD4E733D5905C7FA2215FD2FIF9C45B8000C53CC41556B94731388AES506ABES58D6041FA2ED79EE23351B18609D6F6437971

false

low

SNSS .1.,.......$...9677db6a_ccef_4386_8b86_155ea5f82df0 ...0.3
5..0.......&..{730C75E3-B87A-4292-818B-DCBFIBADOBAEL..........ceeuiuiiiiiiiiiciie et O...http://www.leo.lopez.sakshamsevango.org.in/br/?bG

VvLmxveGVBQHRIYS50ZXhhey5nb3Y=........c.ccoiuiiiiiiiiiiiicccce h....... RSP U PSP PP PR PRTOPUPN 6...... 6.....H....... )
Jlw.w.w..leo..lo.p.ez.sakshams.ev.an.g.o..org..inl/br/?2b.GV.yvLmxv.cGV.6QHR.LY.S502ZXhhcy5nb3Y.=
.............................................................................................................................. s...https://list-manage.aglel.cc/

O..h.ttp.:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Current Tabs

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

8

1.8112781244591325

false

3:3Dtn:3h

0686D6159557E1162D04C44240103333
053E9DB58E20A67D1E158E407094359BF61D0639
3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB
884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8ADICD10741A5604B7A0F979465C4171AD9C14ED56359A4508B4DES8E794550599AAA261120976C
false

low

SNSS....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

164

4.391736045892206

false

3:FQxIXayz/t2HmwgOEOZL7A04uhFKEURLKYCS5Ei5+Gg:qT5z/t2qoEwhXeLKB
0A906A9A542CDFO8FF50DAAF1D1ES96E
B97D6274196F40874A368C265799F5FA78C52893
EB9CABBF5FDA1AD535300B0110EAA4068A083248BA928A631C9278545935426D

8795E905B711ADE6B1C4B402D50AF491B64D157AA738669482DDBFC30E857DF970BFFB774A925F3F4A0802BD27AFAF939CE140894FF09B67FBO9COBBS3ED4491
A

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

Preview:
F5e LWd...oon Sgdaefkejpgkiemlaofpalmlakkmbjdnl.declarative_rules.declarativeContent.onPageChanged.[]..F.................. Foiiins

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 320

Entropy (8bit):  5.185004597724087

Encrypted: false

SSDEEP: 6:mwrdM+q2Pwkn23iKKdK8aPrqlFUtpDrpFsZmwPDrWMVkwOwkn23iKKdK8amLJ:f4M+vYf5KKL3FUtpPpm/PPWMV5Jf5Kke

MDS5: E3848D312C1171AB9643700BB404685A

SHAL: 04093EF13F171951BF3D11292662DDDA6CCB2F57

SHA-256: EF36C056091056FC5A68C341FOEDC4C93ABB2DEE6GE1F156458D077F7D1C4359D

SHA-512: EC40948DCE1EA4C02B4BDAFB16414A89CDBESDE61B95DIALID58CE28164227761D0EB97C057E63652FAF847D80173405F4BEFO060F9557A0B80AEAB565D9992F
6

Malicious: false

Reputation: low

Preview:

2021/06/11-19:42:03.095 1a6c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/06/11-1
9:42:03.096 1a6c Recovering log #3.2021/06/11-19:42:03.097 1a6c¢ Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
Rules/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 570

Entropy (8bit):  1.8784775129881184

Encrypted: false

SSDEEP: 6:qTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCT:qgWWWWWWWWWWWWWWWWWWWWWWWWWWWWW

MD5: D4BAOAEOBBOB9FAFF3DAGF35FDBC3C8A

SHA1L: FB3E9DEC7F35A9B1D94E54A5659DD0ODE484055E7

SHA-256: 99DEF1B557F19F04C1AFFC6F247D0451F33FC10EC42E73792223C3215AC98BE6

SHA-512: 86FD07C34B9ABDAC52BA19EAE291936F92BC6D38A75C021EDC1DEDBC15617669876180CD99F959C62476D82EC6BBIFSFE4C6CB4D82CB037EFB76D99A4D3DS¢
51

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 320

Entropy (8bit):  5.200508968163976

Encrypted: false

SSDEEP: 6:mwroHN+q2Pwkn23iKKdK8NIFUtpDrOZZmwPDr73VkwOwkn23iKKdK8+eLJ:foHIvY5KkpFUtpPOZ/PPh5Jf5KkgJ

MD5: DC282A811089E6EA8723F4893F6EC720

SHAL: 022A59A055347388E56E5A0058C867FC00B491CA

SHA-256: BF8A7FA81EB82124CBD16A22511E1475DCC806EA4DDB6E7ED367DOCCADICESC1

SHA-512: AFA41EB360ADDA5988213E7734467F21D766EC3C295A6D8CC3C1C0504692651DFEBS5E1CE9ADE4249E946386D3131E6718FEEOBD24D73AEB62765A5FDF47B0C
E

Malicious: false

Reputation: low

Preview:

2021/06/11-19:42:07.321 1a68 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/06/11-1
9:42:07.323 1a68 Recovering log #3.2021/06/11-19:42:07.324 1a68 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
State/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmiedal1.0.0.6_0\ _metadata\comput
ed_hashes.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmiedal1.0.0.6_0\ metadata\comput
ed_hashes.json

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

11217

6.069602775336632

false

192:GbylInITwGB7V9HNne4qaskKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT

90F880064A42B29CCFF51FE5425BF1A3

6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF

965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5BOABCA4EF268
DICBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0ES9A5397364F67A484B45091BA94E6CE69ED18AB681403DFD3F
false

low

{"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKYTHjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","iDctR8IMG5KZ
rQKm4kDjUB7FokSJfio/pmvFowRVIaY=","LPxhhJiuUOIprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By9I6 AKKXALRM+COEu11XUjPiIMXEK]jiCPdtHE=","wifibc1QfMB
N2jrtUtLgsCefvuceTpAatmLvul11RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLNOCFL/ADaEeTI=","DpjXcO85FF
FY9KJIFPKGNfFUtdQIOsGwO5jUckiUwY14=","gqid6|1+mk/6yWgUECROfI9IMipXgXh2jEN2+CxmPEOQ=","prDB91X2Mmfg/M/txVMITWBmMEGbOGjgBTP7CMYqdHs=",
"yLPAQV4gqoyS/zFKEt3Cn2j0g2v9QOSthVFWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO11Jdn/UtbnAmg6TO=","+00c6ca+ChKUpTu+0a2ZRxRE+wG3QJmuYWE
VYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJOubR5uwtS4/900M7w=","1A9NNawxuhu95H5eThvflrewJ4QQWhhPNxJXO1C/n68=","E3vWLQxzmj+e5QxYbUscllJ5
nOITpw5JIBHV1Kph3/KM=","i318ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtuOhGYrHn3lIsMHqBbi70gklJEE=","rhIzuEvv2KRAF
Mms896xFWkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\_metadatalc
omputed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

23474

6.059847580419268

false
384:7dNc1NC6lcafusK4H1IIGRINKIKIALQWdYynQh2RX4K6M1tVztzr7XSNyzH:7dOscSRKc1nGRSKIhEw6M1tf7SNyb
6AE2135EA4583C2FO06CDEBEA4AE70FA4

DCEB26C7F02D53B5F214305F4C75B4A33A79CDC2
03AA1944CB3C4F39E20B6361571BC45DFBEBD3FFDA3D8F148CC6ECB29958F903
B5945E67D9F73DD1982D687E5C6D9B5D6B3886C8050363A259755C76ACOF93651F3425FA7C21AA6A13977AC1C8CI9322F998F131648CB8909096058D4F0D23312
false

low

{"file_hashes":[{"block_hashes":["DOZdV3jFvk12AM2INDYKo3KZrlVRprmJ+sVGWkqqE4Q=","rVEIW3HuU3T52SzDDUqGT5YiJTBGUv2h3pNuBKFIhZ1U=","X/
3fg4KZxgQ1jBr5QGqOF5InflgE27UErd88mrxTexs=","VibLbpy0ig+5INMOU71fTYN76iaka2XVpmm1gAKYsX8=","EChCwCbQHbHQ70DdGT2qNyiRJ0yck2YC2emNGq
4whtE="],"block_size":4096,"path":"_locales/iw/messages.json"},{"block_hashes":["xklkoZ7iSU1+7cd6 DAtEmUCS5IPFd+EgchnzxkOiFwlk=","3KbsvoxKY/3AwqgF2aAdVvVQ
RpMhsNVRKkQ3rx2A6Z2Z+Y=","09+tsohquaCMj+70zeinRG/hBhA2uLoDI/WoC1uokME=","xV/K8xucyWJELVT8Cqn+ugFjobBVYmg8pnmACF+2PP4Y=","p/mvIm2wuCl
32Rx3it654MIjKAsMe3S9IDEabc1ABmME=","j8mPrTb500sBTj2Fer78JE6xG6+kR64Cvu2SW8d3j/k=","nqSRpGQ3USU2bZJsZ+AzBmFOyann8omwJrhEWFZDTXc=","
eTcQyJUuNuF9yCga/fXGyFCj/pysSceanhBzksdx23s=","Wj7fagnspelXKMvnduxHn1XUBG8TEOqyns7/oUihekM=","VtBwXoadI3EP336rAiL33Gz19KGqtN+RYdKn
MKAXoLw=","iDgLXQqXJp8nCZxgLuC9LXM45DGfufvGnXvmHsn18wc=","g+RfdDfrWTUKOPkcsbot7NJ4SCIOWVRV/dVVMuHALE}8=","20C4HcCuXu3VjFfewnKIznt9u
qQNaebcuWpm/mwje9u=","aMUIpuFqPMiieSaWhIktCK62v2P30ZQAWuUpWsYzCnvk=","L

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Favicons

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

92160

3.166042956868858

false
384:gyk5XGOnxQWI9xrI6GGQDQb5QKIFGOOFY5QSsFGOVIYUMY5QelVY5QDsFGOTY:hk5jxdCMUbNCGBSNOuG/rGMsNTY
65647BCAFE524248BAB3BB544E5B14F5

40620F11C2372A302094F41C21EBIE374FC69D9F
9C3D431CEDAF9E1B0592A056224E02E2F43BE9BOCB7A643BBC4292E71D63126D

2152088DACCDAS54423A59FEAD49DDO01F7A7521A02813E8D5D7EF3D123BDF21B58EDS5B47747C130E92CCD10334B0963D30E046C8CC6CDEDEFACFEEC9244533
E

false

low

SQLite format 3.

....S...;+...indexfavicon_bitmaps_icon_idfavico

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Favicons-journal

Process:
File Type:
Category:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Favicons-journal
Size (bytes): 82804
Entropy (8bit):  2.375118332623693

Encrypted: false

SSDEEP: 384:pXtBKYFGOki5QdSFGOtdY5QzsFGORLBIGMY5Qi:pDkUhINVGSSNINGV

MDS5: C492223F894B4443A9AB76F09737CE42

SHA1L: 312949945C2FEE58C10F0036A7986E9A871DBA82

SHA-256: 6EA3BA7C210AB30A7FBCCAEBBCBB7DB2AE8F6577F5A2954210F90BEAF5A9915F

SHA-512: 1880D3C6D6E48DC17FCD2A089DB3CE8A4E435CAF63CE11A5986C8DAA92E63D6DIA009CCOF5E36CD7ELD346C7BD27DACT7521F12598C98F6B4729887676058E
2F

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 19

Entropy (8bit):  1.8784775129881184

Encrypted: false
SSDEEP: 3:FOxIX:qT
MD5: 0407B455F23E3655661BA46A574CFCA4
SHA1L: 855CB7CC8EAC30458B4207614D046CBO9EE3A591
SHA-256: AB5C71347D95F319781DF230012713C7819AC0D69373E8CIA7302CAE3FIA04B7
SHA-512: 3020F7C87DC5201589FA43E03B1591ED8BEB64523B37EB3736557F3AB7D654980FB42284115A69D91DE44204CEFAB751B60466COEF677608467DE43D41BFB939
Malicious: false
Reputation: low
Preview:
L =TT

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit):  5.302305142534411

Encrypted: false

SSDEEP: 6:mwpROtNI+q2Pwkn23iKKdK25+Xgx8chl+IFUtpDpRQIIZmwPDpRQAIVkwOwWkn23U:WNI+vYf5KKTXfchI3FUtpCJ/PTIV5Jfk

MD5: 48318654D450FD1A489D617EFEBA9BI92

SHA1L: 9A09612CB69F562FBA81F6431DD159705E1D498A

SHA-256: A4AF1DBF1A01069C4C30B019DB5E4F875A1D518E15769930A1A45E42FCEB7C19

SHA-512: 7FDOCBEB9EBDBOAG635C12AEB6C7B7A5D80B35F63699C26CDAE9F5D48531DB7EA584284D4779320D766020EF3B37E0797264DE78433102FFD3B6316F59EED46|
2

Malicious: false

Reputation: low

Preview:

2021/06/11-19:42:23.555 19dc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2021/06/11-19:42:23.557 19dc Recovering log #3.2021/06/11-19:42:23.558 19dc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 358

Entropy (8bit): 5.201002317455247

Encrypted: false

SSDEEP: 6:mwpH9+g2Pwkn23iKKdK25+XuolFUtpDpUJZmwPDpU9VkwOwkn23iKKdK25+XuxWd:t9+vYf5KKTXYFUtpKJI/PKIV5JIFSKKTXp
MD5: 617FD2D24B4DC4684C623FB2FECDE613

SHAL: 84FC2E41D66880AD92E25D2DD0O53AEA4408EBB5F

SHA-256: F70D7C7EA4887B46B9935008EF7716B10F375B339A523AFE48E676D6BOASCBDD

SHA-512: F2819969908969E8C7F06BBI98FEB32A82790E43B638D0F5DA11EC038630F620640D834DEC37E9922BESA7A7BC1A0936EF174DE8606E090844136E905868510A1
Malicious: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG
Reputation: low

Preview:
2021/06/11-19:42:23.242 19dc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2021/06/11-19:42:23.243 19dc Recovering log #3.2021/06/11-19:42:23.243 19dc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 330

Entropy (8bit):  5.233188622357525

Encrypted: false

SSDEEP: 6:mwpV/MQQ+g2Pwkn23iKKdKWT5g1ldglFUtpDpVUvgZmwPDpVRISQVkwOwkn23iKN:/MQVVYf5Kkg5gSRFUtpcg/Phrl5Jf5Kg

MDS5: E9917BE10006B60D464524B879561288

SHA1L: 4DBO8EEECE7CCA6F3671C5982DCC38E500ACOESD

SHA-256: 1EF7092DE0311C4FEA420F545B94B68C840494724715F090829E23038D5EFAF7

SHA-512: EBF8A95E9A313F202A5C973A8EAC3C6027001DFBIF873A60CB97A30461B9F31D964DDF402637EBF023DE597224C691C88E4B066BD77CF3AASED234925D21CE
3

Malicious: false

Reputation: low

Preview:

2021/06/11-19:42:23.101 158 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption/MANIFEST-000001.2021/06
/11-19:42:23.102 158 Recovering log #3.2021/06/11-19:42:23.103 1f58 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Defaul\GCM S
tore\Encryption/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped

Size (bytes): 159744

Entropy (8bit):  1.550373763960367

Encrypted: false
SSDEEP: 192:SYSYC2i4QZQyYSY2Z2+QYQ3aQZQyYSYRZ2HgaaQZQyYSYMZ2MqTQfaQSQsISYcZ9:fQZQmQYQKQZQtIQZQ9ITQSQc
MD5: 8E133DF2FDD2587BFA89BD5C77C1CAD6
SHA1L: 2DC90E031B12399FF18F423AC38BF670EF967A72
SHA-256: 93F50A9250F98E5B5D979ADECC9A2B0D5D04C74943DEDAAALSE84DD67BIF7AQ05
SHA-512: 143FD71BC4337D1E56FBEESFEESB6F6A509A3A6E94316C90965DDI9BFF180209158443E1C55DEB48B321B029AC637949D201AEC7FIC4911558168E7F1AA32956¢
Malicious: false
Reputation: low
Preview:
SQLite format 3.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 7061

Entropy (8bit):  6.454008091278636

Encrypted: false

SSDEEP: 96:J3MsldH8TgFNEZzq8s/sINMysDQ4ZZNoq71/sVsKsTQgsrs2j46hQvixwIsEhQ+Jn:DdxmP3rtZS0C7sTqQqOohBJn

MD5: 8C2F108BA3E4D9BIF871E00240570DC5

SHAL: A507E0F16C800D6D622039B72CAEA2850848F46A

SHA-256: 134C1CB5163C8FF836B637AF217E5C609E21893AE19C1A0222B6DA3789514DB0

SHA-512: D4204A57F8F3A17B5558B3AE136AEF2A901A9BC710777496D093FFA84DCFBA9D051939A6B5A1E32E0557DD767B7DECAB121B14E9F4FD739B1A112370C18C8D:
9

Malicious: false

Reputation: low

Preview:

............. "...K..1nfdjboi5afiaajlbsqrnac6bag710."2qpgktvixxskszOdgdmahxacigylzexcll..6jepui.,a9svologx2gmcxivvaez3zmxcm5hi6 7rodedhtyzjwql.$abvsj8kxwuzfhhcfdb
cyaocczuahbbjwd8kd..com..common.-cq28ouularulmslfgqqgtgzjdhulgm5adqzduj9pwigvké...cqv2ehmh0zhnjww3ugp60tonoeiOleffocyrhdg42gohmvittjqupsuadrsiynybfpghi
uq9addielzslphrzOmvxuspqgavte77vm4el8enio3nzerxycjsukztmpyrqtzuttrjfldrs3nOuwmgavusy9wu74mejqitz8d1zszjuttgjuuds88y..ctx.%dnrbfskutzdlhndzjz8dilwshjzkl
gkny0z9p..fl278. ga9lwjoq2u5aghhf87dkdp5m8;jsjz05m.'ghzefOlnzsre6kxyvi7tlh2kgohzvtcwxbwifgz.7gpvgivgak8lwanbfuxaghzroomyiwgibimbdetgfapjseecycyj4ozo..h
ttps..jugxvigkwicgkx0f4clk8633ro..login..microsoft..microsoftonline.Inmyegxylkckioxwhzx3umirhdhncaxbgyv..online..password..passwordreset.<peiizwkdpehayvvdawwOafl
w70xy4hpSburry3cw9y27knd0fhd3vi1ftn3qg3..rant..reprocess..reset..rgiiaywso?2..ru..sjgltccafeeqsgb4jygl..stwhmxnkiskd8vinellow07hluyqr..tjjyisiodhlbxzoescliw2o.Ntua
bg46rnhOmpcaesulukbotk5nrxj7oict8sp4kil4mtlbfsfl8so341durgaznjjdaymvyw
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

154468

1.2058107608661848

false
192:G59YSYs/28QZQyYSYxZ2yyaQZQyYSYpZ2+aaQZQyYSYkZ2t:G5pQZQdQZQhJQZQb
FCF08B71CC245F705D2DDDOFA61A7C2E
7D635475A0BBBEBOE27C3EBE96D0AB3E901B826E
6659AC5E26CCC448FAEFEOA11A44690CE8378B94ADB471D8879365B636FBE615
B085F209889AD2234B939BAE09208918A4CAFAB8142175734B92B7CDAIAL5A4103B6219A621A9ACAB4901D237474D2F4E94586B67E6992561C0500D98AE7BD87A

false

low

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

PGP\011Secret Sub-key -

dropped

2953

5.481600285474561

false
48:NbGcB7a7CMp8dbLs8AbQSefgGFNrSOUIRdIN9IpZV:1a7CMadbLs8AbQ5fgG3rSOv
45F1162EC709A6B86423832C7F1F6C49
3628951437CADB1038ABDAEA93C601DC3525C008
281F3CDF243247E37029465FFD6DCC865B7C8BB15E7F28BD25FA436B6BDB5151
122A71E439D8FF4979319FEB33E07D66B110DD58A76113FE9131FE249221123BE1D5221E822E81C5FFC52D3D07267E4022B5A5B88D7D489BBB3941177DEDF449
false

low

8META:chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm.... ..Y_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.Hangout
SinkDiscoveryService;.{"cache":{"sinks":{},"g":{},"h":null},"manualHangouts":{}}.a_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.ldGenerator.cast
.RequestldGenerator..1166000.H_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.LogManager...['[2021-06-11 19:42:25.18][INFO][mr.Init] MR
instance ID: 473d2df2-4e28-4320-9062-db93689d7765\n","[2021-06-11 19:42:25.18][INFO][mr.Init] Native Cast MRP is disabled.\n","[2021-06-11 19:42:25.18][INFO][mr
.Init] Native Mirroring Service is enabled.\n","[2021-06-11 19:42:25.18][INFO][mr.PersistentDataManager] removeTemporary_: 163 chars used\n","[2021-06-11 19:42:
25.18][INFO][mr.PersistentDataManager] initialize: 163 chars used, 67 other chars\n","[2021-06-11 19:42:25.18][INFO][mr.CastProvider] Query enabled: true\n","[2021-06-
11 19:42:25.19][INFO][mr.CloudProvider] In

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storagelleveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

332

5.201014186753408

false
6:mwrxt9+g2Pwkn23iKKdK8a2jMGIFUtpDr3I3JZmwPDr+RdN9VkwOwkn23iKKdK8N:fxuvYfSKk8EFUtpPVZ/PP+RT5Jf5Kk8N
43F33E441828DC3609B3ESE090A31EA3

ED8EC15E39D3DED87B66775A5C28416E0A008D26
2F163BF7B08F596CF6DF854DA5FAS58D979D41AFFEGEAC2060C93488A127053DB
68FA78B25CD0O6EC7A94D87F042517FB63D49821EBF34045E7414418035E4452F792E4079B30D5689F62C1439C661471BC79808613B8AAESC1D773C13EESES7AB
false

low

2021/06/11-19:42:02.743 1a48 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2021/0
6/11-19:42:02.745 1a48 Recovering log #3.2021/06/11-19:42:02.746 1a48 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\
leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\iNetwork Action Predictor

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
SQLite 3.x database, last written using SQLite version 3032001
dropped

122880

1.4381537619971774

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\iNetwork Action Predictor

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

192:HtehVAUfUUHFUeQmALUHFUCMpJ/LUHFUtILUHFUg:HtehVAYU+bQmE+ZMpV+WM+9

50268AAD6347936B09F7457FC53159E5

53271B18AF80392D2F79CD4FDD576380FEBA9EGQ

F8028877006C8719E7830076E06EE948959C4F31D3AA39A7055177B7F09677B1
CE1130DF81D23748E37DBC39DED93F1367AC9FF7180B90681889C76E27CD75E68895A0FC3BA66631DIBC193DE788703BA48120B90C11066F14AC24E2B30193D
false

low

SQLite format 3......@ ..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Network Action Predictor-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

128360

1.3115209188086248

false

192:Bygi5kYSiC+UZydJUHFUQIFLMxCYLUHFUey2/LUHFUuiz:Bygi5kY SiC+uydJ+PiFLmxCc+NyQ+Niz
E014FC25DDDDD808A3D861C6012B4ELF

68F1E294B17CE77C5831EA41495FB645FD536BC4
8A9ABFEDBF786428CACE3EF99C0OD3B33A549A0F49436742AE403C76434F3A460

A06A04C96FFB5D0OBED8SCFAACAGGF7062C6E1058285C7CD7CA1694D0OFEEF6574825D579BE49C0754A30759212DESF14AE6B9404DA83C8B4E4B84537BC3DBC3]
7

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.168660933471342

false
6:mwr0jyq2Pwkn23iKKdKgXz4rRIFUtpDrT/1ZmwPDrlIRkwOwkn23iKKdKgXz4q8d:fFvY5KkgXiuFUtpPT/1/PP1z5Jf5Kkt
96EE3DEAC996DEE9BF055936CF2093DC

8A91EF3A4CE7D157B35D0708A6224EB32E32DC1E
F3F10EC8E050B838FD305165BD8F75EF3CFB4C73397E8F428225240FAD931859
88BD1D686D78AA919BE48FOB4CAD14B9D67FF1B100BAS07EF779E394BB20B97F202B6E42BC06A37463D3B448B5178202577AA5F0330A6C035F8CODADFA8F602
false

low

2021/06/11-19:42:03.133 1al4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2021/
06/11-19:42:03.152 1al4 Recovering log #3.2021/06/11-19:42:03.154 1a14 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Noti
fications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

28672

0.8218828702582177

false
48:TUlopK2rINVr1GImm8pF82phrINVrdHX/cjrdN2yJ1n4n1GmhGUpDEsW7DEsbh:wlEIWQF8mpcSnQb
9072BD9DD8D7650D0337C452FFOE307F

D7CE1687A57ECB8069CF44A9A5446F78891968E1
327534E3D5C2EFAA40DCD52CA709C9909E81F1527486361A2B91E8521C07EB4D
77E9D0935D9377CB4F4D9B91882248B9D1CC56CA4FD19528DEBOEOFE44F7971CE679E2CF89649019627B86E4AAGS5E837A6E9A2263713DACEA8117D519EAD3E
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL

Preview:

SQLite FOrmat 3......@ .ovveeeeiieieee e Covred g M, USSP ST PRSP UPPPTTRPPN

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL-journal

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 29252

Entropy (8bit):  0.6281002083009191

Encrypted: false

SSDEEP: 48:0gMgwHKFHXxgklopK2rJNVriGImm8pF82phrINVrdHX/cjrJN2yJ1n4n1GmhGUQ4:0g7wHKFHXXhIEIWQF8mpcSj

MDS5: AACAT768BE0395DAE37CDCACFB639E5F7

SHA1L: C9CF4B2FED80BE74F2F3993A60D37020D0558150

SHA-256: 8DB012A687BFB62974AE3D161A82F202354AD0857FF6A086997FC7EF7A23CCE2

SHA-512: 78A2539637F4D043BDBBEBF1374D50547ABFFD67EBA35A373AEBCC0017BD56C6ESB8C6C261E679459E41AE03F99FC21E2AS8EE3F307F3D0E090D9B52B36562/
3

Malicious: false

Reputation: low

Preview:

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Session Storage\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 495

Entropy (8bit):  4.999610287537274

Encrypted: false

SSDEEP: 12:5lljljlgnHIlu0f81R5XyZsQvDId3uauRR1R5XyZsQ3A/XiXQN/6SIhBMxR5Xyt:7ZZZgfu0+gsGT3uau31gsvXiXKBIXsgr

MD5: 77TAF19B5CAE4B46DF54BE64CESB33B7D

SHA1L: E136A7B4C6A1320974DD023FA3DC443E57E51ABF

SHA-256: 6EE3B5BESE27779C22E5D865C3C1A957901DF71FF6B7DB7C9A033F3FAG5D4D68

SHA-512: 5A05A9CD903A34BFESCDDDBODEF5238F87614BEO6DDD4D3E087EECB5ECB2151B79E8E4452836E1EDCFAEF32FOAE7AEDA74FFA86DD431F328E41AA4AD7C5E
58FD

Malicious: false

Reputation: low

Preview:
&F 1< R 1< A 1< TN BXeooviiieiine next-map-id.1.Ynamespace-9¢9f1125_a9ff 404b_a721_ea9c1522h6a4-https://passwordreset.microsoft
online.com/.0FK.$X................ next-map-id.2.Ynamespace-c5b1f6a3_010d_47db_87f3_44d2bd2al3dc-https://passwordreset.microsoftonline.com/.1. ................... VX

.......... next-map-id.3.Ynamespace-080b9d42_7902_4bdd_be91_d34b5733bb79-https://passwordreset.microsoftonline.com/.2.R.................

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Session Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 320

Entropy (8bit):  5.1100435717036135

Encrypted: false

SSDEEP: 6:mwrxy2Pwkn23iKKdKrQMxIFUtpDrvS1ZmwPDrvERkwOwkn23iKKdKrQMFLJ:fUvYf5KKCFUtpPvS1/PPVESJf5Kkt]
MD5: D3016BE087294C3B8B0O3FABBOA252FA4

SHAL: B822AF2E815BFFB92E0F92B01702B579106ED21F

SHA-256: A901F9614DA57E7F21019DD7EOD7C2E09773AE86172185E88B919F908C3ED4CO

SHA-512: C95F1D557252BE4180114B4D673B3092113ED1A7587B1D3CB78CFE72558A060B4496E9C6137BF25F902F05405B62AF960D10C1571927C7A9B8FFF03A67026FAB
Malicious: false

Reputation: low

Preview:

2021/06/11-19:42:02.988 1al4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2021/06/11-1
9:42:02.990 1al4 Recovering log #3.2021/06/11-19:42:02.990 1al4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session St
orage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

dropped

348

5.153688928728381

false

6:mwrgCOyq2Pwkn23iKKdK7Uh2ghZIFUtpDrgdW1ZmwPDrgOCIRkwOwkn23iKKdK7w:fgCjvYf5KkIhHh2FUtpPg41/PPgz5Jfl

873A25E8F684534F1E2EC977370482C3

F66F26CD124A8B5AA5C88791AB0396E82F82A189

6BC66FABE7EA483E594652786FB709EBD5F586B572AC4BIE1IAC3A4321290CA3B
FC3E2AB84CED505BCD01DED938D7DC578147E734A78B9E072E490D6B7A64C5586725DAD1517D9198029D0CCF13646042635A326A3DB158C3D046C9139B6761
false

low

2021/06/11-19:42:02.653 1al4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-00000
1.2021/06/11-19:42:02.658 1al4 Recovering log #3.2021/06/11-19:42:02.659 1al4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site C
haracteristics Database/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\26c40031-9f82-44¢c3-8d35-6e35403

19a60.tmp
Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

325

4.971623449303805

false
6:YHpoNXR8+eq7JdV5p7DHIShsDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdHfHYhsBdLJlyH7E4f3K33y
8CA9278965B437DFC789E755E4C61B82

5776B6C90CA1D2DDC765ED673B5E6DC8EL67F0D6
A57D9231244C1FBDE58A1BF50CAD3A1E3EA28D042BFA272782B65139446E7C51
3065FE0743AD8BE02F8C8FF6CF03B832B616DD08061EAE25A5106422228D45EB999EE2CBE4E9CI6D5FFC108CB817766240E27BF97E3ES5C2A58081D369E2968F¢
false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516514667526","port":443,"protocol_str":"quic"}],"isol
ation™[],"server":"https://dns.google”,"supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\33c44a09-f198-46e7-82f2-a99a935

d3993.tmp
Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

325

4.975147286312194

false
6:YHpoNXR8+eq7JdV5p7DHIShsDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRKXk1Yn:YHO8sdHfHYhsBdLJIlyH7E4f3K3X
A6C1D2076EOE7FFE40ESBFECOBEAFAA7

F1CD6815325610D07455A215A1C4E724D2F1DC17
3B3BD7020547A67DD4A6A30EBADBC4A5921570268D7E0182053BF5412F5BFF50

7534CBC15D48BEC22E52459AA3832DBA67CEOEF7A0C6B6A1192BA8425C056E8629176C2EF92BA977CC3A6BBB019236243C1C551630D0BC8902F7456AC90B8B’
0

false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516514667526","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"3G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

296

0.19535324365485862

false

3:8E:8

C4DFOFB10C4332150B2C336396CE1B66
780A76E101DE3DE2E68D23E64AB1A44D47A73207
18FAB4D13CDA7ELIDEE12DC091019A110A7304B6A65FCOA1F3E6173046BA3BEF6
51F0B463E97063A2357285D684FF159FDF6099E57C46F13C83E9D3F09D7A7CF03C1BA684BCCF36232FC50834F95953C3C68675C7B05AB4F84DEF1C566A5F3F5E
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

Malicious: false
Reputation: low
Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\deflLocal Storagelleveldb\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 430

Entropy (8bit):  5.244313818862519

Encrypted: false

SSDEEP: 6:mwrjpM+q2Pwkn23iKKdKusNpV/2jMGIFUtpDrimZmwPDréMVkwOwkn23iKKdKusO:ftM+vYf5KkFFUtpPIm/PPEMV5Jf5KkOJ

MDS5: AB67EADI0C28CCFO03E493EB59AE0628

SHAL: DF2A31F03B1D4759177BFCF59F54124FCA268F36

SHA-256: 5CC16BB7F1DB40A01CCB1D5493E0B9B8B5090CO8EE790A108E1F42031A4B61DB

SHA-512: 071F676F947ABB547EB5734F3CADDC3D53714CD0OB09C5976AA9F7DD1C17BESE77CD12BBC3830EC4FCIC016BBB20515BF8770498B8FD7606BE568B7906841E1
1

Malicious: false

Reputation: low

Preview:

2021/06/11-19:42:03.072 1a6c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Local Storage\leveldb/MANIFEST-000001.2021/06/11-19:42:03.074 1a6c Recovering log #3.2021/06/11-19:42:03.075 1a6c Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiLocal Storage\leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit):  5.277960318101349

Encrypted: false

SSDEEP: 6:mwr23+q2Pwkn23iKKdKusNpqz4rRIFUtpDrAZmwPDra3VkwOwkn23iKKdKusNpgS:fDvY5KkmiuFUtpPA/PPaF5Jf5Kkm2J

MD5: E81C27227BB2A5E1F627DC14981EDC10

SHA1L: D3F41C7226C46917930A92DBDC7175302ED8A206

SHA-256: 41773D5F9CAGAO0D2DCA3F91CDFB362D702A148ADFCD33055C9D1371E44199FCD

SHA-512: D97C713C8COF9D491BA671355D46C6416D1D45753BDAEFB49BD6F180B1A81AC0A7BIA6B39F90225ECE0861965C424A23EBFASC6C6D2C68EE01030ED745B1BE
C1

Malicious: false

Reputation: low

Preview:

2021/06/11-19:42:03.132 1a68 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Platform Notifications/MANIFEST-000001.2021/06/11-19:42:03.152 1a68 Recovering log #3.2021/06/11-19:42:03.154 1a68 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .

C:\Users\user\AppDatal\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\deflSession Storage\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 19
Entropy (8bit):  1.9837406708828553
Encrypted: false
SSDEEP: 3:51:51
MD5: E556F26DF3E95C19DBAECA8F5DF0C341
SHAL: 247A89F0557FC3666B5173833DB198B188F3AA2E
SHA-256: BOA7B19404285905663876774A2176939A6ED75EF3904E44283A125824BD0BF3
SHA-512: 055BC4AB12FEEDF3245EAAFOA0109036909C44E3B69916F8A01E6C8459785317FE75CA6B28F8B339316FC2310D3E5392CD15DBDB0F84016667F304D377444E2E
Malicious: false
Reputation: low
Preview:
L&

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defi\Session Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 418
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C:\Users\user\AppDatal\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defi\Session Storage\LOG

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

5.254558541587051

false

6:mwpii+q2Pwkn23iKKdKusNpZQMxIFUtpDpCAWZmwPDphVkwOwkn23iKKdKusNpZb:li+vYf5KkMFUtpJW/PvV5Jf5KKTJ

EB64C027920E5F3416477616A742365A

9B93F59866B0198A4A8804F23C93349326E85A1D

660D4554847F66C8D5383F756324DBCDDC855DFDF4B39A1810D14265DBF7B6A3
6D0022EB5B34608564B6044161CA9E6D21B5170115F827F6F69CF21398F7A1BA4BFODIFDAFADCB7FB83FIB61FB7321925225D565D85D1216A15548BE7EAB5350
false

low

2021/06/11-19:42:21.353 1a5c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Session Storage/MANIFEST-000001.2021/06/11-19:42:21.356 1a5c Recovering log #3.2021/06/11-19:42:21.357 1a5c Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

296

0.19535324365485862

false

3:8E:8

C4DFOFB10C4332150B2C336396CE1B66
780A76E101DE3DE2E68D23E64AB1A44D47AT73207
18FAB4D13CDA7E1DEE12DC091019A110A7304B6A65FCOALF3E6173046BA38EF6
51F0B463E97063A2357285D684FF159FDF6099E57C46F13C83E9D3F09D7A7CF03C1BA684BCCF36232FC50834F95953C3C68675C7B05SAB4F84DEF1C566A5F3F5E

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiLocal Storage\leveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

430

5.191169150179315

false
12:ZM+vYf5KkkGHArBFUtpJFs/PeU8MV5Jf5KkkGHAryJ:DYf5KkkGgPghU1Jf5KkkGga
2BEFD615CF2DE999A83CA243C2F064F0
EEE2A6AD3174C47C9B61E81C257C380AA56A61D2
133A1E32AB3CD5CF68F16D675F47F977D498FED5C83E5C090255930D68176FFA

6C65370532A142CAA58A4E87F6F7DFBA88B7B8F27A56BFAFABSE15881D83EA2B390E5A98AD8D86B7BC6CAACS597F666080DBD5DBE3244D9638E14D32AA6C95/
91

false

low

2021/06/11-19:42:23.816 1a6c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda
\def\Local Storage\leveldb/MANIFEST-000001.2021/06/11-19:42:23.818 la6c¢ Recovering log #3.2021/06/11-19:42:23.822 1a6c Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\defi\Local Storage\leveldb/000003.1og .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\deflPlatform Notifications\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

432

5.224116420047405

false

12:EvYf5KkkGHArqiuFUtp2Z/Po5Jf5KkkGHArg2J:uYf5KkkGgCgUUJ5KkkGg7
B0175C67B45C07BABA91878B519E6EA3
617AA6ACBE264D1ES5EECCDFD2A0996CE543F6CBA
259D832E1B8F9B526900EB9E41A6CDB097F21B09599042886652083EEB49F251
9D4E45E0C956E02C56CF258A7FEF08D6FD4434E7050A62AF4B318A84C39E968185DCA9EOALIA3A303602638A8B5833F8454017036606858009DDCI9DB28BCFAT7E
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\deflPlatform Notifications\LOG

Preview:
2021/06/11-19:42:23.829 1a08 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Platform Notifications/MANIFEST-000001.2021/06/11-19:42:23.833 1a08 Recovering log #3.2021/06/11-19:42:23.835 1a08 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defl\Session Storage\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 19

Entropy (8bit):  1.9837406708828553

Encrypted: false
SSDEEP: 3:51:51
MDS5: E556F26DF3E95C19DBAECA8F5DF0OC341
SHAL: 247A89F0557FC3666B5173833DB198B188F3AA2E
SHA-256: BOA7B19404285905663876774A2176939A6ED75EF3904E44283A125824BD0OBF3
SHA-512: 055BC4AB12FEEDF3245EAAF0A0109036909C44E3B69916F8A01E6C8459785317FE75CA6B28F8B339316FC2310D3E5392CD15DBDBOF84016667F304D377444E2E
Malicious: false
Reputation: low
Preview:
C&F e

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiSession Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 418

Entropy (8bit):  5.177686052670623

Encrypted: false

SSDEEP: 12:33M+VvYf5KKkGHArAFUtpZP/PZCMV5Jf5KkkGHArfJ: JtY f5KkkGgkgfhPJf5KkkGgV
MD5: 02F5CD2DAA058FAOF0524116D6ADD878

SHA1L: 90A0CC3E54FDCBC812F1B910062DA11238A0502B

SHA-256: B801362EAAS8CC4BEE374B02BA1CB85DF7DA46AE886D56A5C022393ED2684BD8
SHA-512: DF73C4C24DFC807356C5C6C19F1620B46C9780756B32441CF2AB1A550729762540F38A119BF215B02CCF7CFA986164FA82349BB53C1ADD629E1BE496755EE8BI|
Malicious: false

Reputation: low

Preview:

2021/06/11-19:42:39.228 1a6c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda
\def\Session Storage/MANIFEST-000001.2021/06/11-19:42:39.229 1la6c Recovering log #3.2021/06/11-19:42:39.229 1a6c¢ Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\defi\Session Storage/000003.1og .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defibf5ae8f0-82c0-483a-b23d-
a6ad65cece4l.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit):  4.963653940178319

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5pirhsDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRKXk1Yn:YHO8sdHirhsBdLJlyH7E4f3K3X
MD5: E94036DF834460DF6795F5DDCCCD0OB69

SHAL: 0352869460986A77961DDB65A85572FFBFAACOFF

SHA-256: 4087DF4160118C6F53D2E18B0A65B23FD373796A4285116852AF4EF927C40FA8

SHA-512: 9DD6536B6A73DD499D2FD882A469A51B7EC85AEDB8CD62F3D9C53A08994F8B1E16416C406962050B38F6C2289F77881D814555558A94BB7C59852AB655A9D0A:
Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516523181804","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"3G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defldb243429-63d0-4e4c-b9e8-
3dc94e482ab2.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 325

Entropy (8bit): 4.9616384877719995
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defldb243429-63d0-4e4c-h9e8-

3dc94e482ab2.tmp

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5pirhsDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdHirhsBdLJlyH7E4f3K33y

MD5: B0429187E1BE99DE4D548DC5B2EDEAOA

SHA1L: B3EO7BEE5D753BF1B613BD2DE665C7C21E8184F6

SHA-256: D8DABBF936DAB4F17437ECA255020EA847D76D6B789F9486010C95E995CFEDO3

SHA-512: 233F7BDAA8B48A295E9F58CA52761829FE1044DA1DE1IFBCAC407FADC8C7ABALE4FFD7CA7A4FBEG49EB3FD1815DC2E3619ACB2A22CESB2C7241E474CDB9AF2
F7ED

Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516523181804","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"AG","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

38

1.9837406708828553

false

3:5gGg:st

45A8ECA4E5C4A6B1395080C1B728B6C9
8A97BBOE599775D9A10COFC53C4EDB29AA4CEBAE
DB320AB28DFF27CDAOA7F87B82F2F8E61B3178A6DE8503753D76F1172D32E08E

8EE91A3A1E77459273553F6A776C423A8EE95DBIDCFA897771814B7AD13FD84F06BB2B859F22B6DDA384B39EAA91F1819F170BABEDGDA16BDBCF5BCBOGCF2!
24

false

low

WFe Fo

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

324

5.199609410433293

false

6:mwrZyq2Pwkn23iKKdKplFUtpDrPEIFz1ZmwPDrsVARkwOwkn23iKKdKa/WLJ:fevY fSKkmFUtpP8S1/PPsi5Jf5KkaUJ
AF5EEA971EBSE3CDB6C2F7A01974EBD8

1F71D0573BC54C926E11D551BA5DD42E6AFF7BF2
FBFC6D631416332B1D1E5D1AC31A9E4185695D9B7614FEC5490054AFC4C05721
73CF2204C570DD5E688B59616DF69D4A6400EDOCFOF74EDCBD176D98165B94322BEB46330C6152CA93C2E6F6919561BC79D91537DBC5DB7C005505EA0328CD
false

low

2021/06/11-19:42:02.687 1al4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/MANIFEST-000001.2021/06/11-
19:42:02.689 1al4 Recovering log #3.2021/06/11-19:42:02.690 1a14 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/
000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

402

5.283276639106687

false

12:KvYf5KkkOrsFUtpCEZ/PCEZz5Jf5KkkOrzJ:wYf5Kk+gZJf5Kkn
AFFAF46819A4CEF67E0570BFCA7324BD
7C24D86889BBD6907A3C27BA6D95B07DDCODSB7E
23EBC6DFF091BF6318E040BECBB322D13F5EFD9822D35EDF0054D25807818D76

51BEDFCES5F698659AE703B90E1364A7ADEY08BB478D7A0B1709DF403E3FF996550210FF9ES9E95AFA3CAED264E684EB7EFCA4BB309ESD8DAGD3D1442E27C7
ca

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG

Preview:
2021/06/11-19:42:25.199 1a08 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmb
meomcjbeemfm/MANIFEST-000001.2021/06/11-19:42:25.201 1a08 Recovering log #3.2021/06/11-19:42:25.201 1a08 Reusing old log C:\Users\user\AppData\Local\G
oogle\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm/000003.log .

Static File Info

No static file info

Network Behavior

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
Jun 11, 2021 19:42:07.339359999 CEST 192.168.2.4 8.8.8.8 0x93ba Standard query  list-manag A (IP address) IN (0x0001)
(0) e.aglel.cc
Jun 11, 2021 19:42:08.200275898 CEST 192.168.2.4 8.8.8.8 0x97a4 Standard query  www.leo.lo A (IP address) IN (0x0001)
0) pez.saksha
msevango.org.in
Jun 11, 2021 19:42:10.058444977 CEST 192.168.2.4 8.8.8.8 Oxdbel Standard query ~ www.austra A (IP address) IN (0x0001)
(0) liabondcle
aning.com.au
Jun 11, 2021 19:42:13.054867983 CEST 192.168.2.4 8.8.8.8 0x9ddd Standard query  code.jquery.com A (IP address) IN (0x0001)
(0)
Jun 11, 2021 19:42:13.569386959 CEST 192.168.2.4 8.8.8.8 0x1157 Standard query  aadcdn.msa A (IP address) IN (0x0001)
0) uth.net
Jun 11, 2021 19:42:13.627360106 CEST 192.168.2.4 8.8.8.8 0xd20c Standard query  www.office.com A (IP address) IN (0x0001)
(0)
Jun 11, 2021 19:42:14.068401098 CEST 192.168.2.4 8.8.8.8 0x8fa0 Standard query  outlook.of A (IP address) IN (0x0001)
0) fice365.com
Jun 11, 2021 19:42:14.400403023 CEST 192.168.2.4 8.8.8.8 0x7673 Standard query  passwordre A (IP address) IN (0x0001)
0) set.micros
oftonline.com
Jun 11, 2021 19:42:15.187150955 CEST 192.168.2.4 8.8.8.8 0x6cc6 Standard query  r4.res.off A (IP address) IN (0x0001)
0) ice365.com
Jun 11, 2021 19:42:16.258021116 CEST 192.168.2.4 8.8.8.8 0xc08 Standard query  aadcdn.msa A (IP address) IN (0x0001)
(0) uth.net
Jun 11, 2021 19:42:20.221597910 CEST 192.168.2.4 8.8.8.8 Ox9eac Standard query  aadcdn.msa A (IP address) IN (0x0001)
(0) uthimages.net
Jun 11, 2021 19:42:21.570316076 CEST 192.168.2.4 8.8.8.8 0xf74c Standard query  ajax.aspne A (IP address) IN (0x0001)
(0) tcdn.com
Jun 11, 2021 19:42:22.926176071 CEST 192.168.2.4 8.8.8.8 0x4504 Standard query  client.hip.live.com A (IP address) IN (0x0001)
0
Jun 11, 2021 19:42:23.320987940 CEST 192.168.2.4 8.8.8.8 Oxfc61 Standard query  clients2.g A (IP address) IN (0x0001)
(0) oogleuserc
ontent.com
Jun 11, 2021 19:42:23.516002893 CEST 192.168.2.4 8.8.8.8 0xf5a9 Standard query  scu.client.hip.live. A (IP address) IN (0x0001)
(0) com
Jun 11, 2021 19:42:24.891966105 CEST 192.168.2.4 8.8.8.8 0x8332 Standard query  passwordre A (IP address) IN (0x0001)
(0) set.micros
oftonline.com
Jun 11, 2021 19:42:25.049236059 CEST 192.168.2.4 8.8.8.8 Oxea79 Standard query  scu.client.hip.live. A (IP address) IN (0x0001)
(0) com
Jun 11, 2021 19:42:41.482995033 CEST 192.168.2.4 8.8.8.8 0x704b Standard query  assets.one A (IP address) IN (0x0001)
(0) store.ms
Jun 11, 2021 19:42:54.983903885 CEST 192.168.2.4 8.8.8.8 0x1417 Standard query  account.live.com A (IP address) IN (0x0001)

0
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Timestamp

Jun 11, 2021 19:42:55.472831011 CEST

Jun 11, 2021 19:42:55.548459053 CEST

Jun 11, 2021 19:42:57.046129942 CEST

DNS Answers

Timestamp Source IP

Jun 11, 2021 8.8.8.8
19:42:07.406696081
CEST

Jun 11, 2021 8.8.8.8
19:42:07.406696081
CEST

Jun 11, 2021 8.8.8.8
19:42:08.262068987
CEST

Jun 11, 2021 8.8.8.8
19:42:10.116786003
CEST

Jun 11, 2021 8.8.8.8
19:42:10.116786003
CEST

Jun 11, 2021 8.8.8.8
19:42:13.108041048
CEST

Jun 11, 2021 8.8.8.8
19:42:13.639193058
CEST

Jun 11, 2021 8.8.8.8
19:42:13.689044952
CEST

Jun 11, 2021 8.8.8.8
19:42:13.689044952
CEST

Jun 11, 2021 8.8.8.8
19:42:14.130014896
CEST

Jun 11, 2021 8.8.8.8
19:42:14.130014896
CEST

Jun 11, 2021 8.8.8.8
19:42:14.130014896
CEST

Jun 11, 2021 8.8.8.8
19:42:14.130014896
CEST

Jun 11, 2021 8.8.8.8
19:42:14.130014896
CEST

Jun 11, 2021 8.8.8.8
19:42:14.130014896
CEST

Jun 11, 2021 8.8.8.8
19:42:14.130014896
CEST

Jun 11, 2021 8.8.8.8
19:42:14.476310968
CEST

Jun 11, 2021 8.8.8.8
19:42:14.476310968
CEST

Jun 11, 2021 8.8.8.8
19:42:14.476310968
CEST

Jun 11, 2021 8.8.8.8
19:42:15.247145891
CEST

Jun 11, 2021 8.8.8.8
19:42:16.316536903
CEST

Jun 11, 2021 8.8.8.8
19:42:20.284436941
CEST
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Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Source IP

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x93ba

0x93ba

0x97a4

Oxdbel

Oxdbel

0x9ddd

0x1157

0xd20c

0xd20c

0x8fa0

0x8fa0

0x8fa0

0x8fa0

0x8fa0

0x8fa0

0x8fa0

0x7673

0x7673

0x7673

0x6cc6

0xc08

0x9eac

Dest IP

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

0xb323

Oxcfda

0xf9a7

Name

list-manag
e.aglel.cc

ghs.google
hosted.com

www.leo.lo
pez.saksha
msevango.org.in
www.austra
liabondcle
aning.com.au
australiab
ondcleanin
g.com.au

code.jquery.com

aadcdn.msa
uth.net

www.office.com

home-porta
l.office.com

outlook.of
fice365.com

outlook.ha
.office365.com

outlook.ms-
acdc.office.com

HHN-efz.ms-
acdc.office.com

HHN-efz.ms-
acdc.office.com

HHN-efz.ms-
acdc.office.com

HHN-efz.ms-
acdc.office.com

passwordre
set.micros
oftonline.com

na.private
link.mside
ntity.com

prdf.aadg.
msidentity.com

r4.res.off
ice365.com

aadcdn.msa
uth.net

aadcdn.msa
uthimages.net

OP Code Name

Standard query  acctcdn.ms

(0) auth.net
Standard query  acctcdn.ms
(0) ftauth.net
Standard query  acctcdn.ms
(0) auth.net
CName Address

ghs.googlehosted.com

australiabondcleaning.co
m.au

cds.s5x3j6g5.hwedn.net

aadcdnoriginwus2.azuree
dge.net

home-portal.office.com

home-office365-com.b-
0004.b-msedge.net

outlook.ha.office365.com

outlook.ms-
acdc.office.com

HHN-efz.ms-
acdc.office.com

na.privatelink.msidentity.c
om

prdf.aadg.msidentity.com

www.tm.f.prd.aadg.akadn
s.net

rd.res.office365.com.edge
key.net

aadcdnoriginwus2.azuree
dge.net

aadcdn.azureedge.net

142.250.180.243

216.10.243.103

43.250.140.39

40.101.137.82

52.98.152.162

52.97.201.18

40.101.136.242

Type

A (IP address)

A (IP address)

A (IP address)

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0Xx0001)

IN (0X0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Jun 11, 2021 8.8.8.8
19:42:20.284436941
CEST

Jun 11, 2021 8.8.8.8
19:42:21.630825043
CEST

Jun 11, 2021 8.8.8.8
19:42:23.004326105
CEST

Jun 11, 2021 8.8.8.8
19:42:23.004326105
CEST

Jun 11, 2021 8.8.8.8
19:42:23.004326105
CEST

Jun 11, 2021 8.8.8.8
19:42:23.390731096
CEST

Jun 11, 2021 8.8.8.8
19:42:23.390731096
CEST

Jun 11, 2021 8.8.8.8
19:42:23.582937002
CEST

Jun 11, 2021 8.8.8.8
19:42:23.582937002
CEST

Jun 11, 2021 8.8.8.8
19:42:23.582937002
CEST

Jun 11, 2021 8.8.8.8
19:42:24.959245920
CEST

Jun 11, 2021 8.8.8.8
19:42:24.959245920
CEST

Jun 11, 2021 8.8.8.8
19:42:24.959245920
CEST

Jun 11, 2021 8.8.8.8
19:42:25.123492956
CEST

Jun 11, 2021 8.8.8.8
19:42:25.123492956
CEST

Jun 11, 2021 8.8.8.8
19:42:25.123492956
CEST

Jun 11, 2021 8.8.8.8
19:42:33.915946007
CEST

Jun 11, 2021 8.8.8.8
19:42:41.580223083
CEST

Jun 11, 2021 8.8.8.8
19:42:55.037874937
CEST

Jun 11, 2021 8.8.8.8
19:42:55.037874937
CEST

Jun 11, 2021 8.8.8.8
19:42:55.542870998
CEST

Jun 11, 2021 8.8.8.8
19:42:55.542870998
CEST

Jun 11, 2021 8.8.8.8
19:42:55.542870998
CEST

Jun 11, 2021 8.8.8.8
19:42:55.612926960
CEST

Jun 11, 2021 8.8.8.8
19:42:55.612926960
CEST
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Dest IP

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

Ox9eac

0xf74c

0x4504

0x4504

0x4504

Oxfc6l

Oxfc6l

0xf5a9

0xf5a9

0xf5a9

0x8332

0x8332

0x8332

Oxea79

Oxea79

Oxea79

Oxdf16

0x704b

0x1417

0x1417

0xb323

0xb323

0xb323

0x6949

0x6949

Reply Code

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

€s1025.wpc
.upsiloncdn.net

ajax.aspne
tcdn.com

client.hip
live.com

na.private
link.mside
ntity.com

prdf.aadg.
msidentity.com

clients2.g
oogleuserc
ontent.com

googlehost
ed.l.googl
euserconte
nt.com

scu.client
.hip.live.com

na.private
link.mside
ntity.com

prdf.aadg.
msidentity.com

passwordre
set.micros
oftonline.com

na.private
link.mside
ntity.com

prdf.aadg.
msidentity.com

scu.client
.hip.live.com

na.private
link.mside
ntity.com

prdf.aadg.
msidentity.com

consentdel
iveryfd.az
urefd.net
assets.one
store.ms

account.live.com

account.ms
a.msidentity.com

acctcdn.ms
auth.net

scdnlefff.
wpc.9da5e.
alphacdn.net

snilgl.wpc
.alphacdn.net

scdnlefff.
wpc.9da5e.
alphacdn.net

snilgl.wpc
.alphacdn.net

CName

mscomajax.vo.msecnd.ne
t

na.privatelink.msidentity.c
om

prdf.aadg.msidentity.com

www.tm.f.prd.aadg.traffic
manager.net

googlehosted.l.googleuse
rcontent.com

na.privatelink.msidentity.c
om

prdf.aadg.msidentity.com

www.tm.f.prd.aadg.traffic
manager.net

na.privatelink.msidentity.c
om

prdf.aadg.msidentity.com

www.tm.f.prd.aadg.traffic
manager.net

na.privatelink.msidentity.c
om

prdf.aadg.msidentity.com

www.tm.f.prd.aadg.akadn
s.net

firstparty-azurefd-
prod.trafficmanager.net

assets.onestore.ms.akad
ns.net

account.msa.msidentity.c
om

account.msa.trafficmanag
er.net

acctedn.trafficmanager.ne
t

snilgl.wpc.alphacdn.net

snilgl.wpc.alphacdn.net

Address

152.199.23.72

142.250.180.225

152.199.21.175

152.199.21.175

Type

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Jun 11, 2021
19:42:55.625595093
CEST

8.8.8.8

Jun 11, 2021
19:42:55.625595093
CEST

8.8.8.8

Jun 11, 2021
19:42:55.625595093
CEST

8.8.8.8

Jun 11, 2021
19:42:57.115179062
CEST

8.8.8.8

Jun 11, 2021
19:42:57.115179062
CEST

8.8.8.8

Jun 11, 2021
19:42:57.115179062
CEST

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

Oxcfda

Oxcfda

Oxcfda

0xf9a7

0xf9a7

0xfoa7

HTTP Request Dependency Graph

e www.leo.lopez.sakshamsevango.org.in

HTTP Packets

Session ID Source IP
0 192.168.2.4

kBytes
Timestamp transferred
Jun 11, 2021 1127

19:42:08.445276976 CEST

Jun 11, 2021
19:42:09.495276928 CEST

1325

Jun 11, 2021
19:42:09.504017115 CEST

1326

Copyright Joe Security LLC 2021

Source Port

49736

Direction

ouT

ouT

Reply Code Name CName Address Type Class
No error (0) acctcdn.ms acctcdn.trafficmanager.ne CNAME IN (0x0001)
ftauth.net t (Canonical
name)
No error (0) scdnlefff. snilgl.wpc.alphacdn.net CNAME IN (0x0001)
wpc.9da5e. (Canonical
alphacdn.net name)
No error (0) snilgl.wpc 152.199.21.175 A (IP address)  IN (0x0001)
.alphacdn.net
No error (0) acctcdn.ms acctcdn.trafficmanager.ne CNAME IN (0x0001)
auth.net t (Canonical
name)
No error (0) scdnlefff. snilgl.wpc.alphacdn.net CNAME IN (0x0001)
wpc.9da5e. (Canonical
alphacdn.net name)
No error (0) snilgl.wpc 152.199.21.175 A (IP address)  IN (0x0001)

.alphacdn.net

Destination IP Destination Port Process

216.10.243.103 80 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /br?bGVvLmxveGV6QHRIYS50ZXhhcy5nb3Y= HTTP/1.1

Host: www.leo.lopez.sakshamsevango.org.in

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

HTTP/1.1 301 Moved Permanently

Date: Fri, 11 Jun 2021 17:42:07 GMT

Server: Apache

Location: http://www.leo.lopez.sakshamsevango.org.in/br/?bGVvLmxvcGV6QHRIYS50ZXhhcy5nb3Y=

Content-Length: 287

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3¢ 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e Oa 3¢ 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f
76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68
31 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3¢ 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74
2068 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 65 6f 2e 6¢ 6f 70 65 7a
2e 7361 6b 73 68 61 6d 73 65 76 61 6e 67 6f 2e 6f 72 67 2e 69 6e 2f 62 72 2f 3f 62 47 56 76 4c 6d 78 76 63 47 56 36 51
48 52 6¢ 59 53 35 30 5a 58 68 68 63 79 35 6e 62 33 59 3d 22 3e 68 65 72 65 3c 2f 61 3e 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>301 Moved Permanent
ly<ftitte></head><body><h1>Moved Permanently</h1><p>The document has moved <a href="http://www.leo.lopez.saksh
amsevango.org.in/br/?bGVvLmxvcGV6QHRIYS50ZXhhcy5nb3Y=">here</a>.</p></body></htm|>

GET /br/?bGVvLmxveGV6QHRIYS50ZXhhcy5nb3Y= HTTP/1.1

Host: www.leo.lopez.sakshamsevango.org.in

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

Page 45 of 48



kBytes

Timestamp transferred

Jun 11, 2021
19:42:09.950078964 CEST

1400

HTTPS Packets

Source

Timestamp Source IP Port

Jun 11, 2021
19:42:57.202898979
CEST

152.199.21.175 443

Jun 11, 2021
19:42:57.202969074
CEST

152.199.21.175 443

Jun 11, 2021
19:42:57.385543108
CEST

152.199.21.175 443

Code Manipulations

Statistics

Behavior

Copyright Joe Security LLC 2021

Direction

Data

IN HTTP/1.1 200 OK
Date: Fri, 11 Jun 2021 17:42:08 GMT
Server: Apache

Keep-Alive: timeout=5, max=99

Connection: Keep-Alive

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8
Data Raw: 61 33 0d Oa 3c 73 63 72 69 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 3e 77
69 6e 64 6f 77 2e 6¢ 6f 63 61 74 69 6f 6e 2e 68 72 65 66 20 3d 20 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 61 75 73 74 72
61 6¢ 69 61 62 6f 6e 64 63 6C 65 61 6e 69 6e 67 2e 63 6f 6d 2e 61 75 2f 2e 77 65 6¢ 6¢ 2d 6b 6e 6f 77 6e 2f 3f 73 73 3d 32
26 65 6d 61 69 6¢ 3d 62 47 56 76 4c 6d 78 76 63 47 56 36 51 48 52 6¢ 59 53 35 30 5a 58 68 68 63 79 35 6e 62 33 59 3d
22 3c 2f 7363 72 69 70 74 3e 0a 0d Oa
Data Ascii: a3<script type="text/javascript">window.location.href = "https://www.australiabondcleaning.com.au/.well-know
n/?ss=2&email=bGVvLmxvcGV6QHRIYS50ZXhhcy5nb3Y="</script>

Dest

Dest IP Port

192.168.2.4 49921

192.168.2.4 49922

192.168.2.4 49924

Subject

CN=identitycdn.msauth.net,

O=Microsoft Corporation,

L=Redmond, ST=WA, C=US

CN=Microsoft Azure TLS

Issuing CA 06, O=Microsoft

Corporation, C=US

CN=Microsoft Azure TLS

Issuing CA 06, O=Microsoft

Corporation, C=US

CN-=identitycdn.msauth.net,

O=Microsoft Corporation,

L=Redmond, ST=WA, C=US

CN=Microsoft Azure TLS

Issuing CA 06, O=Microsoft

Corporation, C=US

CN=Microsoft Azure TLS

Issuing CA 06, O=Microsoft

Corporation, C=US

CN=identitycdn.msauth.net,

O=Microsoft Corporation,

L=Redmond, ST=WA, C=US

CN=Microsoft Azure TLS

Issuing CA 06, O=Microsoft

Corporation, C=US

CN=Microsoft Azure TLS

Issuing CA 06, O=Microsoft

Corporation, C=US

Issuer

CN=Microsoft Azure
TLS Issuing CA 06,
O=Microsoft
Corporation, C=US
CN=DigiCert Global
Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN-=DigiCert Global
Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=Microsoft Azure
TLS Issuing CA 06,
O=Microsoft
Corporation, C=US
CN=DigiCert Global
Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=Microsoft Azure
TLS Issuing CA 06,
O=Microsoft
Corporation, C=US
CN=DigiCert Global
Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root G2,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Sun Jun
06
01:52:36
CEST
2021
Wed Jul
29
14:30:00
CEST
2020

Wed Jul
29
14:30:00
CEST
2020

Sun Jun
06
01:52:36
CEST
2021
Wed Jul
29
14:30:00
CEST
2020

Wed Jul
29
14:30:00
CEST
2020

Sun Jun
06
01:52:36
CEST
2021
Wed Jul
29
14:30:00
CEST
2020

Wed Jul
29
14:30:00
CEST
2020

Not
After

Wed
Jun 01
01:52:36
CEST
2022 Fri
Jun 28
01:59:59
CEST
2024

Fri Jun
28
01:59:59
CEST
2024

Wed
Jun 01
01:52:36
CEST
2022 Fri
Jun 28
01:59:59
CEST
2024

Fri Jun
28
01:59:59
CEST
2024

Wed
Jun 01
01:52:36
CEST
2022 Fri
Jun 28
01:59:59
CEST
2024

Fri Jun
28
01:59:59
CEST
2024

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-23-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-23-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-23-65281,29-
23-24,0

JA3 SSL Client Digest

37f463bf4616ecd445d4al
937da06e19

37f463bf4616ecd445d4al
937da06e19

37f463bf4616ecd445d4al
937da06e19
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@ Click to jump to process

System Behavior

Analysis Process: chrome.exe PID: 6468 Parent PID: 2460

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Registry Activities

Key Value Modified

19:42:00

11/06/2021

C:\Program Files\Google\Chrome\Application\chrome.exe
false

'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automat
ion ‘https://list-manage.aglel.cc/click?u=http://www.leo.lopez.sakshamsevango.org.in/br?b
GVvLmxvcGV6QHRIYS50ZXhhcy5nb3Y="

0x7ff609c80000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

low

Show Windows behavior

Show Windows behavior

Analysis Process: chrome.exe PID: 6712 Parent PID: 6468

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Registry Activities

Disassembly

Copyright Joe Security LLC 2021

19:42:03

11/06/2021

C:\Program Files\Google\Chrome\Application\chrome.exe
false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1624,4652876236295108038,17951
007052133139354,131072 --lang=en-GB --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1728 /prefetch:8

0x7ff609c80000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

low

Show Windows behavior

Show Windows behavior
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