
ID: 435316
Sample Name: PO-0814.doc
Cookbook:
defaultwindowsofficecookbook.jbs
Time: 12:12:11
Date: 16/06/2021
Version: 32.0.0 Black Diamond
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Windows Analysis Report PO-0814.doc

Overview

General Information

Sample 
Name:

PO-0814.doc

Analysis ID: 435316

MD5: c811bfeba8f5ecd…

SHA1: 32bd41b37872d0…

SHA256: fe5b31f0bf9c8a1…

Tags: doc

Infos:

Most interesting Screenshot:

Detection

Score: 48

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Classification

Malware Configuration

Yara Overview

Sigma Overview

No Sigma rule has matched

Signature Overview

Click to jump to signature section

AV Detection:

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

WINWORD.EXE (PID: 6412 cmdline: 'C:\Program Files (x86)\Microsoft Office\Office16\WINWORD.EXE' /Automation -Embedding MD5: 0B9AB9B9C4DE429473D6450D4297A123)

splwow64.exe (PID: 6968 cmdline: C:\Windows\splwow64.exe 12288 MD5: 8D59B31FF375059E3C32B17BF31A76D5)

cleanup

No configs have been found

No yara matches

Process Tree
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Multi AV Scanner detection for submitted file

Mitre Att&ck Matrix

Initial
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Lateral
Movement Collection Exfiltration
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Boot or
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Boot or
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Memory
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Remote
Desktop
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Data from
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Junk Data Exploit SS7 to
Redirect Phone
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Remotely
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Without
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At (Linux) Logon Script
(Windows)
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Script
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Process Injection 1 Security
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Manager
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SMB/Windows
Admin Shares

Data from
Network
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Drive

Automated
Exfiltration

Steganography Exploit SS7 to
Track Device
Location

Obtain
Device
Cloud
Backups

Behavior Graph

ID: 435316

Sample: PO-0814.doc

Startdate: 16/06/2021

Architecture: WINDOWS

Score: 48

Multi AV Scanner detection
for submitted file

WINWORD.EXE

45 36

        started       

splwow64.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots
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Source Detection Scanner Label Link

PO-0814.doc 35% ReversingLabs Document-
Office.Exploit.CVE-
2017-11882

No Antivirus matches

No Antivirus matches

No Antivirus matches

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

Copyright Joe Security LLC 2021 Page 5 of 13



Source Detection Scanner Label Link

https://cdn.entity. 0% URL Reputation safe

https://cdn.entity. 0% URL Reputation safe

https://cdn.entity. 0% URL Reputation safe

https://cdn.entity. 0% URL Reputation safe

https://powerlift.acompli.net 0% URL Reputation safe

https://powerlift.acompli.net 0% URL Reputation safe

https://powerlift.acompli.net 0% URL Reputation safe

https://powerlift.acompli.net 0% URL Reputation safe

https://rpsticket.partnerservices.getmicrosoftkey.com 0% URL Reputation safe

https://rpsticket.partnerservices.getmicrosoftkey.com 0% URL Reputation safe

https://rpsticket.partnerservices.getmicrosoftkey.com 0% URL Reputation safe

https://rpsticket.partnerservices.getmicrosoftkey.com 0% URL Reputation safe

https://cortana.ai 0% URL Reputation safe

https://cortana.ai 0% URL Reputation safe

https://cortana.ai 0% URL Reputation safe

https://cortana.ai 0% URL Reputation safe

https://api.aadrm.com/ 0% URL Reputation safe

https://api.aadrm.com/ 0% URL Reputation safe

https://api.aadrm.com/ 0% URL Reputation safe

https://api.aadrm.com/ 0% URL Reputation safe

https://ofcrecsvcapi-int.azurewebsites.net/ 0% Virustotal Browse

https://ofcrecsvcapi-int.azurewebsites.net/ 0% Avira URL Cloud safe

https://res.getmicrosoftkey.com/api/redemptionevents 0% URL Reputation safe

https://res.getmicrosoftkey.com/api/redemptionevents 0% URL Reputation safe

https://res.getmicrosoftkey.com/api/redemptionevents 0% URL Reputation safe

https://res.getmicrosoftkey.com/api/redemptionevents 0% URL Reputation safe

https://powerlift-frontdesk.acompli.net 0% URL Reputation safe

https://powerlift-frontdesk.acompli.net 0% URL Reputation safe

https://powerlift-frontdesk.acompli.net 0% URL Reputation safe

https://powerlift-frontdesk.acompli.net 0% URL Reputation safe

https://officeci.azurewebsites.net/api/ 0% Virustotal Browse

https://officeci.azurewebsites.net/api/ 0% Avira URL Cloud safe

https://store.office.cn/addinstemplate 0% URL Reputation safe

https://store.office.cn/addinstemplate 0% URL Reputation safe

https://store.office.cn/addinstemplate 0% URL Reputation safe

https://store.office.cn/addinstemplate 0% URL Reputation safe

https://store.officeppe.com/addinstemplate 0% URL Reputation safe

https://store.officeppe.com/addinstemplate 0% URL Reputation safe

https://store.officeppe.com/addinstemplate 0% URL Reputation safe

https://store.officeppe.com/addinstemplate 0% URL Reputation safe

https://dev0-api.acompli.net/autodetect 0% URL Reputation safe

https://dev0-api.acompli.net/autodetect 0% URL Reputation safe

https://dev0-api.acompli.net/autodetect 0% URL Reputation safe

https://dev0-api.acompli.net/autodetect 0% URL Reputation safe

https://www.odwebp.svc.ms 0% URL Reputation safe

https://www.odwebp.svc.ms 0% URL Reputation safe

https://www.odwebp.svc.ms 0% URL Reputation safe

https://www.odwebp.svc.ms 0% URL Reputation safe

https://dataservice.o365filtering.com/ 0% URL Reputation safe

https://dataservice.o365filtering.com/ 0% URL Reputation safe

https://dataservice.o365filtering.com/ 0% URL Reputation safe

https://dataservice.o365filtering.com/ 0% URL Reputation safe

https://officesetup.getmicrosoftkey.com 0% URL Reputation safe

https://officesetup.getmicrosoftkey.com 0% URL Reputation safe

https://officesetup.getmicrosoftkey.com 0% URL Reputation safe

https://officesetup.getmicrosoftkey.com 0% URL Reputation safe

https://prod-global-autodetect.acompli.net/autodetect 0% URL Reputation safe

https://prod-global-autodetect.acompli.net/autodetect 0% URL Reputation safe

https://prod-global-autodetect.acompli.net/autodetect 0% URL Reputation safe

https://prod-global-autodetect.acompli.net/autodetect 0% URL Reputation safe

https://ncus.contentsync. 0% URL Reputation safe

https://ncus.contentsync. 0% URL Reputation safe

URLs
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https://www.virustotal.com/gui/url/b52ed68c7daea1a0dbbae7e0dd7f2959e3b318743ba4678ef8fb0f0964b6661c/detection/u-b52ed68c7daea1a0dbbae7e0dd7f2959e3b318743ba4678ef8fb0f0964b6661c-1623764946
https://www.virustotal.com/gui/url/1fd63af70561d504e1c4d2320234c5e465bc7e41e684b620b56ec0cb469b30cc/detection/u-1fd63af70561d504e1c4d2320234c5e465bc7e41e684b620b56ec0cb469b30cc-1623764803


General Information

Joe Sandbox Version: 32.0.0 Black Diamond

Analysis ID: 435316

Start date: 16.06.2021

Start time: 12:12:11

https://ncus.contentsync. 0% URL Reputation safe

https://ncus.contentsync. 0% URL Reputation safe

https://apis.live.net/v5.0/ 0% URL Reputation safe

https://apis.live.net/v5.0/ 0% URL Reputation safe

https://apis.live.net/v5.0/ 0% URL Reputation safe

https://apis.live.net/v5.0/ 0% URL Reputation safe

https://wus2.contentsync. 0% URL Reputation safe

https://wus2.contentsync. 0% URL Reputation safe

https://wus2.contentsync. 0% URL Reputation safe

https://wus2.contentsync. 0% URL Reputation safe

https://asgsmsproxyapi.azurewebsites.net/ 0% Virustotal Browse

https://asgsmsproxyapi.azurewebsites.net/ 0% Avira URL Cloud safe

https://dataservice.o365filtering.com/PolicySync/PolicySync.svc/SyncFile 0% URL Reputation safe

https://dataservice.o365filtering.com/PolicySync/PolicySync.svc/SyncFile 0% URL Reputation safe

https://dataservice.o365filtering.com/PolicySync/PolicySync.svc/SyncFile 0% URL Reputation safe

https://dataservice.o365filtering.com/PolicySync/PolicySync.svc/SyncFile 0% URL Reputation safe

https://ncus.pagecontentsync. 0% URL Reputation safe

https://ncus.pagecontentsync. 0% URL Reputation safe

https://ncus.pagecontentsync. 0% URL Reputation safe

https://ncus.pagecontentsync. 0% URL Reputation safe

https://skyapi.live.net/Activity/ 0% URL Reputation safe

https://skyapi.live.net/Activity/ 0% URL Reputation safe

https://skyapi.live.net/Activity/ 0% URL Reputation safe

https://skyapi.live.net/Activity/ 0% URL Reputation safe

https://dataservice.o365filtering.com 0% URL Reputation safe

https://dataservice.o365filtering.com 0% URL Reputation safe

https://dataservice.o365filtering.com 0% URL Reputation safe

https://dataservice.o365filtering.com 0% URL Reputation safe

https://api.cortana.ai 0% URL Reputation safe

https://api.cortana.ai 0% URL Reputation safe

https://api.cortana.ai 0% URL Reputation safe

https://api.cortana.ai 0% URL Reputation safe

https://ovisualuiapp.azurewebsites.net/pbiagave/ 0% Virustotal Browse

https://ovisualuiapp.azurewebsites.net/pbiagave/ 0% Avira URL Cloud safe

https://directory.services. 0% URL Reputation safe

https://directory.services. 0% URL Reputation safe

https://directory.services. 0% URL Reputation safe

https://directory.services. 0% URL Reputation safe

Source Detection Scanner Label Link

No contacted domains info

No contacted IP infos

Domains and IPs

Contacted Domains

URLs from Memory and Binaries

Contacted IPs
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https://www.virustotal.com/gui/url/a6fd4878647aaa786a2f8f16c37a515f1e846462aa302219121a7f4310806bc8/detection/u-a6fd4878647aaa786a2f8f16c37a515f1e846462aa302219121a7f4310806bc8-1623765001
https://www.virustotal.com/gui/url/95995ca7fe0d352c8d090bc578e116c595327474114bfe881d2bb59f9acef2bd/detection/u-95995ca7fe0d352c8d090bc578e116c595327474114bfe881d2bb59f9acef2bd-1623764782


Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 4m 6s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: PO-0814.doc

Cookbook file name: defaultwindowsofficecookbook.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Run name: Potential for more IOCs and behavior

Number of analysed new started processes 
analysed:

14

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal48.winDOC@3/8@0/0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .doc
Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM
Active ActiveX Object
Scroll down
Close Viewer

Warnings:

Time Type Description

12:13:13 API Interceptor 12x Sleep call for process: splwow64.exe modified

No context

No context

No context

No context

No context

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files
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C:\Users\user\AppData\Local\Microsoft\Office\16.0\WebServiceCache\AllUsers\officeclient.microsoft.com\FB9D2E74-CF1E-446D-ADAF-5037AFCD61C7
Process: C:\Program Files (x86)\Microsoft Office\Office16\WINWORD.EXE

File Type: XML 1.0 document, UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 134863

Entropy (8bit): 5.3648010443415775

Encrypted: false

SSDEEP: 1536:IcQIKNEeBxA3gBwlpQ9DQW+z7Y34ZliKWXboOilX5E6LWME9:OEQ9DQW+zLXO1

MD5: 9B4A8D08742AA0B05AF34E2AEBE2E8AD

SHA1: DF41A84003F7EAD1C30D1ACEEEF6EB19D24FD003

SHA-256: 3B6253B91BF3C14C5C2CB3086355CE5A6A4B3AA363F70E48739983412C199BE4

SHA-512: 4F70B335FD008765348FC786FDE3A53E6B1955013E522C975B174A3B5485FD7DD64DD4E86D220CDFBBB1CDA35C2736C650F7A89B07C3213ADB97BE7893A1BBE
6

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<o:OfficeConfig xmlns:o="urn:schemas-microsoft-com:office:office">.. <o:services o:GenerationTime="2021-06-16T10:12:55">..    
Build: 16.0.14214.30526-->..  <o:default>..   <o:ticket o:headerName="Authorization" o:headerValue="{}" />..  </o:default>..  <o:service o:name="Research">..   <o:u
rl>https://rr.office.microsoft.com/research/query.asmx</o:url>..  </o:service>..  <o:service o:name="ORedir">..   <o:url>https://o15.officeredir.microsoft.com/r</o:url>..  
</o:service>..  <o:service o:name="ORedirSSL">..   <o:url>https://o15.officeredir.microsoft.com/r</o:url>..  </o:service>..  <o:service o:name="ClViewClientHelpId">..   
<o:url>https://[MAX.BaseHost]/client/results</o:url>..  </o:service>..  <o:service o:name="ClViewClientHome">..   <o:url>https://[MAX.BaseHost]/client/results</o:url>..  
</o:service>..  <o:service o:name="ClViewClientTemplate">..   <o:url>https://ocsa.office.microsoft.com/client/15/help/template</o:url>..  </o:service>..  <o:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\Content.Word\~WRS{D02C9C23-9FAB-49C5-A520-B3B783F08DE0}.tmp
Process: C:\Program Files (x86)\Microsoft Office\Office16\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 1024

Entropy (8bit): 0.7687523570561114

Encrypted: false

SSDEEP: 3:gl2lfwDOxRlt9lg7tlVl7lY2l/Dlll8v0lglwZUvtv/UlglwZel8gl7vlI8:zNwDOxRAJ0SDlll8vlw8t3FwQFrB

MD5: 86D0B0AB1FEE8546522734C6D67B27C3

SHA1: 0403366C5DEACE9576376463E59FBDC0D142C853

SHA-256: 05AF56C054C28C112B02C3C40351692C71A08A780074088AE7DF163674DC904E

SHA-512: CA087E3FB58462DAA1ADF2B33D79F0A0872BB0E69A884AFD51B9F478AF37FB50ED339C275836ED8460451700DA4178B45233029351E33779CEE2F4FF4148B46C

Malicious: false

Reputation: low

Preview:
=......... .U.n.k.n.o.w.n.E.M.B.E.D.......................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
......................................................................................................................................................j....CJ..OJ..QJ..U..^J..aJ.. .jGitd...CJ..OJ..QJ..U..^J..aJ.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\Content.Word\~WRS{DFF4BA98-BA4E-4041-852E-34D88C256C56}.tmp
Process: C:\Program Files (x86)\Microsoft Office\Office16\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 1024

Entropy (8bit): 0.05390218305374581

Encrypted: false

SSDEEP: 3:ol3lYdn:4Wn

MD5: 5D4D94EE7E06BBB0AF9584119797B23A

SHA1: DBB111419C704F116EFA8E72471DD83E86E49677

SHA-256: 4826C0D860AF884D3343CA6460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

SHA-512: 95F83AE84CAFCCED5EAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B
A4

Malicious: false

Reputation: high, very likely benign file

Preview:
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\PO-0814.LNK
Process: C:\Program Files (x86)\Microsoft Office\Office16\WINWORD.EXE

Created / dropped Files
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File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Sep 30 06:35:49 2020, mtime=Wed Jun 16 09:12:55 2021, 
atime=Wed Jun 16 09:12:52 2021, length=1710047, window=hide

Category: dropped

Size (bytes): 2076

Entropy (8bit): 4.730178722805428

Encrypted: false

SSDEEP: 24:8A6IIhlhFisiAVbHggBs5Di7aB6myA6IIhlhFisiAVbHggBs5Di7aB6m:8A6IIOsBVEEsRB6pA6IIOsBVEEsRB6

MD5: 6251CE2A7A179A3C9D59C352425A229B

SHA1: DD6D96ECEC5F4ACCD79DB4B214C9B71C214043E8

SHA-256: 98FECD951274C0CE44C512240B1A2D555B7839C6F24C6C0A6B54053859A01261

SHA-512: 5B30B0AE96EC04FBB2F62E7E136A357CCC8D5CB48F91318704B51EEBF0A76444CCEC1DDB965ED3CACAB11843640C1CCAEDF60CF207734FACB98C4D20AD148
04C

Malicious: false

Reputation: low

Preview:
L..................F.... .....Q.......,.b....*.b...............................P.O. .:i.....+00.../C:\...................x.1......N....Users.d......L...R.Q....................:......;..U.s.e.r.s...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.8
.1.3.....P.1.....>Qz<..user.<.......N...R.Q....#J........................j.o.n.e.s.....~.1.....>Q|<..Desktop.h.......N...R.Q.....Y..............>.....h$$.D.e.s.k.t.o.p...@.s.h.e.l.l.3.2...d.l.l.,.-.2.
1.7.6.9.....b.2......R.Q .PO-0814.doc.H......>Qy<.R.Q.....V.....................b..P.O.-.0.8.1.4...d.o.c.......Q...............-.......P...........>.S......C:\Users\user\Desktop\PO-0814.doc.
.".....\.....\.....\.....\.....\.D.e.s.k.t.o.p.\.P.O.-.0.8.1.4...d.o.c.........:..,.LB.)...As...`.......X.......305090...........!a..%.H.VZAj....................!a..%.H.VZAj...............................1SPS.X
F.L8C....&.m.q............/...S.-.1.-.5.-.2.1.-.3.8.5.3.3.2.1.9.3.5.-.2.1.2.5.5.6.3.2.0.9.-.4.0.5.3.0.6.2.3.3.2.-.1.0.0.2.........9...1SPS..mD..pH.H@..=x....

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\PO-0814.LNK

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\index.dat
Process: C:\Program Files (x86)\Microsoft Office\Office16\WINWORD.EXE

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 59

Entropy (8bit): 4.1702223972093195

Encrypted: false

SSDEEP: 3:M1gAOru4otDOru4omX1gAOru4ov:MiAO5mDO5IAO5y

MD5: 7658D96DC6F1BF1C4B8E7587B63785BF

SHA1: 9EA85D1D15BEC75AB16A6F14A8074B15006E4821

SHA-256: 96787D74AC1F603009D6AF517C2100C4FF79E947097BE74A818B876FEA1FE61D

SHA-512: 195D14A0ED4D61CA6ABDA1302FC75A684E57B760486EAB5D7B60D0A2B3F1B0AA2BDFE2DDCF2726A1B9118B4B322322E919E922C34E702888C307E3D82A4677B
6

Malicious: false

Reputation: low

Preview:
[doc]..PO-0814.LNK=0..PO-0814.LNK=0..[doc]..PO-0814.LNK=0..

C:\Users\user\AppData\Roaming\Microsoft\Templates\~$Normal.dotm
Process: C:\Program Files (x86)\Microsoft Office\Office16\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 162

Entropy (8bit): 2.637450258027898

Encrypted: false

SSDEEP: 3:Rl/ZdrYttolFV7lptHlqKywaYzoY17:RtZpIOH7+iIY17

MD5: ABD87C38983052596149295CFF4A4EA3

SHA1: BED8D6FDFAF29E4010DC066CA559AB9335B326FA

SHA-256: 249C77C9545C4265937B5A30A0204EDB51F03532D42B60F93338D9FB53C0EFAD

SHA-512: 05FA867AFFB422DC0150419C37A1B8BF47E87240AA098A889865A1BF932906A5760E5E9C6CCD909BE3DEE2E0210E09534A315BA583D4AF250A0D6E15F6D27652

Malicious: false

Reputation: low

Preview:
.pratesh................................................p.r.a.t.e.s.h..........!...;...........................!..<..........$.......6C.......!...=..x..s`..sP..s

C:\Users\user\AppData\Roaming\Microsoft\UProof\CUSTOM.DIC
Process: C:\Program Files (x86)\Microsoft Office\Office16\WINWORD.EXE

File Type: Little-endian UTF-16 Unicode text, with CR line terminators

Category: dropped

Size (bytes): 22

Entropy (8bit): 2.9808259362290785

Encrypted: false

SSDEEP: 3:QAlX0Gn:QKn

MD5: 7962B839183642D3CDC2F9CEBDBF85CE

SHA1: 2BE8F6F309962ED367866F6E70668508BC814C2D

SHA-256: 5EB8655BA3D3E7252CA81C2B9076A791CD912872D9F0447F23F4C4AC4A6514F6
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Static File Info

General
File type: Rich Text Format data, unknown version

Entropy (8bit): 3.5422390551490244

TrID: Rich Text Format (5005/1) 55.56%
Rich Text Format (4004/1) 44.44%

File name: PO-0814.doc

File size: 1710047

MD5: c811bfeba8f5ecd3fa4fe6e65dcc46af

SHA1: 32bd41b37872d0bd3d6376abbb29b8d0da47f1ac

SHA256: fe5b31f0bf9c8a120cd21da9a474ca1b083af0e23ee0e29
ca42939009aa4e149

SHA512: 9b79c8edee042ed6746c9c9e7a6693c9bced573c11c055
0aaddea0459b480e6e97a3900e132687b33604e91ba9ef
af99df4fc3406092578f67d6d48b021946f0

SSDEEP: 12288:2NpPfQ5Q48Fr8jzOpbXW84abtMCF2XdO/hTtGL
6oRkrG2X4:2NpPfQe4ZmpbGs32XdO3GL7+G2X4

File Content Preview: {\rtf6965{\object\objautlink70169935\objw9723\objh6132
{\*\objdata.9c9bd81a020000000b0000004571756174496
f4e2e330000000000000000009d0b0d00037e01eb470a0
105d76448ec00000000000000000000000000000000000
0000000000000005006450000000000000000000000000
00000000000000

File Icon

Icon Hash: 74f4c4c6c1cac4d8

SHA-512: 2C332AC29FD3FAB66DBD918D60F9BE78B589B090282ED3DBEA02C4426F6627E4AAFC4C13FBCA09EC4925EAC3ED4F8662FDF1D7FA5C9BE714F8A7B993BECB3
342

Malicious: false

Reputation: high, very likely benign file

Preview:
....p.r.a.t.e.s.h.....

C:\Users\user\AppData\Roaming\Microsoft\UProof\CUSTOM.DIC

C:\Users\user\Desktop\~$O-0814.doc
Process: C:\Program Files (x86)\Microsoft Office\Office16\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 162

Entropy (8bit): 2.637450258027898

Encrypted: false

SSDEEP: 3:Rl/ZdrYttolFV7lptHlqKywaYzoY17:RtZpIOH7+iIY17

MD5: ABD87C38983052596149295CFF4A4EA3

SHA1: BED8D6FDFAF29E4010DC066CA559AB9335B326FA

SHA-256: 249C77C9545C4265937B5A30A0204EDB51F03532D42B60F93338D9FB53C0EFAD

SHA-512: 05FA867AFFB422DC0150419C37A1B8BF47E87240AA098A889865A1BF932906A5760E5E9C6CCD909BE3DEE2E0210E09534A315BA583D4AF250A0D6E15F6D27652

Malicious: false

Reputation: low

Preview:
.pratesh................................................p.r.a.t.e.s.h..........!...;...........................!..<..........$.......6C.......!...=..x..s`..sP..s

Id Start Format ID Format Classname Datasize Filename Sourcepath Temppath Exploit

0 0000003Dh 2 embedded EquatIoN.3 854941 no

Static RTF Info

Objects
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Network Port Distribution

Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Network Behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 12:12:53

Start date: 16/06/2021

Path: C:\Program Files (x86)\Microsoft Office\Office16\WINWORD.EXE

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Microsoft Office\Office16\WINWORD.EXE' /Automation -Embedding

Imagebase: 0x1040000

File size: 1937688 bytes

MD5 hash: 0B9AB9B9C4DE429473D6450D4297A123

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Show Windows behavior

UDP Packets

Analysis Process: WINWORD.EXE PID: 6412 Parent PID: 800Analysis Process: WINWORD.EXE PID: 6412 Parent PID: 800

General

File CreatedFile Created

File DeletedFile Deleted

Key CreatedKey Created

Key Value CreatedKey Value Created

Key Value ModifiedKey Value Modified
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Joe Sandbox Cloud Basic 32.0.0 Black Diamond

Disassembly

Copyright Joe Security LLC

File ActivitiesFile Activities

Start time: 12:13:13

Start date: 16/06/2021

Path: C:\Windows\splwow64.exe

Wow64 process (32bit): false

Commandline: C:\Windows\splwow64.exe 12288

Imagebase: 0x7ff7bf8e0000

File size: 130560 bytes

MD5 hash: 8D59B31FF375059E3C32B17BF31A76D5

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Analysis Process: splwow64.exe PID: 6968 Parent PID: 6412Analysis Process: splwow64.exe PID: 6968 Parent PID: 6412

General
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