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Windows Analysis Report Seafood Order and Company...

Overview
General Information Detection Signatures Classification
Sample Seafood Order and
Name: Company Profile.xIsx Multi AV Scanner detection for subm...
Analysis ID: 435320 Sigma detected: EQNEDT32.EXE c...
MD5: .
4c9867155a69¢0.. Allocates albigiamount ofi memorny.(p:.-
SHAL: 72fd5acdOce3371. MALICIOUS ) .
Documentmisses a certain OLLE sir...
SHA256: 9fcc8435ac8254a. . . :
May/sleepi(evasivelloops)ito hinder: ...
nfos: Bt QS E
& Office’ Equation| Editor hasibeen star...
. . Potential documentexploitdetected:..
Most interesting Screenshot:
T = Potential documentexploit detected...
“““““ il Score: 56 Uses a knowniweblbrewser; User age:..
o R : 0-100
Fi'?:lofﬁce ange
B T Whitelisted: false
Confidence: 100%
- e AL S : s

Process Tree

= System is w7x64

. EXCEL.EXE (PID: 2524 cmdline: 'C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)
. :/0—2' EQNEDT32.EXE (PID: 2772 cmdline: 'C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE' -Embedding MD5:
A87236E214F6D42A65F5DEDAC816AECS)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

Exploits: -i.

Sigma detected: EQNEDT32.EXE connecting to internet

Signature Overview

g

Click to jump to signature section
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AV Detection: -i.
Multi AV Scanner detection for submitted file

Exploits: -i.

Mitre Att&ck Matrix

Rem«
Initial Privilege Credential Lateral Command Network Servi
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects Effec
Valid Exploitation  Path Process Masquerading 0os Virtualization/Sandbox Remote Data from  Exfiltration Non- Eavesdropon Remc
Accounts for Client Interception Injection Credential Evasion Services Local Over Other Application Insecure Track
Execution Dumping System Network Layer Network Withc
Medium Protocol Communication Authc
Default Scheduled Boot or Extra Virtualization/Sandbox LSASS File and Directory Remote Data from  Exfiltration Application Exploit SS7to  Remc
Accounts Task/Job Logon Window Evasion Memory Discovery Desktop Removable Over Layer Redirect Phone Wipe
Initialization Memory Protocol Media Bluetooth  Protocol Calls/SMS Withc
Scripts Injection Authc
Domain At (Linux) Logon Script Logon Process Injection Security System Information SMB/Windows Data from Automated Ingress Tool Exploit SS7to Obtai
Accounts (Windows)  Script Account Discovery Admin Shares Network Exfiltration Transfer Track Device  Devic
(Windows) Manager Shared Location Clouc
Drive Backi
Local At Logon Script Logon Obfuscated Filesor  NTDS Remote System Distributed Input Scheduled Protocol SIM Card
Accounts (Windows)  (Mac) Script Information Discovery Component  Capture Transfer Impersonation Swap
(Mac) Object Model
Cloud Cron Network Network Extra Window LSA Remote System SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Logon Memory Injection Secrets Discovery Transfer Channels Device
Script Size Limits Communication

Behavior Graph
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Legend:

Behavior Graph D Process
ID: 435320 . Signature
Sample: Seafood Order and Company P... . Created File
Startdate: 16/06/2021 CLEAN . DNS/IP Info
Architecture:  WINDOWS UNKNOWN &"L 1s Dropped
Scores 56 A% s Windows Process
EE_: Number of created Registry Values

Number of created Files

5 B

Visual Basic

zz
3

ms
I8
o

started start

)

Delphi

i
i
=

Java
.Net C# or VB.NET

C, C++ or other language

H

|
HHH
B 2~

‘i Is malicious
@ Internet
6 H St N
103.133.109.192, 49167, 80 e
VNPT-AS-VNVIETNAMPOSTSANDTELECOMMUNICATIONSGROUPVN dropped

Viet Nam [

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Seafood Order and Company Profile - Microsoft Excel - Seafood Order and Company Profile

Home | Insert  Page Layout Formulas Data Review  View

&% cut Calib ol = N ] = = - A

Ea copy v
B I U \ - | = =l o 00 Format
- Format Painter ? LR o &2 Clear =
Clipboard Alignment Editing

Vi1

A

E! n Microsoft*

a Office

This document is
= 3. Once you have enabled editing, please click
=) protected Update Links

M 4 » M| Sheet2 Sheet3
Ready |

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Seafood Order and Company Profile.xlsx 30% ReversingLabs Document-
Office.Exploit. CVE-
2017-11882

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs
Source Detection Scanner Label Link
http://103.133.109.192/chinvst/cbn.exe 0% Avira URL Cloud safe
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Domains and IPs

Contacted Domains

No contacted domains info

Contacted URLs

Name

Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Contacted IPs

Public

P Domain

Country Flag ASN ASN Name Malicious

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Warnings:

Copyright Joe Security LLC 2021

32.0.0 Black Diamond

435320

16.06.2021

12:16:23

CloudBasic

Oh 4m 51s

false

light

Seafood Order and Company Profile.xIsx
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET
4.6.2)

4

o ©o o o

e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL
mal56.expl.winXLSX@2/18@0/1

Adjust boot time

Enable AMSI

Found application associated with file extension: .xIsx
Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Scroll down

Close Viewer

Show All
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Simulations

Behavior and APIs

Time Type Description

12:17:04 API Interceptor 59x Sleep call for process: EQNEDT32.EXE modified

Joe Sandbox View | Context

IPs
Match Associated Sample Name /| URL SHA 256 Detection Link Context
103.133.109.192 Get hash malicious Browse e 103.133.1
09.192/rec
eipwt/vbc.exe
Get hash malicious Browse e 103.133.1
09.192/rec

eipot/vbc.exe

Get hash malicious Browse e 103.133.1
09.192/rec
eipot/vbc.exe

Get hash malicious Browse 103.114.107.28

Get hash malicious Browse 103.114.107.28

Get hash malicious Browse 103.114.107.28

Domains
No context
ASN
Match Associated Sample Name / URL SHA 256 Detection Link Context
VNPT-AS- Get hash malicious Browse e 103.140.25
VNVIETNAMPOSTSANDTELECOMMU 0.132
NICATIONSGROUPVN Get hash malicious Browse e 103.140.25
1.225
Get hash malicious Browse e 103.133.10
4.124
Get hash malicious Browse e 103.140.25
0.132
Get hash malicious Browse e 103.133.10
9.176
Get hash malicious Browse e 103.114.10
4.219
Get hash malicious Browse e 103.133.10
4.124
Get hash malicious Browse e 103.133.10
4.124
Get hash malicious Browse e 103.133.10
9.176
Get hash malicious Browse e 103.133.10
6.117
Get hash malicious Browse e 103.133.10
6.117

Get hash malicious Browse 103.114.107.28
JA3 Fingerprints

No context
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https://view.joesandbox.com/analysis/336416/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336416/html/none?idtype=webid
https://view.joesandbox.com/analysis/335672/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335672/html/none?idtype=webid
https://view.joesandbox.com/analysis/335184/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335184/html/none?idtype=webid
https://view.joesandbox.com/analysis/341637/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341637/html/none?idtype=webid
https://view.joesandbox.com/analysis/341516/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341516/html/none?idtype=webid
https://view.joesandbox.com/analysis/341494/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341494/html/none?idtype=webid
https://view.joesandbox.com/analysis/341286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341286/html/none?idtype=webid
https://view.joesandbox.com/analysis/341046/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341046/html/none?idtype=webid
https://view.joesandbox.com/analysis/341016/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341016/html/none?idtype=webid
https://view.joesandbox.com/analysis/340847/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340847/html/none?idtype=webid
https://view.joesandbox.com/analysis/340687/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340687/html/none?idtype=webid
https://view.joesandbox.com/analysis/340477/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340477/html/none?idtype=webid
https://view.joesandbox.com/analysis/340381/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340381/html/none?idtype=webid
https://view.joesandbox.com/analysis/339920/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339920/html/none?idtype=webid
https://view.joesandbox.com/analysis/339916/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339916/html/none?idtype=webid
https://view.joesandbox.com/analysis/339806/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339806/html/none?idtype=webid
https://view.joesandbox.com/analysis/339692/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339692/html/none?idtype=webid
https://view.joesandbox.com/analysis/339546/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339546/html/none?idtype=webid
https://view.joesandbox.com/analysis/339515/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339515/html/none?idtype=webid
https://view.joesandbox.com/analysis/339344/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339344/html/none?idtype=webid
https://view.joesandbox.com/analysis/339343/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339343/html/none?idtype=webid
https://view.joesandbox.com/analysis/339342/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339342/html/none?idtype=webid
https://view.joesandbox.com/analysis/339339/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339339/html/none?idtype=webid

Dropped Files

No context

Created |/ dropped Files

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\1AADFD09.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

PNG image data, 1686 x 725, 8-bit/color RGBA, non-interlaced

dropped

79394

7.864111100215953

false
1536:ACLfq2zNFewyOGGG0QZ+6GOGGGLVjpP7OGGGeLENf85dUGKkmMBCOLZgf3BNUAQ:7PzbewyOGGGV+6G0GGG7jpP70GGGeLEe
16925690E9B366EAG0B610F517789AF1

9F3FE15AE44644F9ED8C2CA668B7020DF726426B
C3D7308B11E8C1EFDICOA7F6EC370A13EC2C87123811865ED372435784579C1F
AEF16EA5F33602233D60F6B6861980488FD252F14DCAE10A9A328338A6890B081D59DCBDIF5B68E93D394DEF2E71AD06937CE2711290E7DD410451A3B1E54CD
false

moderate, very likely benign file

LTV~ G #>Z W
LSrv~.G.r). #>7..6...
Ao >rvl GRS,

C:\Users\luser\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\2E1C2191.jpeg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 191x263, frames 3
dropped

8815

7.944898651451431

false

192:Qjnr2118e71i2YRD5x5dlyuaQ0ugZIBn+002yHQGYtPto:QZI8e7li2YdRyuZ0b+JGgtPW
F06432656347B7042C803FE58F4043E1

4BD52B10B24EADECA4B227969170C1D06626A639
409F06FC20F252C724072A88626CB29F299167EAE6655D81DF8E9084E62D6CF6

358FEBSCBFFBE6329F31959F0F03C079CF95B494D3C76CF3669D28CA8CDB42B04307AE46CED1FC0605DEF31D9839A0283B43AA5D409ADC283A1CAD787BEYSI
OE

false

moderate, very likely benign file

...... JFIF o) (oL LI0B) 383, 7 (oo T bbb bbb bbb bbb bbb bbb,
..... Fovrerrreerriseenrenn " TALQRAA2BS......3D.....8C....C..EL5 oo 2. X5 PMQ@E. ......0..0.8G.C..h..GL....f..0..U..D.t"...u.B.. VO.f. <.t  Kt.

.d.@..83)d@@7?.q...t.3!.... .91 Q.(W.. X& & I&T.* K. [Ke.....[ 13(f+.C....+....5....hHR.0... "R.G..6...&PB..d.n.04 *+..S.. M.......[........dc0y SO YN TLEG[l.m......
$e&......2.[.3.4~.a.u9d. &K XKX"."...Y...|......MxPu..b...0e:.R #.......U...E..4Pd/.0.".4 ..A..t...2..gbDb.l."&. y1.......... l.>.ZA%.......... 3..z7..Ln6.Am.im...0./.~y...

.1.b.0U..5.0i\.LHLf. .Sl f.'3?...bu.P4>...+.B...elL...R., .3.008,=.K.l..Z.... O.l.z...am...C.k..iZ ...<ds....f8f..R....K

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\39471903.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

PNG image data, 399 x 605, 8-bit/color RGBA, non-interlaced

dropped

50311

7.960958863022709

false

768:hfo72tRIBZeeRugjj8yooVAK92SYADOPSsX35SVFNOt3HcoNz8 WEKGEHmM8bbxXVGx:hfOWBueSoVAKXLDO6W35SEVNz8imOAEH
4141C7515CEG4FED13BE6D2BA33299AA

B290F533537A734B7030CE1269AC8C5398754194
F6BOFE628E1469769E6BD3660611B078CEF6EE396F693361B1B42A9100973B75
74E9927BFOC6F8CB9C3973FD68DAD12B422DC4358D5CCED956BC6A20139B21D929E47165F77D208698924CB7950A7D5132953C75770E4A357580BF271BD9BD8
false

moderate, very likely benign file
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MS0O\39471903.png

Preview:
PNG........ IHDR....... Jooe M...gAMA......a.....sRGB........ CHRM..Z&.............. u0...".......p..Q<....bKGD.............. oFFs....... F#-nT...pHYs...%...%.IR$.....vpAg....... 0...0.....
IDATX...h.w...VI..D......... 4.p X(r.x.&.K.(L..P..d5.R.....b....... C..BP...,% ...qL..[E.ni.t....H_....G.|~=...<.#JIN.a.a.Q.V..t.M.v;=.0.s..ixa..0..<..."..a\..a..q.+..a..5.<.
.a...a\..a.g+.a.b<.a. .a.a.g+.a.b<.a. .a.a.g+.a.b<.a.'.a.a.g+.a.b<.a.'.a.a.qg+.a.b<.a..al.a.g+.a.5<.a.’.a.a.g.+.a.b<.a..al
.a..qM../.u....h6..|.22..g4M......... C.u.y,—-. ..a.?2~WAi.>7q.j..y...iLNN....5\.w"..b~~...J.sssm.d.Y.u.G....s.\.R."qq.....C;..$..&..2..x..J..fgg...]=9.Y.y..N..(SN.S8.eZ.T...=...4.?
~.UK.;....SSS...iY.Q.n.L.u\.x..0.,.av.N.(..H..B.. X......... .amm...hd.t..]j..tz[.(.#. . }yy.l." z-[14...a.. jj.....,dY. 7. F..\~g..x.Y..R.\...w\h.K...h.nM

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\3D5CA76D.png E

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PNG image data, 476 x 244, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 49744

Entropy (8bit):  7.99056926749243

Encrypted: true

SSDEEP: 768:wnuJ6pl4ax3egT1LYyelwBiPaaBsZbkCev17dGOhRkJjsv+gZB/UcVaxZJ2LEz:YfplUeWNYF1UiPm+/qlsxZB/ZS

MD5: 63A6CB15B2B8ECD64F1158F5C8FBDCC8

SHA1L: 8783B949B93383C2A5AF7369C6EEBIDS5DD7A56F6

SHA-256: AEA49B54BA0E46F19E04BB883DA311518AF3711132E39D3AF143833920CDD232

SHA-512: BB42A40E6EADF558C2AAE82F5FB60B8D3ACO6E669F41B46FCBE65028F02B2E63491DB40E1C6F1B21A830E72EES52586B83A24A055A06C2CCC2D1207C2D5AD6E
45

Malicious: false

Preview:

..sM...p..p-..y]..t7".D)..... . k.
V.g.\G..p.pX[....*%hyt..@..J...~.p....
/m...0g...8......6.$.8]p...9.....Z.a.sr.;B.a..m
fGIb\[........

0AV..g.m...23..C..g(.%...6..>.0.r...L..t1.Q-.bE..
0.N......q...b.....Q...c.moT.e60B...p.v".
L2 fdowrlyly i.'&.2....).e.D 2.06
.5.f.|8s$p.?3H......0"..6)...bD... A +....9..;$..W: jBH..ItK

. LE_..*iU.G...L.O..I6... . ;
L>lblBLKL{LAw?LLB3L.2 Spe Ll AKLPLG
+.....ra..ieZ..Y..3.Q*m.rurb.5@.e.v@@....gsb.{g-..3j.

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\ACDCACFF.jpeg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

JPEG image data, JFIF standard 1.01, resolution (DPI), density 220x220, segment length 16, baseline, precision 8, 550x310, frames 3
dropped

29499

7.667442162526095

false
384:ac8UyN1qqyn7FdNfzZY3AJONcoEwa4OXyTgEunn9k+MPIEWsKHBmM8oguHh9kt98g:p8wn7TNfzZONcnwR6kvKPsPWghY6g
4FBDDF16124B6C9368537DF70A238C14

45E34D715128C6954F589910E6D0429370D3E01A
0668A8E7DA394FE73B994AD85F6CA782F6C09BFF2F35581854C2408CF3909D86
EA17593F175D49792629EC35320AD21D5707CB4CFIE3A7B5DA362FC86AF207F0C14059B51233C3E371F2B7830EAD693B604264CA50968891B420FEA2FCA4B29E(C

false

J11A.Qa."q.
W....11.AQ
2. 0F..GEH.[.. ... Z]K?B.]...A.
LN) $e.a.. B .).%ad. >,

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\58290F75.emf

Process: C:\Program Files\Microsoft Office\Office l4\EXCEL.EXE
File Type: Windows Enhanced Metafile (EMF) image data version 0x10000
Category: dropped
Size (bytes): 7592
Entropy (8bit):  5.452334018432516
Encrypted: false
SSDEEP: 96:znY+f/mcqgblJaXn/08pnDp0d7vilxL01/G37uVH1oL6lcQtoVhZxGOme3SBwi:b Y CVSTxK/LA/FVoL3QtKhn+e3+wi
MD5: 174F7349639B3C21402C2DE5S3E860A70
SHAL: D6215A38F72901A6A2832056E783CACD84B3855A
SHA-256: BD4277F040C3459648B8B3121B63E0B7D3F801BD538EE715447506ACBC0187DB
SHA-512: C35A4C84082AC42D30F4D5EAG44037EFB623EA7TF67AAGE48DA7CCFB52E38F8EFDAD3C6775B724110EB580AF524E749E320C5987F2230544925BF2A85CAD9B 1€
Malicious: false
Preview:
SPX[UR{]XQ~"XS._ZT.a[U.c\U.e"V.e"X.g"Y.hbY .jaZ.jb\.ld].Id].nd".nf .
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\58AB66F2.png E
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
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C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\58AB66F2.png E
File Type: PNG image data, 476 x 244, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 49744

Entropy (8bit):  7.99056926749243

Encrypted: true

SSDEEP: 768:wnuJ6pl4x3egT1LYyelwBiPaaBsZbkCev17dGOhRkJjsv+gZB/UcVaxZJ2LEz:YfplUeWNYF1UiPm+/qlsxZB/ZS

MDS5: 63A6CB15B2B8ECD64F1158F5C8FBDCC8

SHA1L: 8783B949B93383C2A5AF7369C6EEBID5DD7A56F6

SHA-256: AEA49B54BA0E46F19E04BB883DA311518AF3711132E39D3AF143833920CDD232

SHA-512: BB42A40E6EADF558C2AAEB82F5FB60B8D3ACO6E669F41B46FCBE65028F02B2E63491DB40ELC6F1B21A830E72EES2586B83A24A055A06C2CCC2D1207C2D5AD6E
45

Malicious: false

Preview:

..IDATX....T.]...G.;.nuww7.s...U..K.....Ih...qli.. K...t'k W..i.>......B...E.0...fa...e..
LEKI<UFLSE.LLL?[B(9... H. 0AV..g.m...23..C..g(.%. 6..>.O.r...L..tl.Q—.bE..
. Jte...5Q.P.v;..B.C...m......0.N......q...b.....Q...c.m0T.e60B...p.v".
> b B K { +W’7 BB 2 S l.p L..\K.P.q
+....ra..iez.j.Y..3.Q*m.r.urb.5@.e.v@@....gsh.{g-..3j........ s.f.|8s$p.?3H

.Z.a.sr.;B.a...m
.GC6.....J.

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\620EEE8A.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 566 x 429, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 84203

Entropy (8bit):  7.979766688932294

Encrypted: false

SSDEEP: 1536:RrpoeM3WUHO25A8HD3S04IL9jvt06302I/WrdnuQvs+9QvM4PmgZuVHdJI5v3ZK7+:H5YHOhwx4IRTtO6349uQvXJ4PmgZulld

MD5: 208FD40D2F72D9AED77A86A44782E9E2

SHA1L: 216B99E777ED782BDC3BFD1075DB90DFDDABD20F

SHA-256: CBFDB963E074C150190C93796163F3889165BF4471CA77C39E756CF3F6F703FF

SHA-512: 7BCEBOFFA8B0707E4598639023876286B6371AE465A9365FA21D2C01405AB090517C448514880713CA22875013074DBID5ED8DA93C223F265C179CFADAG09A64

Malicious: false

Preview:
PNG........ IHDR...6........... >(....sRGB......... gAMA ...... a....pHYs......... +...... IDATXN =9 H. L ZAL . SEJ,%..VPG..K.=...@.%0l.e7...U..... ... >N~&..._..._.I7...
.L..D.G!0..G};...2..00.7....Cc...G...g>......_ _J0 kel TS~ ~.@Y96.S....&.1... N X _hu(ul0a... ] R 2. 2. .GIY
\..+b..{>vU.... W+Ap..AX..;.V.-zA.sA.U..cR..g"..X ...... 6nA..6A...O6. AMf=y 7. X.A..qA.| .~.03....2...m6...sN.0..;/....Y..H..0o........... ~
(WA‘A..SAt....A.m..A.+.KA..<“M:A..IN.UA.C..]A5.:A..s.Ag.d.Af.<Km“$.AfS“.oA.:..}@..A;k..mAL./.$.A...A,)A...3%.A|J.A...bAr7.O!F...c ...... $..)...|[0.CK...._.....Nv...q.t3l.,. ...vD.-.0. kw....X...-
C..KGId.8.a}|........,....q.=r..PLV#..n. b [w..N.b.W......;..2.00..K{>.K....{w{....... 6'...,.}.E..X.1.-Y].JIm.j..pq|.0...e.v.....17....F

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\63886F76.png

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: PNG image data, 1268 x 540, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 51166

Entropy (8bit):  7.767050944061069

Encrypted: false

SSDEEP: 1536:zdKgAwWKoL5H8LIiLtoEdJ90ShB7IaAvRXDIBig49A:JIDAQIHB/GMSdhahg49A
MD5: 8C29CF033A1357A8DE6GBF1FC4D0B2354

SHA1: 85B228BBC80DC60D40F4D3473E10B742E7B9039E

SHA-256: E7B744F45621B40AC44F270A9D714312170762CA4A7TDAF2BA78D5071300EF454
SHA-512: F2431F3345AAB82CFCE2F96E1D54E53539964726F2E0DBC1724A836AD6281493291156AAD7CA263B829E4A1210A118E6FA791F198B869B4741CB47047A5E6D6A
Malicious: false

Preview:

c_..w{}.. .

X ...F..'..O..sLU..:nZ.DGGGGGGGGG.AGGGGGGGG.Y
....... tmz S....n.U.L Wi 2 S N Ze L E ].q.t...

................ e Ze Mttt X Cll0 L OY L =L Xttt % DAGG GG = b 2 =

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\652F53D0.png

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PNG image data, 399 x 605, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 50311

Entropy (8bit): 7.960958863022709

Encrypted: false

SSDEEP: 768:hfo72tRIBZeeRugjj8yooVAK92SYADOPSsX35SVFNOt3HcoNz8 WEKEHM8bbxXVGx:hfOWBueSoVAKXLDO6W35SEVNz8imOAEH
MD5: 4141C7515CE64FED13BE6D2BA33299AA

SHAL: B290F533537A734B7030CE1269AC8C5398754194

Copyright Joe Security LLC 2021 Page 11 of 17



C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\652F53D0.png

SHA-256: F6BOFE628E1469769E6BD3660611B078CEF6EE396F693361B1B42A9100973B75
SHA-512: 74E9927BFOC6F8CB9C3973FD68DAD12B422DC4358D5CCED956BC6A20139B21D929E47165F77D208698924CB7950A7D5132953C75770E4A357580BF271BD9BD8
Malicious: false
Preview:
.PNG. IHDR. A .0AMA ...sSRGB. cHRM..z&.. oFFs......F#-nT...pHYs...%...%.IR$.
IDATX...h.w....V!...D. A.p X(r.x.&.K.(L..P.d5.R....b...... C..BP L<.#JN.a.a.Q.V..t.M.

.a...a\..a.g+.a.b<.a. .a.a.g+.ab<.a.
.a..qM../.u....h6..].22..g4M.. .C.u.y .
~.UK.;....8SS...iY.Q.n.l.u\.x..0.,.av.N.(..H..B..X..

“.al.a.g.+.a.5.<.a.. ..
.C;.$..&..2.x..3..f9g...]=0.Y.y..N..(SN.S8.eZ.T...=...4.?
A~g...x.Y..R.\..w\h.K..h.nM

...amm..h4.t. ] j.tz[.(.#.Yyy ).z 4. A

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MS0\9268C444.emf

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: Windows Enhanced Metafile (EMF) image data version 0x10000
Category: dropped

Size (bytes): 7608

Entropy (8bit):  5.091127811854214

Encrypted: false

SSDEEP: 96:+SDjyLSR5gs3iwiMO10VCVU7ckQadVDYM/PVfmhDgpH:5Djr+sW31RGtdVDYM3VimkpH

MDS5: EBO06F07412A815AED391F20298C1087B

SHA1L: AC0601FFC173F50B56C3AE2265C61B76711FBEOL

SHA-256: 5CA81C391E8CA113254221D535BE4E0677908DA61DEO016ECI63DD443F535FDE

SHA-512: 38AEF603FACOAB6FB7159EBASB48BD7E191A433739710AEACB11538E51ADASE99CD724BESB3886986FCBB02375B0C132BOC303AEB838602BCE88475DDD727A
49

Malicious: false

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\ADDE7728.jpeg

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 191x263, frames 3

Category: dropped

Size (bytes): 8815

Entropy (8bit): 7.944898651451431

Encrypted: false

SSDEEP: 192:Qjnr2118e71i2YRD5x5dlyuaQ0ugZIBn+002yHQGYtPto:QZI8e7li2YdRyuZ0b+JGgtPW

MD5: F06432656347B7042C803FE58F4043E1

SHA1L: 4BD52B10B24EADECA4B227969170C1D06626A639

SHA-256: 409F06FC20F252C724072A88626CB29F299167EAE6655D81DF8E9084E62D6CF6

SHA-512: 358FEBSCBFFBE6329F31959F0F03C079CF95B494D3C76CF3669D28CA8CDB42B04307AE46CED1FC0605DEF31D9839A0283B43AA5D409ADC283A1CAD787BEYSI
OE

Malicious: false

Preview:
...... =R PROTORTOT) TO (UON 1 L) SO < T 4 (RO Oy 2 o o o o o O OO
..... Frririeieeen L"IALQRAH2BS. 3D $C. . CLlERS . 2.X 5. PMLQ@E......1..0.$G.C...h..Gt....f..O0..U..D.t"...u.B...VO.f..<..t( kt.
.0.@..83)d@@?.q...t..3".... .9.r....Q.(.W..X& & 1&T * K..|kc.....[.1.3(f+.C....+....5....hHR.0... *R.G..6...&pB..d.n.04.+..S..M.......[...".....do..,. <O YN TLEG.......
$e&.......z..[..3.+4~.a.u9d.&IK . xkX"."...Y . |...... MxPu..b..:0e:.R#.....U...E..4Pd/..0.".4 ..A..1....2...gbD)b.l."&..y1.......... I.s>.ZA?.......... 3...zM..L.n6.Am.1m...0..[.~y....
.1.b.0U..5.0i\.LHLf. .Sl f.'3?...bu.P4>...+.B...elL...R., .3.008,=.K.l..Z.... O.l.z...am....C.k..iZ ...<ds....f8f..R...K

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\B859F61C.jpeg

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 220x220, segment length 16, baseline, precision 8, 550x310, frames 3
Category: dropped

Size (bytes): 29499

Entropy (8bit):  7.667442162526095

Encrypted: false

SSDEEP: 384:ac8UyN1qqyn7FdNfzZY3AJONcoEwa4OXyTgEunn9k+MPIEWsKHBmM8oguHh9kt98g:p8wn7TNfzZONcnwR6kvKPsPWghY6g
MD5: 4FBDDF16124B6C9368537DF70A238C14

SHAL: 45E34D715128C6954F589910E6D0429370D3E01A

SHA-256: 0668A8E7DA394FE73B994AD85F6CA782F6C09BFF2F35581854C2408CF3909D86

SHA-512: EA17593F175D49792629EC35320AD21D5707CB4CFIE3A7B5DA362FC86AF207F0C14059B51233C3E371F2B7830EAD693B604264CA50968891B420FEA2FC4B29E(C
Malicious: false

Preview:

2...#B..R..$3br........ %&'()*456789:CDEFGHIISTUVWXYZcdefghijstuvwxyz..
.ag."2...B.... #3R..br..$4.%

. O.F..GEH.[. Z]k?B..]..A.
LN)" $e.a....-...BLN...).%a.d.>.
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\B859F61C.jpeg

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\D3F67A5E.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

PNG image data, 1686 x 725, 8-bit/color RGBA, non-interlaced

dropped

79394

7.864111100215953

false
1536:ACLfq2zNFewyOGGG0QZ+6GOGGGLVjpP7OGGGeLENnf85dUGKkmMBCOLZgf3BNUAQ:7PzbewyOGGGV+6G0GGG7jpP70GGGeLEe
16925690E9B366EAG0B610F517789AF1

9F3FE15AE44644F9ED8C2CA668B7020DF726426B
C3D7308B11E8C1EFDICOA7F6EC370A13EC2C87123811865ED372435784579C1F
AEF16EA5F33602233D60F6B6861980488FD252F14DCAE10A9A328338A6890B081D59DCBDIF5B68E93D394DEF2E71AD06937CE2711290E7DD410451A3B1E54CD

false

L X>09s50)s L WL _
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MHecrv=lGr)L#ES LR _JGLY SO LYS [ =E> L 0U L mks/ L x L X e P $..Fo > {.Qb......

C:\Users\luser\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\D95AA64B.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

PNG image data, 566 x 429, 8-bit/color RGBA, non-interlaced

dropped

84203

7.979766688932294

false
1536:RrpoeM3WUHO25A8HD3S04IL9jvt06302I/WrdnuQvs+9QvM4PmgZuVHdJI5v3ZK7+:H5YHOhwx4IRTtO6349uQvXJ4PmgZull
208FD40D2F72D9AED77A86A44782E9E2

216B99E777ED782BDC3BFD1075DB90DFDDABD20F
CBFDB963E074C150190C93796163F3889165BF4471CA77C39E756CF3F6F703FF
7BCE8OFFA8B0707E4598639023876286B6371AE465A9365FA21D2C01405AB090517C448514880713CA22875013074DBID5ED8DA93C223F265C179CFADAGO9AG4

false

PNG........ IHDR...6........... >(....sRGB......... gAMA.....a....pHYs.......... +..WADATXA =L HLfLGZAL 4 SEJ,%..VPG. K.=...@.%0l.e7...U...... ... >nN~&..._..._.Ig...
L..D.G!0..G};...2...00.7....CC...G....g>.cco._One_._}q Koo MU T S~ @Y96.S.....&..1.0....0...0.6..S../ N H.hS...y;. N.L)." XN _ho(U[0R....] R.Z...2......GIY
\.+b..{>VU.... v V.2.5.U.CR.gN. X......6N...6....06.~ AM.E.=y ... 7..;X...0..] .= K. W.. O {]...G........~.03.....2....M6...SN.O..;/.... Y. H..O...c.......

(W, Sit..m...+.K..<.M=..IN.U..C.]5.=.5..g.d.f.<Km.$.fS..0....}@...k.m.L./S.....}....3%..|j....b.r7.0lF..c".....$...)...|O.CK...._...Nv....q.t3l.,. ...vD.-.0.kw.... X...-
C..KGId.8.a}]..,....eper Q=1 PEVH D S W NLDLWLL L0 2,00 KB K AW 6., LELXUL-Y1.0dMU PG O, V- 170 F

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\E2B60F8F.emf

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 4\ EXCEL.EXE

Windows Enhanced Metafile (EMF) image data version 0x10000

dropped

648132

2.8124530118203914

false

3072:134ULOtS6WB0JOqFB5AEA7rgXuzqr8nG/gc+L+:14UclLe0JOcXuurhged
955A9E08DFD3A0OE31C7BCF66F9519FFC
F677467423105ACF39B76CB366F08152527052B3
08A70584E1492DA4EC8557567B12F3EA3C375DAD72EC15226CAFB857527E86A5
39A2A0C062DEB58768083A946B8BCEOE46FDB2FIDDFB487FE9C544792E50FEBBASCEEE37627AA0B6FEC1053AB48841219E12B7E4B97C51F6A4FD308B525556¢

6..F.$... EMF+@..$.....

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\EB73AAC7.png

Process:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
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C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\EB73AAC7.png

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

PNG image data, 1268 x 540, 8-bit/color RGBA, non-interlaced

dropped

51166

7.767050944061069

false

1536:zdKgAWKOL5H8LILtoEdJ90ShB7IaAvRXDIBig49A:JDAQIH8/GMSdhahg49A

8C29CF033A1357A8DE6BF1FC4D0B2354

85B228BBC80DC60D40F4D3473E10B742E7B9039E

E7B744F45621B40AC44F270A9D714312170762CA4A7DAF2BA78D5071300EF454
F2431F3345AAB82CFCE2F96E1D54E53539964726F2EO0DBC1724A836AD6281493291156AAD7CA263B829E4A1210A118E6FA791F198B869B4741CB47047A5E6D6A

false

PNG........ IHDR............. g~....sRGB......... gAMA.....a....pHYs.........0.d...SIDATX ... ;....... [ T {..m.m...4. .h.B.d..%x.2. {w.$#.Aff..2W......... D&l (TR AR SR N
cC_wfbe it X C....uoV.+..l @GGG?@GGG./...uUK.WnM'.....s.s
ttt

izt gz = F L 0..SLU..iNZ DGGGGGGGGG.AGGGGGGGG.Y. ... #~.......7 ... .0.b.GZ.......... Joidenon ] .COVX>......
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@GGGW/3
................ e Ze N X

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

data

dropped

330

1.4377382811115937

false

3:vZ/FFDJIw2fj/FFDIw2fV:vBFFGaFFGS

96114D75E30EBD26B572C1FC83D1D02E
A44EEBDASEB09862AC46346227F06F8CFAF19407
0C6F8CFOE504C17073E4C614C8A7063F194E335D840611EEFA9E29C7CED1A523

52D33C36DF2A91E63A9B1949FDC5D69E6A3610CD3855A2E3FC25017BF0A12717FC15EBBAC6113DC7D69C06ADA4A83FAFOF021AD7C8D30600AA8168348BDOFASL
0

true

.user LALDULS user VAlbuso oo

Static File Info

General

File type: CDFV2 Encrypted

Entropy (8bit): 7.995552020832647

TriD: e Generic OLE2 / Multistream Compound File

(8008/1) 100.00%

File name: Seafood Order and Company Profile.xIsx

File size: 1315840

MD5: 4c9867155a69c0e089chf6e287442798

SHA1L: 72fd5acd0ce33714c3aff9e837af3be0db733800

SHA256: 9fcc8435ac8254ae9b1dead3cff53098e94d193eadedefs
b5300e7c8f0328d2c

SHA512: 4855ee30d0d5b56f6fa33ef20cf709b80aae2dfabc7eadfb
65e21328aaa3d8634086b7a31bb8cfe2201fec21cch18f6
424e09f8cdd332de1df4655bcfe076f35

SSDEEP: 24576:0qPFcO3WtYM1mvUtca7XBUBMfaMOXeUSKIRR
Oa:XChtYvvgRUBgazu/H

File Content Preview: >

File Icon

Icon Hash:

ede2aaB8aadb4bcb4
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Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "Seafood Order and Company Profile.xlsx"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Streams

Network Behavior

Network Port Distribution

TCP Packets

HTTP Request Dependency Graph

e 103.133.109.192

HTTP Packets

Session ID Source IP

0 192.168.2.22
kBytes

Timestamp transferred

Jun 16, 2021 1

12:17:42.355107069 CEST

Jun 16, 2021 1
12:17:42.607487917 CEST

Copyright Joe Security LLC 2021

Source Port
49167

Direction
ouT

OLE

False
unknown
True
False
False
False

False

False

Destination IP  Destination Port Process

103.133.109.192 80 C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE

Data

GET /chinvst/cbn.exe HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 103.133.109.192

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Date: Wed, 16 Jun 2021 10:17:42 GMT

Server: Apache/2.4.47 (Win64) OpenSSL/1.1.1k PHP/7.3.28

Content-Length: 302

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f
74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3¢ 62 6f 64 79 3e 0a 3¢ 68 31 3e 4e 6f 74 20 46 6f
75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4¢ 20 77 61 73 20 6e 6f 74 20 66 6f
75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0a 3c 68 72 3e 0a 3c 61 64 64 72 65 73 73 3e 41 70
61 63 68 65 2f 32 2e 34 2e 34 37 20 28 57 69 6e 36 34 29 20 4f 70 65 6e 53 53 4c 2f 31 2e 31 2e 31 6b 20 50 48 50 2f 37
2e332e 3238205365 727665722061 74 20 31 30 33 2e 31 33 33 2e 31 30 39 2e 31 39 32 20 50 6f 72 74 20 38 30
3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><hr><address>Apache/2.4.47
(Win64) OpenSSL/1.1.1k PHP/7.3.28 Server at 103.133.109.192 Port 80</address></body></html>
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Code Manipulations

Statistics

Behavior
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Click to jump to process

System Behavior

Analysis Process: EXCEL.EXE PID: 2524 Parent PID: 584

General

Start time: 12:16:43

Start date: 16/06/2021

Path: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding

Imagebase: 0x13fdc0000

File size: 27641504 bytes

MD5 hash: 5FBOAOF93382ECD19F5F499A5CAA59F0

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high
File Activities Show Windows behavior
File Written
Registry Activities Show Windows behavior
Key Created

Key Value Created

Analysis Process: EQNEDT32.EXE PID: 2772 Parent PID: 584

General

Start time: 12:17:04

Start date: 16/06/2021

Path: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

Wow64 process (32bit): true

Commandline: ‘C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE' -Embedding
Imagebase: 0x400000

File size: 543304 bytes

MD5 hash: A87236E214F6D42A65FSDEDAC816AECS
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Has elevated privileges: true

Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high

File Activities Show Windows behavior

Registry Activities Show Windows behavior
Key Created
Disassembly
Copyright Joe Security LLC Joe Sandbox Cloud Basic 32.0.0 Black Diamond
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