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Windows Analysis Report Seafood Order and Company...
Overview

General Information Detection Signatures Classification

Sample Seafood Order and
Name: Company Profile.xIsx Multi AV Scanner detection for subm...

Analysis ID: 435320 Allocatesia bigjamount offmemory (p:..
MDS: 4c9867155a69c0 i i

- Decumentmisses a certain OLE sir...
SHAL MALICIOUS

72fd5acdOce3371.
SHA256: 9fcc8435ac8254a.
Infos: Bt

Most interesting Screenshot:

Score: 48
Oy s
aOfrice
B e e Range: 0-100
Whitelisted: false
Confidence: 100%

Process Tree

= System is wl0x64

. EXCEL.EXE (PID: 6092 cmdline: 'C:\Program Files (x86)\Microsoft Office\Office16\EXCEL.EXE' /automation -Embedding MD5: 5D6638F2C8F8571C593999C58866007E)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview

g

Click to jump to signature section

AV Detection: -i.
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Number of created Registry Values

Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Seafood Order and Company Prafile.xisx - Seafaod Order and Company Profile.xlsx - Excel
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Editing

8 share
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Find 8
Select ™

E! n Microsoft:

a Office

This document is
%) protected

Sheet2 | Sheet3

O Type here to search

nce you have enabled editing, please clic

Update Links

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
Seafood Order and Company Profile.xlsx

Seafood Order and Company Profile.xlsx

Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches
Domains

No Antivirus matches
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Detection Scanner
31% Virustotal
30% ReversingLabs

Label

Document-
Office.Exploit. CVE-
2017-11882

Link

Browse
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https://www.virustotal.com/gui/file/9fcc8435ac8254ae9b1dea93cff53098e94d193ea4edef5b5300e7c8f0328d2c/detection/f-9fcc8435ac8254ae9b1dea93cff53098e94d193ea4edef5b5300e7c8f0328d2c-1623837880

URLs

Source Detection Scanner Label Link
http://https://cdn.entity. 0% URL Reputation safe
http://https://cdn.entity. 0% URL Reputation safe
http://https://cdn.entity. 0% URL Reputation safe
http://https://cdn.entity. 0% URL Reputation safe
http://https://powerlift.acompli.net 0% URL Reputation safe
http://https://powerlift.acompli.net 0% URL Reputation safe
http://https://powerlift.acompli.net 0% URL Reputation safe
http://https://powerlift.acompli.net 0% URL Reputation safe
http://https://rpsticket.partnerservices.getmicrosoftkey.com 0% URL Reputation safe
http://https://rpsticket.partnerservices.getmicrosoftkey.com 0% URL Reputation safe
http://https://rpsticket.partnerservices.getmicrosoftkey.com 0% URL Reputation safe
http://https://rpsticket.partnerservices.getmicrosoftkey.com 0% URL Reputation safe
http://https://cortana.ai 0% URL Reputation safe
http://https://cortana.ai 0% URL Reputation safe
http://https://cortana.ai 0% URL Reputation safe
http://https://cortana.ai 0% URL Reputation safe
http://https://api.aadrm.com/ 0% URL Reputation safe
http://https://api.aadrm.com/ 0% URL Reputation safe
http://https://api.aadrm.com/ 0% URL Reputation safe
http://https://api.aadrm.com/ 0% URL Reputation safe
http://https://ofcrecsvcapi-int.azurewebsites.net/ 0% Virustotal Browse
http://https://ofcrecsvcapi-int.azurewebsites.net/ 0% Avira URL Cloud safe
http://https://res.getmicrosoftkey.com/api/redemptionevents 0% URL Reputation safe
http://https://res.getmicrosoftkey.com/api/redemptionevents 0% URL Reputation safe
http://https://res.getmicrosoftkey.com/api/redemptionevents 0% URL Reputation safe
http://https://res.getmicrosoftkey.com/api/redemptionevents 0% URL Reputation safe
http://https://powerlift-frontdesk.acompli.net 0% URL Reputation safe
http://https://powerlift-frontdesk.acompli.net 0% URL Reputation safe
http://https://powerlift-frontdesk.acompli.net 0% URL Reputation safe
http://https://powerlift-frontdesk.acompli.net 0% URL Reputation safe
http://https://officeci.azurewebsites.net/api/ 0% Virustotal Browse
http://https://officeci.azurewebsites.net/api/ 0% Avira URL Cloud safe
http://https://store.office.cn/addinstemplate 0% URL Reputation safe
http://https://store.office.cn/addinstemplate 0% URL Reputation safe
http://https://store.office.cn/addinstemplate 0% URL Reputation safe
http://https://store.office.cn/addinstemplate 0% URL Reputation safe
http://https://store.officeppe.com/addinstemplate 0% URL Reputation safe
http://https://store.officeppe.com/addinstemplate 0% URL Reputation safe
http://https://store.officeppe.com/addinstemplate 0% URL Reputation safe
http://https://store.officeppe.com/addinstemplate 0% URL Reputation safe
http://https://dev0-api.acompli.net/autodetect 0% URL Reputation safe
http://https://dev0-api.acompli.net/autodetect 0% URL Reputation safe
http://https://dev0-api.acompli.net/autodetect 0% URL Reputation safe
http://https://dev0-api.acompli.net/autodetect 0% URL Reputation safe
http:i/https://www.odwebp.svc.ms 0% URL Reputation safe
http:{/https://www.odwebp.svc.ms 0% URL Reputation safe
http:{fhttps://www.odwebp.svc.ms 0% URL Reputation safe
http:i/https://www.odwebp.svc.ms 0% URL Reputation safe
http:i/https://dataservice.o365filtering.com/ 0% URL Reputation safe
http:i/https://dataservice.o365filtering.com/ 0% URL Reputation safe
http://https://dataservice.o365filtering.com/ 0% URL Reputation safe
http://https://dataservice.o365filtering.com/ 0% URL Reputation safe
http://https://officesetup.getmicrosoftkey.com 0% URL Reputation safe
http://https://officesetup.getmicrosoftkey.com 0% URL Reputation safe
http://https://officesetup.getmicrosoftkey.com 0% URL Reputation safe
http://https://officesetup.getmicrosoftkey.com 0% URL Reputation safe
http://https://prod-global-autodetect.acompli.net/autodetect 0% URL Reputation safe
http://https://prod-global-autodetect.acompli.net/autodetect 0% URL Reputation safe
http://https://prod-global-autodetect.acompli.net/autodetect 0% URL Reputation safe
http://https://prod-global-autodetect.acompli.net/autodetect 0% URL Reputation safe
http://https://ncus.contentsync. 0% URL Reputation safe
http://https://ncus.contentsync. 0% URL Reputation safe
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https://www.virustotal.com/gui/url/b52ed68c7daea1a0dbbae7e0dd7f2959e3b318743ba4678ef8fb0f0964b6661c/detection/u-b52ed68c7daea1a0dbbae7e0dd7f2959e3b318743ba4678ef8fb0f0964b6661c-1623764946
https://www.virustotal.com/gui/url/1fd63af70561d504e1c4d2320234c5e465bc7e41e684b620b56ec0cb469b30cc/detection/u-1fd63af70561d504e1c4d2320234c5e465bc7e41e684b620b56ec0cb469b30cc-1623764803

Source

http://https://ncus.contentsync.

http://https://ncus.contentsync.

http://https://apis.live.net/v5.0/

http://https://apis.live.net/v5.0/

http://https://apis.live.net/v5.0/

http://https://apis.live.net/v5.0/

http://https://wus2.contentsync.

http://https://wus2.contentsync.

http://https://wus2.contentsync.

http://https://wus2.contentsync.
http://https://asgsmsproxyapi.azurewebsites.net/
http://https://asgsmsproxyapi.azurewebsites.net/
http://https://dataservice.0365filtering.com/PolicySync/PolicySync.svc/SyncFile
http://https://dataservice.0365filtering.com/PolicySync/PolicySync.svc/SyncFile
http://https://dataservice.0365filtering.com/PolicySync/PolicySync.svc/SyncFile
http://https://dataservice.0365filtering.com/PolicySync/PolicySync.svc/SyncFile
http://https://ncus.pagecontentsync.

http://https://ncus.pagecontentsync.

http://https://ncus.pagecontentsync.

http://https://ncus.pagecontentsync.

http://https://skyapi.live.net/Activity/

http://https://skyapi.live.net/Activity/

http://https://skyapi.live.net/Activity/

http://https://skyapi.live.net/Activity/

http://https://dataservice.0365filtering.com
http://https://dataservice.0365filtering.com
http://https://dataservice.o365filtering.com
http://https://dataservice.0365filtering.com

http://https://api.cortana.ai

http://https://api.cortana.ai

http://https://api.cortana.ai

http://https://api.cortana.ai
http://https://ovisualuiapp.azurewebsites.net/pbiagave/
http://https://directory.services.

http://https://directory.services.

http://https://directory.services.

http://https://staging.cortana.ai

http://https://staging.cortana.ai

Domains and IPs
Contacted Domains

No contacted domains info

URLs from Memory and Binaries

Contacted IPs

No contacted IP infos

General Information

Joe Sandbox Version: 32.0.0 Black Diamond
Analysis ID: 435320

Start date: 16.06.2021

Start time: 12:22:04
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0%
0%
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0%
0%
0%
0%
0%
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0%
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Scanner

URL Reputation
URL Reputation
URL Reputation
URL Reputation
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URL Reputation
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Avira URL Cloud
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URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation

Label
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

Link

Browse
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https://www.virustotal.com/gui/url/a6fd4878647aaa786a2f8f16c37a515f1e846462aa302219121a7f4310806bc8/detection/u-a6fd4878647aaa786a2f8f16c37a515f1e846462aa302219121a7f4310806bc8-1623765001

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 5m 6s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: Seafood Order and Company Profile.xIsx
Cookbook file name: defaultwindowsofficecookbook.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Run name: Potential for more I0Cs and behavior
Number of analysed new started processes 19
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal48.winXLSX@1/21@0/0
Cookbook Comments: e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .xIsx
e Found Word or Excel or PowerPoint or XPS Viewer
e Attach to Office via COM
e Scroll down
e Close Viewer
Warnings: Show All

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints
No context

Dropped Files

No context
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Created |/ dropped Files

C:\Users\user\AppDatal\Local\Microsoft\Office\16.0\WebServiceCache\AllUsers\officeclient.microsoft.com\CF8173CA-C5F2-4111-899E-6E65886 A2D62

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Microsoft Office\Office IL6\EXCEL.EXE

XML 1.0 document, UTF-8 Unicode text, with very long lines, with CRLF line terminators
dropped

134863

5.364785929501871

false

1536:XcQIKNEeBxA3gBWIpQIDQW+z7Y 34ZIIKWXboOilX5E6LWME9: JEQIDQW+zLXO1
D92E7EOB5C438E8FF3838121DD58AC46
DCDBDBC75F4F054F8602997677A3CF74567DF8CC
70AC58B36311748AE54F6F60A3E53545E088F4D47BE1CEC55BE438850A9CED3D

9A17E560A15431FA3BF31D16CD861C43A2D656AB04FCD17F65C7C1C6F072CAD8B8BF2A6B5B5983632E572ACD9F12C49EC788474133778BOE84D60BFC10B7EE
A

false

low

<?xml version="1.0" encoding="utf-8"?>..<0:0fficeConfig xmlIns:0="urn:schemas-microsoft-com:office:office">.. <o:services o:GenerationTime="2021-06-16T10:23:10">..
Build: 16.0.14214.30526-->.. <o:default>.. <o:ticket o:headerName="Authorization" o:headerValue="{}" />.. </o:default>.. <o:service o:name="Research">.. <o:u
rI>https://rr.office.microsoft.com/research/query.asmx</o:url>.. </o:service>.. <o:service o:name="ORedir">.. <o:url>https://015.officeredir.microsoft.com/r</o:url>..
</o:service>.. <o:service o:name="ORedirSSL">.. <o:url>https://015.officeredir.microsoft.com/r</o:url>.. </o:service>.. <o:service o:name="ClViewClientHelpld">..
<o:url>https://[MAX.BaseHost]/client/results</o:url>.. </o:service>.. <o:service o:name="ClViewClientHome">.. <o:url>https://[MAX.BaseHost]/client/results</o:url>..
</o:service>.. <o:service o:name="ClViewClientTemplate">.. <o:url>https://ocsa.office.microsoft.com/client/15/help/template</o:url>.. </o:service>.. <o:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\Content. MSO\14E11E89.emf

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Microsoft Office\Office 16\EXCEL.EXE

Windows Enhanced Metafile (EMF) image data version 0x10000

dropped

7592

5.452334018432516

false

96:znY+f/mcgblJaxXn/08pnDp0d7vilxL01/G37uVH1oL6lcQtoVhZxGOme3SBwi:bY CVSTxK/LA/FVoL3QtKhn+e3+wi
174F7349639B3C21402C2DE53E860A70

D6215A38F72901A6A2832056E783CACD84B3855A
BD4277F040C3459648B8B3121B63E0B7D3F801BD538EE715447506ACBC0187DB
C35A4C84082AC42D30F4D5EAG44037EFB623EATF67AABE48DA7CCFB52E38F8EFDAD3C6775B724110EB580AF524E749E320C5987F2230544925BF2A85CADIB 1€

false

low

JRUCA AN TRUEAN o TR = 08 -}
i, CorlonnnnCon
........................................................................................................................................................................................... HD?"KHCcNJIFfOJFIQMHISPJoUPLIWRMVY
SPX[UR{]XQ~"XS._ZT.a[U.c\U.e"V.e"X.g"Y.hbY.jaZ.jb\.Id].Id].nd".nf~.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\Content. MSO\1ABB3EA8.emf

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Microsoft Office\Office IL6\EXCEL.EXE

Windows Enhanced Metafile (EMF) image data version 0x10000

dropped

7608

5.091127811854214

false
96:+SDjyLSR5gs3iwiMO10VCVU7ckQadVDYM/PVfmhDgpH:5Djr+sW31RGtdVDYM3VimkpH
EBO6F07412A815AED391F20298C1087B
ACO0601FFC173F50B56C3AE2265C61B76711FBEOL
5CA81C391E8CA113254221D535BE4E0677908DA61DE0016EC963DD443F535FDE

38AEF603FACOAB6FB7159EBAS5B48BD7E191A433739710AEACB11538E51ADASE99CD724BESB3886986FCBB02375B0C132BOC303AE8838602BCE88475DDD727A
49

false

moderate, very likely benign file

A4G°@Y. P P QY QAL G,
............. 00 OO O N O G G

. wq.Ze.4.gN..Y...f20.g"
...... | FUTPUTRPRRPVAUURUPRURY (FON (URRPRPRIIN

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\Content.MS0O\2664183B.png

Process:

C:\Program Files (x86)\Microsoft Office\Office I6\EXCEL.EXE
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\Content.MS0O\2664183B.png

File Type: PNG image data, 1268 x 540, 8-bit/color RGBA, non-interlaced
Category: dropped
Size (bytes): 51166

Entropy (8bit):  7.767050944061069

Encrypted: false
SSDEEP: 1536:zdKgAWKOL5H8LILtoEdJ90ShB7IaAvRXDIBig49A:JDAQIH8/GMSdhahg49A
MDS5: 8C29CF033A1357A8DE6BF1FC4D0B2354
SHA1L: 85B228BBCB0DC60D40F4D3473E10B742E7B9039E
SHA-256: E7B744F45621B40AC44F270A9D714312170762CA4A7DAF2BA78D5071300EF454
SHA-512: F2431F3345AAB82CFCE2F96E1D54E53539964726F2EO0DBC1724A836AD6281493291156AAD7CA263B829E4A1210A118E6FA791F198B869B4741CB47047A5E6D6A
Malicious: false
Reputation: moderate, very likely benign file
Preview:
PNG........ IHDR............. g~.....sRGB......... gAMA.....a....pHYs......... 0.d...SIDATXM. ;. e [ FUPUN {..m.m...4..h..B.d...%x.2. {w.$#.Aff..2W......... D&l (TP A A

.0P.C?@GGGGGGGGGG?@GGGGG.Flc............. E)....Co_..W}....e;.._tHtt X C....UOV.+.I...|2.
it nzfot = ttt..g.:::z.....=......F.."..0..sLU...nZ.DGGGGGGGGG.AGGGGGGGG.Y..... #~
@GGGW/3....... ttt.2...s...n.U.n

TR e z. L\

@GGG?@GGG./...uUK.WnM'.....s.s

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\Content.MSO\327FBD00.jpeg

Process: C:\Program Files (x86)\Microsoft Office\Office lL6\EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 220x220, segment length 16, baseline, precision 8, 550x310, frames 3

Category: dropped

Size (bytes): 29499

Entropy (8bit):  7.667442162526095

Encrypted: false

SSDEEP: 384:ac8UyN1qqyn7FdNfzZY3AJONcoEwa4dOXyTqEUnn9k+MPIEWsKHBmM8oguHh9kt98g:p8wn7TNfzZONcnwR6kvKPsPWghY6g

MD5: 4FBDDF16124B6C9368537DF70A238C14

SHA1L: 45E34D715128C6954F589910E6D0429370D3E01A

SHA-256: 0668A8E7DA394FE73B994AD85F6CA782F6C09BFF2F35581854C2408CF3909D86

SHA-512: EA17593F175D49792629EC35320AD21D5707CB4CF9E3A7B5DA362FC86AF207F0C14059B51233C3E371F2B7830EAD693B604264CA50968891B420FEA2FCA4B29E(C

Malicious: false

Reputation: moderate, very likely benign file

Preview:
J11A.Qa."q.
W.....11.AQ

n?..0.F..GEH.[.. Z]k?B..]...A.

LGN) e BAM.) %A >,

C:\Usersl\user\AppData\Local\Microsoft\Windows\INetCache\Content. MSO\3C93D23A.png

Process: C:\Program Files (x86)\Microsoft Office\Office I6\EXCEL.EXE

File Type: PNG image data, 1268 x 540, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 51166

Entropy (8bit):  7.767050944061069

Encrypted: false

SSDEEP: 1536:zdKgAwWKoL5H8LILtoEdIJ90ShB7IaAvRXDIBig49A:JIDAQIHB/GMSdhahg49A
MDS5: 8C29CF033A1357A8DE6GBF1FC4D0B2354

SHA1: 85B228BBC80DC60D40F4D3473E10B742E7B9039E

SHA-256: E7B744F45621B40AC44F270A9D714312170762CA4A7TDAF2BA78D5071300EF454
SHA-512: F2431F3345AAB82CFCE2F96E1D54E53539964726F2E0DBC1724A836AD6281493291156AAD7CA263B829E4A1210A118E6FA791F198B869B4741CB47047A5E6D6A
Malicious: false

Reputation: moderate, very likely benign file

Preview:

tt
@GGGW/3
................ i Zen N N X

.0.b.GZ..... ldo]o ] . CONX>....
0.t AGGGGGGGGGG?@GGGGGGG. . AA........
.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\Content. MSO\SEOCC3B7.png

Process: C:\Program Files (x86)\Microsoft Office\Office I6\EXCEL.EXE

File Type: PNG image data, 399 x 605, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 50311

Entropy (8bit): 7.960958863022709

Encrypted: false

SSDEEP: 768:hfo72tRIBZeeRugjj8yooVAK9I2SYADOPSsX35SVFNOt3HcoNz8 WEKEHM8bbxXVGx:hfOWBueSoVAKXLDO6W35SEVNz8imOAEH

Copyright Joe Security LLC 2021 Page 10 of 17



C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\Content. MSO\5EOCC3B7.png

MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

4141C7515CEB4FED13BE6D2BA33299AA

B290F533537A734B7030CE1269AC8C5398754194

F6BOFE628E1469769E6BD3660611B078CEF6EE396F693361B1B42A9100973B75
74E9927BFOC6F8CB9C3973FD68DAD12B422DC4358D5CCEDI56BC6A20139B21D929E47165F77D208698924CB7950A7D5132953C75770E4A357580BF271BD9BD8
false

moderate, very likely benign file

....0FFs....... F#-nT...pHYs...%...%.IR$.....vpAg....... 0..0.....
< #JN.a.a.Q.V..t.Mv;=.0s..ixa..0..<..."..a\.a..q.+..a..5.<.

..,% ....gL.,.[E.ni..t.....H

.a...‘..a\..a..q.+..a..5.<..a..f..a\..a.4q.+..a..5.<..a...‘..a\..a..q.+..a..54<..a.4.‘..a\..a4.q.+..a..5.<..a...\Ta\..a..q.+..a.45.<..a...‘..a\.4a..q.+..a.45.<..a...‘..a\.4a..q.+..a4.5.<..a...‘..a\.
.a..qM../.u....h6..|.22..g4M......... C.u.y,—-.."..a?~W\i.>7q...y....iLNN....B\.w"..b~~...J.sssm.d.Y.u.G....s.\.R.’qq.....C;..$..&..2..x..J..fgg...]=0.Y.y..N..(SN.S8.eZ.T...=...4.?
~.UK.;....8SS...iY.Q.n.L.u\.x..0.,.av.N.(..H..B.. X......... .amm...hd.t.. ] j..tz[.(.#. . }yy.l." z-[14...a.. jj....,dY. 7. F..\~g..x.Y..R.\...w\h.K..h.nM

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\Content. MSO\659AE274.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Microsoft Office\Office IL6\EXCEL.EXE

PNG image data, 399 x 605, 8-bit/color RGBA, non-interlaced

dropped

50311

7.960958863022709

false
768:hfo72tRIBZeeRugjj8yooVAK92SYADOPSsX35SVFNOt3HcoNz8WEK6HM8bbxXVGx:hfOWBuUeSoVAKXLDOBW35SEVNZ8IimOAEH
4141C7515CEB4FED13BE6D2BA33299AA

B290F533537A734B7030CE1269AC8C5398754194
F6BOFE628E1469769E6BD3660611B078CEF6EE396F693361B1B42A9100973B75
74E9927BFOC6F8CB9C3973FD68DAD12B422DC4358D5CCEDI956BC6A20139B21D929E47165F77D208698924CB7950A7D5132953C75770E4A357580BF271BD9BD8

false
PNG........ IHDR....... oo M..gAMA.....a....sRGB........ CHRM..Z&......c.c... u0...".......p..Q<...bKGD.............. oFFs....... F#-nT...pHYs...%...%.IR$.....vpAg....... 0..0.....
IDATX...h.w...VI..D......... 4.p X(r.x.&.K.(L..P.d5.R.....b....... C..BP...,% ...qL.,.[E.ni.t....H_.....G.|-=..<.#J.Na.aQ.V..t.M.v;=.0s..ixa..0..<..".a\.a.g.+.a.5.<.

.a...al.a.g+.a.b<.a...ala.g+.a.5<.a...a\.a.q+.a.b<.a.’.al.a.g+.a.b<.a..ala.g+.a.b<.a.’.a.a.g.+.a.b<.a.’.al.a.g+.a.5b<.a..al
.a.gM../u...h6..|.22..g4M......... C.uy,-. a2~ WAi.>7q.j..y...iLNN....5\.w"..b~~...J.sssm.d.Y.u.G....s.\.R.’qq.....C;..$..&..2..x..J..fgg...]=9.Y.y..N..(SN.S8.eZ.T...=...4.?
~.UK.;....SSS...iY.Q.n.L.u\.x..0.,.av.N.(..H..B. X......... .amm...h4.t:. ] j..tz[.(.#. Jyy ). 2[4 a. ... dY. 7 F. . \~g..x.Y..R.\. .. .w\h.K..h.nM

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\Content.MSO\73C09E83.emf

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Microsoft Office\Office 16\EXCEL.EXE

Windows Enhanced Metafile (EMF) image data version 0x10000

dropped

648132

2.8124530118203914

false

3072:134UL0tS6WB0JOqFB5AEA7rgXuzqr8nG/qc+L+:14UcLe0JOcXuurhged
955A9E08DFD3A0OE31C7BCF66F9519FFC
F677467423105ACF39B76CB366F08152527052B3
08A70584E1492DA4EC8557567B12F3EA3C375DAD72EC15226CAFB857527E86A5
39A2A0C062DEB58768083A946B8BCEOE46FDB2F9DDFB487FE9C544792E50FEBB45CEEE37627AA0B6FEC1053AB48841219E12B7E4B97C51F6A4FD308B525556¢

el Q>..l.. EMF........ (et \K.hC..F...,... ..EMF+.@....c.ooevevrene X X F P EMF+'@........... @.o $Q@.......... 0@............. ?
..@."C.alibr.i...
%...X...%...7

6.F.%. .. EMF+@..$.....

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\Content. MSO\80EEC8F3.jpeg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Microsoft Office\Office I6\EXCEL.EXE

JPEG image data, JFIF standard 1.01, resolution (DPI), density 220x220, segment length 16, baseline, precision 8, 550x310, frames 3
dropped

29499

7.667442162526095

false
384:ac8UyN1qqyn7FdNfzZY3AJONcoEwa4OXyTgEunn9k+MPIEWsKHBmM8oguHh9kt98g:p8wn7TNfzZONcnwR6kvKPsPWghY6g
4FBDDF16124B6C9368537DF70A238C14

45E34D715128C6954F589910E6D0429370D3E01A
0668A8E7DA394FE73B994AD85F6CA782F6C09BFF2F35581854C2408CF3909D86
EA17593F175D49792629EC35320AD21D5707CB4CFIE3A7B5DA362FC86AF207F0C14059B51233C3E371F2B7830EAD693B604264CA50968891B420FEA2FC4B29E(C

false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\Content. MSO\80EEC8F3.jpeg

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\Content.MSO\96592B0E.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Microsoft Office\Office L6\EXCEL.EXE

PNG image data, 566 x 429, 8-bit/color RGBA, non-interlaced

dropped

84203

7.979766688932294

false
1536:RrpoeM3WUHO25A8HD3S04IL9jvt06302l/Wr9nuQvs+9QvM4PmgZuVHdJI5v3ZK7+:H5YHOhwx4IRTtO6349uQvXJ4PmgZull)
208FD40D2F72D9AED77A86A44782E9E2

216B99E777ED782BDC3BFD1075DB90DFDDABD20F
CBFDB963E074C150190C93796163F3889165BF4471CA77C39E756CF3F6F703FF
7BCE8OFFA8B0707E4598639023876286B6371AE465A9365FA21D2C01405AB090517C448514880713CA22875013074DBID5ED8DAI3C223F265C179CFADAGO9AG4

false

.PNG < WADATXA =L HL L ZAL o SEJ,%..VPG..K.=...@.$0l.e7...U...... ... >N~&..._..._.IQ...

.L..D.G!0..G};...2...00.7....Cc...G....g>......_0..._._.Jq..k...ru.T.....SL..~.@Y96.S.....&.1.:....0...0.6..S..'n..H.hS.....y;.N.L)."[ £ Xun;........._h.(u|0a....].R.z...2.....GJY
N.+b.{>vU. i w+.p..X..._.V.-z.s.U..cR..g". . X......6n...6....06.- AM.f.=y .. 7..;X...q..]..=[K.w..}O.{|...G........~.03.....2...m6...sN.O..;/....Y . H..0...oo.e. s

(W Sit...m...+.K..<.M=..IN.U..C.]5.=.5..0.d.f.<Km.$.fS..0....}@...k.m.L/$......}...3%..|j....b.r7.0IF..c".....$...)....|O.CK...._....Nv...q.t3l.,. ...vD.-.0.kw....X...-
C..KGId.8.a}|..,.....p....q. =1 PEVE..NL S [w..N.b.W......;..2.00.K{>.K....{wf....... 6Y...,..E..X.1.-Y].JImj..pq|.0...e.v.....17....F

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\Content. MSO\ACA7CA7F.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Microsoft Office\Office I6\EXCEL.EXE

PNG image data, 566 x 429, 8-bit/color RGBA, non-interlaced

dropped

84203

7.979766688932294

false
1536:RrpoeM3WUHO25A8HD3S04IL9jvt06302I/Wr9nuQvs+9QvM4PmgZuVHdJI5v3ZK7+:H5YHOhwx4IRTtO6349uQvXJ4PmgZull
208FD40D2F72D9AED77A86A44782E9E2

216B99E777ED782BDC3BFD1075DB90DFDDABD20F
CBFDB963E074C150190C93796163F3889165BF4471CA77C39E756CF3F6F703FF
7BCE8OFFA8B0707E4598639023876286B6371AE465A9365FA21D2C01405AB090517C448514880713CA22875013074DBID5ED8DA93C223F265C179CFADAGO9AG4

false

PNG........ IHDR...6........... >(....sRGB......... gAMA.....a....pHYs.......... +..WADATXA =L HLFLGZAL 4 SEJ,%..VPG. K.=...@.%0l.e7...U...... ... >nN~&..._..._.Ig...

L..D.G!0..G};...2...00.7....CC...G....g>.cco._One_._}q Koo MU T S~ @Y96.S.....&..1.0....0...0.6..S../ N H.hS....y;. NLL)." XN _ho(U[0R....] R.Z...2......GIY
\.+b..{>VU.... v V.2.5.U.CR.gN. X......6N...6....06.~ AM.E.=y ... 7..;X...0.] .= K. W.. O {]...G........~.03.....2....M6...SN.O..;/.... Y. H..O...c.......

(W. . Sit.m...+.K..<.M=..IN.U..C.]5.=.5..0.d.f.<Km.$.fS...0....}@...k.m.L./S.....}....3%..|j...b.r7.0IF..c".....$...)....|O.CK...._...Nv...q.t3l.,. ....vD.-.0.kw....X...-
C..KGId.8.a}]..,....eper Q=1 PEVH D S W NLDLWLL L0 2,00 KB K AW 6., LELXUL-Y1.0dMU PG O, V- 170 F

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\Content. MSO\B21A94A2.png

Process:
File Type:
Category:
Size (bytes):

C:\Program Files (x86)\Microsoft Office\Office IL6\EXCEL.EXE
PNG image data, 1686 x 725, 8-bit/color RGBA, non-interlaced
dropped

79394

Entropy (8bit):  7.864111100215953
Encrypted: false

SSDEEP: 1536:ACLfq2zNFewyOGGG0QZ+6G0GGGLVjpP70OGGGeLENf85dUGKkmM6COLZgf3BNUQ:7PzbewyOGGGV+6G0GGG7jpP70GGGeLEe

MD5: 16925690E9B366EA60B610F517789AF1

SHAL: 9F3FE15AE44644F9ED8C2CA668B7020DF726426B

SHA-256: C3D7308B11E8C1EFDICOA7F6EC370A13EC2C87123811865ED372435784579C1F

SHA-512: AEF16EA5F33602233D60F6B6861980488FD252F14DCAE10A9A328338A6890B081D59DCBDIF5B68E93D394DEF2E71AD06937CE2711290E7DD410451A3B1E54CD
Malicious: false

Preview:

L X>0.9s8..q)s. WL

LOTV=LGR) #>Z

>rv~-.G.*).#.>z2..6... .§jl.=..}.z0.#.%.vO.+..vO.+}.R..6.f..m.~m.~..=.5C....4[... %uw........ M.r.M.k.:N.g4[<..0..k...G.....XE=..b$.G.,.K...H'._nj.kJ_..qr....

WY >TV=G* ) #> R .GLY > 0. { L)S. | Z}>.0U..mks/...X.|... X ]e.....2....... S Fo. >.{Qb.....
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\Content. MSO\BCFA22F6.png E
Process: C:\Program Files (x86)\Microsoft Office\Office 16\EXCEL.EXE
File Type: PNG image data, 476 x 244, 8-bit/color RGB, non-interlaced
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C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\Content. MSO\BCFA22F6.png E
Category: dropped

Size (bytes): 49744

Entropy (8bit):  7.99056926749243

Encrypted: true

SSDEEP: 768:wnuJ6pl4x3egT1LYyelwBiPaaBsZbkCev17dGOhRkJjsv+gZB/UcVaxZJ2LEz:YfplUeWNYF1UiPm+/qlsxZB/ZS

MDS5: 63A6CB15B2B8ECD64F1158F5C8FBDCC8

SHAL: 8783B949B93383C2A5AF7369C6EEBID5DD7A56F6

SHA-256: AEA49B54BA0E46F19E04BB883DA311518AF3711132E39D3AF143833920CDD232

SHA-512: BB42A40E6EADF558C2AAEB82F5FB60B8D3ACO6E669F41B46FCBE65028F02B2E63491DB40ELC6F1B21A830E72EES2586B83A24A055A06C2CCC2D1207C2D5AD6E
45

Malicious: false

Preview:
PNG........ IHDR.............. LM...IDATX...T.]...G.;..nuww7.s...U.K.....Ih...gli..K... .t kW.i.>...B...EO.. fa..e..++. P . LS}
pzos....... 6;,..H....U..a.9..1..%..... * kI<.\F..$.E....?[B(.9.....H..l.....0AV..g.m...23..C..g(.%...6..>.0.r...L..t1.Q-.bE......)....... li.."..V.g.\.G..p..p.X[.
Jo> o~ LELLRIULGLLLOLrG.LIV.LLL.@........... Jte...5Q.P.v;..B.C...m......0.N......q...b.....Q...c.m0oT.e60B...p.v"..."........ 9..G....B}.

L>lblBlKL{LAw? B3l 20 > pe LKL PO 2> fd WLy Ly
+....ra..iez.j.Y..3.Q*m.r.urb.5@.e.v@@....gsh.{g-..3j........ s.f.|8s$p.?3H......0"..6)...bD... A +....9.;$.. . W:LjBH..IK

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\Content. MSO\EACA9901.png E

Process: C:\Program Files (x86)\Microsoft Office\Office lL6\EXCEL.EXE

File Type: PNG image data, 476 x 244, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 49744

Entropy (8bit):  7.99056926749243

Encrypted: true

SSDEEP: 768:wnuJ6pl4x3egT1LYyelwBiPaaBsZbkCevl7dGOhRkJjsv+gZB/UcVaxZJ2LEz:YfplUeWNYF1UiPm+/q1lsxZB/ZS

MD5: 63A6CB15B2B8ECD64F1158F5C8FBDCC8

SHA1L: 8783B949B93383C2A5AF7369C6EEBIDSDD7A56F6

SHA-256: AEA49B54BA0E46F19E04BB883DA311518AF3711132E39D3AF143833920CDD232

SHA-512: BB42A40E6EADF558C2AAE82F5FB60B8D3ACO6E669F41B46FCBE65028F02B2E63491DB40E1C6F1B21A830E72EES52586B83A24A055A06C2CCC2D1207C2D5AD6E
45

Malicious: false

Preview:
PNG........ IHDR.............. L.M....IDATX....T.]...G.;..nuww7.s...U.K.....Ih...gli.. K.tk W.i.>.....B...E.O..fa..e..++. P.. A LS. ... sM....p..p-..y]..17"D)...... ... k.

pzos V.g\G..p.p.X[....*%hyt..@..J...~.p....

E_

L>0blBUK L {42, B3 2. > L e L LKLPLg
+....ra.ieZ.).Y..3.Q*m.r.urb.5@.ev@@....gsb.{g-..3j........ s.f.|8s$p.?3H

/m...0g...8......6.$.$]p..9.....Z.a.sr.;B.a..m

C:\Usersl\user\AppData\Local\Microsoft\Windows\INetCache\Content. MSO\EDE45DDD.png

Process: C:\Program Files (x86)\Microsoft Office\Office 16\EXCEL.EXE
File Type: PNG image data, 1686 x 725, 8-bit/color RGBA, non-interlaced
Category: dropped
Size (bytes): 79394
Entropy (8bit):  7.864111100215953
Encrypted: false
SSDEEP: 1536:ACLfq2zNFewyOGGG0QZ+6GOGGGLVjpP7OGGGeLEnf85dUGKmM6ECOLZgI3BNUIQ:7PzbewyOGGGV+6G0GGG7jpP70GGGeLEe
MD5: 16925690E9B366EAG60B610F517789AF1
SHA1L: 9F3FE15AE44644F9ED8C2CA668B7020DF726426B
SHA-256: C3D7308B11E8C1EFDICOA7F6EC370A13EC2C87123811865ED372435784579C1F
SHA-512: AEF16EA5F33602233D60F6B6861980488FD252F14DCAE10A9A328338A6890B081D59DCBDIF5B68E93D394DEF2E71AD06937CE2711290E7DD410451A3B1E54CD
Malicious: false
Preview:
.PNG.......IHDR.

L X>0.98..0)s. WL
e AVESR C R RE 4
>rv~.G*r). #.>2..6
B>~ Gr) H#> L

.S.y...S. e
Lb$.G., K. H._nj.kd_.qr....

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\Content. MSO\F97FDA4C.jpeg

Process: C:\Program Files (x86)\Microsoft Office\Office 16\EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 191x263, frames 3
Category: dropped

Size (bytes): 8815

Entropy (8bit): 7.944898651451431

Encrypted: false

SSDEEP: 192:Qjnr2118e71i2YRD5x5dlyuaQ0ugZIBn+002yHQGYtPto:QZI8e71i2YdRyuZ0b+JGgtPW

MD5: F06432656347B7042C803FE58F4043E1

SHAL: 4BD52B10B24EADECA4B227969170C1D06626A639
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\Content. MSO\F97FDA4C.jpeg

SHA-256:
SHA-512:

Malicious:

Preview:

409F06FC20F252C724072A88626CB29F299167EAE6655D81DF8E9084E62D6CF6

358FEB8CBFFBE6329F31959F0F03C079CF95B494D3C76CF3669D28CA8CDB42B04307AE46CED1FCO605DEF31D9839A0283B43AA5D409ADC283A1CAD787BEYSI
OE

false

"1A..QRa.#2BSq
.d.@...&3)d@@7.q...t..3!.... .9.r...
$e&.. ..z..[.43.+~..a.u9d.&9K.ka'. LY. ..MxPu..b..:0e: R#
.1.b.0U...5.0i\.LH1.f.. sl f.'3?7...bu.P4>..+.B...eL...R,,

U....E...4Pd/ .0.°.4 .. A .2....gbDb.1."&..y1.. .
.3.008,=.K.l...Z....... O.l.z...am....C.k..iZ ..<ds....

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\Content. MSO\FC6BB7ES5.jpeg

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Microsoft Office\Office IL6\EXCEL.EXE

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 191x263, frames 3
dropped

8815

7.944898651451431

false

192:Qjnr2118e71i2YRD5x5dlyuaQ0ugZIBn+002yHQGYtPto:QZI8e71i2YdRyuZ0b+JGgtPW
F06432656347B7042C803FE58F4043E1

4BD52B10B24EADECA4B227969170C1D06626A639
409F06FC20F252C724072A88626CB29F299167EAE6655D81DF8E9084E62D6CF6

358FEBSCBFFBE6329F31959F0F03C079CF95B494D3C76CF3669D28CA8CDB42B04307AE46CED1FC0605DEF31D9839A0283B43AA5D409ADC283A1CAD787BEYSI
OE

false

"1A..QRa.#2BSq
.d.@...&3)d@@7.q...t..3".... .9r...
$ed&.. ..z..[..3.+~..a.u9d.&9K.ka'. LY. ..MxPu..b..:0e: R#
.1.b.0U...5.0i\.LH1.f.. sl f.'3?...bu.P4>._.+.B...eL...R.,

?2.X5.PM.Q@E..I......i..0.$G.C...h..Gt....f..0..U..D.t...u.B...VO.f..<_t(kt.

: AR.G..6..8pB..d.n.04*+. .S M......[.... 20 YN TLEG [l
U..E..4Pd/.0. 4 . A 2....gbDb.L & yl.......... . 7 Z7...Ln6..Am.Am....0./.~y...
.3.00$,=.K.!..Z.....0lz..am..Ck.iZ ..<ds..f8f.R..K

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\Content. MSO\ms080C0.tmp

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Microsoft Office\Office 16\EXCEL.EXE

PNG image data, 977 x 1024, 8-bit/color RGBA, non-interlaced

dropped

5477

3.123605833485142

false
24:L.c8/6BIVNMOOEgeeenkOEEBeeennMREieeeenMGeeennMMOEEieeennMMpPWeeer:Lv/6BH
C4C38A7D937C652FE5C5A39C668F8D86
BAACABO836AFC11765E1896388D06F7A5DEB9253
48B090CBFA1300A7A60F6EAAFAO8DDACCFC96943C8A3E943A4BI9DIEASA18B52A

68C53BF3920CF12E2BCF5129DFE2AC61B4A0EFABFF6692DAED401E53FDA7EEDA73A80FF13ED83D29FB03F97B8C5F5F3AD88890ACFFD3C12DFOF3710DCDAD!
CAF

false

...tEXtSoftware.Adobe ImageReadyq.e<....IDATx.....0.EA.2...3D.0"..G.5
h

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\Content. MSO\msoBC75.tmp

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Microsoft Office\Office I6\EXCEL.EXE

PNG image data, 977 x 1024, 8-bit/color RGBA, non-interlaced

dropped

5477

3.123605833485142

false
24:1L.c8/6BIVNMOOEqeeenkOEEBeeennMREieeeenMGeeennMMOEEieeennMMpPWeeer:Lv/6BH
C4C38A7D937C652FE5C5A39C668F8D86
BAACABO836AFC11765E1896388D06F7A5DEB9253
48B090CBFA1300A7A60F6EAAFAO08DDACCFC96943C8A3E943A4BI9DIEAS5A18B52A

68C53BF3920CF12E2BCF5129DFE2AC61B4A0EF4BFF6692DAEDA401ES53FDA7EEDA73A80FF13ED83D29FB03F97B8C5F5F3AD88890ACFFD3C12DFOF3710DCD4AD
CAF

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\Content.MSO\msoBC75.tmp

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Microsoft Office\Office IL6\EXCEL.EXE

data

dropped

330

1.6081032063576088

false

3:RFXI6dtBhFXI6dtt:RIZhI1

836727206447D2C6B98CI73E058460C9
D83351CF6DE78FEDE0142DE5S434F9217C4F285D2
D9BECB14EECC877F0FA39B6B6F856365CADF730B64E7FA2163965D181CC5EB41

7F843EDD7DC6230BFOEO5BF988D25AE6188F8B22808F2C990A1E8039C0OCECC25D1D101E0FDD952722FEADS38F7C7C14EEFOFD7F4B31036C3E7F79DES70CDO¢
7

true

.pratesh Lpratesh pratesh .pratesh....

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

CDFV2 Encrypted
7.995552020832647

e Generic OLE2 / Multistream Compound File
(8008/1) 100.00%

Seafood Order and Company Profile.xIsx
1315840
4c9867155a69c0e089chf6e287442798
72fd5acd0ce33714c3aff9e837af3be0db733800

9fcc8435ac8254ae9bldea9d3cff53098e94d193eadedefs
b5300e7c8f0328d2c

4855ee30d0d5b56f6fa33ef20cf709b80aae2dfabc7eadfb
65e21328aaa3d8634086b7a31bb8cfe2201fec21cch18f6
424e09f8cdd332de1df4655bcfe076f35

24576:0qPFcO3WtYM1mvUtca7XBUBMfaMOXeUSKIRR
Oa:XChtYvvgRUBgazu/H

>

Icon Hash: 74ecd0d2d6d6d0dc
Static OLE Info

General

Document Type: OLE

Number of OLE Files: 1

OLE File "Seafood Order and Company Profile.xlsx"

Indicators

Has Summary Info: False

Application Name: unknown
Encrypted Document: True
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Indicators
Contains Word Document Stream:

Contains Workbook/Book Stream:

Contains PowerPoint Document Stream:

Contains Visio Document Stream:
Contains ObjectPool Stream:
Flash Objects Count:

Contains VBA Macros:

Streams

Network Behavior

Network Port Distribution

UDP Packets

Code Manipulations

Statistics

System Behavior

False
False
False

False

False

Analysis Process: EXCEL.EXE PID: 6092 Parent PID: 792

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Written

Registry Activities

Key Created

Copyright Joe Security LLC 2021

12:23:07

16/06/2021

C:\Program Files (x86)\Microsoft Office\Office 16\EXCEL.EXE
true

‘C:\Program Files (x86)\Microsoft Office\Office16\EXCEL.EXE' /automation -Embedding
0x1a0000

27110184 bytes

5D6638F2C8F8571C593999C58866007E

true

true

C, C++ or other language

high

Show Windows behavior

Show Windows behavior
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Key Value Created

Disassembly

Copyright Joe Security LLC Joe Sandbox Cloud Basic 32.0.0 Black Diamond
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