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Windows Analysis Report US1pwXib6h.exe
Overview

General Information Detection

Sample US1pwXib6h.exe
Name: MALICIOUS

Analysis ID: 435325

Classification

Detected unpacking (changes PE se...

Detected unpacking (ovenwrites its o...

@
«Q
>
2
c
=
@
]

MD5: X .
91514b3627e78e.. Found malware configuration
SHAL:
b48882a3d65606.. Multi AV Scanner detection for dropp...
SHA256: e0e0ca8ec32475.. " "
Multi AV Scanner detection for subm...
Yara detected NetWire RAT
Infos: B Q¢ &5
- C2 URLs / IPs found in malware con...
v

. . Contains functionality to log keystro...
Most interesting Screenshot: ty g[KEY.

m Contains functionality to steal Chrom...
Score: 100 Contains functionality to steal Intern...
2 Range: 0-100 Machine Learning detection for dropp...
L Whitelisted: false
X Machine Learning detection for samp...
Confidence: 100%

US1pwXib6h.exe (PID: 6476 cmdline: 'C:\Users\user\Desktop\US1pwXib6h.exe' MD5: 91514B3627E78E42CB05BC608737A47F
e (B US1lpwXib6h.exe (PID: 6548 cmdline: 'C:\Users\user\Desktop\US1pwXib6h.exe' MD5: 91514B3627E78E42CB05BC608737A47F)
ioldfli.exe (PID: 6768 cmdline: ‘C:\Users\user\AppData\Roaming\fatbtifdnumsalioldfli.exe’ MD5: 91514B3627E78E42CB05BC608737A47F)

o [m ioldfliexe (PID: 6824 cmdline: 'C:\Users\user\AppData\Roaming\fatbtifdnumsalioldfli.exe' MD5: 91514B3627E78E42CB05BC608737A47F)
ioldfli.exe (PID: 7012 cmdline: ‘C:\Users\user\AppData\Roaming\fatbtifdnumsalioldfli.exe’ MD5: 91514B3627E78E42CB05BC608737A47F)

o [m ioldfliexe (PID: 7088 cmdline: 'C:\Users\user\AppData\Roaming\fatbtifdnumsalioldfli.exe' MD5: 91514B3627E78E42CB05BC608737A47F)
= cleanup

Malware Configuration

Threatname: NetWire

{

"C2 list": [
"petno.ddns.net:6577",
"ddns.dbcdubai.com:6577",
"netsecond.duckdns.org:6577"

1

"Password": "Trinidado1@",

"Host ID": "0J",

"Mutex": "oCTboYgC",

"Install Path": "-",

"Startup Name": "-",

"ActiveX Key": "-",

"KeyLog Directory": "%AppData%||Logs||"

}

Yara Overview

Memory Dumps
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Source Rule Description Author Strings

00000002.00000001.363673900.0000000000400000.00000 JoeSecurity_NetWire_1 Yara detected Joe Security
040.00020000.sdmp NetWire RAT
00000007.00000002.406739098.00000000023A JoeSecurity_NetWire_1 Yara detected Joe Security
0000.00000004.00000001.sdmp NetWire RAT
00000006.00000002.394088134.0000000000400000.00000 JoeSecurity_NetWire_1 Yara detected Joe Security
040.00000001.sdmp NetWire RAT
00000006.00000001.393727825.0000000000400000.00000 JoeSecurity_NetWire_1 Yara detected Joe Security
040.00020000.sdmp NetWire RAT
00000004.00000002.395120542.00000000024E JoeSecurity_NetWire_1 Yara detected Joe Security
0000.00000004.00000001.sdmp NetWire RAT

Click to see the 10 entries

Unpacked PEs

Source Rule Description Author Strings

1.2.US1pwXib6h.exe.24c0000.2.raw.unpack JoeSecurity_NetWire_1 Yara detected Joe Security
NetWire RAT

2.1.US1pwXib6h.exe.400000.0.raw.unpack JoeSecurity_NetWire_1 Yara detected Joe Security
NetWire RAT

4.2 ioldfli.exe.24e0000.2.raw.unpack JoeSecurity_NetWire_1 Yara detected Joe Security
NetWire RAT

6.1.ioldfli.exe.400000.0.unpack JoeSecurity_NetWire_1 Yara detected Joe Security
NetWire RAT

2.2.US1pwXib6h.exe.400000.0.unpack JoeSecurity_NetWire_1 Yara detected Joe Security
NetWire RAT

Click to see the 10 entries

Sigma Overview

No Sigma rule has matched

Signature Overview

g

Click to jump to signature section

AV Detection:

Found malware confi
Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

=4
S
=

Compliance:

Detected unpacking (overwrites its own PE header)

Networking: | |

Key, Mouse, Clipboard, Microphone and Screen Capturing: | |
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Data Obfuscation:

Detected unpacking (changes PE section rights)

Detected unpacking (overwrites its own PE header)

HIPS | PFW | Operating System Protection Evasion:

]

Stealing of Sensitive Information:

=

Remote Access Functionality:

Yara detected NetWire RAT

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command !
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control E
Valid Native Registry Process Deobfuscate/Decode  OS Credential System Time Remote Archive Exfiltration  Ingress Tool E
Accounts API Run Keys/  Injection Files or Information Dumping Discovery Services Collected Over Other Transfer |
Startup Data Network ’
Folder Medium (
Default Scheduled Boot or Registry Run Obfuscated Files or Input Account Discovery Remote Screen Exfiltration Encrypted E
Accounts  Task/Job  Logon Keys / Startup  Information Capture Desktop Capture Over Channel F
Initialization Folder Protocol Bluetooth ¢
Scripts
Domain At (Linux)  Logon Script Logon Script Software Credentials In File and Directory SMB/Windows Input Automated Non-Standard E
Accounts (Windows)  (Windows) Packing Files Discovery Admin Shares Capture Exfiltration  Port 1
L
Local At Logon Script Logon Script Masquerading NTDS System Information Distributed Clipboard Scheduled Non- N
Accounts (Windows) (Mac) (Mac) Discovery Component  Data Transfer Application <
Object Model Layer
Protocol
Cloud Cron Network Network Logon  Virtualization/Sandbox LSA Secrets Security Software SSH Keylogging Data Application P
Accounts Logon Script Script Evasion Discovery Transfer  Layer [
Size Limits  Protocol ¢
Replication Launchd  Rc.common Rc.common Process Cached Domain  Virtualization/Sandbox VNC GUI Input Exfiltration  Multiband N
Through Injection Credentials Evasion Capture OverC2  Communication [
Removable Channel N
Media
External Scheduled  Startup Startup Items Compile After DCSync Process Discovery Windows Web Portal Exfiltration  Commonly 3
Remote Task Items Delivery Remote Capture Over Used Port /
Services Management Alternative
Protocol
Drive-by Command Scheduled  Scheduled Indicator Removal Proc Filesystem System Owner/User  Shared Credential API Exfiltration  Application [
Compromise and Task/Job Task/Job from Tools Discovery Webroot Hooking Over Layer Protocol |
Scripting Symmetric F
Interpreter Encrypted
Non-C2
Protocol
Exploit PowerShell At (Linux) At (Linux) Masquerading letc/passwd and Remote System Software Data Staged Exfiltration Web Protocols F
Public- letc/shadow Discovery Deployment Over E
Facing Tools Asymmetric
Application Encrypted
Non-C2
Protocol

Behavior Graph
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Screenshots
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Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious
Internet
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
US1pwXib6h.exe
US1pwXib6h.exe

US1pwXib6h.exe

Dropped Files

Source
C:\Users\user\AppData\Roaming\fatbtifdnumsalioldfli.exe
C:\Users\user\AppData\Local\Temp\nsmBB29.tmp\System.dIl
C:\Users\user\AppData\Local\Temp\nsmBB29.tmp\System.dIl
C:\Users\user\AppData\Local\Temp\nst9B9A.tmp\System.dll
C:\Users\user\AppData\Local\Temp\nst9B9A.tmp\System.dll
C:\Users\user\AppData\Local\Temp\nsu6AA7.tmp\System.dll
C:\Users\user\AppData\Local\Temp\nsu6AA7.tmp\System.dll
C:\Users\user\AppData\Roaming\fatbtifdnumsalioldfli.exe

Unpacked PE Files

Copyright Joe Security LLC 2021

Detection
15%
27%

100%

Detection
100%

0%

0%

0%

0%

0%

0%

27%

Scanner
Virustotal

ReversingLabs

Joe Sandbox ML

Scanner

Joe Sandbox ML
Metadefender
ReversingLabs
Metadefender
ReversingLabs
Metadefender
ReversingLabs

ReversingLabs

Label Link
Browse

Win32.Backdoor.NetWired
Rc

Label Link

Browse
Browse
Browse
Win32.Backdoor.NetWired
Rc
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https://www.virustotal.com/gui/file/e0e0ca8ec324752ed823c7e503992398e817663828f94b4ca699ff1965095c31/detection/f-e0e0ca8ec324752ed823c7e503992398e817663828f94b4ca699ff1965095c31-1623822445
https://www.metadefender.com/#!/results/file/YnpJeE1EWXhOamh3ZGxOWmVrdExWUW9iR3k5LThZcWU/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1EWXhOamh3ZGxOWmVrdExWUW9iR3k5LThZcWU/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1EWXhOamh3ZGxOWmVrdExWUW9iR3k5LThZcWU/regular/analysis

Source Detection Scanner Label Link Download

Domains

Source Detection Scanner Label Link
netsecond.duckdns.org 3% Virustotal Browse
URLs

Source Detection Scanner Label Link
ddns.dbcdubai.com:6577 0% Avira URL Cloud safe

netno.ddns.net:6577 0% Avira URL Cloud safe
http:/fwww.yandex.comsocks= 0% Avira URL Cloud safe
netsecond.duckdns.org:6577 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Contacted IPs

Public

Domain Country Flag ASN Name Malicious

Private
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https://www.virustotal.com/gui/url/5de34a91b8c6aa56f838ff8af9d5aa7200c5e0bab61d6c49e15f3bdf65ae0c9a/detection/u-5de34a91b8c6aa56f838ff8af9d5aa7200c5e0bab61d6c49e15f3bdf65ae0c9a-1623832223
https://www.virustotal.com/gui/url/5de34a91b8c6aa56f838ff8af9d5aa7200c5e0bab61d6c49e15f3bdf65ae0c9a/detection/u-5de34a91b8c6aa56f838ff8af9d5aa7200c5e0bab61d6c49e15f3bdf65ae0c9a-1623832223

P
192.168.2.1

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Sample file name:
Cookbook file name:
Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

32.0.0 Black Diamond
435325

16.06.2021

12:17:51

CloudBasic

Oh 12m 27s

false

light
US1pwXib6h.exe
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

24

o O o o

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

e o o o

default
Timeout

MAL

mal100.troj.spyw.evad. WinEXE@9/10@14/3

Failed

e Successful, ratio: 62.1% (good quality ratio 32.6%)
e Quality average: 42.7%
e Quality standard deviation: 44.4%

e Successful, ratio: 74%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time

e Found application associated with file extension: .exe

e Enable AMSI
Warnings: Show All
Simulations
Behavior and APIs
Time Type
12:19:00 Autostart
12:19:03 API Interceptor
12:19:08 Autostart
12:19:09 API Interceptor

Joe Sandbox View | Context

Copyright Joe Security LLC 2021

Description

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run gogkksd C:\Users\user\AppData\Roaming\fatbti

fdnumsalioldfli.exe

13x Sleep call for process: US1pwXib6h.exe modified

Run: HKCUG64\Software\Microsoft\Windows\CurrentVersion\Run gogkksd C:\Users\user\AppData\Roaming\fatb

tifdnumsalioldfli.exe

2x Sleep call for process: ioldfli.exe modified

Page 10 of 23



IPs

Match
99.83.154.118
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Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

o www.defen
estration.
world/p2io/?
CFQHg=Ir
Ogxb+RIFhw
pubsYZ1tkM
jkgx31NOkX
gmEQj6vPa7
60pj23uusl
C+ndsaG2+a
zAf30S&Pr9
80v=G2MtWN
VHS

o www.defen
estration.
world/p2io/?
9Irx=IrOq
xb+UJChOp+
Xgaz1tkMjk
gXx31NOkXgm
ck/5z0eb61
pSaxp+mpU6
ffv/qKI6Hz
Q2hiJA==&1
bPx7=ifrhE
pcOHv8pf4

e www.polka
face.netwo
rk/ja3b/?h
FN=ECSUTdL
ZYyvinGuxW
602g0mhH6E
+mNbiPpMr3
RmMOjNJJ/jQ
ZLEblo9xFF
zyyk5FaoEX
R&0vuXs2=8
pt8MNgO

e www.copin
ginfula.tr
ade/owws/?
y8z=te8+up
SAlz11VMhT
IIAnFNqzP7
h21ZncoD0/
naXG+u8xg9
oMIJdghvQV
RMs3z6YMH4
+L&UDKPKv=
04i8JpzhsHVX

e www.defen
estration.
world/p2io/?
eXNPCd=|
rOgxb+UJCh
Op+Xgaz1ltk
Mjkgx31NOk
Xgmck/5zOe
b61pSaxp+m
pUsffv/gKI
6HzQ2hiJA=
=&g48=Rzu8
ZrOhP

e networksp
eed.livelj
udhygdfsvh
vgytrdgflkijh

e www.franc
edeliveryd
hl.xyz/3edq/?
JfEL9j6
h=VGpD3cDx
k+WQQnShGE
Z6RzsTI6tD
4lieCm7QRd
3blizsykli
VadFEeo0i23
HkozfQytXm
&ojn0d=RzuliD
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https://view.joesandbox.com/analysis/340197/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340197/html/none?idtype=webid
https://view.joesandbox.com/analysis/340098/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340098/html/none?idtype=webid
https://view.joesandbox.com/analysis/339418/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339418/html/none?idtype=webid
https://view.joesandbox.com/analysis/338141/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338141/html/none?idtype=webid
https://view.joesandbox.com/analysis/338068/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338068/html/none?idtype=webid
https://view.joesandbox.com/analysis/336285/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336285/html/none?idtype=webid
https://view.joesandbox.com/analysis/335560/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335560/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Context

* www.baker
girlsocial
club.com/ubgx/?
VR-T5
=Ihf8xpGpM
nD8MNA&XR-
xe0lh=Wnol
vCh7C4a+M1
FCGYfg8Er+
mfNEnZG31I
LhOnu48mFB
zd+Jpay6aK
elmEu2q9sC
EyoBWBEjrg==

¢ www.defen
estration.
world/p2io/?
bdm=IrOq
xb+UJChOp+
Xgaz1tkMjk
gx31NOkXgm
ck/5z0eb61
pSaxp+mpU6
ffv/qKI6Hz
Q2hiJA==&C
DH=0PR8Arf

o www.defen
estration.
world/p2io/?
Bv=IrOgx
b+RJFhwpub
sYZ1tkMjkg
X31NOkXgmE
0j6vPa760p
j23uu3IC+n
dsZqliq/4S
WJIEQ9G3xQ=
=&MBAIS=yVFP-
hwh

o www.defen
estration.
world/p2io/?
CN9=7nH8
PLV&s0=IrO
ogxb+RJIFhwp
ubsYZ1tkMj
kgx31NOkXg
mEOj6vPa76
0pj23uusiC
+ndsaGchgD
Ab18S

o www.franc
edeliveryd
hl.xyz/3edq/?
URZh=VG
pD3cDxk+WQ
QnShGEZ6Rz
sTI6tD4lie
Cm7QRd3bli
ZsyklivadF
Ee0i20n0OnS
Posl+h&jL3
Ovv=afhhplx

e www.defen
estration.
world/p2io/?
RPx=IrOq
xb+RJIFhwpu
bsYZ1tkMjk
gx31NOkXgm
EQj6vPa760
pj23uu3IC+
ndsZmMulLT4
FQVV&rVLp5
Z=S0GhCH_
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https://view.joesandbox.com/analysis/334487/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334487/html/none?idtype=webid
https://view.joesandbox.com/analysis/331024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/331024/html/none?idtype=webid
https://view.joesandbox.com/analysis/328850/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/328850/html/none?idtype=webid
https://view.joesandbox.com/analysis/327526/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/327526/html/none?idtype=webid
https://view.joesandbox.com/analysis/325695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/325695/html/none?idtype=webid
https://view.joesandbox.com/analysis/323270/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/323270/html/none?idtype=webid

Match

Domains

Match

netsecond.duckdns.org

ASN

Match
AMAZON-02US

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

Detection

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

o www.defen

estration.
world/p2io/?
SR=IrOgx
b+RJFhwpub
sYZ1tkMjkg
Xx31NOkXgmE
0j6vPa760p
j23uu3IC+n
dsaG2+azAf
30S&2d=9rj0CBJ

e www.mythree-

informationupdate
s.com/njhr/?
_89pb=/z
O4UNfgdHCP
EreRZ95iML
5TdeDdCZBM
XXzBOiwQzc
rtbsVzRUle
P21tWMju+8
flac1K&FPW
|I=Cd8tG

indifoods.net/wp-
includes/ima
ges/wlw/ot
edollars.exe

www.destek-
taleplerimiz.com/c
cr/?y404=c
WavVGQKmlq
DppXzWyVy8
r7Kst71d+X
yOUJHTBkcF
hMzIMGfnls
imvg20kFJf
JV7X60KTQ=
=&pHE=kv2p
MLCxOn

e www.kcger

tfarm.com/htl/?
_6Ax4
N=YJE87vjp
ATZ&QFQL4Z
=Y7TDP+px4
JC/ISSqVeQP
AJJ3IS8rxz
+cXHWUOWGNH
TGVC5LAKUN
GbP50uDVht
UgmD5Xmz46
i5SnLA==

o www.mythree-

informationupdate
s.com/njhr/?
uZWx=/zO
4UNfgdHCPE
reRZ95iML5
TdeDdCZBMX
XzBOiwQzcr
tbsVzRUleP
21tWMJEhMv
1ee9K&9r6L
E=FbYDOI6

Context
e 193.183.217.73

Context

e 44.227.65.245
e 52.8.83.187
e 52.58.78.16
52.58.78.16

76.76.21.21

3.142.86.140

3.142.86.140
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https://view.joesandbox.com/analysis/323269/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/323269/html/none?idtype=webid
https://view.joesandbox.com/analysis/323267/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/323267/html/none?idtype=webid
https://view.joesandbox.com/analysis/314461/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/314461/html/none?idtype=webid
https://view.joesandbox.com/analysis/310519/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310519/html/none?idtype=webid
https://view.joesandbox.com/analysis/309016/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309016/html/none?idtype=webid
https://view.joesandbox.com/analysis/307735/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307735/html/none?idtype=webid
https://view.joesandbox.com/analysis/318119/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318119/html/none?idtype=webid
https://view.joesandbox.com/analysis/342044/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342044/html/none?idtype=webid
https://view.joesandbox.com/analysis/342008/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342008/html/none?idtype=webid
https://view.joesandbox.com/analysis/341986/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341986/html/none?idtype=webid
https://view.joesandbox.com/analysis/341973/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341973/html/none?idtype=webid
https://view.joesandbox.com/analysis/341972/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341972/html/none?idtype=webid
https://view.joesandbox.com/analysis/341931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341931/html/none?idtype=webid
https://view.joesandbox.com/analysis/341930/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341930/html/none?idtype=webid

Match SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
TELIANETTeliaCarrierEU Get hash

Get hash

Get hash
Get hash
Get hash

Get hash

Get hash
Get hash

Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

JA3 Fingerprints

No context

Dropped Files

Match SHA 256

C:\Users\user\AppData\Local\Temp\nsm Get hash

BB29.tmp\System.dll Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
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Get hash
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Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious

malicious
malicious

malicious

malicious

malicious
malicious

malicious

malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse

Browse
Browse

Browse

Browse

Browse
Browse

Browse

Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

52.41.131.191
52.222.158.83
3.68.95.191
13.114.206.192
3.34.12.41
75.2.26.18
52.219.64.127
34.209.29.159
3.143.65.214
52.14.32.15
18.136.132.202
18.136.132.202
13.59.53.244
193.183.217.83
193.104.197.77

193.104.222.76
193.183.217.73

213.155.15
6.184

213.155.15
6.183

193.181.35.58

192.121.10
2.215

192.121.102.94
192.121.102.72

213.155.15
6.168

104.75.89.37

80.239.201.33
80.239.201.95

213.155.15
6.180

193.181.35.196
193.181.35.204
193.181.35.82
193.181.35.82
193.181.35.237

Context
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https://view.joesandbox.com/analysis/341903/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341903/html/none?idtype=webid
https://view.joesandbox.com/analysis/341902/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341902/html/none?idtype=webid
https://view.joesandbox.com/analysis/341878/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341878/html/none?idtype=webid
https://view.joesandbox.com/analysis/341805/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341805/html/none?idtype=webid
https://view.joesandbox.com/analysis/341803/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341803/html/none?idtype=webid
https://view.joesandbox.com/analysis/341730/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341730/html/none?idtype=webid
https://view.joesandbox.com/analysis/341709/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341709/html/none?idtype=webid
https://view.joesandbox.com/analysis/341648/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341648/html/none?idtype=webid
https://view.joesandbox.com/analysis/341645/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341645/html/none?idtype=webid
https://view.joesandbox.com/analysis/341644/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341644/html/none?idtype=webid
https://view.joesandbox.com/analysis/341640/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341640/html/none?idtype=webid
https://view.joesandbox.com/analysis/341638/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341638/html/none?idtype=webid
https://view.joesandbox.com/analysis/341633/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341633/html/none?idtype=webid
https://view.joesandbox.com/analysis/340046/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340046/html/none?idtype=webid
https://view.joesandbox.com/analysis/334425/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334425/html/none?idtype=webid
https://view.joesandbox.com/analysis/334302/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334302/html/none?idtype=webid
https://view.joesandbox.com/analysis/318119/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318119/html/none?idtype=webid
https://view.joesandbox.com/analysis/291688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291688/html/none?idtype=webid
https://view.joesandbox.com/analysis/274707/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274707/html/none?idtype=webid
https://view.joesandbox.com/analysis/254860/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254860/html/none?idtype=webid
https://view.joesandbox.com/analysis/254188/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254188/html/none?idtype=webid
https://view.joesandbox.com/analysis/251813/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251813/html/none?idtype=webid
https://view.joesandbox.com/analysis/251072/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251072/html/none?idtype=webid
https://view.joesandbox.com/analysis/249198/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249198/html/none?idtype=webid
https://view.joesandbox.com/analysis/248492/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248492/html/none?idtype=webid
https://view.joesandbox.com/analysis/246137/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246137/html/none?idtype=webid
https://view.joesandbox.com/analysis/246119/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246119/html/none?idtype=webid
https://view.joesandbox.com/analysis/245481/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245481/html/none?idtype=webid
https://view.joesandbox.com/analysis/244962/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244962/html/none?idtype=webid
https://view.joesandbox.com/analysis/242713/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242713/html/none?idtype=webid
https://view.joesandbox.com/analysis/239442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239442/html/none?idtype=webid
https://view.joesandbox.com/analysis/238837/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238837/html/none?idtype=webid
https://view.joesandbox.com/analysis/237957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237957/html/none?idtype=webid
https://view.joesandbox.com/analysis/342044/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342044/html/none?idtype=webid
https://view.joesandbox.com/analysis/342038/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342038/html/none?idtype=webid
https://view.joesandbox.com/analysis/342018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342018/html/none?idtype=webid
https://view.joesandbox.com/analysis/342008/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342008/html/none?idtype=webid
https://view.joesandbox.com/analysis/341988/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341988/html/none?idtype=webid
https://view.joesandbox.com/analysis/341973/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341973/html/none?idtype=webid
https://view.joesandbox.com/analysis/341967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341967/html/none?idtype=webid
https://view.joesandbox.com/analysis/341907/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341907/html/none?idtype=webid
https://view.joesandbox.com/analysis/341845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341845/html/none?idtype=webid
https://view.joesandbox.com/analysis/341842/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341842/html/none?idtype=webid
https://view.joesandbox.com/analysis/341836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341836/html/none?idtype=webid
https://view.joesandbox.com/analysis/341824/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341824/html/none?idtype=webid
https://view.joesandbox.com/analysis/341805/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341805/html/none?idtype=webid
https://view.joesandbox.com/analysis/341804/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341804/html/none?idtype=webid
https://view.joesandbox.com/analysis/341803/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341803/html/none?idtype=webid
https://view.joesandbox.com/analysis/341773/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341773/html/none?idtype=webid

Match Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash

C:\Users\user\AppData\Local\Temp\nst9 Get hash

B9A.tmp\System.dll Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Created / dropped Files

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

Process: C:\Users\user\AppData\Roaming\fatbtifdnumsalioldfli.exe

File Type: data

Category: dropped

Size (bytes): 164352

Entropy (8bit):  7.99888202272782

Encrypted: true

SSDEEP: 3072:nuGFc5H2AvwfIf88feBN9eovIPIT+8yzKAnmKWBYysmcz+d60ObWJjhY7dLHm:qHNItf88WBtvd9r4AnmKNeyPObWhgxm

MD5: 7A4AEB96CD2EBACFFD6D78170B53FCAA

SHA1L: A445DBFA51502DCEF66EE058BAE9139B6ECI3B8D

SHA-256: 98E678F95E223D306BD6DB6FA9DSCBECA4F109E02B00761A0A248E3281D68D10B

SHA-512: 2968A5A7AFOEBD95A0188BC8ES38E9FOF88B74DCCOC6029FF461848AA1D6ACE0F9377D0979CBDCY2131F7419AE5F3878DA9DCIFEAG6C51D41B2D37B7F38E40B
F

Malicious: false

Reputation: low

Preview:

.J.bXlys..a.e wAP.A X9y LALLh AL . 7Q.E.nX....ML.X.N..%.b...T...zq|...s.D..e.+.......[.IGK"D...1...y...;..0.._8>.{......2
z~{v.7.t#..HM-..@.b.......... ISZ...6... b3@.1f.1...8..6 . A KF...2..U..iG.t f L homirk W H.LL T dnn H
|

.>./.0.zR.."..Agp.B+.....E<l..<Vv.L.TH.l.g...

XO._...p.qCXh...C~*/8p"dj>.U.. 4. )yH.&.... +...8H.

..... Kg..-X.L..rg..Ip...$0........%.P...ccccoc. Ho- . RML> U Xyt LYK 7.#n~WA@ 4... .....9..0...@..M...+..>..g..FnE.N..~J..p....(.(.......a L.....D..meO.....5E.).....
HG..VH.{}...c.c.OW.....8...i..|.....MS8.d>.uv.x.9y..._.GO...(...IKTY5.d1u DbA.Q+ H.gA.O_z.>....0..rfQu.HX.i.>...23@
0.&AZ*..(.d.L.{KW...R..{%..n...0\-F..b.v..gH.16..;=......p...B.M.... . X.R.CIJV.EK..*e.&.I..8.._.(.K......P... . P#<.}.

C:\Users\user\AppData\Local\Temp\nhde

Process: C:\Users\user\AppData\Roaming\fatbtifdnumsalioldfli.exe

File Type: data

Category: dropped

Size (bytes): 59441

Entropy (8bit):  4.972654246459409

Encrypted: false

SSDEEP: 768:QWeteWZ6yuLDwhWeHhYFlaxTtGUS/nxWEFdGv6EypEK+US5/YpNfVXweM+oLLmuNyF:UfWLDwsceGEFd2ZI/cfiovQFJTpkAB

MD5: F88C142D13998842037A6149E08A7AF3

SHAL: DEB11C8456734B9D77CA451764145BCAE2C8A3D5

SHA-256: 0321365F007604FAC07BC584931929CDFA7C2DE6C2DE31DE24CE36168DDD24F8

SHA-512: 643742D7C2FE77F0C6D2424C3947391DD1E1D0O3CADAE388A43FB3CCD5F2BB63B13C476311F3510C7BA57812C33715465EAFCESCD37E242B48D508B1F3DBD2E
E

Malicious: false

Copyright Joe Security LLC 2021
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https://view.joesandbox.com/analysis/341772/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341772/html/none?idtype=webid
https://view.joesandbox.com/analysis/341770/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341770/html/none?idtype=webid
https://view.joesandbox.com/analysis/341769/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341769/html/none?idtype=webid
https://view.joesandbox.com/analysis/341768/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341768/html/none?idtype=webid
https://view.joesandbox.com/analysis/342044/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342044/html/none?idtype=webid
https://view.joesandbox.com/analysis/342038/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342038/html/none?idtype=webid
https://view.joesandbox.com/analysis/342018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342018/html/none?idtype=webid
https://view.joesandbox.com/analysis/342008/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342008/html/none?idtype=webid
https://view.joesandbox.com/analysis/341988/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341988/html/none?idtype=webid
https://view.joesandbox.com/analysis/341973/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341973/html/none?idtype=webid
https://view.joesandbox.com/analysis/341967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341967/html/none?idtype=webid
https://view.joesandbox.com/analysis/341907/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341907/html/none?idtype=webid
https://view.joesandbox.com/analysis/341845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341845/html/none?idtype=webid
https://view.joesandbox.com/analysis/341842/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341842/html/none?idtype=webid
https://view.joesandbox.com/analysis/341836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341836/html/none?idtype=webid
https://view.joesandbox.com/analysis/341824/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341824/html/none?idtype=webid
https://view.joesandbox.com/analysis/341805/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341805/html/none?idtype=webid
https://view.joesandbox.com/analysis/341804/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341804/html/none?idtype=webid
https://view.joesandbox.com/analysis/341803/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341803/html/none?idtype=webid
https://view.joesandbox.com/analysis/341773/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341773/html/none?idtype=webid
https://view.joesandbox.com/analysis/341772/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341772/html/none?idtype=webid
https://view.joesandbox.com/analysis/341770/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341770/html/none?idtype=webid
https://view.joesandbox.com/analysis/341769/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341769/html/none?idtype=webid
https://view.joesandbox.com/analysis/341768/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341768/html/none?idtype=webid

C:\Users\user\AppData\Local\Temp\nhde
Reputation: low

Preview:

9.
R.(...9.)..9.%..9.4.....,..

C:\Users\luser\AppData\Local\Temp\nsmBB29.tmp\System.dll v
Process: C:\Users\user\AppData\Roaming\fatbtifdnumsalioldfli.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 11776

Entropy (8bit):  5.855045165595541

Encrypted: false

SSDEEP: 192:xPtkiQJr7vV9or3HcU17S8g1w5xzWxy6j2V7i77blbTcdv:g7VpNo8gmOyRsVc4

MDS5: FCCFF8CB7A1067E23FD2E2B63971A8EL

SHA1L: 30E2A9E137C1223A78A0F7BOBFI6A1C361976D91

SHA-256: 6FCEA34C8666B06368379C6C402B5321202C11B00889401C743FBI6C516C679E

SHA-512: F4335E84E6F8D70E462A22F1C93D2998673A7616C868177CAC3E8784A3BE1D7D0BB96F2583FA0ED82F4F2B6B8F5D9B33521C279A42E055D80A94B4F3F1791E0C
Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

.

Antivirus: ReversingLabs, Detection: 0%

Joe Sandbox e Filename: RFQ-BCM 03122020.exe, Detection: malicious, Browse
View: e Filename: 7ujc2szSQX.exe, Detection: malicious, Browse
e Filename: TT0900090000090.exe, Detection: malicious, Browse
* Filename: Poczta Polska Informacje o transakcjach2021.exe, Detection: malicious, Browse
e Filename: PO-006 dtd-15.06.2021.exe, Detection: malicious, Browse
e Filename: SKM_4050210326102400 jpg.exe, Detection: malicious, Browse
e Filename: IMGGO087 76543.exe, Detection: malicious, Browse
o Filename: yfr02XrveJ.exe, Detection: malicious, Browse
e Filename: LCdraft6152021_pdf.exe, Detection: malicious, Browse
e Filename: LCdraft6152021_pdf.exe, Detection: malicious, Browse
o Filename: Consigment Details_pdf.exe, Detection: malicious, Browse
* Filename: bigfish.exe, Detection: malicious, Browse
e Filename: INQUIRY for IFM 20207 .xIsx, Detection: malicious, Browse
e Filename: gz7dLhKISQ.exe, Detection: malicious, Browse
e Filename: WGOc4eHYgX.exe, Detection: malicious, Browse
e Filename: Purchase_Order.xlIsx, Detection: malicious, Browse
e Filename: ojmanog.exe, Detection: malicious, Browse
e Filename: linkfug.exe, Detection: malicious, Browse
o Filename: takwgaytr.exe, Detection: malicious, Browse
e Filename: PO_403.xIsx, Detection: malicious, Browse
Reputation: moderate, very likely benign file
Preview:
MZ.ooooiiiiiiiiiinn, @ e 1..L.IThis program cannot be run in DOS mode....$....... irt.-.D.-.D.-.D...J.*.D.-.E.>.D....*.D.y0t.).D.N1n.,.D..3@.,.D.Rich-.D.
........ PE.L...$_. ! D......0 e @ 2.0.P P 0..X
@..@.data...h....@..
C:\Users\user\AppData\Local\Temp\nst9B9A.tmp\System.dll v
Process: C:\Users\user\AppData\Roaming\fatbtifdnumsalioldfli.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 11776
Entropy (8bit): 5.855045165595541
Encrypted: false
SSDEEP: 192:xPtkiQJr7V9r3HcU17S8g1w5xzWxy6j2V7i77blbTcdv:g7VpNo8gmOyRsVc4
MD5: FCCFF8CB7A1067E23FD2E2B63971A8E1
SHAL: 30E2A9E137C1223A78A0F7BOBF96A1C361976D91
SHA-256: 6FCEA34C8666B06368379C6C402B5321202C11B00889401C743FBI6C516C679E
SHA-512: FA335E84E6F8D70E462A22F1C93D2998673A7616C868177CAC3E8784A3BE1D7D0BBI6F2583FA0ED82F4F2B6B8F5D9B33521C279A42E055D80A94B4F3F1791E0C
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 0%
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https://www.metadefender.com/#!/results/file/YnpJeE1EWXhOamh3ZGxOWmVrdExWUW9iR3k5LThZcWU/regular/analysis
https://view.joesandbox.com/analysis/342044/html/none
https://view.joesandbox.com/analysis/342038/html/none
https://view.joesandbox.com/analysis/342018/html/none
https://view.joesandbox.com/analysis/342008/html/none
https://view.joesandbox.com/analysis/341988/html/none
https://view.joesandbox.com/analysis/341973/html/none
https://view.joesandbox.com/analysis/341967/html/none
https://view.joesandbox.com/analysis/341907/html/none
https://view.joesandbox.com/analysis/341845/html/none
https://view.joesandbox.com/analysis/341842/html/none
https://view.joesandbox.com/analysis/341836/html/none
https://view.joesandbox.com/analysis/341824/html/none
https://view.joesandbox.com/analysis/341805/html/none
https://view.joesandbox.com/analysis/341804/html/none
https://view.joesandbox.com/analysis/341803/html/none
https://view.joesandbox.com/analysis/341773/html/none
https://view.joesandbox.com/analysis/341772/html/none
https://view.joesandbox.com/analysis/341770/html/none
https://view.joesandbox.com/analysis/341769/html/none
https://view.joesandbox.com/analysis/341768/html/none
https://www.metadefender.com/#!/results/file/YnpJeE1EWXhOamh3ZGxOWmVrdExWUW9iR3k5LThZcWU/regular/analysis

C:\Users\luser\AppData\Local\Temp\nst9B9A.tmp\System.dIl Q

Joe Sandbox e Filename: RFQ-BCM 03122020.exe, Detection: malicious, Browse
View: e Filename: 7ujc2szSQX.exe, Detection: malicious, Browse
e Filename: TT0900090000090.exe, Detection: malicious, Browse
e Filename: Poczta Polska Informacje o transakcjach2021.exe, Detection: malicious, Browse
e Filename: PO-006 dtd-15.06.2021.exe, Detection: malicious, Browse
e Filename: SKM_4050210326102400 jpg.exe, Detection: malicious, Browse
e Filename: IMGG087 76543.exe, Detection: malicious, Browse
e Filename: yfr02XrveJ.exe, Detection: malicious, Browse
e Filename: LCdraft6152021_pdf.exe, Detection: malicious, Browse
e Filename: LCdraft6152021_pdf.exe, Detection: malicious, Browse
e Filename: Consigment Details_pdf.exe, Detection: malicious, Browse
e Filename: bigfish.exe, Detection: malicious, Browse
e Filename: INQUIRY for IFM 20207.xIsx, Detection: malicious, Browse
e Filename: gz7dLhKISQ.exe, Detection: malicious, Browse
e Filename: WGOc4eHYqgX.exe, Detection: malicious, Browse
e Filename: Purchase_Order.xlsx, Detection: malicious, Browse
e Filename: ojmanog.exe, Detection: malicious, Browse
e Filename: linkfug.exe, Detection: malicious, Browse
e Filename: takwqaytr.exe, Detection: malicious, Browse
e Filename: PO_403.xIsx, Detection: malicious, Browse
Reputation: moderate, very likely benign file
Preview:
MZ.ooiiiiis @i 1..L.IThis program cannot be run in DOS mode....$....... irt.-.D.-.D.-.D...J.*.D.-.E.>.D....*.D.y0t.).D.N1n.,.D..3@.,.D.Rich-.D.
PE..L...$_. ! ! 0 ) @ R 0.P.oe P 0..X...
N @..@.data...h....@ @....reloc..|....P. ..@..B..
C:\Users\luser\AppData\Local\Temp\nsu6AA7.tmp\System.dll v
Process: C:\Users\user\Desktop\US1pwXib6h.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 11776
Entropy (8bit): 5.855045165595541
Encrypted: false
SSDEEP: 192:xPtkiQJr7vV9r3HcU17S8g1w5xzWxy6j2V7i77blbTc4v:g7VpNo8gmOyRsVca
MD5: FCCFF8CB7A1067E23FD2E2B63971A8E1
SHA1L: 30E2A9E137C1223A78A0F7BOBF96A1C361976D91
SHA-256: 6FCEA34C8666B06368379C6C402B5321202C11B00889401C743FB96C516C679E
SHA-512: F4335E84E6F8D70E462A22F1C93D2998673A7616C868177CAC3E8784A3BE1D7D0BBI6F2583FAOED82F4F2B6B8F5D9B33521C279A42E055D80A94B4F3F1791E0C
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%
Reputation: moderate, very likely benign file
Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

MZ. @ .L.IThis program cannot be run in DOS mode....$.......ir*.-.D.-.D.-.D...J.*.D.-.E.>.D
TR @ 2. 0..P.. P.

*D.yot.).D.N1n.,.D..3@.,.D.Rich-.D.
0.X

C:\Users\user\Desktop\US1pwXib6h.exe
PE32 executable (GUI) Intel 80386, for MS Windows, Nullsoft Installer self-extracting archive

dropped

218807

7.899471179052997

false
6144:cQqTMHNItf88WBtvd9r4anmKNeyPObWhaxD4cft:yMHCtf88WBtvd9c5NJIhAJ
91514B3627E78E42CB05BC608737A47F
B48882A3D656068E30B88671AEE71010E5602D32
EOEOCABEC324752ED823C7E503992398E817663828F94B4CA699FF1965095C31

B50BE6BED7809B76697B4E9849453A12ADE782AFD43F63AE1C8207EE11E26F95E374293CDC4523F5A5B00030D564E67C04EFCOF80C5B2571EE37D19ECBO8FCT
E

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 27%

low
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https://view.joesandbox.com/analysis/342044/html/none
https://view.joesandbox.com/analysis/342038/html/none
https://view.joesandbox.com/analysis/342018/html/none
https://view.joesandbox.com/analysis/342008/html/none
https://view.joesandbox.com/analysis/341988/html/none
https://view.joesandbox.com/analysis/341973/html/none
https://view.joesandbox.com/analysis/341967/html/none
https://view.joesandbox.com/analysis/341907/html/none
https://view.joesandbox.com/analysis/341845/html/none
https://view.joesandbox.com/analysis/341842/html/none
https://view.joesandbox.com/analysis/341836/html/none
https://view.joesandbox.com/analysis/341824/html/none
https://view.joesandbox.com/analysis/341805/html/none
https://view.joesandbox.com/analysis/341804/html/none
https://view.joesandbox.com/analysis/341803/html/none
https://view.joesandbox.com/analysis/341773/html/none
https://view.joesandbox.com/analysis/341772/html/none
https://view.joesandbox.com/analysis/341770/html/none
https://view.joesandbox.com/analysis/341769/html/none
https://view.joesandbox.com/analysis/341768/html/none
https://www.metadefender.com/#!/results/file/YnpJeE1EWXhOamh3ZGxOWmVrdExWUW9iR3k5LThZcWU/regular/analysis

Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows,
Nullsoft Installer self-extracting archive
Entropy (8bit): 7.899471179052997
TriD: e Win32 Executable (generic) a (10002005/4)
92.16%
e NSIS - Nullsoft Scriptable Install System (846627/2)
7.80%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%
File name: US1pwXib6h.exe
File size: 218807
MD5: 91514b3627e78e42chb05bc608737a47f
SHA1L: b48882a3d656068e30b88671aee71010e5602d32
SHA256: eOeOca8ec324752ed823c7e503992398e817663828f94b
4ca699ff1965095c31
SHA512: b50be6bed7809b76697b4e9849453al12ade782afd43f63:
e1c8207eel1e26f95e374293cdc4523f5a5b00030d564e€
7c04efc0f80c5b2571ee37d19ech08fc7e
SSDEEP: 6144:cQqTMHNItf88WBtvd9rdnmKNeyPObWhaxDA4cft:
yMHCtf88WBtvd9c5NJIhAJ
File Content Preview: MZ.... .@. .L!Th
is program cannot be run in DOS mode....$. RHUMITI
iU WUt TRICAU PE.
File Icon

Icon Hash: b2a88c96b2ca6a72

Static PE Info

General

Entrypoint: 0x4030ch

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE,
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

DLL Characteristics: TERMINAL_SERVER_AWARE

Time Stamp: O0x4B1AE3C1 [Sat Dec 5 22:50:41 2009 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: 7fa974366048f9c551ef45714595665e

Entrypoint Preview

Rich Headers

Data Directories

Sections
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Name Virtual Address Virtual Size
text 0x1000 0x58d2
.rdata 0x7000 0x1190
.data 0x9000 0x1af78
.ndata 0x24000 0x8000
.rsrc 0x2c000 0xc68

Resources
Imports
Version Infos
Possible Origin

Language of compilation system

English

Network Behavior

Network Port Distribution

TCP Packets
UDP Packets

DNS Queries

Timestamp
Jun 16, 2021 12:19:02.181119919 CEST

Jun 16, 2021 12:19:03.857049942 CEST
Jun 16, 2021 12:19:25.109397888 CEST
Jun 16, 2021 12:19:26.901343107 CEST
Jun 16, 2021 12:19:28.439774036 CEST
Jun 16, 2021 12:19:49.807735920 CEST
Jun 16, 2021 12:19:51.366024971 CEST
Jun 16, 2021 12:19:53.751140118 CEST
Jun 16, 2021 12:20:15.064660072 CEST
Jun 16, 2021 12:20:16.798211098 CEST
Jun 16, 2021 12:20:18.346585035 CEST

Jun 16, 2021 12:20:39.602674007 CEST

Copyright Joe Security LLC 2021

Raw Size

0x5a00

0x1200

0x400

0x0

0xe00

Source IP
192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Xored PE

False

False

False

False

False

ZLIB Complexity
0.665234375

0.4453125

0.55078125

0.407087053571

Country where language is spoken

United States

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Trans ID
0xa981

0x153f

0xd759

Oxef55

Oxbe9c

Oxfd2a

Oxeb32

0x9e36

0x26bb

0xd59b

0x38ae

0x142c

File Type Entropy

data 6.43310034828

data 5.17976375781

data 4.6178023207

empty 0.0

data 3.98321239368
OP Code Name

Standard query
(0)
Standard query
(0)
Standard query
0)
Standard query
0
Standard query
0
Standard query
0)
Standard query
0
Standard query
0
Standard query
0
Standard query
0
Standard query
0
Standard query
0

netno.ddns.net

ddns.dbcdu
bai.com

netsecond.
duckdns.org

netno.ddns.net

ddns.dbcdu
bai.com

netsecond.
duckdns.org

netno.ddns.net

ddns.dbcdu
bai.com

netsecond.
duckdns.org

netno.ddns.net

ddns.dbcdu
bai.com

netsecond.
duckdns.org

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_CNT_UNINITIALIZED_
DATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Map

Type Class

A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A(IP address)  IN (0x0001)
A(IP address)  IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A(IP address)  IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
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Timestamp Source IP

Jun 16, 2021 12:20:41.307471037 CEST 192.168.2.6

Jun 16, 2021 12:20:42.847150087 CEST 192.168.2.6

DNS Answers

Timestamp Source IP Dest IP Trans ID

Jun 16, 2021 8.8.8.8 192.168.2.6 0xa981
12:19:02.244160891
CEST

Jun 16, 2021 8.8.8.8 192.168.2.6 0x153f
12:19:03.941929102
CEST

Jun 16, 2021 8.8.8.8 192.168.2.6 0xd759
12:19:25.335073948
CEST

Jun 16, 2021 8.8.8.8 192.168.2.6 Oxef55
12:19:26.965903997
CEST

Jun 16, 2021 8.8.8.8 192.168.2.6 Oxbe9c
12:19:28.531289101
CEST

Jun 16, 2021 8.8.8.8 192.168.2.6 Oxfd2a
12:19:49.877819061
CEST

Jun 16, 2021 8.8.8.8 192.168.2.6 Oxeb32
12:19:51.425685883
CEST

Jun 16, 2021 8.8.8.8 192.168.2.6 0x9e36
12:19:53.814482927
CEST

Jun 16, 2021 8.8.8.8 192.168.2.6 0x26bb
12:20:15.285846949
CEST

Jun 16, 2021 8.8.8.8 192.168.2.6 0xd59b
12:20:16.868933916
CEST

Jun 16, 2021 8.8.8.8 192.168.2.6 0x38ae
12:20:18.406245947
CEST

Jun 16, 2021 8.8.8.8 192.168.2.6 0x142c
12:20:39.823373079
CEST

Jun 16, 2021 8.8.8.8 192.168.2.6 Oxdce
12:20:41.377844095
CEST

Jun 16, 2021 8.8.8.8 192.168.2.6 0x2el10
12:20:42.909445047
CEST

Code Manipulations

Statistics

Behavior

)

Click to jump to process

System Behavior
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Dest IP
8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

Oxdce

0x2e10

Name

netno.ddns.net

ddns.dbcdu
bai.com

netsecond.
duckdns.org

netno.ddns.net

ddns.dbcdu
bai.com

netsecond.
duckdns.org

netno.ddns.net

ddns.dbcdu
bai.com

netsecond.
duckdns.org

netno.ddns.net

ddns.dbcdu
bai.com

netsecond.
duckdns.org

netno.ddns.net

ddns.dbcdu
bai.com

OP Code

Standard query
0
Standard query
(0

CName

Name

netno.ddns.net

ddns.dbcdu
bai.com

Address

192.71.172.145

99.83.154.118

192.71.172.145

192.71.172.145

99.83.154.118

192.71.172.145

192.71.172.145

99.83.154.118

192.71.172.145

192.71.172.145

99.83.154.118

192.71.172.145

192.71.172.145

99.83.154.118

Type
A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)
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Analysis Process: US1pwXib6h.exe PID: 6476 Parent PID: 5980

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Deleted

File Written

File Read

Registry Activities

12:18:56

16/06/2021
C:\Users\user\Desktop\US1pwXib6h.exe
true
‘C:\Users\user\Desktop\US1pwXib6h.exe'
0x400000

218807 bytes
91514B3627E78E42CB05BC608737A47F
true

true

C, C++ or other language

e Rule: JoeSecurity_NetWire_1, Description: Yara detected NetWire RAT, Source:
00000001.00000002.367065114.00000000024C0000.00000004.00000001.sdmp, Author:
Joe Security

low

Show Windows behavior

Show Windows behavior

Analysis Process: US1pwXib6h.exe PID: 6548 Parent PID: 6476

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

Registry Activities

Key Created

Key Value Created

Copyright Joe Security LLC 2021

12:18:57

16/06/2021
C:\Users\user\Desktop\US1pwXib6h.exe
true
‘C:\Users\user\Desktop\US1pwXib6h.exe'
0x400000

218807 bytes
91514B3627E78E42CB05BC608737A47F
true

true

C, C++ or other language

e Rule: JoeSecurity_NetWire_1, Description: Yara detected NetWire RAT, Source:
00000002.00000001.363673900.0000000000400000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_NetWire_1, Description: Yara detected NetWire RAT, Source:
00000002.00000002.621612280.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

low

Show Windows behavior

Show Windows behavior
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Analysis Process: ioldfli.exe PID: 6768 Parent PID: 3440

General
Start time: 12:19:08
Start date: 16/06/2021
Path: C:\Users\user\AppData\Roaming\fatbtifdnumsalioldfli.exe
Wow64 process (32bit): true
Commandline: ‘C:\Users\user\AppData\Roaming\fatbtifdnumsalioldfli.exe’
Imagebase: 0x400000
File size: 218807 bytes
MDS5 hash: 91514B3627E78E42CB05BC608737A47F
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity_NetWire_1, Description: Yara detected NetWire RAT, Source:
00000004.00000002.395120542.00000000024E0000.00000004.00000001.sdmp, Author:
Joe Security
Reputation: low
File Activities Show Windows behavior
File Created
File Deleted
File Written
File Read
Analysis Process: ioldfli.exe PID: 6824 Parent PID: 6768
General
Start time: 12:19:10
Start date: 16/06/2021
Path: C:\Users\user\AppData\Roaming\fatbtifdnumsal\ioldfli.exe
Wow64 process (32bit): true
Commandline: ‘C:\Users\user\AppData\Roaming\fatbtifdnumsalioldfli.exe’
Imagebase: 0x400000
File size: 218807 bytes
MDS5 hash: 91514B3627E78E42CB05BC608737A47F
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity NetWire_1, Description: Yara detected NetWire RAT, Source:
00000006.00000002.394088134.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity NetWire_1, Description: Yara detected NetWire RAT, Source:
00000006.00000001.393727825.0000000000400000.00000040.00020000.sdmp, Author:
Joe Security
Reputation: low

Analysis Process: ioldfli.exe PID: 7012 Parent PID: 3440

General
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Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Deleted

File Written

File Read

12:19:16

16/06/2021
C:\Users\user\AppData\Roaming\fatbtifdnumsalioldfli.exe
true
‘C:\Users\user\AppData\Roaming\fatbtifdnumsalioldfli.exe’
0x400000

218807 bytes

91514B3627E78E42CB05BC608737A47F

true

true

C, C++ or other language

e Rule: JoeSecurity_NetWire_1, Description: Yara detected NetWire RAT, Source:
00000007.00000002.406739098.00000000023A0000.00000004.00000001.sdmp, Author:

Joe Security

low

Show Windows behavior

Analysis Process: ioldfli.exe PID: 7088 Parent PID: 7012

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

12:19:18

16/06/2021
C:\Users\user\AppData\Roaming\fatbtifdnumsal\ioldfli.exe
true
‘C:\Users\user\AppData\Roaming\fatbtifdnumsalioldfli.exe’
0x400000

218807 bytes

91514B3627E78E42CB05BC608737A47F

true

true

C, C++ or other language

e Rule: JoeSecurity_NetWire_1, Description: Yara detected NetWire RAT, Source:
00000009.00000001.405669006.0000000000400000.00000040.00020000.sdmp, Author:

Joe Security

e Rule: JoeSecurity_NetWire_1, Description: Yara detected NetWire RAT, Source:
00000009.00000002.406157548.0000000000400000.00000040.00000001.sdmp, Author:

Joe Security

low

Joe Sandbox Cloud Basic 32.0.0 Black Diamond
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