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Windows Analysis Report Next_Caller#U2019s_Fraud___COVID-19_Report_(Week_6-9).pdf…

Overview

General Information

Sample 
Name:

Next_Caller#U2019s_Frau
d___COVID-
19_Report_(Week_6-
9).pdf

Analysis ID: 438190

MD5: 5cf5e5cf2ac5f1e…

SHA1: 80e72b48c3c441…

SHA256: c8471fe72419ed8…

Infos:

Most interesting Screenshot:

Detection

Score: 24

Range: 0 - 100

Whitelisted: false

Confidence: 60%

Signatures

Connects to many IPs within the sam

Connects to many IPs within the sam

Connects to many IPs within the sam

Connects to many IPs within the sam

Connects to many IPs within the sam

Connects to many IPs within the sam

Connects to many IPs within the samConnects to many IPs within the sam……

Connects to many different domains

Connects to many different domains

Connects to many different domains

Connects to many different domains

Connects to many different domains

Connects to many different domains

Connects to many different domainsConnects to many different domains

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of HTML body contains low number of ……

HTML title does not match URL

HTML title does not match URL

HTML title does not match URL

HTML title does not match URL

HTML title does not match URL

HTML title does not match URL

HTML title does not match URLHTML title does not match URL

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in coJA3 SSL client fingerprint seen in co……

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detectedPotential document exploit detected……

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detectedPotential document exploit detected……

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detectedPotential document exploit detected……

Classification

Analysis Advice

No malicious behavior found, analyze the document also on other version of Office / Acrobat

Uses HTTPS for network communication, use the 'Proxy HTTPS (port 443) to read its encrypted data' cookbook for further analysis

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Process Tree
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Malware Configuration

Yara Overview

Sigma Overview

No Sigma rule has matched

Signature Overview

System is w10x64

AcroRd32.exe (PID: 3732 cmdline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe' 'C:\Users\user\Desktop\Next_Caller#U2019s_Fraud___COVID-19_Re

port_(Week_6-9).pdf' MD5: B969CF0C7B2C443A99034881E8C8740A)
AcroRd32.exe (PID: 5800 cmdline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe' --type=renderer /prefetch:1 'C:\Users\user\Desktop\Next_Calle

r#U2019s_Fraud___COVID-19_Report_(Week_6-9).pdf' MD5: B969CF0C7B2C443A99034881E8C8740A)
RdrCEF.exe (PID: 6092 cmdline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --backgroundcolor=16514043 MD5: 

9AEBA3BACD721484391D15478A4080C7)
RdrCEF.exe (PID: 6124 cmdline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --type=renderer --log-file='C:\Program Files (x86)\Adob

e\Acrobat Reader DC\Reader\AcroCEF\debug.log' --touch-events=enabled --field-trial-handle=1724,16295595289360813689,5938817010962337207,131072 --disable-feature
s=VizDisplayCompositor --disable-gpu-compositing --service-pipe-token=4566866485235901199 --lang=en-US --disable-pack-loading --log-file='C:\Program Files (x86)
\Adobe\Acrobat Reader DC\Reader\AcroCEF\debug.log' --log-severity=disable --product-version='ReaderServices/19.12.20035 Chrome/80.0.0.0' --device-scale-factor=1 --num-
raster-threads=2 --enable-main-frame-before-activation --service-request-channel-token=4566866485235901199 --renderer-client-id=2 --mojo-platform-channel-handle=1736 --
allow-no-sandbox-job /prefetch:1 MD5: 9AEBA3BACD721484391D15478A4080C7)

RdrCEF.exe (PID: 4280 cmdline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --type=gpu-process --field-trial-handle=1724,

16295595289360813689,5938817010962337207,131072 --disable-features=VizDisplayCompositor --disable-pack-loading --log-file='C:\Program Files (x86)\Adobe\Acrobat 
Reader DC\Reader\AcroCEF\debug.log' --log-severity=disable --product-version='ReaderServices/19.12.20035 Chrome/80.0.0.0' --lang=en-US --gpu-preferences=KAAAAAA
AAACAAwABAQAAAAAAAAAAAGAAAAAAAAEAAAAIAAAAAAAAACgAAAAEAAAAIAAAAAAAAAAoAAAAAAAAADAAAAAAAAAAOAAAAAAAAAAQAAAAAAAAA
AAAAAAFAAAAEAAAAAAAAAAAAAAABgAAABAAAAAAAAAAAQAAAAUAAAAQAAAAAAAAAAEAAAAGAAAA --use-gl=swiftshader-webgl --log-file='C:\Program Files 
(x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\debug.log' --service-request-channel-token=4840204308889134431 --mojo-platform-channel-handle=1756 --allow-no-san
dbox-job --ignored=' --type=renderer ' /prefetch:2 MD5: 9AEBA3BACD721484391D15478A4080C7)

RdrCEF.exe (PID: 6140 cmdline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --type=renderer --log-file='C:\Program Files (x86)\Adob

e\Acrobat Reader DC\Reader\AcroCEF\debug.log' --touch-events=enabled --field-trial-handle=1724,16295595289360813689,5938817010962337207,131072 --disable-feature
s=VizDisplayCompositor --disable-gpu-compositing --service-pipe-token=1176352946696311653 --lang=en-US --disable-pack-loading --log-file='C:\Program Files (x86)
\Adobe\Acrobat Reader DC\Reader\AcroCEF\debug.log' --log-severity=disable --product-version='ReaderServices/19.12.20035 Chrome/80.0.0.0' --device-scale-factor=1 --num-
raster-threads=2 --enable-main-frame-before-activation --service-request-channel-token=1176352946696311653 --renderer-client-id=4 --mojo-platform-channel-handle=1840 --
allow-no-sandbox-job /prefetch:1 MD5: 9AEBA3BACD721484391D15478A4080C7)

RdrCEF.exe (PID: 204 cmdline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --type=renderer --log-file='C:\Program Files (x86)\Adob

e\Acrobat Reader DC\Reader\AcroCEF\debug.log' --touch-events=enabled --field-trial-handle=1724,16295595289360813689,5938817010962337207,131072 --disable-feature
s=VizDisplayCompositor --disable-gpu-compositing --service-pipe-token=12598703654215652762 --lang=en-US --disable-pack-loading --log-file='C:\Program Files (x86
)\Adobe\Acrobat Reader DC\Reader\AcroCEF\debug.log' --log-severity=disable --product-version='ReaderServices/19.12.20035 Chrome/80.0.0.0' --device-scale-factor=1 --num-
raster-threads=2 --enable-main-frame-before-activation --service-request-channel-token=12598703654215652762 --renderer-client-id=5 --mojo-platform-channel-handle=1852 --
allow-no-sandbox-job /prefetch:1 MD5: 9AEBA3BACD721484391D15478A4080C7)

RdrCEF.exe (PID: 3728 cmdline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --type=renderer --log-file='C:\Program Files (x86)\Adob

e\Acrobat Reader DC\Reader\AcroCEF\debug.log' --touch-events=enabled --field-trial-handle=1724,16295595289360813689,5938817010962337207,131072 --disable-feature
s=VizDisplayCompositor --disable-gpu-compositing --service-pipe-token=1641267038983245055 --lang=en-US --disable-pack-loading --log-file='C:\Program Files (x86)
\Adobe\Acrobat Reader DC\Reader\AcroCEF\debug.log' --log-severity=disable --product-version='ReaderServices/19.12.20035 Chrome/80.0.0.0' --device-scale-factor=1 --num-
raster-threads=2 --enable-main-frame-before-activation --service-request-channel-token=1641267038983245055 --renderer-client-id=6 --mojo-platform-channel-handle=2020 --
allow-no-sandbox-job /prefetch:1 MD5: 9AEBA3BACD721484391D15478A4080C7)
chrome.exe (PID: 5048 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automation -- 'https://nextcaller.com/blog/next-callers-f

raud-covid-19-report-week-4-5/' MD5: C139654B5C1438A95B321BB01AD63EF6)
chrome.exe (PID: 3476 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-

handle=1548,4170625765879668992,9549381529543342162,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1796 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 1540 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=audio.mojom.AudioService --field-trial-h

andle=1548,4170625765879668992,9549381529543342162,131072 --lang=en-US --service-sandbox-type=audio --enable-audio-service-sandbox --mojo-platform-channel-handl
e=6240 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 5564 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=video_capture.mojom.VideoCaptureService --

field-trial-handle=1548,4170625765879668992,9549381529543342162,131072 --lang=en-US --service-sandbox-type=video_capture --enable-audio-service-sandbox --mojo-
platform-channel-handle=4768 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

cleanup

No configs have been found

No yara matches
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Click to jump to signature section

Networking:

Connects to many IPs within the same subnet mask (likely port scanning)

Mitre Att&ck Matrix

Initial Access Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and
Control

Network
Effects

Remote
Service
Effects Impact

Spearphishing
Link 1

Exploitation
for Client
Execution 3

Path
Interception

Process
Injection 2

Masquerading 3 OS
Credential
Dumping

Security
Software
Discovery 1

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 2

Eavesdrop on
Insecure
Network
Communication

Remotely
Track Device
Without
Authorization

Modify
System
Partition

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Extra
Window
Memory
Injection 1

Process
Injection 2

LSASS
Memory

Process
Discovery 1

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Non-
Application
Layer
Protocol 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorization

Device
Lockout

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon
Script
(Windows)

Extra Window
Memory
Injection 1

Security
Account
Manager

File and
Directory
Discovery 1

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Application
Layer
Protocol 2

Exploit SS7 to
Track Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Behavior Graph
ID: 438190

Sample: Next_Caller#U2019s_Fraud___...

Startdate: 22/06/2021

Architecture: WINDOWS

Score: 24

segments.company-target.com x.bidswitch.net 40 other IPs or domains

Connects to many IPs
within the same subnet

mask (likely port scanning)

AcroRd32.exe

15 43

        started       

chrome.exe

14 485

        started       

RdrCEF.exe

70

        started       

AcroRd32.exe

10 7

        started       

239.255.255.250

unknown

Reserved

chrome.exe

        started       

chrome.exe

        started       

chrome.exe

        started       

192.168.2.1

unknown

unknown

RdrCEF.exe

        started       

RdrCEF.exe

        started       

RdrCEF.exe

        started       

2 other processes

nextcaller.com

segments.company-target.com

143.204.98.18, 443, 49789

AMAZON-02US

United States

api.company-target.com

143.204.98.59, 443, 49785

AMAZON-02US

United States

49 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Behavior Graph
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Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Source Detection Scanner Label Link

Next_Caller#U2019s_Fraud___COVID-19_Report_(Week_6-9).pdf 0% Virustotal Browse

Screenshots

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Copyright Joe Security LLC 2021 Page 7 of 87

https://www.virustotal.com/gui/file/c8471fe72419ed8c0c39cc5750e77cb9df3a1b4532f5a3117441755eb55d52cf/detection/f-c8471fe72419ed8c0c39cc5750e77cb9df3a1b4532f5a3117441755eb55d52cf-1594399543


No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

segments.company-target.com 1% Virustotal Browse

dualstack.com.imgix.map.fastly.net 0% Virustotal Browse

nextcaller.com 0% Virustotal Browse

match.prod.bidr.io 1% Virustotal Browse

Source Detection Scanner Label Link

https://nextcaller.com/blog/next-callers-fraud-covid-19-report-week-4-5/2BNext 0% Avira URL Cloud safe

https://PrefSyncJob/com.adobe.acrobat.ADotCom/Resource/Sync/Upload/g/ 0% Avira URL Cloud safe

www.osmf.org/drm/default 0% URL Reputation safe

www.osmf.org/drm/default 0% URL Reputation safe

www.osmf.org/drm/default 0% URL Reputation safe

https://customer2.api.driftqa.com 0% Avira URL Cloud safe

https://nextcaller.com/d7M 0% Avira URL Cloud safe

https://conversation2.api.driftqa.com 0% Avira URL Cloud safe

https://identify.api.driftqa.com 0% Avira URL Cloud safe

https://PrefSyncJob/com.adobe.acrobat.ADotCom/Resource/Sync/Upload/I/z 0% Avira URL Cloud safe

https://metrics.api.driftqa.com 0% Avira URL Cloud safe

iptc.org/std/Iptc4xmpCore/1.0/xmlns/ 0% URL Reputation safe

iptc.org/std/Iptc4xmpCore/1.0/xmlns/ 0% URL Reputation safe

iptc.org/std/Iptc4xmpCore/1.0/xmlns/ 0% URL Reputation safe

https://enrichment.api.driftqa.com 0% Avira URL Cloud safe

www.adobe.c 0% URL Reputation safe

www.adobe.c 0% URL Reputation safe

www.adobe.c 0% URL Reputation safe

https://messaging.api.driftqa.com 0% Avira URL Cloud safe

https://embeds.driftcdn.com 0% Avira URL Cloud safe

https://targeting.api.driftqa.com 0% Avira URL Cloud safe

https://meetings.api.driftqa.com 0% Avira URL Cloud safe

cipa.jp/exif/1.0/ 0% URL Reputation safe

cipa.jp/exif/1.0/ 0% URL Reputation safe

cipa.jp/exif/1.0/ 0% URL Reputation safe

www.osmf.org/default/1.0%http://www.osmf.org/mediatype/default 0% URL Reputation safe

www.osmf.org/default/1.0%http://www.osmf.org/mediatype/default 0% URL Reputation safe

www.osmf.org/default/1.0%http://www.osmf.org/mediatype/default 0% URL Reputation safe

https://nextcaller.com/blog/next-callers-fraud-covid-19-report-week-4-5/l 0% Avira URL Cloud safe

iptc.org/std/Iptc4xmpCore/1.0/xmlns/h 0% Avira URL Cloud safe

https://PrefSyncJob/com.adobe.acrobat.ADotCom/Resource/Sync/Upload/ 0% Avira URL Cloud safe

https://PrefSyncJob/com.adobe.acrobat.ADotCom/Resource/Sync/? 0% Avira URL Cloud safe

https://nextcaller.com//z 0% Avira URL Cloud safe

https://iframe.ly/api 0% Avira URL Cloud safe

https://nextcaller.com/blog/next-callers-fraud-covid-19-report-week-4-5/C 0% Avira URL Cloud safe

iptc.org/std/Iptc4xmpExt/2008-02-29/ 0% URL Reputation safe

iptc.org/std/Iptc4xmpExt/2008-02-29/ 0% URL Reputation safe

iptc.org/std/Iptc4xmpExt/2008-02-29/ 0% URL Reputation safe

iptc.org/std/Iptc4xmpExt/2008-02-29/O; 0% Avira URL Cloud safe

https://nextcaller.com/blog/next-callers-fraud-covid-19-report-week-4-5/) 0% Avira URL Cloud safe

https://attachments.driftqa-files.com 0% Avira URL Cloud safe

https://nextcaller.com/blog/next-callers-fraud-covid-19-report-week-4-5/W 0% Avira URL Cloud safe

Unpacked PE Files

Domains

URLs

Domains and IPs
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https://www.virustotal.com/gui/url/0dd5502d27bddba07ab9712a4165d2124e52440fc797831edf5cc22f5d7fbbb6/detection/u-0dd5502d27bddba07ab9712a4165d2124e52440fc797831edf5cc22f5d7fbbb6-1624325350
https://www.virustotal.com/gui/url/92310a5b0a1e69b004fb487b95d1d1b57190f92a8bf1e41a0b41f77ae2fce9a4/detection/u-92310a5b0a1e69b004fb487b95d1d1b57190f92a8bf1e41a0b41f77ae2fce9a4-1621355413
https://www.virustotal.com/gui/url/15af3255e30a437436eccbc46c84c2a6f64ca8fc400857905b122654191d7683/detection/u-15af3255e30a437436eccbc46c84c2a6f64ca8fc400857905b122654191d7683-1603732027
https://www.virustotal.com/gui/url/6ad2518c6e2564ef1f3e3ff00ecdeec0e226ccaf566382368dc6018f739dbb17/detection/u-6ad2518c6e2564ef1f3e3ff00ecdeec0e226ccaf566382368dc6018f739dbb17-1623809924


Name IP Active Malicious Antivirus Detection Reputation

alb-event-1454785217.us-east-
1.elb.amazonaws.com

18.211.164.153 true false high

secure.gravatar.com 192.0.73.2 true false high

api.autopilothq.com 23.253.41.115 true false high

dqre9twuee0sw.cloudfront.net 143.204.98.119 true false high

afe79c04fd8464db69f453355c110684-
6aa967fe209738b1.elb.us-east-1.amazonaws.com

3.94.218.138 true false high

i.ytimg.com 216.58.212.150 true false high

segments.company-target.com 143.204.98.18 true true 1%, Virustotal, Browse unknown

ee15ba61-wschat-wschatalb-6fcf-2062696737.us-
east-1.elb.amazonaws.com

18.215.95.219 true false high

alb-aws-fr-bswx-3-1125904451.eu-central-
1.elb.amazonaws.com

35.158.179.12 true false high

adserver-vpc-alb-2-1264451658.eu-west-
1.elb.amazonaws.com

34.245.244.116 true false high

dl7g9llrghqi1.cloudfront.net 143.204.98.70 true false high

tag.demandbase.com 143.204.98.2 true false high

a2f905133e04e4d35ade9cd4751dd35b-
4fd69d4b6621dbbd.elb.us-east-1.amazonaws.com

54.85.240.191 true false high

scontent.xx.fbcdn.net 157.240.17.15 true false high

idsync.rlcdn.com 35.244.174.68 true false high

script.hotjar.com 143.204.98.104 true false high

photos-ugc.l.googleusercontent.com 142.250.186.161 true false high

cm.g.doubleclick.net 216.58.212.130 true false high

dualstack.com.imgix.map.fastly.net 151.101.114.208 true false 0%, Virustotal, Browse unknown

id.rlcdn.com 35.244.174.68 true false high

nextcaller.com 162.222.177.102 true false 0%, Virustotal, Browse unknown

static-cdn.hotjar.com 143.204.98.76 true false high

star-mini.c10r.facebook.com 157.240.17.35 true false high

match.prod.bidr.io 52.210.44.111 true false 1%, Virustotal, Browse unknown

us-u.openx.net 35.244.159.8 true false high

stats.l.doubleclick.net 74.125.140.157 true false high

212mq33wcw14cr2kt2zmunq1-wpengine.netdna-
ssl.com

94.31.29.64 true false high

i0.wp.com 192.0.77.2 true false high

embeds.driftcdn.com 143.204.98.9 true true unknown

vars.hotjar.com 143.204.98.32 true false high

in-live.live.eks.hotjar.com 52.30.7.71 true false high

api.company-target.com 143.204.98.59 true true unknown

fasttiger.io 198.61.165.71 true false unknown

www.google.ch 172.217.16.131 true false high

ib.anycast.adnxs.com 37.252.173.62 true false high

s.w.org 192.0.77.48 true false high

googlehosted.l.googleusercontent.com 142.250.186.161 true false high

edge.gycpi.b.yahoodns.net 87.248.118.23 true false unknown

adserver-vpc-alb-0-1578609942.eu-west-
1.elb.amazonaws.com

52.212.91.150 true false high

a9a6de4f8e5bae57304f-
147f75b36ca8e198378094412a8c909e.ssl.cf2.rack
cdn.com

unknown unknown false high

presence.api.drift.com unknown unknown false high

connect.livechatinc.com unknown unknown false high

metrics.api.drift.com unknown unknown false high

d.adroll.com unknown unknown false high

stats.g.doubleclick.net unknown unknown false high

clients2.googleusercontent.com unknown unknown false high

js.driftt.com unknown unknown false high

static.hotjar.com unknown unknown false high

flow.api.drift.com unknown unknown false high

conversation.api.drift.com unknown unknown false high

lh6.googleusercontent.com unknown unknown false high

connect.facebook.net unknown unknown false high

connect.soundcloud.com unknown unknown false high

bootstrap.api.drift.com unknown unknown false high

Contacted Domains
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https://www.virustotal.com/gui/url/0dd5502d27bddba07ab9712a4165d2124e52440fc797831edf5cc22f5d7fbbb6/detection/u-0dd5502d27bddba07ab9712a4165d2124e52440fc797831edf5cc22f5d7fbbb6-1624325350
https://www.virustotal.com/gui/url/92310a5b0a1e69b004fb487b95d1d1b57190f92a8bf1e41a0b41f77ae2fce9a4/detection/u-92310a5b0a1e69b004fb487b95d1d1b57190f92a8bf1e41a0b41f77ae2fce9a4-1621355413
https://www.virustotal.com/gui/url/15af3255e30a437436eccbc46c84c2a6f64ca8fc400857905b122654191d7683/detection/u-15af3255e30a437436eccbc46c84c2a6f64ca8fc400857905b122654191d7683-1603732027
https://www.virustotal.com/gui/url/6ad2518c6e2564ef1f3e3ff00ecdeec0e226ccaf566382368dc6018f739dbb17/detection/u-6ad2518c6e2564ef1f3e3ff00ecdeec0e226ccaf566382368dc6018f739dbb17-1623809924


f6d8b2eeb23e2fe14a6a-
2d01bb8c606da8c715207a3eb162b3e6.ssl.cf2.rack
cdn.com

unknown unknown false high

www.youtube-nocookie.com unknown unknown false high

driftt.imgix.net unknown unknown false high

d.adroll.mgr.consensu.org unknown unknown false unknown

yt3.ggpht.com unknown unknown false high

1501707-7.chat.api.drift.com unknown unknown false high

in.hotjar.com unknown unknown false high

ads.yahoo.com unknown unknown false high

customer.api.drift.com unknown unknown false high

event.api.drift.com unknown unknown false high

x.bidswitch.net unknown unknown false unknown

www.facebook.com unknown unknown false high

targeting.api.drift.com unknown unknown false high

api.livechatinc.com unknown unknown false high

s.adroll.com unknown unknown false high

cdn.livechatinc.com unknown unknown false high

ib.adnxs.com unknown unknown false high

Name IP Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

https://js.driftt.com/core/chat false high

https://js.driftt.com/core?
embedId=2eznhvmm4vg9&forceShow=false&skipCampaigns=false&sessionId=88786eb6-
cf57-469c-bfdd-
803c6977338b&sessionStarted=1624378066&campaignRefreshToken=ec607e3c-19fd-4a1a-
880a-
da692e84e4ca&hideController=false&pageLoadStartTime=1624384185679&mode=CHAT

false high

https://www.youtube-nocookie.com/embed/48l-xdS4pXg?
rel=0&showinfo=0&theme=light&version=3&hl=en&cc_lang_pref=en&cc_load_policy=1

false high

https://js.driftt.com/core?
embedId=2eznhvmm4vg9&forceShow=false&skipCampaigns=false&sessionId=27409da5-
0e60-4908-ac1b-
7fbda07ce800&sessionStarted=1624378101&campaignRefreshToken=ec607e3c-19fd-4a1a-
880a-
da692e84e4ca&hideController=false&pageLoadStartTime=1624384308570&mode=CHAT

false high

https://www.youtube-nocookie.com/embed/YlmVKT3Zvhw?
rel=0&showinfo=0&theme=light&version=3&hl=en&cc_lang_pref=en&cc_load_policy=1

false high

IP Domain Country Flag ASN ASN Name Malicious

143.204.98.119 dqre9twuee0sw.cloudfront.
net

United States 16509 AMAZON-02US false

50.16.7.188 unknown United States 14618 AMAZON-AESUS false

18.211.164.153 alb-event-1454785217.us-
east-
1.elb.amazonaws.com

United States 14618 AMAZON-AESUS false

216.58.212.150 i.ytimg.com United States 15169 GOOGLEUS false

23.253.41.115 api.autopilothq.com United States 19994 RACKSPACEUS false

143.204.98.59 api.company-target.com United States 16509 AMAZON-02US true

143.204.98.18 segments.company-
target.com

United States 16509 AMAZON-02US true

151.101.114.208 dualstack.com.imgix.map.f
astly.net

United States 54113 FASTLYUS false

74.125.140.157 stats.l.doubleclick.net United States 15169 GOOGLEUS false

162.222.177.102 nextcaller.com United States 15169 GOOGLEUS false

239.255.255.250 unknown Reserved unknown unknown false

216.58.212.161 unknown United States 15169 GOOGLEUS false

35.244.174.68 idsync.rlcdn.com United States 15169 GOOGLEUS false

94.31.29.64 212mq33wcw14cr2kt2zmu
nq1-wpengine.netdna-
ssl.com

United Kingdom 33438 HIGHWINDS2US false

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public
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General Information

Joe Sandbox Version: 32.0.0 Black Diamond

Analysis ID: 438190

Start date: 22.06.2021

Start time: 09:04:41

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 10m 24s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Next_Caller#U2019s_Fraud___COVID-19_Report_(Week_6-9).pdf

Cookbook file name: defaultwindowspdfcookbook.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

41

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: SUS

Classification: sus24.troj.winPDF@55/313@73/28

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

143.204.98.9 embeds.driftcdn.com United States 16509 AMAZON-02US true

143.204.98.70 dl7g9llrghqi1.cloudfront.net United States 16509 AMAZON-02US false

143.204.98.76 static-cdn.hotjar.com United States 16509 AMAZON-02US false

142.250.186.161 photos-
ugc.l.googleusercontent.co
m

United States 15169 GOOGLEUS false

54.85.240.191 a2f905133e04e4d35ade9c
d4751dd35b-
4fd69d4b6621dbbd.elb.us-
east-1.amazonaws.com

United States 14618 AMAZON-AESUS false

52.210.44.111 match.prod.bidr.io United States 16509 AMAZON-02US false

3.94.218.138 afe79c04fd8464db69f4533
55c110684-
6aa967fe209738b1.elb.us-
east-1.amazonaws.com

United States 14618 AMAZON-AESUS false

18.215.95.219 ee15ba61-wschat-
wschatalb-6fcf-
2062696737.us-east-
1.elb.amazonaws.com

United States 14618 AMAZON-AESUS false

143.204.98.2 tag.demandbase.com United States 16509 AMAZON-02US false

198.61.165.71 fasttiger.io United States 19994 RACKSPACEUS false

IP Domain Country Flag ASN ASN Name Malicious

IP

192.168.2.1

192.168.2.3

192.168.2.5

127.0.0.1

Private
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Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .pdf
Found PDF document
Find and activate links
Security Warning found
Close Viewer
Browse: https://www.google.com/intl/en/policies/privacy/
Browse: https://www.google.com/intl/en/policies/terms/
Browse: https://nextcaller.com/

Warnings:

Time Type Description

09:05:39 API Interceptor 17x Sleep call for process: RdrCEF.exe modified

09:07:42 API Interceptor 3x Sleep call for process: chrome.exe modified

Match Associated Sample Name / URL SHA 256 Detection Link Context

23.253.41.115 https://officewebfiledocument00000000.doodlekit.com/ Get hash malicious Browse

https://kellybroganmd.com/better-than-xanax/ Get hash malicious Browse

https://kellybroganmd.com/thyroid-dysfunction-and-
treatment/

Get hash malicious Browse

50.16.7.188 https://redcanary.com/blog/how-one-hospital-thwarted-a-
ryuk-ransomware-outbreak/?
utm_source=redcanary&utm_medium=email&utm_campaign=
Blog%20Digest-2020-11-05T09:00:54.888-
07:00&mkt_tok=eyJpIjoiWmpKbVlUTXpPRGMzTTJRMSIsInQi
OiJtMm9iYWJESHd5VldFUTF2a05zeEdtVUdMNms3cHVcL01
OcW9hYUlwOElYZFwvNkdvd0UzV0x2SDdNZVlIMWFTSG1jS
28zM0JIamh3YXRvcmU0K2htaTJpTlFLbjNNaWswT2NxYlhXd
ElEZHVzMlFaclpoTUFzZk1ibTV0SGVwSCs2In0%3D

Get hash malicious Browse

https://ballovergoal.com/europe.html Get hash malicious Browse

800response.com/wp-
includes/.../Office/office/voicemail/o5tqh73xyuymo9ivztp5fjp7.p
hp?
7iiei016070108238d5f18d5c98d37da65eccffe3dfe3e048d5f18d
5c98d37da65eccffe3dfe3e048d5f18d5c98d37da65eccffe3dfe3
e048d5f18d5c98d37da65eccffe3dfe3e048d5f18d5c98d37da65
eccffe3dfe3e04&email=

Get hash malicious Browse

https://app.box.com/s/gdf36roak3w2fc52cgfbxuq651p0zehy
Get hash malicious Browse

https://app.box.com/s/nhail927gb4xe0vkdigl8n7u4jallbvw
Get hash malicious Browse

https://app.box.com/s/mw9txrhu7ouy0j4fp4pfpo0pb1fepx7g
Get hash malicious Browse

https://call.lifesizecloud.com/4478671 Get hash malicious Browse

https://app.box.com/s/spiroxeow8wbf871l58od4ygwg8qzt9q
Get hash malicious Browse

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs
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https://view.joesandbox.com/analysis/248004/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248004/html/none?idtype=webid
https://view.joesandbox.com/analysis/199785/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/199785/html/none?idtype=webid
https://view.joesandbox.com/analysis/160861/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/160861/html/none?idtype=webid
https://view.joesandbox.com/analysis/252451/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252451/html/none?idtype=webid
https://view.joesandbox.com/analysis/245697/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245697/html/none?idtype=webid
https://view.joesandbox.com/analysis/245012/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245012/html/none?idtype=webid
https://view.joesandbox.com/analysis/239102/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239102/html/none?idtype=webid
https://view.joesandbox.com/analysis/238336/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238336/html/none?idtype=webid
https://view.joesandbox.com/analysis/238292/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238292/html/none?idtype=webid
https://view.joesandbox.com/analysis/233796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233796/html/none?idtype=webid
https://view.joesandbox.com/analysis/229064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229064/html/none?idtype=webid


pages.clarizen.com/dc/WRXScLcEN1dR4zDWjpu2BD-
3pt2XB3qp-
KL2mI6LZblQM73ILB5KRoOqFh6ia76X8jiCjQMqbHUZD8L1o
OtOBN-
vidy9gluYXpASVTJdCJvbv96N51bho8TJNt7usuzrbaJdT1t3zk
AoWDj9BSWVMRLwHOG6X1GflqGf-
28MD5Ao0SuF67rlnl4XrEkl6nfOwISnDXI86dg16RUtbnIqIrCR
YgqLfOUIyl8BVAmPtagKUgC416wwB-
hScG15PSuL6nwULWA-
pOqMMwhGOKwA541dR6pQd6E7O879rt-
hrUonz5Meop9AKoUOBOyCgYDoEi5efSrQD6V2yRvKU2jgXH
6SA9n_y73Iob-
zgjqlZee6ZhARRWHeAkHSf6b0XPqJlpJefnOiA8zP5VfcG4Yq
v75Cn30Al7AVRBByak96JmCjgg473RrceLfBDsIV-
HM0tkIprVEjnTA_45hEyRXnR0IhVe2Ixc0NVjqoAO2zmDSNg
nsRpzlpQOY1Hpg2aIKk71PnHgeeQeqhvjeq1BSvGw==/c0n0
3POB033T2MqZt0CgL00

Get hash malicious Browse

https://app.box.com/s/uup6bxhgol9oof0zmwgzewd86gpayqrk
Get hash malicious Browse

https://pinee.page.link/Zi7X Get hash malicious Browse

https://app.box.com/s/vglzyg2ft8tmbpmim3n7wir6tl0j11j9 Get hash malicious Browse

https://app.box.com/s/xxho4ilh9lgtqj3krufdfqpv7piagheg Get hash malicious Browse

https://app.box.com/file/730509959219?
s=cqmn5b65sczgarg174p5um6rbd3vnodg

Get hash malicious Browse

https://app.box.com/s/ai71a0e26roduzbcte8pa9lcqj88vhvc
Get hash malicious Browse

https://app.box.com/s/dltny97qnq94353j423f2njy65iaqenw
Get hash malicious Browse

https://app.box.com/s/vf2t6kehwql3g0ygswe3kfb4xd2xauhc
Get hash malicious Browse

143.204.98.59 KBzeB23bE1.exe Get hash malicious Browse

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

secure.gravatar.com CONSTANTINE.xlsx Get hash malicious Browse 192.0.73.2

The Mental Health Center.xlsx Get hash malicious Browse 192.0.73.2

free.atozmanuals.com Get hash malicious Browse 192.0.73.2

https://canningelectricinc.wordpress.com/ Get hash malicious Browse 192.0.73.2

getfreshnews.com/nuoazaojrnvenpyxyse Get hash malicious Browse 192.0.73.2

https://create.piktochart.com/output/51658503-cfo-
capabel

Get hash malicious Browse 192.0.73.2

https://sharepointsfile.eu-
gb.cf.appdomain.cloud/redirect/?
param=YW50d2VycGVuLmNlbnRydW1AY20uYmU=

Get hash malicious Browse 192.0.73.2

https://aftersync.com/blog/rightqlik-quick-access-to-
common-operations-on-qlikview-files

Get hash malicious Browse 192.0.73.2

https://sharia-point.us-
south.cf.appdomain.cloud/redirect/?
email=Kristine_Bridges@baylor.edu&data=04|01|Kristine_Brid
ges@baylor.edu|a64194d2378542e06dfc08d8a2802868|22d2fb
35256a459bbcf4dc23d42dc0a4|0|0|637438018615913999|Unk
nown|TWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2lu
MzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0=|0&sdata=smYCgJbR9
6G/HzImvOXjT6991bTFo5/ZZGjJwucJySM=&reserved=0

Get hash malicious Browse 192.0.73.2

https://www.premierpawn.com/rrt/xxtb/sharepoints/Root Get hash malicious Browse 192.0.73.2

https://holidaysintorrox.com Get hash malicious Browse 192.0.73.2

https://create.piktochart.com/output/51364370-a-r-
watson-ltd

Get hash malicious Browse 192.0.73.2

https://www.abebooks.com/servlet/BookDetailsPL?
bi=19802692894&searchurl=ds%3D20%26kn%3Demily%2Bkr
ajicek%26sortby%3D17&cm_sp=snippet-_-srp1-_-title5

Get hash malicious Browse 192.0.73.2

https://showmewhatyouhave.com/wp-
includes/ID3/ASB/?email=kmcpherson@deloitte.co.nz

Get hash malicious Browse 192.0.73.2

homeschoolingteen.com Get hash malicious Browse 192.0.73.2

fromdoctopdf.com Get hash malicious Browse 192.0.73.2

https://achas.com.br/wp-includes/certificates/ssl.html Get hash malicious Browse 192.0.73.2

https://sharepoint-filezillla.eu-
gb.cf.appdomain.cloud/redirect.php/?
tyids=atierney@deloitte.co.nz

Get hash malicious Browse 192.0.73.2

https://create.piktochart.com/output/50394438-
patterson-energy-corporation

Get hash malicious Browse 192.0.73.2

krypton.rackage.co.uk Get hash malicious Browse 192.0.73.2

alb-event-1454785217.us-east-
1.elb.amazonaws.com

Malone3388_001.htm Get hash malicious Browse 18.204.181.250

Domains
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https://view.joesandbox.com/analysis/228330/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228330/html/none?idtype=webid
https://view.joesandbox.com/analysis/226743/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/226743/html/none?idtype=webid
https://view.joesandbox.com/analysis/226670/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/226670/html/none?idtype=webid
https://view.joesandbox.com/analysis/222725/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/222725/html/none?idtype=webid
https://view.joesandbox.com/analysis/220178/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/220178/html/none?idtype=webid
https://view.joesandbox.com/analysis/218983/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/218983/html/none?idtype=webid
https://view.joesandbox.com/analysis/214474/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/214474/html/none?idtype=webid
https://view.joesandbox.com/analysis/212625/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/212625/html/none?idtype=webid
https://view.joesandbox.com/analysis/207682/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/207682/html/none?idtype=webid
https://view.joesandbox.com/analysis/342443/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342443/html/none?idtype=webid
https://view.joesandbox.com/analysis/260848/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260848/html/none?idtype=webid
https://view.joesandbox.com/analysis/258370/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258370/html/none?idtype=webid
https://view.joesandbox.com/analysis/253063/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253063/html/none?idtype=webid
https://view.joesandbox.com/analysis/252913/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252913/html/none?idtype=webid
https://view.joesandbox.com/analysis/252055/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252055/html/none?idtype=webid
https://view.joesandbox.com/analysis/251578/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251578/html/none?idtype=webid
https://view.joesandbox.com/analysis/251255/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251255/html/none?idtype=webid
https://view.joesandbox.com/analysis/250672/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250672/html/none?idtype=webid
https://view.joesandbox.com/analysis/249222/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249222/html/none?idtype=webid
https://view.joesandbox.com/analysis/249178/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249178/html/none?idtype=webid
https://view.joesandbox.com/analysis/248881/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248881/html/none?idtype=webid
https://view.joesandbox.com/analysis/246444/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246444/html/none?idtype=webid
https://view.joesandbox.com/analysis/243451/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243451/html/none?idtype=webid
https://view.joesandbox.com/analysis/241056/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241056/html/none?idtype=webid
https://view.joesandbox.com/analysis/238192/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238192/html/none?idtype=webid
https://view.joesandbox.com/analysis/232767/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232767/html/none?idtype=webid
https://view.joesandbox.com/analysis/232190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232190/html/none?idtype=webid
https://view.joesandbox.com/analysis/230931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230931/html/none?idtype=webid
https://view.joesandbox.com/analysis/228494/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228494/html/none?idtype=webid
https://view.joesandbox.com/analysis/227866/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/227866/html/none?idtype=webid
https://view.joesandbox.com/analysis/268094/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/268094/html/none?idtype=webid


https://www.ensonoelevate2021.com/event/8e8c2672-
3b18-40b1-8efc-026ab72e6424/summary?
environment=P2&5S%2CM3%2C8e8c2672-3b18-40b1-8efc-
026ab72e6424=

Get hash malicious Browse 18.204.181.250

https://redcanary.com/blog/how-one-hospital-thwarted-a-
ryuk-ransomware-outbreak/?
utm_source=redcanary&utm_medium=email&utm_campaign=
Blog%20Digest-2020-11-05T09:00:54.888-
07:00&mkt_tok=eyJpIjoiWmpKbVlUTXpPRGMzTTJRMSIsInQi
OiJtMm9iYWJESHd5VldFUTF2a05zeEdtVUdMNms3cHVcL01
OcW9hYUlwOElYZFwvNkdvd0UzV0x2SDdNZVlIMWFTSG1jS
28zM0JIamh3YXRvcmU0K2htaTJpTlFLbjNNaWswT2NxYlhXd
ElEZHVzMlFaclpoTUFzZk1ibTV0SGVwSCs2In0%3D

Get hash malicious Browse 18.205.49.143

https://colehartsignature.com/EU.html Get hash malicious Browse 18.205.49.143

https://ballovergoal.com/europe.html Get hash malicious Browse 18.205.49.143

800response.com/wp-
includes/.../Office/office/voicemail/o5tqh73xyuymo9ivztp5fjp7.p
hp?
7iiei016070108238d5f18d5c98d37da65eccffe3dfe3e048d5f18d
5c98d37da65eccffe3dfe3e048d5f18d5c98d37da65eccffe3dfe3
e048d5f18d5c98d37da65eccffe3dfe3e048d5f18d5c98d37da65
eccffe3dfe3e04&email=

Get hash malicious Browse 18.205.49.143

s1022.t.en25.com/e/er?
s=1022&lid=2184&elqTrackId=BEDFF87609C7D9DEAD04130
8DD8FFFB8&lb_email=bkirwer%40farbestfoods.com&elq=b09
5bd096fb54161953a2cf8316b5d13&elqaid=3115&elqat=1

Get hash malicious Browse 18.204.181.250

https://call.lifesizecloud.com/4478671 Get hash malicious Browse 18.205.49.143

https://online.flippingbook.com/view/96105/ Get hash malicious Browse 18.204.181.250

pizzaeaters.top Get hash malicious Browse 18.204.181.250

PO20201016  (Ref100440_17102020).html Get hash malicious Browse 18.205.49.143

https://urldefense.com/v3/__www.checkster.com/?
utm_campaign=Leads*20from*20Survey&utm_medium=surve
y&utm_source=Checkup*20Status*20Report__;JSUlJQ!!NtiiY2
Cb8wEFNXI4aQ!5agBBBVa1HCSO0GMqGikH9L-
Trri4rjXoWfhqx6zOxLcEWvq4j3mWhJjSY294ktxbQ$

Get hash malicious Browse 35.173.55.98

https://explore.leaseaccelerator.com/?
utm_source=email&utm_medium=email&utm_campaign=bran
ding&utm_content=announcement&mkt_tok=eyJpIjoiWWpKaE
1ERm1ZekF3WVRSaSIsInQiOiJrNWNPckwxYVNjYkRIU3JXU
VwvSU04UWIxMG9yaWtUdWZ5Y0drNDZDbGNkWStvTGJsN
1VIUjM2YlRheHRlQjFsekhObHNvSzZPODJKXC9wRG9BUHh
rNmQ2RExTdzVyV0RZYTZUZ2VPMEhjYVJWeG13VTJUV3Z
zQ1hETVJoZVNWYzJLIn0%3D

Get hash malicious Browse 35.171.145.168

https://www.intermedia.net/uniteapps Get hash malicious Browse 35.173.55.98

https://access-
americas.ing.net/logon/LogonPoint/tmindex.html

Get hash malicious Browse 54.85.190.177

https://sep.covwarkitc.nhs.uk:10443/register/001U2FsdGVkX1
-NOgr4vHG3DedyOqHyWmHFao2S-CbiobEBWlMH04TYNg/

Get hash malicious Browse 52.72.214.125

https://www.chromeriver.com/ Get hash malicious Browse 54.172.129.2

https://covid19japan.com/ Get hash malicious Browse 52.4.188.201

www.hostingcloud.racing Get hash malicious Browse 52.200.175.227

www.hostingcloud.science Get hash malicious Browse 54.208.158.111

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

AMAZON-02US June 21st,2021.exe Get hash malicious Browse 13.59.53.244

Payment update.exe Get hash malicious Browse 3.143.65.214

8uswh8RLwO.exe Get hash malicious Browse 18.134.243.168

KTOpmUzBlp.xls Get hash malicious Browse 18.136.132.202

KTOpmUzBlp.xls Get hash malicious Browse 18.136.132.202

eHTLcWfhgv.exe Get hash malicious Browse 99.83.154.118

fS5DVkL6jm.exe Get hash malicious Browse 75.2.19.252

xJP0w1Ze2J.apk Get hash malicious Browse 54.189.163.81

SOAOG31JdG.dll Get hash malicious Browse 13.225.75.73

Arquivo archivo.html Get hash malicious Browse 13.224.195.125

eTWZtFRRMJ.exe Get hash malicious Browse 34.215.222.250

Scan0953306292020.html Get hash malicious Browse 52.218.200.80

Purchase Order No. 7406595 .xlsx Get hash malicious Browse 3.112.233.112

ZSu9Xi5VWW.exe Get hash malicious Browse 44.227.65.245

butkoin-android.apk Get hash malicious Browse 52.27.216.2

butkoin-android.apk Get hash malicious Browse 34.212.158.174

xRUnL5Gmyv.exe Get hash malicious Browse 143.204.101.75

ASN
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https://view.joesandbox.com/analysis/253150/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253150/html/none?idtype=webid
https://view.joesandbox.com/analysis/252451/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252451/html/none?idtype=webid
https://view.joesandbox.com/analysis/245859/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245859/html/none?idtype=webid
https://view.joesandbox.com/analysis/245697/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245697/html/none?idtype=webid
https://view.joesandbox.com/analysis/245012/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245012/html/none?idtype=webid
https://view.joesandbox.com/analysis/239489/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239489/html/none?idtype=webid
https://view.joesandbox.com/analysis/233796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233796/html/none?idtype=webid
https://view.joesandbox.com/analysis/228427/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228427/html/none?idtype=webid
https://view.joesandbox.com/analysis/227138/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/227138/html/none?idtype=webid
https://view.joesandbox.com/analysis/219917/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/219917/html/none?idtype=webid
https://view.joesandbox.com/analysis/215603/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/215603/html/none?idtype=webid
https://view.joesandbox.com/analysis/210365/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/210365/html/none?idtype=webid
https://view.joesandbox.com/analysis/208345/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/208345/html/none?idtype=webid
https://view.joesandbox.com/analysis/174536/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/174536/html/none?idtype=webid
https://view.joesandbox.com/analysis/171597/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/171597/html/none?idtype=webid
https://view.joesandbox.com/analysis/167210/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/167210/html/none?idtype=webid
https://view.joesandbox.com/analysis/167208/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/167208/html/none?idtype=webid
https://view.joesandbox.com/analysis/153741/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/153741/html/none?idtype=webid
https://view.joesandbox.com/analysis/149949/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/149949/html/none?idtype=webid
https://view.joesandbox.com/analysis/344127/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344127/html/none?idtype=webid
https://view.joesandbox.com/analysis/343962/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343962/html/none?idtype=webid
https://view.joesandbox.com/analysis/343919/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343919/html/none?idtype=webid
https://view.joesandbox.com/analysis/343912/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343912/html/none?idtype=webid
https://view.joesandbox.com/analysis/343910/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343910/html/none?idtype=webid
https://view.joesandbox.com/analysis/343905/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343905/html/none?idtype=webid
https://view.joesandbox.com/analysis/343840/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343840/html/none?idtype=webid
https://view.joesandbox.com/analysis/343744/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343744/html/none?idtype=webid
https://view.joesandbox.com/analysis/343734/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343734/html/none?idtype=webid
https://view.joesandbox.com/analysis/343732/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343732/html/none?idtype=webid
https://view.joesandbox.com/analysis/343729/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343729/html/none?idtype=webid
https://view.joesandbox.com/analysis/343699/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343699/html/none?idtype=webid
https://view.joesandbox.com/analysis/343695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343695/html/none?idtype=webid
https://view.joesandbox.com/analysis/343686/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343686/html/none?idtype=webid
https://view.joesandbox.com/analysis/343569/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343569/html/none?idtype=webid
https://view.joesandbox.com/analysis/343566/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343566/html/none?idtype=webid
https://view.joesandbox.com/analysis/343549/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343549/html/none?idtype=webid


xRUnL5Gmyv.exe Get hash malicious Browse 143.204.10
1.112

InBios wire 052521.xlsx Get hash malicious Browse 3.23.19.191

InBios wire 052521.xlsx Get hash malicious Browse 3.23.19.191

AMAZON-AESUS Pxa4150NA5.exe Get hash malicious Browse 52.23.109.145

webhelper.exe.exe Get hash malicious Browse 54.210.1.49

Purchase Order No. 7406595 .xlsx Get hash malicious Browse 54.85.86.211

vFBFs0AFN3.exe Get hash malicious Browse 54.226.29.2

xRUnL5Gmyv.exe Get hash malicious Browse 52.23.109.145

xRUnL5Gmyv.exe Get hash malicious Browse 54.226.29.2

HRXoZLG4ym.exe Get hash malicious Browse 54.235.190.106

Ye5et3R6Hp.exe Get hash malicious Browse 54.197.238.169

Img-347654566091235.exe Get hash malicious Browse 100.24.208.97

MacKeeper.5.4.pkg Get hash malicious Browse 34.199.213.67

6KYozu9Hvs.exe Get hash malicious Browse 50.16.218.217

l0HIIxWncM.exe Get hash malicious Browse 50.19.84.107

DXhkmlucAZ.exe Get hash malicious Browse 54.225.165.85

tLpA56Wih2.exe Get hash malicious Browse 54.235.190.106

D324D33233EDF16F00BB4C9A06A14EEE0EF15F8D
90A3B.exe

Get hash malicious Browse 34.231.160.63

Hngx5CdG2D.exe Get hash malicious Browse 54.89.47.237

kikus.dll Get hash malicious Browse 54.225.165.85

FedEx doc 17062021.exe Get hash malicious Browse 18.210.73.186

PO#8076.exe Get hash malicious Browse 52.20.84.62

Death_In_Vegas_-_Dead_Elvis_814616-1.exe Get hash malicious Browse 3.223.115.185

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

b32309a26951912be7dba376398abc3b #U266b Audio_720-277-6701.3.wav_____.html Get hash malicious Browse 52.30.7.71
94.31.29.64
52.212.91.150
151.101.11
4.208
34.245.244.116
50.16.7.188
52.210.44.111
35.158.179.12
37.252.173.62
18.211.164.153
23.253.41.115
3.94.218.138
198.61.165.71

Omegabuilders NDA file attach...htm Get hash malicious Browse 52.30.7.71
94.31.29.64
52.212.91.150
151.101.11
4.208
34.245.244.116
50.16.7.188
52.210.44.111
35.158.179.12
37.252.173.62
18.211.164.153
23.253.41.115
3.94.218.138
198.61.165.71

message_zdm.html Get hash malicious Browse 52.30.7.71
94.31.29.64
52.212.91.150
151.101.11
4.208
34.245.244.116
50.16.7.188
52.210.44.111
35.158.179.12
37.252.173.62
18.211.164.153
23.253.41.115
3.94.218.138
198.61.165.71

JA3 Fingerprints
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https://view.joesandbox.com/analysis/343548/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343548/html/none?idtype=webid
https://view.joesandbox.com/analysis/343525/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343525/html/none?idtype=webid
https://view.joesandbox.com/analysis/343524/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343524/html/none?idtype=webid
https://view.joesandbox.com/analysis/343801/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343801/html/none?idtype=webid
https://view.joesandbox.com/analysis/343793/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343793/html/none?idtype=webid
https://view.joesandbox.com/analysis/343695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343695/html/none?idtype=webid
https://view.joesandbox.com/analysis/343583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343583/html/none?idtype=webid
https://view.joesandbox.com/analysis/343549/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343549/html/none?idtype=webid
https://view.joesandbox.com/analysis/343548/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343548/html/none?idtype=webid
https://view.joesandbox.com/analysis/343392/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343392/html/none?idtype=webid
https://view.joesandbox.com/analysis/343172/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343172/html/none?idtype=webid
https://view.joesandbox.com/analysis/343071/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343071/html/none?idtype=webid
https://view.joesandbox.com/analysis/342999/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342999/html/none?idtype=webid
https://view.joesandbox.com/analysis/342976/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342976/html/none?idtype=webid
https://view.joesandbox.com/analysis/342970/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342970/html/none?idtype=webid
https://view.joesandbox.com/analysis/342966/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342966/html/none?idtype=webid
https://view.joesandbox.com/analysis/342945/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342945/html/none?idtype=webid
https://view.joesandbox.com/analysis/342826/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342826/html/none?idtype=webid
https://view.joesandbox.com/analysis/342771/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342771/html/none?idtype=webid
https://view.joesandbox.com/analysis/342724/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342724/html/none?idtype=webid
https://view.joesandbox.com/analysis/342567/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342567/html/none?idtype=webid
https://view.joesandbox.com/analysis/342533/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342533/html/none?idtype=webid
https://view.joesandbox.com/analysis/342502/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342502/html/none?idtype=webid
https://view.joesandbox.com/analysis/343972/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343972/html/none?idtype=webid
https://view.joesandbox.com/analysis/343888/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343888/html/none?idtype=webid
https://view.joesandbox.com/analysis/342509/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342509/html/none?idtype=webid


Proposed Agreement.Xlsx - securedXlsx.html Get hash malicious Browse 52.30.7.71
94.31.29.64
52.212.91.150
151.101.11
4.208
34.245.244.116
50.16.7.188
52.210.44.111
35.158.179.12
37.252.173.62
18.211.164.153
23.253.41.115
3.94.218.138
198.61.165.71

ATT00005.htm Get hash malicious Browse 52.30.7.71
94.31.29.64
52.212.91.150
151.101.11
4.208
34.245.244.116
50.16.7.188
52.210.44.111
35.158.179.12
37.252.173.62
18.211.164.153
23.253.41.115
3.94.218.138
198.61.165.71

Evershedsnicea NDA file attach...htm Get hash malicious Browse 52.30.7.71
94.31.29.64
52.212.91.150
151.101.11
4.208
34.245.244.116
50.16.7.188
52.210.44.111
35.158.179.12
37.252.173.62
18.211.164.153
23.253.41.115
3.94.218.138
198.61.165.71

Docc.html Get hash malicious Browse 52.30.7.71
94.31.29.64
52.212.91.150
151.101.11
4.208
34.245.244.116
50.16.7.188
52.210.44.111
35.158.179.12
37.252.173.62
18.211.164.153
23.253.41.115
3.94.218.138
198.61.165.71

#Ud83d#Udcde_#U25b6#Ufe0f.htm Get hash malicious Browse 52.30.7.71
94.31.29.64
52.212.91.150
151.101.11
4.208
34.245.244.116
50.16.7.188
52.210.44.111
35.158.179.12
37.252.173.62
18.211.164.153
23.253.41.115
3.94.218.138
198.61.165.71

wzdu53.exe Get hash malicious Browse 52.30.7.71
94.31.29.64
52.212.91.150
151.101.11
4.208
34.245.244.116
50.16.7.188
52.210.44.111
35.158.179.12
37.252.173.62
18.211.164.153
23.253.41.115
3.94.218.138
198.61.165.71

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/342318/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342318/html/none?idtype=webid
https://view.joesandbox.com/analysis/340136/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340136/html/none?idtype=webid
https://view.joesandbox.com/analysis/340127/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340127/html/none?idtype=webid
https://view.joesandbox.com/analysis/339912/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339912/html/none?idtype=webid
https://view.joesandbox.com/analysis/339838/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339838/html/none?idtype=webid
https://view.joesandbox.com/analysis/339832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339832/html/none?idtype=webid


#Ud83d#Udcde_#U25b6#Ufe0fPlay_to_Listen.htm Get hash malicious Browse 52.30.7.71
94.31.29.64
52.212.91.150
151.101.11
4.208
34.245.244.116
50.16.7.188
52.210.44.111
35.158.179.12
37.252.173.62
18.211.164.153
23.253.41.115
3.94.218.138
198.61.165.71

New_Messagejacob@steinborn.comMessage.html Get hash malicious Browse 52.30.7.71
94.31.29.64
52.212.91.150
151.101.11
4.208
34.245.244.116
50.16.7.188
52.210.44.111
35.158.179.12
37.252.173.62
18.211.164.153
23.253.41.115
3.94.218.138
198.61.165.71

_Vm064855583.HtM Get hash malicious Browse 52.30.7.71
94.31.29.64
52.212.91.150
151.101.11
4.208
34.245.244.116
50.16.7.188
52.210.44.111
35.158.179.12
37.252.173.62
18.211.164.153
23.253.41.115
3.94.218.138
198.61.165.71

#Ud83d#Udcde_Message_Received_05_19_21.htm.htm Get hash malicious Browse 52.30.7.71
94.31.29.64
52.212.91.150
151.101.11
4.208
34.245.244.116
50.16.7.188
52.210.44.111
35.158.179.12
37.252.173.62
18.211.164.153
23.253.41.115
3.94.218.138
198.61.165.71

#Ud83d#Udcde_#U25b6#Ufe0f.htm Get hash malicious Browse 52.30.7.71
94.31.29.64
52.212.91.150
151.101.11
4.208
34.245.244.116
50.16.7.188
52.210.44.111
35.158.179.12
37.252.173.62
18.211.164.153
23.253.41.115
3.94.218.138
198.61.165.71

saturo[1].htm Get hash malicious Browse 52.30.7.71
94.31.29.64
52.212.91.150
151.101.11
4.208
34.245.244.116
50.16.7.188
52.210.44.111
35.158.179.12
37.252.173.62
18.211.164.153
23.253.41.115
3.94.218.138
198.61.165.71

Match Associated Sample Name / URL SHA 256 Detection Link Context

Copyright Joe Security LLC 2021 Page 17 of 87

https://view.joesandbox.com/analysis/338401/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338401/html/none?idtype=webid
https://view.joesandbox.com/analysis/338258/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338258/html/none?idtype=webid
https://view.joesandbox.com/analysis/337979/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337979/html/none?idtype=webid
https://view.joesandbox.com/analysis/337807/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337807/html/none?idtype=webid
https://view.joesandbox.com/analysis/336946/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336946/html/none?idtype=webid
https://view.joesandbox.com/analysis/336944/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336944/html/none?idtype=webid


FAX.HTML Get hash malicious Browse 52.30.7.71
94.31.29.64
52.212.91.150
151.101.11
4.208
34.245.244.116
50.16.7.188
52.210.44.111
35.158.179.12
37.252.173.62
18.211.164.153
23.253.41.115
3.94.218.138
198.61.165.71

#U266b Audio_47920.wavv - - Copy.html Get hash malicious Browse 52.30.7.71
94.31.29.64
52.212.91.150
151.101.11
4.208
34.245.244.116
50.16.7.188
52.210.44.111
35.158.179.12
37.252.173.62
18.211.164.153
23.253.41.115
3.94.218.138
198.61.165.71

Redwirespace-Benefits-Payment-Report.htm Get hash malicious Browse 52.30.7.71
94.31.29.64
52.212.91.150
151.101.11
4.208
34.245.244.116
50.16.7.188
52.210.44.111
35.158.179.12
37.252.173.62
18.211.164.153
23.253.41.115
3.94.218.138
198.61.165.71

#Ud83d#Udcde_#U25b6#Ufe0fPlay_to_Listen htm.htm Get hash malicious Browse 52.30.7.71
94.31.29.64
52.212.91.150
151.101.11
4.208
34.245.244.116
50.16.7.188
52.210.44.111
35.158.179.12
37.252.173.62
18.211.164.153
23.253.41.115
3.94.218.138
198.61.165.71

Contract-Schedule.html Get hash malicious Browse 52.30.7.71
94.31.29.64
52.212.91.150
151.101.11
4.208
34.245.244.116
50.16.7.188
52.210.44.111
35.158.179.12
37.252.173.62
18.211.164.153
23.253.41.115
3.94.218.138
198.61.165.71

74ad8ec6876e2e3366bfd566581ca7e8 Malone3388_001.htm Get hash malicious Browse 18.215.95.219
54.85.240.191

https://www.edexdeals.com/collections/medical-
equipments

Get hash malicious Browse 18.215.95.219
54.85.240.191

https://gaandt.quip.com/QLStAIvBA1Tg/File-Review Get hash malicious Browse 18.215.95.219
54.85.240.191

gaandt.quip.com/4HSEAAx2iIx8/File-Review Get hash malicious Browse 18.215.95.219
54.85.240.191

https://fax-e.quip.com/LapjARWl1z6t/Trusted-Sender Get hash malicious Browse 18.215.95.219
54.85.240.191

quip.com/uPSzAnYlObJf/eFax- Get hash malicious Browse 18.215.95.219
54.85.240.191

https://quip.com/0p3CACA31duQ/Secure-Message-
Notification

Get hash malicious Browse 18.215.95.219
54.85.240.191

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/336918/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336918/html/none?idtype=webid
https://view.joesandbox.com/analysis/336904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336904/html/none?idtype=webid
https://view.joesandbox.com/analysis/336900/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336900/html/none?idtype=webid
https://view.joesandbox.com/analysis/336892/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336892/html/none?idtype=webid
https://view.joesandbox.com/analysis/335703/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/335703/html/none?idtype=webid
https://view.joesandbox.com/analysis/268094/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/268094/html/none?idtype=webid
https://view.joesandbox.com/analysis/252048/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252048/html/none?idtype=webid
https://view.joesandbox.com/analysis/250437/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250437/html/none?idtype=webid
https://view.joesandbox.com/analysis/249303/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249303/html/none?idtype=webid
https://view.joesandbox.com/analysis/248758/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248758/html/none?idtype=webid
https://view.joesandbox.com/analysis/247269/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247269/html/none?idtype=webid
https://view.joesandbox.com/analysis/247117/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247117/html/none?idtype=webid


https://quip.com/s5ZyA2q2ohFD/eFax- Get hash malicious Browse 18.215.95.219
54.85.240.191

https://spregueenergy.quip.com/p9lsAzXNTc1Y/eFax-
Doc

Get hash malicious Browse 18.215.95.219
54.85.240.191

https://colehartsignature.com/EU.html Get hash malicious Browse 18.215.95.219
54.85.240.191

https://ballovergoal.com/europe.html Get hash malicious Browse 18.215.95.219
54.85.240.191

honest-deals.com Get hash malicious Browse 18.215.95.219
54.85.240.191

www.receive-sms-online.info/ Get hash malicious Browse 18.215.95.219
54.85.240.191

https://linkprotect.cudasvc.com/url?
a=https%3a%2f%2fwww.yumpu.com%2fxx%2fdocument%2fr
ead%2f64931164%2f&c=E,1,-
sgzpg1AZpPpbFR1RjTeq0oEJHXEAOT2hADFEAiebAiO1Uf3
DcE85yhh9Qa1L0tSRsuedcssyUhITdc9KJcmwrmi8vEBUlN1c
1mjijmvlVgg&typo=1

Get hash malicious Browse 18.215.95.219
54.85.240.191

https://www.notion.so/secure-file-
f93a8d7efae24a4fb2178eacaac53379

Get hash malicious Browse 18.215.95.219
54.85.240.191

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit): 5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBlESBw4p6:NfOCzvRKhGvwJ

MD5: A78AD14E77147E7DE3647E61964C0335

SHA1: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0E893FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDE0DFBB19CB31C506F7DE97AF67C2F244F7E7E8E10648EA83211
01

Malicious: false

Preview:
BDic.... ....6...."..Z..4g....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF 
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF 
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF 
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF I.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF 
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF 
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\05349744be1ad4ad_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 615

Entropy (8bit): 5.676822554688725

Encrypted: false

SSDEEP: 12:vDRM9pWtvVZiEsDRM99bVZiEEDRM9L2ZiEs:7E+eEaIeECGEs

MD5: A3D34FAC994509613DCBD28E31F2F51A

SHA1: A8B2371B29BF6A8B00682DF112C278BDEBE2695C

SHA-256: 593FA1E9FBDFDEA2C89197DD5749A0722A3241DB07705A425F6773AA28A26C4E

SHA-512: D4E1B71A4DF1FD3CB1F5648DE0E7463FA9972783404B61A2A48147876A9441A358ECA4E52E245CF2DFA7A10EFA866C8ECE662AF9C5967D5A95833D6077F90572

Malicious: false

Preview:
0\r..m......M..........._keyhttps://rna-resource.acrobat.com/static/js/plugins/reviews/js/plugin.js .(e.?.#/....."#.D2;...4.A....d.{v.^.G...d.W.:...P..k%..A..Eo...................A..Eo......
..;........0\r..m......M..........._keyhttps://rna-resource.acrobat.com/static/js/plugins/reviews/js/plugin.js .a..?.#/....."#.Dz..4.A....d.{v.^.G...d.W.:...P..k%..A..Eo...................A.
.Eo.......QP.........0\r..m......M..........._keyhttps://rna-resource.acrobat.com/static/js/plugins/reviews/js/plugin.js ..%.?.#/....."#.D.....4.A....d.{v.^.G...d.W.:...P..k%..A..Eo.........
..........A..Eo.........y........

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/247073/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247073/html/none?idtype=webid
https://view.joesandbox.com/analysis/247063/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247063/html/none?idtype=webid
https://view.joesandbox.com/analysis/245859/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245859/html/none?idtype=webid
https://view.joesandbox.com/analysis/245697/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245697/html/none?idtype=webid
https://view.joesandbox.com/analysis/240254/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240254/html/none?idtype=webid
https://view.joesandbox.com/analysis/240014/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240014/html/none?idtype=webid
https://view.joesandbox.com/analysis/239988/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239988/html/none?idtype=webid
https://view.joesandbox.com/analysis/237333/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237333/html/none?idtype=webid


C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\0786087c3c360803_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 522

Entropy (8bit): 5.61984557495182

Encrypted: false

SSDEEP: 12:V9z1teV9PQtR99zSw9PQRP9zPoKh9PQs:Xz1E9PQbz99PQRFzPo09PQs

MD5: FF95BCF6F8C9F0EB41E6AA43A396B597

SHA1: 9E30551122B2A5BB31CD0E7C276B2A0A649CBF37

SHA-256: 90C0EC4292F1DA0286B2EC7C97EC630D0F69FA14661CD1481BD26C1D6BC0879C

SHA-512: 27E571D6B32B1B8CFD0B76BE406761F34795084A92A19C2ADE3D0D5CA3A0BCB5451BA4A90A96BD115BE807A4D7DE4C7469AC8CDDA517B3158428989AD95A46
D1

Malicious: false

Preview:
0\r..m............,....._keyhttps://rna-resource.acrobat.com/init.js .V..?.#/....."#.D....4.A.1.x.'.vI..*|Z..o...+.4....0..A..Eo...................A..Eo........\.........0\r..m............,....._keyht
tps://rna-resource.acrobat.com/init.js .?..?.#/....."#.D.L...4.A.1.x.'.vI..*|Z..o...+.4....0..A..Eo...................A..Eo........b........0\r..m............,....._keyhttps://rna-resource.acrobat.com
/init.js .`..?.#/....."#.D.l3..4.A.1.x.'.vI..*|Z..o...+.4....0..A..Eo...................A..Eo..................

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\0998db3a32ab3f41_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 738

Entropy (8bit): 5.604801195325898

Encrypted: false

SSDEEP: 12:DyeRVFAFjVFAFaEyjlUo6jSyeRVFAFjVFAFHwUlUo6jV7yeRVFAFjVFAF9VJjlUB:tB4v4BISBSB4v4HvSBXB4v4TJjSB

MD5: AA60A1A44A2C5CFD0BC290DDCD98CA59

SHA1: 7A0D6906AF50DBFDB5893E52790F78ABDCE67861

SHA-256: A2DCD1DB8FF9346299EC79607D1CAB2991A4D19BB79EE20A73578DC7EF6C769A

SHA-512: 3FEDBEDDBA73DE048D3BE4FA04EBACD20634890E44860B10F40CEA6D06D9A96B623EE97D40529369D4DD41997F84C238F8D07DA7C50BE52D859838F8038CAC
9B

Malicious: false

Preview:
0\r..m......v...n......._keyhttps://rna-resource.acrobat.com/static/js/plugins/tracked-send/js/plugins/tracked-send/js/home-view/selector.js .]..?.#/....."#.D..o..4.A..hvDO.N.t@...
..n.*...... ....A..Eo...................A..Eo.......i..........0\r..m......v...n......._keyhttps://rna-resource.acrobat.com/static/js/plugins/tracked-send/js/plugins/tracked-send/js/home-vie
w/selector.js ..<.?.#/....."#.D...4.A..hvDO.N.t@.....n.*...... ....A..Eo...................A..Eo......#A..........0\r..m......v...n......._keyhttps://rna-resource.acrobat.com/static/js/plugi
ns/tracked-send/js/plugins/tracked-send/js/home-view/selector.js .@..?.#/....."#.D.....4.A..hvDO.N.t@.....n.*...... ....A..Eo...................A..Eo.......p..........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\0ace9ee3d914a5c0_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 232

Entropy (8bit): 5.660753046929362

Encrypted: false

SSDEEP: 6:mNtVYOFLvEWdFCi5RsJXsR93ZiWulHyA1TK6tL:IbRkiDAsb4Wussl

MD5: E071BF5EC673596E6E11D761A31EEB27

SHA1: 3FEA7BD099DFE9CBC1C46687AD61FBBA078893A9

SHA-256: 2D9D95D3555F2A7DB15A20952C494BBA829B40F58AAF9B77A6518AA6E42B0BF1

SHA-512: 8112A937F434A9EBAF4B8440D9C568C50E5B9196183B8D94E0B000938392D830783A0B33CFE866A02D6024D74CE1ACAEDA45D0CB4F28645253E38957F3C6E460

Malicious: false

Preview:
0\r..m......h.....'....._keyhttps://rna-resource.acrobat.com/static/js/plugins/aicuc/js/plugins/rhp/exportpdf-rna-tool-view.js .b..?.#/....."#.D*....4.A..8 P..a...R..Y....7.@..2Dm{
..A..Eo...................A..Eo..................

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\0f25049d69125b1e_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 420

Entropy (8bit): 5.588235634101382

Encrypted: false

SSDEEP: 12:pyixRu1+t0I2V41TEaN7yixRufAV41TE:N8+iB4xEaNjt4xE

MD5: BB879BFE3527A79B1FB564D362554F28

SHA1: F56BDB39871DDA77DACBB68F9D0E06929358A23C

SHA-256: 06C084E0AB88ABE3A65180B47BF89F387A66603B65E921F7EC268BE9B1D51AD7

SHA-512: 56A43F2E3BC3B44E7B913836D5E1C5D32C42C5C2D41F00CC2F68A344F69E14F399D534941B7F09B4536513929527EC70604A9652C4AA56E2613775B69C49AD08
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Malicious: false

Preview:
0\r..m......R...kP]g...._keyhttps://rna-resource.acrobat.com/static/js/plugins/app-center/js/selector.js ..?.#/....."#.D.mp..4.Ak.Q.....-_..y.....O...>..1....A..Eo...................A..Eo...
...}tI.........0\r..m......R...kP]g...._keyhttps://rna-resource.acrobat.com/static/js/plugins/app-center/js/selector.js .RG.?.#/....."#.D.....4.Ak.Q.....-_..y.....O...>..1....A..Eo..........
.........A..Eo........./........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\0f25049d69125b1e_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\230e5fe3e6f82b2c_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 432

Entropy (8bit): 5.669078981061632

Encrypted: false

SSDEEP: 6:mvYOFLvEWdhwjQREGqfNLZIl6P41TK6tO+vYOFLvEWdhwjQmKXRRybNLZIl6P41o:0RhkCyVLZC5RhkIXGLZCe

MD5: FAD71F1FB252F751E33DCF7F62777952

SHA1: B99AC97FC74B1230B6A9E9E3F9F1A9C17D88429A

SHA-256: 79231346382D451D190D7809428C7AB08FD45EFF9F69F82BCD712FE8FF64127F

SHA-512: C8DEF14C5120228BFA8E7E14A2E8AE2369A6BC115E05D8D21EB964783DFE72B7B4A33A7E88EF85DC1EF5C1A02437AD01BADBA2A5E786A99CEFFA057F3D40A
905

Malicious: false

Preview:
0\r..m......X.....V....._keyhttps://rna-resource.acrobat.com/static/js/plugins/sign-services-auth/js/plugin.js ..y.?.#/....."#.D..G..4.A.].>....uUf..N...k......c..l.A..Eo...................A
..Eo.........B........0\r..m......X.....V....._keyhttps://rna-resource.acrobat.com/static/js/plugins/sign-services-auth/js/plugin.js .*V.?.#/....."#.D.`|..4.A.].>....uUf..N...k......c..l.A..
Eo...................A..Eo..................

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\2798067b152b83c7_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 418

Entropy (8bit): 5.600231801732918

Encrypted: false

SSDEEP: 6:mJYOFLvEWdGQRQOdQPFjV06g1TK6tM/2JYOFLvEWdGQRQOdQLltDFkE06g1TK6t5:2RHRQCgm16ORHRQC2XJ01P

MD5: 9E6E994090A43C263FFA2CBAC82A3A87

SHA1: 6E198BBDF589C7E14E11850DD98C0B778B8CF8E6

SHA-256: CF8ECA0EBF245767059CF996DC15A5F99D812EC0FE1F18E231AC7801CC348BB9

SHA-512: 301CA77384CC98825BD1ECF3F27FEFB000C00540ADAFD994747A7F34C59618AE9C8D599DA693A0D0FBD8FCB8EE548EE5D1BF5F40B5BCD09E2A0677DF42C86D
FA

Malicious: false

Preview:
0\r..m......Q..........._keyhttps://rna-resource.acrobat.com/static/js/plugins/my-computer/js/plugin.js ..!.?.#/....."#.D.p..4.A..c..y/L....|y.n..C/I.....X7-ne.A..Eo...................A..Eo.
.................0\r..m......Q..........._keyhttps://rna-resource.acrobat.com/static/js/plugins/my-computer/js/plugin.js ....?.#/....."#.D*..4.A..c..y/L....|y.n..C/I.....X7-ne.A..Eo.........
..........A..Eo......_%..........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\2a426f11fd8ebe18_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 537

Entropy (8bit): 5.608161036193665

Encrypted: false

SSDEEP: 12:Z5MPtL9SMuR/EG5MOGZMuR/EQ5M98MuR/E:ZSPzuR/EGSKuR/EQSbuR/E

MD5: CB63BF9C0D89EDB6D39BFA752AC72E17

SHA1: BF91A46A454545408334CA81551EF0E2AA18854B

SHA-256: B4E74113AF5A573EA06AC8E923458B5EE4D82BB28829E74E652862413C829526

SHA-512: BFF37244A589651C0E103457FDD0B6276D4FF2C5E88551A818B439613B4E8B89FE8291A2FEA090DA1173E5615034F39520FA46002860F2F9303538F6B06A277E

Malicious: false

Preview:
0\r..m......3....<lb...._keyhttps://rna-resource.acrobat.com/base_uris.js .>Y.?.#/....."#.D....4.A.y...L<?W.Xi..A\Q3...J.}...d..~G.A..Eo...................A..Eo..................0\r..m......3....
<lb...._keyhttps://rna-resource.acrobat.com/base_uris.js .M5.?.#/....."#.D.y...4.A.y...L<?W.Xi..A\Q3...J.}...d..~G.A..Eo...................A..Eo......f...........0\r..m......3....<lb...
._keyhttps://rna-resource.acrobat.com/base_uris.js .-J.?.#/....."#.D.Y4..4.A.y...L<?W.Xi..A\Q3...J.}...d..~G.A..Eo...................A..Eo......AR..........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\39c14c1f4b086971_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 212

Entropy (8bit): 5.619127404676772
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Encrypted: false

SSDEEP: 6:mGpYOFLvEWdzAAujdTWlCSm0bbsIDMGH41TK6tw:XfRMhZBRKsIZE

MD5: B45F93A257196DF4C75031197AB0AA36

SHA1: 3CCE7880386D4DAE243696377D1B8AB2E46174A4

SHA-256: E63FD4BD6B8069498488CB2480756ADCC6B7904D28E96F282A254153BDC05A91

SHA-512: 272B18BD2814D6C98EE17C474DB95CF2F8FEDA7B8E02F31E1A830BB479FEB820B75E02D7FF0CCD07F1FAA75E2E99FC5ACD913E6B21EFDBBE9565A13388C9E
80D

Malicious: false

Preview:
0\r..m......T....,.^...._keyhttps://rna-resource.acrobat.com/static/js/plugins/walk-through/js/selector.js ....?.#/....."#.D.{...4.A..`.....^....L>..Xa./......C.y.A..Eo...................A..Eo...... 
g..........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\39c14c1f4b086971_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\3a4ae3940784292a_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 428

Entropy (8bit): 5.527638961403849

Encrypted: false

SSDEEP: 6:m4fPYOFLvEWdtua8XUTACMby0zBUKSAA1TK6t+Cl24fPYOFLvEWdtusUqzRzMby/:pRSXUTA5betbRHUqzRYbeL

MD5: 7963A7E717C0FFF51599B8FEC6832A4A

SHA1: 79B5667B0BDAE8F91FBF816DF916180673C4BE5B

SHA-256: B4716DECF603ABEE3F11C3C74E0F6083D96F631CC0019880D6A17C13596F4476

SHA-512: B874FE456228278D1A609B812518E049C4240E1F7653F20114CB54DBD4E75531A7BCCB4039FA81ECA48C665725A2B030434C98CC0EA6ACFF0394A3F4FEA9BF36

Malicious: false

Preview:
0\r..m......V..........._keyhttps://rna-resource.acrobat.com/static/js/plugins/search-summary/js/selector.js .m..?.#/....."#.D..r..4.AQ..E.=....=h`t..t..3%A.F$..w..A..Eo...........
........A..Eo...... 8[.........0\r..m......V..........._keyhttps://rna-resource.acrobat.com/static/js/plugins/search-summary/js/selector.js .Q..?.#/....."#.D`:...4.AQ..E.=....=h`t..t..3%A.F$
..w..A..Eo...................A..Eo......^D7?........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\4a0e94571d979b3c_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 531

Entropy (8bit): 5.600378914955614

Encrypted: false

SSDEEP: 12:KkXxKMSCvqUzuvtUlDkXxKMSCv6IIvtUlCkXxKMSCvbivtUlhX:KkXxiCyPWDkXxiCyNWCkXxiCyW

MD5: 9CB1CBE651CB0C72631C4D9EDA9A018C

SHA1: E00E1EC8C365AF4C2DE307D9315A06301153DF43

SHA-256: C88ABE6257244A6E4C5232B91E4498B9B7E2CFAC8212B641AB41E51F0D6F73DC

SHA-512: AB06B8DC6DFBF79A7853BCE1DD37A574A2C1AC4DCEE784B8A24262991EF6EB13F566FBCAA54CC2CC4CC860E72281D0A753DB4774A8E469D53CAABF9C8AE9
94F0

Malicious: false

Preview:
0\r..m......1......5...._keyhttps://rna-resource.acrobat.com/plugins.js .qV.?.#/....."#.D....4.A.PU ....t^.....a.k..u.7.M.BW6#}..A..Eo...................A..Eo......S...........0\r..m......1.
.....5...._keyhttps://rna-resource.acrobat.com/plugins.js ....?.#/....."#.DVf...4.A.PU ....t^.....a.k..u.7.M.BW6#}..A..Eo...................A..Eo......9.;a........0\r..m......1......5...._ke
yhttps://rna-resource.acrobat.com/plugins.js ..F.?.#/....."#.D..4..4.A.PU ....t^.....a.k..u.7.M.BW6#}..A..Eo...................A..Eo......,@.g........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\560e9c8bff5008d8_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 561

Entropy (8bit): 5.562980867886475

Encrypted: false

SSDEEP: 6:mkl9YOFLvEWsfOLUPWtxWyM+VY1TK6t6FEkl9YOFLvEWsfOLjYsugxyM+VY1TK6o:5h6OLUPWttkOh6OLMsv8kUh6OLx7Qzk

MD5: 18B07D1130C9C3B30BD2B1197C8E6EDC

SHA1: 96CCBB7F10801722CD3FDF5EF4A4877D51195282

SHA-256: 47CBA8E7E57DEF4346E1135706254ABB9FD17337937E9782243AAC80F2A767B8

SHA-512: E1303CCD23AF994B460C5AF19D1B91219EAE942011D751B729F29F82FAEBD2D180B9CBF45056993B7836B8E8FFDCE5FFD34366DA1EF1D8403E6132280879F7BD

Malicious: false

Preview:
0\r..m......;...I......._keyhttps://rna-resource.acrobat.com/static/js/desktop.js ..a.?.#/....."#.DuZ/..4.A..q.O...j....._y..L^z...?..@N..A..Eo...................A..Eo.................0\r..m......;...
I......._keyhttps://rna-resource.acrobat.com/static/js/desktop.js .?..?.#/....."#.D.K..4.A..q.O...j....._y..L^z...?..@N..A..Eo...................A..Eo........|.........0\r..m......;...I......._keyhttp
s://rna-resource.acrobat.com/static/js/desktop.js ....?.#/....."#.D.@n..4.A..q.O...j....._y..L^z...?..@N..A..Eo...................A..Eo........y........
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C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\56c4cd218555ae2b_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 732

Entropy (8bit): 5.644864023230781

Encrypted: false

SSDEEP: 12:URVFAFjVFAFltxZvwSeKaTLnrRVFAFjVFAFtVrPvwSeKaTLnyORVFAFjVFAFstza:UB4v4rvwzXLnrB4v4TPvwzXLn9B4v4ca

MD5: 8D8636FA20A5FDA66540ED7E1AED74FC

SHA1: DE36C734A0595455A043CBF23F7E3F01CA343923

SHA-256: 1E49E4CE94A377AA37604085E2E871FB8777068F858EB889B6EB90537268F008

SHA-512: DAA7DE313C336995918272C0D09E5A9BB0ED9A4BDEE0AF0882D4FEC4BE68907769B60CA0902B5D692C62FC3768066FEB58C15AF6B8F2787E749F7A4E662691A
A

Malicious: false

Preview:
0\r..m......t...R.1<...._keyhttps://rna-resource.acrobat.com/static/js/plugins/tracked-send/js/plugins/tracked-send/js/home-view/plugin.js ....?.#/....."#.D.|u..4.A......H...{...2.
./.k`..r4.C. .A..Eo...................A..Eo......Y"..........0\r..m......t...R.1<...._keyhttps://rna-resource.acrobat.com/static/js/plugins/tracked-send/js/plugins/tracked-send/js/home-
view/plugin.js ..p.?.#/....."#.Dz..4.A......H...{...2../.k`..r4.C. .A..Eo...................A..Eo.......7..........0\r..m......t...R.1<...._keyhttps://rna-resource.acrobat.com/static/js/plugins/t
racked-send/js/plugins/tracked-send/js/home-view/plugin.js .[..?.#/....."#.DW...4.A......H...{...2../.k`..r4.C. .A..Eo...................A..Eo.........A........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\6267ed4d4a13f54b_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 210

Entropy (8bit): 5.563349044217072

Encrypted: false

SSDEEP: 6:mq9YOFLvEWdzAHdQSvnb95GFCaa+41TK6tq:NRMHdP/b95Gda+Es

MD5: D1A677A056D36EB109FA81063805A909

SHA1: 028B567F7ED214DCFF756F25247DE0276605C9CF

SHA-256: 94F130788A5C7824D6FB042AFD9996FAE914238713961A5FC6938E4753263522

SHA-512: D7BEDBB1C1ABA6924F29E74C4787CCE7C18AF1C589CE29844F46558AF50ADF0835E69518D0F414DD07B0336F9105B43E4B9FCE65F98E5C67D67598C8BCC2066
E

Malicious: false

Preview:
0\r..m......R....L......_keyhttps://rna-resource.acrobat.com/static/js/plugins/walk-through/js/plugin.js ....?.#/....."#.DM....4.A...G.3D.....Q.g0...._.Q.........A..Eo...................A..E
o........ni........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\6fb6d030c4ebbc21_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 422

Entropy (8bit): 5.540056518997004

Encrypted: false

SSDEEP: 6:ms2VYOFLvEWdvBIEGdeXuDZjXfg11TK6tbXs2VYOFLvEWdvBIEGdeXuSunN11TKv:BsR2EseAFXWKsR2EsedunzuF

MD5: A004B82358D346631A89AC5FC79EC290

SHA1: 90BE6859151FEE92DE366CB8BE6A13E305B98A1C

SHA-256: A469287088D58F1DF522DA33E0CF049367C003AAD297D3E05FDCAD73923EE691

SHA-512: 1EC1D2E7BCD4DA2971EFB17F832C0A941FB8FD0BF83A302DC2D436E1CD472C023F1B08CB82A37F41241CB1E6A11CBA5489DFF32096E8887AE290C4CCF6F726
D5

Malicious: false

Preview:
0\r..m......S...]......._keyhttps://rna-resource.acrobat.com/static/js/plugins/add-account/js/selector.js ...?.#/....."#.D..o..4.A.A.o]@r..Q.....<w.....].n\....A..Eo...................A..Eo.
......U..........0\r..m......S...]......._keyhttps://rna-resource.acrobat.com/static/js/plugins/add-account/js/selector.js ....?.#/....."#.D ..4.A.A.o]@r..Q.....<w.....].n\....A..Eo.........
..........A..Eo......bL.........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\7120c35b509b0fae_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 404

Entropy (8bit): 5.658585244224158

Encrypted: false

SSDEEP: 6:maVYOFLvEWdwAPCQPtu4B7OhKlvA1TK6tMaVYOFLvEWdwAPCQPntOg4B7OhKlvAg:RbR164u4BJklbR16+nt74BJk

MD5: B0A9AE4D8CD95CDD6E700940E4C7C654

SHA1: 2F794972B976E61AE8E62EA7B23CF9415B4F1117

SHA-256: F3E935807D53418F44E1228F4CEF6F14068B42A3156640BC2423456B990D4C91
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SHA-512: 180CF79B4751820FC477A2CE95B5A6BEDE8BE831A33165D1B6AD15C91107CD200ECB761501A57F306543CEA9ABF2FAC2388AD0D2FD137106714FF5EE30DD384
5

Malicious: false

Preview:
0\r..m......J......{...._keyhttps://rna-resource.acrobat.com/static/js/plugins/home/js/plugin.js ..u.?.#/....."#.D:.G..4.A..4T].....Tw.....(..b...EO....9.A..Eo...................A..Eo.......
.y.........0\r..m......J......{...._keyhttps://rna-resource.acrobat.com/static/js/plugins/home/js/plugin.js ..S.?.#/....."#.D..|..4.A..4T].....Tw.....(..b...EO....9.A..Eo...................A..Eo......
E7..........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\7120c35b509b0fae_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\71febec55d5c75cd_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 422

Entropy (8bit): 5.634671888396528

Encrypted: false

SSDEEP: 6:ms2gEYOFLvEWdGQRQVuhX0cQdFt1TK6tbs2s2gEYOFLvEWdGQRQVuBXTWKuQdFtb:B2geRHRQE0c0qR2geRHRQUTk0H

MD5: 01A20184EE8C939AAD94BACBC80EEBDC

SHA1: 8514399CC514AC6DA19E004509ADDB31BCEEAF4C

SHA-256: 40160CF12E56339E5542052E0A0DB3CC7FB6ABD860DEC2384F54CD5DE7EC2A52

SHA-512: 79EC25D48D014214309F48CD388817A6B8EE4AC7805FD904D0161EE8957E2B27893F4DBDBFAF4B4E548036DB41ABEA79B44DFB68906ABC952C6E8D3B9612A11
8

Malicious: false

Preview:
0\r..m......S...W.%z...._keyhttps://rna-resource.acrobat.com/static/js/plugins/my-computer/js/selector.js .R.?.#/....."#.D..o..4.A@..{o]...9o|..qY....T....{..u.b..A..Eo............
.......A..Eo......O.=Q........0\r..m......S...W.%z...._keyhttps://rna-resource.acrobat.com/static/js/plugins/my-computer/js/selector.js ....?.#/....."#.D...4.A@..{o]...9o|..qY....T....
{..u.b..A..Eo...................A..Eo.........F........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\86b8040b7132b608_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 618

Entropy (8bit): 5.6502681909332235

Encrypted: false

SSDEEP: 12:WyeRlqapt1w8myeRln8st1wl5yeRlO0t/t1w:WJXpfw8mJvbfwl5J20Zfw

MD5: FAF8E0A9850C61D0986A3D41BC25B78B

SHA1: 65B8EE74A37F93FF0EE720DAF8C8A6042B549BE4

SHA-256: 5C2FD6284A30C32DC7B82C4CCCE9434DE800D30E5D70E35AF322097D2C088126

SHA-512: 5AA9977DE0F8ABBAF8ED14059A1EA4A549316431B65C1161995D25CA92074EFC25A69DBBF6E7641BD814F074D7D787313ED86791393AC560262C71AF4DB85F20

Malicious: false

Preview:
0\r..m......N..../......_keyhttps://rna-resource.acrobat.com/static/js/plugins/my-files/js/plugin.js ..+.?.#/....."#.D.w9..4.A.t\a......x5.'OuE.C..@......x..A..Eo...................A..Eo....
..s5..........0\r..m......N..../......_keyhttps://rna-resource.acrobat.com/static/js/plugins/my-files/js/plugin.js .d..?.#/....."#.DJ|..4.A.t\a......x5.'OuE.C..@......x..A..Eo...............
....A..Eo.........U........0\r..m......N..../......_keyhttps://rna-resource.acrobat.com/static/js/plugins/my-files/js/plugin.js ..|.?.#/....."#.DI.t..4.A.t\a......x5.'OuE.C..@......x..A..Eo.
..................A..Eo........jF........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\8c159cc5880890bc_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 436

Entropy (8bit): 5.561609358887732

Encrypted: false

SSDEEP: 6:mnYOFLvEWdhwyuUWtLrqwK+41TK6tvnYOFLvEWdhwyuNvTQTrqwK+41TK6tP4:wRhdWtLGwK+E3RhiTQTGwK+E

MD5: 979A33421D83859DB941F793AEE46068

SHA1: 2BF860D162413FE33B9DF71E4A25DACE361ADB29

SHA-256: 13D1D3069DE8600DE99C3C47EDED822F40BCD9C9A57D6E9F552C89554D6A9BAE

SHA-512: 30D18B155C022449988D02D1F8A429DA27236E1A97724DB87D83D5E3B78E4E83FCAC5539A8D4152B679E205F668F70A6B694E1C66429F9EBA3906791B130FA16

Malicious: false

Preview:
0\r..m......Z.........._keyhttps://rna-resource.acrobat.com/static/js/plugins/sign-services-auth/js/selector.js ..r.?.#/....."#.D.AG..4.A.......7...o..a=.98I......(3.$G.A..Eo................
...A..Eo......!..........0\r..m......Z.........._keyhttps://rna-resource.acrobat.com/static/js/plugins/sign-services-auth/js/selector.js ....?.#/....."#.D8.{..4.A.......7...o..a=.98I......(3
.$G.A..Eo...................A..Eo.......Hi.........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\8c84d92a9dbce3e0_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 690
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Entropy (8bit): 5.582368867343699

Encrypted: false

SSDEEP: 12:/RrROk/q8/YfLEPRrROk/oT5fLE3RrROk/x3qIrfLE/i:/PJ/DY4PPJ/ol43PJ/x3j46

MD5: F28A4CA62861AD80A280F4002F39B088

SHA1: 161B57FD4C3F7DDAFB8E8DBAB5D18E91AC45C8F0

SHA-256: 2BEECAD61FBE887C727989E885457F50D688C9CD54555775D4B093645AF91D24

SHA-512: 12D3E9F5AAD296BA4FDB71785DC0D829E1EC36E5A3665637CE75EBBAEDA966BE7FF14DFD8FF729E0168771A15B3B3C95BD8518EC0EB3EA4ADF6BA3DB1EF9
83FD

Malicious: false

Preview:
0\r..m......f...F......._keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files-select/js/selector.js ..).?.#/....."#.D9a9..4.A..~..rw.+[....!.)?..f.U..(=.=.A..Eo.....
..............A..Eo......z.k.........0\r..m......f...F......._keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files-select/js/selector.js ....?.#/....."#.D.[..4.A..~..rw.+
[....!.)?..f.U..(=.=.A..Eo...................A..Eo......[rzo........0\r..m......f...F......._keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files-select/js/selector.js .B
..?.#/....."#.D?.t..4.A..~..rw.+[....!.)?..f.U..(=.=.A..Eo...................A..Eo................

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\8c84d92a9dbce3e0_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\8e417e79df3bf0e9_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 558

Entropy (8bit): 5.639607389117504

Encrypted: false

SSDEEP: 12:xqTWZCPLnjllrqT7ZtKCPLn9LqTdZ2CPLn:AqMnZIZsMnYuMn

MD5: 052D01F1AAD0F81582B902A2906D540C

SHA1: 4F059ECED8779B46291FF948A9798FF6E34A8727

SHA-256: 70595175C94169396462AE0067B847ECBD58038014426EE414C23F7DFB5B1AB4

SHA-512: E9FFA53767EC5ABE5F9A086B5FD9EC3E53C8C9BF13154551494DA69799EFB08581E457C06885704BA0985B31C6769A88E57BD5552DC877875EED47D7995D9A7B

Malicious: false

Preview:
0\r..m......:....f......_keyhttps://rna-resource.acrobat.com/static/js/config.js .!I.?.#/....."#.D.....4.A..~]...%s..<...n.f..<.....1#..U..A..Eo...................A..Eo..................0\r..m......:....f......
_keyhttps://rna-resource.acrobat.com/static/js/config.js .[..?.#/....."#.D...4.A..~]...%s..<...n.f..<.....1#..U..A..Eo...................A..Eo.......rN.........0\r..m......:....f......_keyhttps://rna-
resource.acrobat.com/static/js/config.js .L..?.#/....."#.D..m..4.A..~]...%s..<...n.f..<.....1#..U..A..Eo...................A..Eo...... {..........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\91cec06bb2836fa5_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 621

Entropy (8bit): 5.653914605625814

Encrypted: false

SSDEEP: 6:m52YOFLvEWdMAuYtesEJ41TK6tw52YOFLvEWdMAuFHGqaaKsEJ41TK6tJ52YOFLo:zRMKtesD7RMnGqtKsDmRMubsDl

MD5: A5AF39CDB3A0F209FDCF7FBA2AF1373B

SHA1: 3770DD0F59F494E99FBE610AF5FA8284BC3DA256

SHA-256: 922DC124E2118C916F4EDE5E0635E41CB90F3629888A2D1247E1918EEF15523F

SHA-512: 2B95CE766D3C3A1539B2A583E0067F4B73C9C0CC3D1E10E37B4FFF2D7A9600BF25DF56573866E2CA1ECE6524A64F69A8416D032AB440B08AB13A672227D8BFD
A

Malicious: false

Preview:
0\r..m......O...a.Y....._keyhttps://rna-resource.acrobat.com/static/js/plugins/reviews/js/selector.js ....?.#/....."#.D.1p..4.A..z._a...'.v.......4p3..1.']...A..Eo...................A..Eo...
....."b........0\r..m......O...a.Y....._keyhttps://rna-resource.acrobat.com/static/js/plugins/reviews/js/selector.js ..7.?.#/....."#.D...4.A..z._a...'.v.......4p3..1.']...A..Eo..............
.....A..Eo......qX<<........0\r..m......O...a.Y....._keyhttps://rna-resource.acrobat.com/static/js/plugins/reviews/js/selector.js ....?.#/....."#.DO[...4.A..z._a...'.v.......4p3..1.']...A..E
o...................A..Eo........4........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\927a1596c37ebe5e_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 630

Entropy (8bit): 5.619381191839385

Encrypted: false

SSDEEP: 12:6lJR+sFoMSlJRUWXK+FoM5clJRWTJJFoMv:Y7FoMghFoMEcTFoM

MD5: 22964F449433E83E7B4E87A00A419806

SHA1: FDFD7129B9E99E6462DA2B31F2C1F4F2F50DD8E3

SHA-256: 5920EB93363024E95EC9846BD2DCF39DE14B053BF62546AE5D5D45B06738581E

SHA-512: EC36DB8C1A4D77C28656714B0D7153C179A950CB03E4D993C2F70DA6E646E5749DFA18B55DD5BCB5C1BA216A85A094295191914D98AE317550F354157DF8B9CF

Malicious: false
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Preview:
0\r..m......R....|....._keyhttps://rna-resource.acrobat.com/static/js/plugins/signatures/js/selector.js .z..?.#/....."#.D.Mp..4.Ac}.H7M=M..-.....Ix..R.l...}Rl.$q.A..Eo...................A..E
o......CXc.........0\r..m......R....|....._keyhttps://rna-resource.acrobat.com/static/js/plugins/signatures/js/selector.js ..:.?.#/....."#.D...4.Ac}.H7M=M..-.....Ix..R.l...}Rl.$q.A..Eo......
.............A..Eo......Ph;.........0\r..m......R....|....._keyhttps://rna-resource.acrobat.com/static/js/plugins/signatures/js/selector.js ....?.#/....."#.D.....4.Ac}.H7M=M..-.....Ix..R.l..
.}Rl.$q.A..Eo...................A..Eo......oG.R........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\927a1596c37ebe5e_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\92c56fa2a6c4d5ba_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 669

Entropy (8bit): 5.617505410438507

Encrypted: false

SSDEEP: 12:F8hRrROk/C+Je2a8hRrROk/Ree2U8hRrROk/nV+o1e2w:UPJ/9c2XPJ/n2VPJ/cn2w

MD5: 6241B90275BE07CA00C9178D28F897ED

SHA1: DB02EC5A0A2A3DBEDE296DE37DEE41B3AAA42B84

SHA-256: C99760D6707F8E4DB905C04B3D6B58EBD37DF637570AF47FDC357F0A5C60C79B

SHA-512: 4D63358AA61C63C68292B8BFE6256C20D68E9E19C4489428164AA44C9A62F03C9EBDBE9D28F55511792FB8B54A13BE9E684B8ABDB0DA9FE78E2A74EFADBF38
9A

Malicious: false

Preview:
0\r..m......_...h......_keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files/js/selector.js ...?.#/....."#.DoI9..4.A..%.k.SZ..~W.....:)'B..ad......A..Eo.............
......A..Eo.......$a.........0\r..m......_...h......_keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files/js/selector.js ..:.?.#/....."#.D.I..4.A..%.k.SZ..~W.....:)'
B..ad......A..Eo...................A..Eo..................0\r..m......_...h......_keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files/js/selector.js ....?.#/....."#
.D.`t..4.A..%.k.SZ..~W.....:)'B..ad......A..Eo...................A..Eo......Lq..........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\946896ee27df7947_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 639

Entropy (8bit): 5.68391043167775

Encrypted: false

SSDEEP: 12:ehRc6yt4PrNJIC6shRcURxPrNJICQhRcbOrNJICQ:ehJyCBJICHhvfJICQhJJIC

MD5: 5A71CB6EFFE952B14573D0FF90F95DE4

SHA1: 05B80A89EDE8A5382C0F2AD31459ED99AA0E5D8B

SHA-256: D2544963D72083496EDE840AA0AC2C6B7826640CAF4574027EC52DAD985DE43F

SHA-512: 54D060EBCF8690DD61431653754AE8FD16495B21F37EDD247B6055BFF822A1752D9135E0B9F73356C8E217AA0CCAA2CB054EFB5544BF87C788B6CACC7CBFC5C
7

Malicious: false

Preview:
0\r..m......U..........._keyhttps://rna-resource.acrobat.com/static/js/plugins/my-files-select/js/plugin.js ....?.#/....."#.D@.9..4.A.;"./N_.,.:C..2....9L.H...3:...A..Eo...................A.
.Eo......|.yt........0\r..m......U..........._keyhttps://rna-resource.acrobat.com/static/js/plugins/my-files-select/js/plugin.js ..8.?.#/....."#.DG...4.A.;"./N_.,.:C..2....9L.H...3:...A..Eo.
..................A..Eo.........}........0\r..m......U..........._keyhttps://rna-resource.acrobat.com/static/js/plugins/my-files-select/js/plugin.js ....?.#/....."#.D*Xu..4.A.;"./N_.,.:C..2....9L.H...
3:...A..Eo...................A..Eo.......g..........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\983b7a3da8f39a46_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 624

Entropy (8bit): 5.632432690756715

Encrypted: false

SSDEEP: 6:mOEYOFLvEWdrIhu8tCok/ZLzgm2d/1TK6tBk//MOEYOFLvEWdrIhuXjXmR1k/ZLu:0RMC/RebkSRdTmRgRe2CR/yPiReG

MD5: E90DAF4D239A6FAF560268B292984D0F

SHA1: 495A37111F21DA586D5F703AA12B6F5999310164

SHA-256: F40495522AE67746DAF206FC481A410B77D204F99EA5787FA68BCD2EBFD9BD5C

SHA-512: 76DA7924428E9F3AA1A9554D804D8BD33BBF6FA22502A7B48F51215FB438E5433BF8DEF091E6B9BA87FE9DE9AD8BBCC74A3B0772760162602145D4C89F430346

Malicious: false

Preview:
0\r..m......P....r......_keyhttps://rna-resource.acrobat.com/static/js/plugins/my-files/js/selector.js ...?.#/....."#.DH.8..4.AZ.Z}Q..4.o....0+..[|..n:*..U.W.A..Eo...................A..Eo...
....*M1........0\r..m......P....r......_keyhttps://rna-resource.acrobat.com/static/js/plugins/my-files/js/selector.js ..(.?.#/....."#.D....4.AZ.Z}Q..4.o....0+..[|..n:*..U.W.A..Eo............
.......A..Eo......H.P)........0\r..m......P....r......_keyhttps://rna-resource.acrobat.com/static/js/plugins/my-files/js/selector.js .7..?.#/....."#.Dq!t..4.AZ.Z}Q..4.o....0+..[|..n:*..U.W.A
..Eo...................A..Eo.........?........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\aba6710fde0876af_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 564
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Entropy (8bit): 5.623007151212647

Encrypted: false

SSDEEP: 6:mAElVYOFLvEW1KC8lahkx56uvp1TK6tF+AElVYOFLvEW1K4txhkx56uvp1TK6t+R:6JJKbbyJJKoxKdJJKFTP

MD5: B2B137455954D5A50562384FEC4B50B7

SHA1: FDDCC54737447097A3D507C6E8E14882C67F164B

SHA-256: 0A0C2B97890213E19066068FFC37D84516A5C376220B46563AA6783B35FE3F6A

SHA-512: 200E80A8744EEBA1493F6233393C800536E230875851F05BA0565B92F8C412BBB5BB520788B647155CADF6D33B6739C38BFBC3C51F54C7A72194512E1A075B0F

Malicious: false

Preview:
0\r..m......<...)6......_keyhttps://rna-resource.acrobat.com/static/js/rna-main.js ....?.#/....."#.D!u...4.Az?...SwC...^..y.....V..7R-O.....A..Eo...................A..Eo.......E..........0\r..m......
<...)6......_keyhttps://rna-resource.acrobat.com/static/js/rna-main.js ...?.#/....."#.D)u...4.Az?...SwC...^..y.....V..7R-O.....A..Eo...................A..Eo......E2..........0\r..m......<...)
6......_keyhttps://rna-resource.acrobat.com/static/js/rna-main.js .O..?.#/....."#.D>.K..4.Az?...SwC...^..y.....V..7R-O.....A..Eo...................A..Eo..................

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\aba6710fde0876af_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\b6d5deb4812ac6e9_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 428

Entropy (8bit): 5.640424920112725

Encrypted: false

SSDEEP: 6:mWYOFLvEWdBJvvunebyhUDLYtmOZn1TK6tO+WYOFLvEWdBJvvu44kIyhUDLYtmOQ:xRBJkeLDcFZLU5RBJf4dDcFZL

MD5: B8B82114A33EB74EAB521C5B37FBB6A3

SHA1: 5066125ADD24A837E6300C4EDFB8C7E6CA9BB790

SHA-256: 108A4345A1CDCEA69AEDB75D6052C36535149F46B9A07A6A125B3A12EC9E0BE1

SHA-512: 0468BD98F83D3FD0A23E4AD4FBE3B08507B41646BD38F2707CF5BEE3F5BD1A0B223088647193EB89B67DCD6B5590BA0B8FED72AB91C4C92F261F804694F6B0C
F

Malicious: false

Preview:
0\r..m......V.....h....._keyhttps://rna-resource.acrobat.com/static/js/plugins/activity-badge/js/selector.js .(..?.#/....."#.DD.p..4.A....t.q..W.EZ....1...[.zC.7mD..A..Eo...................A
..Eo......F:0E........0\r..m......V.....h....._keyhttps://rna-resource.acrobat.com/static/js/plugins/activity-badge/js/selector.js ....?.#/....."#.D[%...4.A....t.q..W.EZ....1...[.zC.7mD..A..
Eo...................A..Eo......ja.b........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\bba29d2e6197e2f4_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 633

Entropy (8bit): 5.636353372637584

Encrypted: false

SSDEEP: 6:msRPYOFLvEWIa7zp7kG+t6xKO7VPu1TK6t/g+sRPYOFLvEWIa7zp7xUThG7VPu12:BPHintgKkcC5PH7IhG7clZPHREGc

MD5: D4A4136853719E609D06C8B5E980F08F

SHA1: 158D149D903B8617A23DDE1971D3E2CF61D31BD6

SHA-256: 3C07C1193BAC64954B8D8460D82D49CC215FAC97BACB2F3D1F7CB1CB2208F126

SHA-512: D93EA7AC122B81C08E0E570CCF3218DD5BAC0EEE9EC41F89CB5652B7BF5AB2D6B6C6EA0AA3B931EC71314EC952450EAD79F5A1483B720A46AD7848BFAA062
706

Malicious: false

Preview:
0\r..m......S...{.j....._keyhttps://rna-resource.acrobat.com/static/js/libs/require/2.1.15/require.min.js ..[.?.#/....."#.D.^..4.A...L...Im.@.........E.nW...IP..A..Eo...................A..Eo
..................0\r..m......S...{.j....._keyhttps://rna-resource.acrobat.com/static/js/libs/require/2.1.15/require.min.js .f7.?.#/....."#.D#....4.A...L...Im.@.........E.nW...IP..A..Eo.....
..............A..Eo.................0\r..m......S...{.j....._keyhttps://rna-resource.acrobat.com/static/js/libs/require/2.1.15/require.min.js .0L.?.#/....."#.D.4..4.A...L...Im.@.........E.nW
...IP..A..Eo...................A..Eo......m..m........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\bf0ac66ae1eb4a7f_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 416

Entropy (8bit): 5.630392274987972

Encrypted: false

SSDEEP: 6:mKPYOFLvEWdENU9QGqdGiwiM3Y1TK6tk8KPYOFLvEWdENU9QR+tAJwiM3Y1TK6tp:bJRT9BqdGdr0KxJRT97t7r0

MD5: 60397E5C3A022B27F2ABAC22233C8A13

SHA1: 444B7987B37F9BFB3E53ECAC99A6F343012D541E

SHA-256: BDF0553D2D76C7611F0FDB3860274C82698903496673416F5467ACDA132EF9F3

SHA-512: 543E8FA89D50360BE14B60249AC3C74F93B9B5C77522DD29979D97B72605C3BE780CA037E2CD3CA12F9D5FA52988FC53C1B3D9CABAC2C0AA307850F781AD14F
7

Malicious: false
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Preview:
0\r..m......P...Yft....._keyhttps://rna-resource.acrobat.com/static/js/plugins/uss-search/js/plugin.js .6x.?.#/....."#.D..N..4.A...M....m+lS..e.....<7.U.P8*.0K.A..Eo...............
....A..Eo......d...........0\r..m......P...Yft....._keyhttps://rna-resource.acrobat.com/static/js/plugins/uss-search/js/plugin.js .JU.?.#/....."#.D^....4.A...M....m+lS..e.....<7.U.P8*.0K.A..
Eo...................A..Eo........V"........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\bf0ac66ae1eb4a7f_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\cf3e34002cde7e9c_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 416

Entropy (8bit): 5.668993288185431

Encrypted: false

SSDEEP: 6:mQt6EYOFLvEWdccAHQNU8TG2jBRCh/41TK6tYuMQt6EYOFLvEWdccAHQ2KXqiQj6:XRc9yFTHDi/EzhRc9IXqHDi/Ei

MD5: 6715F7B9C1B6147F03D2884FF9CC76D0

SHA1: B9281F20E708BF8C714E6B536255C7D5D0EE8678

SHA-256: 4A26B4F2956FDB9B345273155D8ED1A3DCBE3EE66E93057EB884E11CEA3AD15E

SHA-512: E647CD320490FE78C277F1EA70F2832C0EA3996592C9B9B50D2A222E602000089E5E5D30FA25AB9A802F38616A40C8E2567CB2767C8C6CAE4C10E3CEE5D831CD

Malicious: false

Preview:
0\r..m......P...W3......_keyhttps://rna-resource.acrobat.com/static/js/plugins/scan-files/js/plugin.js ....?.#/....."#.DM.x..4.APJm...0x.x..RD...BB!@5..<..]....A..Eo...............
....A..Eo.........w........0\r..m......P...W3......_keyhttps://rna-resource.acrobat.com/static/js/plugins/scan-files/js/plugin.js ....?.#/....."#.D{...4.APJm...0x.x..RD...BB!@5..<..]....A..E
o...................A..Eo........e`........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\d449e58cb15daaf1_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 231

Entropy (8bit): 5.561609755596605

Encrypted: false

SSDEEP: 6:mqs6XYOFLvEWdFCi5mhutrdtkXVULlF4r1TK6t:bs6xRkiBtQ2LlF4n

MD5: 6596DA359D462097FDFB73551C35E173

SHA1: 97D2508B32F880B4647EF21F355E24B099D3FADE

SHA-256: A48BB029863869E3341994F09534B79DA74016D13BEE1BA1807908E9C16FE555

SHA-512: B7BF657BDC1D8145C5D0C0B19A26643898C8680D5A2DFD5C65E059DC7D35854157FB30EA4943A7D4E723FA5BDFD8D075ED978E7F50D68880661ADC94E1E28F5
E

Malicious: false

Preview:
0\r..m......g...~.I?...._keyhttps://rna-resource.acrobat.com/static/js/plugins/aicuc/js/plugins/rhp/exportpdf-rna-selector.js ....?.#/....."#.D.U..4.A.P...#4..l....5...5..).w.. .h.
~..A..Eo...................A..Eo..................

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\d88192ac53852604_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: modified

Size (bytes): 430

Entropy (8bit): 5.542411603898384

Encrypted: false

SSDEEP: 6:mhYOFLvEWd/aFu6WtehVN941TK6t3hYOFLvEWd/aFuXFa8iKLVN941TK6t:WRHt+VN9E9R5g8TN9E

MD5: CF348D99834BB424EC1761C9834571C5

SHA1: FEB23186F2D7C5C75C60176A9B47A4A0C1A92CF9

SHA-256: D79A2EA47D234B575BEB93A86BFEEC50D49079612BCA7E400277CEC1146B5B8F

SHA-512: 25F59D91507A38E18301D9FEBCE765F03B1FAA2350B4A967BCC8A44EB414EF3D76BCBF16E2609534B7A2A8F22C562965E6AB1956C11B5D5A44A8D3609E66D565

Malicious: false

Preview:
0\r..m......W....w.m...._keyhttps://rna-resource.acrobat.com/static/js/plugins/my-recent-files/js/selector.js ..3.?.#/....."#.D..r..4.A...a.f.m.i.o.p..3U5.....^...I.A..Eo...................A
..Eo.......0I.........0\r..m......W....w.m...._keyhttps://rna-resource.acrobat.com/static/js/plugins/my-recent-files/js/selector.js ....?.#/....."#.D.....4.A...a.f.m.i.o.p..3U5.....^...I.A..
Eo...................A..Eo.......8..........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\de789e80edd740d6_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 416

Entropy (8bit): 5.566063662911603

Encrypted: false

SSDEEP: 6:mR9YOFLvEWd7VIGXOdQzXktoBMqVd3G4K41TK6t18R9YOFLvEWd7VIGXOdQvqx2s:2DRuRyBB9Vd2kTYDRuRmEpB9Vd2k

MD5: 2C5912D9FA57935A33C6521D1609D88B
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SHA1: 0141F0A469FA026EA2D34ACD60919C744924E559

SHA-256: C5247D632695D90BA885C9169259AB1711211027F21ADFCCE517053AA809843E

SHA-512: D11DA276202E671753FDB6C22C2A4E3C2C593509FF2E8C8C88A3BE908E1B92435A911E76E9B4CB2386A9C018B27164F720F21E98603820E8205AD866C02460CD

Malicious: false

Preview:
0\r..m......P...y.p....._keyhttps://rna-resource.acrobat.com/static/js/plugins/app-center/js/plugin.js ....?.#/....."#.D.r..4.A..y.$..$.v5j...T...z.]..._S....A..Eo...................A..Eo...
...$...........0\r..m......P...y.p....._keyhttps://rna-resource.acrobat.com/static/js/plugins/app-center/js/plugin.js ..{.?.#/....."#.D.....4.A..y.$..$.v5j...T...z.]..._S....A..Eo...................A.
.Eo.................

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\de789e80edd740d6_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\f0cf6dfa8a1afa3d_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 624

Entropy (8bit): 5.6487553952808955

Encrypted: false

SSDEEP: 6:mkqYOFLvEWd8CAd9QFxwuA424r1TK6t5kqYOFLvEWd8CAd9QwfuA424r1TK6tjXu:+RQklrnTRQVGrnlX8RQNIrn

MD5: 47B1543D2B18B88A69471C21054EE15E

SHA1: E5E51221FBC2614250B1E2C37CA8FD85562BF724

SHA-256: D2F3B9A4128820B80D404B9C81B63F61F0FA52C59F623B95D71672C7C3811D6F

SHA-512: 0E2798A9728CE99BC5415DC6F1F5B9294D1799156013B383C133BC9D87A0AAA6F47EF2188A4E682A46E2A9E644631013A70A1D90AA18326FBC01C906376E87B3

Malicious: false

Preview:
0\r..m......P...gT....._keyhttps://rna-resource.acrobat.com/static/js/plugins/signatures/js/plugin.js .D.?.#/....."#.D5C...4.A#..@..k(v.8g..5.~_....]Pj.*..6.A..Eo...................A..Eo....
....7;........0\r..m......P...gT....._keyhttps://rna-resource.acrobat.com/static/js/plugins/signatures/js/plugin.js ....?.#/....."#.D...4.A#..@..k(v.8g..5.~_....]Pj.*..6.A..Eo...............
....A..Eo.......|..........0\r..m......P...gT....._keyhttps://rna-resource.acrobat.com/static/js/plugins/signatures/js/plugin.js .ck.?.#/....."#.Dp....4.A#..@..k(v.8g..5.~_....]Pj.*..6.A..Eo
...................A..Eo.......w].........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\f4a0d4ca2f3b95da_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 420

Entropy (8bit): 5.6098348881623

Encrypted: false

SSDEEP: 6:moXXYOFLvEWdENUAukSlte+AyC8n1TK6t4rf2oXXYOFLvEWdENUAuA+qhUK+AyCK:xhRTKSltq7Q6DhhRT+FhUKb7Qz

MD5: 5EA6CF6F2F17F37FE5E84A516C10D629

SHA1: 3D4ED9083E688C433C34A213C8C9280496064214

SHA-256: 7B6AC835C0C730E7B2CACD925B3AC04C002EEC52F9B5D8343EFB8F1D7D193F43

SHA-512: 226869ED5869CE160826BAD9EF129AB6ABAACAE2E720319952FE85BF095E8EC5A2FCC61D1F3E356500920F438AECAA712ED2A719574D6882E6B8B327E85FF56
2

Malicious: false

Preview:
0\r..m......R..........._keyhttps://rna-resource.acrobat.com/static/js/plugins/uss-search/js/selector.js .Sp.?.#/....."#.D.+G..4.A8.../...;.\\o....1..........+..A..Eo...................A..Eo
......D`.........0\r..m......R..........._keyhttps://rna-resource.acrobat.com/static/js/plugins/uss-search/js/selector.js ....?.#/....."#.D..{..4.A8.../...;.\\o....1..........+..A..Eo.................
..A..Eo................

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\f941376b2efdd6e6_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 663

Entropy (8bit): 5.648356399130238

Encrypted: false

SSDEEP: 12:nRrROk/VN/mjRrROk/VztemuRrROk/V4mom:nPJ/KjPJ/t5uPJ/Zd

MD5: B70D7DF96C617FF9E87CCD8F1F82E2F0

SHA1: 5A5E11A5420CFA9F32247887E74BA290B3F1D54C

SHA-256: 70486F920CC91BF5601BD9C39E2C09B51B800AE46190DD2D2F572D689080C253

SHA-512: 895ECDDE21172E81F9DBF9F13710419DE5CE07B6118F11187D8D3FFB756B87E9376B8F5EC5ABDB724CD96E8EC2ACB1331B0E5BDDFB51D5C82FAAD7BFAF3CE
BCF

Malicious: false

Preview:
0\r..m......]......,...._keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files/js/plugin.js ..k.?.#/....."#.DA.9..4.A ./.ev......N~..6.b.....$.j;:C...A..Eo...........
........A..Eo......vht<........0\r..m......]......,...._keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files/js/plugin.js ..=.?.#/....."#.Dx...4.A ./.ev......N~..6.b
.....$.j;:C...A..Eo...................A..Eo........gz........0\r..m......]......,...._keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files/js/plugin.js ....?.#/.....
"#.D.nu..4.A ./.ev......N~..6.b.....$.j;:C...A..Eo...................A..Eo......w..c........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\f971b7eda7fa05c3_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
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File Type: data

Category: dropped

Size (bytes): 420

Entropy (8bit): 5.630287941757505

Encrypted: false

SSDEEP: 6:mZ/lXYOFLvEWdccAWua8Adm9741TK6tfXMZ/lXYOFLvEWdccAWuxVXTAdm9741TD:qxRcE8Adu7EBQxRcZXTAdu7E

MD5: DCEE7A7F09F483991EA7B68C33A77D47

SHA1: 71C4EE39812F844D7EA1F8AEF8E823783FC59044

SHA-256: A17A849C60A2178D71568444B5DA46B6B12BCDBF0DD95BD891E76A0AD62F6A3C

SHA-512: 14129F77D4D6546A2C5730829AC898FBDDFEDFE343B7B6D3B41D45D3287E234B1B65CE7BDE49C57C4959B14D6671CC3F8EF254E62E39DB7ABABC3E383B0A16
BE

Malicious: false

Preview:
0\r..m......R...F......._keyhttps://rna-resource.acrobat.com/static/js/plugins/scan-files/js/selector.js ....?.#/....."#.D..o..4.A...U...I.>P...X...x..0U.~;m.x.k.A..Eo...................A..E
o.........C........0\r..m......R...F......._keyhttps://rna-resource.acrobat.com/static/js/plugins/scan-files/js/selector.js .>..?.#/....."#.D7..4.A...U...I.>P...X...x..0U.~;m.x.k.A..Eo......
.............A..Eo.................

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\f971b7eda7fa05c3_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\fd17b2d8331c91e8_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 408

Entropy (8bit): 5.595931105900933

Encrypted: false

SSDEEP: 6:mMOYOFLvEWdwAPVu7jXnJn1TK6t9/lMMOYOFLvEWdwAPVuHja8TrJn1TK6tX:2R1CJLiR1ijTpLB

MD5: 9375BAB86668B1270F5503FE97C9796D

SHA1: B4B1399F752FACFCB11246943EB864D27519CC8F

SHA-256: 3E91227158DB42D5F18485CCA7A58D948FAA311FE4221CEC3C3FF7A4F24BE219

SHA-512: 7EDD98DE6C07C7BBA316476D4A6D02F5B1C1646DBF50A7BA47A7E45F5AA79A32CC06FDB5F40504A97BDB9BB8277AF6FCED1BD929FD5D2B7C590E8A9485435
54C

Malicious: false

Preview:
0\r..m......L....Ey....._keyhttps://rna-resource.acrobat.com/static/js/plugins/home/js/selector.js .Z.?.#/....."#.Dx.G..4.A.....k....F..D..O.n;[.1m.....=..A..Eo...................A..Eo......
t...........0\r..m......L....Ey....._keyhttps://rna-resource.acrobat.com/static/js/plugins/home/js/selector.js ....?.#/....."#.DE.{..4.A.....k....F..D..O.n;[.1m.....=..A..Eo.................
..A..Eo.......9..........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\fdd733564de6fbcb_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 424

Entropy (8bit): 5.662667098408915

Encrypted: false

SSDEEP: 6:m3PXYOFLvEWdBJvYQVFwTdzhcsBXIh1TK6t//l23PXYOFLvEWdBJvYQqtjNdzhcB:mxRBJQ6FADB05/AxRBJQHthdDB0K

MD5: 9822A426F2CA2862F8DB1F1D10E7044D

SHA1: 7FCAFD8AF3F112CFB11ED20A14E78D721C0DCEEF

SHA-256: CC8034618710C375D153EDD140CB78446BB0FFD08EAD574E950CB374F745B03E

SHA-512: D767227958785ADA845E6BE5C0A823CA200F4BEB3CF35C19B7D5ADE2BB2156398A59D2102E88066D0B30C64CE91B5631424DDA5E1C77457D116E9023316AA723

Malicious: false

Preview:
0\r..m......T......z...._keyhttps://rna-resource.acrobat.com/static/js/plugins/activity-badge/js/plugin.js .7$.?.#/....."#.D|dq..4.A...k..`..N3.... ..d..$[.....{.A..Eo...................A..E
o......P...........0\r..m......T......z...._keyhttps://rna-resource.acrobat.com/static/js/plugins/activity-badge/js/plugin.js ....?.#/....."#.DrN...4.A...k..`..N3.... ..d..$[.....{.A..Eo..............
.....A..Eo......P..#........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\febb41df4ea2b63a_0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 684

Entropy (8bit): 5.617882429142285

Encrypted: false

SSDEEP: 12:3RrROk/sea8I9Mc0VRrROk/sUycvRrROk/smOtoc:3PJ/MJ0PJ/jvPJ/I

MD5: FE1557986332B0C55567F868B749B31E

SHA1: 0A887417A0850B866B4C9E3774B92A3182660FCA

SHA-256: 3313763EFABFF87CA0C50337E994E7B3171ABC5E15739B79C20F2145E03F5DF8

SHA-512: 82E40D5A084EF73359AAA9DC294AFDF72D068C3CCC62751C7FD719D25ED7B0AFC580DC3B1F728C7553912F3D8037A0E431C9F518D9406C7FE9CC421A84699038

Malicious: false
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Preview:
0\r..m......d...<.s....._keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files-select/js/plugin.js ..m.?.#/....."#.D#.:..4.A.....9Q].8O.z....=..:.N.{....N{.
A..Eo...................A..Eo.......9........0\r..m......d...<.s....._keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files-select/js/plugin.js ..?.?.#/....."#.DL...4
.A.....9Q].8O.z....=..:.N.{....N{.A..Eo...................A..Eo..................0\r..m......d...<.s....._keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files-select
/js/plugin.js ....?.#/....."#.Dw.v..4.A.....9Q].8O.z....=..:.N.{....N{.A..Eo...................A..Eo.......p^b........

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\febb41df4ea2b63a_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\index-dir\temp-index
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 2064

Entropy (8bit): 5.323474657250972

Encrypted: false

SSDEEP: 48:h1zZ4+dsp64kF/W/qT2nrQ1F4pYKmmDDU7875tauZsStPeo887/HWJKqWnI:hX4p64G/Oc2nrQz4pJmmDDq875tauZs3

MD5: BA41E8E67620A168B2C440671698937E

SHA1: 88ACFD1470D01B3286D4526756988B21DCED1E74

SHA-256: FE189BCD7443A2F6AAB37DCB43A45C35E7B88563C5BC31A27D5AAA1D0D5E438C

SHA-512: 7B9CA6C6FB0910F0FBC452DE8CB9128ECBEAA54F3CF51ACE128490709A23A6A3BBC98AAE687EBE16E5E5AC5EC3C6F3BF8ECB99B61361A2F26FEC0BAB242A
EA95

Malicious: false

Preview:
....h...oy retne....'........'............;.y~A..z.B_./...........*...z.B_./..............oB*.8.B_./............#...(...A_./.............k7A..z.B_./.............D.4..z.B_./..........[.i..%..z.B_./.........<...W..J.8.B_./
.........,+..._.#.z.B_./..........J..j....z.B_./...........6<|....8.B_./.........A?.2:...z.B_./..........+.{..'.z.B_./.........*)....J:.z.B_./...........2q.....z.B_./...........P....V.z.B_./.........+.U.!..V.z.B_./......
......P[. q.z.B_./.........!...0.o.z.B_./..........u\]..q.z.B_./.................z.B_./...........*.....z.B_./..........o..k...z.B_./.........^.~..z..z.B_./.............o..z.B_./.........Gy.'.h..z.B_./.........F..=z;..z.
B_./...........3....z.B_./..........v...q...8.B_./..........C..M.....A_./...........a.....8.B_./..........~.,.4>..z.B_./..........&.S.....z.B_./..........@..x..z.B_./.........=....m...z.B_./..........;/....z.B_./........
......q..z.B_./............MV3...z.B_./.........:..N.A...z.B_./............B_./.0...$.t"oy retne

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\LOG
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: ASCII text

Category: dropped

Size (bytes): 292

Entropy (8bit): 5.204616668762759

Encrypted: false

SSDEEP: 6:mUb9Uc3+q2PWXp+N2nKuAl9OmbnIFUtpxbzyXZmwPxbzrVkwOWXp+N2nKuAl9Omt:BfOvaHAahFUtpxK/Pxp5fHAaSJ

MD5: AB9DF9B5960C2AC217B670858D6B62F6

SHA1: 83755CA04BADF8269BDACAF24E2716EBC074F298

SHA-256: E4E07650D7D4097BDE27956D667C078B950566FD8866924AA3DD17601D9FE840

SHA-512: EA602565265972CE908F1FC024FCACDC60B35EAAE2A1DC50A1B1E787CBCC53F61D8D4C7D99B1DA3E152271EE01DD2109EAB9968A1D924AD6EE4E8B095641B
171

Malicious: false

Preview:
2021/06/22-09:05:56.289 16e8 Reusing MANIFEST C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache/MANIFEST-000001.2021/06/22-09:05:56.291 16
e8 Recovering log #3.2021/06/22-09:05:56.292 16e8 Reusing old log C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache/000003.log .

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Visited Links
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 1310720

Entropy (8bit): 0.010090216054530775

Encrypted: false

SSDEEP: 48:nuWiCuWi9uWhC9uWhCAuWhCrNuWhCr+smWhCrDsmWhCDoDsmWhCDoDsmWhCDo:uHesjPAPQPvnovnovno

MD5: 4B241D63F59EF9A5B9838FE582ACBC2E

SHA1: 901222B8E8F39E473D751CAFEF67CFA7D26C57E5

SHA-256: A8A805B80FBE9E29F193EA9369D9D78B9F287B938080A78CC4A4CA29D81102A1

SHA-512: D936767D368C60D04F0938C66E0032AB56822D41086870898727F03D7BF4E2BB090059A08419344331697F4C303A477E92B0ACD6C8433D56DCB9C64A5DAD7350

Malicious: false

Preview:
VLnk.....?.......Tq.>..j............................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\LocalLow\Adobe\Acrobat\DC\ConnectorIcons\icon-210622174744Z-222.bmp
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

File Type: PC bitmap, Windows 3.x format, 117 x -152 x 32

Category: dropped

Size (bytes): 71190
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Entropy (8bit): 4.618713752208335

Encrypted: false

SSDEEP: 768:2NB8uPrag/1u6YcoQfBibAK2hMlpmQi+B3T+HjTWl+sjHPhyqFy4ueSXQy2/Qris:uBMcidxkaEIYfdhkp/Az

MD5: BA338E4E4C1EA0D40A7CC69A97B41455

SHA1: A5A3B68CCB5FFA077BE6C0A0A8470EDC006F07D0

SHA-256: 04D0D308D3EFEDDAFED632F8B246F3936907A4270695EF340CB9EC8C8AEE7DE7

SHA-512: CB2556B0B592546554C14F849E38066E5123222F227F6E521930839EAF54E93F3C48B28CEA65DDE68EDA8DC4AF4928488C5BB8213E0492953EC53A89B34611EA

Malicious: false

Preview:
BM........6...(...u...h..... .........................._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.
._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._
M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M........................................................_M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._
M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.
._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._
M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M........................................................_M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._M.._

C:\Users\user\AppData\LocalLow\Adobe\Acrobat\DC\ConnectorIcons\icon-210622174744Z-222.bmp

C:\Users\user\AppData\LocalLow\Adobe\Acrobat\DC\ReaderMessages
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

File Type: SQLite 3.x database, last written using SQLite version 3024000

Category: modified

Size (bytes): 32768

Entropy (8bit): 3.3875127077854272

Encrypted: false

SSDEEP: 96:iR49IVXEBodRBkQtOhFVCsL49IVXEBodRBkR1tOhAVCs749IVXEBodRBkl1tOhHk:iGedRBLedRBDedRBeedRBo

MD5: 010789BC4C8CF5CB63BE51E60037D0E2

SHA1: 644958E12AD44405DF47359637DEF066B2A9012A

SHA-256: FC66B015F1F0397C45E0BF2AF58698C18E0B98135B46E9E3A1172BAFB8DC3F90

SHA-512: 9C1F1F1C802BCBC638C43A899DFFB4D35F5CE318AFF4DE72A15DE12FEE6B9702C790CCCE2387709E6E54693B96C483C590FDC4DADA509365396AD2DA6AD1D8
FD

Malicious: false

Preview:
SQLite format 3......@  ..........................................................................$.......1........T...U.1.D..............................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\LocalLow\Adobe\Acrobat\DC\ReaderMessages-journal
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

File Type: data

Category: dropped

Size (bytes): 34928

Entropy (8bit): 3.2005066097295276

Encrypted: false

SSDEEP: 96:r7OhFVCP7949IVXEBodRBk1tOhFVCsbLR49IVXEBodRBkX1tOhAVCsPd49IVXEBJ:rfiedRBnLGedRB2CedRBsyedRBx

MD5: 53ADFB255E323CE0C3E965FAFBF38C49

SHA1: E35E15344981D8EE88F4B9E0759E565D2C49683D

SHA-256: 386177F7F91D30C4F0F595B0F062FA5619F330C8F15CC9BB5FA3819F1BE714C2

SHA-512: 8B9567FE2FB1BBB4872BFFA46E427DFD423E0971502F98FD6C6B792B926F816E4EF806C981E500DCBAA8AD2D201E0FD42EEE9F111430645863626C1DF9652C12

Malicious: false

Preview:
............->.3..............................................................................................................................................................................................................................................................
.................................................................................................................................................................................................................................................................X..
.h...y........................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\223DE96EE265046957A660ED7C9DD9E7_EFF9B9BA98DEAA773F261FA85A0B177
1
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1731

Entropy (8bit): 7.314493773607211

Encrypted: false

SSDEEP: 48:panitqdcWmALasgnita8lnitq1+Zvl3oXS9As5RmEWqu5H99:pWOjfsbz1+boavLJpu5

MD5: F046D82CBDDA05E4D51C767FCE7CC093

SHA1: A11EC000D110073A65FE96AE319D55F18D20EA07

SHA-256: 78284E22397C363798D3264184D2E6B82E9EF92FAC961F9B10DDCA73B1737B96

SHA-512: 15AEACBA2D608BCFBFE8B28C18A6A0B196B23A2EB828AF6F18B9365E2A5BC84ABE3AA5E1058FCC0467DFEF1BA620CD0E7413BFFF1E34B2F52906E65283239
FD1
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Malicious: false

Preview:
0..........0.....+.....0......0...0.....0..1.0...U....US1.0...U....Arizona1.0...U....Scottsdale1.0...U....GoDaddy.com, Inc.100...U...'Go Daddy Root Validation Authority - G2..20210
621184622Z0d0b0:0...+.........#o..K.....#....+...:....g(.....An ............20210621184622Z....20210623064622Z0...*.H.............!...k.......y...^.z.>.s]%...rvw..<"`.P...~@..Er'-..~s.lK-
w....@."e.7.{|%....i.;w'..GY......D......So.w5H*.l..$]..w..0..Km.......#..,~.L.{y..:.{h.....x..ar7..(D...J..$.&.....Q..%sQN. .2\@.h.LF.A.....pV...})..#Wa..L.2..`T.|..,^ .O.2.z.E ...Z.3...s].K..
...0...0...0..g.........f...p.t0...*.H........0..1.0...U....US1.0...U....Arizona1.0...U....Scottsdale1.0...U....GoDaddy.com, Inc.110/..U...(Go Daddy Root Certificate Authority - G2
0...200909070000Z..210909070000Z0..1.0...U....US1.0...U....Arizona1.0...U....Scottsdale1.0...U....GoDaddy.com, Inc.100...U...'Go Daddy Root Validation Authority - 
G20.."0...*.H.............0.........'.....^Y.u..U.qU..."......-]XG(qk#.+....J...G.3

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\223DE96EE265046957A660ED7C9DD9E7_EFF9B9BA98DEAA773F261FA85A0B177
1

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\77EC63BDA74BD0D0E0426DC8F8008506

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Microsoft Cabinet archive data, 60080 bytes, 1 file

Category: dropped

Size (bytes): 120160

Entropy (8bit): 7.995256720209506

Encrypted: true

SSDEEP: 3072:LRc7GHbMNPMhGE3NiUlRc7GHbMNPMhGE3NiUZ:LRaGHAgNlRaGHAgNZ

MD5: C4B70C37F2B7AD5C9A299F3548BDEAEF

SHA1: A749B4E946C14BA2D0F6A373F72B4F417ECD352C

SHA-256: 318CCE2AA1EE5903C0278EAE8BBADCF65AB9A9066251385C88F79D310FC14815

SHA-512: 148CC6F8FFB6EBB0E6B3CCB31E184C85CB02F405663B35DE2BD61744A00718F2F6E233FDFA5A1CE01D91CEAB11F8F158767458197683050E03F80EA74BB1968E

Malicious: false

Preview:
MSCF............,...................I........d.........R9b .authroot.stl.3..).4..CK..8T....c_.d....A.K...].M$[v.4.)7-.%.QIR..$t)Kd.-[..T\{..ne.....{..<.......Ab.<..X....sb.....e........dbu.3...0......
..X..00&Z....C...p0.}..2..0m.}..Cj.9U..J.j.Y...#.L..\X..O.,...,.qu..]..(B.nE~Q...)..Gcx.....}...f....zw.a..9+[.<0.'..2 .s..ya..J......wd....OO!.s....`.WA...F6._f....6...g..2..7.$,....X.k..&.
..E...g.....>uv."..!......xc......C..?....P0$.Y..?u....Z0.g3.>W0&.y.(....].`>... ..R.q..wg*X......qB!.B....Z.4..>.R.M..0.8...=.8..Ya.s.......add..)..w.4.&.z...2.&74.5]..w.j.._iK..||[.w.M.!<-
.}%.C<tDX5\s._..I..*..nb.....GCQ.V..r..Y.............q...0..V)Tu>.Z..r...I...<.R{Ac..x^. .<A........|.{.....Q...&....X..C$....e9.:..vI..x.R4...L......%g...<..}'{....E8Sl...E".h...*.........ItVs.K.....
.3.9.l..`D..e.i`....y...,..5....aSs`..W...d...t.J..]....'u3..d]7..=e....[R!:........Q.%..@........ga.v.~..q....{.!N.b]x..Zx.../;#}.f.)k.c9..{rmPt..z5.m=..q..%.D#<+Ex....1|.._F.

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\EB2C4AB8B68FFA4B7733A9139239A396_D76DB901EE986B889F30D8CC06229E2
D
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1697

Entropy (8bit): 7.322650804850957

Encrypted: false

SSDEEP: 48:snitqJGUznkAGuVnitqsXA49e5REMeZ6+23wQ:UJGUznkssw49eEMeZ6+Y

MD5: B4E6D9B36697ABD2A1DAD0741B18835C

SHA1: 9D4E5355C319CCE0C8E3AFD2AE6769BE2E616358

SHA-256: 32FDEA42132849488EE216E77C07E1B499EB62A17A75CFA6F9167FC3BA56194D

SHA-512: CAA4B8C94D54517F40DEEAD784B7764C376EF951DF36B4C93F2366C14A40108EE81CF84FEB73954161D3C08488DEA9C56353E8D9FA2FD71C49824B19BA33F8A
E

Malicious: false

Preview:
0..........0.....+.....0......0...0......0..1.0...U....US1.0...U....Arizona1.0...U....Scottsdale1.0...U....GoDaddy.com, Inc.100...U...'Go Daddy Root Validation Authority - G1..2021
0621215027Z0f0d0<0...+......... .....]..J^.y_..F<......L.q.a.=...j...........20210621215027Z....20210623095027Z0...*.H................K.f.......H...h.....0.....;q...U..7..<..6Rm.M....Pm.c...
..Ne....E$....WD...I?...m.IFs..te.....m!.t..}......N".$C..P/.O.....Q.4..J...fu.5..s...........*....V.H\.......z.>(...,..b...N..Qoq....3....I%.0..KRX.L...k.../.J.Tt.t.....l.4.....b0..^0..Z0..B.......1g
...r.0...*.H........0c1.0...U....US1!0...U....The Go Daddy Group, Inc.110/..U...(Go Daddy Class 2 Certification Authority0...161213070000Z..211213070000Z0..1.0...U....US1
.0...U....Arizona1.0...U....Scottsdale1.0...U....GoDaddy.com, Inc.100...U...'Go Daddy Root Validation Authority - G10.."0...*.H.............0.............}...@.H........j.b.2.c....
'eSA...6""2.hf.m.m9........_N."gV..{.J"{..0f.W$.X

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\223DE96EE265046957A660ED7C9DD9E7_EFF9B9BA98DEAA773F26
1FA85A0B1771
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 900

Entropy (8bit): 3.717196353846015

Encrypted: false

SSDEEP: 24:JGwyPV13MhmyFqH3eOGwyPV13MhmyFqHx:JGwkV1XyFIiwkV1XyFK

MD5: 2C176E81E99DD6AFE0C92BF4C077B031

SHA1: D3E344075B2AFDADB678CCDB1DCC927E29399535

SHA-256: 553332DA962323D882736FE7A308CDC5E43F1F447A9209C6014CCD2D471434B6

SHA-512: 22D29BB92C20859C7C073E0E074C140F66C81D95039FFC13043A60A99380AC59E3EFDA22A521CC7BB431EC1EC1D9F4396EDF506CAE282417CCBE53AFF7599F0
6

Malicious: false
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Preview:
p...... ..........b.g..(....................................................... ...........f......V...............h.t.t.p.:././.o.c.s.p...g.o.d.a.d.d.y...c.o.m././.M.E.I.w.Q.D.A.%.2.B.M.D.w.w.O.j.A.J.B.g.U.r.D.
g.M.C.G.g.U.A.B.B.Q.d.I.2.%.2.B.O.B.k.u.X.H.9.3.f.o.R.U.j.4.a.7.l.A.r.4.r.G.w.Q.U.O.p.q.F.B.x.B.n.K.L.b.v.9.r.0.F.Q.W.4.g.w.Z.T.a.D.9.4.C.A.Q.c.%.3.D...".a.1.1.e.c.0.0.0.
d.1.1.0.0.7.3.a.6.5.f.e.9.6.a.e.3.1.9.d.5.5.f.1.8.d.2.0.e.a.0.7."...p...... ..........b.g..(...................f...3zz.g...................3zz.g.. ...........f......V...............h.t.t.p.:././.o.c.s.p...g.o.d
.a.d.d.y...c.o.m././.M.E.I.w.Q.D.A.%.2.B.M.D.w.w.O.j.A.J.B.g.U.r.D.g.M.C.G.g.U.A.B.B.Q.d.I.2.%.2.B.O.B.k.u.X.H.9.3.f.o.R.U.j.4.a.7.l.A.r.4.r.G.w.Q.U.O.p.q.F.B.x.B.n.K.L.b
.v.9.r.0.F.Q.W.4.g.w.Z.T.a.D.9.4.C.A.Q.c.%.3.D...".a.1.1.e.c.0.0.0.d.1.1.0.0.7.3.a.6.5.f.e.9.6.a.e.3.1.9.d.5.5.f.1.8.d.2.0.e.a.0.7."...

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\223DE96EE265046957A660ED7C9DD9E7_EFF9B9BA98DEAA773F26
1FA85A0B1771

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\77EC63BDA74BD0D0E0426DC8F8008506
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 656

Entropy (8bit): 3.1404682242145934

Encrypted: false

SSDEEP: 12:nEs8kPlE99SNxAhUe3OMb/s8kPlE99SNxAhUe3OMx:nEHkPcUQUXMTHkPcUQUXMx

MD5: CFA53D45AD288757986534C9C9A1365F

SHA1: E565E44AA4432EF994F4B1D59F965A5B15C2C110

SHA-256: 673ACCAF5F5F38E746B0F0B46A81DB170C3CF8D53F71B50905F2798F28644072

SHA-512: 88240056EBA6DAC8669481EE90E5207139C590E3ED8F37147C905C3E076E5FF909CD373C676537AF54636E642900260F028285E5889636E4BDA8CA3A3A0D39C7

Malicious: false

Preview:
p...... .........N...g..(....................................................... ............L......&...............h.t.t.p.:././.c.t.l.d.l...w.i.n.d.o.w.s.u.p.d.a.t.e...c.o.m./.m.s.d.o.w.n.l.o.a.d./.u.p.d.a.t.e./.v.3./.
s.t.a.t.i.c./.t.r.u.s.t.e.d.r./.e.n./.a.u.t.h.r.o.o.t.s.t.l...c.a.b...".0.9.0.e.6.c.f.e.3.4.c.d.7.1.:.0."...p...... .............g..(....................................................... ............L......&...............h.t.t.
p.:././.c.t.l.d.l...w.i.n.d.o.w.s.u.p.d.a.t.e...c.o.m./.m.s.d.o.w.n.l.o.a.d./.u.p.d.a.t.e./.v.3./.s.t.a.t.i.c./.t.r.u.s.t.e.d.r./.e.n./.a.u.t.h.r.o.o.t.s.t.l...c.a.b...".0.9.0.e.6.c.f.e.3.4.c.d.7.1.:.
0."...

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\EB2C4AB8B68FFA4B7733A9139239A396_D76DB901EE986B889F30D8CC06229E
2D
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 916

Entropy (8bit): 3.750511971283226

Encrypted: false

SSDEEP: 12:mO3urQEFDsFrvgxE0P6GANMEhNlk3dUurQEFDsFrvgxE0P6GANMEhNY:mO3uV4xaVSGAmErlk3WuV4xaVSGAmErY

MD5: 374EDB950B20494212CAFBE790B7BFDC

SHA1: A3E1120A2B94E67913CAEF11C898F12BE518890B

SHA-256: 52913DE6D93D83BAFDF098C672CAF75BA634540D74793253D0925DC6109788C5

SHA-512: 5B3B26C8222F8856254CB78231CC0E93AD61DE3623444B6B0015C0F6608A337F82BF91B8C931DB9DE74122B405AB86FFD8364D2BAF026945E70D6BCAC3AEBC28

Malicious: false

Preview:
p...... ........q.R.g..(....................................................... .........0r.f......V...............h.t.t.p.:././.o.c.s.p...g.o.d.a.d.d.y...c.o.m././.M.E.Q.w.Q.j.B.A.M.D.4.w.P.D.A.J.B.g.U.r.D.g.M
.C.G.g.U.A.B.B.T.k.I.I.n.K.B.A.z.X.k.F.0.Q.h.0.p.e.l.3.l.f.H.J.9.G.P.A.Q.U.0.s.S.w.0.p.H.U.T.B.F.x.s.2.H.L.P.a.H.%.2.B.3.a.h.q.1.O.M.C.A.x.v.n.F.Q.%.3.D.%.3.D...".9.d.4.e
.5.3.5.5.c.3.1.9.c.c.e.0.c.8.e.3.a.f.d.2.a.e.6.7.6.9.b.e.2.e.6.1.6.3.5.8."...p...... ........q.R.g..(.................0r.f...s.1.h...................s.1.h.. .........0r.f......V...............h.t.t.p.:././.o.c.
s.p...g.o.d.a.d.d.y...c.o.m././.M.E.Q.w.Q.j.B.A.M.D.4.w.P.D.A.J.B.g.U.r.D.g.M.C.G.g.U.A.B.B.T.k.I.I.n.K.B.A.z.X.k.F.0.Q.h.0.p.e.l.3.l.f.H.J.9.G.P.A.Q.U.0.s.S.w.0.p.H.U.T.
B.F.x.s.2.H.L.P.a.H.%.2.B.3.a.h.q.1.O.M.C.A.x.v.n.F.Q.%.3.D.%.3.D...".9.d.4.e.5.3.5.5.c.3.1.9.c.c.e.0.c.8.e.3.a.f.d.2.a.e.6.7.6.9.b.e.2.e.6.1.6.3.5.8."...

C:\Users\user\AppData\Local\Google\Chrome\User Data\78d6e871-cb53-4c3d-b9e2-5f9eae89ed1d.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 173261

Entropy (8bit): 6.079360645964155

Encrypted: false

SSDEEP: 3072:6Nfgh30DxAv3aTTM7gkdv5f53ikWaxnEFcbXafIB0u1GOJmA3iuRe:8e34xC3a1kdhx3i4iaqfIlUOoSiuRe

MD5: A248005158DCBDB3BF7319A1A2D4139C

SHA1: FC13B0E8CD90E9FC15AF25044E785A26B23AE459

SHA-256: C6C27C7C4399AB694DF407D5CAFA53BF93765E0B677EF13529B2787BF56BB6FE

SHA-512: A733BAFAACCC8C919A5D4344CAE54C5468BE1D794B5AFA1274C625AEEBC76794DCF1B5FBE7DD0D044A923828F904D443D85D5A0CE852F89127648AC1CBB929
09

Malicious: false

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.624378061204791e+12,"network":1.624345663e+12,"ticks":6350479158.0,"uncertainty":5003591.0}},"os_crypt":{"encrypted_key":"R
FBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrYiwg8iJkpp
Nr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYqQj2xfYeAn
S1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"dis
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C:\Users\user\AppData\Local\Google\Chrome\User Data\797b02ec-10ef-4a9c-9015-09ab43fe9a03.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 92724

Entropy (8bit): 3.751254456940136

Encrypted: false

SSDEEP: 384:vv9SK0vxgUDWtNqrfvem3NmchHsVGx4rTwa8x9AQwzrL6mnsTAKu2tOosONT1qrB:vmZByMN1AeP8mUUnD2WK0WuRa

MD5: 1C65038CFDD098B629733B4D5F284DF8

SHA1: F509FA74C625160A61999F52BB35E2A6A28BC6C9

SHA-256: 57F708F590CFC53ED0CCE7699129C6ECF9196103F79DEA9352DB0EEE3DD01D19

SHA-512: 5CEC2AA9763172A7C4AC7CD281D8E02ED4571C22CDB5DF1A3BB023BE7E355BB6D94366895CFCB217662B7B4291392DCCFC420798DBD300C90E9219F8AB7DC0
E1

Malicious: false

Preview:
0j..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....=8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

C:\Users\user\AppData\Local\Google\Chrome\User Data\8f79e655-5aca-469e-8a22-65cac60a426d.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 173261

Entropy (8bit): 6.079361112150736

Encrypted: false

SSDEEP: 3072:6+hgh30DxAv3aTTM7gkdv5f53ikWaxnEFcbXafIB0u1GOJmA3iuRe:X434xC3a1kdhx3i4iaqfIlUOoSiuRe

MD5: A920AC1E7807E727A9290DB1539792F4

SHA1: 188EEB4F58278769A159D213C08C991B47F57D80

SHA-256: 44EB38918C354E9F648FE56EBE7DAD8D3F1819242489AC4CD4E7E7D457612251

SHA-512: 1D09CE14F78373A68DEB5E589DB0EF4EC73671D5226ACF585E73DAFB983C0BEFD017C3C71563B1A22C74E3C25241A455D902AC4E519577DE8C15EF8E4160C25
C

Malicious: false

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.624378061204791e+12,"network":1.624345663e+12,"ticks":6350479158.0,"uncertainty":5003591.0}},"os_crypt":{"encrypted_key":"R
FBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrYiwg8iJkpp
Nr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYqQj2xfYeAn
S1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"dis

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 120

Entropy (8bit): 3.254162526001658

Encrypted: false

SSDEEP: 3:FkXft0xE1G1mstft0xE1G1mstft0xE1n:+ftIE1G1mkftIE1G1mkftIE1n

MD5: E9224A19341F2979669144B01332DF59

SHA1: F7F760C7104457DF463306A7F7BAE0142EFCEB5B

SHA-256: 47DD519C226D23F203ACAE0EC44DF9BB6208828E24F726E1602EA52F63C3E2BE

SHA-512: 4184302DEB5009D767FECFC150F580DD57D5CF9CF3BFEB7E52C9F3340E5E6499251B9F0DFF37F0454411FED9046880E0A9204312D021294256372C916B8155AC

Malicious: false

Preview:
sdPC....................s}.....M..2.!..%sdPC....................s}.....M..2.!..%sdPC....................s}.....M..2.!..%

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\16a69603-a73a-4e92-9b3c-d65d22c610e3.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2542

Entropy (8bit): 5.571832737482325

Encrypted: false

SSDEEP: 48:YoUNtXtV5UwIDieUlixI6UUhCD+ULvVgUYKUxX5Uzv3U9qPeUerhaUf/UnRUefCO:xU79UdDieUlixBUU0D+U7VgUYKUbUD33

MD5: EC7935490ED548984F48FF917FEFC419
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SHA1: ED0CE3BB4886031B49034E2E0E2C46CEF1FD74A7

SHA-256: 45306861FF0BCDEC42DE99DD13F11C1855CA562C3D17084577473D62B4FD9E50

SHA-512: B13D725E6F243FAE6C5A8117904DF214DCB985FC268C2B36180F07A3F5B647BE5B46C38549D594D8D6FF88A726FDC8B17DC97D19652BE04F52CC5984CB6874DF

Malicious: false

Preview:
{"expect_ct":[],"sts":[{"expiry":1626970155.099942,"host":"Dg14fIaciUHGX6Lc+OnYmaNiAA/ADiwumtIyPrC3d6U=","mode":"force-https","sts_include_subdomains"
:true,"sts_observed":1624378155.099949},{"expiry":1655914160.826539,"host":"MztrKzIr9UYddfdUE9hZboO5anJ2Et4vIn4Q67H/i6E=","mode":"force-https","sts_in
clude_subdomains":true,"sts_observed":1624378160.826551},{"expiry":1655914094.358447,"host":"M4bfUnCmQAi4PNb3B8aI/2+SVJhHKsMfMMT7fzi6ij4=","mode":"for
ce-https","sts_include_subdomains":true,"sts_observed":1624378094.358455},{"expiry":1633014077.350499,"host":"OuKlWsMW1dkkbI1X/oi6o0Y95ZNSWnSoeaIXAEYP
lv4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1601478077.350503},{"expiry":1655914160.230497,"host":"O4ssZL00z0s+NFRkpCMZay1
75vexC9nourUPWIT20v0=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1624378160.230505},{"expiry":1655914162.717162,"host":"O+MRZZ
5Xe9iejczuRPCXl/0DXXokFNeH+fjreHB2+tg=","mode":"force-https","sts_include_subdomains":true,"sts_obse

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\16a69603-a73a-4e92-9b3c-d65d22c610e3.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\1d9b0160-6a7e-4239-a47d-20468094dca6.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5155

Entropy (8bit): 4.981511579364331

Encrypted: false

SSDEEP: 96:nqCsGXMpcV67ok0JCKL8Fky1ubOTQVuwn:nqCpMpcT4KykyG

MD5: 293683D08A97DDE6A5FDF8E8BEF6CFED

SHA1: 3C05ECE57C13B4966A9197599FFD85BD9BA05D54

SHA-256: 1DD77D568D95DD7D163205F4294B0A61878AA3E12113476B9D0A455923086C3A

SHA-512: 13190AF370282422FD5B0DD97273323AF5634F155E492DBB8177F79D50D7A30597DE83C08A7A8766B19636A211AC9CDD3B6190904C7612D7432A139B00F86441

Malicious: false

Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13268851658151040","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\2e4ccea9-95e5-436f-91c3-5098813bf0b7.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F25
F21

Malicious: false

Preview:
.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4d3f529a-dc3f-4c17-a0ef-d0a2ca924f6e.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3044

Entropy (8bit): 5.584856855635481

Encrypted: false

SSDEEP: 48:YoUNtfeUFtV5UwIDieUlixI6UUhCD+ULvVgUrU1WKUSUMX5Uzv3U9qPeUerhaUfo:xU7feU3UdDieUlixBUU0D+U7VgUrU1W9

MD5: 4E5671E83F194A463C6C646AE6239155

SHA1: 12466D8F65A64AACD7753C57F84E8667CE6447D9

SHA-256: 516C33D917192E6F4DCD62BE6727E2FCD959972AE95631242413F870FC3CB438

SHA-512: F2E45B16CE44441B01C457B7BAEDC5A60B58D36DBC3886CDE3240637B1ACB5E4AD5759F64A0B7747EA0BBCF6C83E398A290AA7021DEE20DAF182912A52EA57
A4

Malicious: false
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Preview:
{"expect_ct":[],"sts":[{"expiry":1626970155.099942,"host":"Dg14fIaciUHGX6Lc+OnYmaNiAA/ADiwumtIyPrC3d6U=","mode":"force-https","sts_include_subdomains"
:true,"sts_observed":1624378155.099949},{"expiry":1635264575.830555,"host":"LAZkYS46RVRcFiZAzmUJrz6TJHBd4nwE6VxPWfPLYHs=","mode":"force-https","sts_in
clude_subdomains":true,"sts_observed":1624378175.830562},{"expiry":1655914160.826539,"host":"MztrKzIr9UYddfdUE9hZboO5anJ2Et4vIn4Q67H/i6E=","mode":"force-
https","sts_include_subdomains":true,"sts_observed":1624378160.826551},{"expiry":1655914094.358447,"host":"M4bfUnCmQAi4PNb3B8aI/2+SVJhHKsMfMMT7fzi6
ij4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1624378094.358455},{"expiry":1633014077.350499,"host":"OuKlWsMW1dkkbI1X/oi6o0Y
95ZNSWnSoeaIXAEYPlv4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1601478077.350503},{"expiry":1655914160.230497,"host":"O4ssZL
00z0s+NFRkpCMZay175vexC9nourUPWIT20v0=","mode":"force-https","sts_include_subdomains":true,"sts_obse

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4d3f529a-dc3f-4c17-a0ef-d0a2ca924f6e.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\55eba708-789f-4342-8466-abff3d85740f.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5952

Entropy (8bit): 5.1915936267797544

Encrypted: false

SSDEEP: 96:nqCx3K8MRIRsKcV60ok0JCHRWL8Fky1ubOTQVuwn:nqCpMRksKcG4HYykyG

MD5: 065AC52EE6DF711DFDF2EE705248A120

SHA1: B2D8AC4314D0961604176D5F87652DACD9536A44

SHA-256: 6BD13A036866EBC9CE12B307733663775BE2F5A9D1682D78F29609158E74AB5D

SHA-512: 3AE72C45030E62FDA443B9C6002C8275203CB89C441EAC73D24CB1470BEAFC3855311DC8DBB6B8F37E6BBFFE7F556E35AAEECD40F2E0BD50AA9FEF36975688
EE

Malicious: false

Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13268851658151040","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6dd32692-62bd-4678-8335-172bea349745.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4219

Entropy (8bit): 4.871684703914691

Encrypted: false

SSDEEP: 48:YXsJjMH+5s7YMHBKsvxMHVzspxMHbsIHt/soBDysKqnsllzMHpDCLsWJMHLsNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH

MD5: EDC4A4E22003A711AEF67FAED28DB603

SHA1: 977E551B9ED5F60D018C030B0B4AA2E33B954556

SHA-256: DD2C9F43F622F801FCC213CDE8E3E90EF1D0D26665AE675449A94CEC7EB1D453

SHA-512: 84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD1602

Malicious: false

Preview:
{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350
1454994","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8af52bd4-e629-4d23-b6ce-6987ffed5f85.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1206

Entropy (8bit): 5.5696173703092535

Encrypted: false

SSDEEP: 24:YI6H0UhVsTG1KUerkq/HeUeXbyJB+UPKqUeXvlu7wUQ2HRUenHQ:YI6UUhVseKUewqPeUer4YU9UefCwUVx2

MD5: D5B91FAC4115795646929977770847C1

SHA1: B08EAA2E6FA612EE711E081BC68A200571A36374

SHA-256: 5F1B4EAABEDAF209EA383E58F63943A90C3CEEF071BA2EAA9608DD1E2E06041A

SHA-512: 3B05AE244D36388035F1EAAD9A3BE4C15707A05CA5EB918CB7114C62F309CDB84B74F77214A41F45B4CE0B7107B035654627A2CC16D21DC19D38C3CB5A9DE37
2

Malicious: false
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Preview:
{"expect_ct":[],"sts":[{"expiry":1633014077.350499,"host":"OuKlWsMW1dkkbI1X/oi6o0Y95ZNSWnSoeaIXAEYPlv4=","mode":"force-https","sts_include_subdomains"
:true,"sts_observed":1601478077.350503},{"expiry":1633014077.22511,"host":"nAuqgR4iEWti7SOdT3UHPl6rmZU/DeaIm38P2O2OkgA=","mode":"force-https","sts_inc
lude_subdomains":false,"sts_observed":1601478077.225114},{"expiry":1633014092.4175,"host":"0J7rAWV0ouCFYJ9XrkDiKnAO1SshXJmLJE1SS3V8kDM=","mo
de":"force-https","sts_include_subdomains":false,"sts_observed":1601478092.417504},{"expiry":1655914061.364104,"host":"2P+Z7SdNKHqdQE2JswxIsEVSC0sRs/V
h9JrMuD6ZoLk=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1624378061.364117},{"expiry":1633014091.91938,"host":"5EdUoB7YUY9zZV+
2DkgVXgho8WUvp+D+6KpeUOhNQIM=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601478091.919383},{"expiry":1655914060.959543,"host
":"8/RrMmQlCD2Gsp14wUCE1P8r7B2C5+yE0+g79IPyRsc=","mode":"force-https","sts_include_subdomains":false,"sts_obse

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8af52bd4-e629-4d23-b6ce-6987ffed5f85.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 331

Entropy (8bit): 5.232913302239996

Encrypted: false

SSDEEP: 6:mUZDq2PWXp+N23iKKdK9RXXTZIFUtpxZ9HZmwPxZKvzkwOWXp+N23iKKdK9RXX5d:BZDva5Kk7XT2FUtpxZ9H/PxZK75f5KkT

MD5: 5D905B1E5D06D05D1B5F12CBE9F90C2E

SHA1: 81CE8FFB7D35FAA2F11B891784DD717FFDCCD39B

SHA-256: 51567A58C850D53EE01D82C9423761D0B7EE84F0D9BDEFCE381D23B333E285EA

SHA-512: 40D3B7DC47CFCD72375472AE0B8F51863CFEC20107BAB40B76F5E582B117A2BDC1B3FEFAA1F04CD4B1272C0CE12DE855A4725C5D68569ED46832DDA11633F04
3

Malicious: false

Preview:
2021/06/22-09:07:53.241 660 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/0
6/22-09:07:53.246 660 Recovering log #3.2021/06/22-09:07:53.249 660 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDa
tabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 315

Entropy (8bit): 5.186580452286458

Encrypted: false

SSDEEP: 6:mUZz9Aq2PWXp+N23iKKdKyDZIFUtpxZCZmwPxZ3p7zkwOWXp+N23iKKdKyJLJ:BZxAva5Kk02FUtpxZC/PxZZn5f5KkWJ

MD5: AC86CED383E842B65AC111F851E6E8C2

SHA1: D101ECD7626598ECB2E2C6EF77F105CD18C7CC86

SHA-256: 90D9BED62BE2B692168ADFD1D9845BA4CB26AB88936D295B37BFA27DDA27BD43

SHA-512: DBF4DB9A0AC148146E17515E5694FD2DAAA8E36C69D8A9D5B34106333E2B01D37CC69478908654AA0D89B4E9950E2E767952192CF7170121356668C3AB0EF04A

Malicious: false

Preview:
2021/06/22-09:07:53.073 660 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/06/22-09:
07:53.076 660 Recovering log #3.2021/06/22-09:07:53.077 660 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase
/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\00205d392dbf34d1_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 999

Entropy (8bit): 6.065759403846396

Encrypted: false

SSDEEP: 24:jwwGYvjCNM4KuLMZkCr+T9dob5i2IYRRt+:jN9v4RCra9dobYCRt+

MD5: 5D86415F243E4FE2B5BE370EE9865EFD

SHA1: 85A8A48C13DFC987D684B1B1450FF87C6AA3D403

SHA-256: 0EC842C653AA6A93B7FD516272016161F82ECCE2298CF8FC8D0929507DBC8D53

SHA-512: 3CFADF39584D7B950BD970CEA2699B11E089D8C87BE174F802F2F1343B096240A7A9C85F6B3FEC3D84478EA51C6C75C606EC54927024C8698C1555DACCA95D81

Malicious: false

Preview:
0\r..m......c..........._keyhttps://www.gstatic.com/_/mss/boq-identity/_/js/k=boq-identity.IdentityPoliciesUi.en._YipQ-m5f34.es5.O/ck=boq-identity.IdentityPoliciesUi.nutv
riA6t5U.L.B1.O/am=KGCA/d=1/exm=A7fCU,BVgquf,CBlRxf,COQbmf,EFQ78c,EGlAz,HDvRde,HLo3Ef,IZT63,JNoxi,Jis5wf,KG2eXe,KUM7Z,L1AAkb,LEikZe,MdUzUe,Mp
JwZc,NpD4ec,NwH0H,O1Gjze,O6y8ed,O8k1Cd,OmgaI,PQaYAf,PrPYRd,QIhFr,RMhBfe,Ru0Pgb,SF3gsd,SdcwHb,SpsfSb,U0aPgd,UUJqVe,Uas9Hd,UgAtXe,Ul
mmrd,V3dDOb,VwDzFe,XVMNvd,Y2UGcc,YLQSd,ZfAoz,ZwDk9d,_b,_tp,aW3pY,aurFic,b7FMof,blwjVc,byfTOb,duFQFc,e5qFLc,fKUV3e,gychg,hTAg0b,hc6Ubd,iTsyac
,iWP1Yb,lPKSwe,lfpdyf,lsjVmc,lwddkf,n73qwf,o02Jie,p8L0ob,pB6Zqd,pjICDe,pw70Gc,r2V6Pd,rHjpXd,s39S4,tfTN8c,w9hDv,ws9Tlc,x60fie,xQtZb,xUdipf,xiqEse,yDVVk
b,yJVP7e,zbML3c/excm=_b,_tp,termshomeview/ed=1/wt=2/rs=AOaEmlG-SjjgZvR9LwldobjRurMR47xrVQ/m=FqLSBc,A4UTCb,krBSJd,VXdfxd,uiNkee,wmlPKb,IavLJc 
.https://google.com/.j.L.#/.........................f....p..3.9.`...|e.0Cr./...A..Eo........=.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\016c4df03233eaa9_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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File Type: data

Category: dropped

Size (bytes): 34885

Entropy (8bit): 6.100557156424597

Encrypted: false

SSDEEP: 768:EvCGJWbFUXtjxkjaHyEjV5MiQxS7rMQBiGEvytzQ/H:QIFGn++8AJQOE/

MD5: BE3EC4A9E384833DA4982C6D343ADAF0

SHA1: 7BBA92976D23C57F65AABB46EF215488FD7C705F

SHA-256: B93327C42FC4CDA755E98787049AB3192F3E4728D77E8BE1F4DB87DF1973AD71

SHA-512: A93A8F4FC52B3A4B5CE4D8AD8E6724F6F2080AF49E48682757BE4C17C898F33C0E98E19E322AAA6EA8C8B1E05042B5DAA6A43E3BC5DDA28CDA8A41D83A2685
AF

Malicious: false

Preview:
0\r..m......]..........._keyhttps://js.driftt.com/core/assets/js/main~493df0b3.f350a89f.chunk.js .https://driftt.com/.\.K.#/....................1...<\...8....]....8t~...!...z.A..Eo......8]...........A
..Eo................................'..T....O.........TG.....................................................\................(S.-...`......L`h.....Qc.$.T....window....Q.P.......webpackJsonp..Qb.x. ....push.....`......L`
.......`......Ma........`........ad.........Qb........+/JeC`....C..Qb..T.....7oh4C..Qb&h[.....91+0C..Qb.M.%....DFuOC..Qbv.......GMUsC..Qb."tz....LeJ0C..Qb........LelFC..Qb........L
qZ+C..QbzG......OE2qC..Qb*..>....QtlZC..Qb.N.....SHZQC..Qb..Wl....SWQ0C..Qb........YvItC..Qb.!.)....efbEC..Qb.^?.....ka07C..Qb........mssFC..QbJ.z'....qSAjC..Qb*.;.....r/
xDC..Qbv.j.....tXSlC..Qb.C......vEWTC..QbjI......vTYTC..Qb.F{.....xXFfC..Qb........yKvLC`.....(S.h.`.....$L`.....8Rc..................Qbr......r......S.a............`......Pd........push.+/J
e...a....j.....QbjH R....d......M

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\016c4df03233eaa9_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0315260b8fd07132_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 238

Entropy (8bit): 5.681395377475919

Encrypted: false

SSDEEP: 6:mQVYAWGUJ316kFvNbTkFGzOKVHvP4Dq/ZK6t:md5vDzZS6T

MD5: AF0A48DE5951A50E23297A6E18CD0BD3

SHA1: 570AC4D7E145AAA2F0E1A9DFED4C633F83A12419

SHA-256: 674D6B58573C7A3EBD8ECCD16CA91853814DF2F81F742CAAD3461044C5617EF6

SHA-512: 4C925FAC229092C4F3FEB5B343EDAE7EFEB81D2819B78141D3EF3E8F02F7BE7B060B84920A64889660476F3E5F07FF63D093C62AA6A6A42CDBAEA5B1C4A3E97
5

Malicious: false

Preview:
0\r..m......j..........._keyhttps://connect.facebook.net/signals/config/520441704996187?v=2.9.41&r=stable .https://nextcaller.com/..zM.#/......................~a.+y.4.uW.....M...y.
.]%$.qc...A..Eo........:?.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\03cf3aa0642e3d9a_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 64610

Entropy (8bit): 5.840322834097859

Encrypted: false

SSDEEP: 1536:Qput/0B677jTG8PU7Sda5wmADFGYfPyD1KWe5:lUIH9PFxmADFGxD1Pe5

MD5: 2F1D58F8B80DA59D5C6571574C89684C

SHA1: B0FBF4DB12B29C63A7E912CFD2AFA69489B36902

SHA-256: 6503545622DF54618B3771590D60EF536F429ED7A126984E3DC7BCB1295BD89F

SHA-512: 7842339D49D4FF56E745049F20B1ECFFB32A6C20CF552DA0EC85AD73CDBB9D2144E3C10FFC11B037BAA07EA662D403B60537AD276229863C7DA36552C959DEE
F

Malicious: false

Preview:
0\r..m......R...phXC...._keyhttps://js.driftt.com/core/assets/js/29.69384517.chunk.js .https://driftt.com/...K.#/....................(.......n.C...........V.......A..Eo.......p...........A..Eo........
........................'.......O........X.D\....................|.......P........................................................................(S....`>....|L`:.....Qc.$.T....window....Q.P.......webpackJsonp..Qb.x. ...
.push.....`......L`.......`......Ma....:...`.....l..a2.........QbV......F63iC..Qb.E.Z....JBtmC..Qb>E.C....JygxC..Qb*..u....Lm5sC..Qb.` .....WSu0C..QbZ .:....aY38C..Qb...0....bZ7kC.
.Qb..N,....maj8C..Qb........prCuC..Qb.r.....r/K9C..Qb6.......ssRiC..Qb......zHZoC.(S....`......L`R.....Rc@.................Qbr......r.....Qb.%......t.....QeN.i.....defaultSetTimout. Qff.....
..defaultClearTimeout...Qd./:3....runTimeout.....S....M...Qb.jI.....s.....R....QeF..G....cleanUpNextTick...Qd.}gY....drainQueue....Qb..^i....Itemk....................................................`

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0cf5cd0fd4e0555b_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 116896

Entropy (8bit): 5.999980190403013

Encrypted: false

SSDEEP: 1536:O8P2jBUK4OWEBMjm+N9wdZgQIRzhy7JbPzE7ylL4FzGb+wKheeZ:RP2FB4nWMjmSWtEz41bLIylCzG/+7

MD5: 0E4B99F76980525EB9536B9212DF261F

SHA1: 42B4F4CDF7EFBCB577EC3C7CF04E7A3C8CB8C1EF
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SHA-256: E212C542EE0E21213C97E6F4BFC5D022AC69F89459F5EDBC4BBDE14FFE99FE60

SHA-512: 2DF2AE62021CE143D61FD5DB7C2F2ED0C9978B4D7A342AAC2D4DC533455F2805150CAAA04E6434A134B44D1B2F791310FC0B13D6A305F1B41BC9F4F7BAB55FA
2

Malicious: false

Preview:
0\r..m......@...X.Em....898EA6691CA3ABD86F9A2CCC6DAC982627F67F210E477D749E9F16961A109BDF..............'.......O'...0...^..E................................................l........
...............................................p...<...........0...|........................................(S....`......L`N.....Qc.$.T....window....Q.P.......webpackJsonp..Qb.x. ....push.....`......L`.......`......Ma...
.0...`........aF.........Qb:F.'....3DW5C..Qbf/K.....3y+jC..Qb........7fJ7C..Qb.E.$....Gxm1C..Qb..}.....LwEIC..Qb..]U....My8UC..Qb:.......NJR1C..Qb.q.....ab+KC..QbR.y.....
fL0fC..Qb.H......hSLTC..Qb........nedbC..QbB.t.....o3t1C..Qb.f....pUpcC..Qb........qATSC..Qb..:.....tLIiC..Qb.~......y0onC..Qb.!'.....z8n0C.(S.t.`.....,L`.....@Rc..................
.M...Qb...-....c.....Qbr......r...b................`......Pd........push.3DW5...a..........QbjH R....d.....(S.....Iap...|...I..Q..@.-....HP.......9...https://js.driftt.com/core/assets/js/24.6165b45c.c
hunk.js...a........D`....D`J...D`..........`

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0cf5cd0fd4e0555b_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\108db05aa3f3ea38_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 9478

Entropy (8bit): 5.89104145131257

Encrypted: false

SSDEEP: 192:bFNs8m3y1278wX9MxZc+1/6d1K+Byp5tADSoL1bSMwXawX:vSy12jX9MxZc2id1CLirxbFY

MD5: A5DA7AE7E85BC029BE13A58BBEE697AF

SHA1: 37193DB3A9921103DF8CEBFD8BF1F2F7030D74ED

SHA-256: A76F021A0280C48E66A1000F070809BE79B9CF84BD40DE5426621E7C368AFD8B

SHA-512: FF7DAE52404B209AF1BBA71F3B5333F65E7D67381609C65A99642FE2628C0278CD1D3F3C65AF8164E30A99ECCE9159E2542F089C40CF687299AB0F3EBA9B363C

Malicious: false

Preview:
0\r..m......V....%.[...._keyhttps://js.driftt.com/core/assets/js/runtime~main.888ff9b8.js .https://driftt.com/.K.#/.............k.......(;...U....W....R..$.+.-|d.......A..Eo.........Q.......
..A..Eo................................'.......O.....#..3f.n....................d................(S.4..`$.....L`.....(S.1..`......L`<....hRc0.................Qb&.~.....e.... Qfz......checkDeferredModules..Qbr..
....r.....Qb...-....c.....Qb.%......t......M.. Qf^9......__webpack_require__...Qb.&c.....o...g$...............................I`....Da.....+...(S.)..`.....(L`.....M...Qb.x. ....push........QeR..z....h
asOwnProperty....Qb.wY=....call..Qc:.....shift........K`....D.Q.x..............*..&...*..&...*..&..&.|.&.(...i...B%.*..&...&.%.*....(...&...&.%.*..&..*..&.Y......&..0...%.L.&..F.%..Qw.......
&...B......4&....&.(...&.(...&.(.. &.Z...."....&.%.*.$&.0..&%..&..B.......&.]..((..*..(..,&.X...&.\.0.....&.(..2&.(..4&...&.%...|6&.Z....7..&.\.9...,Rc................ Qff13.....webpackJsonp
Callback

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\109af07f8465e4da_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 41178

Entropy (8bit): 6.074988313217477

Encrypted: false

SSDEEP: 768:IU1khtq5AbGaJvIQUDuSZrRBeflgzinYI6j6WjHbA3YTt0:Ikkfq5AbfIDqjv6ZA3r

MD5: BCACA4A102A6C2BA0C7307CA963C1732

SHA1: 4C04F2553113784BDC1EFCA258152B23A99550D2

SHA-256: 629096FB34C5FDE25CB33EEB81FA1DD8A67434B6B2F956D5A2EFAAA2AAFA4313

SHA-512: 1393BF3E8AE5A12B1797DD8213EEDF918689AD6B2A9D987ECBC6D806A9BCF1540BDFE5BF9B92496FE34A8558C6942BE19EC8132D573700571AC0FF42EE6D0C3
F

Malicious: false

Preview:
0\r..m......R...2.f....._keyhttps://js.driftt.com/core/assets/js/23.dbd7bb7d.chunk.js .https://driftt.com/..K.#/...................>.}..C+ j..<m.Be..t..%.."....B..A..Eo......w.?1.........A..
Eo................................'..X....O....8...'..................@............................................................(S....`n.....L`F.....Qc.$.T....window....Q.P.......webpackJsonp..Qb.x. ....push.....`....
..L`.......`......Ma........`........a>.........Qb".......1Z3aC..Qb^<0.....2uLeC..Qb>.-R....9HpmC..Qbj[......G5CQC..Qb.E.$....Gxm1C..Qb:F".....LdxcC..Qb........MWt3C..Qb.r.g....SrL
ZC..Qb..N ....SwvNC..Qbf./6....Uo75C..Qb.H......hSLTC..Qb..@....sXTYC..Qb.].....swFsC..Qb.=.....txDsC..Qb..j....xyhjC.(S.$.`....]..K`....Dc.... ............(Rc..................1.`
......Pd........push.1Z3a...a............@.-....HP.......9...https://js.driftt.com/core/assets/js/23.dbd7bb7d.chunk.js...a........D`....D`T...D`.....=....`....&...&....&.(S....`.....8L`.....hRc0......
...........Qb...-..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\114677e6c36ebcbb_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 345

Entropy (8bit): 5.603535947006505

Encrypted: false

SSDEEP: 6:maTtXYGLUxwzgmj4PY0c71j4Ggkk3D60XSrEMWfZK6tc16dngrEMk:PRfsPjcRsGglDWEVfTm12kE

MD5: C58C95324C547EBB2404B5C97AA3CBAA

SHA1: BB418CE324CC4DE96851858051F04DF168192664

SHA-256: 8BA111FA6397DEF6E1835D8653DEB930386165375A327AE38AF01E513EB94524

SHA-512: 85CA8D3750F128351A794AB78E0F2545828CBABF468F3F73451238D98221134556678F1618847C49C18E553DD77E42C651AA4DD4433E6569BF5B99C582083647

Malicious: false

Preview:
0\r..m.................._keyhttps://www.youtube-nocookie.com/s/player/da9443d1/www-embed-player.vflset/www-embed-player.js .https://youtube-nocookie.com/g./L.#/..........
..............\p.X.p...<..L.^.F...8..A..Eo.......]...........A..Eo..................g./L.#/.............8...........\p.X.p...<..L.^.F...8..A..Eo.......V:.........
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\114677e6c36ebcbb_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\11b0a09e6e5e70bf_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 345

Entropy (8bit): 5.7619964100047705

Encrypted: false

SSDEEP: 6:mtX6EYZDtVcmWyH85JD6G1uqcIhgG4rpSZK6t3k3FiBTxgafrMH63IhgG4r4:AwVxj85VXcIKLliuiJfoOIKLE

MD5: 5F43425277601CC79EB9953B63F33416

SHA1: F060155E2D1817A78612EEA1F31A835DDF8BDCF0

SHA-256: 06F61CE157B9A941A5D4C521C62A55DF3092450EB2FE531663BB57611D9C4911

SHA-512: E720C442A2B3E8B5C6A2A89F58F20170F9CD9442778E97A39BEFF2D18C0E206908B505F314E50468BDBFAEF59392CFFE06B1D1AFE2314E92FD7923FDEC8107C
F

Malicious: false

Preview:
0\r..m......Q......|...._keyhttps://js.driftt.com/core/assets/js/4.0b443ee6.chunk.js .https://driftt.com/...K.#/.............s........Mf.c?t.jc....M~....4..qb....V<~.A..Eo......A.{O.........
A..Eo.....................K.#/.x...A6ED9D06ECDE4F8E45C65A6C3FA41F4FBCF4820332856C9DD13F24D18804D343.Mf.c?t.jc....M~....4..qb....V<~.A..Eo......K...L.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\189065a0ece5b287_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 44861

Entropy (8bit): 5.694151715470106

Encrypted: false

SSDEEP: 384:fhz2wAN5viyQ/u0BkzeH9pBLGBGHK9cyVdGF5df81MY3SEejNyQ/q46NOIM2NqiE:12xFUu0ezSAMPdf8eNvQHEueknjo8na

MD5: 75A8617E7B4592FFC27933E0E9BBAF15

SHA1: 729FDC0348932E74A1253D572F33D36D5CE10243

SHA-256: 208198BCE3E4B383F07F91D1EA473EA8A0E227912B71D7AE90975FA3B95FFB90

SHA-512: DD43B976C527E7FF39B04C149900056BD819AFD6A1274C892F097C1F3A24A4C193AE8EAAB4F550912CE52B53F6D7C0C79F292D594CA1D23C8564F3D11B8C7113

Malicious: false

Preview:
0\r..m......].....7y...._keyhttps://js.driftt.com/core/assets/js/main~53ca99a6.c734c4e2.chunk.js .https://driftt.com/e..K.#/.............O........2}..o.G\..._.C...HwF......tM..A..Eo......Z..
.........A..Eo................................'.1z....O........i.E..............................................................................(S.-...`......L`n.....Qc.$.T....window....Q.P.......webpackJsonp..Qb.x. ....
push.....`......L`.......`......Ma........`.......`......L`.......`.....LMq"...........Z...,...V...&...D...:....... ...J...B...*.......................af.........Qb.)......+ZvlC..Qb2X.H....0LtHC..Qb..p.....0lfv
C..Qbv..2....4c+FC..Qb...G....6lNaC..Qb........7BJgC..Qb.{......7otoC..Qb........8saYC..Qb6*.$....9xv8C..Qb.L......BMKrC..Qb..09....CpupC..QbJeN%....EQxiC..Qb.......F8vJC
..Qbf.fC....HPUVC..Qb..<.....MFhOC..Qbb.......NletC..Qb~r.z....PjZBC..Qb^.......VYE+C..Qb......gG69C..Qb...n....hscJC..Qb*}......l+XeC..QbJ.......moLGC..Qb.=......qeWUC..
Qb./.....t8dsC..QbJ..[....wNJwC

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1bcffcab8003e961_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 562

Entropy (8bit): 5.9291970047901845

Encrypted: false

SSDEEP: 12:B+gVxcONVv18Q+VCTn8Q+vIyq6+Wyq6+:B+gViWv18QjTn8Qeo6x6

MD5: 38BD423E7D729958A7883A87ABB9C817

SHA1: 9C0CC0BE64D8B4D40E56E1FF887496FC0AA5BC91

SHA-256: 0AC09CDE3D36FF409A0155A80CF63B9F1BC6E7BBFF563896D7F33E6F2FABA433

SHA-512: D7DCBC709CA99E29E75F82D4B1922BA8D5C789DD4055374DF792B38500397E791CE06FD2F092841677F418136C270CB5FD1F97ED930947362DED433FA2ABCFEE

Malicious: false

Preview:
0\r..m......R....R%....._keyhttps://js.driftt.com/core/assets/js/35.cfdb5c47.chunk.js .https://driftt.com/...K.#/.............U.......Q .E.g..."..tU.K.N.(S.o..V.>(|..A..Eo.......3.........A.
.Eo.....................K.#/...................Q .E.g..."..tU.K.N.(S.o..V.>(|..A..Eo.........b...........K.#/.....DA695B4F3DF82A448F4277E7A0869B8DC6ED9439A2C611AB1BCE4FF8
AC400487Q .E.g..."..tU.K.N.(S.o..V.>(|..A..Eo......<...L..........K.#/.....DA695B4F3DF82A448F4277E7A0869B8DC6ED9439A2C611AB1BCE4FF8AC400487Q .E.g...".
.tU.K.N.(S.o..V.>(|..A..Eo......<...L.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1c5861241d6b406d_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 51618

Entropy (8bit): 5.620881423187518

Encrypted: false
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SSDEEP: 768:IPxCZyn3MYf45kI0BqzVd+hV58EOMW0y9l2I7EsedfA1:41n8Yf45kI0BqxMhfVW373exA1

MD5: 5BF5E1906F94602F59DD5033C761BC86

SHA1: 203C706CB6154E1988701BD2E9F3BE60B295AF59

SHA-256: C61C03D571EE3E79D5D79D2F54858BB6B2415E023463E10AF52BF18F359C3334

SHA-512: C8A2908AC0FC5F720FC83C034AA52AB1464D753BEC2149AD8D4C4ECD413572E8194BFDFAB067278436E8EF73C3543DF57CCBCD5466A1EC4F6C98A28EDCA5FC
0A

Malicious: false

Preview:
0\r..m......R....h.{...._keyhttps://js.driftt.com/core/assets/js/22.c3832689.chunk.js .https://driftt.com/C..K.#/...................W;*...Z. nT.P.k.lxZ...........n.A..Eo......M.4D.........A.
.Eo................................'.......O...........................................l....................................................(S.%...`......L`j.....Qc.$.T....window....Q.P.......webpackJsonp..Qb.x. ....push.....`....
..L`.......`......Ma....,...`........ab.........Qb..e.....1FNfC..QbN.@|....26VMC..Qb2.v.....5CQLC..Qb........AHQfC..Qb.:......AHYTC..Qb^..8....IZJCC..Qb.5.....IwrgC..Qb..bi....MiOA
C..Qb.h.b....N7nIC..Qb........Nx04C..QbZ.......VKa5C..Qb..6.....XywmC..Qb.n......bTzNC..Qb^.......cJHJC..Qbv.-C....e9BDC..Qb..9.....exJpC..Qb........h5q0C..QbR.4.....jiYP
C..QbrAI.....jniCC..Qb2M......mekdC..Qb"..z....sY30C..Qb~.......u77mC..Qb:.......xqFTC..Qb.0.'....zgdOC.(S...`.....DL`.....`Rc,.................Qcf..L....__read....Qc.b......__spre
ad..Qbr......r.....Qd~../....callOnHub....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1c5861241d6b406d_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\21965fb85a2acd6d_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 62469

Entropy (8bit): 5.88432824965407

Encrypted: false

SSDEEP: 768:T3gjYCgWeIq+Hu7RWkIvE2/kmVG+ggpo1eeahLhVTh9SAFS80XCSyTyEAO:TQVgiqzw/B0elRhFh9s2wO

MD5: 72C9592DD14EC5FCDDB70F1C798590BC

SHA1: C0881BBD3265EC917A0775220DE7E47A27657193

SHA-256: 9A8F2E96B9FDDB082B1385B839BC20AACFF0DEC963B79CEA39CF198F2D29F2D6

SHA-512: 73531972CDD17D58DC77BC3921EC999311837017313099B04E5B611EF89F2A8CC5C16CFA6A71DBC714C8C7675E0C6A3F98378E0D424FC903CCE4CEAA897F4A85

Malicious: false

Preview:
0\r..m......].....*....._keyhttps://js.driftt.com/core/assets/js/main~970f9218.7999e723.chunk.js .https://driftt.com/...K.#/....................6Gd....2.G.+....C.E>..........A..Eo.......%s7.
........A..Eo................................'.$.....O....@..................H...........................h...............................p............................(S.%...`......L`j.....Qc.$.T....window....Q.P.......we
bpackJsonp..Qb.x. ....push.....`......L`.......`......Ma........`........ab.........Qbf'....../7QAC..Qb.6......0HCWC..Qb.......6iwgC..Qbb{q.....7DgkC..Qb.bNz....9ttKC..QbN.@^....9u
dtC..QbV.=....BHzWC..Qb.......HvhgC..Qbn..M....K7i0C..Qb&s......La++C..Qb2}~w....PCkZC..Qb........SFoaC..Qb........SsZNC..Qb........TDUEC..Qb.4......UXShC..Qb..
.'....WjfvC..Qb.^A.....bYXQC..Qbjq.J....iL91C..Qb"......qixEC..Qb.<......uzbyC..Qbr=.m....vjChC..Qbzu^.....xwToC..Qb........y0ArC..Qb........zyglC.(S.1..`......L`X....8Rc..........
........Qb*..u....n.....Qbr......r...a$...........`......P

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\30a537e7f6051f90_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 111712

Entropy (8bit): 5.692089597091859

Encrypted: false

SSDEEP: 1536:9JXCfu6hWAsxsI3NgHMkUYLzpLo1ZUkrqQEV7+WJOV7+epg5P9KurrHB:9HAA6tfpLo5r5bqOViuKht

MD5: 002EE57B0864D4B6CD348B0831C44EA8

SHA1: D637144EDED0A891976519F26388AE610E318109

SHA-256: E29E9C98631F0F831111EDF01FC6E378182BAD0F72220C1E4103DC547F1BEDB9

SHA-512: D9E41FE82B5D89CFE855A529C35D42E67FCE00C9B52EB30180005AC176F8155BFD9742F514C3F4DE271D98570F4CD44E110A99E60F8D2273C297EDBBE01AA4A
1

Malicious: false

Preview:
0\r..m......@....Y6....3578B2FA42D17FCEB8710B1C45FF024E9AE6EDD1B253ACF1185D4F6CB1733B3D..............'.......O%...........................................$.........................
..............................................................................T....................(S.....`.......L`B.....Qc.$.T....window....Q.P.......webpackJsonp....Qb.x. ....push.....`......L`.......`......Ma........
`.....}...a:.........Qb.(.0....+MLxC..Qb......./GqUC..Qb..V...../bytC..Qb........07d7C..Qb..9.....0BK2C..QbB..*....0DkyC..QbV..F....0GbYC..Qb&.......0eefC..Qb...=....0ougC..Qb.....
..0rvrC..Qb..[.....14SlC..Qb..If....1E5zC..Qb.~B.....27RRC..Qb.[z.....2A+dC..Qb.,h.....2oRoC..Qb..!x....33WhC..QbF......3I1RC..Qb........3KgVC..QbN..+....3bBZC..Qb.......
.4BrfC..Qb........4HCiC..Qbv`#O....4WODC..Qb..8-....4XaGC..Qb.\.%....4XetC..Qb6..E....4h0YC..QbV..m....4mDmC..Qb.?.F....4sywC..Qb>......5D5oC..Qb........5DmWC..
Qb..e.....5mduC..Qbv.?....5s+nC..Qb6>e.....5xtpC..Qb..i.....66V8C..Qb.Ts....6JNqC

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\335eb1734ce2fe09_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 26322

Entropy (8bit): 5.820714101404343

Encrypted: false

SSDEEP: 384:K5GjGeLzUw3lrLDTHGyVGZ6EyqSl5GjGeLzUw3lrLDTHGyVGZ6EyqSS:K5GDDTHGyUg5GDDTHGyUF

MD5: 2A5443925B2F7CD5CEDC5B85DDCF1F0E

SHA1: 4BA8CF7AC3F8D33F601ADF94DB8EB6518F575963

SHA-256: 6AF14BD9AA642D5C83B858F7F4B4ED2A59F89F90D1C08FA7D0BE915EBBFB696A

SHA-512: FCBFB8AC138A5A588FD51931F5098240AC25B6B8153893114C9AEA0CAE0D80338310E0F13C1A9B5B456C337EFA51688902D931DD2F3068165887200FF1F91AB2
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Malicious: false

Preview:
0\r..m......R....j.5...._keyhttps://js.driftt.com/core/assets/js/30.d4e3e0f6.chunk.js .https://driftt.com/..K.#/...........................k.._....UBD.O!.W...Tk.A..Eo........Xe.........A..Eo
....................K.#/.........................k.._....UBD.O!.W...Tk.A..Eo......c..<......................'.n.....O....(2...b.#....................$...t....................(S....`.....LL`".....Qc.$.T....window....Q.P..
.....webpackJsonp..Qb.x. ....push.....`......L`.......`......Ma....<...`.....<..a..........Qbn.......HSQLC..Qb..o6....SkRIC..Qb:......V+70C..Qb"F.;....V4ETC..QbVI......Yl0QC..Qb.d.
....p2bkC.(S..`H....HL` ....`Rc,..................M...Qb...-....c.....Qb..,.....l.....R....Qb.&c.....o......S...Qb.jI.....s...f................................`......Pd........push.HSQL...a..........QbjH R....d
........(S.(.`....]..K`....Dd.....................,Rc...............I`....Da..........1.....@.-....HP.......9...https://js.driftt.com/core/assets/js/30.d4e3e0f6.chunk.js...a.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\335eb1734ce2fe09_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\339aa4ac6ae7d1a2_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 196

Entropy (8bit): 5.395169489854151

Encrypted: false

SSDEEP: 6:mAC/lgEY4rkvXrTYAndKN0sZ+3SIYK6t:3WgeIYC+02

MD5: 2A678130627469F319C57BEA33542AFF

SHA1: 02F932B1491CD99A30F5CB03488DFA4A5F8E7450

SHA-256: 0A9B55FBEF890192F830F15D92EE8B645BC2D5BC3C5B5390FF6B6CBFDD0D3726

SHA-512: 400EA9AEDA44A4D9254A298D2B4442E70A09F8FE0DDA74EDC524CB5ED69C74B8E611AF02AC2863791CD60C296B00F297A7F80257DE310E6E75D4B5F4B3917B4
E

Malicious: false

Preview:
0\r..m......@.....`....._keyhttps://s.adroll.com/j/roundtrip.js .https://nextcaller.com/k\EM.#/.......................5.a.B.X..tf.....1...{oq..8.+.A..Eo...................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\343dbb1fd551b4f5_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1002

Entropy (8bit): 6.0514686226713605

Encrypted: false

SSDEEP: 24:FwwGYvdNM4KuLMZkCr+T9dob5952IYvI:FN9k4RCra9dobpsI

MD5: 09C70BA82428AE2B112E15C950059ABC

SHA1: 958967066C6A58CABF92FCD25426953B9CC4E289

SHA-256: E2D49289568F5A6450CA8E8FB377BF24A78D0F5F87A64753E9FACE043994BD7D

SHA-512: 2B6184F5C045B8C5E0F0D657BACD69DA17F7FB8AE01852E626645701CF2368B5E6D3D3FA1374DBFC335A3BF13C136B7CC101E874A5178016CAEC5F54A08F30E
6

Malicious: false

Preview:
0\r..m......f.........._keyhttps://www.gstatic.com/_/mss/boq-identity/_/js/k=boq-identity.IdentityPoliciesUi.en._YipQ-m5f34.es5.O/ck=boq-identity.IdentityPoliciesUi.nutvr
iA6t5U.L.B1.O/am=KGCA/d=1/exm=A7fCU,BVgquf,BqFhcd,CBlRxf,COQbmf,EFQ78c,HDvRde,HLo3Ef,IZT63,JNoxi,Jis5wf,KG2eXe,KUM7Z,L1AAkb,LEikZe,MdUzUe,Mp
JwZc,NpD4ec,NwH0H,O1Gjze,O6y8ed,O8k1Cd,OmgaI,PQaYAf,PrPYRd,QIhFr,RMhBfe,Ru0Pgb,SF3gsd,SdcwHb,SpsfSb,U0aPgd,UUJqVe,Uas9Hd,UgAtXe,Ul
mmrd,V3dDOb,VwDzFe,XVMNvd,Y2UGcc,YLQSd,ZfAoz,ZwDk9d,_b,_tp,aW3pY,aurFic,b7FMof,blwjVc,byfTOb,duFQFc,e5qFLc,fKUV3e,gychg,hTAg0b,hc6Ubd,iTsyac
,iWP1Yb,lPKSwe,lfpdyf,lsjVmc,lwddkf,n73qwf,o02Jie,p8L0ob,pB6Zqd,pjICDe,pw70Gc,r2V6Pd,rHjpXd,s39S4,tfTN8c,w9hDv,ws9Tlc,x60fie,xQtZb,xUdipf,xiqEse,yDVVk
b,yJVP7e,zbML3c/excm=_b,_tp,privacyhomeview/ed=1/wt=2/rs=AOaEmlG-SjjgZvR9LwldobjRurMR47xrVQ/m=FqLSBc,A4UTCb,krBSJd,VXdfxd,uiNkee,wmlPKb,IavLJc 
.https://google.com/.+CL.#/.............{.......+......|.{.3.V.4uQ....T0ra..GR...A..Eo.......;.b.........A..Eo................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\380a997560e7a532_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 12338

Entropy (8bit): 5.824467071602164

Encrypted: false

SSDEEP: 192:VukPCF/O3FKSOeAfvegi8+5GOeajyC6mfveO0qYkFm7U5xcYHTVP:VUFG3cWAfvegiVdeacmneObFFmQc+F

MD5: 73FFB0CC7D24936E7FFAF85BE61F6052

SHA1: 79F8F3F239D35F2441F0A6105580572B3AFBF6F6

SHA-256: 299DB9AFCB4EDC362314CF310C89D77A735AAFF9816A93F41B7BA8622A5CCD7A

SHA-512: 138932727213561809FE3BED2A6BEE16840214608E9A2342B01C9D710B3D1030EC1BAA94EAC3377EB9399C77B4315B2EB1466025493E847034559317ABE6ED66

Malicious: false

Preview:
0\r..m......R......O...._keyhttps://js.driftt.com/core/assets/js/43.a7bcbb00.chunk.js .https://driftt.com/...K.#/.....................X.<.>.Q.L"...V.2.z...D0mY_....A..Eo...................A.
.Eo................................'..]....O.........K..........................H....................(S.t..`.....,L`......Qc.$.T....window....Q.P.......webpackJsonp..Qb.x. ....push.....`......L`.......`......Ma....V...`.
.......a..........Qb.-.O....GmLwC..Qb.U.....dEMFC.(S.T.`^.....L`.....<Rc..................Qbr......r.....Qb&.~.....e...b$.............Q.`......Pd........push.GmLw...a.........(S.1..`.......L`b....m.Rc
...........P.....Qb*..u....n.....QbRH.R....f......S...QdB.......kMaxLength....Qd.._@....createBuffer..Qc..j....Buffer.......Qd.?c.....assertSize....Qd..#....allocUnsafe...Qe*.....f
romArrayLike.....Qc*6......checked......Qbn.{.....swap. QfF......bidirectionalIndexOf..Qd........arrayIndexOf..Qc..e|....hexWrite..QdJ9......utf8Write.....Qd...d....asciiWrite....Q
d.D.i....latin1Wr
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\38f9dee56f1cd6b0_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 953

Entropy (8bit): 6.079373892829497

Encrypted: false

SSDEEP: 24:wwwGYvI52ETt7pdJQzibQVKJ2zobhp3mcGt:wN9mhzJQhVKr/I

MD5: 29D7C86B7771C1097B933E5A95E54E60

SHA1: 42701D3D617728480D871EFA96041E3050AEC1AE

SHA-256: 332F5EAF8E216EF8A69ECE11E2E8811C188E51588D68A2547C0AF873DEBF7E3F

SHA-512: 45A49DE270D16FE08A02FB58987F78B1D47039437A7B1B892F1AC5F079796B3E9D51BA3F1957590A24701AF2B56ED241A963856C1EF7FE788AE2543602246D67

Malicious: false

Preview:
0\r..m......5..........._keyhttps://www.gstatic.com/_/mss/boq-identity/_/js/k=boq-identity.IdentityPoliciesUi.en._YipQ-m5f34.es5.O/ck=boq-identity.IdentityPoliciesUi.nutv
riA6t5U.L.B1.O/am=KGCA/d=1/exm=LEikZe,_b,_tp,byfTOb,lsjVmc/excm=_b,_tp,privacyhomeview/ed=1/wt=2/rs=AOaEmlG-SjjgZvR9LwldobjRurMR47xrVQ/m=n73
qwf,ws9Tlc,IZT63,e5qFLc,UUJqVe,O1Gjze,xUdipf,blwjVc,fKUV3e,aurFic,COQbmf,U0aPgd,ZwDk9d,V3dDOb,r2V6Pd,p8L0ob,O6y8ed,NpD4ec,PrPYRd,MpJwZc,O8k1
Cd,NwH0H,OmgaI,HLo3Ef,x60fie,xiqEse,hTAg0b,XVMNvd,L1AAkb,KUM7Z,lfpdyf,duFQFc,s39S4,Jis5wf,lwddkf,gychg,w9hDv,RMhBfe,Y2UGcc,SdcwHb,aW3pY,YLQS
d,PQaYAf,iWP1Yb,pw70Gc,EFQ78c,Ulmmrd,ZfAoz,Ru0Pgb,CBlRxf,BqFhcd,xQtZb,lPKSwe,MdUzUe,QIhFr,JNoxi,b7FMof,rHjpXd,yDVVkb,pB6Zqd,SF3gsd,iTsyac,hc
6Ubd,KG2eXe,SpsfSb,tfTN8c,o02Jie,VwDzFe,zbML3c,HDvRde,Uas9Hd,BVgquf,yJVP7e,A7fCU,UgAtXe,pjICDe .https://google.com/..<L.#/......................Oa..?..8kB...&..
..Q..y.q..mx.T.A..Eo........>..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3ad14847f45a16b8_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 503

Entropy (8bit): 5.635346674211771

Encrypted: false

SSDEEP: 6:mgHYGLUxwzgbvT2buGgkMw+6HwIGUk4tDK6tu16MiaIGUk4GW16qilgIGUk4A16q:Nvu6buGgs+nI6IgZZI6vOmaI67MI68

MD5: 1F07ADA57207E106A10EE6AC5154974D

SHA1: 0176D1C6D670A1FF0D3292C33E096E75AB217533

SHA-256: 0032002BA9CA0EA3E572C9C46D2DA75E4A251FB75297C732A506FC5B7C86198C

SHA-512: 39FD46662048D103E14C627450DEF3C6869B74FBA4891DF680B9C56085580234C928C6E4DC999091F64B5C93B68762341A42D1E4CD24BEBF0F03FA520CB88217

Malicious: false

Preview:
0\r..m......w...v......._keyhttps://www.youtube-nocookie.com/s/player/da9443d1/player_ias.vflset/en_US/remote.js .https://youtube-nocookie.com/..UL.#/.............P......
.r.&.l$...[.@..h....-......N..a.A..Eo........f..........A..Eo....................UL.#/.............p.......r.&.l$...[.@..h....-......N..a.A..Eo.......r.>..........UL.#/.............v.......r.&.l$...[.@..h....-......N..a.
A..Eo......B{............UL.#/....................r.&.l$...[.@..h....-......N..a.A..Eo.......<sN........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3dbe54b7c92541c6_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 404

Entropy (8bit): 5.521174470726257

Encrypted: false

SSDEEP: 12:Bp7sIwvUiezpBL5NzNDp7sIwvUGrhYpBLq:BpgIQVet5NzNDpgIQ/NCtq

MD5: 51C0425E07ABC1298CF72FB7454D840C

SHA1: 2DA2D65C68D1C86818DB440BF1BCF8AEA6062F76

SHA-256: AABD503EDFF54CBCEFA534814191C09CEF937C2528DC5F3526AF5C44AE54DB1B

SHA-512: B0468963A9ACADCD3E54981C1F108BD878455069FAC4763D71D9456ECE03C2A7F5D0D7AB2B8A011E5BC3EBBBFE4EA2D60506DBD46B3B8D6C2AAA94B613DA3
D53

Malicious: false

Preview:
0\r..m......F...W......_keyhttps://www.google-analytics.com/analytics.js .https://google.com/.K]L.#/.........................f.\M.+.....f.P(G.....v..G.A..Eo.......Xyh.........A..Eo..........
........0\r..m......F...W......_keyhttps://www.google-analytics.com/analytics.js .https://google.com/.<.L.#/..........................f.\M.+.....f.P(G.....v..G.A..Eo......<.:..........A..Eo...........
.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\41710f54b7373a18_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 124352

Entropy (8bit): 5.884822211603323

Encrypted: false

SSDEEP: 3072:ThOxrKwF8ks78HupDZ3mIuQBddYxamBw42GaRUX:2rBF8oQDZTrDdYxamBnaOX

MD5: F4442F4D5FFA98D114B51C5CA60793DA

SHA1: 45F37083A10B94DA1F3C0AFA02A46264DD89943B
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SHA-256: 346A5D0085B4C856F01B8044BE6388879F763030CE1D1F0906CBEB7525A3C276

SHA-512: 5236BC7F8AB8232D1A6674AE4DD8A63166B841620178663AC937DE60D013DCC7DCBAE7883BC42E0F8B798A323DEC7C7C1263F9D6067E00816479C2C3262F3B3B

Malicious: false

Preview:
0\r..m......@...........FD85B71AA05F4370CA4DE85635296847D992B898720BB708855894F26F16F872..............'. .....O%...X...~u.a.................c..........(.......................h....
...........................4...................................`....................................(S.<..`2.....L`......Qb.5......gapi..Qc.eb.....loaded_0.(S....c.`.........L`.........Rc..................QbJ0.j...._...........Qc>
\=.....window....Qb.).....ha....Qb........ja....Qbz5......na....Qb".fq....oa....QbJ..[....wa....Qb.ng ....Aa....Qb..Y.....Da....Qb>CP.....Oa....Qb.r......Ia....Qb..\r....Ja....Qb.vz.....Ka....Qb.
[.....Pa....Qb...m....Qa....Qb..%.....Ra....Qb...y....jb....Qbf.......kb....Qbv.;.....mb....Qb........ab....Qb.N~0....ub....Qb.^......zb....Qb.H.6....yb....Qb........Ib....Qb.TS$....Ub....Qb>.9..
...Xb....Qb..F.....Yb....Qb..=5....gc....QbJ.$.....sc....Qb...W....Lc....Qb."......Mc....Qb...|....Rc....Qb.=.....Uc....Qb..K....Nc....Qb........Oc....QbJ..6....Pc....Qb...J....Vc....Qbj.......bd

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\41710f54b7373a18_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4222ed98887eebda_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 35169

Entropy (8bit): 5.831604459809428

Encrypted: false

SSDEEP: 768:ArOB2yQ4QrOjoCz90pmqb5ctEfPzOXNxVqiSM:n2yQ4QrOjz90pmmffPqXNx9X

MD5: CEA8AE8C14D2638C5DE3155BC7E13836

SHA1: 4773410905D216AC8AE764C582FF29CFC4EFA4B5

SHA-256: 357461F6D0C1D81C1A8A8EFD14F7E236C320A7E0E5A3A352F13A72019D399418

SHA-512: 26760A7871620162B04E23EB40290C059ECF15C82D4BF36771A7DA5178A478B6AEA55D87338A844C0F6CE9DB363FDA142BED5F621DB99E3E756C53A298770E18

Malicious: false

Preview:
0\r..m......Q....J%....._keyhttps://js.driftt.com/core/assets/js/5.67a119b2.chunk.js .https://driftt.com/5..K.#/....................O..e>......w>.h.C..gCY_}L;....A..Eo........T8.........A..E
o................................'..J....O.......L.:.....................................................................(S.]...`n......L`......Qc.$.T....window....Q.P.......webpackJsonp..Qb.x. ....push.....`......L`....
...`......Ma........`.........a~.........QbBD.....1b8iC..Qbv.g6....6fy/C..Qb>~......6rzOC..QbJ..,....7IKlC..QbF.......8EprC..QbR..1....97O6C..Qb........L3eCC..Qb.o......MQZSC..Qb..
O.....Mur8C..Qb.hj.....P+wrC..Qbb.(.....UAQ6C..Qb.];.....Vk0eC..QbV.6.....ey6YC..Qb".......fJrpC..QbR.y.....fL0fC..Qb.......fpJsC..Qb........fw6EC..Qb.:i.....gRD2C..Qb.Xm
.....hhdZC..Qb.......jITzC..Qb.O.!....mZ4KC..Qb........nedbC..Qb...+....nvPdC..QbB.t.....o3t1C..Qb........sPXlC..Qb..:.....tLIiC..Qb........uQkCC..QbV..:....vLHTC..Qbz.W|
....vwUFC..Qb.:G.....xqp/C..Qb.~......y0onC.(S.P.`Z.... L`.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\450142fd365c02e7_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 7370

Entropy (8bit): 5.898905697800539

Encrypted: false

SSDEEP: 192:3ndAJXN8QL5SgtkkTp6wkuQ/mNRxZ0O84UnRT:3MirgtkkTp6wkuQeNRxZJ8rT

MD5: 6D8A23526DE1CD0CA8EE868E2F227DB5

SHA1: B15DD44F83D8ABAD2736835736A9C0B5DB0F14F4

SHA-256: 833DFA24761ED15E00BBA53F5D98D9DD53ADF30955564F2C9155B9349193F345

SHA-512: 13068C1A24435ACE22921435EA58D12AD68DFC150A04912BC34D8CAE0B053A6A767390F60D5A76E3E02910BD83677DD92BE1AC670574A0E8CD235AAE662C1763

Malicious: false

Preview:
0\r..m......R.....;....._keyhttps://js.driftt.com/core/assets/js/31.8006e8ac.chunk.js .https://driftt.com/...K.#/......................Qp..D6._..[.q..#B..NE..!.m.E.K.A..Eo...................
A..Eo................................'.j.....O....P...I...................,....................(S....`.....LL`".....Qc.$.T....window....Q.P.......webpackJsonp..Qb.x. ....push.....`......L`.......`......Ma....>...`.....<.
.a..........Qb........2AO3C..Qb..;.....HXmnC..Qb..]U....My8UC..Qb.S......RqwxC..QbrG......VSUxC..Qb........yhQpC.(S.e..`.....dL`......RcD.................Qb.%......t.....Qb...-....
c.....Qb..,.....l......S...Qb.&c.....o.....Qb.jI.....s.....R....QbjH R....d.....QbRH.R....f......O...Qbrn......m.....Qb...+....p.....Qb.d#.....O...l$.......................................................`.....
.Pd........push.2AO3...a....\.....Qbr......r.....Qb.w......mj2O..Qb*..u....n.....Qb........7SM1......Qb*..>....QtlZ..Q...Qbz.2S....ERkP..Qb...T....uDfI..Qb..o6....SkRI..Qb.{......7
oto..Qb..09....C

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\484a67f8e93657dc_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 429

Entropy (8bit): 5.886142002745752

Encrypted: false

SSDEEP: 12:/gVxks0VTkRIoS9X2IoS2xD//oplAIoSxqt:/gVusgTkRIF9mIFC/ozAIFxq

MD5: 40876778FBAB50909F304F3851B6BC75

SHA1: B6B86A826DE4FBF7FF389DE794A628D458D1A1DF

SHA-256: 6C166FF82AD6F36D9A790879838042F5107F47278D59CFC16C22A0AA22285002

SHA-512: 97E9E01E77A6A8E943BC4B29C974107E91B50060F7A6C69797BB4864090DADB2D70F99DFC56103746052F45524321818DEEEEE3D4717EEDED8185C0F52027496

Malicious: false

Preview:
0\r..m......Q.....}....._keyhttps://js.driftt.com/core/assets/js/1.0af467a5.chunk.js .https://driftt.com/B..K.#/.............>........+W....i.;...(.@...._$.1.h..A..Eo.......`6..........A..Eo..........
........B..K.#/.............T........+W....i.;...(.@...._$.1.h..A..Eo..................B..K.#/.Xe..96A51E7159E60F28A278BF8CB90BDDBC4E2BDDD736D0A0829665FE53E9FBA
16E.+W....i.;...(.@...._$.1.h..A..Eo......wu..L.......
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4975958deb0979e3_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 39202

Entropy (8bit): 5.741580979380107

Encrypted: false

SSDEEP: 384:C014Wcx9TADBjaUETz1f0AdxVRjgh0v3y8PjB6vyQpBpk08Xtk4S7HCFFlVxPmCX:7yADB2Xzt0Adx/jbff8dbYIHo5Onlqvj

MD5: 96B195A08D5C1B12C1910A22BA8D3BFD

SHA1: C643B24E9CAE57D14DD25B14217C142EFC67B955

SHA-256: 66416CE117623A5964C5CED4DB4CFD2D2CFFFE25764D7FCC59C68ACA34302472

SHA-512: 471481B173870B1348A772A44C5A0DAFB45B57CC4247E4C182A7CD10294095AA79EA672D317DC32119AA8BA6843CA0CFA408ECB2DB034CB2EF741BD691132689

Malicious: false

Preview:
0\r..m......R.....3....._keyhttps://js.driftt.com/core/assets/js/45.bdf61037.chunk.js .https://driftt.com/S..K.#/......................*.(%O.NY..h..v.uT.y.:.=.2....A..Eo......?Oh..........A.
.Eo................................'.\.....O........%...........................................................H....................(S.l..`.....$L`......Qc.$.T....window....Q.P.......webpackJsonp..Qb.x. ....push.....`..
....L`.......`......Ma....Z...`........a..........Qb*Y.....jrvEC.(S....`.....].L`.....i.Rc0.................Qbr......r......M....S...Qc..8.....__values..Qcf..L....__read....Qc.b......__spread..Qb.jI.....s.....Q
b...-....c.....R....Qb..,.....l.....Qb...+....p.....QbjH R....d.....Qb.Fx....h.....QbRH.R....f.....Qb.'......v.... Qf.*......tslib_es6_extends.....Qb........_.....Qe.&......tslib_es6_values.
.Qez.~g....tslib_es6_read....Qe..5.....tslib_es6_spread..Qb>..v....y.....Qbrn......m......O........Qb.-dD....E.....Qb.d#.....O.....Qbv.&....j.... QfZ0......setupIntegrations.....Qb.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\49b640555bea3ff8_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 54698

Entropy (8bit): 6.049360716483956

Encrypted: false

SSDEEP: 768:arq+8P2lCpIn8NckHWxfDk30Ifmwju13rUZ31jVGsdhMPdZ8tompSUH:arn8P2lCpldtIwjeU31jgsd+gjpJ

MD5: DB032740F64E5CDD91C001D59F03ADE0

SHA1: F9635822CF61DE3379F4C998A43D3B4669CDA340

SHA-256: 458AFC0773A9E3D83FF023DB0787DFA83077BCDB4B1123C47DC0B64083D56844

SHA-512: 6710E272E872EA7E3256295E8682C497FCDD75C56C1B463EF91609B0EF604A3E0619CFEE98E535EC4044532B5032C57C13B18F5BEB01CAE0E54F070D7C408E49

Malicious: false

Preview:
0\r..m......R....|.{...._keyhttps://js.driftt.com/core/assets/js/37.9400e58c.chunk.js .https://driftt.com/\Y.K.#/...................~fD$.r.6.F....A.a.....}.dJ.U8._:.A..Eo.......@.r.........A
..Eo................................'.......O.........\.d................................H............................................................(S....`.....<L`......Qc.$.T....window....Q.P.......webpackJsonp..Qb.x. 
....push.....`......L`.......`......Ma....J...`.....,..a..........Qb.O......A5mOC..QbV.......KrFpC..Qb..u.....UM5qC..Qb...=....hE+JC.(S......`&/.....).L`.....y.Rc..................Qe...U...._slicedTo
Array... Qfv.G....._arrayLikeToArray.....Qbr......r......M...Qb.&c.....o......S...R....Qb.jI.....s.....QbRH.R....f.....Qbrn......m.....Qb>..v....y.....Qb...+....p.....Qb.'......v...........O...QbB....
...w.....Qb.../....k.....Qb.i......z.....Qb.d#.....O.....Qb........_.....Qbv.&....j.....Qb........D.....Qb"..{....M.....Qb........T.....Qb.-dD....E.....Qb~.......S.....Qbz7......P.....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4e784ccbc3fc9dfd_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 440

Entropy (8bit): 5.639398588114816

Encrypted: false

SSDEEP: 6:mwNOPYZDtLUA7/VVUM+TLQk8BtuDK6tWwNOPYZDtLUA7/VVUM+TUMp8BtwhK6t:nUYLUA7kF8ylUYLUA7kCo8E

MD5: 76C240303638FFD3CDA57BD7C0F57F23

SHA1: A8661563B6D08BDCF9BEB60F4235CC416E11ADEB

SHA-256: 23CD7B7424FD8A4A869DC33A51574FFE2B7D32021B8DE778CE32C456A51DAE7A

SHA-512: BD2FADBD4AABDDA326B8CAFC18249DA5FD06C6779221D8AA035A1FF51C06B71E8CCC875A74BCA0A829FB5A039BA57A4A7B19E3D40348730105D8DDE2CEEC
634D

Malicious: false

Preview:
0\r..m......X....h@!...._keyhttps://js.driftt.com/include/1624378200000/2eznhvmm4vg9.js .https://nextcaller.com/.i.G.#/.............%......./.xG2.VV..$....@..@....S........A..Eo...
....`.d.........A..Eo..................0\r..m......X....h@!...._keyhttps://js.driftt.com/include/1624378200000/2eznhvmm4vg9.js .https://nextcaller.com/.8M.#/...................../.xG2.VV..$.
...@..@....S........A..Eo..................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4e9f9b0d0faf688a_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 339

Entropy (8bit): 5.825396058155871

Encrypted: false

SSDEEP: 6:ms9Yf4RcioOOnUtr/0Wg+ZjAZT6Zz0flbTPY7/UBRc+BwH4q7DK6t:e4RcioOOUtIWrZjAZeZA3vX2R

MD5: 3B30E0F2D5C46EA66CAB670ED11768E4

SHA1: D08D915D314D2C06CF9B3BAC21AB8E9CCA46DFC4
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SHA-256: DE07A0636E48C1FF475290FB47F2F25ABA05A3F4DA6EC356757368134FDBE3A5

SHA-512: 5CD7941D340ACD15FA2DF8137480C1E6ABCC593508731BF366384D24EC857D6286DE81EE9D6FD45B492F50E93314A6B6FC867E9C61AC56E5F6D31246F5656F06

Malicious: false

Preview:
0\r..m................._keyhttps://api.autopilothq.com/anywhere/a226a61269bd46b49f99013b66ec690049378a691ede444f85200277cfa83809?devmode=true&t=Home%20-
%20Next%20Caller&u=https%3A%2F%2Fnextcaller.com%2F&r= .https://nextcaller.com/..>..#/....................).\.<$WA......%c......o....d...0.A..Eo......#lH..........A..Eo...........
.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4e9f9b0d0faf688a_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5791574709173403_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 470

Entropy (8bit): 6.169184931587924

Encrypted: false

SSDEEP: 12:0oLZ0vJyVIwHc5psV51L22c0vBMkZESuecY:0kmvsW0X2H0vBxE3ecY

MD5: FC6691442E86A6B6AB056156E2D67DF1

SHA1: 7B92222170CAB5AF548661E9269868D21ED5D10A

SHA-256: 5B19ED583D1D13F5D553CBB7DA54BFC7ECB39A0E7FBD6BEEEFD4FA74CCD36EFF

SHA-512: AC853C3B49276FFD2AA1F1C8D7F2F65E383C4DED90E6F4CBF0E01AB7C7682C8EA1991C59BB42FBDF4E74F7553ABB94258D605DFCAE168C45F15CE86A59068C
55

Malicious: false

Preview:
0\r..m...........V"...._keyhttps://apis.google.com/_/scs/abc-static/_/js/k=gapi.gapi.en.7yBiF1UUXzY.O/m=gapi_iframes,googleapis_client/rt=j/sv=1/d=1/ed=1/rs=AHpOoo-
pEDm0pqtBuZIKGpxOGTcQloIhJw/cb=gapi.loaded_0 .https://google.com/..SL.#/.....................:..R....3.O.S.L.:...|..9.N.x.$..A..Eo..................A..Eo....................SL.#/.....FD8
5B71AA05F4370CA4DE85635296847D992B898720BB708855894F26F16F872.:..R....3.O.S.L.:...|..9.N.x.$..A..Eo.......'P.L.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5a50d7ed089c3a43_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 86946

Entropy (8bit): 6.003597421423112

Encrypted: false

SSDEEP: 1536:3ma9XfcfsR9xB71YzFma9XfcfsR9xB71YzL:20v0M9xBez40v0M9xBezL

MD5: D9F2428A2BA2F18207E5ABC35A52C92B

SHA1: F22E34582DC5A6603DC35D21A372A8C068868A5A

SHA-256: C6266495675D1378957A53360F2F0B60FDDCD076D270F5BE9FAE20878829C72C

SHA-512: 1D5FEC944739F9C6D174674B9986AEE4BC8D92602EF39F52F42022A648B3E0A9082C96B19CA51D592508EFF639A79DF4FC46E619B4EC83D64984AC72833119E0

Malicious: false

Preview:
0\r..m......R..........._keyhttps://js.driftt.com/core/assets/js/27.fca79052.chunk.js .https://driftt.com/..K.#/.........................Pn..J&..b....3s...b.698..Q.A..Eo.......^I..........A..Eo.......
.............K.#/.......................Pn..J&..b....3s...b.698..Q.A..Eo........c[......................'..k....O....p.....!.............................................................d................(S....`n.....L`F.....Qc.$.T.
...window....Q.P.......webpackJsonp..Qb.x. ....push.....`......L`.......`......Ma....6...`........a>.........Qb:.S.....0O9JC..Qbz.2S....ERkPC..Qb........IR/NC..QbR.R&....Lf9qC..QbN
8!.....QS52C..Qb........UAFNC..Qb...a....ZO/3C..Qb./......c58oC..Qb..i.....h7FZC..Qb...(....hLw4C..Qb.\.....hf2PC..Qb..).....jiMjC..Qb25.....l9C+C..Qbz......lEaqC..Qb...n
....qn4dC.(S....`......L`J....hRc0.................Qbr......r.....R....Qb...-....c.....Qb...+....p.....QbRH.R....f....(QhF......._possibleConstructorReturn....Qb>..v....y....4Qk..r.'...Brows
erRouter_possibl

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5cacab30938835de_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 16698

Entropy (8bit): 6.048399103057171

Encrypted: false

SSDEEP: 384:J3d2eIhNQuQtHILx1yMamLTYPd3UZVkmusppgSQ+oZQU0TAqj:J1C77yMaCkVk3kYppgSnQmj

MD5: 4D4D35F138FE8CC15F5AB112E82EF19E

SHA1: 804454BC811546F5D44231342C1D15B2A8C6BE40

SHA-256: 7F559AECE82A380A719ACAEAE887C5FD0C8265D98BC03E85F472BCF10EFCAF57

SHA-512: 1A1A2CEAAB6F42BE75C3402A90ACDF8F73F0D0619769FC5BD28BEA696674B93D95CD63D6026506FE2301E548EF7A20464CDEC93DACE2B2A139CBA663153DC9
64

Malicious: false

Preview:
0\r..m......R...n..V...._keyhttps://js.driftt.com/core/assets/js/34.b38589b0.chunk.js .https://driftt.com/G..K.#/...................,..".....V.Y.d..N......r.$...n.A..Eo.......+U..........A..
Eo................................'..B....O.....?.....Y.............................................(S....`.....LL`".....Qc.$.T....window....Q.P.......webpackJsonp..Qb.x. ....push.....`......L`.......`......Ma....D...`..
...<..a..........Qb.9.{....1FobC..Qb.TZ*....1TxVC..Qb...l....2JD1C..Qbjs......6BARC..Qb..l.....Rl48C..Qb........lfu7C.(S.l.`.....,L`.....HRc .................Qb*..u....n.....Qb.&c.....o.....
Qe.E!y....decodeComponents..Qc..``....decode..c....................`......Pd........push.1Fob...a.........(S.....Ia..............Q..@.-....HP.......9...https://js.driftt.com/core/assets/js/3
4.b38589b0.chunk.js...a........D`....D`....D`..........`....&...&..Q.&....&.(S...Ia....(.....a......d........@...........&.(S.......Pd........e.exports...a:...E.......d..............@.....I..Q..d........@
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Static File Info

General
File type: PDF document, version 1.4

Entropy (8bit): 7.926027610658209

TrID: Adobe Portable Document Format (5005/1) 
100.00%

File name: Next_Caller#U2019s_Fraud___COVID-
19_Report_(Week_6-9).pdf

File size: 1243158

MD5: 5cf5e5cf2ac5f1eba159d03842f9e7c9

SHA1: 80e72b48c3c441900152ce45fcec3bb552ef1734

SHA256: c8471fe72419ed8c0c39cc5750e77cb9df3a1b4532f5a31
17441755eb55d52cf

SHA512: e330bdce99692fae4ab288b98ebc44e7b5573dba7fe54c6
96c2501dcfb4d736dc0a0d512b1d79a448c223b92cf5bcc
a2f292f674c90e919017c95b2f6be173f0

SSDEEP: 24576:ncGWoBzoDbc79T7YdX1feh7r0B5vLJkN+rricyG
mfz:PVBzoPyTOq0B5vLw9Ge

File Content Preview: %PDF-1.4.%.....1 0 obj.<<./Type /Catalog./Pages 2 0 R.
>>.endobj.3 0 obj.<<./Creator (Canva)./Producer (Canv
a)./CreationDate (D:20200521152106+00'00')./ModDate 
(D:20200521152105+00'00')./Keywords (DAD4Tk21y1Q
,BACHdo1NoBI)./Author (Sam E)./Title <4E65787420

File Icon

Icon Hash: 74ecccdcd4ccccf0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\60f428732ff62a33_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 390

Entropy (8bit): 5.7457454799126015

Encrypted: false

SSDEEP: 6:mBSYGLKdbVnIIEFLViMVYG6RfaoG8aT76CeYCWCbCBVauqpvCi4zK4yZK6t:07n/EFLkMyNCoG56rWcWqk3zWT

MD5: DB00D571B93447C4D1191F4017157C88

SHA1: 547757C2E28652933E4E58BE396079EF2C97776A

SHA-256: E7C9981ED28B585EFE4F4197C552FEF6A27D685D1DC40731DBB82B31BA1E5EB9

SHA-512: EE28BEEA80EA16A40E0457C2551D36058E30CD15DE3F937DE47D8C3BD36EC98BDBE01EAFBF9462ED99A88EBDF5648670C81A406A7BF0567FDED9E9740CD4A
339

Malicious: false

Preview:
0\r..m..........o......._keyhttps://www.gstatic.com/og/_/js/k=og.qtm.en_US.UKfh4Jard14.O/rt=j/m=q_d,qmd,qcwid,qapid/exm=qaaw,qabr,qadd,qaid,qalo,qebr,qein,qhaw,
qhbr,qhch,qhga,qhid,qhin,qhlo,qhmn,qhpc,qhpr,qhsf,qhtt/d=1/ed=1/rs=AA2YrTvhqESG86SancEQRa0zo3UDA8gUsw .https://google.com/ ..L.#/.............)........M........-
.^.K3......F.83...|..A..Eo......3.!].........A..Eo..................

General
Header: %PDF-1.4

Total Entropy: 7.926028

Total Bytes: 1243158

Stream Entropy: 7.925156

Stream Bytes: 1230252

Entropy outside Streams: 0.000000

Bytes outside Streams: 12906

Number of EOF found: 1

Bytes after EOF:

Static PDF Info

Keywords Statistics

Image Streams
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Network Port Distribution

ID DHASH MD5 Preview

13 a0540e8e54a48801 dd94e744496250e491484b450ee85e
4f

14 9b6beb8688988890 909af1d397c05c58bb8d7c12c82f1ff8

15 00822aaacac00280 0c2f5f4f62d1b6b2e11c5734b6d14fe9

23 8dcd0dacad657141 466c5104d25b8ecfdd2bb082040268
7f

25 cdcc8d8e830b1345 96b83cef0c7c1cbb747913206d5b78
eb

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 22, 2021 09:07:26.309590101 CEST 192.168.2.3 8.8.8.8 0x9f4c Standard query 
(0)

nextcaller.com A (IP address) IN (0x0001)

Jun 22, 2021 09:07:40.950211048 CEST 192.168.2.3 8.8.8.8 0xda96 Standard query 
(0)

nextcaller.com A (IP address) IN (0x0001)

Jun 22, 2021 09:07:42.198342085 CEST 192.168.2.3 8.8.8.8 0xb4ab Standard query 
(0)

212mq33wcw
14cr2kt2zmunq1-
wpengine.netdna-
ssl.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:07:42.200222015 CEST 192.168.2.3 8.8.8.8 0x2760 Standard query 
(0)

connect.so
undcloud.com

A (IP address) IN (0x0001)

TCP Packets

UDP Packets

DNS Queries
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Jun 22, 2021 09:07:42.210171938 CEST 192.168.2.3 8.8.8.8 0xf6d5 Standard query 
(0)

s.w.org A (IP address) IN (0x0001)

Jun 22, 2021 09:07:43.993840933 CEST 192.168.2.3 8.8.8.8 0x6e3f Standard query 
(0)

lh6.google
usercontent.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:07:44.046235085 CEST 192.168.2.3 8.8.8.8 0x6dcb Standard query 
(0)

connect.li
vechatinc.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:07:44.076338053 CEST 192.168.2.3 8.8.8.8 0x1079 Standard query 
(0)

js.driftt.com A (IP address) IN (0x0001)

Jun 22, 2021 09:07:44.090194941 CEST 192.168.2.3 8.8.8.8 0x12ed Standard query 
(0)

tag.demand
base.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:07:45.102353096 CEST 192.168.2.3 8.8.8.8 0x5962 Standard query 
(0)

cdn.livech
atinc.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:07:45.311032057 CEST 192.168.2.3 8.8.8.8 0x889d Standard query 
(0)

api.livech
atinc.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:07:45.417047977 CEST 192.168.2.3 8.8.8.8 0x914e Standard query 
(0)

static.hotjar.com A (IP address) IN (0x0001)

Jun 22, 2021 09:07:45.420058966 CEST 192.168.2.3 8.8.8.8 0x36a0 Standard query 
(0)

s.adroll.com A (IP address) IN (0x0001)

Jun 22, 2021 09:07:45.495732069 CEST 192.168.2.3 8.8.8.8 0xeaff Standard query 
(0)

s.adroll.com A (IP address) IN (0x0001)

Jun 22, 2021 09:07:45.566402912 CEST 192.168.2.3 8.8.8.8 0xf158 Standard query 
(0)

match.prod
.bidr.io

A (IP address) IN (0x0001)

Jun 22, 2021 09:07:45.567852020 CEST 192.168.2.3 8.8.8.8 0xc6f0 Standard query 
(0)

api.company-
target.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:07:45.638722897 CEST 192.168.2.3 8.8.8.8 0x90d2 Standard query 
(0)

id.rlcdn.com A (IP address) IN (0x0001)

Jun 22, 2021 09:07:45.655591011 CEST 192.168.2.3 8.8.8.8 0xd91d Standard query 
(0)

api.company-
target.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:07:45.671106100 CEST 192.168.2.3 8.8.8.8 0xcda3 Standard query 
(0)

match.prod
.bidr.io

A (IP address) IN (0x0001)

Jun 22, 2021 09:07:46.075695992 CEST 192.168.2.3 8.8.8.8 0xe399 Standard query 
(0)

segments.c
ompany-tar
get.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:07:46.952195883 CEST 192.168.2.3 8.8.8.8 0xe2b9 Standard query 
(0)

api.autopi
lothq.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:07:47.158968925 CEST 192.168.2.3 8.8.8.8 0x49a7 Standard query 
(0)

customer.a
pi.drift.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:07:47.160178900 CEST 192.168.2.3 8.8.8.8 0x8dea Standard query 
(0)

conversati
on.api.drift.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:07:47.160552979 CEST 192.168.2.3 8.8.8.8 0x2dd3 Standard query 
(0)

js.driftt.com A (IP address) IN (0x0001)

Jun 22, 2021 09:07:47.257184982 CEST 192.168.2.3 8.8.8.8 0x7e39 Standard query 
(0)

metrics.ap
i.drift.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:07:47.257339001 CEST 192.168.2.3 8.8.8.8 0x6428 Standard query 
(0)

targeting.api.drift.
com

A (IP address) IN (0x0001)

Jun 22, 2021 09:07:48.222193956 CEST 192.168.2.3 8.8.8.8 0xd731 Standard query 
(0)

fasttiger.io A (IP address) IN (0x0001)

Jun 22, 2021 09:07:48.347691059 CEST 192.168.2.3 8.8.8.8 0x30e7 Standard query 
(0)

bootstrap.
api.drift.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:07:48.507728100 CEST 192.168.2.3 8.8.8.8 0x3a11 Standard query 
(0)

212mq33wcw
14cr2kt2zmunq1-
wpengine.netdna-
ssl.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:07:48.508321047 CEST 192.168.2.3 8.8.8.8 0x449b Standard query 
(0)

match.prod
.bidr.io

A (IP address) IN (0x0001)

Jun 22, 2021 09:07:48.508409023 CEST 192.168.2.3 8.8.8.8 0xa10b Standard query 
(0)

lh6.google
usercontent.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:07:48.518582106 CEST 192.168.2.3 8.8.8.8 0xfb47 Standard query 
(0)

id.rlcdn.com A (IP address) IN (0x0001)

Jun 22, 2021 09:07:48.985882044 CEST 192.168.2.3 8.8.8.8 0xd97f Standard query 
(0)

segments.c
ompany-tar
get.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:07:49.239466906 CEST 192.168.2.3 8.8.8.8 0x4e2b Standard query 
(0)

embeds.dri
ftcdn.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:07:50.354962111 CEST 192.168.2.3 8.8.8.8 0x5d2a Standard query 
(0)

1501707-7.
chat.api.drift.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:07:50.355904102 CEST 192.168.2.3 8.8.8.8 0xe797 Standard query 
(0)

presence.a
pi.drift.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:07:50.417891979 CEST 192.168.2.3 8.8.8.8 0xa286 Standard query 
(0)

event.api.
drift.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:07:51.108217001 CEST 192.168.2.3 8.8.8.8 0x237e Standard query 
(0)

flow.api.drift.com A (IP address) IN (0x0001)

Jun 22, 2021 09:07:51.565542936 CEST 192.168.2.3 8.8.8.8 0xb0c4 Standard query 
(0)

driftt.imgix.net A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
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Jun 22, 2021 09:07:52.617528915 CEST 192.168.2.3 8.8.8.8 0x9dc7 Standard query 
(0)

clients2.g
oogleuserc
ontent.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:07:57.850528955 CEST 192.168.2.3 8.8.8.8 0xee09 Standard query 
(0)

www.youtube-
nocookie.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:08:01.601262093 CEST 192.168.2.3 8.8.8.8 0x11d7 Standard query 
(0)

yt3.ggpht.com A (IP address) IN (0x0001)

Jun 22, 2021 09:08:01.604516983 CEST 192.168.2.3 8.8.8.8 0x8c89 Standard query 
(0)

i.ytimg.com A (IP address) IN (0x0001)

Jun 22, 2021 09:08:02.099735975 CEST 192.168.2.3 8.8.8.8 0x2cc0 Standard query 
(0)

stats.g.do
ubleclick.net

A (IP address) IN (0x0001)

Jun 22, 2021 09:08:14.836014032 CEST 192.168.2.3 8.8.8.8 0x5342 Standard query 
(0)

nextcaller.com A (IP address) IN (0x0001)

Jun 22, 2021 09:08:15.313280106 CEST 192.168.2.3 8.8.8.8 0xdd84 Standard query 
(0)

s.w.org A (IP address) IN (0x0001)

Jun 22, 2021 09:08:15.333298922 CEST 192.168.2.3 8.8.8.8 0xd51e Standard query 
(0)

connect.so
undcloud.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:08:16.150563955 CEST 192.168.2.3 8.8.8.8 0x10ea Standard query 
(0)

cdn.livech
atinc.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:08:16.477355957 CEST 192.168.2.3 8.8.8.8 0xafbc Standard query 
(0)

s.adroll.com A (IP address) IN (0x0001)

Jun 22, 2021 09:08:16.496319056 CEST 192.168.2.3 8.8.8.8 0xd8e9 Standard query 
(0)

static.hotjar.com A (IP address) IN (0x0001)

Jun 22, 2021 09:08:16.632906914 CEST 192.168.2.3 8.8.8.8 0x8cb6 Standard query 
(0)

api.livech
atinc.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:08:17.454216003 CEST 192.168.2.3 8.8.8.8 0xed01 Standard query 
(0)

www.google.ch A (IP address) IN (0x0001)

Jun 22, 2021 09:08:17.492805958 CEST 192.168.2.3 8.8.8.8 0x13e Standard query 
(0)

d.adroll.m
gr.consensu.org

A (IP address) IN (0x0001)

Jun 22, 2021 09:08:17.501322031 CEST 192.168.2.3 8.8.8.8 0xef44 Standard query 
(0)

script.hotjar.com A (IP address) IN (0x0001)

Jun 22, 2021 09:08:17.849492073 CEST 192.168.2.3 8.8.8.8 0x1dc8 Standard query 
(0)

vars.hotjar.com A (IP address) IN (0x0001)

Jun 22, 2021 09:08:18.951272964 CEST 192.168.2.3 8.8.8.8 0xcb12 Standard query 
(0)

d.adroll.com A (IP address) IN (0x0001)

Jun 22, 2021 09:08:19.891696930 CEST 192.168.2.3 8.8.8.8 0x6484 Standard query 
(0)

connect.fa
cebook.net

A (IP address) IN (0x0001)

Jun 22, 2021 09:08:19.945950031 CEST 192.168.2.3 8.8.8.8 0xa3df Standard query 
(0)

nextcaller.com A (IP address) IN (0x0001)

Jun 22, 2021 09:08:19.991688967 CEST 192.168.2.3 8.8.8.8 0xaa8 Standard query 
(0)

ads.yahoo.com A (IP address) IN (0x0001)

Jun 22, 2021 09:08:19.992619038 CEST 192.168.2.3 8.8.8.8 0xde77 Standard query 
(0)

x.bidswitch.net A (IP address) IN (0x0001)

Jun 22, 2021 09:08:20.000644922 CEST 192.168.2.3 8.8.8.8 0x20e Standard query 
(0)

idsync.rlcdn.com A (IP address) IN (0x0001)

Jun 22, 2021 09:08:20.001090050 CEST 192.168.2.3 8.8.8.8 0xfab5 Standard query 
(0)

us-u.openx.net A (IP address) IN (0x0001)

Jun 22, 2021 09:08:20.001306057 CEST 192.168.2.3 8.8.8.8 0xb40a Standard query 
(0)

ib.adnxs.com A (IP address) IN (0x0001)

Jun 22, 2021 09:08:20.041613102 CEST 192.168.2.3 8.8.8.8 0xf9c7 Standard query 
(0)

cm.g.doubl
eclick.net

A (IP address) IN (0x0001)

Jun 22, 2021 09:08:20.372540951 CEST 192.168.2.3 8.8.8.8 0xa3b6 Standard query 
(0)

www.facebo
ok.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:08:21.737404108 CEST 192.168.2.3 8.8.8.8 0xaffa Standard query 
(0)

in.hotjar.com A (IP address) IN (0x0001)

Jun 22, 2021 09:08:25.327841997 CEST 192.168.2.3 8.8.8.8 0xf66d Standard query 
(0)

a9a6de4f8e
5bae57304f-
147f75b36
ca8e198378
094412a8c9
09e.ssl.cf
2.rackcdn.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:08:25.570782900 CEST 192.168.2.3 8.8.8.8 0x3feb Standard query 
(0)

secure.gra
vatar.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:08:25.571587086 CEST 192.168.2.3 8.8.8.8 0x2e2d Standard query 
(0)

f6d8b2eeb2
3e2fe14a6a-
2d01bb8c6
06da8c7152
07a3eb162b
3e6.ssl.cf
2.rackcdn.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:08:25.929626942 CEST 192.168.2.3 8.8.8.8 0xa75c Standard query 
(0)

i0.wp.com A (IP address) IN (0x0001)

Jun 22, 2021 09:08:27.325263977 CEST 192.168.2.3 8.8.8.8 0x14a3 Standard query 
(0)

secure.gra
vatar.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
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Jun 22, 2021 09:08:27.334534883 CEST 192.168.2.3 8.8.8.8 0x1d3b Standard query 
(0)

f6d8b2eeb2
3e2fe14a6a-
2d01bb8c6
06da8c7152
07a3eb162b
3e6.ssl.cf
2.rackcdn.com

A (IP address) IN (0x0001)

Jun 22, 2021 09:08:27.606646061 CEST 192.168.2.3 8.8.8.8 0x20b3 Standard query 
(0)

i0.wp.com A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jun 22, 2021 
09:06:10.042520046 
CEST

8.8.8.8 192.168.2.3 0x3ba2 No error (0) prda.aadg.
msidentity.com

www.tm.a.prd.aadg.traffic
manager.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:07:26.397387028 
CEST

8.8.8.8 192.168.2.3 0x9f4c No error (0) nextcaller.com 162.222.177.102 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:41.012098074 
CEST

8.8.8.8 192.168.2.3 0xda96 No error (0) nextcaller.com 162.222.177.102 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:42.266381025 
CEST

8.8.8.8 192.168.2.3 0xf6d5 No error (0) s.w.org 192.0.77.48 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:42.267250061 
CEST

8.8.8.8 192.168.2.3 0x2760 No error (0) connect.so
undcloud.com

dqre9twuee0sw.cloudfront
.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:07:42.267250061 
CEST

8.8.8.8 192.168.2.3 0x2760 No error (0) dqre9twuee
0sw.cloudf
ront.net

143.204.98.119 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:42.267250061 
CEST

8.8.8.8 192.168.2.3 0x2760 No error (0) dqre9twuee
0sw.cloudf
ront.net

143.204.98.118 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:42.267250061 
CEST

8.8.8.8 192.168.2.3 0x2760 No error (0) dqre9twuee
0sw.cloudf
ront.net

143.204.98.66 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:42.267250061 
CEST

8.8.8.8 192.168.2.3 0x2760 No error (0) dqre9twuee
0sw.cloudf
ront.net

143.204.98.36 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:42.268893003 
CEST

8.8.8.8 192.168.2.3 0xb4ab No error (0) 212mq33wcw
14cr2kt2zm
unq1-wpeng
ine.netdna-
ssl.com

94.31.29.64 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:44.044699907 
CEST

8.8.8.8 192.168.2.3 0x6e3f No error (0) lh6.google
usercontent.com

googlehosted.l.googleuse
rcontent.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:07:44.044699907 
CEST

8.8.8.8 192.168.2.3 0x6e3f No error (0) googlehost
ed.l.googl
euserconte
nt.com

142.250.186.161 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:44.110217094 
CEST

8.8.8.8 192.168.2.3 0x6dcb No error (0) connect.li
vechatinc.com

connect.livechat.com.edg
ekey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:07:44.145886898 
CEST

8.8.8.8 192.168.2.3 0x1079 No error (0) js.driftt.com dl7g9llrghqi1.cloudfront.n
et

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:07:44.145886898 
CEST

8.8.8.8 192.168.2.3 0x1079 No error (0) dl7g9llrgh
qi1.cloudf
ront.net

143.204.98.70 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:44.145886898 
CEST

8.8.8.8 192.168.2.3 0x1079 No error (0) dl7g9llrgh
qi1.cloudf
ront.net

143.204.98.111 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:44.145886898 
CEST

8.8.8.8 192.168.2.3 0x1079 No error (0) dl7g9llrgh
qi1.cloudf
ront.net

143.204.98.47 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:44.145886898 
CEST

8.8.8.8 192.168.2.3 0x1079 No error (0) dl7g9llrgh
qi1.cloudf
ront.net

143.204.98.49 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:44.160952091 
CEST

8.8.8.8 192.168.2.3 0x12ed No error (0) tag.demand
base.com

143.204.98.2 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:44.160952091 
CEST

8.8.8.8 192.168.2.3 0x12ed No error (0) tag.demand
base.com

143.204.98.115 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:44.160952091 
CEST

8.8.8.8 192.168.2.3 0x12ed No error (0) tag.demand
base.com

143.204.98.67 A (IP address) IN (0x0001)

DNS Answers
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Jun 22, 2021 
09:07:44.160952091 
CEST

8.8.8.8 192.168.2.3 0x12ed No error (0) tag.demand
base.com

143.204.98.51 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:45.165750980 
CEST

8.8.8.8 192.168.2.3 0x5962 No error (0) cdn.livech
atinc.com

cdn.livechat.com.edgekey
.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:07:45.374339104 
CEST

8.8.8.8 192.168.2.3 0x889d No error (0) api.livech
atinc.com

api.livechat.com.edgekey.
net

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:07:45.480715036 
CEST

8.8.8.8 192.168.2.3 0x36a0 No error (0) s.adroll.com sadroll.edgekey.net CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:07:45.493662119 
CEST

8.8.8.8 192.168.2.3 0x914e No error (0) static.hotjar.com static-cdn.hotjar.com CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:07:45.493662119 
CEST

8.8.8.8 192.168.2.3 0x914e No error (0) static-cdn
.hotjar.com

143.204.98.76 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:45.493662119 
CEST

8.8.8.8 192.168.2.3 0x914e No error (0) static-cdn
.hotjar.com

143.204.98.82 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:45.493662119 
CEST

8.8.8.8 192.168.2.3 0x914e No error (0) static-cdn
.hotjar.com

143.204.98.93 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:45.493662119 
CEST

8.8.8.8 192.168.2.3 0x914e No error (0) static-cdn
.hotjar.com

143.204.98.29 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:45.557873964 
CEST

8.8.8.8 192.168.2.3 0xeaff No error (0) s.adroll.com sadroll.edgekey.net CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:07:45.630420923 
CEST

8.8.8.8 192.168.2.3 0xc6f0 No error (0) api.company-
target.com

143.204.98.59 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:45.630420923 
CEST

8.8.8.8 192.168.2.3 0xc6f0 No error (0) api.company-
target.com

143.204.98.72 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:45.630420923 
CEST

8.8.8.8 192.168.2.3 0xc6f0 No error (0) api.company-
target.com

143.204.98.86 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:45.630420923 
CEST

8.8.8.8 192.168.2.3 0xc6f0 No error (0) api.company-
target.com

143.204.98.79 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:45.639024019 
CEST

8.8.8.8 192.168.2.3 0xf158 No error (0) match.prod
.bidr.io

52.210.44.111 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:45.639024019 
CEST

8.8.8.8 192.168.2.3 0xf158 No error (0) match.prod
.bidr.io

52.49.238.187 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:45.639024019 
CEST

8.8.8.8 192.168.2.3 0xf158 No error (0) match.prod
.bidr.io

52.208.167.91 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:45.639024019 
CEST

8.8.8.8 192.168.2.3 0xf158 No error (0) match.prod
.bidr.io

52.49.183.138 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:45.639024019 
CEST

8.8.8.8 192.168.2.3 0xf158 No error (0) match.prod
.bidr.io

54.246.13.173 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:45.639024019 
CEST

8.8.8.8 192.168.2.3 0xf158 No error (0) match.prod
.bidr.io

52.209.246.140 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:45.704283953 
CEST

8.8.8.8 192.168.2.3 0x90d2 No error (0) id.rlcdn.com 35.244.174.68 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:45.714485884 
CEST

8.8.8.8 192.168.2.3 0xd91d No error (0) api.company-
target.com

143.204.98.59 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:45.714485884 
CEST

8.8.8.8 192.168.2.3 0xd91d No error (0) api.company-
target.com

143.204.98.72 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:45.714485884 
CEST

8.8.8.8 192.168.2.3 0xd91d No error (0) api.company-
target.com

143.204.98.86 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:45.714485884 
CEST

8.8.8.8 192.168.2.3 0xd91d No error (0) api.company-
target.com

143.204.98.79 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:45.740812063 
CEST

8.8.8.8 192.168.2.3 0xcda3 No error (0) match.prod
.bidr.io

52.210.44.111 A (IP address) IN (0x0001)
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Jun 22, 2021 
09:07:45.740812063 
CEST

8.8.8.8 192.168.2.3 0xcda3 No error (0) match.prod
.bidr.io

52.209.246.140 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:45.740812063 
CEST

8.8.8.8 192.168.2.3 0xcda3 No error (0) match.prod
.bidr.io

52.49.238.187 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:45.740812063 
CEST

8.8.8.8 192.168.2.3 0xcda3 No error (0) match.prod
.bidr.io

52.208.167.91 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:45.740812063 
CEST

8.8.8.8 192.168.2.3 0xcda3 No error (0) match.prod
.bidr.io

54.246.13.173 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:45.740812063 
CEST

8.8.8.8 192.168.2.3 0xcda3 No error (0) match.prod
.bidr.io

52.49.183.138 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:46.152455091 
CEST

8.8.8.8 192.168.2.3 0xe399 No error (0) segments.c
ompany-tar
get.com

143.204.98.18 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:46.152455091 
CEST

8.8.8.8 192.168.2.3 0xe399 No error (0) segments.c
ompany-tar
get.com

143.204.98.76 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:46.152455091 
CEST

8.8.8.8 192.168.2.3 0xe399 No error (0) segments.c
ompany-tar
get.com

143.204.98.23 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:46.152455091 
CEST

8.8.8.8 192.168.2.3 0xe399 No error (0) segments.c
ompany-tar
get.com

143.204.98.57 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:47.014178038 
CEST

8.8.8.8 192.168.2.3 0xe2b9 No error (0) api.autopi
lothq.com

23.253.41.115 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:47.014178038 
CEST

8.8.8.8 192.168.2.3 0xe2b9 No error (0) api.autopi
lothq.com

162.242.174.138 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:47.014178038 
CEST

8.8.8.8 192.168.2.3 0xe2b9 No error (0) api.autopi
lothq.com

23.253.207.75 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:47.014178038 
CEST

8.8.8.8 192.168.2.3 0xe2b9 No error (0) api.autopi
lothq.com

198.61.165.71 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:47.221906900 
CEST

8.8.8.8 192.168.2.3 0x8dea No error (0) conversati
on.api.drift.com

istio.api.drift.com CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:07:47.221906900 
CEST

8.8.8.8 192.168.2.3 0x8dea No error (0) istio.api.drift.com afe79c04fd8464db69f453
355c110684-
6aa967fe209738b1.elb.us
-east-1.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:07:47.221906900 
CEST

8.8.8.8 192.168.2.3 0x8dea No error (0) afe79c04fd
8464db69f4
53355c110684-
6aa967f
e209738b1.
elb.us-east-
1.amazon
aws.com

3.94.218.138 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:47.221906900 
CEST

8.8.8.8 192.168.2.3 0x8dea No error (0) afe79c04fd
8464db69f4
53355c110684-
6aa967f
e209738b1.
elb.us-east-
1.amazon
aws.com

50.16.7.188 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:47.221906900 
CEST

8.8.8.8 192.168.2.3 0x8dea No error (0) afe79c04fd
8464db69f4
53355c110684-
6aa967f
e209738b1.
elb.us-east-
1.amazon
aws.com

54.147.21.139 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:47.221906900 
CEST

8.8.8.8 192.168.2.3 0x8dea No error (0) afe79c04fd
8464db69f4
53355c110684-
6aa967f
e209738b1.
elb.us-east-
1.amazon
aws.com

34.193.113.164 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:47.229976892 
CEST

8.8.8.8 192.168.2.3 0x2dd3 No error (0) js.driftt.com dl7g9llrghqi1.cloudfront.n
et

CNAME 
(Canonical 
name)

IN (0x0001)
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Jun 22, 2021 
09:07:47.229976892 
CEST

8.8.8.8 192.168.2.3 0x2dd3 No error (0) dl7g9llrgh
qi1.cloudf
ront.net

143.204.98.70 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:47.229976892 
CEST

8.8.8.8 192.168.2.3 0x2dd3 No error (0) dl7g9llrgh
qi1.cloudf
ront.net

143.204.98.111 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:47.229976892 
CEST

8.8.8.8 192.168.2.3 0x2dd3 No error (0) dl7g9llrgh
qi1.cloudf
ront.net

143.204.98.47 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:47.229976892 
CEST

8.8.8.8 192.168.2.3 0x2dd3 No error (0) dl7g9llrgh
qi1.cloudf
ront.net

143.204.98.49 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:47.234821081 
CEST

8.8.8.8 192.168.2.3 0x49a7 No error (0) customer.a
pi.drift.com

afe79c04fd8464db69f453
355c110684-
6aa967fe209738b1.elb.us
-east-1.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:07:47.234821081 
CEST

8.8.8.8 192.168.2.3 0x49a7 No error (0) afe79c04fd
8464db69f4
53355c110684-
6aa967f
e209738b1.
elb.us-east-
1.amazon
aws.com

50.16.7.188 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:47.234821081 
CEST

8.8.8.8 192.168.2.3 0x49a7 No error (0) afe79c04fd
8464db69f4
53355c110684-
6aa967f
e209738b1.
elb.us-east-
1.amazon
aws.com

3.94.218.138 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:47.234821081 
CEST

8.8.8.8 192.168.2.3 0x49a7 No error (0) afe79c04fd
8464db69f4
53355c110684-
6aa967f
e209738b1.
elb.us-east-
1.amazon
aws.com

34.193.113.164 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:47.234821081 
CEST

8.8.8.8 192.168.2.3 0x49a7 No error (0) afe79c04fd
8464db69f4
53355c110684-
6aa967f
e209738b1.
elb.us-east-
1.amazon
aws.com

54.147.21.139 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:47.319627047 
CEST

8.8.8.8 192.168.2.3 0x6428 No error (0) targeting.
api.drift.com

istio.api.drift.com CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:07:47.319627047 
CEST

8.8.8.8 192.168.2.3 0x6428 No error (0) istio.api.drift.com afe79c04fd8464db69f453
355c110684-
6aa967fe209738b1.elb.us
-east-1.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:07:47.319627047 
CEST

8.8.8.8 192.168.2.3 0x6428 No error (0) afe79c04fd
8464db69f4
53355c110684-
6aa967f
e209738b1.
elb.us-east-
1.amazon
aws.com

50.16.7.188 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:47.319627047 
CEST

8.8.8.8 192.168.2.3 0x6428 No error (0) afe79c04fd
8464db69f4
53355c110684-
6aa967f
e209738b1.
elb.us-east-
1.amazon
aws.com

3.94.218.138 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:47.319627047 
CEST

8.8.8.8 192.168.2.3 0x6428 No error (0) afe79c04fd
8464db69f4
53355c110684-
6aa967f
e209738b1.
elb.us-east-
1.amazon
aws.com

34.193.113.164 A (IP address) IN (0x0001)
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Jun 22, 2021 
09:07:47.319627047 
CEST

8.8.8.8 192.168.2.3 0x6428 No error (0) afe79c04fd
8464db69f4
53355c110684-
6aa967f
e209738b1.
elb.us-east-
1.amazon
aws.com

54.147.21.139 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:47.321657896 
CEST

8.8.8.8 192.168.2.3 0x7e39 No error (0) metrics.ap
i.drift.com

afe79c04fd8464db69f453
355c110684-
6aa967fe209738b1.elb.us
-east-1.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:07:47.321657896 
CEST

8.8.8.8 192.168.2.3 0x7e39 No error (0) afe79c04fd
8464db69f4
53355c110684-
6aa967f
e209738b1.
elb.us-east-
1.amazon
aws.com

3.94.218.138 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:47.321657896 
CEST

8.8.8.8 192.168.2.3 0x7e39 No error (0) afe79c04fd
8464db69f4
53355c110684-
6aa967f
e209738b1.
elb.us-east-
1.amazon
aws.com

50.16.7.188 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:47.321657896 
CEST

8.8.8.8 192.168.2.3 0x7e39 No error (0) afe79c04fd
8464db69f4
53355c110684-
6aa967f
e209738b1.
elb.us-east-
1.amazon
aws.com

54.147.21.139 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:47.321657896 
CEST

8.8.8.8 192.168.2.3 0x7e39 No error (0) afe79c04fd
8464db69f4
53355c110684-
6aa967f
e209738b1.
elb.us-east-
1.amazon
aws.com

34.193.113.164 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:48.317538977 
CEST

8.8.8.8 192.168.2.3 0xd731 No error (0) fasttiger.io 198.61.165.71 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:48.317538977 
CEST

8.8.8.8 192.168.2.3 0xd731 No error (0) fasttiger.io 162.242.174.138 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:48.317538977 
CEST

8.8.8.8 192.168.2.3 0xd731 No error (0) fasttiger.io 23.253.207.75 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:48.317538977 
CEST

8.8.8.8 192.168.2.3 0xd731 No error (0) fasttiger.io 23.253.41.115 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:48.412766933 
CEST

8.8.8.8 192.168.2.3 0x30e7 No error (0) bootstrap.
api.drift.com

istio.api.drift.com CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:07:48.412766933 
CEST

8.8.8.8 192.168.2.3 0x30e7 No error (0) istio.api.drift.com afe79c04fd8464db69f453
355c110684-
6aa967fe209738b1.elb.us
-east-1.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:07:48.412766933 
CEST

8.8.8.8 192.168.2.3 0x30e7 No error (0) afe79c04fd
8464db69f4
53355c110684-
6aa967f
e209738b1.
elb.us-east-
1.amazon
aws.com

50.16.7.188 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:48.412766933 
CEST

8.8.8.8 192.168.2.3 0x30e7 No error (0) afe79c04fd
8464db69f4
53355c110684-
6aa967f
e209738b1.
elb.us-east-
1.amazon
aws.com

3.94.218.138 A (IP address) IN (0x0001)
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Jun 22, 2021 
09:07:48.412766933 
CEST

8.8.8.8 192.168.2.3 0x30e7 No error (0) afe79c04fd
8464db69f4
53355c110684-
6aa967f
e209738b1.
elb.us-east-
1.amazon
aws.com

34.193.113.164 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:48.412766933 
CEST

8.8.8.8 192.168.2.3 0x30e7 No error (0) afe79c04fd
8464db69f4
53355c110684-
6aa967f
e209738b1.
elb.us-east-
1.amazon
aws.com

54.147.21.139 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:48.566445112 
CEST

8.8.8.8 192.168.2.3 0x3a11 No error (0) 212mq33wcw
14cr2kt2zm
unq1-wpeng
ine.netdna-
ssl.com

94.31.29.64 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:48.567341089 
CEST

8.8.8.8 192.168.2.3 0xa10b No error (0) lh6.google
usercontent.com

googlehosted.l.googleuse
rcontent.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:07:48.567341089 
CEST

8.8.8.8 192.168.2.3 0xa10b No error (0) googlehost
ed.l.googl
euserconte
nt.com

142.250.186.161 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:48.573255062 
CEST

8.8.8.8 192.168.2.3 0x449b No error (0) match.prod
.bidr.io

52.210.44.111 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:48.573255062 
CEST

8.8.8.8 192.168.2.3 0x449b No error (0) match.prod
.bidr.io

52.209.246.140 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:48.573255062 
CEST

8.8.8.8 192.168.2.3 0x449b No error (0) match.prod
.bidr.io

52.49.238.187 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:48.573255062 
CEST

8.8.8.8 192.168.2.3 0x449b No error (0) match.prod
.bidr.io

52.208.167.91 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:48.573255062 
CEST

8.8.8.8 192.168.2.3 0x449b No error (0) match.prod
.bidr.io

54.246.13.173 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:48.573255062 
CEST

8.8.8.8 192.168.2.3 0x449b No error (0) match.prod
.bidr.io

52.49.183.138 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:48.585220098 
CEST

8.8.8.8 192.168.2.3 0xfb47 No error (0) id.rlcdn.com 35.244.174.68 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:49.061150074 
CEST

8.8.8.8 192.168.2.3 0xd97f No error (0) segments.c
ompany-tar
get.com

143.204.98.23 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:49.061150074 
CEST

8.8.8.8 192.168.2.3 0xd97f No error (0) segments.c
ompany-tar
get.com

143.204.98.57 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:49.061150074 
CEST

8.8.8.8 192.168.2.3 0xd97f No error (0) segments.c
ompany-tar
get.com

143.204.98.76 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:49.061150074 
CEST

8.8.8.8 192.168.2.3 0xd97f No error (0) segments.c
ompany-tar
get.com

143.204.98.18 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:49.308913946 
CEST

8.8.8.8 192.168.2.3 0x4e2b No error (0) embeds.dri
ftcdn.com

143.204.98.9 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:49.308913946 
CEST

8.8.8.8 192.168.2.3 0x4e2b No error (0) embeds.dri
ftcdn.com

143.204.98.40 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:49.308913946 
CEST

8.8.8.8 192.168.2.3 0x4e2b No error (0) embeds.dri
ftcdn.com

143.204.98.102 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:49.308913946 
CEST

8.8.8.8 192.168.2.3 0x4e2b No error (0) embeds.dri
ftcdn.com

143.204.98.58 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:50.422157049 
CEST

8.8.8.8 192.168.2.3 0x5d2a No error (0) 1501707-7.
chat.api.d
rift.com

ee15ba61-wschat-
wschatalb-6fcf-
2062696737.us-east-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)
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Jun 22, 2021 
09:07:50.422157049 
CEST

8.8.8.8 192.168.2.3 0x5d2a No error (0) ee15ba61-w
schat-wschatalb-
6fcf-206269673
7.us-east-
1.elb.amaz
onaws.com

18.215.95.219 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:50.422157049 
CEST

8.8.8.8 192.168.2.3 0x5d2a No error (0) ee15ba61-w
schat-wschatalb-
6fcf-206269673
7.us-east-
1.elb.amaz
onaws.com

52.204.144.45 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:50.422157049 
CEST

8.8.8.8 192.168.2.3 0x5d2a No error (0) ee15ba61-w
schat-wschatalb-
6fcf-206269673
7.us-east-
1.elb.amaz
onaws.com

34.193.249.245 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:50.422157049 
CEST

8.8.8.8 192.168.2.3 0x5d2a No error (0) ee15ba61-w
schat-wschatalb-
6fcf-206269673
7.us-east-
1.elb.amaz
onaws.com

54.243.239.183 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:50.422157049 
CEST

8.8.8.8 192.168.2.3 0x5d2a No error (0) ee15ba61-w
schat-wschatalb-
6fcf-206269673
7.us-east-
1.elb.amaz
onaws.com

54.144.172.128 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:50.422157049 
CEST

8.8.8.8 192.168.2.3 0x5d2a No error (0) ee15ba61-w
schat-wschatalb-
6fcf-206269673
7.us-east-
1.elb.amaz
onaws.com

52.3.193.86 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:50.422157049 
CEST

8.8.8.8 192.168.2.3 0x5d2a No error (0) ee15ba61-w
schat-wschatalb-
6fcf-206269673
7.us-east-
1.elb.amaz
onaws.com

107.23.125.250 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:50.422157049 
CEST

8.8.8.8 192.168.2.3 0x5d2a No error (0) ee15ba61-w
schat-wschatalb-
6fcf-206269673
7.us-east-
1.elb.amaz
onaws.com

35.169.187.184 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:50.423506021 
CEST

8.8.8.8 192.168.2.3 0xe797 No error (0) presence.a
pi.drift.com

a2f905133e04e4d35ade9
cd4751dd35b-
4fd69d4b6621dbbd.elb.us
-east-1.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:07:50.423506021 
CEST

8.8.8.8 192.168.2.3 0xe797 No error (0) a2f905133e
04e4d35ade
9cd4751dd35b-
4fd69d4
b6621dbbd.
elb.us-east-
1.amazon
aws.com

54.85.240.191 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:50.423506021 
CEST

8.8.8.8 192.168.2.3 0xe797 No error (0) a2f905133e
04e4d35ade
9cd4751dd35b-
4fd69d4
b6621dbbd.
elb.us-east-
1.amazon
aws.com

54.173.95.250 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:50.423506021 
CEST

8.8.8.8 192.168.2.3 0xe797 No error (0) a2f905133e
04e4d35ade
9cd4751dd35b-
4fd69d4
b6621dbbd.
elb.us-east-
1.amazon
aws.com

35.174.210.7 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:50.423506021 
CEST

8.8.8.8 192.168.2.3 0xe797 No error (0) a2f905133e
04e4d35ade
9cd4751dd35b-
4fd69d4
b6621dbbd.
elb.us-east-
1.amazon
aws.com

52.0.218.127 A (IP address) IN (0x0001)
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Jun 22, 2021 
09:07:50.482881069 
CEST

8.8.8.8 192.168.2.3 0xa286 No error (0) event.api.
drift.com

alb-event-
1454785217.us-east-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:07:50.482881069 
CEST

8.8.8.8 192.168.2.3 0xa286 No error (0) alb-event-
1454785217.us-
east-1
.elb.amazo
naws.com

18.211.164.153 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:50.482881069 
CEST

8.8.8.8 192.168.2.3 0xa286 No error (0) alb-event-
1454785217.us-
east-1
.elb.amazo
naws.com

52.5.78.99 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:51.168355942 
CEST

8.8.8.8 192.168.2.3 0x237e No error (0) flow.api.drift.com istio.api.drift.com CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:07:51.168355942 
CEST

8.8.8.8 192.168.2.3 0x237e No error (0) istio.api.drift.com afe79c04fd8464db69f453
355c110684-
6aa967fe209738b1.elb.us
-east-1.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:07:51.168355942 
CEST

8.8.8.8 192.168.2.3 0x237e No error (0) afe79c04fd
8464db69f4
53355c110684-
6aa967f
e209738b1.
elb.us-east-
1.amazon
aws.com

3.94.218.138 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:51.168355942 
CEST

8.8.8.8 192.168.2.3 0x237e No error (0) afe79c04fd
8464db69f4
53355c110684-
6aa967f
e209738b1.
elb.us-east-
1.amazon
aws.com

50.16.7.188 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:51.168355942 
CEST

8.8.8.8 192.168.2.3 0x237e No error (0) afe79c04fd
8464db69f4
53355c110684-
6aa967f
e209738b1.
elb.us-east-
1.amazon
aws.com

54.147.21.139 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:51.168355942 
CEST

8.8.8.8 192.168.2.3 0x237e No error (0) afe79c04fd
8464db69f4
53355c110684-
6aa967f
e209738b1.
elb.us-east-
1.amazon
aws.com

34.193.113.164 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:51.628401041 
CEST

8.8.8.8 192.168.2.3 0xb0c4 No error (0) driftt.imgix.net dualstack.com.imgix.map.
fastly.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:07:51.628401041 
CEST

8.8.8.8 192.168.2.3 0xb0c4 No error (0) dualstack.
com.imgix.
map.fastly.net

151.101.114.208 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:52.679569006 
CEST

8.8.8.8 192.168.2.3 0x9dc7 No error (0) clients2.g
oogleuserc
ontent.com

googlehosted.l.googleuse
rcontent.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:07:52.679569006 
CEST

8.8.8.8 192.168.2.3 0x9dc7 No error (0) googlehost
ed.l.googl
euserconte
nt.com

216.58.212.161 A (IP address) IN (0x0001)

Jun 22, 2021 
09:07:57.926808119 
CEST

8.8.8.8 192.168.2.3 0xee09 No error (0) www.youtube-
nocookie.com

youtube-ui.l.google.com CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:08:01.665047884 
CEST

8.8.8.8 192.168.2.3 0x11d7 No error (0) yt3.ggpht.com photos-
ugc.l.googleusercontent.c
om

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:08:01.665047884 
CEST

8.8.8.8 192.168.2.3 0x11d7 No error (0) photos-ugc
.l.googleu
sercontent.com

142.250.186.161 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:01.674916029 
CEST

8.8.8.8 192.168.2.3 0x8c89 No error (0) i.ytimg.com 216.58.212.150 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:01.674916029 
CEST

8.8.8.8 192.168.2.3 0x8c89 No error (0) i.ytimg.com 142.250.185.86 A (IP address) IN (0x0001)
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Jun 22, 2021 
09:08:01.674916029 
CEST

8.8.8.8 192.168.2.3 0x8c89 No error (0) i.ytimg.com 172.217.16.150 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:01.674916029 
CEST

8.8.8.8 192.168.2.3 0x8c89 No error (0) i.ytimg.com 142.250.185.118 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:01.674916029 
CEST

8.8.8.8 192.168.2.3 0x8c89 No error (0) i.ytimg.com 142.250.185.150 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:01.674916029 
CEST

8.8.8.8 192.168.2.3 0x8c89 No error (0) i.ytimg.com 142.250.185.182 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:01.674916029 
CEST

8.8.8.8 192.168.2.3 0x8c89 No error (0) i.ytimg.com 142.250.185.214 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:01.674916029 
CEST

8.8.8.8 192.168.2.3 0x8c89 No error (0) i.ytimg.com 142.250.185.246 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:01.674916029 
CEST

8.8.8.8 192.168.2.3 0x8c89 No error (0) i.ytimg.com 142.250.181.246 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:01.674916029 
CEST

8.8.8.8 192.168.2.3 0x8c89 No error (0) i.ytimg.com 216.58.212.182 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:01.674916029 
CEST

8.8.8.8 192.168.2.3 0x8c89 No error (0) i.ytimg.com 142.250.74.214 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:01.674916029 
CEST

8.8.8.8 192.168.2.3 0x8c89 No error (0) i.ytimg.com 142.250.186.54 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:01.674916029 
CEST

8.8.8.8 192.168.2.3 0x8c89 No error (0) i.ytimg.com 142.250.186.86 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:01.674916029 
CEST

8.8.8.8 192.168.2.3 0x8c89 No error (0) i.ytimg.com 142.250.186.118 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:01.674916029 
CEST

8.8.8.8 192.168.2.3 0x8c89 No error (0) i.ytimg.com 142.250.186.150 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:01.674916029 
CEST

8.8.8.8 192.168.2.3 0x8c89 No error (0) i.ytimg.com 142.250.186.182 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:02.166954994 
CEST

8.8.8.8 192.168.2.3 0x2cc0 No error (0) stats.g.do
ubleclick.net

stats.l.doubleclick.net CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:08:02.166954994 
CEST

8.8.8.8 192.168.2.3 0x2cc0 No error (0) stats.l.do
ubleclick.net

74.125.140.157 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:02.166954994 
CEST

8.8.8.8 192.168.2.3 0x2cc0 No error (0) stats.l.do
ubleclick.net

74.125.140.156 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:02.166954994 
CEST

8.8.8.8 192.168.2.3 0x2cc0 No error (0) stats.l.do
ubleclick.net

74.125.140.154 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:02.166954994 
CEST

8.8.8.8 192.168.2.3 0x2cc0 No error (0) stats.l.do
ubleclick.net

74.125.140.155 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:14.900160074 
CEST

8.8.8.8 192.168.2.3 0x5342 No error (0) nextcaller.com 162.222.177.102 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:15.363423109 
CEST

8.8.8.8 192.168.2.3 0xdd84 No error (0) s.w.org 192.0.77.48 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:15.403789043 
CEST

8.8.8.8 192.168.2.3 0xd51e No error (0) connect.so
undcloud.com

dqre9twuee0sw.cloudfront
.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:08:15.403789043 
CEST

8.8.8.8 192.168.2.3 0xd51e No error (0) dqre9twuee
0sw.cloudf
ront.net

143.204.98.118 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:15.403789043 
CEST

8.8.8.8 192.168.2.3 0xd51e No error (0) dqre9twuee
0sw.cloudf
ront.net

143.204.98.36 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:15.403789043 
CEST

8.8.8.8 192.168.2.3 0xd51e No error (0) dqre9twuee
0sw.cloudf
ront.net

143.204.98.66 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:15.403789043 
CEST

8.8.8.8 192.168.2.3 0xd51e No error (0) dqre9twuee
0sw.cloudf
ront.net

143.204.98.119 A (IP address) IN (0x0001)
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Jun 22, 2021 
09:08:16.216382027 
CEST

8.8.8.8 192.168.2.3 0x10ea No error (0) cdn.livech
atinc.com

cdn.livechat.com.edgekey
.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:08:16.540847063 
CEST

8.8.8.8 192.168.2.3 0xafbc No error (0) s.adroll.com sadroll.edgekey.net CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:08:16.564219952 
CEST

8.8.8.8 192.168.2.3 0xd8e9 No error (0) static.hotjar.com static-cdn.hotjar.com CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:08:16.564219952 
CEST

8.8.8.8 192.168.2.3 0xd8e9 No error (0) static-cdn
.hotjar.com

143.204.98.76 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:16.564219952 
CEST

8.8.8.8 192.168.2.3 0xd8e9 No error (0) static-cdn
.hotjar.com

143.204.98.82 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:16.564219952 
CEST

8.8.8.8 192.168.2.3 0xd8e9 No error (0) static-cdn
.hotjar.com

143.204.98.93 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:16.564219952 
CEST

8.8.8.8 192.168.2.3 0xd8e9 No error (0) static-cdn
.hotjar.com

143.204.98.29 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:16.708817959 
CEST

8.8.8.8 192.168.2.3 0x8cb6 No error (0) api.livech
atinc.com

api.livechat.com.edgekey.
net

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:08:17.513017893 
CEST

8.8.8.8 192.168.2.3 0xed01 No error (0) www.google.ch 172.217.16.131 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:17.563242912 
CEST

8.8.8.8 192.168.2.3 0xef44 No error (0) script.hotjar.com 143.204.98.104 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:17.563242912 
CEST

8.8.8.8 192.168.2.3 0xef44 No error (0) script.hotjar.com 143.204.98.45 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:17.563242912 
CEST

8.8.8.8 192.168.2.3 0xef44 No error (0) script.hotjar.com 143.204.98.39 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:17.563242912 
CEST

8.8.8.8 192.168.2.3 0xef44 No error (0) script.hotjar.com 143.204.98.33 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:17.589201927 
CEST

8.8.8.8 192.168.2.3 0x13e No error (0) d.adroll.m
gr.consensu.org

d.adroll.com CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:08:17.589201927 
CEST

8.8.8.8 192.168.2.3 0x13e No error (0) d.adroll.com adserver-vpc-alb-0-
1578609942.eu-west-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:08:17.589201927 
CEST

8.8.8.8 192.168.2.3 0x13e No error (0) adserver-vpc-
alb-0-1
578609942.eu-
west-1.
elb.amazon
aws.com

52.212.91.150 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:17.589201927 
CEST

8.8.8.8 192.168.2.3 0x13e No error (0) adserver-vpc-
alb-0-1
578609942.eu-
west-1.
elb.amazon
aws.com

63.35.200.21 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:17.921691895 
CEST

8.8.8.8 192.168.2.3 0x1dc8 No error (0) vars.hotjar.com 143.204.98.32 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:17.921691895 
CEST

8.8.8.8 192.168.2.3 0x1dc8 No error (0) vars.hotjar.com 143.204.98.69 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:17.921691895 
CEST

8.8.8.8 192.168.2.3 0x1dc8 No error (0) vars.hotjar.com 143.204.98.123 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:17.921691895 
CEST

8.8.8.8 192.168.2.3 0x1dc8 No error (0) vars.hotjar.com 143.204.98.102 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:19.001789093 
CEST

8.8.8.8 192.168.2.3 0xcb12 No error (0) d.adroll.com adserver-vpc-alb-2-
1264451658.eu-west-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:08:19.001789093 
CEST

8.8.8.8 192.168.2.3 0xcb12 No error (0) adserver-vpc-
alb-2-1
264451658.eu-
west-1.
elb.amazon
aws.com

34.245.244.116 A (IP address) IN (0x0001)
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Jun 22, 2021 
09:08:19.001789093 
CEST

8.8.8.8 192.168.2.3 0xcb12 No error (0) adserver-vpc-
alb-2-1
264451658.eu-
west-1.
elb.amazon
aws.com

54.74.23.153 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:19.957011938 
CEST

8.8.8.8 192.168.2.3 0x6484 No error (0) connect.fa
cebook.net

scontent.xx.fbcdn.net CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:08:19.957011938 
CEST

8.8.8.8 192.168.2.3 0x6484 No error (0) scontent.x
x.fbcdn.net

157.240.17.15 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:20.010822058 
CEST

8.8.8.8 192.168.2.3 0xa3df No error (0) nextcaller.com 162.222.177.102 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:20.044631958 
CEST

8.8.8.8 192.168.2.3 0xaa8 No error (0) ads.yahoo.com edge.gycpi.b.yahoodns.n
et

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:08:20.044631958 
CEST

8.8.8.8 192.168.2.3 0xaa8 No error (0) edge.gycpi
.b.yahoodns.net

87.248.118.23 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:20.044631958 
CEST

8.8.8.8 192.168.2.3 0xaa8 No error (0) edge.gycpi
.b.yahoodns.net

87.248.118.22 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:20.051501989 
CEST

8.8.8.8 192.168.2.3 0xfab5 No error (0) us-u.openx.net 35.244.159.8 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:20.051501989 
CEST

8.8.8.8 192.168.2.3 0xfab5 No error (0) us-u.openx.net 34.98.64.218 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:20.054286003 
CEST

8.8.8.8 192.168.2.3 0xb40a No error (0) ib.adnxs.com g.geogslb.com CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:08:20.054286003 
CEST

8.8.8.8 192.168.2.3 0xb40a No error (0) g.geogslb.com ib.anycast.adnxs.com CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:08:20.054286003 
CEST

8.8.8.8 192.168.2.3 0xb40a No error (0) ib.anycast
.adnxs.com

37.252.173.62 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:20.054286003 
CEST

8.8.8.8 192.168.2.3 0xb40a No error (0) ib.anycast
.adnxs.com

37.252.172.38 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:20.054286003 
CEST

8.8.8.8 192.168.2.3 0xb40a No error (0) ib.anycast
.adnxs.com

37.252.172.37 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:20.054286003 
CEST

8.8.8.8 192.168.2.3 0xb40a No error (0) ib.anycast
.adnxs.com

37.252.172.250 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:20.054286003 
CEST

8.8.8.8 192.168.2.3 0xb40a No error (0) ib.anycast
.adnxs.com

37.252.172.45 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:20.054286003 
CEST

8.8.8.8 192.168.2.3 0xb40a No error (0) ib.anycast
.adnxs.com

37.252.173.22 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:20.054286003 
CEST

8.8.8.8 192.168.2.3 0xb40a No error (0) ib.anycast
.adnxs.com

37.252.172.36 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:20.054286003 
CEST

8.8.8.8 192.168.2.3 0xb40a No error (0) ib.anycast
.adnxs.com

37.252.173.27 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:20.064627886 
CEST

8.8.8.8 192.168.2.3 0x20e No error (0) idsync.rlcdn.com 35.244.174.68 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:20.113194942 
CEST

8.8.8.8 192.168.2.3 0xf9c7 No error (0) cm.g.doubl
eclick.net

216.58.212.130 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:20.369400978 
CEST

8.8.8.8 192.168.2.3 0xde77 No error (0) x.bidswitch.net alb-aws-fr-bswx-3-
1125904451.eu-central-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:08:20.369400978 
CEST

8.8.8.8 192.168.2.3 0xde77 No error (0) alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

35.158.179.12 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:20.369400978 
CEST

8.8.8.8 192.168.2.3 0xde77 No error (0) alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

3.120.52.76 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Jun 22, 2021 
09:08:20.369400978 
CEST

8.8.8.8 192.168.2.3 0xde77 No error (0) alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

18.194.69.213 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:20.369400978 
CEST

8.8.8.8 192.168.2.3 0xde77 No error (0) alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

52.58.146.86 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:20.369400978 
CEST

8.8.8.8 192.168.2.3 0xde77 No error (0) alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

52.28.120.199 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:20.369400978 
CEST

8.8.8.8 192.168.2.3 0xde77 No error (0) alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

52.57.142.16 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:20.369400978 
CEST

8.8.8.8 192.168.2.3 0xde77 No error (0) alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

18.185.140.232 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:20.369400978 
CEST

8.8.8.8 192.168.2.3 0xde77 No error (0) alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

3.126.158.103 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:20.444453001 
CEST

8.8.8.8 192.168.2.3 0xa3b6 No error (0) www.facebo
ok.com

star-
mini.c10r.facebook.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:08:20.444453001 
CEST

8.8.8.8 192.168.2.3 0xa3b6 No error (0) star-mini.
c10r.faceb
ook.com

157.240.17.35 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:21.790458918 
CEST

8.8.8.8 192.168.2.3 0xaffa No error (0) in.hotjar.com in-live.live.eks.hotjar.com CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:08:21.790458918 
CEST

8.8.8.8 192.168.2.3 0xaffa No error (0) in-live.li
ve.eks.hot
jar.com

52.30.7.71 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:21.790458918 
CEST

8.8.8.8 192.168.2.3 0xaffa No error (0) in-live.li
ve.eks.hot
jar.com

63.32.233.146 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:21.790458918 
CEST

8.8.8.8 192.168.2.3 0xaffa No error (0) in-live.li
ve.eks.hot
jar.com

176.34.201.89 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:21.790458918 
CEST

8.8.8.8 192.168.2.3 0xaffa No error (0) in-live.li
ve.eks.hot
jar.com

99.81.27.250 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:21.790458918 
CEST

8.8.8.8 192.168.2.3 0xaffa No error (0) in-live.li
ve.eks.hot
jar.com

63.34.251.77 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:21.790458918 
CEST

8.8.8.8 192.168.2.3 0xaffa No error (0) in-live.li
ve.eks.hot
jar.com

52.51.140.204 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:21.790458918 
CEST

8.8.8.8 192.168.2.3 0xaffa No error (0) in-live.li
ve.eks.hot
jar.com

34.248.145.243 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:21.790458918 
CEST

8.8.8.8 192.168.2.3 0xaffa No error (0) in-live.li
ve.eks.hot
jar.com

52.212.5.225 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:25.391714096 
CEST

8.8.8.8 192.168.2.3 0xf66d No error (0) a9a6de4f8e
5bae57304f-
147f75b36
ca8e198378
094412a8c9
09e.ssl.cf
2.rackcdn.com

cf2.rackcdn.com.edgekey
.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:08:25.635818958 
CEST

8.8.8.8 192.168.2.3 0x3feb No error (0) secure.gra
vatar.com

192.0.73.2 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:25.648850918 
CEST

8.8.8.8 192.168.2.3 0x2e2d No error (0) f6d8b2eeb2
3e2fe14a6a-
2d01bb8c6
06da8c7152
07a3eb162b
3e6.ssl.cf
2.rackcdn.com

cf2.rackcdn.com.edgekey
.net

CNAME 
(Canonical 
name)

IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Jun 22, 2021 
09:08:25.986660004 
CEST

8.8.8.8 192.168.2.3 0xa75c No error (0) i0.wp.com 192.0.77.2 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:27.378758907 
CEST

8.8.8.8 192.168.2.3 0x14a3 No error (0) secure.gra
vatar.com

192.0.73.2 A (IP address) IN (0x0001)

Jun 22, 2021 
09:08:27.411540985 
CEST

8.8.8.8 192.168.2.3 0x1d3b No error (0) f6d8b2eeb2
3e2fe14a6a-
2d01bb8c6
06da8c7152
07a3eb162b
3e6.ssl.cf
2.rackcdn.com

cf2.rackcdn.com.edgekey
.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jun 22, 2021 
09:08:27.662609100 
CEST

8.8.8.8 192.168.2.3 0x20b3 No error (0) i0.wp.com 192.0.77.2 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL
Client
Fingerprint JA3 SSL Client Digest

Jun 22, 2021 
09:07:42.372858047 
CEST

94.31.29.64 443 192.168.2.3 49755 CN=*.netdna-ssl.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB CN=AAA 
Certificate Services, 
O=Comodo CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

Mon Feb 
22 
01:00:00 
CET 
2021 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Sat Mar 
19 
00:59:59 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

Jun 22, 2021 
09:07:42.373591900 
CEST

94.31.29.64 443 192.168.2.3 49757 CN=*.netdna-ssl.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB CN=AAA 
Certificate Services, 
O=Comodo CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

Mon Feb 
22 
01:00:00 
CET 
2021 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Sat Mar 
19 
00:59:59 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

HTTPS Packets
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CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

Jun 22, 2021 
09:07:42.374464989 
CEST

94.31.29.64 443 192.168.2.3 49756 CN=*.netdna-ssl.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB CN=AAA 
Certificate Services, 
O=Comodo CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

Mon Feb 
22 
01:00:00 
CET 
2021 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Sat Mar 
19 
00:59:59 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

Jun 22, 2021 
09:07:42.374733925 
CEST

94.31.29.64 443 192.168.2.3 49754 CN=*.netdna-ssl.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB CN=AAA 
Certificate Services, 
O=Comodo CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

Mon Feb 
22 
01:00:00 
CET 
2021 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Sat Mar 
19 
00:59:59 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029
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Jun 22, 2021 
09:07:44.157489061 
CEST

94.31.29.64 443 192.168.2.3 49765 CN=*.netdna-ssl.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB CN=AAA 
Certificate Services, 
O=Comodo CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

Mon Feb 
22 
01:00:00 
CET 
2021 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Sat Mar 
19 
00:59:59 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

Jun 22, 2021 
09:07:44.188340902 
CEST

94.31.29.64 443 192.168.2.3 49766 CN=*.netdna-ssl.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB CN=AAA 
Certificate Services, 
O=Comodo CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

Mon Feb 
22 
01:00:00 
CET 
2021 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Sat Mar 
19 
00:59:59 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029
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Jun 22, 2021 
09:07:44.188863039 
CEST

94.31.29.64 443 192.168.2.3 49767 CN=*.netdna-ssl.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB CN=AAA 
Certificate Services, 
O=Comodo CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

Mon Feb 
22 
01:00:00 
CET 
2021 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Sat Mar 
19 
00:59:59 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

Jun 22, 2021 
09:07:44.198710918 
CEST

94.31.29.64 443 192.168.2.3 49768 CN=*.netdna-ssl.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB CN=AAA 
Certificate Services, 
O=Comodo CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

Mon Feb 
22 
01:00:00 
CET 
2021 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Sat Mar 
19 
00:59:59 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

Timestamp Source IP
Source
Port Dest IP
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Jun 22, 2021 
09:07:45.788744926 
CEST

52.210.44.111 443 192.168.2.3 49786 CN=*.match.prod.bidr.io 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, OU=Server 
CA 1B, O=Amazon, 
C=US CN=Amazon Root 
CA 1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Fri Feb 
26 
01:00:00 
CET 
2021 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Mon Mar 
28 
01:59:59 
CEST 
2022 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1, 
O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Jun 22, 2021 
09:07:47.305754900 
CEST

23.253.41.115 443 192.168.2.3 49795 CN=*.autopilothq.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Wed 
Aug 05 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Mon 
Nov 07 
01:00:00 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

Jun 22, 2021 
09:07:48.508965969 
CEST

23.253.41.115 443 192.168.2.3 49798 CN=*.autopilothq.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Wed 
Aug 05 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Mon 
Nov 07 
01:00:00 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031
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CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

Jun 22, 2021 
09:07:48.644474983 
CEST

198.61.165.71 443 192.168.2.3 49800 CN=fasttiger.io CN=R3, 
O=Let's Encrypt, C=US 
CN=ISRG Root X1, 
O=Internet Security 
Research Group, C=US

CN=R3, O=Let's Encrypt, 
C=US CN=ISRG Root X1, 
O=Internet Security 
Research Group, C=US 
CN=DST Root CA X3, 
O=Digital Signature Trust 
Co.

Fri Jun 
04 
17:21:34 
CEST 
2021 Fri 
Sep 04 
02:00:00 
CEST 
2020 
Wed 
Jan 20 
20:14:03 
CET 
2021

Thu Sep 
02 
17:21:34 
CEST 
2021 
Mon 
Sep 15 
18:00:00 
CEST 
2025 
Mon 
Sep 30 
20:14:03 
CEST 
2024

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=R3, O=Let's Encrypt, 
C=US

CN=ISRG Root X1, 
O=Internet Security 
Research Group, C=US

Fri Sep 
04 
02:00:00 
CEST 
2020

Mon 
Sep 15 
18:00:00 
CEST 
2025

CN=ISRG Root X1, 
O=Internet Security 
Research Group, C=US

CN=DST Root CA X3, 
O=Digital Signature Trust 
Co.

Wed 
Jan 20 
20:14:03 
CET 
2021

Mon 
Sep 30 
20:14:03 
CEST 
2024

Jun 22, 2021 
09:07:48.649279118 
CEST

3.94.218.138 443 192.168.2.3 49799 CN=drift.com CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, OU=Server 
CA 1B, O=Amazon, 
C=US CN=Amazon Root 
CA 1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Jun 02 
02:00:00 
CEST 
2021 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Sat Jul 
02 
01:59:59 
CEST 
2022 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1, 
O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034
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Jun 22, 2021 
09:07:48.680859089 
CEST

94.31.29.64 443 192.168.2.3 49805 CN=*.netdna-ssl.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB CN=AAA 
Certificate Services, 
O=Comodo CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

Mon Feb 
22 
01:00:00 
CET 
2021 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Sat Mar 
19 
00:59:59 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-23-
65281,29-23-
24,0

37f463bf4616ecd445d4a1
937da06e19

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

Jun 22, 2021 
09:07:48.686774969 
CEST

35.244.174.68 443 192.168.2.3 49809 CN=*.rlcdn.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB CN=AAA 
Certificate Services, 
O=Comodo CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

Thu Feb 
25 
01:00:00 
CET 
2021 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Tue Mar 
29 
01:59:59 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-23-
65281,29-23-
24,0

37f463bf4616ecd445d4a1
937da06e19

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

Jun 22, 2021 
09:07:48.690069914 
CEST

142.250.186.161 443 192.168.2.3 49806 CN=*.googleusercontent.co
m CN=GTS CA 1C3, 
O=Google Trust Services 
LLC, C=US CN=GTS Root 
R1, O=Google Trust 
Services LLC, C=US

CN=GTS CA 1C3, 
O=Google Trust Services 
LLC, C=US CN=GTS 
Root R1, O=Google Trust 
Services LLC, C=US 
CN=GlobalSign Root CA, 
OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Mon 
May 24 
04:59:49 
CEST 
2021 
Thu Aug 
13 
02:00:42 
CEST 
2020 Fri 
Jun 19 
02:00:42 
CEST 
2020

Mon 
Aug 16 
04:59:48 
CEST 
2021 
Thu Sep 
30 
02:00:42 
CEST 
2027 Fri 
Jan 28 
01:00:42 
CET 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-23-
65281,29-23-
24,0

37f463bf4616ecd445d4a1
937da06e19
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CN=GTS CA 1C3, 
O=Google Trust Services 
LLC, C=US

CN=GTS Root R1, 
O=Google Trust Services 
LLC, C=US

Thu Aug 
13 
02:00:42 
CEST 
2020

Thu Sep 
30 
02:00:42 
CEST 
2027

CN=GTS Root R1, 
O=Google Trust Services 
LLC, C=US

CN=GlobalSign Root CA, 
OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Fri Jun 
19 
02:00:42 
CEST 
2020

Fri Jan 
28 
01:00:42 
CET 
2028

Jun 22, 2021 
09:07:48.690407038 
CEST

142.250.186.161 443 192.168.2.3 49807 CN=*.googleusercontent.co
m CN=GTS CA 1C3, 
O=Google Trust Services 
LLC, C=US CN=GTS Root 
R1, O=Google Trust 
Services LLC, C=US

CN=GTS CA 1C3, 
O=Google Trust Services 
LLC, C=US CN=GTS 
Root R1, O=Google Trust 
Services LLC, C=US 
CN=GlobalSign Root CA, 
OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Mon 
May 24 
04:59:49 
CEST 
2021 
Thu Aug 
13 
02:00:42 
CEST 
2020 Fri 
Jun 19 
02:00:42 
CEST 
2020

Mon 
Aug 16 
04:59:48 
CEST 
2021 
Thu Sep 
30 
02:00:42 
CEST 
2027 Fri 
Jan 28 
01:00:42 
CET 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-23-
65281,29-23-
24,0

37f463bf4616ecd445d4a1
937da06e19

CN=GTS CA 1C3, 
O=Google Trust Services 
LLC, C=US

CN=GTS Root R1, 
O=Google Trust Services 
LLC, C=US

Thu Aug 
13 
02:00:42 
CEST 
2020

Thu Sep 
30 
02:00:42 
CEST 
2027

CN=GTS Root R1, 
O=Google Trust Services 
LLC, C=US

CN=GlobalSign Root CA, 
OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Fri Jun 
19 
02:00:42 
CEST 
2020

Fri Jan 
28 
01:00:42 
CET 
2028

Jun 22, 2021 
09:07:48.717897892 
CEST

52.210.44.111 443 192.168.2.3 49808 CN=*.match.prod.bidr.io 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, OU=Server 
CA 1B, O=Amazon, 
C=US CN=Amazon Root 
CA 1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Fri Feb 
26 
01:00:00 
CET 
2021 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Mon Mar 
28 
01:59:59 
CEST 
2022 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-23-
65281,29-23-
24,0

37f463bf4616ecd445d4a1
937da06e19

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1, 
O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037
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CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Jun 22, 2021 
09:07:48.744671106 
CEST

50.16.7.188 443 192.168.2.3 49801 CN=drift.com CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, OU=Server 
CA 1B, O=Amazon, 
C=US CN=Amazon Root 
CA 1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Jun 02 
02:00:00 
CEST 
2021 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Sat Jul 
02 
01:59:59 
CEST 
2022 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1, 
O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Jun 22, 2021 
09:07:48.754580975 
CEST

198.61.165.71 443 192.168.2.3 49804 CN=fasttiger.io CN=R3, 
O=Let's Encrypt, C=US 
CN=ISRG Root X1, 
O=Internet Security 
Research Group, C=US

CN=R3, O=Let's Encrypt, 
C=US CN=ISRG Root X1, 
O=Internet Security 
Research Group, C=US 
CN=DST Root CA X3, 
O=Digital Signature Trust 
Co.

Fri Jun 
04 
17:21:34 
CEST 
2021 Fri 
Sep 04 
02:00:00 
CEST 
2020 
Wed 
Jan 20 
20:14:03 
CET 
2021

Thu Sep 
02 
17:21:34 
CEST 
2021 
Mon 
Sep 15 
18:00:00 
CEST 
2025 
Mon 
Sep 30 
20:14:03 
CEST 
2024

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=R3, O=Let's Encrypt, 
C=US

CN=ISRG Root X1, 
O=Internet Security 
Research Group, C=US

Fri Sep 
04 
02:00:00 
CEST 
2020

Mon 
Sep 15 
18:00:00 
CEST 
2025

CN=ISRG Root X1, 
O=Internet Security 
Research Group, C=US

CN=DST Root CA X3, 
O=Digital Signature Trust 
Co.

Wed 
Jan 20 
20:14:03 
CET 
2021

Mon 
Sep 30 
20:14:03 
CEST 
2024
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Jun 22, 2021 
09:07:49.153675079 
CEST

143.204.98.23 443 192.168.2.3 49814 CN=*.company-target.com, 
OU=Domain Control 
Validated CN=Go Daddy 
Secure Certificate Authority 
- G2, 
OU=http://certs.godaddy.co
m/repository/, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, ST=Arizona, 
C=US CN=Go Daddy Root 
Certificate Authority - G2, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, ST=Arizona, 
C=US OU=Go Daddy Class 
2 Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

CN=Go Daddy Secure 
Certificate Authority - G2, 
OU=http://certs.godaddy.c
om/repository/, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
CN=Go Daddy Root 
Certificate Authority - G2, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Go Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US OU=Go 
Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

Wed 
Jun 19 
18:48:33 
CEST 
2019 
Tue May 
03 
09:00:00 
CEST 
2011 
Wed 
Jan 01 
08:00:00 
CET 
2014 
Tue Jun 
29 
19:06:20 
CEST 
2004

Wed 
Aug 18 
20:47:01 
CEST 
2021 
Sat May 
03 
09:00:00 
CEST 
2031 Fri 
May 30 
09:00:00 
CEST 
2031 
Thu Jun 
29 
19:06:20 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-23-
65281,29-23-
24,0

37f463bf4616ecd445d4a1
937da06e19

CN=Go Daddy Secure 
Certificate Authority - G2, 
OU=http://certs.godaddy.co
m/repository/, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, ST=Arizona, 
C=US

CN=Go Daddy Root 
Certificate Authority - G2, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Tue May 
03 
09:00:00 
CEST 
2011

Sat May 
03 
09:00:00 
CEST 
2031

CN=Go Daddy Root 
Certificate Authority - G2, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, ST=Arizona, 
C=US

OU=Go Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

Wed 
Jan 01 
08:00:00 
CET 
2014

Fri May 
30 
09:00:00 
CEST 
2031

OU=Go Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

OU=Go Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

Tue Jun 
29 
19:06:20 
CEST 
2004

Thu Jun 
29 
19:06:20 
CEST 
2034

Jun 22, 2021 
09:07:49.637171984 
CEST

23.253.41.115 443 192.168.2.3 49820 CN=*.autopilothq.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Wed 
Aug 05 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Mon 
Nov 07 
01:00:00 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

Jun 22, 2021 
09:07:49.649709940 
CEST

23.253.41.115 443 192.168.2.3 49821 CN=*.autopilothq.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Wed 
Aug 05 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Mon 
Nov 07 
01:00:00 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031
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CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

Jun 22, 2021 
09:07:50.218626976 
CEST

23.253.41.115 443 192.168.2.3 49823 CN=*.autopilothq.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Wed 
Aug 05 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Mon 
Nov 07 
01:00:00 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

Jun 22, 2021 
09:07:50.227385998 
CEST

23.253.41.115 443 192.168.2.3 49824 CN=*.autopilothq.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Wed 
Aug 05 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Mon 
Nov 07 
01:00:00 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

Jun 22, 2021 
09:07:50.760662079 
CEST

18.215.95.219 443 192.168.2.3 49825 CN=wschat.api.drift.com 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, OU=Server 
CA 1B, O=Amazon, 
C=US CN=Amazon Root 
CA 1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Mon Mar 
15 
01:00:00 
CET 
2021 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Thu Apr 
14 
01:59:59 
CEST 
2022 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-5-13-18-51-
45-43-27-
21,29-23-24,0

74ad8ec6876e2e3366bfd
566581ca7e8

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1, 
O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025
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CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Jun 22, 2021 
09:07:50.762244940 
CEST

54.85.240.191 443 192.168.2.3 49826 CN=drift.com CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, OU=Server 
CA 1B, O=Amazon, 
C=US CN=Amazon Root 
CA 1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Mon 
Sep 21 
02:00:00 
CEST 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Sat Oct 
23 
02:00:00 
CEST 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-5-13-18-51-
45-43-27-
21,29-23-24,0

74ad8ec6876e2e3366bfd
566581ca7e8

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1, 
O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Jun 22, 2021 
09:07:50.816901922 
CEST

18.211.164.153 443 192.168.2.3 49827 CN=drift.com CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, OU=Server 
CA 1B, O=Amazon, 
C=US CN=Amazon Root 
CA 1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Mon 
Sep 21 
02:00:00 
CEST 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Sat Oct 
23 
02:00:00 
CEST 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1, 
O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034
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Jun 22, 2021 
09:07:51.717714071 
CEST

151.101.114.208 443 192.168.2.3 49828 CN=*.imgix.com 
CN=GlobalSign Atlas R3 
DV TLS CA 2020, 
O=GlobalSign nv-sa, C=BE

CN=GlobalSign Atlas R3 
DV TLS CA 2020, 
O=GlobalSign nv-sa, 
C=BE CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R3

Tue May 
11 
01:09:57 
CEST 
2021 
Tue Jul 
28 
02:00:00 
CEST 
2020

Sun Jun 
12 
01:09:56 
CEST 
2022 
Sun Mar 
18 
01:00:00 
CET 
2029

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=GlobalSign Atlas R3 
DV TLS CA 2020, 
O=GlobalSign nv-sa, C=BE

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R3

Tue Jul 
28 
02:00:00 
CEST 
2020

Sun Mar 
18 
01:00:00 
CET 
2029

Jun 22, 2021 
09:08:16.371587992 
CEST

52.210.44.111 443 192.168.2.3 49928 CN=*.match.prod.bidr.io 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, OU=Server 
CA 1B, O=Amazon, 
C=US CN=Amazon Root 
CA 1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Fri Feb 
26 
01:00:00 
CET 
2021 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Mon Mar 
28 
01:59:59 
CEST 
2022 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1, 
O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Jun 22, 2021 
09:08:18.002765894 
CEST

52.212.91.150 443 192.168.2.3 49939 CN=adroll.mgr.consensu.or
g CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, OU=Server 
CA 1B, O=Amazon, 
C=US CN=Amazon Root 
CA 1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Thu Oct 
08 
02:00:00 
CEST 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Sun Nov 
07 
13:00:00 
CET 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1, 
O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037
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CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Jun 22, 2021 
09:08:19.354319096 
CEST

34.245.244.116 443 192.168.2.3 49944 CN=adroll.mgr.consensu.or
g CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, OU=Server 
CA 1B, O=Amazon, 
C=US CN=Amazon Root 
CA 1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Thu Oct 
08 
02:00:00 
CEST 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Sun Nov 
07 
13:00:00 
CET 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1, 
O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Jun 22, 2021 
09:08:19.355635881 
CEST

34.245.244.116 443 192.168.2.3 49943 CN=adroll.mgr.consensu.or
g CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, OU=Server 
CA 1B, O=Amazon, 
C=US CN=Amazon Root 
CA 1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Thu Oct 
08 
02:00:00 
CEST 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Sun Nov 
07 
13:00:00 
CET 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1, 
O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034
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Jun 22, 2021 
09:08:20.158370972 
CEST

37.252.173.62 443 192.168.2.3 49956 CN=*.adnxs.com, O=Xandr 
Inc., L=New York, ST=New 
York, C=US CN=GeoTrust 
ECC CA 2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=GeoTrust ECC CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
05 
01:00:00 
CET 
2021 
Mon 
Nov 06 
13:24:09 
CET 
2017

Sun Feb 
20 
00:59:59 
CET 
2022 
Sat Nov 
06 
13:24:09 
CET 
2027

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=GeoTrust ECC CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 06 
13:24:09 
CET 
2017

Sat Nov 
06 
13:24:09 
CET 
2027

Jun 22, 2021 
09:08:20.474256039 
CEST

35.158.179.12 443 192.168.2.3 49960 CN=*.bidswitch.net 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Thu Apr 
23 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Thu May 
05 
01:59:59 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

Jun 22, 2021 
09:08:20.610325098 
CEST

162.222.177.102 443 192.168.2.3 49952 CN=nextcaller.com CN=R3, 
O=Let's Encrypt, C=US 
CN=ISRG Root X1, 
O=Internet Security 
Research Group, C=US

CN=R3, O=Let's Encrypt, 
C=US CN=ISRG Root X1, 
O=Internet Security 
Research Group, C=US 
CN=DST Root CA X3, 
O=Digital Signature Trust 
Co.

Wed 
May 05 
16:27:52 
CEST 
2021 Fri 
Sep 04 
02:00:00 
CEST 
2020 
Wed 
Jan 20 
20:14:03 
CET 
2021

Tue Aug 
03 
16:27:52 
CEST 
2021 
Mon 
Sep 15 
18:00:00 
CEST 
2025 
Mon 
Sep 30 
20:14:03 
CEST 
2024

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-23-
65281,29-23-
24,0

37f463bf4616ecd445d4a1
937da06e19

CN=R3, O=Let's Encrypt, 
C=US

CN=ISRG Root X1, 
O=Internet Security 
Research Group, C=US

Fri Sep 
04 
02:00:00 
CEST 
2020

Mon 
Sep 15 
18:00:00 
CEST 
2025

CN=ISRG Root X1, 
O=Internet Security 
Research Group, C=US

CN=DST Root CA X3, 
O=Digital Signature Trust 
Co.

Wed 
Jan 20 
20:14:03 
CET 
2021

Mon 
Sep 30 
20:14:03 
CEST 
2024

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL
Client
Fingerprint JA3 SSL Client Digest

Copyright Joe Security LLC 2021 Page 78 of 87



Jun 22, 2021 
09:08:21.931265116 
CEST

52.30.7.71 443 192.168.2.3 49966 CN=*.hotjar.com 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, OU=Server 
CA 1B, O=Amazon, 
C=US CN=Amazon Root 
CA 1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Sat Aug 
29 
02:00:00 
CEST 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Tue Sep 
28 
14:00:00 
CEST 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1, 
O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Jun 22, 2021 
09:08:22.416975975 
CEST

23.253.41.115 443 192.168.2.3 49968 CN=*.autopilothq.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Wed 
Aug 05 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Mon 
Nov 07 
01:00:00 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

Jun 22, 2021 
09:08:23.140821934 
CEST

23.253.41.115 443 192.168.2.3 49970 CN=*.autopilothq.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Wed 
Aug 05 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Mon 
Nov 07 
01:00:00 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031
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CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

Jun 22, 2021 
09:08:24.157597065 
CEST

18.215.95.219 443 192.168.2.3 49981 CN=wschat.api.drift.com 
CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, OU=Server 
CA 1B, O=Amazon, 
C=US CN=Amazon Root 
CA 1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Mon Mar 
15 
01:00:00 
CET 
2021 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Thu Apr 
14 
01:59:59 
CEST 
2022 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-5-13-18-51-
45-43-27-
21,29-23-24,0

74ad8ec6876e2e3366bfd
566581ca7e8

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1, 
O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Jun 22, 2021 
09:08:24.159226894 
CEST

54.85.240.191 443 192.168.2.3 49982 CN=drift.com CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, OU=Server 
CA 1B, O=Amazon, 
C=US CN=Amazon Root 
CA 1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Mon 
Sep 21 
02:00:00 
CEST 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Sat Oct 
23 
02:00:00 
CEST 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-5-13-18-51-
45-43-27-
21,29-23-24,0

74ad8ec6876e2e3366bfd
566581ca7e8

CN=Amazon, OU=Server 
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1, 
O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate Authority - 
G2, O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034
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Jun 22, 2021 
09:08:24.311032057 
CEST

23.253.41.115 443 192.168.2.3 49984 CN=*.autopilothq.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Wed 
Aug 05 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Mon 
Nov 07 
01:00:00 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

Jun 22, 2021 
09:08:24.321494102 
CEST

23.253.41.115 443 192.168.2.3 49985 CN=*.autopilothq.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Wed 
Aug 05 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Mon 
Nov 07 
01:00:00 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

771,4865-
4866-4867-
49195-49199-
49196-49200-
52393-52392-
49171-49172-
156-157-47-
53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

b32309a26951912be7dba
376398abc3b

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

Jun 22, 2021 
09:08:27.465290070 
CEST

192.0.73.2 443 192.168.2.3 50005 CN=*.gravatar.com 
CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Fri Aug 
14 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Wed 
Nov 16 
01:00:00 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-23-
65281,29-23-
24,0

37f463bf4616ecd445d4a1
937da06e19

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL
Client
Fingerprint JA3 SSL Client Digest
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Jun 22, 2021 
09:08:27.748317003 
CEST

192.0.77.2 443 192.168.2.3 50008 CN=*.wp.com CN=Sectigo 
RSA Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Thu Apr 
02 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Tue Jul 
05 
02:00:00 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-23-
65281,29-23-
24,0

37f463bf4616ecd445d4a1
937da06e19

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL
Client
Fingerprint JA3 SSL Client Digest

File ActivitiesFile Activities

Start time: 09:05:31

Start date: 22/06/2021

Path: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe' 'C:\Users\u
ser\Desktop\Next_Caller#U2019s_Fraud___COVID-19_Report_(Week_6-9).pdf'

Imagebase: 0x1100000

File size: 2571312 bytes

MD5 hash: B969CF0C7B2C443A99034881E8C8740A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Show Windows behavior

Analysis Process: AcroRd32.exe PID: 3732 Parent PID: 5768Analysis Process: AcroRd32.exe PID: 3732 Parent PID: 5768

General

File CreatedFile Created
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Registry ActivitiesRegistry Activities Show Windows behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 09:05:32

Start date: 22/06/2021

Path: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe' --type=renderer 
/prefetch:1  'C:\Users\user\Desktop\Next_Caller#U2019s_Fraud___COVID-19_Rep
ort_(Week_6-9).pdf'

Imagebase: 0x1100000

File size: 2571312 bytes

MD5 hash: B969CF0C7B2C443A99034881E8C8740A

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: moderate

Show Windows behavior

Show Windows behavior

File ActivitiesFile Activities

Start time: 09:05:39

Start date: 22/06/2021

Path: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --bac
kgroundcolor=16514043

Imagebase: 0x1040000

File size: 9475120 bytes

MD5 hash: 9AEBA3BACD721484391D15478A4080C7

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Show Windows behavior

Start time: 09:05:42

Start date: 22/06/2021

Key CreatedKey Created

Key Value CreatedKey Value Created

Analysis Process: AcroRd32.exe PID: 5800 Parent PID: 3732Analysis Process: AcroRd32.exe PID: 5800 Parent PID: 3732

General

Analysis Process: RdrCEF.exe PID: 6092 Parent PID: 3732Analysis Process: RdrCEF.exe PID: 6092 Parent PID: 3732

General

File ReadFile Read

Analysis Process: RdrCEF.exe PID: 6124 Parent PID: 6092Analysis Process: RdrCEF.exe PID: 6124 Parent PID: 6092

General
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File ActivitiesFile Activities

Path: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --typ
e=renderer --log-file='C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\Acr
oCEF\debug.log' --touch-events=enabled --field-trial-handle=1724,162955952893608
13689,5938817010962337207,131072 --disable-features=VizDisplayCompositor --disable-
gpu-compositing --service-pipe-token=4566866485235901199 --lang=en-US --disable-pack-lo
ading --log-file='C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\
debug.log' --log-severity=disable --product-version='ReaderServices/19.12.20035 Chrome/80.
0.0.0' --device-scale-factor=1 --num-raster-threads=2 --enable-main-frame-before-activation --
service-request-channel-token=4566866485235901199 --renderer-client-id=2 --mojo-platform-
channel-handle=1736 --allow-no-sandbox-job /prefetch:1

Imagebase: 0x1040000

File size: 9475120 bytes

MD5 hash: 9AEBA3BACD721484391D15478A4080C7

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: moderate

Show Windows behavior

File ActivitiesFile Activities

Start time: 09:05:47

Start date: 22/06/2021

Path: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --type=gpu-
process --field-trial-handle=1724,16295595289360813689,5938817010962337207,131072 --
disable-features=VizDisplayCompositor --disable-pack-loading --log-file='C:\Program Files 
(x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\debug.log' --log-severity=disable --product-
version='ReaderServices/19.12.20035 Chrome/80.0.0.0' --lang=en-US --gpu-preferenc
es=KAAAAAAAAACAAwABAQAAAAAAAAAAAGAAAAAAAAEAAAAIAAAAAAAAACgAA
AAEAAAAIAAAAAAAAAAoAAAAAAAAADAAAAAAAAAAOAAAAAAAAAAQAAAAAAAAA
AAAAAAFAAAAEAAAAAAAAAAAAAAABgAAABAAAAAAAAAAAQAAAAUAAAAQAAAAA
AAAAAEAAAAGAAAA --use-gl=swiftshader-webgl --log-file='C:\Program Files (x86)\Ad
obe\Acrobat Reader DC\Reader\AcroCEF\debug.log' --service-request-channel-token=
4840204308889134431 --mojo-platform-channel-handle=1756 --allow-no-sandbox-job --
ignored=' --type=renderer ' /prefetch:2

Imagebase: 0x1040000

File size: 9475120 bytes

MD5 hash: 9AEBA3BACD721484391D15478A4080C7

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: moderate

Show Windows behavior

Start time: 09:05:51

Start date: 22/06/2021

Path: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

Wow64 process (32bit): true

Analysis Process: RdrCEF.exe PID: 4280 Parent PID: 6092Analysis Process: RdrCEF.exe PID: 4280 Parent PID: 6092

General

Analysis Process: RdrCEF.exe PID: 6140 Parent PID: 6092Analysis Process: RdrCEF.exe PID: 6140 Parent PID: 6092

General
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File ActivitiesFile Activities

Commandline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --typ
e=renderer --log-file='C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\Acr
oCEF\debug.log' --touch-events=enabled --field-trial-handle=1724,162955952893608
13689,5938817010962337207,131072 --disable-features=VizDisplayCompositor --disable-
gpu-compositing --service-pipe-token=1176352946696311653 --lang=en-US --disable-pack-lo
ading --log-file='C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\
debug.log' --log-severity=disable --product-version='ReaderServices/19.12.20035 Chrome/80.
0.0.0' --device-scale-factor=1 --num-raster-threads=2 --enable-main-frame-before-activation --
service-request-channel-token=1176352946696311653 --renderer-client-id=4 --mojo-platform-
channel-handle=1840 --allow-no-sandbox-job /prefetch:1

Imagebase: 0x1040000

File size: 9475120 bytes

MD5 hash: 9AEBA3BACD721484391D15478A4080C7

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: moderate

Show Windows behavior

File ActivitiesFile Activities

Start time: 09:05:53

Start date: 22/06/2021

Path: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --typ
e=renderer --log-file='C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\Acr
oCEF\debug.log' --touch-events=enabled --field-trial-handle=1724,162955952893608
13689,5938817010962337207,131072 --disable-features=VizDisplayCompositor --disable-
gpu-compositing --service-pipe-token=12598703654215652762 --lang=en-US --disable-pack-l
oading --log-file='C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF
\debug.log' --log-severity=disable --product-version='ReaderServices/19.12.20035 Chrome/80
.0.0.0' --device-scale-factor=1 --num-raster-threads=2 --enable-main-frame-before-activation --
service-request-channel-token=12598703654215652762 --renderer-client-id=5 --mojo-plat
form-channel-handle=1852 --allow-no-sandbox-job /prefetch:1

Imagebase: 0x1040000

File size: 9475120 bytes

MD5 hash: 9AEBA3BACD721484391D15478A4080C7

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: moderate

Show Windows behavior

Start time: 09:05:55

Start date: 22/06/2021

Path: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --typ
e=renderer --log-file='C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\Acr
oCEF\debug.log' --touch-events=enabled --field-trial-handle=1724,162955952893608
13689,5938817010962337207,131072 --disable-features=VizDisplayCompositor --disable-
gpu-compositing --service-pipe-token=1641267038983245055 --lang=en-US --disable-pack-lo
ading --log-file='C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\
debug.log' --log-severity=disable --product-version='ReaderServices/19.12.20035 Chrome/80.
0.0.0' --device-scale-factor=1 --num-raster-threads=2 --enable-main-frame-before-activation --
service-request-channel-token=1641267038983245055 --renderer-client-id=6 --mojo-platform-
channel-handle=2020 --allow-no-sandbox-job /prefetch:1

Imagebase: 0x1040000

Analysis Process: RdrCEF.exe PID: 204 Parent PID: 6092Analysis Process: RdrCEF.exe PID: 204 Parent PID: 6092

General

Analysis Process: RdrCEF.exe PID: 3728 Parent PID: 6092Analysis Process: RdrCEF.exe PID: 3728 Parent PID: 6092

General
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File ActivitiesFile Activities

File size: 9475120 bytes

MD5 hash: 9AEBA3BACD721484391D15478A4080C7

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: moderate

Show Windows behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 09:07:36

Start date: 22/06/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automat
ion  -- 'https://nextcaller.com/blog/next-callers-fraud-covid-19-report-week-4-5/'

Imagebase: 0x7ff7baea0000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Show Windows behavior

Show Windows behavior

Start time: 09:07:38

Start date: 22/06/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1548,4170625765879668992,95493
81529543342162,131072 --lang=en-US --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1796 /prefetch:8

Imagebase: 0x7ff7baea0000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Start time: 09:07:51

Start date: 22/06/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Analysis Process: chrome.exe PID: 5048 Parent PID: 3732Analysis Process: chrome.exe PID: 5048 Parent PID: 3732

General

Analysis Process: chrome.exe PID: 3476 Parent PID: 5048Analysis Process: chrome.exe PID: 3476 Parent PID: 5048

General

Analysis Process: chrome.exe PID: 1540 Parent PID: 5048Analysis Process: chrome.exe PID: 1540 Parent PID: 5048

General
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Wow64 process (32bit): false

Commandline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
audio.mojom.AudioService --field-trial-handle=1548,4170625765879668992,954938152
9543342162,131072 --lang=en-US --service-sandbox-type=audio --enable-audio-service-
sandbox --mojo-platform-channel-handle=6240 /prefetch:8

Imagebase: 0x7ff7baea0000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Start time: 09:08:03

Start date: 22/06/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit):

Commandline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
video_capture.mojom.VideoCaptureService --field-trial-handle=1548,41706257658796
68992,9549381529543342162,131072 --lang=en-US --service-sandbox-type=video_capture --
enable-audio-service-sandbox --mojo-platform-channel-handle=4768 /prefetch:8

Imagebase:

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges:

Has administrator privileges:

Programmed in: C, C++ or other language

Analysis Process: chrome.exe PID: 5564 Parent PID: 5048Analysis Process: chrome.exe PID: 5564 Parent PID: 5048

General
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