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Time: 13:26:27

Date: 22/06/2021

Version: 32.0.0 Black Diamond



Table of Contents

Table of Contents
Windows Analysis Report plan-1637276620.xIsm

Overview
General Information
Detection
Signatures
Classification

Process Tree
Malware Configuration
Yara Overview

Sigma Overview
System Summary:

Signature Overview
Software Vulnerabilities:
System Summary:

Mitre Att&ck Matrix
Behavior Graph

Screenshots
Thumbnails

Antivirus, Machine Learning and Genetic Malware Detection
Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs

Domains and IPs
Contacted Domains
URLs from Memory and Binaries
Contacted IPs
Public
General Information

Simulations
Behavior and APIs
Joe Sandbox View / Context
IPs
Domains
ASN
JA3 Fingerprints
Dropped Files
Created / dropped Files

Static File Info
General
File Icon
Static OLE Info
General
OLE File "plan-1637276620.xlsm"
Indicators
Macro 4.0 Code
Network Behavior
Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
DNS Answers
HTTPS Packets

Code Manipulations
Statistics
Behavior
System Behavior
Analysis Process: EXCEL.EXE PID: 2564 Parent PID: 584

General
File Activities
File Created
File Deleted
File Moved
File Written
File Read
Registry Activities
Key Created
Key Value Created

Analysis Process: regsvr32.exe PID: 2184 Parent PID: 2564
General
File Activities

Analysis Process: regsvr32.exe PID: 960 Parent PID: 2564
General
File Activities

Copyright Joe Security LLC 2021

PB 000 ©oO®Monowmmmn®~u~N~N~N~N~NooddoondsNAMAENMNLMNAELSNDNDN

=
=Y

P rprrprpRrpRR [
Noooooo®dELhahaan O

=
8N

Page 2 of 18



Disassembly 18
Code Analysis 18

Copyright Joe Security LLC 2021 Page 3 of 18



Windows Analysis Report plan-1637276620.xlsm
Overview

General Information Detection

Sample plan-1637276620.xIsm

Name: [ MALICIOUS ]
Analysis ID: 438318

MD5: 4d44784f088b8dd.

SHAL: 7d01c190b2e73c..

SHA256: ¢63e0b01a696a0..

Infos: B oyt oS v

Most interesting Screenshot:

Classification

Office document tries to convince Vvi...

Document exploit detected (UrlDown...
Document exploit detected (process...
Found Excel 4.0 Macro with|suspicio...

Sigma detected: Microsoft Office Pr...

Excelldocumentsicontainsian embe...
|P'addressiseeniiniconnection withjo:..

JABISSL client fingerprint'seen in cox..

Hidden Mac

May; sleep (evasive:loeps) ta hinder: ...

THESE STEPS ARE REQUIREDTO FULLY DECRYPT THE DOCUMENT,

o Score: 64 Potential documentexploit detected...

: Range: 0-100 Potential documentexploit detected...
g B¥ Micosoft  urearee  EOffice o
g Whitelisted: false
. Potential documentexploit detected...
Confidence: 100%

%)
«Q
=3
2
c
=
(1
7]
)

BT =] ey

Process Tree

= System is w7x64

. EXCEL.EXE (PID: 2564 cmdline: ‘C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)
o B regsvr32.exe (PID: 2184 cmdline: regsvr32 ..\waill.dll MD5: S59BCE9F07985F8A4204F4D6554CFF708)
o B regsvr32.exe (PID: 960 cmdline: regsvr32 ..\wail2.dll MD5: 59BCE9F07985F8A4204F4D6554CFF708)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

System Summary:

Signature Overview

g

Click to jump to signature section
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Software Vulnerabilities:

System Summary:

Office document tries to convince victim to disable security protection (i le ActiveX or Macros)

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Scripting Path Process Regsvr32 os Virtualization/Sandbox Remote Data from  Exfiltration Encrypted Eavesdrop on
Accounts Interception  Injection Credential Evasion Services Local Over Other Channel Insecure
Dumping System Network Network
Medium Communicatior
Default Exploitation for  Boot or Boot or Masquerading LSASS File and Directory Remote Data from  Exfiltration Non- Exploit SS7 to
Accounts  Client Logon Logon Memory Discovery Desktop Removable Over Application Redirect Phone
Execution Initialization Initialization Protocol Media Bluetooth  Layer Calls/SMS
Scripts Scripts Protocol

Domain At (Linux) Logon Script Logon Disable or Modify Security System Information SMB/Windows Data from Automated Application Exploit SS7 to
Accounts (Windows)  Script Tools Account Discovery Admin Shares Network Exfiltration  Layer Track Device

(Windows) Manager Shared Protocol Location

Drive

Local At (Windows)  Logon Script Logon Virtualization/Sandbox NTDS System Network Distributed Input Scheduled Ingress Tool SIM Card
Accounts (Mac) Script Evasion Configuration Component  Capture Transfer Transfer Swap

(Mac) Discovery Object Model
Cloud Cron Network Network Process Injection LSA Remote System SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Logon Secrets Discovery Transfer Channels Device

Script Size Limits Communicatior
Replication Launchd Rc.common Rc.common Scripting Cached System Owner/User  VNC GUI Input  Exfiltration  Multiband Jamming or
Through Domain Discovery Capture Over C2 Communication Denial of
Removable Credentials Channel Service
Media

Behavior Graph
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Hide Legend

Behavior Graph Legend:
ID: 438318 I:I Process
Sample: plan-1637276620.xism . :
Signature
Startdate: 22/06/2021 J
Architecture:  WINDOWS . Created File
Score: 64
Il onsie info
ﬂ Is Dropped
A% Is Windows Process

|
o0
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3

ms
I8
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ﬂ@ EXCELEXE a
L

)

i
i
=

/
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Number of created Registry Values
Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

ieronymou.com iiknaturals.com Is malicious
192.185.21.116, 443, 49167 103.50.160.62, 443, 49170
> ° ° ! dropped Internet
UNIFIEDLAYER-AS-1US PUBLIC-DOMAIN-REGISTRYUS
United States EZ India =S
started started

\

271 regsvr32.exe

\
a ‘1{ regsvr32.exe #
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plan-1637276620 - Microsoft Excel - plan-1637276620
Home | Inset  Pagelayout  Formulas  Data  Review  View
% cut
Ea copy v
o Format painter | B 4 U 7 [ E~ f- A-

Clipboard Fant ] Alignment ] Humber . Styles

O = ! "
Calibri 11 - S Wrap Text General *i‘ ﬁ |
A =wrep = Hed 5

EMerge&Center~ | § - % » | T £ Conditional Fomat Cel
Formatting = as Table = Styles ~

Insert Delete Format
- - - | 2Cear=  Fijter - Select~

= @ =
c@o@F@ =

jm :tf\ ;_I ZAutnSumvé? cﬁ

@] Fin -

Sort& Find &

Cells Editing

DocuS;;;m,_;

THESE STEPS ARE REQUIRED TO FULLY DECRYPT THE DOCUMENT,
ENCRYPTED BY DOCUSIGN.

Click on "Enable editing" to unlock the editing document downloaded from the internet.

@ Protected View This file originated from an Internetlocation and might be unsafe. Click for more details.

Click on "Enable content" to perform Microsoft Office Decryption Core to start
the decryption of the document.

Enable Content

@ Security Warning  Macros have been disabled.

EOffice

B8 Microsoft

I McAfee

W 4 b M| Sheet /%]
Ready |

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
plan-1637276620.xIsm

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source
iliknaturals.com

ieronymou.com

URLs

Source
http://www.%s.comPA

http://www.%s.comPA

Copyright Joe Security LLC 2021

Detection
2%

Detection
0%
3%

Detection
0%
0%

Scanner Label
Virustotal
Scanner Label
Virustotal
Virustotal
Scanner Label

URL Reputation safe
URL Reputation safe

Link

Browse

Link
Browse

Browse

Link
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https://www.virustotal.com/gui/file/c63e0b01a696a077a5709b8aa4d4d600344fc1ddba624cbd67c6f37f271d97ac/detection/f-c63e0b01a696a077a5709b8aa4d4d600344fc1ddba624cbd67c6f37f271d97ac-1624361311
https://www.virustotal.com/gui/url/1abc8f6426fa7d8f588bd52307034d733f9afda6892c58fa52d9b2924c6a4106/detection/u-1abc8f6426fa7d8f588bd52307034d733f9afda6892c58fa52d9b2924c6a4106-1608651196
https://www.virustotal.com/gui/url/95838faff6c775529e76af5dec36ac4a5e85b8e3ca20ec9ac8f246dd08a2dc6d/detection/u-95838faff6c775529e76af5dec36ac4a5e85b8e3ca20ec9ac8f246dd08a2dc6d-1624353013

Source Detection Scanner Label Link

http:/fwww.%s.comPA 0% URL Reputation safe
http:/fwww.%s.comPA 0% URL Reputation safe
http://www.icra.org/vocabulary/. 0% URL Reputation safe
http://www.icra.org/vocabulary/. 0% URL Reputation safe
http://www.icra.org/vocabulary/. 0% URL Reputation safe
http://www.icra.org/vocabulary/. 0% URL Reputation safe
http://windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
http://windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
http://windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
http://windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
http://servername/isapibackend.dll 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
iliknaturals.com 103.50.160.62 true false e 0%, Virustotal, Browse unknown
ieronymou.com 192.185.21.116 true false * 3%, Virustotal, Browse unknown

URLs from Memory and Binaries

Contacted IPs

Public
1P Domain Country Flag ASN ASN Name Malicious
192.185.21.116 ieronymou.com United States = 46606 UNIFIEDLAYER-AS-1US false
103.50.160.62 iliknaturals.com India == 394695 PUBLIC-DOMAIN- false
REGISTRYUS
General Information
Joe Sandbox Version: 32.0.0 Black Diamond
Analysis ID: 438318
Start date: 22.06.2021
Start time: 13:26:27
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 6m 14s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: plan-1637276620.xlsm
Cookbook file name: defaultwindowsofficecookbook.jbs
Analysis system description: Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET
4.6.2)
Number of analysed new started processes 7
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
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https://www.virustotal.com/gui/url/1abc8f6426fa7d8f588bd52307034d733f9afda6892c58fa52d9b2924c6a4106/detection/u-1abc8f6426fa7d8f588bd52307034d733f9afda6892c58fa52d9b2924c6a4106-1608651196
https://www.virustotal.com/gui/url/95838faff6c775529e76af5dec36ac4a5e85b8e3ca20ec9ac8f246dd08a2dc6d/detection/u-95838faff6c775529e76af5dec36ac4a5e85b8e3ca20ec9ac8f246dd08a2dc6d-1624353013

Analysis stop reason:
Detection:
Classification:

EGA Information:
HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time

13:26:54

API Interceptor

Timeout

MAL
mal64.expl.evad.winXLSM@5/13@2/2
Failed

Failed

e Successful, ratio: 100%
e Number of executed functions: 0
Number of non-executed functions: 0

Adjust boot time

Enable AMSI

Found application associated with file extension: .xlsm
Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog

Click Ok

Found warning dialog

Click Ok

Attach to Office via COM

Scroll down

Close Viewer

Show All

Type Description

Joe Sandbox View | Context

IPs

Match
192.185.21.116

103.50.160.62

Domains

No context

ASN

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

2x Sleep call for process: regsvr32.exe modified

Detection

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Context

hillsboro
bookkeepin
g.com/yowy
voux/55555
555.png

www.pharm
ainstruele
c.com/nezl
ZItik/590906.jpg

www.pharm
ainstruele
c.com/nezl
ZItik/590906.jpg

www.pharm
ainstruele
c.com/nezl
zItik/590906.jpg

www.pharm
ainstruele
c.com/nezl
2Itik/590906.jpg

gabbargar
age.com/la
kw7z7/secu
re.myaccou
nt.resours
es.com/
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https://view.joesandbox.com/analysis/207302/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/207302/html/none?idtype=webid
https://view.joesandbox.com/analysis/245959/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245959/html/none?idtype=webid
https://view.joesandbox.com/analysis/245957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245957/html/none?idtype=webid
https://view.joesandbox.com/analysis/245920/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245920/html/none?idtype=webid
https://view.joesandbox.com/analysis/245914/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245914/html/none?idtype=webid
https://view.joesandbox.com/analysis/20019/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/20019/html/none?idtype=webid

Match
UNIFIEDLAYER-AS-1US

PUBLIC-DOMAIN-REGISTRYUS

JA3 Fingerprints

Match
7dcce5b76¢c8b17472d024758970a406b
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SHA 256
Get hash

Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

> >
I n
@ @
o <]
Q, Q,
2 2
@ @
o -3
(7] [
o o
3 3
= -
o ®
=z 2
o o
3 3
® ®
c c
x a
[ [

Detection

malicious

malicious
malicious

malicious

malicious

malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse
Browse

Browse

Browse

Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

162.241.19
4.107

192.185.0.218
162.241.61.229

192.232.22
2.161

162.214.14
8.174

162.241.87.244
162.241.61.218
162.241.87.244
74.220.199.8

192.254.18
5.244

50.87.249.240

192.185.20.31

192.185.17
1.219

74.220.199.6
74.220.199.6
162.144.79.7
50.87.146.199
192.185.71.128
192.185.71.128
50.87.146.99
103.21.59.25
208.91.198.143
208.91.198.143
208.91.199.225
208.91.198.143
208.91.198.143
208.91.199.225
208.91.199.223
208.91.199.225
208.91.199.233
208.91.199.224
208.91.199.223
208.91.199.233
208.91.198.143
208.91.199.223
208.91.199.223
208.91.199.223
208.91.199.223
208.91.199.223
208.91.199.224

Context

103.50.160.62
192.185.21.116

103.50.160.62
192.185.21.116

103.50.160.62
192.185.21.116

103.50.160.62
192.185.21.116

103.50.160.62
192.185.21.116

103.50.160.62
192.185.21.116

103.50.160.62
192.185.21.116

103.50.160.62
192.185.21.116

103.50.160.62
192.185.21.116
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https://view.joesandbox.com/analysis/344254/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344254/html/none?idtype=webid
https://view.joesandbox.com/analysis/344240/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344240/html/none?idtype=webid
https://view.joesandbox.com/analysis/344137/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344137/html/none?idtype=webid
https://view.joesandbox.com/analysis/344093/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344093/html/none?idtype=webid
https://view.joesandbox.com/analysis/344002/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344002/html/none?idtype=webid
https://view.joesandbox.com/analysis/343912/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343912/html/none?idtype=webid
https://view.joesandbox.com/analysis/343911/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343911/html/none?idtype=webid
https://view.joesandbox.com/analysis/343910/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343910/html/none?idtype=webid
https://view.joesandbox.com/analysis/343905/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343905/html/none?idtype=webid
https://view.joesandbox.com/analysis/343794/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343794/html/none?idtype=webid
https://view.joesandbox.com/analysis/343792/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343792/html/none?idtype=webid
https://view.joesandbox.com/analysis/343789/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343789/html/none?idtype=webid
https://view.joesandbox.com/analysis/343776/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343776/html/none?idtype=webid
https://view.joesandbox.com/analysis/343729/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343729/html/none?idtype=webid
https://view.joesandbox.com/analysis/343695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343695/html/none?idtype=webid
https://view.joesandbox.com/analysis/343663/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343663/html/none?idtype=webid
https://view.joesandbox.com/analysis/343604/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343604/html/none?idtype=webid
https://view.joesandbox.com/analysis/343348/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343348/html/none?idtype=webid
https://view.joesandbox.com/analysis/343347/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343347/html/none?idtype=webid
https://view.joesandbox.com/analysis/343332/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343332/html/none?idtype=webid
https://view.joesandbox.com/analysis/344093/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344093/html/none?idtype=webid
https://view.joesandbox.com/analysis/343833/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343833/html/none?idtype=webid
https://view.joesandbox.com/analysis/343821/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343821/html/none?idtype=webid
https://view.joesandbox.com/analysis/343820/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343820/html/none?idtype=webid
https://view.joesandbox.com/analysis/343774/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343774/html/none?idtype=webid
https://view.joesandbox.com/analysis/343677/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343677/html/none?idtype=webid
https://view.joesandbox.com/analysis/343666/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343666/html/none?idtype=webid
https://view.joesandbox.com/analysis/343605/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343605/html/none?idtype=webid
https://view.joesandbox.com/analysis/343592/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343592/html/none?idtype=webid
https://view.joesandbox.com/analysis/343560/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343560/html/none?idtype=webid
https://view.joesandbox.com/analysis/343528/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343528/html/none?idtype=webid
https://view.joesandbox.com/analysis/343329/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343329/html/none?idtype=webid
https://view.joesandbox.com/analysis/343320/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343320/html/none?idtype=webid
https://view.joesandbox.com/analysis/343202/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343202/html/none?idtype=webid
https://view.joesandbox.com/analysis/343184/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343184/html/none?idtype=webid
https://view.joesandbox.com/analysis/343073/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343073/html/none?idtype=webid
https://view.joesandbox.com/analysis/343070/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343070/html/none?idtype=webid
https://view.joesandbox.com/analysis/343047/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343047/html/none?idtype=webid
https://view.joesandbox.com/analysis/342981/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342981/html/none?idtype=webid
https://view.joesandbox.com/analysis/342973/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342973/html/none?idtype=webid
https://view.joesandbox.com/analysis/344108/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344108/html/none?idtype=webid
https://view.joesandbox.com/analysis/344099/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344099/html/none?idtype=webid
https://view.joesandbox.com/analysis/344094/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344094/html/none?idtype=webid
https://view.joesandbox.com/analysis/343912/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343912/html/none?idtype=webid
https://view.joesandbox.com/analysis/343910/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343910/html/none?idtype=webid
https://view.joesandbox.com/analysis/343758/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343758/html/none?idtype=webid
https://view.joesandbox.com/analysis/343347/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343347/html/none?idtype=webid
https://view.joesandbox.com/analysis/343266/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343266/html/none?idtype=webid
https://view.joesandbox.com/analysis/343207/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343207/html/none?idtype=webid

Match

Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e 103.50.160.62
e 192.185.21.116

Get hash malicious Browse e 103.50.160.62
e 192.185.21.116

Get hash malicious Browse e 103.50.160.62
e 192.185.21.116

Get hash malicious Browse e 103.50.160.62
e 192.185.21.116

Get hash malicious Browse e 103.50.160.62
e 192.185.21.116

Get hash malicious Browse e 103.50.160.62
e 192.185.21.116

Get hash malicious Browse e 103.50.160.62
e 192.185.21.116

Get hash malicious Browse e 103.50.160.62
e 192.185.21.116

Get hash malicious Browse e 103.50.160.62
e 192.185.21.116

Get hash malicious Browse e 103.50.160.62
e 192.185.21.116

Get hash malicious Browse e 103.50.160.62
e 192.185.21.116

Dropped Files

No context

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Microsoft Cabinet archive data, 60080 bytes, 1 file

dropped

60080

7.995256720209506

true
768:078wIEbt8Rc7GHyP7zpxeiB9jTs6¢cX8ENCIXVbFYYDceSKZyhRhbzfgtEnz9BPNZ:ABRc7GHyhUHsVNPOIhbz2ESBPNiUu+g4
6045BACCF49E1EBAOE674945311A06E6

379C6234849EECEDE26FAD192C2EE59E0F0221CB
65830A65CB913BEE83258E4AC3E140FAF131E7EB084D39F7020C7ACC825B0A58

DA32AF6A730884E73956E4EB6BFF61A1326B3EF8BAOA213B5B4AAD6DE4FBD471B3550B6AC2110F1D0B2091E33C70D44E498F897376F8E1998B1D2AFACT789AB
EB

false

moderate, very likely benign file

MSCF............ e | IR [o IR R9b .authroot.stl.3..).4..CK..8T....c_.d....AK..].M$[v.4.)7-.%.QIR..$t)Kd.-[.. T\{..ne....{.<....... Ab.<.X...sb....€........ dbu.3...0
.X..00&Z....C...p0.}..2..0m.}..Cj.9U..Jj.Y..#£L.\X..0.,...,.qu..]..(B.nE~Q...)..Gex....}.. f...zw.a..9+[.<0."..2 .s..ya..J....wd...O0!s.....WA..F6._f...6..0..2..7.$,... X k.&
LE..g...>uvtllxe......C..?....P0$.Y .?u....Z0.g3.>W0&.y .(....]. >... ..R.q.wg*X......qB!.B....Z.4.> R.M..0.8...=.8..Yass....... add..)..w.4.&.z...2.&74.5]..w.j.._iK..||[.w.M.I<-
J%.C<tDX5\s._..I.*..nb....GCQ.V..r.Y.............q...0.V)Tu> Z..r. L < R{AC.X". <A....[{...Q..&..X.C$..e9...vL.x.R4. L...%qg..<.}{..E8SL.E"h.*. . . ..ItVsK...

.3.9..°D..ei...

.5...aSs . W...d..tJ.]...'u3.d]7..ze...[RI:..

ga.v.~..g....{.IN.b]x..Zx.../;#}.f.)k.c9. {rmPt..z5.m=..¢..%.D#<+Ex....1|.._F.

C:\Users\user\AppDatal\LocalLow\Microsoft\CryptnetUriCache\Content\EOF5C59F9FA661F6F4C50B87FEF3A15A

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Microsoft Office\Office LA\ EXCEL.EXE

data

dropped

893

7.366016576663508

false
24:hBntmDvKUQQDVKUr7C5fpgp8gPvXHmMXvponXux:3ntmD5QQD5XC5RgHHXmMXvp++x
D4AE187B4574036C2D76B6DF8A8C1A30
BO6F409FA14BAB33CBAF4A37811B8740B624D9ES
A2CE3AOFA7D2A833D1801E01EC48E35B70D84F3467CC9F8FAB370386E13879C7

1F44A360E8BBBADA22BC5BFEO01F1BABBA4E72005A46BC2A94C33C4BD149FF256 CCE6F35D65CA4F7FC2A5B9E15494155449830D2809C8CF218D0B9196EC646B
C

false

high, very likely benign file
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https://view.joesandbox.com/analysis/343018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343018/html/none?idtype=webid
https://view.joesandbox.com/analysis/343016/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343016/html/none?idtype=webid
https://view.joesandbox.com/analysis/343012/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343012/html/none?idtype=webid
https://view.joesandbox.com/analysis/343009/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343009/html/none?idtype=webid
https://view.joesandbox.com/analysis/343008/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343008/html/none?idtype=webid
https://view.joesandbox.com/analysis/343006/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343006/html/none?idtype=webid
https://view.joesandbox.com/analysis/342965/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342965/html/none?idtype=webid
https://view.joesandbox.com/analysis/342957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342957/html/none?idtype=webid
https://view.joesandbox.com/analysis/342906/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342906/html/none?idtype=webid
https://view.joesandbox.com/analysis/342661/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342661/html/none?idtype=webid
https://view.joesandbox.com/analysis/342569/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342569/html/none?idtype=webid

C:\Users\user\AppDatal\LocalLow\Microsoft\CryptnetUriCache\Content\EOF5C59F9FA661F6F4C50B87FEF3A15A

Preview:
0.y.*H...... jo..f...1.0...*.H.........N0..J0..2.......D...."..09...@kO...* . H........ 0?1$0"..U....Digital Signature Trust Co.1.0...U....DST Root CA X30...000930211219Z..210930
140115Z0?1$0"..U....Digital Signature Trust Co.1.0...U....DST Root CA X30.."0...*.H............. O 3vI*?Il..N.>H.e..le*2..w. ...52z.2.~
.0...*8.y.1.P..e.Qc..aKa. Rk .K.(H....>. . .[*..p..%.1r{j4.0..h{T..Z..=d....Ap..r.&8U9C...\@ . JW..=...]......B0@O0...U......0....0..U.......
00U, {,9...K.u..."...0..*.H... \L(f7.2KLL YD > Kt~ KU D e Nepl M LXK Z0 Y N L BUYLLsG L+ 7THLU VK. .r2...D.SrmC.&H. Rg.
X..gvgx...V..9%1....Z0G..P....... dc’ e.|.Wv..(9..e..w.j.w.......)..55.1.

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: data

Category: dropped

Size (bytes): 328

Entropy (8bit):  3.1263750649191113

Encrypted: false

SSDEEP: 6:kKYse8N+SkQIPIEGYRMY9z+4KIDA3RUeWIK1MMx:As8kPIE99SNxAhUe30Mx

MD5: 53783EF032951E1DDF6C108E6D7C55BE

SHA1L: B9F2928787F636BCE4312A0DC2CB987F841DA0EC

SHA-256: 4D4EE6853F9C7BFA1D541D625ADBA1568306439929115163B2A4380BD0O5A7B33

SHA-512: B79982962CDDE9FEODB6267AA2222553E0E230C95D4E9DO6EBODE6G9IC3F808897D78DD44AB311BD4ECDD92E20F88EDO1DBEED2CDD79D779E54436633C3B99(C
A2

Malicious: false

Reputation: low

Preview:
Perrer v (e e Lioieiiiiis http..//ctldl.wind.ow.s.up.date..com/ms.dow.n.lo.ad/up.date./v3/s

tatic/trustedr/en/authro.o.ts.tl.cab..".0.9.0.e6.cfe3.4.cd7.1.:0." ..

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriICache\MetaData\EOF5C59F9FA661F6F4C50B87FEF3A15A

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE
File Type: data

Category: dropped

Size (bytes): 252

Entropy (8bit):  2.9959337381670825

Encrypted: false

SSDEEP: 3:kkFklu6llItflIXIE/2S+HDHIIPIzZRkwWBARLNDU+ZMIKIBkvclcMIVHbIB1yR5B:kK2/g+HDXIIBAIdQZV7QvB

MD5: 45D2A58EE172CB6656E3D63AFDAFACLL

SHA1L: B23953FEE64157846B8155B65799BC81C69E50BF

SHA-256: 6DE4A4C23AFFB44601F5498917E3A91CF97095684F29F2EB7779BA52872FC314

SHA-512: FAD79EE40B3E7ADA7C71265F615C850D8244B0F02B36D351ECD56D31A85BD8A896D3B2B849AFAS51DIE23E645F1F442E3DB06DB437D463D4102B07B93702B4C
0

Malicious: false

Reputation: low

Preview:
Peveen e T o T PP S.b...(.nthittpo/lapps..identrust..com/ro.ots./ds.tro.otcax3..p.7.c."3.7.d.-5c.4.d.2
.e59.c.fb.8.0."..

C:\Users\luser\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\FOEDFDD2.png

Process: C:\Program Files\Microsoft Office\Office L4\ EXCEL.EXE

File Type: PNG image data, 1133 x 589, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 75711

Entropy (8bit):  7.915372969602997

Encrypted: false

SSDEEP: 1536:gxJQVYZEbrMj34410mHyL9c988gHhX8]CNNnKfl5ncT:7br0045GUgHhX8]C9yST

MD5: 8296338A43942E3107802E3062AC1270

SHAL: 46E67A586ED8A961AF7FD03140547C1CB2BAC227

SHA-256: BES5F61F2AE8E4CO9F9ADBCESEC33D4C01A331734FFC5818AA8E45CF60456C5ABD

SHA-512: C2179050A009C990CBFEGEA45E44AA6307AACI38E3EA523D31713F657E09131B07ACEBB31FC353C5A23E7D6323C4EC01736CFF092ACA1D49B58E71A07F11714
D

Malicious: false

Reputation: low

Preview:
PNG........ IHDR...m...M gAMA......a....pHYs......... 0.d....IDATX ......0.....Qoe o< T AL G FEXAK L Z0, VLLOS L I+ Z U > == Qe
[T Pt 8.:.. @G, 3 Qe (e Pt Bl g@G........ 3. Q. [P pt..J.7ZP...
=j.*$H.B.P.)I.6Q _...6.{C..r|]2W.[a..m.BI.2...5.....D....4;B...@b.HiP jfi}@.S9..E.*]...0..BA5.e:...q..SP....w... slja7e

.C.R.H3.f£Q....0....h~...)aM..).vQ.1.+J@Q.....0a+...!5.e.b..V..|..d..[.....vC..&.=9..n..... "6-.tRj...O..{j.e.N....o..~..".......#!...T...C_.#.>.E,[., ...... E...h~B.Y./..(2....... [
LR N.Z...K]8>.dW. s...U..9.. W.e..].W...i{u>s.L>1.)..f.b.Znai$.Q.".W2....... Q..G..z...Ea......

C:\Users\user\AppData\Local\Temp\4ECE0000
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
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C:\Users\user\AppData\Local\Temp\4ECE0000

File Type:
Category:
Size (bytes):

data
dropped
93153

Entropy (8bit):  7.835054103634326

Encrypted: false

SSDEEP: 1536:0axJQVyZEbrMj34410mHyL9c988gHhX8]CNnKfl5ncoclV1AWHP:0lbroo45GUgHhX8jC9ySogV1AWHP

MD5: 47C592EB97A153A45E1C51F969D8C787

SHA1L: 9095E3626503E6B3F9FD173927A00FDDCB4B7234

SHA-256: F779082667B29A95A2A60C3261C15C09BD80A414898FCFF2B1E7B528C940F8CD

SHA-512: ED7A8E25541678B44242D5BCC5743F30CBAD3518E65E5DDE6A16FF61410450A1DD11B9A0365154B081F91CB539955C9C21191575CF365AD71E64D79A87C778E

Malicious: false

Reputation: low

Preview:
.Mn.0....z...B...AQX.M.m.....D. "LLVepgeys A jgkvWMX LV emSL2 (LY ] S ALK LN XY L HL AL O& L. 2&.6.~...3..Z..M&SsmY . m B LX0......V.@J. Xh.....+.....
V.AL@.T.2..m..]1.9=....N.@...E.R...2.Y/...>.q.h.VP\.....+.\X[V.E......". X.....5.4&.}...)G".......K.d.#.8.0yd.zCh..l.IE=.....".-nL." }.a..q.....mq...........H.....6.#.9f2.. [ @.D.

: [Content_Types].Xml ...(ccccoeeieiiiiiiiiciee.
C:\Users\user\AppData\Local\Temp\CabDAC6.tmp E
Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: Microsoft Cabinet archive data, 60080 bytes, 1 file
Category: dropped
Size (bytes): 60080
Entropy (8bit):  7.995256720209506
Encrypted: true
SSDEEP: 768:078wIEbt8Rc7GHyP7zpxeiB9jTs6cX8ENCIXVbFYYDceSKZyhRhbzfgtEnz9BPNZ:ABRc7GHyhUHsVNPOIhbz2ESBPNiUu+g4
MD5: 6045BACCF49E1EBAOE674945311A06E6
SHA1L: 379C6234849EECEDE26FAD192C2EES9E0F0221CB
SHA-256: 65830A65CB913BEE83258E4AC3E140FAF131E7EB084D39F7020C7ACC825B0A58
SHA-512: DA32AF6A730884E73956E4EB6BFF61A1326B3EF8BA0A213B5B4AAD6DE4FBD471B3550B6AC2110F1D0B2091E33C70D44E498F897376F8E1998B1D2AFACT789AB

EB
Malicious: false
Reputation: moderate, very likely benign file
Preview:

MSCF... .
.X..00&Z....C...p0.}..2..0m.}..Cj.9U..Jj.Y..#£L.\X..0.,...,.qu..]..(B.nE~Q...)..Gcx.

.<.....Ab.<.X..sb.. dbu.3...0......
}of.zw.a.9+4[.<0..2 s.ya.J....wd...OO0!s...".WA..F6._f...6..0..2..7.$,... X k.&.
LE..g...>uvllxe......C..?....P0$.Y..?u....Z0.g3.>W0&.y .(....]. >... ..R.q.wg*X......qBl.B....Z.4.>.R.M..0.8...=.8..Ya.s......add..)..w.4.&.2...2.&74.5].w.j.._iK..|[[.w.M.I<-
.}%.C<tDX5\s. *.nb....GCQ.V..r.Y.. .0...0.V)Tu>Z.r..l..<.R{Ac.x". .<A.. Q& X.CS...e9. VL XR4..L.....%g...<.}{..E8SI..E"h.*. ... ItVs.K.....
3.9..°D..ei...y...,.5...aSs".W...d...t.J. ]....'us..d]7..=e....[R!:.. ga.v.~.q...{IN.b]x..Zx.../;i#}.f.)k.c9.{rmPt..z5.m=..q..%.D#<+Ex....1|.._F.

C:\Users\user\AppData\Local\Temp\TarDAC7.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

data

dropped

156885

6.30972017530066

false
1536:NIR6¢79JjgCyrYBWsWimp4Ydm6Caku2SWsz00D8reJgMnI3XIMuGmO:N2UJcCyZfdmoku2SL3kMnBGuzO
9BE376D85B319264740EF583F548B72A

6C6416CBC51AAC89A21A529695A8FCD3ADSEGB85
07FDF8BC502E6BB4CF6AE214694F45C54A53228FC2002B2F17C9A2EFG4EB76F6
8AFC5D0D046E8B410EC1D29E2E16FBO0CD92F8822D678AA0EE2A57098E05F2A0E165858347F035AE593B62BF195802CB6F9A5F92670041E1828669987CEECT7DE

false

0.d..*H.....d.0.d...1.0... .He....0.T..+...7..T.0.T.0..+.... 7........L.E*u...210519191503Z0...+......0..T.0..*....."...@.,..0..0.r1...0..+....7..~1......D...0..+.....7..i1...0
et 7<00 4701 @NL %=, 08 4L 7L @V%..5.SY.00. 7..1LJM..cro.s.0.ft .R.o.0.t. .Ceurtific.a.
te. .Auth.ority..0 L[Aulve%1...0.. 4., 7..h1 6. M0+ 7~ . Lb0$..+....7...1...>)....5,.=$.~R."..00.

: 7..16.4V.er.iS.ig.n. . T..me. .Stam.p.ing..CA.0...4.R..27..1.0.+..7.h1....0&.0..+..7.
[R5 SR SO [.J@0%..+....7...1..JW"F...9.N..."...00..+....7..b1". ..@.....G..d.m..$....X..]}OB..+.....7...14.2M.i.c.r.0.s.0.f.t. .R.0.0.t. Au.t.h.o

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Read-Only, Directory, ctime=Tue Oct 17 10:04:00 2017, mtime=Tue Jun 22
19:26:38 2021, atime=Tue Jun 22 19:26:38 2021, length=8192, window=hide

dropped
867
4.491998857498724

false
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C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

12:85QxuNcLgXg/XAICPCHaXgzB8IB/gUaX+WnicvbsaRbDtZ3YiIMMEpxRIjKkdMTg:851K/XTwz6IMYehtDv3gNArNru/

64EB129663574FFAF3327CA9360299CB

5E4EBA6C1312336B58CA21CA178209371B69EA3B

9963C2EA6DFD76705A3BA607DE78F7BE08042F9D8249ECOD6ESBIB55FD5754EA
AT93C4BEF23E9A82DD772878AA07EB3E245BA724056DDE6FD12A214BA444FACT7A8BF574EA50D45CD69835C0D2DC4EA973A3BE9A706E5027C9D298451B242FC

. N ...6....Us.ers..@.s.h.ell3.2.dll,.-
Alb.us....z.1.....RT...Desktop.d.....QK.X.RT.* .D.esskto.p.@.s.hell3.2.dll,.-21
\\813848\Users.user\Desktop....... e ~AD.esskt.o.pei LB)LAG e 1SPS.XF.L8C
4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6.............".......X.......813848.......... D_...3N.W..Or.[*....... }EKD_....3N..W

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

ASCII text, with CRLF line terminators

dropped

100

4.628814969776364

false

3:0yBVomxWegXWuNgXWumxWegXWuv:djgGQqGaGg
32693F1BBA06D4B8A5179CF03093DEAD
F575E24C8881BD57208B03CFA8361860C3AD5F7F
BE869C5A0ECA3ADB50B587185C18633DBA657341B5B8022F57F49C33191189EA

527A4FD652732FA8468344107AC5CB85BCOE93FBC24E7FA54505A7BD528779EAES7869CA7B540DA16CB41EA4BC7CDESAESDBE7EG031F45C30FCD7EC6GEEGGY
B2

false

Desktop.LNK=0..[misc]..plan-1637276620.LNK=0..plan-1637276620.LNK=0..[misc]..plan-1637276620.LNK=0..

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\plan-1637276620.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:13 2020, mtime=Tue Jun 22 19:26:38 2021,
atime=Tue Jun 22 19:26:38 2021, length=93153, window=hide

dropped

2088

4.512071638058982

false

24:8gnS/XTwz6lknoehz4Dv3qNAdM7dD2gnS/XTwz6lknoehz4Dv3qNAdM7dV:8gS/XT3IkoGDNAQh2gS/XT3IkoGDNAQ/

3E75EAB3A0105D7C163F0D643D69EDES

158AE84392602D30FEB6E14AE350DA62EA84AD30

A84C948DE21FB1B7682248E9433C7BEC4AE241476COCA306A72DCFA20B92947F
96F56751FA5667D4AE6489561DESEF68E3A9ACS5B5CACB631BB72DODSABECS58F433E725F36AF22CD4059D20F5B346A151E85B2E11F32A2DA25B4E1ES8C70B2D

LFeln6.2.{.\g.Sag. . k...
.2.1.8.1.3....L.1.....Q.y..user.8.....QK.X.Q.y*..&

LP.O. i 400, /C t.1.....QK.X..Users. ..........
e Allbius..z1.Quy. . Desktop.d......QK.X.Q.y*..._=
.7.6.9....r.2..1..RP. .PLAN-1~1.XLS.\V......Q.y.Q.y*..8 ....plan.-1.6.3.7.2.7.6.6.2.0..x...s.m B ?2J....Ci\Users\.#.........cccoeue \\813848
\Users.user\Desktop\plan-1637276620.xIsm.+....\....\....\.. .D.eskto.pl\p.lan.-16.37.276.6.2.0..xlsm. LB.)...Ag.. 1SPS.XF.L8C...&m.m....
ceenmS.-1.-5.-.2.1.-9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6............."......X.......813848.......... D_..3N..W..9F.C....

..6...Users.@.s.hell3.2.dll,.-
.D.esskto.p..@.s.hell3.2.dll,.-21

C:\Users\user\Desktop\DFCE0000

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

data

dropped

93153

7.835054103634326

false
1536:0axJQVyZEbrMj34410mHyL9c988gHhX8]CNnKfl5SncoclV1IAWHP:0lbroo45GUgHhX8jC9ySogV1AWHP
47C592EB97A153A45E1C51F969D8C787

9095E3626503E6B3F9FD173927A00FDDCB4B7234
F779082667B29A95A2A60C3261C15C09BD80A414898FCFF2B1E7B528C940F8CD
ED7A8E25541678B44242D5BCC5743F30CBAD3518E65E5DDEGAL16FF61410450A1DD11B9A0365154B081F91CB539955C9C21191575CF365AD71E64D79A87C778E

false
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C:\Users\user\Desktop\DFCE0000

Preview:

.Mn.0....z...B..AQX.M.m....D."....\V..p,.q...y. . #..I...jgkeWMX.V:.mS..2./..(..Y ... ]..= A k..l .N".<X.Y.H..Ah..0&)\....2&.6.~...3..Z..M&smY.m."B.Lx0......V.@J.Xh.....+.....

V.AL@.T.2..m..].9=...N.@...E.R...2.Y/....>.q.h..VP\...

"onL.}a.q.... H....64972..[@.D....

+.\X.[V.E......". X.....5.4&.}...)G"........K.d .#.8.0yd.zCh..|.IE=
J=di [Content_Types].Xml ...(cccccverviiineieiiene

52D33C36DF2A91E63A9B1949FDC5D69E6A3610CD3855A2E3FC25017BF0A12717FC15EBBAC6113DC7D69C06AD4A83FAFOF021AD7C8D30600AA8168348BDOFAS

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
File Type: data
Category: dropped
Size (bytes): 330
Entropy (8bit): 1.4377382811115937
Encrypted: false
SSDEEP: 3:vZ/FFDIW2fj/FFDJIw2fV:vBFFGaFFGS
MDS5: 96114D75E30EBD26B572C1FC83D1D02E
SHA1L: A44EEBDASEB09862AC46346227F06F8CFAF19407
SHA-256: 0C6F8CFOE504C17073E4C614C8A7063F194E335D840611EEFA9E29C7CED1A523
SHA-512:
0
Malicious: true
Preview:
user JAlbuso oo

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:
Number of OLE Files:

OLE File "plan-1637276620.xlsm"

Indicators
Has Summary Info:
Application Name:

Copyright Joe Security LLC 2021

VAlbuso oo

Microsoft Excel 2007+
7.835274324451968

o Excel Microsoft Office Open XML Format document
(40004/1) 83.33%
e ZIP compressed archive (8000/1) 16.67%

plan-1637276620.xIsm

93191

4d44784f088b8dd2ac0a6chf2b809eab
7d01c190b2e73c860a9aed904729c6466230bd26

c63e0b01a696a077a5709b8aa4d4d600344fc1ddba624c
bd67c6f37f271d97ac

09c¢221b8d32ff3a0ch092789103d54ef64bldffa92alcdb7
047436c6d9e578ee505457d327a55f1dac5f6b2bcd934ce
0b025b92b50dal2ecdc3187e86efa6b69

1536:aY2xJQVyZEbrMj34410mHyL9c988gHhX8JCNNKF
I5NcW3SLBTOCa:aYRbr0o45GUgHhX8jC9ySWCLBI

PKooiiene LI=di, [Content_Types].xml ...(..cccceovrenn

ede2aaBaadbchcac

OpenXML
1
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Indicators

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Macro 4.0 Code

Network Behavior

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 22, 2021 13:27:19.948889971 CEST 192.168.2.22 8.8.8.8 0x6029 Standard query  ieronymou.com A (IP address) IN (0x0001)
(©)

Jun 22, 2021 13:27:23.091567993 CEST 192.168.2.22 8.8.8.8 Oxelc4 Standard query iliknaturals.com A (IP address) IN (0x0001)
)

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jun 22, 2021 8.8.8.8 192.168.2.22 0x6029 No error (0) ieronymou.com 192.185.21.116 A (IP address) IN (0x0001)

13:27:20.132361889

CEST

Jun 22, 2021 8.8.8.8 192.168.2.22 Oxelc4 No error (0) iliknaturals.com 103.50.160.62 A (IP address) IN (0x0001)

13:27:23.157710075

CEST

HTTPS Packets

Source Dest Not Not JA3 SSL Client
Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
Jun 22, 2021 192.185.21.116 443 192.168.2.22 49167 CN=ieronymou.com CN=R3, CN=R3, O=Let's Wed Tue Sep 771,49192-49191- 7dcce5b76c8b17472d024
13:27:20.536160946 O=Let's Encrypt, C=US Encrypt, C=US Jun09 07 49172-49171-159-  758970a406b
CEST CN=ISRG Root X1, CN=ISRG Root X1, 05:35:43 05:35:43 158-57-51-157-156-
O=Internet Security O=Internet Security CEST ~ CEST  61-60-53-47-49196-
Research Group, C=US Research Group, 2021 Fri 2021 49195-49188-
C=US CN=DST Sep04 Mon 49187-49162-
Root CA X3, 02:00:00 Sep 15 49161-106-64-56-
O=Digital Signature CEST ~ 18:00:00 50-10-19,0-10-11-
Trust Co. 2020 CEST  13-23-65281,23-
Wed 2025 24,0
Jan20 Mon

20:14:03 Sep 30
CET 20:14:03

2021 CEST
2024
CN=R3, O=Let's Encrypt, CN=ISRG Root X1, FriSep Mon
C=Us O=Internet Security 04 Sep 15
Research Group,  02:00:00 18:00:00
C=Us CEST CEST
2020 2025
CN=ISRG Root X1, CN=DST Root CA  Wed Mon
O=Internet Security X3, O=Digital Jan 20  Sep 30
Research Group, C=US Signature Trust Co. 20:14:03 20:14:03
CET CEST
2021 2024
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Source Dest Not Not JA3 SSL Client
Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
Jun 22, 2021 103.50.160.62 443 192.168.2.22 49170 CN=iliknaturals.com CN=R3, CN=R3, O=Let's Tue Apr Mon Jul 771,49192-49191- 7dcce5h76c8b17472d024
13:27:23.508169889 O=Let's Encrypt, C=US Encrypt, C=US 27 26 49172-49171-159-  758970a406b
CEST CN=DST Root CA 21:55:14 21:55:14 158-57-51-157-156-
X3, O=Digital CEST CEST 61-60-53-47-49196-
Signature Trust Co. 2021 2021 49195-49188-
Wed Oct Wed 49187-49162-
07 Sep 29 49161-106-64-56-
21:21:40 21:21:40 50-10-19,0-10-11-
CEST CEST 13-23-65281,23-
2020 2021 24,0
CN=R3, O=Let's Encrypt, CN=DST Root CA Wed Oct Wed
c=us X3, O=Digital 07 Sep 29
Signature Trust Co. 21:21:40 21:21:40
CEST CEST
2020 2021
Code Manipulations
Statistics
Behavior
=” Click to jump to process
System Behavior
Analysis Process: EXCEL.EXE PID: 2564 Parent PID: 584
General
Start time: 13:26:34
Start date: 22/06/2021
Path: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Deleted

File Moved

File Written

File Read

Copyright Joe Security LLC 2021

false

‘C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding

0x13f870000

27641504 bytes
5FBOAOF93382ECD19F5F499A5CAAS59F0
true

true

C, C++ or other language

high

Show Windows behavior
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Registry Activities

Key Created

Key Value Created

Show Windows behavior

Analysis Process: regsvr32.exe PID: 2184 Parent PID: 2564

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

13:26:45

22/06/2021
C:\Windows\System32\regsvr32.exe

false

regsvr32 ..\waill.dll

0xff670000

19456 bytes
59BCE9F07985F8A4204F4D6554CFF708
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: regsvr32.exe PID: 960 Parent PID: 2564

General

Start time: 13:26:46

Start date: 22/06/2021

Path: C:\Windows\System32\regsvr32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

false

regsvr32 ..\wail2.dll

0xff670000

19456 bytes
59BCE9F07985F8A4204FAD6554CFF708
true

true

C, C++ or other language

high

Show Windows behavior

Joe Sandbox Cloud Basic 32.0.0 Black Diamond
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