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Windows Analysis Report https://lwww.google.com/map...
Overview

General Information Detection Signatures Classification

Sample URL: https://www.google.com/m
aps/place/Delval+Equipme Foundiifiames
nt+Corporation/@40.12465
58,...TON!3m4!1s0x89c69
68dfae6af9f:0x98b78b24e6
b0ae!8m?2!3d40.1258217!'4
d-75.399071

Unusualllarge HIML page

Analysis ID: 438546
Infos: ;f il &

Most interesting Screenshot:

Score: 1
Range: 0-100
Whitelisted: false
Confidence: 80%

Process Tree

= System is wl0x64

. G chrome.exe (PID: 4764 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automation ‘https://www.google.com/maps/place/Delval+Equi

pment+Corporation/@40.1246558,-75.387604,14z/data=!4m8!1m2!2m1!1sDELVAL+WEST+NORRITON!3m4!1s0x89c6968dfae6af9f:0x98b78b24e6b0ae!8m2!3d40.1258217!4d-75
.399071' MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 2796 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1536,7785239963903625034,8054298018900182234,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1792
Iprefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 1560 cmdline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=audio.mojom.AudioService --field-trial-handle=1536

,7785239963903625034,8054298018900182234,131072 --lang=en-US --service-sandbox-type=audio --enable-audio-service-sandbox --mojo-platform-channel-handle=4816 /pr
efetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 5772 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=video_capture.mojom.VideoCaptureService --field-tr

ial-handle=1536,7785239963903625034,8054298018900182234,131072 --lang=en-US --service-sandbox-type=video_capture --enable-audio-service-sandbox --mojo-platform-
channel-handle=5920 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched
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Sighature Overview

Q Click to jump to signature section

There are no malicious signatures, click here to show all signatures

Mitre Att&ck Matrix

Command Remote
Privilege  Defense Credential Lateral and Network Service
Initial Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration Control Effects Effects I
Drive-by Windows Path Process Masquerading oS System Remote Data from Exfiltration Encrypted Eavesdrop on Remotely N
Compromise Management  Interception Injection Credential Service Services Local Over Other Channel Insecure Track Device ¢
Instrumentation Dumping  Discovery System Network Network Without F
Medium Communication Authorization
Default Scheduled Boot or Boot or Process LSASS Application Remote Data from  Exfiltration Non- Exploit SS7to  Remotely C
Accounts Task/Job Logon Logon Injection Memory Window Desktop Removable Over Application Redirect Phone Wipe Data L
Initialization Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux) Logon Script Logon Obfuscated Files Security ~ Query SMB/Windows Data from Automated Application Exploit SS7to Obtain C
Accounts (Windows)  Script or Information Account  Registry  Admin Shares Network Exfiltration Layer Track Device  Device C
(Windows) Manager Shared Protocol &g Location Cloud C
Drive Backups
Behavior Graph
Behavior Graph Legend
2% 438546 MALICIOUS I:I Process
URL: https://www.google.com/maps... [EESTESEETS I:l Signature
Startdate: 22/06/2021 I:l Created File
Architecture:  WINDOWS
UNKNOUWN
Score: 1 . DNS/IP Info
.I'; Is Dropped
started A% Is Windows Process
L

Number of created Registry Values

Number of created Files

«
S

Visual Basic

g5
2z
oz

)

Delphi

i
i
=

Java
.Net C# or VB.NET

C, C++ or other language

D@ 2 i~

192.168.2.1 192.168.2.5
unknown unknown 2 other IPs or domains started started Is malicious
unknown unknown eTner

N

chrome.exe Ay

chrome.exe :.' F

photos-ugc.l.googleusercontent.com

142.250.186.161, 443, 57070
GOOGLEUS 142.250.74.193, 443, 49818

GOOGLEUS
United States

12 other IPs or domains

United States
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Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

G Antes deir a Googl\$ap: +
Antes de ir a Google Maps W/ m?continue=https://
consent.geogle.com

S — 2 e e

Establishing secure connection...

0 Type here to search

ww.google.com/maps/pla

Spanish English

Google Translate

<

Antes de ir a Google Maps
En Google utilizamos cookies y datos para

« Proporcionar y mantener servicios, como hacer un seguimiento de
las interrupciones y prevenir el spam, el fraude y los abusos

= Medir la interaccion de la audiencia y estadisticas de los si web
para entender como se utilizan nuestros servicios

Si aceptas, también usaremos las cookies y los datos para

Mejorar la calidad de nuestros servicios y desarrollar otros nuevos
Mostrar anuncios y medir su eficacia

Mostrar contenido personalizado en funcién de tus ajustes
Mostrar anuncios genéricos o personalizados, en funcion de tus
ajustes, en Google y en la Web

Con respecto al contenido y los anuncios no personalizados, lo que veas
puede estar influido por factores como lo que estés viendo en ese
momento y tu ubicacién (el servicio de anuncios se basa en la ubicacién
general). El contenido y los anuncios persenalizados se pueden basar,
ademas de en esos criterios, en tu actividad, como las busquedas que
hagas en Google y los videos que veas en ube. Los anuncios y el
contenido personalizados incluyen, entre otras cosas, resultados y
recomendaciones mas relevantes, una pagina de inicio de YouTube
personalizada y anuncios adaptados a tus intereses

Haz clic en Personalizar para ver las opciones disponibles,
controles que permiten rechazar el uso de cookies para la
onalizacion e informacion sobre los controles del navegador que

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Copyright Joe Security LLC 2021

lval%2BEquipment%2BCorporation/@40.1246558,-75.387604, 14z/data%3D4...

Bt » 0

]
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Source

http://https://www.google.com/maps/place/Delval+Equipment+Corporation/@40.1246558, -

75.387604,14z/data=!4m8!1m2!2m1!1sDELVAL+WEST+NORRITON!3m4!1s0x89c6968dfae6af9f:0x98b

78b24e6b0ae!8m2!3d40.1258217!4d-75.399071

http://https://www.google.com/maps/place/Delval+Equipment+Corporation/@40.1246558, -

75.387604,14z/data=!4m8!1m2!2m1!1sDELVAL+WEST+NORRITON!3m4!1s0x89c6968dfae6af9f:0x98b

78b24e6b0ae!8m2!3d40.1258217!4d-75.399071

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Source

http://https://dns.google
http://https://dns.google
http://https://dns.google
http://https://dns.google

http://https://www.google.%/ads/ga-audiences
http://https://www.google.%/ads/ga-audiences
http://https://www.google.%/ads/ga-audiences
http://https://www.google.%/ads/ga-audiences

Domains and IPs

Contacted Domains

Name
stats.l.doubleclick.net
i.ytimg.com

photos-ugc.l.googleusercontent.com

googlehosted.l.googleusercontent.com

clients2.googleusercontent.com
yt3.ggpht.com
accounts.youtube.com
Ih3.googleusercontent.com
Ih4.ggpht.com
www.youtube-nocookie.com

stats.g.doubleclick.net

Contacted URLs

Name

P
74.125.140.156
172.217.23.118
142.250.74.193
216.58.212.161
unknown
unknown
unknown
unknown
unknown
unknown

unknown

http://https://www.youtube-nocookie.com/embed/xSIGbqtTC08?

rel=0&showinfo=0&theme=light&version=3&hl=es&cc_lang_pref=es&cc_load_policy=1

http://https://www.youtube-nocookie.com/embed/oYBL453b0QM?

rel=0&showinfo=0&theme=light&version=3&hl=es&cc_lang_pref=es&cc_load_policy=1

http://https:/iwww.youtube-nocookie.com/embed/KPjh42Twb0g?

rel=0&showinfo=0&theme=light&version=3&hl=es&cc_lang_pref=es&cc_load_policy=1

http://https://www.youtube-nocookie.com/embed/YIXQu2ijLV4?

rel=0&showinfo=0&theme=light&version=3&hl=es&cc_lang_pref=es&cc_load_policy=1

URLs from Memory and Binaries

Contacted IPs

Copyright Joe Security LLC 2021

Active
true

true

true

true
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Malicious

false

false

false

false

Detection

1%

0%

Detection
0%
0%
0%
0%
0%
0%
0%
0%

Malicious
false
false
false
false
false
false
false
false
false
false

false

Scanner

Virustotal

Avira URL Cloud

Scanner

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation

Antivirus Detection

Antivirus Detection

Label

safe

Label
safe
safe
safe
safe
safe
safe
safe

safe

Link

Browse

Link

Reputation
high
high
high
high
high
high
high
high
high
high
high

Reputation
high

high

high

high
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https://www.virustotal.com/gui/url/90368b8b313052a5d2e8a5a30d674bb0de84ccfbc386876cf72395035035d75f/detection/u-90368b8b313052a5d2e8a5a30d674bb0de84ccfbc386876cf72395035035d75f-1624378055

Public

P Domain Country Flag ASN ASN Name Malicious
142.250.74.193 photos- United States £S5 15169 GOOGLEUS false
ugc.l.googleusercontent.co
m
142.250.186.161 unknown United States = 15169 GOOGLEUS false
172.217.23.118 i.ytimg.com United States £S5 15169 GOOGLEUS false
74.125.140.156 stats.l.doubleclick.net United States = 15169 GOOGLEUS false
239.255.255.250 unknown Reserved 7] unknown unknown false
216.58.212.161 googlehosted.l.googleuser United States £S5 15169 GOOGLEUS false
content.com
Private
P
192.168.2.1
192.168.2.7
192.168.2.3
192.168.2.5
127.0.0.1
General Information
Joe Sandbox Version: 32.0.0 Black Diamond
Analysis ID: 438546
Start date: 22.06.2021
Start time: 18:25:51
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 6m 14s
Hypervisor based Inspection enabled: false
Report type: light
Cookbook file name: browseurl.jbs
Sample URL: http:// https://www.google.com/maps/place/Delval+Equipment+Corporation/@40.1246558,-75.387604,14z/data=!4m8!1m2!2m1!1sDELVA
L+WEST+NORRITON!3m4!1s0x89c6968dfae6afof:0x98b78b24e6h0ae!8m2!3d40.1258217!4d-75.399071
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 13
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
¢ AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: CLEAN
Classification: cleanl.win@42/244@8/11
Cookbook Comments: e Adjust boot time
e Enable AMSI

e Browse: https://accounts.google.com/ServiceLogin?hl=es&amp;continue=https://www.google.com/maps/place/Delval%2BEquipment
%2BCorporation/@40.1246558,-75.387604,14z/data%3D!4m8!1m2!2m1!1sDELVAL%2BWEST%2BNORRITON!3
m411s0x89c6968dfae6afof:0x98b78b24e6b0ae!8m2!3d40.1258217!4d-75.399071&amp;gae=ch-

Browse: https://policies.google.com/technologies/cookies?hl=es&amp;utm_source=uch

Browse: https://policies.google.com/privacy?hl=es&amp;utm_soure=uch

Browse: https://policies.google.com/terms?hl=es&amp;utm_soure=uch

Browse: https://policies.google.com/privacy?hl=es&amp;utm_source=uch

Browse: https://policies.google.com/terms?hl=es&amp;utm_source=uch

Browse: https://support.google.com/chrome/answer/6130773?hl=es

Browse: https://support.google.com/accounts?hl=es

e o o o o o o

Warnings: Show All
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Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context
IPs
No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit):  5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzvRKhGvw]

MDS5: A78AD14E77147E7DE3647E61964C0335

SHA1: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0OE8I3FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7EBE10648EA8321
01

Malicious: false

Reputation: low

Preview:

BDic.... ....6..."..Z..49....6.2...{/...3...5.... AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF | AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\user\AppData\Local\Google\Chrome\User Data\13d6e7b3-2be7-4654-9b0c-f9d2baaala03.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 173383
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C:\Users\user\AppData\Local\Google\Chrome\User Data\13d6e7b3-2be7-4654-9b0c-f9d2baaala03.tmp

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

6.07952974595743

false

3072:42HB48WO0p6hRPkbz3GtzKyc2YEZpFchXaflBOulGOJmAS3iuRZ:ph4yohR830dZnagfllUO0SiuRZ

EA94216A87EB9A987FB5A91F15E40823

FC3CAE6C00904A7EBBEOSCAF5811C6A095109AD6

9E34COACDA07B5DA7D8ABOEE4EE4F17E5AC7F8C73DFEEC68F66C2BF147E5E9B2
2A323F5C84A5F987030136BB454DFE83CB4821499CCCB797E4090354800B3AE88CABO7EICD54A5062424A94F97FD7A261FFC501A5F03EB53A175C163776691B9
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.62441160929989e+12,"network":1.624379211e+12,"ticks":5114611710.0,"uncertainty":4697444.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWtxhoUVdUYrYiwg8iJkppN
r2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQiLG1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BXiFP4bdRY JiDXn4W2fxY qQj2xfYeAnS
1vCL4JXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\473071e0-6f06-4e1a-9d6e-940c7522a480.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

164920

6.049590627674354

false
3072:jB48WO0p6hRPkbz3GtzKyc2YEZpFchXaflBOu1GOJmMAS3IiuRZ:V4yohR830dZnagfllUO0SiuRZ
57CE225F43D12B4ABAE62FCDF966312F
50ED5D1DC073F24ECC860DA8AF1918ABEEBF7CF2
B21CA142F78F7D48A35CC63455FA2C52AD881B5A0338E00DEEE88F27F251D939
1F2C5FA3551A0E3BC21763344A5EB4A9963BD0OC24F0FC209F0D2AEB541D6F3F59504044F1B044C6CF4760C5CAC2E23793BFA64F7D6AD0OA0CE2275CEE244F89F
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.62441160929989e+12,"network":1.624379211e+12,"ticks":5114611710.0,"uncertainty":4697444.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAOQlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWitxhoUVdUYrYiwg8iJkppN
r2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BxiFP4bdRY JjDXn4W2fxYqQj2xfYeAnS
1vCL4JIXAsdfliw4oXIE4R7I0AAAABIt36FqChftMIb7EtaPWIBXRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245951016994575"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\4d18873f-bc91-4ac0-ba69-098178998d32.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

173384

6.079530516154812

false
3072:AsIB48WO0Op6hRPkbz3GtzKyc2YEZpFchXaflBOU1GOJMASIURZ:fL4yohR830dZnagfllUO0SiuRZ
176FBB057A83390DD7C1910E00BAFD5E

682DB65B759A5F4582BED3E972C4C837B4E4E00C
8AF6BE1C80605BCEOE9E4BDEB40EC35096BBES8E72D74131B2A7516C6412EBA9
6C8ABED489757A264E3302B2D572CCC59B7472F8FD0162390C8221DA46A4F6A497502F2A0614077D6220B897A8D26492219A34F7740DE9EB115A5FA5958FA859
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r':{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.62441160929989e+12,"network":1.624379211e+12,"ticks":5114611710.0,"uncertainty":4697444.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KXE6WEAAABLISWK194zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkppN
r2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAG)Lg1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxY qQj2xfYeAnS
1vCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man

ager":{"os_password_blank":true,"os_password_last_changed":"13245951016994575"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\56dd3340-6b53-4a12-8ed0-f7387c7bf9da.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

173384

6.079529690845217
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C:\Users\user\AppData\Local\Google\Chrome\User Data\56dd3340-6b53-4a12-8ed0-f7387c7bf9da.tmp

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

false
3072:44)B48WO0p6hRPkbz3GtzKyc2YEZpFchXaflBOulGOJmAS3iuRZ:DX4yohR830dZnagfllUO0SiuRZ
97D01AC3D6294980223877CEC73E7DD4

654C22E43F8D19DFFIDF64EAC01C6A1834274519
7D01A62495B655C78343C11283C67B341B5C62CC7B596DA22DBB00BF639D4A61

EC101E09DE95B8F38158AA37392239A5F8751D5E3769B82C40B24800542A58F8AB63FED21ABOFFOEDDC4E37DEC15469F4523CC217CDC74F71D8C3B86FC234A!
B

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.62441160929989e+12,"network":1.624379211e+12,"ticks":5114611710.0,"uncertainty":4697444.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWtxhoUVdUYrYiwg8iJkppN
r2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BXiFP4bdRY JiDXn4W2fxY qQj2xfYeAnS
1vCL4JXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\6a9a3133-642f-4dd0-aff2-691dcc7ad274.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

173383

6.079529676565355

false
3072:4z+B48W0p6hRPkbz3GtzKyc2YEZpFcbXaflBOulGOJmMAS3iuRZ:YA4yohR830dZnagfllUO0SiuRZ
5057027B2689B35A85F5E1F8B2278D38

706DBC8FBAAOA31EE14DAODOB5BA48779693A5CE
D483DAA9539F00B8561BE14CDA94A28D258E5D8C8FE842B06AA4EI35D6EAG010
89766B1F312B18CA572763A9C2CDF32F74792142CA3906D772001000F54C13BD6FD846B6BB28B29261AF7706B7CA6CDECD3A8CC352375F137225A16D5078A31L
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.62441160929989e+12,"network":1.624379211e+12,"ticks":5114611710.0,"uncertainty":4697444.0}},"os_crypt"{"encrypted_key":"RF
BBUEKBAAAAOQIlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWitxhoUVdUYrYiwg8iJkppN
r2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BxiFP4bdRY JjDXn4W2fxYqQj2xfYeAnS
1vCL4JIXAsdfljiw4oXIE4AR7I0AAAABIt36FqChftMIb7EtaPWI8XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager"{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\705c12a5-4215-48d6-8719-9f7e3b07baal.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SysEx File -

dropped

94708

3.752213657009978

false
384:tfCBxvk+/0HXVgMNMNFrmvJID3qNrWH3yGG5rE3t5xaTh3ar45mA70TdttaO3XNNZ:FKu5tCvOeYej9jHQXbefKpHIpp
A32E1340CAFA42FBCOEB17B784D3E5C1L

5F242E436CB48DA97F49E864D95861BAE622E6BC
0025FB6D26616320511D73063473430CFBD780F966E6AC7EEDDEDB380A592DC7

BA4795BDCEFBFE2FDB2B2C0E27B0D2178FDFB4744F69FA62382D58AAE7C5C71E25985903F21C28520FFEB4242DF6805A0F518566E705C3D8DF56F0336F05B4E
D

false

low

q.... ...C..\.P.R.O.G.RA~1\M.I.LC.R.O0.S.~.1\Offic.el6\GRO.O.VEEX.D.LL.PL...%.pro.gram.files.%.\m.cro.s.o.ft .officeloffic.e

1.6. .g.r.o.o.v.eex.dll..Micros.o.ft .Office. .2.0.1.6..*. .Micr.oso.ft .O.neD.urive. for. Busines.s. Extens.ions....16..0..4711..10
.0.0....*...C.\.P.R.O.G.RA~1\MIC.R.O.S.~1\0.fficel6\GRO.OV.EEX.D.LL..M.icros.o.ft .Co.rp.oratio.n..=8D..C.:\P.ro.gram. .F.iles\C.o
.m.m.o.n. .F.iles\M.c.r.os.0ft .Shared\O.FFICE.1l6\ms.0shext.dl.@...U/..%.comm.o.np.ro.gramfiles%.\m.ic.ro.s.oft share.d\o.f
ficel6.\...msoshext.dll..Micros.o.ft Offic.e.)..Micros.o.ft Office. .Shell Extens.ion. Handlers.....16..0..426.6..1.0.0.1...D..C
2\P.ro.gram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

120

3.254162526001658

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

3:FkXftOXE1G1mstftOXE1G1mstitOXE1n:+ftIE1GImkfIEIG1mkitIELn

E9224A19341F2979669144B01332DF59

F7F760C7104457DF463306A7F7BAE0142EFCEBSB

47DD519C226D23F203ACAEOEC44DF9BB6208828E24F726E1602EA52F63C3E2BE
4184302DEB5009D767FECFC150F580DD57D5CFICF3BFEB7E52C9F3340E5E6499251B9F0DFF37F0454411FED9046880E0A9204312D021294256372C916B8155AC

false

SAPC....vorvvv. S}.....M..2.1.%sdPC.................... S}....M..2.1.%sdPC.................... s}....M..2..%

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\0d65931b-420e-4051-92e2-d4f880150510.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

1709

5.586956882542446

false
48:YCeUf6UUhyUOseKUevUUgPeUQoUef8RWUYUOUH:DeUiUUwUO3KUKUzPeUZUEBSUYUOUH
EE4F13B238148972E531567C99EBIF41

D3D3BF3C36DDE317258032B9B080538A8050B550
62E13883705515C171AAABE430E96FA7D27A34B9807527E7A30275D0263EAECY
51104B772F10E181945BE9926FD1FCEC1648D0467B5E66335D6E8B3292FE76B3653FEADA6D1056085A88F4COCABE6GE7BIB54BCF24F05F29098FAB1DB734EASQ:
false

low

{"expect_ct":[],"sts":[{"expiry":1635298036.45686,"host":"LAZkY S46RVRCFiZAzmUJrz6 TJHBd4nwEGVxPWfPLYHs=","mode":"force-https","sts_include_subdomains":
true,"sts_observed":1624411636.456867},{"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoealXAEYPIv4=","mode":"force-https","sts_inc
lude_subdomains™:true,"sts_observed":1601478077.350503},{"expiry":1635298035.010017,"host":"fJjUrPghktMfiTHIX3Q0pJi/P12Q72DBgzzJqjINC40=","mode":"force-
https","sts_include_subdomains":true,"sts_observed":1624411635.010026},{"expiry":1633014077.22511,"host":"nAuqgR4IEWti7SOdT3UHPI6rmZU/Dealm38P2020kg
A=""mode":"force-https","sts_include_subdomains":false,"sts_observed":1601478077.225114} {"expiry":1655947656.640866,"host":"sDdUHFeNXQYN3ZmOGsRDJINdZ
+lwkPs1LrXOjilyGulo=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1624411656.640871},{"expiry":1655947676.700097,"host":"0J7rAW
VOouCFYJ9XrkDiKnAO1SshXIJmLJE1SS3V8kDM=","mode":"force-https","sts_include_subdomains":false,"sts_obs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\0dd66a3c-92a6-4cad-9181-d42b7af4c833.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

modified

5857

5.190328564034571

false

96:n3CA003MRIOWU7rcVeok0JCKL8jkW1dbOTcPVuwn:n3CYMRnwarct4KIkWfh
4F10AB7F5E66691CEFCCCD7536C5CF04
1FEA322FA284A67C601EB29E06338A6772AAEL52
492B131FADSEABCDD6EC23A462CB4FCBFD825C56122C1DF2463FA477C34E290B

D8E4F09D7147332A3FFC7AL6DEOEDEAI62EIEADSEEIV4ADIDAALISBA232A4C07B5F0018219341F319ABASBB72900BE7DA072DCAA7189D1A4C3060707C5CCSEE
54

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13268885206400381","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
'work_area_right":1280,"work_area_top":0}},"co
","0","0 " 0","0"," 0","0","0"
"0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\1742173a-f7aa-44cb-9972-6f008fd2d797.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5174

4.984788535891051

false

96:n3C00p3MpcV0ok0JCKL8jkW1rbOTQVuwn:n3CTMpcl4KIkWJ
BDFFB791141B084A74C81A0A55C83C4B
CACC72971BBFE0C9133E7D509BB5E625F570C693
42626E55B39103C8D27FESFEA60CD8537FF225FC2174A782601EC869CA01F3EE
C41F9F7175933AF7CBOCEA9D86692AAC4AF192E7AB60395C4E710AD42A033F16AEBC2CFD729CA6D54D193F06FC3149EA852020CEF4926143A0AB7F0D068667A1
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\1742173a-f7aa-44cb-9972-6f008fd2d797.tmp

Malicious:
Reputation:

Preview:

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13268885206400381","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\273d5d21-217f-48c4-a8fc-211197b1d980.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5831

5.188994179726018

false

96:n3C+0H3MRIOWU7rcVVok0JCKL8jkW1rbOTczVuwn:n3CLMRnwqrcG4KIkWJt
4D08C17D5D90FE4E9115629773D1939B
B27AA01CEAAD7F49C61B8F6F3925E50C50B23864
CA5D551DF5D553F0CE3545A83F0069C081CF1E4D3E4DEF4D67CBAE38E655B7B1

5233DDBAIAEEAAF8A831704DA4ADAIADBIE23C33ACTBAEEB3FFA087E924F906AFF55E8C8F581B86B6B2FFB5DEDF3CAED35975C899A729E0FIBO01060F8EIC
EFF

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13268885206400381","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time™":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group™:*","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
,'o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"),"daily_received_length™:["0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\5530ba80-ea60-405f-ab7b-7e4f08175319.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5857

5.190502066724091

false
96:n3C+003MRIOWU7rcVcok0JCKL8jkW1dbOTesVuwn:n3C2MRnwqrct4KIkWia
EC219EBEE3E11BC6F7427302A50B2CCC
8512FAD73F955F54B6CE46AF12D10CEASE3C8ES9
42F4488500ADC23768D42DA02775A652325DFBC8136412F28A316B7C3BEC40C0O

A56811ED428D418FC2F7B77068CDIFCA8C1ABA8BBB55BE7F6A4DEA429F487BA89F2CIABDEAB8LICFALEF92BFE7904ADC1539EDODB1E623F983A1C371CD7511DF
1C6

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13268885206400381","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length™:["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length™:["0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\58c39394-653f-4021-ab73-c1e54791f0d6.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

16918

5.580184988601797

false
384:56St4LIveXu51kXgKf/pUZNCgVLH2HDBrugKqt4LY:jLIcu51kXqKf/pUZNCgVLH2HfIrUgTtT
47ED978E4CB96A1E606E90F17D4AFESD
E53D4ED306A5DCFC135415B49ACBC6829028CF84
F76C49E7CC0097ADSEAE9169E13D41D135AAAFC287C5B399DE41642727D91ACY
970D86DAD62409D237A0319751CBFABE256F702C3EB7499BD972C2BCF049DB913A02A18975ACF6E37651E0DI0AE3023A02364874508A3C4A81C2B60678FBBAE
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\58c39394-653f-4021-ab73-c1e54791f0d6.tmp

Preview:

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13268885205997828","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSoAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\71c556ca-0be8-41ec-afde-831b4ae7c5a5.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5235

4.983724902764774

false

96:n3C0093MpcV0ok0JCKL8jkW1rbOTciVuwn:n3CTMpcl4KIkWJIU
A52B3D497B71F798670517C979BA8BACD
87184519182CC1B462F07E2137DC14DDDA37BEBA
9E52697DCF375B408B0795AB49DB9163F9E34370D12433D210AF5F574F0F9EBD

D772748D530AA2628F1CB066AC8DCA435CD6FC685161CB198ED6C22ED46EDG3E3539C7C064F02CCBCDC6D91CDF98B1F6F262A7C13348AD2AAA798C54F9C1
07

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13268885206400381","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser

_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length o","o","o","o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0" 0","0","0"
,'o","o","0","0","0","0","0","0","0","0","0","0","0 0" o","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0'

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\77cfladc-0de9-4829-ada5-51a0e86ca78b.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3Ll

5058F1AF8388633F609CADB75A75DCID
3A52CE780950D4D969792A2559CD519D7EE8C727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F2¢
F21

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\91609e11-21a8-4447-a574-aaf415d204c0.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

19008

5.567188082363169

false
384:56StpLIveXu51kXgKf/pUZNCgVLH2HDBrUJHGVXWI4Y:0LIcu51kXqKf/pUZNCgVLH2HfIrUtGvw
950874BBC5BA1D18C60375EF8DB8F8A8

256A1717117714861771FE012FCE358B124AEADS
101D2DB913F350CC9929A17C4668D76115FE23E06A093E3C4F8BC864C8546623
BFC50224C9418B750ACCB92255F6C3061A797C3D6920E5B312D656665C40E46C099BDB55FA81B7669133D21B1B04A2EO0A9E6B85A4B7D73F3C554ACACA42F51BE
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\91609e11-21a8-4447-a574-aaf415d204c0.tmp

Preview:

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[[},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13268885205997828","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSoAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\99e95fdd-4f32-43ea-8244-d0478260ea55.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5235

4.984393152265795

false

96:n3C+0L3MpcV70k0JCKL8]kW1rbOTcOVuwn:n3CfMpck4KIkWJIL
FA37EEC94EB29483CCD2B56230A13339
187DE11B7FD0949E050B160BDBABDB3D25B38C2D
A78CBB8477548E67EED5A864E16CABF286417C4A03706914BA277B6243ADIAF26

DODE436910A72E7311496A739BE818A0DD5EBD166D3ES8BAACCC081081FAFAOCDEO2BB010B577C612EF9C8568338593AC5F5CC0O90E2332211AA28164E747F6D
A

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13268885206400381","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser

_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length o","o","o","o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0" 0","0","0"
,'o","o","0","0","0","0","0","0","0","0","0","0","0 0" o","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0'

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\9b1db4bd-9841-4c8e-b50f-a0ced67aadb3.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22596

5.535851391002294

false
384:s56StpLIveXu51kXgKf/pUZNCgVLH2HfDBrUIHGYnTjxdt4U:0LIcu51kXgKf/pUZNCgVLH2HflrUtG Yt
3C7B882A025A7E1EFA683F87709696D8

4C5CAFF90255921ED3BDE4C87804938299C17A88
552C74C80491EA502F3685F374C6119F6EFE862C16B10F66C4F3CFOD07219541
19D57C3A9302DC608DC14B83AFBDC131A919B5833F5E2D30804FE9908D79C26F50FEG93EA953297E27E78DE8BFA10A6854C4F637E88FC93441FD4A23E89DAS34
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":[‘management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13268885205997828" "location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWKkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.254380358470062

false

6:mvhp+q2PWXp+N23iKKdKORXXTZIFUtpCh2FmWZmwP ChIVkwOWXp+N23iKKdK9RX3:m+va5Kk7XT2FUtpOW/PSV5f5Kk7XVJ
F82D7074B7F6B072694D6D2EFE5E4385

F1618848CA6121B3B6C6DI3C4FAF644FA7285D90
DB14D6BDF1A193E3C24816C416119887A36E6FFFEA71C264EC34980346A987F7

ECADCE68E9D8767EED8646EEABFC67AF54E4147C2DCAG75F0598FA4A1A98CF30FD8A9B7800598893EDOB3DF01BD95943E5E189AA73A131602FA74259691AE4
D

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Preview:

2021/06/22-18:27:09.395 16ec Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
06/22-18:27:09.398 16ec Recovering log #3.2021/06/22-18:27:09.399 16ec Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

318

5.233752355750732

false
6:mvhxGN+q2PWXp+N23iKKdKyDZIFUtpChVEWZmwPChgNVkwOWXp+N23iKKdKyJLJ:O++va5Kk02FUtp7W/PTNV5f5KkWJ
4C80E9B961086FF199B864A309CB5400

FA2FCBFABCC5A38C47D1695489F986353AD3C556
326501FFC8C8B18B4A27A7D57CE59D43F74305FDDB30017AA393869BAFAA5196
OF174D9A6B19F326A482EF4D80FF5813814FFAA19C00B92BFB164CB03C98BF8468496D69C7BC223B63A0C6E249989E8FF252E78B6BD72AD6B18DOB50F1B347A!
false

low

2021/06/22-18:27:09.428 16ec Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/06/22-18
:27:09.430 16ec Recovering log #3.2021/06/22-18:27:09.431 16ec Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\01c7{f38d60464e2_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

81144

6.082306864690634

false
1536:8KVCtWDob/y+WTLFqGp5XR1hUgZQ1M3EJo5pEdiLIG1ulF9dz9:FCtIDZWNQGjZUa6M0Cz27GclF93
47F1E4378888F3FOB8C1549E6FE738DF

1C21418BBFE20CEC35FC174FOAC6AD13911A5E17
7TE7880E4B89ABC49604213C6CCE0A473E915C26998A8AC51F469CF86C93130E
20954B76F6ED17625541FBOD7991B09836A2EA9E744A9E7653DDF7B4137A9BE1B35740D71C6050A1A725CFD3680800CBECF491D3BEDBAG673A79785287EBO2F|

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\01e4ce39fc76d4c4 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

44472

5.7383518142084755

false
768:30TAy1jpQGdIqyraPIWWmhpAg37PgR30jMn349iDpFilJR5/HtprINwgcpMtu/yh:k5p0qyJBW77gR3iMi8ClpaF
COE48C6EEB2995B3AFBD320C84E7A350

647639482A37CF89682D5CE24027E7E754CDC3E4
7432ABA983D91CFC5F76EAA803C4E77D489765BCFD935B75DE4D674D56BB700C

BFC0B7003362B843BD6E33A72ADE181DCDABS3E89BB6AIE192C151787140072A07A290D1887021539E7F9755BAC2BCFBC412BA465F9203806BEOD88C52BA69C
9

false

low

owr.m......(...1lo...... _keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ldentityPoliciesUi.es.4K5Qy-Ral2s.es5.0/ck=bog-identity.ldentityPoliciesUi.nutv
riA6t5U.L.B1.0/am=KHCA/d=1/exm=_b,_tp/excm=_b,_tp,homeview/ed=1/wt=2/rs=AOaEmIHFz6itvpKpD7ZCGBKK_X8KE89IR6A/m=byfTOb,IsjVmc,LEikZe .https://g
oogle.com/w...#l............. 1.....[.0.N."R...0.!S.H.fc."..c...A.L.EO...ocvirrinnnn. ALEO. i e 0...@..."h.ccois L PR PP PSPRPPO SRR (S.
Lt L (O] default_ldentityPoliciesUi...(S...u .".@.......L"....].RC..ceevrrrrns Qb.F{p...._.....Qc.b......window....Qb....... Ut....Qb....... Wt....Qb..7....Jfa...Qb.W.P....
Xt....QbnV.D....Gfa...Qb..OB....Ffa...Qb.mO.....Ifa...Qb...7....Hfa...QbJc+.....Zt....Qb&....... au....Qb"g.....$t....QbvA.....Xy....Qb..E.....Zy....QbJ.."....$y....QbNi.....Wy....Qb.-....
..cz....Qbn..P...jy....Qb" A.....dz....Qb........ uga...Qb..".

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\08e7ae749bec7197 0

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\08e7ae749bec7197 0

File Type: data
Category: dropped
Size (bytes): 244104

Entropy (8bit):  5.8543354647476935

Encrypted: false

SSDEEP: 3072:KwEdyWokONji9FLaCZI+/42+nUV05gkRTSEiUAVN+ON6l:YgWVauvOCK+gUSTtipnG

MDS5: 69C5FF49E90390A76451D2DOEE7089B8

SHA1L: 180D72C01535B07FBEOB307E812F23DC502A0047

SHA-256: 6200A3B6D7A01B894CDAC1C6763251556BA21D91E9EB4760102C3A06FBDAAATO

SHA-512: 8840FA784D25E3370D83AAE096DC6F074667094BA24DE65CADE448F4397FC5FDA12DD58ES32F5C4A2D3880CF4269A7E91ABS5A013A7FAD29025CBD7919859A2E
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\114677e6c36ebcbb_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 909

Entropy (8bit): 5.943002951303625

Encrypted: false

SSDEEP: 24:PuP7GtEh7K9EdJfEMpPE9KkmMXSEFKkmMXSEFKMXsE:mP7GEh7k9EdfEMpEOWEFWEFWE
MD5: 835DBACF4CEEB1D75C2F70F95023C02F

SHA1L: 2FB5BA68D13C3FAED128F56AFFD41A0F5E065C78

SHA-256: 9B9D187FB083C95DDB59B2D501EDC14D97E27DF4BEOD41DEGEC7D710D38F1EDD
SHA-512: 4231E654E7096493A7C5F96664C220511629456F562BD33B438A7A5B3B74AD2B102D811B51E7E8D636DE45D86DFD68C2DCBELDCI9617388F4320B3478E897D423
Malicious: false

Reputation: low

Preview:

4C21E1320462...\p.X.p...<..LAF..8.A.Eo....... bl #/.P;..015B9D047CF6C432CB4C859E0A4191E75A7E889C2C7E61DEBB094C21E1320462....\p.X.p...<..L.AF.
.8.A.Eo....... bl #/.P;..015B9D047CF6C432CB4C859E0A4191E75A7E889C2C7E61DEBB094C21E1320462....\p.X.p...<..LAF...8..A..E0....... b.L...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\125bfe9d4488d48d_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 957

Entropy (8bit):  6.07699939572295

Encrypted: false

SSDEEP: 12:k9ww3a808WvO8csf3IwV5yUAksBmZqVCODeD+bSxcsILw7UgxBSpzvVoONrDhVFD:2wwbWG8N384KumZkC0o+GgkBx4TY
MD5: D5F531AE9117F722D6D6F3C2CC886B41

SHA1: E94E9B698F86C20EBOB7F8184EB6374B2EOF19C6

SHA-256: 4B277CE26A50505031211F6CASE6EDB6AF377505DB64694EFDFF7CE5384D0289

SHA-512: 52D4AFC031DD88F830ADF52A0E16C2229850808A8A24622611D12EC8772EA3DBAFE1676511A93FF8CB1E255A289B8AE2242C65C0B0OB7CD20810CA96FA25DBY!
Malicious: false

Reputation: low

Preview:

O\r..m......9....+S<...._keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ConsentUi.es.-KSBiUyKNmY.es5.0/ck=bog-identity.ConsentUi.pKJTN1UvY7g.
L.B1.0/am=CgAl/d=1/exm=A7fCU,BVgquf,CBIRxf,COQbmf,EFQ78c,GkRiKb,HDvRde,HLO3Ef,1ZT63,JNoxi,KG2eXe, KUM7Z,L1AAkb,LEIkZe, MdUzUe,MpJwZc
,NpD4ec,NwHOH,01Gjze,O6y8ed,08k1Cd,Omgal,PQaYAf,PrPYRd,QIhFr,RMhBfe,SF3gsd,SdcwHb, SpsfSb,U0aPgd,UUJqVe,Uas9Hd,UgAtXe,UImmrd,V3dDOb
,VwDzFe,WO9ee, XVMNvd,YLQSd,ZfAoz,ZwDk9d,_b,_tp,aW3pY,aurFic,blwjVc,byfTOb,e5qFLc,fKUV3e,gychg,hc6Ubd,iTsyac,iWP1Yb,IPKSwe,Ifpdyf,IsjVmc,lwdd
kf,n73qwf,002Jie,pB6Zqd,pjICDe,pw70Gc,rHjpXd,s39S4,tfTN8c,w9hDv,ws9Tlc,x60fie, xQtZb,xUdipf,xigEse,yDVVkb,zbML3c/excm=_b,_tp,mainview/ed=1/wt=2/rs=AOaE
mIEWRtxXWr3dI4loJAAVWBEcZt8s71A/m=i5dxUd,m90oV,A4UTCh,RAnNnUd,UMu52b,uu7UOe,nKuFpb,soHxf, EGNJFf,iSvg6e,uY3Nvd,fkuQ3,hZ9Bt .https://google.com/|
ot B X...0d.J...+.&(p?.8B.....+...A..E0......... M......... AEO0....ccoovii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\145764ala4bc365e 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 361

Entropy (8bit): 5.867049511311495
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\145764ala4bc365e 0

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

false

6:m1gVYGLKdGMwjM71tGQylmIbOacQq7HcuUUZRmw6EOErdbK6t:Cqo9wwh0Qh59cDHN3R1IN

020F9AA79551463D2560AEBI3FCEBOAO

43BB4FD5059B94D11B58FF29CD8D13CEBEB3E03D

8976413874390405F515EB2BODA2A9809C368986811DCEC4CIE190A113358C41
BCD724249F92D101F3C48050E0D28084FD6C5F6517735B680A4F9931092AA5629463C3ABFCAE84ACB98477639CD91958B435D4913A4F4E32DA964A1CF16190E5

false

O\r..m......... . _...._keyhttps://lwww.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.|dentityPoliciesUi.es.4K5Qy-Ral2s.es5.0/am=KHCA/d=1/excm=_b,_tp,priva
cyhomeview/ed=1/dg=0/wt=2/rs=AOaEmIEUr6Afpx4YBReZOgnnUjBgXPAE2A/m=_b,_tp .https://google.com/....#/. <o Sep.D=_. B

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\157ac5dc69855318_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

444

5.522432802847528

false
6:mylEYGLKdTdTHifiuOpO+JB+DK6tWYIEYGLKdTdTHifiuDXrm+JAinK6t:NIhJd THif3V+LKblhJd THif3G+j
4859DCC0073A549367F6CA0429609D01

A0BCD54D82F3344AF8AFBD856047FFO6AABABE3F
8D1A3D1786E68465FB922ECD34C3805774984FA1E1685A71ED2672E85C2806D2
20F63A044FD47DB24D4299FC060A38E8C1BI65E75954F5D2844CA461BE4AB84ADA5AA707F9062B2688C96D240E7701C560F6A8BCEOECE3EF79E858797848396E¢
false

low

O\r.m......Z....73....._keyhttps://www.gstatic.com/feedback/js/help/prod/service/lazy.min.js .https://google.com/.(...#l....
........ A.Eo .0\r.m.....Z...73
%P.h...A..Eo .A..Eo.

Lo 3.....9zB.p.e...MaH...-%P.h...A..Eo...
.._keyhttps://lwww.gstatic.com/feedback/js/help/prod/service/lazy.min.js .https://google.com/.9..#/..................... 3......9zB.p.e...MaH...-

le.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1f5cf54e0eel7ead 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

428816

5.95258595391434

false

6144:0uPcjDg3N88HEFOfCB7SL+PSORgGBIMgSanW:GjSZHULPBR3S1UW
E6D4419C4D26EF24F3186651BCA74C99
E96F5567FF8A1F7F7408DDADFEODB86875393A52
4BC3149E27A8A9843EAA49CCABFF012B8504164B70A0091621E9D9A52BA1671D
EOFEDD67C240B52FF257ADESCA51FC229D98032E9FD1303C4C186CES979136E5B1A1F16F38D72B6FC813C890B58092A0F56FED77292BD2B3C41F18934C3DB3¢

false

low

,...D S. L _F_installCs: #Q....{4.#...EDIdOc{position:relative}.nhh4lc{position:absolute;
left:0;right:0;top:0;z-index:1;pointer-events:none}.nhh4lc[data-state="snapping"],.nhh4Ic[data-state="cancelled"]{transition:transform 200ms}.MGUFnf{display:block;width:2
8px;height:28px;padding:15px;margin:0 auto;transform:scale(0.7);background-color:#fafafa;border: 1px solid #e0e0e0;border-radius:50%;box-shadow:0 2px 2px 0 rgba(
0,0,0,0.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\25c244aa3bfl4el5 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

999

6.0659797631095325

false

24:zwwCaCNM4KuULMZkCr+T9dob5ifVYYFF1:zNCc4RCra9dobY T
B7A6480CB93B8FEA5A7986C072E5CAFO
1A58D233A0E2A48C5E403B8AF32573D17C39D6BA
E4DAE2C136DED6AF118B0D113302CD8584ACC1640E85D9AF9E735631DDDCIB19

OBAA12F38C5248EAE1A6BE3CA9176EC1D3C8BEA9226534C9AC77FDI0BIAB0CFAEBC32618F0606B542A6A17F79F9949F63B1F2D8301AA7143A5AF3B2E842F17¢
B

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cachel\js\25c244aa3bfl4el5 0
Reputation: low

Preview:
O\r..M......Cuveres _keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ldentityPoliciesUi.es.4K5Qy-Ral2s.es5.0/ck=bog-identity.IdentityPoliciesUi.nutvr
iA6t5U.L.B1.0/am=KHCA/d=1/exm=A7fCU,BVgquf,CBIRxf,COQbmf,EFQ78c,EGIAz,HDVRde,HLO3Ef,1IZT63,INoxi,Jisswf,KG2eXe , KUM7Z,L1AAkb,LEikZe, MdUzUe,MpJ
wZc,NpD4ec,NwHOH,01Gjze,06y8ed,08k1Cd,Omgal,PQaYAf,PrPYRd,QlhFr,RMhBfe,RuOPgb,SF3gsd,SdcwHb,SpsfSh,U0aPgd,UUJqVe,Uas9Hd,UgAtXe,UIm
mrd,V3dDOb,VwDzFe, XVMNvd,Y2UGcc,YLQSd,ZfAoz,ZwDk9d,_b,_tp,aW3pY,aurFic,b7FMof,blwjVc,byfTOb,duFQFc,e5qFLc,fKUV3e,gychg,h TAgOb,hc6Ubd,iTsyac,
iIWP1Yb,IPKSwe,Ifpdyf,IsjVmc,lwddkf,n73qwf,002Jie,p8L0ob,pB6Zqd,pjICDe,pw70Gc,r2V6Pd,rHjpXd,s39S4,tf TN8c,w9hDv,ws9Tlc,x60fie, xQtZb,xUdipf,xigEse,yDVVkb
,yJVP7e,zbML3c/excm=_b,_tp,termshomeview/ed=1/wt=2/rs=AOaEmIHFz6itvpKpD7ZCGBKK_X8KE89R6A/m=FqLSBc,A4UTCb,krBSJd,VXdfxd,uiNkee,wmlIPKb,lavLJc
.https://google.com/.... #/............. =.....uv.Qb...b.67.R..._.[..1..A.Eo0......... Jerreeaens ALEO..coiiii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\302e1d540efa0ab3_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 249

Entropy (8bit):  5.514436139768178

Encrypted: false

SSDEEP: 6:mtDYGLUxwzkLIKPugkWayIn5U+Ag7DK6t:ABKGgY5UG71

MD5: D3DF4A92DDF4D7C060EDCACF586E842A

SHA1L: C7EOB768E1E42DE803315B33A90ADAAC5EBS5FES

SHA-256: BDC5438C20064002E5F3BC68272AC4A6955B04AEA2A3E7E7353FD2F73DF09DOE

SHA-512: B551EDE489A675CFC24560B901BI9C6A2154CEF5C539F696803CF48C77C4A18A7083F7A388D57E1C72E3BFCFDDCB1E8113A718EFEE9A23778D41D9EIBIC3CBE
6

Malicious: false

Reputation: low

Preview:
O\r.m......u...L._....._keyhttps://www.youtube-nocookie.com/s/player/2fa3f946/player_ias.vflset/es_ES/base.js .https://lyoutube-nocookie.com/.aL..#l.............. ) ST [
l..&..W..|.G...A.Eo........ [T ALEO..ci

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\317ac464b7b62c54 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 257

Entropy (8bit):  5.525393247147262

Encrypted: false

SSDEEP: 6:mOKdIEYGLUxwzkdFZk006gk+4t4if//uV7/bK6t:EImFZf06g6tvWpl

MD5: D8D40EB7812146E33D03A0383C93E60D

SHA1: 99A327F55B81FE7BC07455702B5C56A197752373

SHA-256: AD9A5691C7BD4902632EBFDCEBDA0454C0501C4A69E2AABDB59C4D4956BC3377

SHA-512: F824C70917ACBFDABS3E68279815011053D23834AE014BD1D84394654CB8646C3685393ADCFCD76B38DDDIA70D7D2F8FF35ECABFE4FF0937B8BAD3595058DC
3

Malicious: false

Reputation: low

Preview:
o\r.m......}...(a.J...._keyhttps://www.youtube-nocookie.com/s/player/2fa3fo46/fetch-polyfill.vflset/fetch-polyfill.js .https://youtube-nocookie.com/.aL. #.............. D ST

$y...D.K..a*N....ax.W.3...A..Eo......... O..vvn ALEO.ciiiie

C:\Users\luser\AppDatalLocal\Google\ChromelUser Data\Default\Code Cache\js\33e9d96d07d4772b_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 981

Entropy (8bit):  6.073593186949456

Encrypted: false

SSDEEP: 24:2IwwCANMAKULMZKCr+T9dob5rVAEBS2yTO:2INC54RCra9dob9SVTO

MD5: 4806DB7E04711912DF44E42B5C8EA542

SHAL: AF21D6765273D10AE43797A1BBE1D7568EBB313A

SHA-256: 9DD7F7E9FD4E70D27835E208B8F82F19AC22121F2EA34FF9507B55365ED5F89E

SHA-512: 2DBOEEYS05EB12A798B10AF085BA3C5C8BIF5F4D3B4941A8919BF29CFD7AGECCE84AA7AO8AF0872DDEF91E5D216FAE7742F6F7EDBOC23E8D86C49DD6F97B7/
F83

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\33e9d96d07d4772b_0

Preview:

O\r..m......Q...>v......_keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ldentityPoliciesUi.es.4K5Qy-Ral2s.es5.0/ck=bog-identity.ldentityPoliciesUi.nutv
riA6t5U.L.B1.0/am=KHCA/d=1/exm=A7fCU,BVgquf,CBIRxf, COQbmf,EFQ78c,HDvRde,HLo3Ef,1IZT63,INoxi,Jis5wf,KG2eXe, KUM7Z,L1AAkb,LEikZe, MdUzUe,MpJwZc,N
pD4ec,NwHOH,01Gjze,06y8ed,08k1Cd,Omgal,PQaYAf,PrPYRd,QlhFr,RMhBfe,RuOPgb,SF3gsd,SdcwHb,SpsfSh,U0aPgd,UUJgVe,Uas9Hd,UgAtXe,UImmrd,V
3dDOb,VwDzFe, XVMNvd,Y2UGcc,YLQSd,ZfAoz,ZwDk9d,_b,_tp,aW3pY ,aurFic,b7FMof,blwjVc,byfTOb,duFQFc,e5qFLc,fKUV3e,gychg,hTAgOb,hc6Ubd,iTsyac,iWP1Y
b,IPKSwe,|fpdyf,IsjVmc,lwddkf,n73qwf,002Jie,p8L0ob,pB6Zqd,pjICDe,pw70Gc,r2V6Pd,rHjpXd,s39S4,tfTN8c,w9hDv,ws9Tlc,x60fie, xQtZb,xUdipf,xigEse,yDVVkb,yJVP
7e,zbML3c/excm=_b,_tp,techcookiesview/ed=1/wt=2/rs=AOaEmIHFz6itvpKpD7ZCGBKK_X8KE89R6A/m=FgLSBc,krBSJd,uiNkee,wmlIPKb,lavLJc .https://google.c
oM/l YR."Vhz..|m._.......8..|..C..A..Eo........ Yoo ALEO..coiiii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3653004befb613c5_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

436

5.448310671884733

false
6:mgbVYpm/esHgu2wAPtMaTQUQgO7DhK6tWgbVYpm/esHguSAVJaTQUqO7fK6t:6m/esHx2iaTyOf7Am/esHxDJaTyOl
28B5897F272E8A34C8BCA90425A0A5B8

BB22D2534046711E471F333F0814F7DDC3F61963
7FBE4516F89912CFE985AECAACESDC7781FD4BAB10EO3D57D61F147FD1AFOC6D

FE8A789C1449B38CA8BEB5DBAD7F213CBASF1A2EBF80D69D95419B3CC2711E4520CA4BOF5585F6795D1E77A9C07A7TEE064D447AF31F4EF75537129614C11EF3¢
5

false

O\r.m......V....A......_keyhttps://apis.google.com/js/googleapis.proxy.js?onload=startup .https://google.com/..{ .#............. Qs B...J#. . V."yx,..p.4 A Eo....LY.....
.0\r.m......V....A......_keyhttps://apis.google.com/js/googleapis.proxy.js?onload=startup .https://google.com/U... #/.........cccccocucue. .. B...J#. . V.yx, ...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3709a30de7eld64a_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1031

6.078425638980885

false

24:NIjwwC3mtX4KuLMZkCP+T9WA0brN95fVWr35:CiINC3mF4RCPa9RobrNeJ
582C29A93BD54740F9175B8CBDE8A533
E049FC51770AD5EEDB68CBE9FBD907DBCC18F1BD
D71CFODF8E130527C9A689E390496A760008CF1DF6ECF53616A5F8D476BESB61

E76405A58CABE01BEB5611D6501B9B7AF954A6C5C7C50D4BB91B0974FCBDB30C93C411A50DA3B3B8083DEODF77A990B398D289C21826AD8FOAG6FA960694DC
D

false

o\r.m............ t...._keyhttps:/iwww.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ldentityPoliciesUi.es.4K5Qy-Ral2s.es5.0/ck=bog-identity.ldentityPoliciesUi.nutv
riA6t5U.L.B1.0/am=KHCA/d=1/exm=A4UTCb,A7fCU,BVgquf,BqFhcd,CBIRxf,COQbmf,EFQ78¢c,FqLSBc,HDvRde,HLO3Ef,1ZT63,lavLIc,JNoxi,Jis5wf,KG2eXe, KUM7Z,L
1AAkb,LEikZe MdUzUe,MpJwZc,NpD4ec,NwHOH,01Gjze,06y8ed,08k1Cd,Omgal,PQaYAf,PrPYRd,QIhFr,RMhBfe, RuOPgh,SF3gsd,SdcwHb,SpsfSh,U0aPgd,U
UJqVe,Uas9Hd,UgAtXe,UImmrd,V3dDOb,VXdfxd,VwDzFe, XVMNvd,Y2UGcc, YLQSd, ZfAoz,ZwDk9d,_b,_tp,aW3pY ,aurFic,b7FMof,blwjVc,byfTOb,duFQFc,e5qFLce,fKUV
3e,gychg,hTAgOb,hc6Ubd,iTsyac,iWwP1Yb,krBSJd,IPKSwe,Ifpdyf,IsjVme,lwddkf,n73qwf,002Jie,p8LO0b,pB6Zqd,pjICDe, pw70Gc,r2V6Pd,rHjpXd,s39S4,tfTN8c,uiNkee, w9
hDv,wmlIPKb,ws9Tlc,x60fie,xQtZb,xUdipf xigEse,yDVVkb,yJVP7e,zbML3c/excm=_b,_tp,privacyhomeview/ed=1/wt=2/rs=AOaEmIHFz6itvypKpD7ZCGBKK_X8KEBIR6
A/m=W16vjf,_latency,FCpbgb,WhJNk .https://google.com/._v..#l.............. [coe N..g.z.0.60Y.*...)..1....... A.Eo0....2.7..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\3a21cd3e4c395adl 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

419

5.929398799342252

false
12:0uEM80vbTIN50ZIIMMZXKgkPw7ma3YK+0VbEnqr:PfnvbTIN5zMZXKgRYKVVbEq
C32F04D4A01811D95486A65C22CABDAD
4A8A6D843CO5E996D0D55C1820FEF2D970C0EAS0
01BBF6BC32B86739B026830E00E7777F7470BA859944B025CDDBFFFOEFF69551
B8F4E5959728BB2196AB5E4B76775072A631094FE7E1B6B81D098E71ED7E693FD921D5FABEF72F723329D9909C2B2FAFB6DAEF2AB3A9A75F62841742233F54D6
false

low

OVeMeiee _keyhttps://ssl.gstatic.com/accounts/static/_/js/k=gaia.gaiafe_glif.es.d5PrSxMcAXY.O/am=B0BxhgUIABKAAOAAAAAAAAAAGEEeBgOJIgjGf4/d=0/excm=gl
if_initial_css/ed=1/rs=ABkgax248UKUV_nSy1g7ShK6p_SDTx4Cuw/m=sy6w,i5dxUd,m9oV,RAnnUd,sy6q,sy6r,sy6s,uu7UOe,sy6t,sy6u,soHxf .https://accounts.google.com
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\3a21cd3e4c395ad1l 0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3dbe54b7c92541c6_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1664

5.725208798882257

false
48:fgLOFtulgLstflglLeTvtB1gL8tT1gLGtH1gLDPtI1gLYtOplgLnd3tM:fgLO6gLegleTxglLygLQgL6gL1gLd
31120A5E2E02AC6CC1A7AL4A08FFC2A1

DFEE9115E5AA39D4EF9388D3BD66ADBID6266758
6FAB879470CDF830661FA6D6B505B2C3509C986BC554CBE6ASB364E8BEF51CCF
AC531EF7D69E9DFD63E6613C48924ABFC39297D2A61AA66AA59968A26D35E6DA3CF2C24F3D3C1EA3DBF50845999D98789CBF0583762C27D707638FC175F750L
false

low

O\r..m......F..W......_keyhttps://www.google-analytics.com/analytics.js .https://google.com/R... #/..........H............ fAM.+....f.P(G.....v..G.A..E0......N}F__
......... O\r.m......F..W......_keyhttps://www.google-analytics.com/analytics.js .https://google.com/k...#... e fMAHLLP(G.L.. V.G A .EO
....... O\r.m......F..W......_keyhttps://www.google-analytics.com/analytics.js .https://google.com/k...#/. P< .AFF02970B384DDA3950C42760BDD9E6317AB5920E2F8EED3C
DE7D06F9B3FDEILD.....f\M.+....fP(G....v.G.A..Eo0......... 8L........ A.EO.cciiii O\r.m.....F..W......_keyhttps://www.google-analytics.com/analytics.js .https://googl
e.com/lo...# nfWMALLEP(GL VL GLALED. ALEO...id O\r.m......F..W......_keyhttps://www.google-analytics.com/analytics.js .https://google.c
om/.7 . #l.... fAM.+.....f.P(

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\51cc322b210997f5_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

394

5.892973936122194

false
12:+MmEmB80vhTIN50ZIIMMZXKgkPU1g+wrezNPGo:LmfnvbTInN5zMZXKqLg7izZNT
9FC2F1646A6734531084633292B8DDA9
DAA4D1FA69A11BDE27B69F181A16C9F04C76DB6A
F2F1901A57ABB85CEE10676FF10D917C6C2B8E928A4C4C3F371B650446A3B6EE

55D4260352990C196823D388AFEECAA9EFDC9683586A82BC28AAF15D851315169804A6829AF1C5EC75AD28CED972FDC66C563BB445EFEGE4DBCA43FFD90BBOL
cC

false

low

o\r.m............ I....._keyhttps://ssl.gstatic.com/accounts/static/_/js/k=gaia.gaiafe_glif.es.d5PrSxMcAXY.O/am=B0BxhgUIABKAAOAAAAAAAAAAGEeBgOJgjGf4/d=0/excm=gl
if_initial_css/ed=1/rs=ABkgax248UKUV_nSy1g7ShK6p_SDTx4Cuw/m=i5HI9N,sy6v,sy70,PHUlyb,qNGOFc,ywORS5c .https://accounts.google.com/2... #.........ccccccvunnnn f-r
b...p.....N..i..166.n.F[A.EO.......c.couuee. AEO..coiiis

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Code Cache\js\5791574709173403_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

470

6.117121583076513

false

12:00LZ0vJyVIwHc5psV5102cg7pEd2Ecrll:0kmvsWOMHMO2Ecr|
9B2ACEOD56467531EB98023B7E85162D
AB2C58E17625024DC562DC8FC2B97CFOCE761D44
5358A6BBBA3B576E14467791266E1A83BCEDB2482837410B6E51DF73DAD0AG2D

AE827D214FE6C6F308FCEF1CDCAD1D542E41CC2221A23BEEES5896CF5070EA294399A07F4069E90FEA3SFCFFI09757A5BA24F019C4434EBGED72AF786F5C38BE
DD

false

O\r..m........... V"...._keyhttps://apis.google.com/_/scs/abc-static/_/js/k=gapi.gapi.en.7yBiF1UUXzY.O/m=gapi_iframes,googleapis_client/rt=j/sv=1/d=1/ed=1/rs=AHpO00-
PEDmMOpqtBuZIKGpxOGTcQlolhdw/cb=gapi.loaded_0 .https://google.com/_....# R3OS LLL]L9.N.X.$..A.EO.
D41129379818C372255C275C3219D03588C7188B775AED19AD5A6DCCBES1IAC2....R....3.0.S.L.....|..9.N.x.$..A..E0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\57d57a6376f2badd 0

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\57d57a6376f2badd 0

File Type: data
Category: dropped
Size (bytes): 433

Entropy (8bit):  5.881024299053613

Encrypted: false

SSDEEP: 12:mCLZ0vJyVEHCc5psV50VBHZ4xKpsvlsxKps:tmvrWOcE71m

MDS5: 87FAA6800AFOC16E6F5F2445BE506D8F

SHA1L: B7787B5A96B53C3B4EA0C925BBC17891E5108BE9

SHA-256: 90556E25A021EC628BC3EC22C3DD7F06F23063D2B02EDAAB3D6E34FDA3C31228

SHA-512: 96FC8829BDC7032A9B4A7DIF270F51F6A76B0389983FDBF6FD3410D232AD9B07F4348A437F68F29076B3C19516219784D205D9E7239CFB527C1D048FIEEF048D

Malicious: false

Reputation: low

Preview:
O\r..m....oeees v...._keyhttps://apis.google.com/_/scs/abc-static/_/js/k=gapi.gapi.en.7yBiF1UUXzY.O/m=client/exm=gapi_iframes,googleapis_client/rt=j/sv=1/d=1/ed=1/rs=AH
pOo00-pEDMOpqtBuZIKGpxOGTcQlolhdw/ch=gapi.loaded_1 .https://google.com/....#..........cceoveues 1v..B...4\....6..2..(..h.K%!.e..A..Eo......eLd.......... ALEO.iiiiis
B < 1v..B...4\....6..2..(..h.K%!.e..A..Eo....... [

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\62c9748a4e20d5dd_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 22714

Entropy (8bit):  5.460236930953533

Encrypted: false

SSDEEP: 384:z0Eq7csOHe9DfDkkoEq7csOHe9DfDkkoEq7csOHe9DfDkr:zoEytoedoEytoedoEytoeg

MD5: 5BFC6406AC838CEBE96846AACAAEB57D

SHA1L: 8C6D381480EF1C6EF72069307CEE83B18D096276

SHA-256: 54277F2D9FDB3FD539AF91F94454366F9631ED22EFBFCAAESCD67AD068B261E1

SHA-512: 11A1F21765688355775AF97AD8252E97476 ADEC3DD61C61BB8318009DAB9A94865B04BCB4ACF040E49FB55E083C7C57F8C1E69969F4B06287FD8950D9296B787
Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\66339d5b2887040c_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 250
Entropy (8bit):  5.554362881508753
Encrypted: false
SSDEEP: 6:m6f0YGLUxwzkLIKbSgkoOXkuCfLfprt0/ZK6t:tI8BKbSg80NbwT
MD5: E403E5AA59F591F8DADC6279E0F37494
SHA1: 966B88BB84FEE7366AB64792C1BC7AA4C341DDA3
SHA-256: BODE67E9C134F686A86B210159B037965F2890CD8FFI5E72FDAF729BF9C8C5BC
SHA-512: 04FD61B3716EFDA4F66C29190B9C31F012CD94D62AFDA32960BAD9B4A395976A3C8F80B67A25A691B6EF5D94A856956FDF0379140100D912B70BA2754FDB900(
Malicious: false
Reputation: low
Preview:
O\r..m......v....Z......_keyhttps://www.youtube-nocookie.com/s/player/2fa3f946/player_ias.vflset/es_ES/embed.js .https://youtube-nocookie.com/..r. #/.............. [....GlL...tl
*2.h +...A.Eo...... B ALEO...cooiii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\66f727ab1c2f1364 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1092

Entropy (8bit):  6.2068344198333945

Encrypted: false

SSDEEP: 24:1ICTEhxwhJJt9bQdmKXSZpbZXseulD89k4g1D89k:NTuxkJwdm8SpVoZskdgZsk
MD5: C5ECD2A3442491FEOCAF6146C9F02464

SHAL: E820155C5DC9968776FE67097A0814113096E59F

SHA-256: 030998A730A82E958BF9762A9B4EB6AAAB50A8A7199969F9C1223C5E65FBAIF4
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\66f727ab1c2f1364_0

SHA-512:

Malicious:
Reputation:

Preview:

3D4F61457402A2B17CECF7E48D1F56AB1E9DOE0367EFCCD7C95E4DAC6CD56654E2AABCFD59371AF8676614ESAEDC6DF76424ADB73CA3E27A9039E98CCO4AI
338

false

low

o\r..m......<....|....._keyhttps://lwww.gstatic.com/_/mss/bog-one-google/_/js/k=bog-one-google.OneGoogleWidgetUi.es. TAAWMH20UGA.es5.0/ck=bog-one-google

.OneGoogleWidgetUi.zzx2xPfSIXQ.L.B1.0/am=WAABAQ/d=1/exm=LEikZe,_b,_tp,byfTOb,IsjVmc/excm=_b,_tp,calloutview/ed=1/wt=2/rs=AM-SdHunnTRwFOx_ecV

AkGjZ3kRbvUQgMA/m=n73qwf,ws9Tlc,1ZT63,e5gFLc,GkRiKb,UUJqVe,01Gjze, xUdipf,blwjVc,fKUV3e,aurFic, COQbmf,U0aPgd,ZwDk9d,V3dDOb,mI3LFb,06y8ed,NpD4

ec,PrPYRd,iWP1Yb,MpJwZc,08k1Cd,NwHOH,0Omgal,HLo3Ef x60fie,xigEse,lazG7b,XVMNvd,L1AAkb,KUM7Z Ifpdyf,s39S4,lwddkf,gychg,wOhDv,RMhBfe,qCSYWe,Sdc

wHb,aW3pY,YLQSd,PQaYAf,pw70Gc,EFQ78c,Ulmmrd,ZfAoz, mdR7q,CBIRxf,MdUzUe,xQtZb,IPKSwe,QIhFr,JNoxi,MI6k7c,kjKdXe,pB6Zqd,rHjpXd,yDVVkb,SF3gsd,hKS

k3e,iTsyac,hc6Ubd,KG2eXe,SpsfSb,tfTN8c,002Jie,VwDzFe,zbML3c,HDvRde,Uas9Hd,BVgquf,A7fCU,IsPsHb,UgAtXe,hnN99e,pjICDe,yYB61 .https://google.com/..z..#l..
e 25 FLELP L \MO.5]G.AEO. ... ALEO i Z..#/.xx..7T9B9B33E0175A223D7C8506 CC691

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6a0ee8e325f42ded_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1028

6.050403580603856

false

24:+wwC3hRX4KuLMZKCP+T9WAobrNifVWr1Hm:+NC3L4RCPa9RobrMelHm
A7DFD08134699F73C8A12023AE9A49E9
9A778B29709C6B5DF6F2D041F117FC4992857B0E
B7E6B5FFFC6D7F923000CFDD073CB601EEB13392E3B4137D268D1439BC5297E8
BB8C2720FA92F522F5FFC37381CAF1AF1186EC6AC3BE7C327A52DB4A8A075943F9F0F2B1FCFF82E0D75333493B5334D91E903FC8765703CD677306B7205B976E

false

O\r.m..........[..G...._keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ldentityPoliciesUi.es.4K5Qy-Ral2s.es5.0/ck=bog-identity.ldentityPoliciesUi.nutv
riA6t5U.L.B1.0/am=KHCA/d=1/exm=A4UTCb,A7fCU,BVgquf,CBIRxf, COQbmf,EFQ78c,EGIAz,FqLSBc,HDVRde,HLO3Ef,1ZT63,lavLIc,INoxi,Jisswf,KG2eXe, KUM7Z,L1
AAkb,LEikZe,MdUzUe,MpJwZc,NpD4ec,NwHOH,01Gjze,06y8ed,08k1Cd,Omgal,PQaYAf,PrPYRd,QlhFr,RMhBfe,RuOPgb,SF3gsd,SdcwHb,SpsfSh,U0aPgd,UU
JgVe,Uas9Hd,UgAtXe,UImmrd,V3dDOb,VXdfxd,VwDzFe, XVMNvd,Y2UGcc,YLQSd,ZfAoz,ZwDk9d,_b,_tp,aW3pY,aurFic,b7FMof,blwjVe,byfTOb,duFQFc,e5qFLc,fKUV3
e,gychg,hTAgOb,hc6Ubd,iTsyac,iWP1Yb,krBSJd,IPKSwe Ifpdyf,IsjVmc,lwddkf,n73qwf,002Jie,p8L0ob,pB6Zqd,pjICDe,pw70Gc,r2V6Pd, rHjpXd,s39S4,tfTN8c,uiNkee,wSh
Dv,wmlIPKb,ws9Tlc,x60fie,xQtZb xUdipf,xigEse,yDVVkb,yJVP7e,zbML3c/excm=_b,_tp,termshomeview/ed=1/wt=2/rs=AOaEmIHFz6itvpKpD7ZCGBKK_X8KE89R6A/M
=Witévjf,_latency,FCpbgb,WhJNK .https://google.com/u....#/ ...Ek;..5.FW.yE.v.Rb..p."..-. X.A..E0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\710d0ac90ea9bbad_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

6827

6.11561501229358

false
192:vrfQqRrfl094P8BLUZIChoJ7kd2xIIHhS9SpLsupWtMd:vrVrOruvCVsIVhS9SZ8tMd
620D81EBBD6AF7E63313E34A39D2223F
8BEE9CCF3B07A36241636D58951CE23ADCE77297
3C2E7F23AB8599306C6CFDD1F70D71F5D495A9972B199D4A52687B0D8ES563D6
D372521047BEC198C122302B6E619458F05995B56B7BFC90505A3CEBOEDBC5F9C4823687AD678A98C7FAECOB40FOF7FAA08344F0E62E896D871239758A2EDASI
false

low

O\r.m......C....EX....._keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.|dentityPoliciesUi.es.4K5Qy-Ral2s.es5.0/ck=bog-identity.|dentityPoliciesUi.nutv
riA6t5U.L.B1.0/am=KHCA/d=1/exm=A7fCU,BVgquf,CBIRxf,COQbmf,EFQ78c,HDvRde,HLo3Ef,1ZT63,JNoxi,JisSwf,KG2eXe,KUM7Z,L1AAkb,LEikZe,MdUzUe ,MpJIwZc,N
pD4ec,NwHOH,01Gjze,06y8ed,08k1Cd,Omgal,PQaYAf,PrPYRd,QIhFr,RMhBfe, RuOPgh,SF3gsd,SdcwHb, SpsfSh,U0aPgd,UUJqVe,Uas9Hd, UgAtXe,UImmrd,V
3dDOb,VwDzFe, XVMNvd,Y2UGcc,YLQSd,ZfAoz,ZwDk9d,_b,_tp,aW3pY,aurFic,b7FMof,biwjVc,byfTOb,duFQFc,e5qFLc,fKUV3e,gychg,hTAgOb,hc6Ubd,iTsyac,iwP1Y
b,IPKSwe,|fpdyf,IsjVmc,lwddkf,n73qwf,002Jie,p8L0ob,pB6Zqd,pjICDe,pw70Gc,r2V6Pd,rHjpXd,s39S4,tfTN8c,w9hDv,ws9Tlc,x60fie, xQtZb,xUdipf,xigEse,yDVVkb,yJVP
7e,zbML3c/excm=_b,_tp,homeview/ed=1/wt=2/rs=AOaEmIHFz6itvpKpD7ZCGBKK_X8KE89IR6A/M=krBSJd,uiNkee,wmlIPKb,lavLJc .https://google.com/...#............. N4
cnn8.020)..6..0.&> v MALEO.....Z........... ALEO. i e 0..@....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\737a0622a8152df8 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

412792

5.951586529227874

false
3072:FuimJuXrBlyqrfYYuy203Raku3Z7hnf3eKCQGIZ/MpONmMnUv8zC+U10n2TiFxnWd:Fuc7852qXu3i7pomn28zfw3Tijwd
08192D7EADD056691D1C8FB2D895B6C7

E8C77ECA90EA1EFFDCEF4E55DAD1237CBD280D57
FB85E1A07D89B1CA39B5FF064053767BA24B1B3CD3F612C03042AB6645880D93
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\737a0622a8152df8 0

SHA-512:

Malicious:
Reputation:

Preview:

E4C5DE02C296BFDE39DCD871E16247CB2507D88C563BB6F1C3CABAG9457A0076C422410441DF5B85983A80322896987FAD25BEFACDEA4AE9E1DB1B876B46D(
7

false

F_installCss #Q... {4 #...EDIdOc{position:relative}.nhh4lc{position:absolute;left:0
ght:0;top:0;z-index:1;pointer-events:none}. nhh4|c[data state= snappmg"] .nhh4lIc[data-state="cancelled"[{transition:transform 200ms}.MGUFnf{display:block;width:
28px;height:28px;padding:15px;margin:0 auto;transform:scale(0.7);background-color:#fafafa;border:1px solid #e0e0e0;border-radius:50%;box-shadow:0 2px 2px 0 rgha
(0,0,0,0.2);trans

Nl

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\816d7943c4877c56_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

87920

6.037706696129779

false
1536:479fq++qzrqGu4f2EYrncm246BD5BREAsqgKtWLTH8+bBZyGm34T7:479frncU2prnecmg5BVsqgOI1784GGmIT7
34F2B992ABC2DBADCF6BB6246BEDFFB1

FCCO044E2D3AABE8AC915D1D396E5F5E8F49914E7
513F7179F0A404001D614170A1CF5EFE70AB6DA102E8B43DBA059594EBE2C732

AF50F37D4B411898D93BC71F64598E1C47A9C44A37006DOCEDS5695E2A1E65D72CEB84C802FB80CO9ESAAODIDAA4GF588A1C5A24549C53A17B7EFOC3E95111!
0

false

low

or.m.....@. .@....1F495FESlFClFOA32287EAAF6017BSSZBSCDlC7F256ACD2AE3A3DF2765E6ACOG (Ve i, 2
.Qc../E....window....Qb>GV;..

na...Qb.@......oa....Qb.ALI.. . .
.jb....Qb..u.....kb....Qb-.... mb....Qb Qb *lo....zb....Qb.CZZ....yb... Qb
..... sc....Qb>.2.....Lc....Qb..3....Mc....Qb...2....Rc....Qb........Uc....QbV.>.....Nc....Qb:.N.....Oc....Qb]

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\85e6c2fde96c08fa 0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

124352

5.8830772938266715

false

3072:fr+QiRwopyw7G13ecwJJYTmcZxrY WwA/oBIGaRUt:yQiyosuMeQHvrYWwAiaOt
FB2D8BBD6DDE695571D21EC71F691570
767B7A8EB2CF24DD3A8C4104C1535BC8945DA9FF
3B57037FF20E299E8580C3BDC156005220ED52B4284DD214BE598DB64B1B6615

D8D9FAADDBSF068FED59BB5ED3014FC707F9508F811325562A6D928C3C7C4FB805DABEE70C70BB8A8323CB0248B04D9FABS5DB657F5206EA58977EA343251A8
C

false

low

...Qb.P.#....gapi..Qc.\......loaded_0.(S....c."......... L RC..coviiiiii QbJ..i s QcV.

. wa....Qb.L]N....Aa....Qb.x......Da....Qbf) ...... Oa....Qb..).....1a....Qb.7Qu....Ja... Qb...S....Ka .Qb..
Ra...Qb.U.@....jb....QbF.y... kb....Qb.C....mb....Qb"k......ab....Qb.97M....ub....QbfA.i....zb....Qb..[....yb....Qb..N.....Ib....Qb~L.+...Ub....
Lc....Qb.n....Mc....Qb........ Rc....Qb.V.1....Uc....QbR"......Nc....Qbf....... Oc....Qb~.0.....Pc....Qb.._.....Vc....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\86bbf3edabec7fb8 0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

524

6.029527631466973

false

12:067n/EFLP6MyNCoG56rWcW50Wda31IXiUKWdA:ognsr6MECmvIWdaB/Wd
OE8C2D007529F473734A9D71DC492728
7222E592462A6D3DD03E3D9974F3620375CF74A3
900640F9B2127722F5566CC1E211A9C4379C572E9DDDA079AB0OD66225410E3BB
68A400FD23EB62AF4C1BEB120998B47B126668CB0271FA5C3520A14A7172A9F948398D06FEA04A87A825142B799C3CA053BCD07A906C5B3DC4C3C56C6915BBE
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\86bbf3edabec7fb8 0

Malicious:
Reputation:

Preview:

false

low

O\r.m.... ...._keyhttps:/lwww.gstatic.com/og/_/js/k=0g.qtm.en_US.UKfh4Jard14.0/rt=j/m=q_dnp,qmd,qcwid,qapid/exm=qgaaw,qabr,qadd,gaid,qalo,qebr,gein,gha
w,ghbr,ghch,ghga,ghid,ghin,ghlo,ghmn,ghpc,ghpr,ghsf,ghtt/d=1/ed=1/rs=AA2YrTvhgESG86SancEQRa0zo3UDA8gUsw .https://google.com/l... # ...........cccoc... XY5.G..b"
*+.f}=.hc.c8...x.No..A..Eo....... <#.. \A.Eo... 3C63F86A15622492FD6F442A584E6BBD99A705CEE185C16F58119AA813C05C5BXY5.G..b"*+.f}=.
hc.c8...x.No..A..Eo......(.S.L.......

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8806ec350b451e3b_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

435

5.886373278683552

false
6:mvsnYGLKdGMwjM71t7R3M7ddeXs+ZQ4Hs/uVatkvimuz14Xujpd/nbK6t:k9wwhn8pdMsEVVMkvi7qutIN
D138AABFADCF7A024EC6306BB440592A

AD2E3BC141E777554FE6C9788F672A04BAA0E238
83604A54D08E16D67127EF93452244CDDF618891BA35624BC1C8114BA7B57A75

DC9861B213235B14C740B15DF5071116190A91FF9BCD66B5B38D8E11A9ABBA3F56C63B245B1FD612822EE524853DB419D54257756DE7ADEDCFSE7BD9AB7C34
B

false

low

O\r.m......[....i......_keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ldentityPoliciesUi.es.4K5Qy-Ral2s.es5.0/ck=bog-identity.ldentityPoliciesUi.nutv
riA6t5U.L.B1.0/am=KHCA/d=1/exm=_b,_tp/excm=_b,_tp,techcookiesview/ed=1/wt=2/rs=AOaEmIHFz6itvpKpD7ZCGBKK_X8KEB9R6A/m=byfTOb,IsjVmc,LEikZe .ht
tps://google.com/....#......cccoeeens 1,6.{+.t6.H.$.-i..l.B.n......A.Eo...... YON......... ALEO.cciiiie

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8982ec5886c470c4_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

361

5.865482164210046

false
6:mBmMIVYGLKdGMwjM71tGQ/6acQq7Hcu2s6PEHUYtgK6t:2S09wwh0QIcDHN2sKdb
AA9BD7FFCBEOD91B203125E5295C423E
2BB65DC63655EA2F86EB33DES93AA13DIDEEFFDL
D5EF2672408C583E6F7CFED7966E7E2B9F7B115DE67A82375F76857157BA793E

COFD28A019F6ED57304B427F6BC5ED3E60DCF3202A169E05F19EDD743D3AC069C1617B7431EAD781F3BFBSF38EB7C1BD885947EA0D92ABC85720CFC190096¢
1

false

low

Juuic.doulALEo...y

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Code Cache\js\8cd3a1228e9900b4_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

395

5.697802531294961

false
6:mZVEYGLKdbVnIIEFLWAMVYG6RfaoG8aT76CeYCWChCBVau+iKyB015GuyHBbo+4C:g7n/EFLWAMYNCoG56rWcW+pyZF
6E927273C99930B1964A8920D556B174

CB569F9FB6C0692A8F69E15F33F10153ED35D3E7
BIDF69A0FA216088258DBF7A3ACFB69CD76FA21E4652919DC50A65976956375A

65389FF35D060C0BBC6BA3D20FFOE4FEFE7F4B7106AAEDB242A5B26ADCEB84784F7826B9ADICD249DA520C871A69485F03E2810FES94DF1BFAF86A766999991
6

false

low

OVecMecee _keyhttps://www.gstatic.com/og/_/js/k=0g.qtm.en_US.UKfh4Jard14.0/rt=j/m=q_d,q_pc,qmd,qcwid,qapid/exm=gaaw,qabr,qadd,gaid,qgalo,qebr,qgein,
ghaw,ghbr,ghch,ghga,ghid,ghin,ghlo,ghmn,ghpc,ghpr,ghsf,ghtt/d=1/ed=1/rs=AA2YrTvhqESG86SancEQRa0zo3UDA8gUsw .https://google.com/}r6..#/
[ZE#E.U..bG...w....3?...A.E0....... F6.......... ALEO i
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9038246d34326fa9 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 946

Entropy (8bit):  6.084665419776346

Encrypted: false

SSDEEP: 24:VwwChVOTt7pdJQzibQVKIWZzobhp3mOH7E:VNC4zJQhVKD/NQ

MDS5: 42CD3A41559176D2C258270FF05A3726

SHA1L: F7DCB7E4DBE59CD7C2C8B86639F8F503803A74D4

SHA-256: 7C78FBE5AD7902E53D4F85ADBC53535E2E6EC73B7155061109697B36D97529EC

SHA-512: E2E7D0557597385AD8A7CD7C5FE23E241FEA47799A7315624B20D04C6DEFE479DB2ECFOBDAD6C8BIC43565D05FCF24D5278872D289E23CBF24F81DC217F3C(
1

Malicious: false

Reputation: low

Preview:
O\r..m.......... %y......_keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ldentityPoliciesUi.es.4K5Qy-Ral2s.es5.0/ck=bog-identity.|dentityPoliciesUi.nutv

riA6t5U.L.B1.0/am=KHCA/d=1/exm=LEikZe,_b,_tp,byfTOb,IsjVmc/excm=_b,_tp,techcookiesview/ed=1/wt=2/rs=AOaEmIHFz6itvpKpD7ZCGBKK_X8KE89R6A/m=n73
qwf,ws9Tlc,1ZT63,e5gFLc,UUJqVe,01Gjze xUdipf,blwjVc,fKUV3e,aurFic, COQbmf,U0aPgd,ZwDk9d,vV3dDOb,r2V6Pd,p8L0ob,06y8ed,NpD4ec,PrPYRd,MpJwZc,08k1
Cd,NwHOH,Omgal,HLo3Ef,x60fie xigEse,hTAgOb,XVMNvd,L1AAkb,KUM7Z Ifpdyf,duFQFc,s39S4,Jis5wf,lwddkf,gychg,w9hDv,RMhBfe,Y2UGcc,SdcwHb,aW3pY,YLQS
d,PQaYAf,iWP1Yb,pw70Gc,EFQ78c,UImmrd,ZfAoz,RuOPgb,CBIRxf xQtZb,IPKSwe,MdUzUe,QlhFr,IJNoxi,b7FMof,rHjpXd,yDVVkb,pB6Zqd,SF3gsd,i Tsyac,hc6Ubd,KG
2eXe,SpsfSh,tfTN8c,002Jie, VwDzFe,zbML3c,HDvRde,Uas9Hd,BVgquf,yJVP7e,A7fCU,UgAtXe,pjICDe .https://google.com/.k...#.... ...n.3g}.... A

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\910cac20305a50df 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 400
Entropy (8bit):  5.725551523390404
Encrypted: false
SSDEEP: 6:mAeYGLKdbVnIIEFLFAMVYG6RfaoG8aT76CeYCWChCBVau+PGle+hEZK6t:D7n/EFLFAMYNCoG56rWeW++ET
MD5: B1CCEOF42DCOE40466C3AD474ADDB92B
SHA1: 43364DDBE9AF8D30E7C6E7B593CCC6A2FCF88C80
SHA-256: ED12986D25B92689F59BD84EA90E8615CA138ECA7719F17ECADAS59722C386BD
SHA-512: 4526102A4487F2556981BF2261D8D9B5CIEACS5E952561D78D4355E56C17F63108523CE5045101A04214C6A5E384662C11195394AB4C2DBDC13BDB74A7C131258
Malicious: false
Reputation: low
Preview:
O\r..m.. _keyhttps://www.gstatic.com/og/_/js/k=o0g.qtm.en_US.UKfh4Jard14.0/rt=j/m=q_d,q_sf,q_pc,gmd,qcwid,gapid/exm=gaaw,qabr,qadd,qgaid,qalo,qgebr,

gein, qhaw qhbr ghch,ghga,ghid,ghin,ghlo,ghmn,ghpc,ghpr,ghsf,ghtt/d=1/ed=1/rs=AA2YrTvhqESG86SancEQRa0zo3UDA8gUsw .https://google.com/....#l................... Z.
EB.5 .StF.}.z.%e..0"..G..q..A..E0 A..Eo...

C:\Usersl\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9a5f393fb11cc16a_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1085

Entropy (8bit):  6.210375949964096

Encrypted: false

SSDEEP: 24:ZwwCr5fV0Tt7pdJQzibQVKJI2zobhp3mmtzyeTuvZy:ZNC9GzJQhVKr/Nbc

MDS5: DD77CA8E6C1EF31DE15218EE8A057F72

SHA1L: 965F38136A58F70674F32E037007B066DB34DEEB

SHA-256: A3CCD693B2B3DEA39B4D7E03F3403E9A7B51B28A0BF1430259129562655958CC
SHA-512: 70E0461E589E337FC09721E2DF020D914E34D1897A70E506ECB50711183996D255D74AA442EAEBBA8F3602FA91D98BEES3167C91811F7E764FF7318F1E79904F
Malicious: false

Reputation: low

Preview:

O\r..m......5......6...._keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ldentityPoliciesUi.es.4K5Qy-Ral2s.es5.0/ck=bog-identity.|dentityPoliciesUi.nutv
riA6t5U.L.B1.0/am=KHCA/d=1/exm=LEikZe,_b,_tp,byfTOb,IsjVmc/excm=_b,_tp,privacyhomeview/ed=1/wt=2/rs=AOaEmIHFz6itvpKpD7ZCGBKK_X8KE89R6A/m=n73
qwf,ws9Tlc,1ZT63,e5gFLc,UUJqVe,01Gjze xUdipf,blwjVc,fKUV3e,aurFic, COQbmf,U0aPgd,ZwDk9d,vV3dDOb,r2V6Pd,p8L0ob,06y8ed,NpD4ec,PrPYRd,MpJwZc,08k1
Cd,NwHOH,Omgal,HLo3Ef,x60fie xigEse,hTAgOb,XVMNvd,L1AAkb,KUM7Z Ifpdyf,duFQFc,s39S4,Jis5wf,lwddkf,gychg,w9hDv,RMhBfe,Y2UGcc,SdcwHb,aW3pY,YLQS
d,PQaYAf,iIWP1Yb,pw70Gc,EFQ78c,UImmrd,ZfAoz,RuOPgh,CBIRxf,BqFhcd,xQtZb, IPKSwe,MdUzUe,QlhFr,JNoxi,b7FMof,rHjpXd,yDVVkb,pB6Zqd,SF3gsd,iTsyac,hc
6Ubd,KG2eXe,SpsfSh,tfTN8c,002Jie,VwDzFe,zbML3c,HDvRde,Uas9Hd,BVgquf,yJVP7e,A7fCU,UgAtXe,pjICDe .https://google.com/.m...#/ o0....U{.%...
#BX..CJA.Eo...h...... A.LEO...coiiii m...#/.h...FADA71DEOE38A3EE73DA5B6EB628613C896

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9cd062c83f67688d_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9cd062c83f67688d_0

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

950

6.0726168355870165

false

24:/16wwCcfVOTt7pdJIQzibQVKJIfpzobhp3mfO:/6NCcGzIQhVKw/H
044637AEC8DD54FC1B117DEC62A879DB
3BC232A2DA71417F1192BADEBE14AA646A451F99
213A237E20446739E83E84D2F496FACCCAB6EAA7IA2BO4BFC31DD8B545D1DC93

87748A242223E15EEFCAD5E72F67195BEEC62A835FADFD19D7883A148D1BD48492683A5E21BBEEBABA1FD22BF03CF7EBOCF11FD4EDF8992CB3B6AB8B04C90
7BB

false

low

O\r..m......2...72......_keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.IdentityPoliciesUi.es.4K5Qy-Ral2s.es5.0/ck=bog-identity.|dentityPoliciesUi.nutvr
iA6t5U.L.B1.0/am=KHCA/d=1/exm=LEikZe,_b,_tp,byfTOb,IsjVmc/excm=_b,_tp,termshomeview/ed=1/wt=2/rs=AOaEmIHFz6itvypKpD7ZCGBKK_X8KE89R6A/m=n73qwf
,ws9Tlc,1ZT63,e5qFLc,UUJqVe,01Gjze, xUdipf,blwjVe,fKUV3e,aurFic, COQbmf,U0aPgd,ZwDk9d,V3dDOb,r2V6Pd,p8L0ob,06y8ed,NpD4ec,PrPYRd,MpJwZc,08k1Cd,
NwHOH,Omgal,HLo3Ef,x60fie,xigEse,hTAgOb,XVMNvd,L1AAkb,KUM7Z Ifpdyf,duFQFc,s39S4,Jis5wf,Iwddkf,gychg,w9hDv,RMhBfe,Y2UGcc,SdcwHb,aW3pY,YLQSd,P
QaYA(f,iWP1Yb,pw70Gc,EFQ78c,UImmrd,ZfAoz, RuOPgb,CBIRxf,EGIAZ,xQtZb,|IPKSwe,MdUzUe,QlhFr,JNoxi,b7FMof,rHjpXd,yDVVkb,pB6Zqd,SF3gsd,iTsyac,hc6Ubd
,KG2eXe,SpsfSh,tfTN8c,002Jie,VwDzFe,zbML3c,HDvRde,Uas9Hd,BVgquf,yJVP7e,A7fCU,UgAtXe,pjICDe .https://google.com/g9...#............. S VEI...q".Il..*...
<M...".A.Eo....[.d........ ALEO...ccoie

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a4485c6583f6deb4 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

446

5.864203644061944

false
6:mXYGLKdOHjL1vMOWpF6agrBSK/aclblzHOcuQort1BVxe41K6tWo6dBVxe4t:fQ3ZM0Tagg9c1RHONQQBVXX4BVXV
26DE296EF5BDB9361CFB93A983F69AF3

C81EBAC571564941FF819B3E5C413C9973947FB3
5FACFB56C5DD943777BF3ED70D8ACIEC60D8067C42FES5FI80F51C71B96015B9D

553811743A0B28157B537AA7C1A5146D8A6B9C2C0OD6574EDA1IEFEC32A97FB092F51FO9DAB2A6181B4578E21CB4FAGSBE1D82B2C537D727B6BD97C95CAC8COAL
D4

false

low

O\r.Meeiee _keyhttps://www.gstatic.com/_/mss/bog-one-google/_/js/k=bog-one-google.OneGoogleWidgetUi.es. TAAWMH20UBA.es5.0/am=WAABAQ/d=1/ex
cm=_h,_tp,calloutview/ed=1/dg=0/wt=2/rs=AM-SdHtYezsllizZBWGBOgzlm6ambsc29ng/m=_b,_tp .https://google.com/BV..#/..................... Y..i..(2ttS.0.8.hK.T@V.N..
0. A.Eo..{F:l....... ALEO...ccoi BV i, LY..i..(2ttS.0.8.hK.T@V.N..0..A..E0..... XEK4........

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ac36549247412c64 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

8485

5.5908117039438325

false
96:ZVEjiBscwCQdulNJz3S8FolRL1iBscwCQdulNJz3S8FolRLI:ZVAIBhw8Jz3diBhw8Jz3Q
76932CBBFE2E2A226DEB75A9126E5D0B
9BF90B213A867ECC68B901C196D2591DD2A48F55
8E553EAD826B20999146EDFFC2C9854C1375A383DE415B296ABC5496A26734D6
88B6221B3544E8A710FB025264F71FB39918A3310C4C69CDES3F5BDF5010DCOF4ECOFD7978284EEA1455323C69E80091646929CEOADE92647500AEF37CBIB22E

false

low

O\r.m.....}eeee, _keyhttps://www.youtube-nocookie.com/s/player/da9443d1/fetch-polyfill.vilset/fetch-polyfill.js .https://youtube-nocookie.com/.0.. #/............. | P K4.
*n@.B.=Md...m.;..7..F..8.A..Eo...... & A.LEO...cooiiiiin Ot v (e K4.*n@.B.=Md....m.;..7..F..8.A..Eo ) .0..#. ) K4.*n@.B.=M

Deveeeen K4.*n@.B.=Md....m.;..7..F..8.A..Eo...... B 0. #H P .0
Headers...Qc.d6 ....consumed..Qe.ob
..readBlobAsArrayBuffer.....Qe..M.....readBlobAsText....Qc>....... support...Qc........ methods...Qef.M.....normalizeMethod...QcBi
..headers...Qc.5i.....Response..QeV*Z....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\aecbh9300245c30de 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

897

5.939621967047888

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\aecb9300245c30de 0

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

24:ST6Y1AG/EY13Y1ZpY1JEf7Y112+8t122+8t1:TnBO6V72N

70BC82E7EBC689615DEE219DDB8B82D4

03B8AOF53A538CB79702120048A5FDFDF4781B31

CADG603B33A1686D7ABD44F1C520463E934281F979ACC3DFE38CD50A70EC2C68B
7E966D8059B4AA2AB4ADOFA83ADB362FDBE18C65218EF79523D48446814938F31A2990CE1E76C746B78AC3703F18E3FBC155BD016F74B2845227741380007208

false

low

O\r..m......U....N...... _keyhttps://WWW.youtube—nocookie.com/slplayer/da9443d1/pIayer ias.vilset/es_ES/base.js .https://lyoutube-nocookie.com/...#... ..
[6..wf..l...D:..Z..A..E0........ | I ALEO.cii ANl (oo B& A6 WD Z ALEO. ..l Nt ). B&AL L6 WD Z..A..EO

#.xH. 10945E3FBSD679929DCD2253FF45DAE3250042118A4OSQBCFD36ECA1EEOE49EOB& AL
#/ J 18080305F07E4588288F5D38EAD4OFAC9ED175484D5D401407AFEA1933668A6FB& A6.wfllL.D:Z. A Eo........ ;.L.
...... A..#l..}..180B0305F07E458B28BF5D38EADAOFACIED175484D5D401407AFEA193366BA6FB&..A.." ...[6..wf..I...D:..Z..A.. EO.....‘..;.L....‘..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b1e4576030830359_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

251

5.558897379017191

false

6:mgC1//6EYGLUxwzkLIK/RuGgkhe/2KoU8QgsTpK6t:NC1P8KZuGguKoUBH
5196814E42EDD119E438B3C1D098C810
1DFADBAE8954DD3CE54CC6ADF5A96BBEABG6A373
F2B7E33963F4BC880AFF82F7DFFC86975C401963503BBO6E6EF6E3FC34EE82CD
514041D2B3C387987958B7E54386A3E6565123FE40F415E641E4E6290D3D7A8E512C25AB3536C6C5EA069F2C8D5CA9415C7EB1678CFAS562314E41E1E1DI3FEC
false

low

O\r.m.....w....&?....._keyhttps://www.youtube-nocookie.com/s/player/2fa3f946/player_ias.vflset/es_ES/remote.js .https://youtube-nocookie.com/BOr..#/.............. Z....
.vd10..lrjx.....P.@.VA.m5.A.Eo...... 8S>......... A.EO..cccceiiian.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b3736917ea8854fa_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

113822

5.825722535995088

false
1536:LdIn+JZXjGKME+ldIn+JZXjGKME+|dIn+JZXjGKME+H:rm+ME+In+ME+In+ME+H
0D26548D7ABOFE429D2DC0C43930091C
E2A04DF6763FC0B8611A51BB15CE38FIF61EAF75
99E516ED6335ABB6AFD1A058764B04B5D887C1F634ACFFI3F2F05432F84967EA
D7AF69F4ADD3E34184F398394753ACF85603693091CA8A668DEB7E36D48EEC940756427CCB5F6E7F750012C2E6165E2F1126079DCE9D229F3674211F6BED972/4

false

low

O\r.m......n......"...._keyhttps://www.google.com/js/th/MjCY otvJWNINfZp23tTHODdLeclK2NAHEdIE3YRAVXk s .https://youtube-nocookie.com/... #............. R, HT....@

~.5...'y4.10=..c{D. m...A..Eo ...... >.CS..oins A..Eo @~.5...'y4.t0=..c{D..m..A..E0.....t.K.......... H.oovv Yo HT....@~.5...'y4.t0=..c{D..m.

.A..Eo ) Sl LRC Qb:Hs...f...QbZ.C....T....Qb>3....n...... M.d...........
S.(. KL .@.-...XP.Q.....K...https:/lwww.google.com/js/th/MjCY otvJWNINfZp23tTHODdLeclK

2NAHEdIE3YRAka]sa ........ D..DH.D...(....&..&..&.. &(S....‘ ..... L Qd...3....trusted Types..Qd. .4.....createPolicy.$..a.......... QdZKcs....createHTML..C..Q

d>p.....createScriptC.

C:\Users\user\AppDatal\Local\Google\Chrome\User Data\Default\Code Cache\js\b54507eaf4325a24 0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

358688

5.851278937039508

false

6144:kKg/aNbOnoJKIT60tDYiV50nDbS1IPBvz99q00:72aVHKDRDGIPpng3
06C2264D4C2279D2808A8CF875BIEGES
97D352765CCD6016E110F6B2DD35C8B237B8438B
E4B9CA71D8D3D8FC344EA4B052DB335C1A848E61EA2EEBODIEOS33A3EE3BI6FB

C41831C4ADDD457AD52E73DCC77812A7ACF3F663DC7713B835EDB7182BA0B2C34FD7B8EF2F18346BC1463037739A6139CAB375D165A185B73C06F9AFEF783B
B

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b54507eaf4325a24 0

Reputation:

Preview:

low

(Sl ..Dr....KL4X6e{background:#eeeeee;bottom:0;left:0;0pacity: 0;position:absolute;right:0;to
p:0}. TuA45b{opacity:.8}sentinel{}......(Q....O.....default_OneGoogleWidgetUi....(S......" L. JRCccii Qb Qc../E....window....Qbz..?....GC....Qb.[P..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b5c7aa24706ff625_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

456

6.089554663673979

false

12:VoLZ0vJyVAoM5psV51at9lIK7+PY8sgmDIJh:VkmvpOWt47g
C6540CE215D59751A09C7AFFFO06A0A9
99201834745625BB4792ED835315915ED551730B
BD8F73F6C5EFE89822E8ED33DAF48F2F7F01F57855575EDF8A9B96273C5FF779
AO18EFE0595E121FCEO5E03FA811E58A7A01B7CA1006B122758C35ABB245BE73703CF424DE934B20B1402B1BA38BD91B6373F8CE7D78B595B4E9DC9251ACED!

O\r.m......... no....._keyhttps://apis.google.com/_/scs/abc-static/_/js/k=gapi.gapi.en.7yBiF1UUXzY.O/m=googleapis_proxy/rt=j/sv=1/d=1/ed=1/rs=AHpOoo-pEDMOpqtBu
ZIKGpxOGTcQlolhdw/cb=gapi.loaded_0 .https://google.com/....#/..........ccccovuens l.i..c..g.e.Kf8.R...|..B..A.E0......01.......... ALEO. #/..V..1FA95FE31FC1F0A3
2287EAAF6017B882B5CD1C7F256 ACD2AE3A3DF2765E6ACO6. I..i..c...g.e K.f8.R...|...B..A..E0.....W.L.......

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\bc7c7f901f8bda2c_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

871

6.097064455116898

false
12:U09ww3a808WygBSpzvVoYGvJIvC1p2IPRHsPboN8VUgc6vUUDbYbAAYT7NoaV7NVT:UywwbWIkkw1pJJibQ8ugThZAmxL9f
184AA72E108C55417EC913ACC46256C3

46D8C09C35DBA03753E8D655074E07D1252659F8
96B6A57263119D7A8D4340E6FB7D5CBD5FC59B3C3280EB4148D080DA231BCIAC
9C6B6E2E757C6762ED8BBOCBB992D1FA41E2149BC525ABB5C6849C7D629E4591BEDF80B6463C10E059C764985418524058AA07D1B5B7D782A61F72F590F32E4
false

low

Oo\r.M.......... |c......_keyhttps://iwww.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ConsentUi.es.-KSBiUyKNmY.es5.0/ck=bog-identity.ConsentUi.pKJTN1UvY7g.
L.B1.0/am=CgAl/d=1/exm=LEikZe,_b,_tp,byfTOb,IsjVvmc/excm=_b,_tp,mainview/ed=1/wt=2/rs=AOaEmIEWRtxWr3dl4loJAAVWBECZt8s71A/m=n73qwf,ws9TIc,IZT6
3,e5gFLc,GkRiKb,UUJqVe,01Gjze xUdipf,biwjVc,fKUV3e,aurFic, COQbmf,U0aPgd,ZwDk9d,V3dDOb,WO9ee,O6y8ed,NpD4ec,PrPYRd,iWP1Yb,MpJwZc,08k
1Cd,NwHOH,Omgal,HLo3Ef,x60fie, xigEse, XVMNvd,L1AAkb,KUM7Z,Ifpdyf,s39S4,lwddkf,gychg,wOhDv,RMhBfe,SdcwHb,aW3pY,YLQSd,PQaYAf,pw70Gc,EFQ78c,Ulmm
rd,ZfAoz,CBIRxf,MdUzUe xQtZb,IPKSwe,QlhFr,JNoxi,pB6Zqd,rHjpXd,yDVVkb,SF3gsd,iTsyac,hc6Ubd, KG2eXe,SpsfSh tfTN8c,002Jie, VwDzFe,zbML3c,HDvRde,U
as9Hd,BVgquf, A7fCU,UgAtXe,pjICDe .https://google.com/c...#/...........8....d.LK..OL.-.~ . \N_+2... LA EO.....coeunnnn ALEO..coiiii

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Code Cache\js\bd891022falecff8_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

244104

5.854558698503951

false
3072:0XEdyWokON;ji9FLaCZI+/42+nUV0O50gkRTSE3uAVNn+ON6q:pgWVauvOCK+gUSTt3pnx
3487B26DDD47D65F298A3992E5A0C226
45C6964C0630CADD84BA59CA0238DB65527AAAF9
64A872D9A4CBA42E155DEBD5F134933D122E54BAA6901617966B09C2D5064029
A4A6138D838D68FFB76C4240546A209DA5C1EB80833A7E6CF0637795E6D3CE4F20AF41FB961443F36ED09C823C4966D717AEAEC66F6402F67E33334DC24676B:

false

o\r.m......@.....S.....DC6203A256 7A5EO0FD39847041BF69A3DFIBFES3DICOAEDSAB599F 7A29297AESB. ... . O> P& <ol
............................................................................................. Heee e ..default_ldentityPol
iciesUi...(S....7[....... &L ... Re.......... X....Qb.F{p...._..... Qc.b.....window....Qb:."... |a....Qb..$@....aaa...Qb....... Qb.z.....Nb....Qb.G......baa.
Qb.Cm.....caa...Qb....... gaa...Qb.Z"....xc....Qb..~...jaa...Qbr....... kaa...Qb.\&...maa...Qb........ naa...Qb.@......0aa...Qb.}JF.....paa...Qb........Jc....Qb.m...... raa...Qb6.~1....Nc..
..Qb*H"....xaa...Qb...~....vaa...Qb...B....yaa...QbV.?.....aa....Qbr.s.....Id....Qb6....... md....Qb.8......pd....Qbb....... xd....Qb.5.....
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\be4ce6b6fc50b727 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 15049

Entropy (8bit):  6.046758430172524

Encrypted: false

SSDEEP: 192:285gZEsY8b1ZTYIVU5MyZcdjDimmWaDYvJGDglJQdFBxciZy2edgg7REuAtswgR/:28e3Y8B2ZyZo/zmj9UfGTdBFwertNz

MDS5: 45827C1FA0A1603ACO3CEDD657E8B14F

SHA1L: DCFF0C2D873856BF60E1137F94155E6FOFDA2E45

SHA-256: 78DODE32D2FC8CD6F15B717585131494CB340CF53F04BF2A68266AD4F1BB4C62

SHA-512: BBE16EAAQLSEE4E9C5C6F4AA31A2CAD1504C129A31148A9CA2BCI3ACE6200762FDE901EI1IAAF30DAG22A25EB52FD299B9D143884709E23C409A67C6B7FFO30E
B5

Malicious: false

Reputation: low

Preview:

O\r.m......Y.....t....._keyhttps://www.gstatic.com/_/mss/bog-one-google/_/js/lk=bog-one-google.OneGoogleWidgetUi.es. TAAWMH20UGBA.es5.0/ck=bog-one-goog!
e.0neGoogleWidgetUi.zzx2xPfSIXQ.L.B1.0/am=WAABAQ/d=1/exm=A7fCU,BVgquf, CBIRxf, COQbmf,EFQ78c,GkRiKb,HDvRde,HL0o3Ef,1ZT63,INoxi,KG2eXe
,KUM7Z,L1AAkb,LEikZe ,MI6k7c,MdUzUe,MpJwZc,NpD4ec,NwHOH,01Gjze,06y8ed,08k1Cd,Omgal,PQaYAf,PrPYRd,QlhFr,RMhBfe,SF3gsd,SdcwHb,SpsfSh,
UO0aPgd,UUJqVe,Uas9Hd,UgAtXe,UImmrd,V3dDOb,VwDzFe, XVMNvd,YLQSd,ZfAoz,ZwDk9d,_b,_tp,aW3pY,aurFic,blwjVc,byfTOb,e5qFLc,fKUV3e,gychg,hKSk3e,hc6U
bd,hnN99e,iTsyac,iWP1Yb,kjKdXe,IPKSwe,lazG7b,Ifpdyf,IsPsHb,IsjVmc,lwddkf,mI3LFb,mdR7q,n73qwf,002Jie,pB6Zqd,pjlCDe,pw70Gc,qCSYWe,rHjpXd,s39S4,tf TN8c,w9
hDv,ws9Tlc,x60fie, xQtZb,xUdipf,xiqgEse,yDVVkb,yYB61,zbML3c/excm=_h,_tp,calloutview/ed=1/wt=2/rs=AM-SdHuUnnTRwWFOx_ecVAKGjZ3kRbvUQqMA/m=W16vijf,_
latency,FCpbgb,WhJNk .https://google.com/8....#1............. M Xeverenn B../)..S)W.{5...W.A..Eo.....$f#........ ALEO. .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c07eb1d88ch478b0_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 44649

Entropy (8bit):  5.729405047806372

Encrypted: false

SSDEEP: 768:03Srcped/rEk54inVRLGINKVG3JET6hUsImYr+GdiwCIV7KVIh5DkG2zwJniD:zer8in7Lg1INK2JET6d4GA+GAwa

MD5: B98BOEECBOCD2A3F1C17DBCB7709A60A

SHA1L: A2C1342A4FD97C5CDE63D08944FC7DFD3A31901B

SHA-256: FA9281765FDD311FE487207BFD034136E3907834E79B121EB54693212683F6A6

SHA-512: 40A43EFF94E01FDCE8BD5D775123B5BEF3D708B84DB93A90ESBAADF192E9COC72AD58DCEDSCE86FE1ICIES96EFDOF09B1E26A101EC7627FBDOFC81642AF4054
499

Malicious: false

Reputation: low

Preview:

O\r.m.....1..V....... _keyhttps://www.gstatic.com/_/mss/bog-one-google/_/js/k=bog-one-google.OneGoogleWidgetUi.es. TAAWMH20UG6A.es5.0/ck=bog-one-googl!
e.0neGoogleWidgetUi.zzx2xPfSIXQ.L.B1.0/am=WAABAQ/d=1/exm=_b,_tp/excm=_b,_tp,calloutview/ed=1/wt=2/rs=AM-SdHuUnnTRwFOx_ecVAKG]Z3kRbvUQqMA/m=by
fTOb,Isjvme,LEikZe .https://google.com/..z. #.........c............ &..c.p.K.oX.... ... R...X<.A.Eo
LS\t .(Q....0.....default_OneGoogleWidgetUi....(S.... .. A....U.L
W.... XV....Qb.UK.....Zv....Qb.......gw....Qb. $v....Qb..KM....bw....Qb...8....aw....Qb"......dw....Qb.kQ
.dz...Qb..t...fz....Qb..Q.....9z....Qbb.s1....cz....Qb"kHI....jz....Qb.$rD....dy...

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\c2ac25fdad4e72b4 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 14800
Entropy (8bit): 6.06995388351221
Encrypted: false
SSDEEP: 192:3grN3mnodrN3TKS2EHVIN9Vt2JjmbmN09g/j5ijCU2/Yac7/4IKunKTy9GhRrwl1F:QrKyrBH8V8JImigQYTdAy9GvrwN9
MD5: B0O7C89CC7A53D4E2BE15B5776D5BF84C
SHAL: DA105644D6D1D8F8269BF22D45EB28F27496240B
SHA-256: 3B1D128685325631F231EE28A7AE150DA7A2B089DB6EA2341E127DCC78D0047B
SHA-512: F17A62CBE9DFA2F04F0109D90B943B45AEE7B7F08A09305B6EBC76EEF20104CB8A3B58B4F80BFFCC5B960A5152E4C51646F74955B0134A5B65221154E5754288
Malicious: false
Reputation: low
Preview:
O\r.m......"...mMM....._keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ldentityPoliciesUi.es.4K5Qy-Ral2s.es5.0/ck=bog-identity.IdentityPoliciesUi.nutv

riA6t5U.L.B1.0/am=KHCA/d=1/exm=A7fCU,BVgquf,CBIRxf,COQbmf,EFQ78c,HDvRde,HL03Ef,1ZT63,lavLJc,JNoxi,Jis5wf,KG2eXe, KUM7Z L1AAkb,LEikZe,MdUzUe,M
pJwZc,NpD4ec,NwHOH,01Gjze,O6y8ed,08k1Cd,0Omgal,PQaYAf,PrPYRd,QlhFr,RMhBfe,RuOPgh,SF3gsd,SdcwHb,SpsfSh,U0aPgd,UUJqVe,Uas9Hd,UgAtXe,U
Immrd,V3dDOb,VwDzFe, XVMNvd,Y2UGcc,YLQSd,ZfAoz,ZwDk9d,_b,_tp,aW3pY ,aurFic,b7FMof,blwjVc,byfTOb,duFQFc,e5qFLc,fKUV3e,gychg,hTAgOb,hc6Ubd,iTsya
¢,iWP1Yb,krBSJd,IPKSwe,Ifpdyf,IsjVmc,lwddkf,n73qwf,002Jie,p8L0ob,pB6Zqd,pjlICDe,pw70Gc,r2V6Pd,rHjpXd,s39S4,tfTN8c,uiNkee,w9hDv,wmIPKb,ws9Tlc,x60fie, xQt
Zb,xUdipf xigEse,yDVVkb,yJVP7e,zbML3c/excm=_b,_tp,homeview/ed=1/wt=2/rs=AOaEmIHFz6itvpKpD7ZCGBKK_X8KE89R6A/m=W16vjf,_latency,FCpbgb,WhJINk .h
ttps://google.com/.... #.............. 8.1 AlL....... 5.#0E.%..T...0o}_..A..E0......... TR ALEO..cciiiiiii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\c384ca7dcdfee8ac 0
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\c384ca7dcdfee8ac_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 986

Entropy (8bit):  6.103354021008151

Encrypted: false
SSDEEP: 24:ZwwbWCI8N384KUEFZkS00+GS9k/r4MTF:ZNb3134dSBpSSAMTF
MD5: 81E2CE68084D8AFDBFI565FA37E6245E
SHA1L: 821AF516912A5CAA997782FC5506C5ECOAA35887
SHA-256: 4FCB736D9801624B05A73649EA32F65655FBC14D609BCEAC02C45F82F8E20172
SHA-512: F16FF9E9DBC1D33E8C3B1D0284C622C07ED611DECFBIC41F73D53CD51027F5545FF5288E45663D6F701A5E89DFD1405F7BF38A9442E9EBABF58761B14E287D/
Malicious: false
Reputation: low
Preview:
O\r..m......V.....i...._keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ConsentUi.es.-KSBiUyKNmY.es5.0/ck=bog-identity.ConsentUi.pKJTN1UvY7g.L

.B1.0/am=CgAl/d=1/exm=A4UTCb,A7fCU,BVgquf,CBIRxf,COQbmf,EFQ78c,EGNJFf,GKkRiKb,HDvRde,HLO3Ef,1ZT63,IJNoxi,KG2eXe, KUM7Z, L1AAkb,LEikZe,
MdUzUe,MpJwZc,NpD4ec,NwHOH,01Gjze,06y8ed,08k1Cd,Omgal,PQaYAf,PrPYRd,QlhFr,RAnnUd,RMhBfe,SF3gsd,SdcwHb,SpsfSh,U0aPgd,UMu52b,UUJgVe,
Uas9Hd,UgAtXe,UImmrd,V3dDOb,VwDzFe,WO9ee, XVMNvd,YLQSd,ZfAoz,ZwDk9d,_b,_tp,aW3pY,aurFic,blwjVc,byfTOb,e5qFLc,fKUV3e,fkuQ3,gychg,hZ9Bt,hc6Ubd,
i5dxUd,iSvg6e,iTsyac,iWP1Yb,IPKSwe,|fpdyf,IsjVmc,lwddkf,m9oV,n73qwf,nKuFpb,002Jie,pB6Zqd,pjICDe,pw70Gc,rHjpXd,s39S4,soHxf,tf TN8c,uY 3Nvd,uu7UOe,w9hDv,w
s9Tlc,x60fie,xQtZb,xUdipf,xigEse,yDVVkb,zbML3c/excm=_b,_tp,mainview/ed=1/wt=2/rs=AOaEmIEwWRtxWr3dl4loJAAVvWBEcZt8s71A/m=Wt6vijf,_latency,FCpbgb,WhJINk
.https://google.com/....#.......cccoeees [8....{\].._...u..J..A.Eo.....AE\....... ALEO..ccooiiiin,

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c503977d75c05286_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 261

Entropy (8bit):  5.56941160771522

Encrypted: false

SSDEEP: 6:ml4YGLUxwzkTS8j4PY0c71j4GgkB3tu4piRBONOK6t:N8iS8sPjcRsGgSturO

MD5: 25E9FCB544F43220305964E6CA46BAAT

SHA1: 53FEE579145BB6664B380ESCFC946E3338CAE91C

SHA-256: 80B52EF5FF606EB331B3C70C5054B846567B6180BD0A2BCE11921F71B23C5A0E

SHA-512: 3A9B48483F1DCAAB789100CB48353F54B1445ED1ACD09D4C9B44A5A7C52AF84BF8AC63F0B8F4FCDFF37B6EGE9600836E5D69BA4ECF3C6BIBIF2F3DFIDB189
7

Malicious: false

Reputation: low

Preview:
o\r.m.......... -I\'...._keyhttps:/lwww.youtube-nocookie.com/s/player/2fa3f946/www-embed-player.vflset/www-embed-player.js .https://youtube-nocookie.com/AL. .#/..........

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c5bae2fa2f9380eb_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 410

Entropy (8bit):  5.966554289273141

Encrypted: false

SSDEEP: 6:myeYGLKdGMwjM382aBLWmMR3M3mOWS5XsBEIBSpQ/2vVIKAkvimuuG1WhCNd6QgDvI:d9ww3a808W1svBSpzvVoAkvi7Tu4HgDQ

MD5: AA9820AD70A03BCO39FF90B3EE3F057D

SHA1L: 6FCBACDD124CDDBD6E3E46424EE4575349B00A95

SHA-256: CAA71C3BDC3A02556612A7FE4F9C3760F748487E8BCOB5A36CIES2D2E439AFAG

SHA-512: 61739F1F6FOFB715EASB549EEEF7F9761DFES78EASAFCB205AC6178525CACAAEE72DE4AD7825C31B9911A7513A5C7ABD03609EA1559141FC8E5287D0F464D90+
A

Malicious: false

Reputation: low

Preview:
OVeMeiiiiee _keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ConsentUi.es.-KSBiUyKNmY.es5.0/ck=bog-identity.ConsentUi.pKJTN1UvY7g.

L.B1.O0/am=CgAl/d=1/exm=_b,_tp/excm=_b,_tp,mainview/ed=1/wt=2/rs=AOaEmIEwRtxWr3dl4loJAAVvWBEcZt8s71A/m=byfTOb,IsjVvmc,LEikZe .https://google.com/K...#!..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c659b178545a5294 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 446

Entropy (8bit): 6.053963997314191
Encrypted: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c659b178545a5294 0

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

12:bEm80vbTIN50ZIIMMZXKgkP08vAeKvLp+sZm121:bfnvbTIN5zMZXKq71rB1
8FD245FBA4F2A305EECFDD12BFD92CF2
AB5963F011C2C0416D8EFF05DDFD7850610CEEBF
88A83F4A907DIEB5564BC652E0970945DEB187A964CDB017F1B166DAAB79CIF3

DB892E33C6945375CBD04D0DC60D292046DEO6S8EFFBSEBD3AD6DD389CA4E14E9A1131C853B4F2AE9ESEOB5B49C879AD69D6164132FAD2ED02F48B383674939¢
F

false

O\r..m.............Q...._keyhttps://ssl.gstatic.com/accounts/static/_/js/k=gaia.gaiafe_glif.es.d5PrSxMcAXY.0O/am=B0BxhgUIABKAAOAAAAAAAAAAGEeBgOJIgjGf4/d
=0/excm=glif_initial_css/ed=1/rs=ABkqax248UKUV_nSy1g7ShK6p_SDTx4Cuw/m=n73qwf,MpJwZc,NpD4ec,SF3gsd,08k1Cd,YLQSd,|ICVo3d,002Jie,rHjpXd,pB6Zqd,Q
LpTOd,otPmVb,rINAI .https://accounts.google.com/)\..#/.........ccccoceun =.4U0({7...@..2t....;..7..A..E0........ ~ e ALEO..cciii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d27369725641ebc4 0

Process:
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7FA256302C71A9463E2066A6B249F690191B881FI9CE1E473153805B49A2C1386832BDFEBOC2C81824AE9856AEAAI687875FCAG6381A563036896427EBFEBE319
false

low

O\r.m......f...cw.N...._keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ldentityPoliciesUi.es.4K5Qy-Ral2s.es5.0/ck=bog-identity.ldentityPoliciesUi.nutv
riA6t5U.L.B1.0/am=KHCA/d=1/exm=A7fCU,BVgquf BqFhcd,CBIRxf, COQbmf,EFQ78c,HDvRde,HL0O3Ef,1ZT63,INoxi,Jis5wf,KG2eXe, KUM7Z,L1AAkb,LEikZe,MdUzUe,M
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999

5.604939847851928

false
12:siWPog+2+N5Z2NRoN9iWPog2loNMzDH2NHSLNiiWPogFtDNV/I7:sXQdZxXQZLWXQEb
E2EE7574A4C9B74B85B988877889C6B8
F15BF2B69D9A753E2F7E5770CD7A9BOAEA273D04
2658D287AA3ADF299930F71B7F1DCDEBEBDC406216F8C8BD73E7791AEF09FE7B
CD831D0BB6A3EC79589E58835464351834BCCOFF13F2C832C702C3720C7101BC6A1BEL07DAC7FFD99961E42D55C214FA14971FCFOES16BOF820BAA1A3F37862

false

low

O\r.m......Y...4.>...._keyhttps://www.gstatic.com/cv/js/sender/vl/cast_sender.js .https://youtube-nocookie.com/.V..#.............. TR f.G.(.#0..}ed4F..N9K..|..6.T.A..Eo0...

LA ALEO..coiiie. et ER £.G.(.#0. }e4F .N9K. | 6.T.A.Eo........ Lo B oo [ f.G.(..#0..}e4F..N9K..|..6.T.A..E0....... [ O\r..m......Y...4.
........... e.p..#/..............Z........f.G.(..#O JedF..N9K. | GTA Eo.......k...........xr #/..............[........fG( #0..}edF. NQK | GTA Eo......l...........O\r m.....Y..4>...._keyh

ttps /lwww.gstatic.com/cv/js/sender/vl/cast_sender.js .https://youtube-nocookie.com/#.t. #/............. | . f.G.(.#0..}e4F..N9K..|..6.T.A..E0....... [T A..Eo ..................
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ef573254f07aabf4 0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f38d20d5ff81dbd1_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

396

5.835107063948024

false

12:8Em80vbTIN50ZIIMMZXKgkPkj+QYda5qT:8fnvbTIN5zMZXKqTjA+a
CAACO09391F564EF1COEOEB4D42B1B49B
D1BD337433945ED2C8C2DDB1BF2456035E98B852
E59DEF44BF8E9FA4F78C8B1207BF673A58E1B5CEBD11FBEEA3492529CE48CA0L

AB5204DDCB3C68AD5111E4D5340A99BEE915A1F9C141FDD984F6057A15C3A82BA2CEES9A069F03301702D67AC541E9A75A1773A6E5616AC25BF117FA8BB533(
2

false

low

O\r.M........... Q.t...._keyhttps://ssl.gstatic.com/accounts/static/_/js/k=gaia.gaiafe_glif.es.d5PrSxMcAXY.O/am=B0BxhgUIABKAAOAAAAAAAAAAGEeBgOJIgjGf4/d
=0/excm=glif_initial_css/ed=1/rs=ABkqax248UKUV_nSy1g7ShK6p_SDTx4Cuw/m=sy7g,sy7h,sy7i,sy7k,sy7l,sy9h,pwd_view .https://accounts.google.com/2q...#...............
ceeCldve+ 0. XGME.S.N. AL EO....... Ao AEO..cco

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f67be43d107e5824 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

369

5.8985548014965765

false
6:miiYVEdCN8uVVUCINIzNIPBCblaLIfM2NZXmACgkNd/SXbhw+66/KILZd04vP4PP:dEmM80vbTIN50ZIIMMZXKgkP/SXm+YV0n
8552129CFD78AB35C55F8A209A779BA1

0C6695491039112B159220F9AE98A73D7ABOEBG4
D947696B1EDSE570BCEODE7AC6AA19CD1E7FB343E88910604EB278A688D4EAF9

3FA9FB40DCB1B5AB27A287C9A9EBABEC1240FB09BA4B4DASE9CB77350AC7A540A022E268D7FBA7DOEAAFF2B4522D68BDE7EGE15C0004A571EB5608DF1C80&
62F

false

low

O\r.M........... }......_keyhttps://ssl.gstatic.com/accounts/static/_/js/k=gaia.gaiafe_glif.es.d5PrSxMcAXY.O/am=B0BxhgUIABKAAOAAAAAAAAAAGEeBgOJgjGf4/d=0/excm=g|
if_initial_css/ed=1/rs=ABkgax248UKUV_nSy1g7ShK6p_SDTx4Cuw/m=sy71,wglP6b .https://accounts.google.com/R... 4 ..................... g..2.Al....F;BL.9....2[R.Y[..A..Eo.....
[T S ALEO...ccoi

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\fe83fdac34096722_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

118392

5.831610822963247

false

1536:fX9fJ+Pc6ZQ4mP2IKaxvK0397B9eim6juFWY Q+SjANYwXj1LjQ:VCUIZ90iZjbRUN3pw
49A3F3AD1D9DF49B976DC80A1A351508
758C32B17681C10D94D777BD4B1BF5533E57929F
6F68640ED533A85EE637667DD01D5BD164608F496760681E6EF152F3F96F5999

ADB18B285441ABA6C5A17B95BA7DA537C36AACDA458750FC87FB741BDBIC138BE22D19B7F318654A87A8A3B7ECB7A6D7F6D6D3BA0CD48DA2E61A6946C5ACL
0B8

false

low

XE. X....... s @..
QcV. A ..wi

ndow....Qb.. Qj....Qb~{....Tj...Qb.4D ....Uj....QbR..O....Vj....Qb&.V.... Wj....Qb..SR....bk....Qb.... X Qb
Y Qb mk....Qb.>......pK.......Qb.A.2....qK....Qb........tk....Qb.e....uk....Qb._e...wk....QbN..>....yk....Qb.q.....zk....QbF.8.....Ak..
.Qb.i....Bk....Qb..."..CK....Qb:.% Gk....Qb..Mh....Lk....Qb"..%....NK....Qb.I=Y.....Pk....Qb.'={....Ok...Qbr.1....Qk....Qb.......Rk....Qb.w}....Sk....Qb.&...... Tk

Qb
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

24576

2.035923122750482

false
96:dNw7qJS7KoolerzE+/KSOYNwcUmp0OXbrzE+yWTHWa:du7+S7K/ICZucUmpOXiWKa
390044FF837283EFC4503C54E468D03F
3C4CDB8295FB7E26AC4CB3D49A6357AC08DE080D
BF49328B0208BDA6DF02CE11404A08FC5011F5DE9FBF31D2EB35A09B46BA1BFE
22333543D8C349628AA81EF1F1A56177F81BCCO1CE81C12825C80B223B964B5B82AFF3F316FE2F676D80C3B1FC21725C0B18E678194485C0E285CFC6550AA2D(
false

low

SQLite format 3......

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies-journal

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

25672

1.4426784905767163

false
48:V8NOZug5LLOpEO5J/Kn7UxTqJS/0B8HKo0ITkPrz+pWIKaUVKB403NfqekLLOpEf:SOucNwhqJS7KoolerzE+/KSO3VMNwK
2D96E0751A5E982590353E44B48B8446

6BE4B111C04F6DFC36872D7743E97CC3E980267F
77D593EB7842E89E702C1B8FB137B6C5D556C053FC7B5E27E2C96417207990B9

3D989FB4F5933EB61288B731F093F9BCD6030F9210936F4A00D0B1A4CA09C9193AF8DI8AG4C748B8BBIFCC4710D17B5C2EEC94B0D3C6455C616ABE34E8DFA8¢
C

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Current Session

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

76584

3.4995294877731893

false
768:Sh83xUboKHaNGeqwGiFfStwXwva81KiNLQVrdsLQXBIsLQIPd/VS:zhhUuG6GafS6QzSnRg
27B10BA693FD86CD4C5FE2335FC60CAG
13AFCD59C5386C7C7E5D719BBAD7482F41E958A0
2366F7C201AF87F2725EC0032DCABBEBEBDO3E728119F4B3782196562608F48F

440D00DA4B4731EDABABOC0379387ECCAA37F81AB49E2C8C0103D6F1AE61972018E0AB6D844DA48966D8BCS5EF3CC4621DBB9982632D41D635221AB1F8E97DE
4

false

low

A, $.ee74a4c8_92db_4e01_a394_ab22dfc78874.
..0. ..{524A03AB-861D-4591-9B4E-BDDEIFIDA25A}.........ciiiiiiiiiiieiicieiieieeie e Yot ..https://consent.google. com/m”contmue—
https://www.google.com/maps/place/Delval%2BEquipment%2BCorporation/@40.1246558,-75.387604,14z/data%3D!4m8!1m2!2m1!1sDELVAL%2BWEST%
2BNORRITON!3m4!1s0x89c6968dfae6afof:0x98b78b24e6b0ae!8m?2!3d40.1258217!4d-75.399071&glI=CH&mM=0&pc=m&hl=es&src=1......A.n.t.e.s. .d.e. .ir. .a. .G.0.0.
h.. JRYe U d...0....... H..... ..2.....https..//cons.ent.g.o.0.9.le..
J.w.w.w...g.0.0.

c.o.m./.m.?.c.o.ntinu.e=http.s.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Tabs

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

8

1.8112781244591325
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Tabs

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

false

3:3Dtn:3h

0686D6159557E1162D04C44240103333

053E9DB58E20A67D1E158E407094359BF61D0639

3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB
884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8ADICD10741A5604B7A0F979465C4171AD9C14ED56359A4508B4DES8E794550599AAA261120976C
false

low

SNSS....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

164

4.391736045892206

false

3:FQxIXayz/t2HmwgOEOZL7A04uhFKEURLKYC5Ei5+Gg:qT5z/t2qoEwhXeLKB
0A906A9A542CDFO8FF50DAAF1D1ES96E
B97D6274196F40874A368C265799F5FA78C52893
EB9CABBF5FDA1AD535300B0110EAA4068A083248BA928A631C9278545935426D

8795E905B711ADE6GB1C4B402D50AF491B64D157AA738669482DDBFC30E857DF970BFFB774A925F3F4A0802BD27AFAF939CE140894FF09B67FB9COBB83ED4491
A

false

low

7L TR LW Sgdaefkejpgkiemlaofpalmlakkmbjdnl.declarative_rules.declarativeContent.onPageChanged.[]..F.................. Foiiii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

320

5.2069911617598335

false
6:mvDfE4q2PWXp+N23iKKdK8aPrglFUtpCDWEJZmwPCDXYdDkwOWXp+N23iKKdK8a4:afzva5KkL3FUtpKN/PKq15f5KkQJ
6A1FE662ACF55F248AB3E349D421F5C7

68FOEOCF3D7F51134733F74A3A518A738F438273
39FE34A86F84180B5FC293B6B35CBB062C9B4BD5C2C5552074C7B65F3A1E22B6
849A2C4F4B11825784E6F767B39CACB6A8BO0F755F30A27D5F423801078750F3A994FAF3BEA6577DB4FACC802DA171BODBA806BE412207C7A9A3DE27D2A7059
false

low

2021/06/22-18:26:46.378 1280 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/06/22-1
8:26:46.380 1280 Recovering log #3.2021/06/22-18:26:46.381 1280 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
Rules/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

570

1.8784775129881184

false
6:qTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCT:qWWWWWWWWWWWWWWWWWWWWWWWWWWWWW
D4BAOAEOBBOBIFAFF3DAGF35FDBC3C8A

FB3E9DEC7F35A9B1D94E54A5659DD0ODE484055E7

99DEF1B557F19F04C1AFFC6F247D0451F33FC10EC42E73792223C3215AC98BE6

86FD07C34B9ABDAC52BA19EAE291936F92BC6D38A75C021EDCIDEDBC15617669876180CD99F959C62476D82ECE6BBIFS5FE4C6CB4D82CB0O37EFB76D99A4D3DS
51

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

320

5.2015591413368885

false
6:mvDij+q2PWXp+N23iKKdK8NIFUtpCDpdXZmwPCD8EVkwOWXp+N23iKKdK8+eLJ:ai6va5KkpFUtpKz/PKBE5f5KkaJ
95621CA2CC5E6F011723D7CB1748FAC8

6022AE00D0A0578713F3D07836095863DACB0387
E238AF4C901702ACCE6BACBE82ECO1EOF86AF2214C7B96EC29BFD52CFIFB13F8
ECA4EC1950C61751E2C42B2BD76E655393EFD7ED323F6F6A0ECB8F167CDAFID99FFCI1B015999494B2EE6FC84C0263FBF31F2DDD2244174AB98969D8864487:
false

low

2021/06/22-18:26:48.681 1328 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/06/22-1
8:26:48.684 1328 Recovering log #3.2021/06/22-18:26:48.686 1328 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
State/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput
ed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

11217

6.069602775336632

false

192:GbylInITwGB7V9Hne4gasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT
90F880064A42B29CCFF51FE5425BF1A3
6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF
965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5BOABCA4EF268
DICBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0ES9A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F
false

low

{"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKYTHjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","iDctR8IMG5KZ
rQKm4kDjUB7FokSJfjo/pmvFowRVlaY=","LPxhhJiuUOIprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96 AKKXALRM+COEu11XUjPIMXEK]jiCPdtHE=","wifibc1QfMB
N2jrtutLgsCefvuceTpAatmLvul11RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLNOCFL/ADaEeTI=","DpjXcO85FF
FY9KJIFPKGNfFUtdQIOsGwO5jUckiUwY14=","gqid6l1+mk/6yWgUECROofI9IMipXgXh2]EN2+CxmPEO0=","prDB91X2Mmfg/M/txVMITWBMEGbOGjgBTP7CMjYqdHs=",
"yLPAQV4gqoyS/zFKEt3Cn2j0q2voQOSthVFWN8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO11Jdn/UtbnAmg6 TO=","+00c6ca+ChKUpTu+oa2ZRxRE+wG3QJmuYWE
VvYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJOubR5uwtS4/900M7w=","1A9NNawxuhu95H5eThvf1lrewJ4QQWhhPNxJXO1C/n68=","E3vWLQxzmj+e5QxYbUscllJ5
nOITpw5JIBHV1Kph3/KM=","i318ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtuOhGYrHn3lIsMHqBbi70gklJEE=","rhIzuEvw2KRAF
Mms896xFWkNgPrweWvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\ metadatalc
omputed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

23474

6.059847580419268

false
384:7dNc1NC6lcafusK4H1IIGRINKIKIALQWdYynQh2RX4K6M1tVztzr7XSNyzH:7dOscSRKc1nGRSKIhEWEM1tf7SNyb
6AE2135EA4583C2F06CDEBEA4AE7OFA4

DCEB26C7F02D53B5F214305F4C75B4A33A79CDC2
03AA1944CB3C4F39E20B6361571BC45DFBEBD3FFDA3D8F148CC6ECB29958F903
B5945E67D9F73DD1982D687E5C6D9B5D6B3886C8050363A259755C76AC0OF93651F3425FA7C21AA6A13977AC1C8CI9322F998F131648CB8909096058D4F0D23312
false

low

{"file_hashes":[{"block_hashes":['DOZdV3jFvk12AM2INDYK03KZrIVRprmJ+sVGWkqqE4Q=","rVEIW3Hu3T52SzDDUqGT5YiJTBGUv2h3pNuBKFIhZ1U=","X/
3fg4KZxgQ1jBr5QGqOF5InflgE27UErd88mrxTexs=","VibLbpy0ig+5INMOU71fTYN76iaka2XVpmm1gAKYsX8=","EChCwCbQHbHQ70DdGT2qNyiRJ0yck2YC2emNGq
4AwhtE="],"block_size":4096,"path":"_locales/iw/messages.json"},{"block_hashes":["xklkoZ7iSU1+7cd6DAtEmMUCS5IPFd+EgcbnzxkOiFwlk=","3KbsvoxKY/3AwqgF2aAdVvVQ
RpMhsNVRKkQ3rx2A6Z2Z+Y=","09+tsohquaCMj+70zeinRG/hBhA2uLoDIl/WoC1luokME=","xV/K8xucyWJELVT8Cqgn+ugFjobBVmg8pnmACF+2PP4Y=","p/mvIm2wuCl
32Rx3it654MIjKAsMe3S9IDEabc1A8mME=","j8mPrTh500sBTj2Fer78JE6xG6+kR64Cvu2SW8d3j/k=","ngSRpGQ3USU2bZJsZ+AzBmFOyann8omwJrhEWFZDTXc=","
eTcQyJUuNuF9yCga/fXGyFCj/pysSceanhBzksdx23s=","Wj7fagnspelXKMvnduxHn1XUBG8TEOqyns7/oUihekM=","ViBwXoadI3EP336rAiL33Gz19KGqtN+RYdKn
MKAXoLw=","iDgLXQqXJp8nCZxgLuC9ILXM45DGfufvGnXvmHsn18wc=","g+RfdDfrWTUKOPkcsbot7NJ4SCIWVRV/dVVMuUHALE}8=","20C4HcCuXu3VjFféwnKlzntu
gQNaebcuWpm/mwj69U=","aMUIpuFgPMiieSaWhlIktCK62v2P30ZQAWupWsYzCnvk=","L

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Favicons

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe

Copyright Joe Security LLC 2021 Page 38 of 43



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Favicons

File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped
Size (bytes): 61440

Entropy (8bit):  3.556704206366301

Encrypted: false

SSDEEP: 384:ctbHXqijkn+gtzelkp+gtAFelk9HXqiCHXQis+gt6elkXdg+gtgxelkWTjg+gt+j:U3Ai3831

MD5: 6BC2E15657BFDE14888CBA523AD3E784

SHAL: 8E16E9A7C635B55268345ED97425FEBSEBEA6DBD

SHA-256: 76CB7EE23EDF001737B769EEA250A9F7446FDD2E436AC019BFF68D45DCAD2941

SHA-512: A43BFE2E1CBCBAA2E445F321F76AC130EBAF4AE87E7BAEGBFIE6BABFO1ES99E4AFDBAGEAF054702B737BF77C74F84259CF2D6E5038DBD32A0EB5C83906177C1
EDE

Malicious: false

Reputation: low

Preview:
SQLite FOrmat 3......@ wovveeeeieeieie e s Coveend Lo T o PSSP U PSS TR PO PRTTPPIN

....................................................................................................................................................................... s...;+...indexfavicon_bitmaps_icon_idfavico

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Favicons-journal

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 77672

Entropy (8bit): 2.5649717050235386

Encrypted: false

SSDEEP: 384:p8kPtVHXqi0Yelkm+gtFelkE+gtiVelkE+gtX7xelkFg+gts4Q0CxelkSjg+gt/:b3bq
MD5: 03E97D1863DD54651BB493352EF9B949

SHA1L: D2518AAEBE6B3A3B605CDA7B4951013624D9296A

SHA-256: 807CB049949911BFAA174FAB94C2D9ACD8154154F075F60A03CB405A2734D53D
SHA-512: 9FD0263525D66F5BA5CFFC25D8328852F9B7B1033C6FF7268228F7C4294324B8B90437325F5E6DFDBB82DF602054DB1D167644F7E3065D72214B995C796DCDCC
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 19
Entropy (8bit):  1.8784775129881184
Encrypted: false
SSDEEP: 3:FQxIX:qT
MD5: 0407B455F23E3655661BA46A574CFCA4
SHAL: 855CB7CC8EAC30458B4207614D046CBO9EE3A591
SHA-256: AB5C71347D95F319781DF230012713C7819AC0D69373E8CI9A7302CAE3F9A04B7
SHA-512: 3020F7C87DC5201589FA43E03B1591ED8BEB64523B37EB3736557F3AB7D654980FB42284115A69D91DE44204CEFAB751B60466COEF677608467DE43D41BFB939
Malicious: false
Reputation: low
Preview:
£5..

Static File Info

No static file info

Network Behavior
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Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 22, 2021 18:26:55.628951073 CEST 192.168.2.3 8.8.8.8 0x4305 Standard query  clients2.g A (IP address) IN (0x0001)
(0) oogleuserc

ontent.com

Jun 22, 2021 18:27:04.055386066 CEST 192.168.2.3 8.8.8.8 0xd56d Standard query  accounts.y A (IP address) IN (0x0001)
(0) outube.com

Jun 22, 2021 18:27:15.732717037 CEST 192.168.2.3 8.8.8.8 Oxea94 Standard query  stats.g.do A (IP address) IN (0x0001)
(0) ubleclick.net

Jun 22, 2021 18:27:24.750570059 CEST 192.168.2.3 8.8.8.8 0x5776 Standard query  www.youtube- A (IP address) IN (0x0001)
(0) nocookie.com

Jun 22, 2021 18:27:27.293657064 CEST 192.168.2.3 8.8.8.8 Oxade9 Standard query  yt3.ggpht.com A (IP address) IN (0x0001)
©)

Jun 22, 2021 18:27:27.297182083 CEST 192.168.2.3 8.8.8.8 0xd889 Standard query  i.ytimg.com A (IP address) IN (0x0001)
©)

Jun 22, 2021 18:27:48.801491976 CEST 192.168.2.3 8.8.8.8 0x360a Standard query  |h3.google A (IP address) IN (0x0001)
0) usercontent.com

Jun 22, 2021 18:27:50.693552971 CEST 192.168.2.3 8.8.8.8 0x12cf Standard query  lh4.ggpht.com A (IP address) IN (0x0001)
©)

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jun 22, 2021 8.8.8.8 192.168.2.3 0x4305 No error (0) clients2.g googlehosted.l.googleuse CNAME IN (0x0001)

18:26:55.691138029 oogleuserc rcontent.com (Canonical

CEST ontent.com name)

Jun 22, 2021 8.8.8.8 192.168.2.3 0x4305 No error (0) googlehost 216.58.212.161 A (IP address)  IN (0x0001)

18:26:55.691138029 ed.l.googl

CEST euserconte

nt.com

Jun 22, 2021 8.8.8.8 192.168.2.3 Oxd56d No error (0) accounts.y www3.l.google.com CNAME IN (0x0001)

18:27:04.125170946 outube.com (Canonical

CEST name)

Jun 22, 2021 8.8.8.8 192.168.2.3 Oxea94 No error (0) stats.g.do stats.l.doubleclick.net CNAME IN (0x0001)

18:27:15.792335033 ubleclick.net (Canonical

CEST name)

Jun 22, 2021 8.8.8.8 192.168.2.3 Oxea94 No error (0) stats.l.do 74.125.140.156 A (IP address)  IN (0x0001)

18:27:15.792335033 ubleclick.net

CEST

Jun 22, 2021 8.8.8.8 192.168.2.3 Oxea94 No error (0) stats.l.do 74.125.140.155 A (IP address)  IN (0x0001)

18:27:15.792335033 ubleclick.net

CEST

Jun 22, 2021 8.8.8.8 192.168.2.3 Oxea94 No error (0) stats.l.do 74.125.140.154 A (IP address)  IN (0x0001)

18:27:15.792335033 ubleclick.net

CEST

Jun 22, 2021 8.8.8.8 192.168.2.3 Oxea94 No error (0) stats.l.do 74.125.140.157 A (IP address)  IN (0x0001)

18:27:15.792335033 ubleclick.net

CEST

Jun 22, 2021 8.8.8.8 192.168.2.3 0x5776 No error (0) www.youtube-  youtube-ui.l.google.com CNAME IN (0x0001)

18:27:24.821990967 nocookie.com (Canonical

CEST name)

Jun 22, 2021 8.8.8.8 192.168.2.3 Oxade9 No error (0) yt3.ggpht.com  photos- CNAME IN (0x0001)

18:27:27.349555969 ugc.l.googleusercontent.c (Canonical

CEST om name)

Jun 22, 2021 8.8.8.8 192.168.2.3 Oxade9 No error (0) photos-ugc 142.250.74.193 A (IP address)  IN (0x0001)

18:27:27.349555969 .l.googleu

CEST sercontent.com

Jun 22, 2021 8.8.8.8 192.168.2.3 0xd889 No error (0) i.ytimg.com 172.217.23.118 A (IP address)  IN (0x0001)

18:27:27.373219013

CEST

Jun 22, 2021 8.8.8.8 192.168.2.3 0xd889 No error (0) i.ytimg.com 216.58.212.150 A (IP address)  IN (0x0001)

18:27:27.373219013

CEST
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Timestamp Source IP

Jun 22, 2021 8.8.8.8
18:27:27.373219013
CEST

Jun 22, 2021 8.8.8.8
18:27:27.373219013
CEST

Jun 22, 2021 8.8.8.8
18:27:27.373219013
CEST

Jun 22, 2021 8.8.8.8
18:27:27.373219013
CEST

Jun 22, 2021 8.8.8.8
18:27:27.373219013
CEST

Jun 22, 2021 8.8.8.8
18:27:27.373219013
CEST

Jun 22, 2021 8.8.8.8
18:27:27.373219013
CEST

Jun 22, 2021 8.8.8.8
18:27:27.373219013
CEST

Jun 22, 2021 8.8.8.8
18:27:27.373219013
CEST

Jun 22, 2021 8.8.8.8
18:27:27.373219013
CEST

Jun 22, 2021 8.8.8.8
18:27:27.373219013
CEST

Jun 22, 2021 8.8.8.8
18:27:27.373219013
CEST

Jun 22, 2021 8.8.8.8
18:27:27.373219013
CEST

Jun 22, 2021 8.8.8.8
18:27:27.373219013
CEST

Jun 22, 2021 8.8.8.8
18:27:48.868601084
CEST

Jun 22, 2021 8.8.8.8
18:27:48.868601084
CEST

Jun 22, 2021 8.8.8.8
18:27:50.763925076
CEST

Jun 22, 2021 8.8.8.8
18:27:50.763925076
CEST

Jun 22, 2021 8.8.8.8
18:28:06.321909904
CEST

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Code Manipulations

Statistics

Behavior

)

Copyright Joe Security LLC 2021

Click to jump to process

Trans ID

0xd889

0xd889

0xd889

0xd889

0xd889

0xd889

0xd889

0xd889

0xd889

0xd889

0xd889

0xd889

0xd889

0xd889

0x360a

0x360a

Ox12cf

0x12cf

0x3646

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

i.ytimg.com

i.ytimg.com

i.ytimg.com

i.ytimg.com

i.ytimg.com

i.ytimg.com

i.ytimg.com

i.ytimg.com

i.ytimg.com

i.ytimg.com

i.ytimg.com

i.ytimg.com

i.ytimg.com

i.ytimg.com

Ih3.google googlehosted.l.googleuse

usercontent.com rcontent.com

googlehost
ed.l.goog!
euserconte
nt.com

Ih4.ggpht.com  photos-
ugc.l.googleusercontent.c

om
photos-ugc

.l.googleu

sercontent.com

prda.aadg. www.tm.a.prd.aadg.akadn

msidentity.com  s.net

Address
142.250.185.86

172.217.16.150

142.250.185.118

142.250.185.150

142.250.185.182

142.250.185.214

142.250.185.246

142.250.181.246

216.58.212.182

142.250.74.214

142.250.186.54

142.250.186.86

142.250.186.118

142.250.186.150

216.58.212.161

142.250.186.161

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)
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System Behavior

Analysis Process: chrome.exe PID: 4764 Parent PID: 2592

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

18:26:45

22/06/2021

C:\Program Files\Google\Chrome\Application\chrome.exe
false

'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automat
ion ‘https://www.google.com/maps/place/Delval+Equipment+Corporation/@40.1246558,-
75.387604,14z/data=14m8!1m2!2m1!1sDELVAL+WEST+NORRITON!3m4!1s0x89c69
68dfae6afof:0x98b78b24e6b0ae!8m2!3d40.1258217!4d-75.399071"

0x7ff77b960000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

Reputation: low
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Analysis Process: chrome.exe PID: 2796 Parent PID: 4764

General

Start time: 18:26:46

Start date: 22/06/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1536,7785239963903625034,80542
98018900182234,131072 --lang=en-US --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1792 /prefetch:8

0x7f77b960000

2150896 bytes
C139654B5C1438A95B8321BB01AD63EF6
true

true

C, C++ or other language

Reputation: low
File Activities Show Windows behavior
Analysis Process: chrome.exe PID: 1560 Parent PID: 4764

General

Start time: 18:27:07

Start date: 22/06/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Copyright Joe Security LLC 2021
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Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
audio.mojom.AudioService --field-trial-handle=1536,7785239963903625034,805429801
8900182234,131072 --lang=en-US --service-sandbox-type=audio --enable-audio-service-
sandbox --mojo-platform-channel-handle=4816 /prefetch:8

0x7ff77b960000

2150896 bytes
C139654B5C1438A95B321BB01AD6E3EF6
false

false

C, C++ or other language

Reputation: low
Analysis Process: chrome.exe PID: 5772 Parent PID: 4764
General
Start time: 18:27:08
Start date: 22/06/2021
Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Registry Activities

Disassembly

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
video_capture.mojom.VideoCaptureService --field-trial-handle=1536,77852399639036
25034,8054298018900182234,131072 --lang=en-US --service-sandbox-type=video_capture --
enable-audio-service-sandbox --mojo-platform-channel-handle=5920 /prefetch:8

0x7ff77b960000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

low

Show Windows behavior

Show Windows behavior

Joe Sandbox Cloud Basic 32.0.0 Black Diamond
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