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Windows Analysis Report https://lwebmail-ed3f2.web.ap...

Overview

General Information Detection Signatures Classification

Sample URL:  http:/fhttps://webmail-ed3f
2.web.app/#name@examp MALICIOUS
le.com

Analysis ID: 438550
Infos: ;f +» &

HTTP

Most interesting Screenshot:

Webmail

i T HTMLPhis
Score: 56
o 0 5 Range: 0-100
Whitelisted: false
Confidence: 100%

Process Tree

= System is w10x64

. @ iexplore.exe (PID: 5236 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe’ -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)

. @ iexplore.exe (PID: 5576 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:5236 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview

g

Click to jump to signature section

AV Detection:

Copyright Joe Security LLC 2021

Page 3 of 18



Antivirus | Scanner detection for submitted sample

Phishing:

Yara detected HtmIPhish29

Mitre Att&ck Matrix

Command Remote
Initial Privilege  Defense Credential Lateral and Network Service
Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration Control Effects Effects Impa
Valid Windows Path Process Masquerading oS File and Remote Data from Exfiltration Encrypted Eavesdrop on Remotely Modif
Accounts Management  Interception Injection Credential Directory Services Local Over Other Channel Insecure Track Device Syste
Instrumentation Dumping Discovery System Network Network Without Partiti
Medium Communication Authorization
Default  Scheduled Boot or Boot or Process LSASS Application  Remote Data from  Exfiltration Non- Exploit SS7to  Remotely Devic
Accounts Task/Job Logon Logon Injection Memory  Window Desktop Removable Over Application Redirect Phone Wipe Data  Lockc
Initialization Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux) Logon Script Logon Obfuscated Files Security Query SMB/Windows Data from Automated Application Exploit SS7to Obtain Delets
Accounts (Windows)  Script or Information Account Registry Admin Shares Network Exfiltration Layer Track Device  Device Devic
(Windows) Manager Shared Protocol &g Location Cloud Data
Drive Backups

Behavior Graph
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Behavior Graph

ID: 438550

URL: https://webmail-ed3f2.web.a...
Startdate: 22/06/2021

Architecture:  WINDOWS

Score: 56
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Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

e

@ https://webmail-ed3f2.web.app/Ename@example.com

& Webmail Login b

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

hitp:/f https://webmail-ed3f2.web.app/#name@example.com
hitp:// https://webmail-ed3f2.web.app/#name@example.com
hitp://https://webmail-ed3f2.web.app/#name@example.com

Dropped Files
No Antivirus matches
Unpacked PE Files

Copyright Joe Security LLC 2021

~-acd

LWebrmail

Email Address

Password

[~ Eeitina dansk Deutsch Eimywi

P

Copyright® 2020 cPanel, LL.C.
rivacy Policy

Detection

0%
0%

Search...

cspaiiol

100%

Scanner
Virustotal

Avira URL Cloud
SlashNext

Label Link
Browse
safe

Fake Login Page
type: Phishing &
Social Engineering
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https://www.virustotal.com/gui/url/8f7061f443054ec7dbd1e2b153131613ded2e744457b82095a2cf0e6ef0f01d9/detection/u-8f7061f443054ec7dbd1e2b153131613ded2e744457b82095a2cf0e6ef0f01d9-1624364402

No Antivirus matches

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http://https://bendimail.com/images/ugo/webmail/fire.php 0% Avira URL Cloud safe
http://https://webmail-ed3f2.web.app/0 0% Avira URL Cloud safe
http://https://webmail-ed3f2.web.app/ 0% Avira URL Cloud safe
http://www.wikipedia.com/ 0% URL Reputation safe
http://www.wikipedia.com/ 0% URL Reputation safe
http://www.wikipedia.com/ 0% URL Reputation safe
http://https://webmail-ed3f2.web.app/#name 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name IP Active Malicious Antivirus Detection Reputation
elb097307-934924932.us-east- 54.225.78.40 true false high
1.elb.amazonaws.com

webmail-ed3f2.web.app 151.101.1.195 true false unknown
maxcdn.bootstrapcdn.com 104.18.11.207 true false high
api.ipify.org unknown unknown false high
favicon.ico unknown unknown false unknown

Contacted URLs

Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Contacted IPs

Public
P Domain Country Flag ASN ASN Name Malicious
104.18.11.207 maxcdn.bootstrapcdn.com  United States = 13335 CLOUDFLARENETUS false
54.225.78.40 elb097307-934924932.us- United States = 14618 AMAZON-AESUS false
east-
1.elb.amazonaws.com
151.101.1.195 webmail-ed3f2.web.app United States = 54113 FASTLYUS false
Private
P
192.168.2.1

General Information

Joe Sandbox Version: 32.0.0 Black Diamond
Analysis ID: 438550

Start date: 22.06.2021

Start time: 18:30:09
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Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 3m 2s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: http://https://webmail-ed3f2.web.app/#name @example.com
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 14

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e AMSI enabled

Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal56.phis.win@3/19@4/4
Cookbook Comments: e Adjust boot time

e Enable AMSI
Warnings: Show All
Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints
No context
Dropped Files

No context

Created |/ dropped Files

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{ASE8D14F-D3C2-11EB-90E4-ECF4BB862DED}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document
Copyright Joe Security LLC 2021 Page 7 of 18



C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{AS8E8D14F-D3C2-11EB-90E4-ECF4BB862DED}.dat

Category: dropped
Size (bytes): 30296
Entropy (8bit): 1.85318374335014

Encrypted: false

SSDEEP: 96:1QrzKmzZWv23sWwOQdtOyfOW5RMOKOjUOGFOoMX:r2ZxZg2cWvtZfp5RMhcUVIMX

MDS5: 9725B80229EBAC337038DFF1B227C5D5

SHA1L: 542B733AF6CF234873A939FBBCE83B6CB26DES2B

SHA-256: AB907C3B6238FFA70CE5786EFAA5207C31E0B155DF318120C39BD4896D06D97C

SHA-512: EACFB34D405864E84F4AEB0835CCC591A8DA6D1B769C2598D6279906E8465B021771B3DE248BC22B2589B680E80AATA7864285D2DA70D46D7B53DD47B1C12907
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{AS8E8D151-D3C2-11EB-90E4-ECF4BB862DED}.dat

Process: C:\Program Files\internet exploren\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 27994

Entropy (8bit): 1.8657381813617997

Encrypted: false

SSDEEP: 192:rmZ0Q26YkpjZ2ZWEMEvzk0zys9Qs/oWBxU6r:riLBlloIx+R3d5

MD5: FFACA7A023B67B90D9B896CD2F2363CA

SHA1L: OEFECDC11B30824675475579D9C95C6DA21ADB36

SHA-256: 6DD291B33DE4BE4E1DA5713DB8CF1AC24528BFAE85B9B923644781006EE3C624
SHA-512: 454C9E338561539DBCBD4DC3BEA087F5E23FB3F3AAA45725023B307C0E39D4F07765357737E571B90C5560887D65A5C516C95583F12D195D1149362E23D959CC
Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{AS8E8D152-D3C2-11EB-90E4-ECF4BB862DED}.dat

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 16984

Entropy (8bit):  1.5618152404399865

Encrypted: false

SSDEEP: 48:IwvGeprmGwpanG4pQbGrapbSmGQpKnxG7HpRITGIpG:rZ+QJ6PBSeAngTzA
MDS5: C5EA99C3E547EDE7C4E90BA1C585D650

SHA1L: 6FC12FC4B6ADCACF768AB23151DBC3ABD239DA1E

SHA-256: 25E37252A6AAD25CE580B2461EA007A24A5ECEG98597AD16A38F4059D7E258D5
SHA-512: 8094F8A921C863128916AB3D6AEOAOFCE9211A28EAAD352A7F09D1894AF437A0E134E04462857226D3BA4429765CB7856147FCCB7D0098E09CIEG7485E89A693
Malicious: false

Reputation: low

Preview:

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-17529550060\msapplication.xml

Process: C:\Program Files\internet exploren\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 656

Entropy (8bit): 5.0656476933607575

Encrypted: false

SSDEEP: 12:TMHANMNXOENuunWimI002EtM3MHANMNxOENuunWimI00ObVbKEtMb:2d6NxOsSZHKd6NxOsSZ76b
MD5: AEEAEF42C87DA8485A1D6D54D6581893

SHAL: C2E71BC05CDA151314304D8FOBDCDF547E9CB705
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C:\Users\user\AppDatal\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

98573A6D2D17E8ESD5F0C91729F7167FEB6A791D16D1D09F5535E60885CC4C24

B0770563918E842DF55BB97517B1233A39F98CD7C79EFA83F905603BEOEGF604B422ADF10BBODD37909B221D483108B4F6BBDD3AC23701AB82ECCF63CC58B2/4
9

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x7f5a19ca,0x01d767cf</date><accdate>0x
7f5al19ca,0x01d767cf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml ver
sion="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x7f5al19ca,0x01d767cf</date><accdate>0x7f5al9ca,
0x01d767cf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile></msappli
cation></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.125810930898341

false
12:TMHdNMNxe2kW0i0XnWimI002EtM3MHANMNxe2kWO0i0OXnWimlI000bkak6EtMb:2d6Nxr2SZHKd6NXxr2SZ7Aa7b
777A25FBC4F487454C6011B459E52A44

AD5191CBA87AD6923C514AB0B32739ADB7E7D797
ABDD861BE7701FCE5054089185474274A7F8613B394C046E2826C695B4578AD8
FO640BACA1045EE91B61AFIB514E3FF6387A90218B68DCE918C318F25752F013D8841B283075AD7570489DF06FA1FDF83CABBABD49C2BD356847AE7CC230C64
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0x7f3b1b52,0x01d767cf</date><a
ccdate>0x7f3b1b52,0x01d767cf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0x7f3b1b52,0x01d767cf</date><a
ccdate>0x7f3b1b52,0x01d767cf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

662

5.096720135536201

false

12: TMHANMNxvLpJUJunWiml002EtM3MHANMNxvLpJUJunWiml000bmZEtMb:2d6NxvTQUSZHKAENXvTQUSZ7mb
955043A4CE2D43AAD5D1694F77749CEC

3067A80066E325738135F8FF1DACCA2BCF7D43CB
88A3F171112A236DC681E008ED24555D84D228CBFF485C4E4E57764C74E50455

171CF6F67CCE404CC7F3FC431D17B6DCCEC2486450EA63B2B7CBEB41CE74DCC7729518A9F7BA9E3AE1343D2A463CF142172B2AE3569B1BE33D9EB0434FBCZ
AOA

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x7f6140eb,0x01d767cf</date>
<accdate>0x7f6140eb,0x01d767cf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/'/><date>0x7f6140eb,0x01d767cf</date><accda
te>0x7f6140eb,0x01d767cf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

647

5.081007612807474

false

12: TMHANMNxiNuunWiml002EtM3MHANMNxiNuunWimI00Obd5EtMb:2d6NxSSZHKA6NXSSZ7Jjb
9CDA526EB027AC52FC56564DEFE4660D
3D47F2CACOB9EA422EB681A80B5D7705BBEODA453
718EFD74982743030516011C801407647ABE7B33C2142EAC982029A179CB1973

F8BE4546A619997C543E91D095BD04496BEE322EE48B673CB5BEA8FID7CBA24C622D2D572ECD008DDFF4566D0758BDFD169D985A7D4724339DF3EF5807CDO]
5

false
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Reputation:

Preview:

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x7f5al9ca,0x01d767cf</date><acc
date>0x7f5a19ca,0x01d767cf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x7f5al9ca,0x01d767cf</date><accdate>0x7f5al
9ca,0x01d767cf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile></msappl
ication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-6757900\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.107324143074494

false

12: TMHANMNxhGwBNWimI002EtM3MHANMNXxhGwBnWiml00Ob8K075EtMb:2d6NxQ8SZHKdENXQ8SZ7YKajb
449C13736CA529C5A84E47823F6FF719

683B9C2A2B7BAAABF02E7C92DCOALICFFBCCBAF96
B25DB6CC76BDCA95DB2A84B317130EF6691021FDBAC3FC476F0B74BC6DESCFBE

3D5F5AFDCF7384DD8E2841BA8068C0OE41728F32A1E2B2E2BE6139CCB3AB66F5E1IASF122A6E3151B00AE41C1AF7FIE40F0447D9C607F2368B71D393443DB13C1
6

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x7f6867eb,0x01d767cf</date><
accdate>0x7f6867eb,0x01d767cf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x7{6867eb,0x01d767cf</date><accdate>0
X7f6867eb,0x01d767cf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.068686680051002

false
12:TMHANMNxOnNuunWimI002EtM3MHANMNXxOnNuunWiml00ObxEtMb:2d6Nx0xSZHKd6NX0xSZ7nb
A533296FA7CDF54ACC805E394445E0EC

B15D0CB386FCC787B171DF1F00204E8BEDD66CB5S
9192221988780DBD5FF3C995CA882940A315C1DC45A8CF5B1B81F89C48037737

AF81E3A4AEABD52E90F2D4A3F328861300A642B43B2DA70039CCA33E60622D2EACF7C011B358BBEB97E2DD4C890BBE396DE62009252673A7A71BFBBBB39EIL
1A

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x7f5a19ca,0x01d767cf</date><a
ccdate>0x7f5a19ca,0x01d767cf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x7f5a19ca,0x01d767cf</date><accdate>0x7
f5al9ca,0x01d767cf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile></
msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.106071394631454

false

12: TMHANMNxxNuunWiml002EtM3MHANMNxxNuunWiml000Ob6Kg5EtMb:2d6NxDSZHKd6NxDSZ70b
44E56F176B9ESAG9D3A8DID51565B159

6430C76665D4CC221704400B9EBE0414F77F93D1
E372B48B95D9C89F2D681E99F299E6ADGADB721923A532986680E10A6F8B08A4
FDD389ECE431C66D32C650551E242D0788796366EFBA3EBA06C366257B14E61C49286C2341823D8FC5E9F59AAD0822D00612F601A8457E7FAF60B6F1ES79761F
false

low
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin20259167780\msapplication.xml

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x7f5a19ca,0x01d767cf</date><
accdate>0x7f5al19ca,0x01d767cf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x7f5al9ca,0x01d767cf</date><accdate>0
x7f5al9ca,0x01d767cf</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\NYTimes.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

659

5.117200065695822

false

12: TMHdNMNxciwtnWimI002EtM3MHANMNxciwthWimlI000bVEtMb: 2d6NxXwtSZHKdENXXwtSZ7Db
7E839D01DAB4311861840DF0536CFF7E

4405BAC599A2FFE684229C43D2EB145929A6E2F6
C467C5419174F28A22A56B08860EO0C509A7479AA1EF47C184C12B27D50A1415B
4B9D797B6AC5DBI84E9E821756ECASE7BA5392F3FIDC2FDACI9B31F95863547D3C6F66A526334D941E283D5E1ADF576BA0BES6D595AE188F38C6715C1FFO7E!
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x7f5090b4,0x01d767cf</date>
<accdate>0x7f5090b4,0x01d767cf</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x7f5090b4,0x01d767cf</date><accdate
>0x7f5090b4,0x01d767cf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.066947896242912

false

12: TMHANMNxfnNuunWimI002EtM3MHANMNxfnNuunWiml000be5EtMb:2d6NXZSZHKAENXZSZ 7ijb
2CD6DBBAOE342BA10D4083DD1DA2854E

9EB177640E6321849CF1B9C2B5D18070F1B7D0OD5
0764D4452A95148F238284F07978B3DD576FB9627502394122ED1E22E9877A4F
B8C204698357BED155E3D7A76757AA3B4C66A9F619319E2B7B0F0414087AFF7ABE38A2913746E1895B43D4DAE1SEAC5412F99CAB711341B21771529C56A4EEF4
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0x7f5a19ca,0x01d767cf</date><a
ccdate>0x7f5a19ca,0x01d767cf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/'/><date>0x7f5al9ca,0x01d767cf</date><accdate>0x7
f5al9ca,0x01d767cf</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Google.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\jquery.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Exploren\iexplore.exe

ASCII text, with very long lines

downloaded

89476

5.2896589255084425

false

1536:AJEXXUqrnxDjoXEZxkMV4SY St0zvDD6ip3h8cApwEjOPrBeU6QLITFbcOQIQvakF:AYh8eip3huuf6lidirvakdtQ47GK1
DC5E7F18C8D36AC1D3D4753A87C98D0A

C8E1C8B386DC5B7A9184C763C88D19A346EB3342
F7F6A5894F1D19DDAD6FA392B2ECE2C5E578CBF7DA4EA805B6885EB6985B6E3D
6CB4F4426F559C06190DF97229C05A436820D21498350AC9F118A5625758435171418A022ED523BAE46E668FIFSEA871FEABBAFF58AD2740B67A30F196D65516
false

low

http://https://ajax.googleapis.com/ajax/libs/jquery/3.5.1/jquery.min.js
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\jquery.min[1].js

Preview:

/*!'jQuery v3.5.1 | (c) JS Foundation and other contributors | jquery.org/license */.!/function(e,t){"use strict";"object"==typeof module&&"object"==typeof module.exports?
module.exports=e.document?t(e,!0):function(e){if('e.document)throw new Error("jQuery requires a window with a document”);return t(e)}:t(e)}("undefined"!=typeof window?
window:this,function(C,e){"use strict";var t=[],r=Object.getPrototypeOf,s=t.slice,g=t.flat?function(e){return t.flat.call(e)}:function(e){return t.concat.apply([],e)},u=t.push,i=t.ind
exOf,n={},0=n.toString,v=n.hasOwnProperty,a=v.toString,|=a.call(Object),y={},m=function(e){return"function"==typeof e&&"number"!=typeof e.nodeType} x=function(e)
{return null!=e&&e===e.window},E=C.document,c={type:!0,src:!0,nonce:!0,noModule:!0};function b(e,t,n){var r,i,o=(n=n||E).createElement("script");if(o.text=e,t)for(r in c)
(i=t[r]||t.getAttribute&&t.getAttribute(r)) &&o.setAttribute(r,i);n.head.appendChild(o).parentNode.removeChild (o) }function w(e){return null==e?e+"":"o

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\bootstrap.min[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

160302

5.078105585474276

false
1536:V47CIJ0T2r+ryEIA1pDEBI8yNcuSECA1/uypq3SYiLENMBHN26b:S7VSGGq3SYiILENMEHN26b
816AFOEDDD3B4822C2756227C7E7B7EE

C470239D4C7DB36D56DC3A74A080C62218C6EDCA
5BOFBE5B7AD705F6A937C4998AD02F73D8F0D976FE231B74AEFOEC996990C93A

32844D968C5B4AD05COFCCF733FD819A74FEAEOEO8BOCC4F917686876CC3E8B18D34513CD16DESIEC02145C30032B4A8C962FDCA43EC4AEDD267A7EEF47C2L
66

false
low

http://https://maxcdn.bootstrapcdn.com/bootstrap/4.5.2/css/bootstrap.min.css

/*1. * Bootstrap v4.5.2 (https://getbootstrap.com/). * Copyright 2011-2020 The Bootstrap Authors. * Copyright 2011-2020 Twitter, Inc.. * Licensed under MIT (https:/githu
b.com/twbs/bootstrap/blob/main/LICENSE). */:root{--blue:#007bff;--indigo:#6610f2;--purple:#6f42c1;--pink:#e83e8c;--red:#dc3545;--orange:#fd7e14;--yellow:#ffc107;--
green:#28a745;--teal:#20c997;--cyan:#17a2b8;--white:#fff;--gray:#6c757d;--gray-dark:#343a40;--primary:#007bff;--secondary:#6c757d;--success:#28a745;--info:#17a2b8;--
warning:#ffc107;--danger:#dc3545;--light:#f8f9fa;--dark:#343a40;--breakpoint-xs:0;--breakpoint-sm:576px;--breakpoint-md:768px;--breakpoint-1g:992px;--breakpoint-x
1:1200px;--font-family-sans-serif:-apple-system,BlinkMacSystemFont,"Segoe UI",Roboto,"Helvetica Neue",Arial,"Noto Sans",sans-serif,"Apple Color Emoji*,"Segoe Ul
Emoji*,"Segoe Ul Symbol“,"Noto Color Emoji*;--font-family-monospace:SFMono-Regular,Menlo,Monaco,Consolas,"Liberation Mono","Courier New",monospace}*,::after,::
before{box-sizing:bo

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\DMHFS6YC.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

downloaded

20

3.4841837197791885

false

3:YMBgS/Y:YM2YY

5217E9DA66586C3FA262061A9DB0707C
77TED352A5FCDF144F5CF37EA35738FB80C8532D7
5681F87145319F2705287BFOC36A6F48179A1E5793AFF15DF5FF345184653574

E6D2A11D399A89F205B00DEOA91EE8B8985101118A66DF3645024C667ECEFD7442EFFB5E315AB2B191CACE8C2C43421177AB73DEOD31E6AEICEAS4E19B86B9C
61

false
low

http://https://api.ipify.org/?format=json

{"ip":"84.17.52.18"}

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\WJ8I20L4\WTJ0S4Q0.htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines, with CRLF line terminators

downloaded

23971

6.110581165879276

false
384:HpDeVZgMtdwaohmTa21EImkasJfivCXU6+5rKEdd6IE88QOkRpBbagAOM2FQw1grW:HgVZgMt9oGaXIvGur3j8LRp5pFQmgrQt
AE3BAE117494321FCOE1CE50C28E4FE3

4745B54347D318355F30B59E8C70953DE9B34962
89E2D4E3DEOEIF4553C980B714CA39FCOE2EEB6144B2C6D2607878BC554627AB

96F39415F7E1AE29F80A288232B27D6F56F2DA8F33975E8D31D68C90DBAFICIBDFCAC3E8F1914C39FDF253BBACOF4444FA37DCA4F002C2BDBCF13F2CFAEQOE!
F1

false
low

http://https://webmail-ed3f2.web.app/
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\WJ8I20L4\WTJ0S4Q0.htm

Preview:

..<IDOCTYPE html>..<html lang="en" dir="Itr">..<head id="]_idt2">..<meta http-equiv="Content-Type" content="text/html; charset=euc-jp">.. <title>Webmail Login</title>.

Latest compiled and minified CSS -->..<link rel="stylesheet" href="https://maxcdn.bootstrapcdn.com/bootstrap/4.5.2/css/bootstrap.min.css">.... jQuery library -->..
<script src="https://ajax.googleapis.com/ajax/libs/jquery/3.5.1/jquery.min.js"></script>..<style>..body,html {.. font-family: "Open Sans",sans-serif;..}...input-reg-login {..
color: #293a4a;.. font-size: 14px;.. font-weight: 600;.. padding-bottom: Opx;.. padding-left: 4px;.. width: 100%;...margin-bottom:-3px;...text-align: left;...margin-
top:25px..}..input {..  display: block;.. height: 32px;.. -khtml-border-radius: 4px;.. border-radius: 4px;.. border: 2px solid #bebebe;.. background-color: #fff;..
background-repeat: no-repeat;...width:100%;...padding:16px 10px 16px 40pXx;...max-width:315px..}..#login_form {..

C:\Users\luser\AppData\Local\Temp\~DF009BB7A7A0A12AD7.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

data

dropped

35755

0.555589524966278

false
96:kBgoxKAuvScS+a8mv8vzys9Qs/O9WPJIxvs:kBgoxKAugR+a8mv8vzys9Qs/oWBxU
3984B6AABDF787151DFEBALFF2F66618
141D00069D7B92123AE9A9361B3050117B084AAT
C95ADBB2429254AC4C7CF3B07301A694130B945EB47BE6CDAF29B4925DADAA41

320EC109DF78E4CE4883FB70B6FEF7A89037E9D56F872209CA1BICAFAEOF74872897178D1CAOBOE6GD54E82F78A5304CFEFBF33E20153FCBF47C3CAFE9E3B6II
D

false

low

C:\Users\luser\AppData\Local\Temp\~DF86A3A35174833782.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

data

dropped

25441

0.45454874142655105

false
24:c91Lh9ILh9IINIINIIRX/9IRJIQITHOIThIISSUIISSU9laAa/9laAg6LAFKIFWR:kBgoxxJhHWSVSEabg6MGgE6MQPOj6M
1071BE2518DFF1D65788AD75F2F70D0OC

388C78320E712066E2B5393EE133EE57DA62B97B
665FBC6DIDB4D858AF8C552596C2DDCC162362EBB9947EBAOE09475A0BF4AD13
BDB44A823A86CF70C9EA910559EASE959D5EB500BFD714B003EC3724DD7885441CD9B74F2604F6C67064A10F27A34D733A355812C96681D691BDD2F9D19D988
false

low

C:\Users\user\AppData\Local\Temp\~DFC0598BED21E918B3.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

data

dropped

13029

0.4809611787886524

false

24:c9ILh9ILh9IINYIIN9IohF9loj9IWX+IY+z:kBqolE6ulfz
4FODD6062F50816CF2610A5595A7EBSE
B2BFFCC3B0D28F7B32D9CD442BB977589479B8F5
5AA135EFOBDDAG6361319A2E922A0072C30DB38810481033A7ECFAB7FCD698BE

4FEBA52F1277E54D05C7ED804F2B03B83CCBAF7E26F30BA8088652DA8723BC735C4A2F61DIES54F2DA2C028CD87BB37AFFE66EC85D4DB012047E3ACEAT74988E/
6A

false

low
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Static File Info

No static file info

Network Behavior

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
Jun 22, 2021 18:31:00.653305054 CEST 192.168.2.3 8.8.8.8 0xc217 Standard query  webmail-ed A (IP address) IN (0x0001)
0) 3f2.web.app
Jun 22, 2021 18:31:01.015578985 CEST 192.168.2.3 8.8.8.8 0x9c13 Standard query  maxcdn.boo A (IP address) IN (0x0001)
(0) tstrapcdn.com
Jun 22, 2021 18:31:01.660630941 CEST 192.168.2.3 8.8.8.8 0x915f Standard query  api.ipify.org A (IP address) IN (0x0001)
)
Jun 22, 2021 18:31:17.549113989 CEST 192.168.2.3 8.8.8.8 Oxb2ca Standard query  favicon.ico A (IP address) IN (0x0001)
()
DNS Answers
Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
Jun 22, 2021 8.8.8.8 192.168.2.3 0xc217 No error (0) webmail-ed 151.101.1.195 A (IP address) IN (0x0001)
18:31:00.712160110 3f2.web.app
CEST
Jun 22, 2021 8.8.8.8 192.168.2.3 0xc217 No error (0) webmail-ed 151.101.65.195 A (IP address)  IN (0x0001)
18:31:00.712160110 3f2.web.app
CEST
Jun 22, 2021 8.8.8.8 192.168.2.3 0x9c13 No error (0) maxcdn.boo 104.18.11.207 A (IP address) IN (0x0001)
18:31:01.085669041 tstrapcdn.com
CEST
Jun 22, 2021 8.8.8.8 192.168.2.3 0x9c13 No error (0) maxcdn.boo 104.18.10.207 A (IP address)  IN (0x0001)
18:31:01.085669041 tstrapcdn.com
CEST
Jun 22, 2021 8.8.8.8 192.168.2.3 0x915f No error (0) api.ipify.org nagano- CNAME IN (0x0001)
18:31:01.719574928 19599.herokussl.com (Canonical
CEST name)
Jun 22, 2021 8.8.8.8 192.168.2.3 0x915f No error (0) nagano-195 elb097307- CNAME IN (0x0001)
18:31:01.719574928 99.herokus 934924932.us-east- (Canonical
CEST sl.com 1.elb.amazonaws.com name)
Jun 22, 2021 8.8.8.8 192.168.2.3 0x915f No error (0) elb097307- 54.225.78.40 A (IP address)  IN (0x0001)
18:31:01.719574928 934924932.us-
CEST east-1.
elb.amazon
aws.com
Jun 22, 2021 8.8.8.8 192.168.2.3 0x915f No error (0) elb097307- 50.16.226.23 A (IP address)  IN (0x0001)
18:31:01.719574928 934924932.us-
CEST east-1.
elb.amazon
aws.com
Jun 22, 2021 8.8.8.8 192.168.2.3 0x915f No error (0) elb097307- 54.235.194.223 A (IP address)  IN (0x0001)
18:31:01.719574928 934924932.us-
CEST east-1.
elb.amazon
aws.com
Jun 22, 2021 8.8.8.8 192.168.2.3 0x915f No error (0) elb097307- 23.21.205.229 A (IP address)  IN (0x0001)
18:31:01.719574928 934924932.us-
CEST east-1.
elb.amazon
aws.com
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jun 22, 2021 8.8.8.8 192.168.2.3 0x915f No error (0) elb097307- 50.16.218.217 A (IP address)  IN (0x0001)
18:31:01.719574928 934924932.us-
CEST east-1.

elb.amazon

aws.com
Jun 22, 2021 8.8.8.8 192.168.2.3 0x915f No error (0) elb097307- 23.21.224.49 A (IP address)  IN (0x0001)
18:31:01.719574928 934924932.us-
CEST east-1.

elb.amazon

aws.com
Jun 22, 2021 8.8.8.8 192.168.2.3 0x915f No error (0) elb097307- 23.21.173.155 A (IP address)  IN (0x0001)
18:31:01.719574928 934924932.us-
CEST east-1.

elb.amazon

aws.com
Jun 22, 2021 8.8.8.8 192.168.2.3 0x915f No error (0) elb097307- 23.21.136.132 A (IP address)  IN (0x0001)
18:31:01.719574928 934924932.us-
CEST east-1.

elb.amazon

aws.com
Jun 22, 2021 8.8.8.8 192.168.2.3 Oxb2ca Name error (3)  favicon.ico none none A (IP address) IN (0x0001)
18:31:17.611079931
CEST

HTTPS Packets

Source Dest Not Not JA3 SSL Client
Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
Jun 22, 2021 151.101.1.195 443 192.168.2.3 49722 CN=web.app CN=GTS CA CN=GTS CA 1D4, Wed Tue Aug 771,49196-49195- 9e10692f1b7f78228b2d4e
18:31:00.825625896 1D4, O=Google Trust Services O=Google Trust May 19 17 49200-49199- 424db3a98c
CEST LLC, C=US CN=GTS Root R1, Services LLC, C=US 23:19:33 23:19:32 49188-49187-
O=Google Trust Services LLC, CN=GTS Root R1, CEST CEST 49192-49191-
C=US O=Google Trust 2021 2021 49162-49161-
Services LLC, C=US Thu Aug Thu Sep 49172-49171-157-
CN=GlobalSign Root 13 30 156-61-60-53-47-

CA, OU=Root CA, 02:00:42 02:00:42 10,0-10-11-13-35-
O=GlobalSign nv-sa, CEST CEST 16-23-24-
C=BE 2020 Fri 2027 Fri  65281,29-23-24,0
Jun19 Jan 28
02:00:42 01:00:42

CEST CET
2020 2028
CN=GTS CA 1D4, O=Google CN=GTS RootR1, ThuAug Thu Sep
Trust Services LLC, C=US O=Google Trust 13 30
Services LLC, C=US 02:00:42 02:00:42
CEST  CEST
2020 2027
CN=GTS Root R1, O=Google CN=GlobalSign Root FriJun FriJan
Trust Services LLC, C=US CA, OU=Root CA, 19 28
O=GlobalSign nv-sa, 02:00:42 01:00:42
C=BE CEST CET
2020 2028
Jun 22, 2021 151.101.1.195 443 192.168.2.3 49723 CN=web.app CN=GTS CA CN=GTS CA 1D4, Wed Tue Aug 771,49196-49195- 9e10692f1b7f78228b2d4e
18:31:00.826286077 1D4, O=Google Trust Services O=Google Trust May 19 17 49200-49199- 424db3a98c
CEST LLC, C=US CN=GTS Root R1, Services LLC, C=US 23:19:33 23:19:32 49188-49187-
O=Google Trust Services LLC, CN=GTS RootR1, @ CEST CEST  49192-49191-
C=Us 0O=Google Trust 2021 2021 49162-49161-
Services LLC, C=US Thu Aug Thu Sep 49172-49171-157-
CN=GlobalSign Root 13 30 156-61-60-53-47-

CA, OU=Root CA, 02:00:42 02:00:42 10,0-10-11-13-35-
O=GlobalSign nv-sa, CEST  CEST 16-23-24-
C=BE 2020 Fri 2027 Fri 65281,29-23-24,0
Jun19 Jan 28
02:00:42 01:00:42

CEST CET
2020 2028
CN=GTS CA 1D4, O=Google CN=GTS Root R1, Thu Aug Thu Sep
Trust Services LLC, C=US 0O=Google Trust 13 30
Services LLC, C=US 02:00:42 02:00:42
CEST  CEST
2020 2027
CN=GTS Root R1, O=Google CN=GlobalSign Root FriJun FriJan
Trust Services LLC, C=US CA, OU=Root CA, 19 28
O=GlobalSign nv-sa, 02:00:42 01:00:42
C=BE CEST CET
2020 2028
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Timestamp Source IP

Jun 22, 2021
18:31:01.175965071
CEST

Jun 22, 2021
18:31:01.176122904
CEST

Jun 22, 2021
18:31:02.727996111
CEST

Copyright Joe Security LLC 2021

104.18.11.207 443

104.18.11.207 443

54.225.78.40 443

Dest

Dest IP Port

192.168.2.3 49725

192.168.2.3 49726

192.168.2.3 49729

Subject

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=California,
C=US CN=Cloudflare Inc ECC
CA-3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-3,
O="Cloudflare, Inc.", C=US

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=California,
C=US CN=Cloudflare Inc ECC
CA-3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-3,
O="Cloudflare, Inc.", C=US

CN=*.ipify.org CN=Sectigo
RSA Domain Validation
Secure Server CA, O=Sectigo
Limited, L=Salford,
ST=Greater Manchester,
C=GB CN=USERTrust RSA
Certification Authority, O=The
USERTRUST Network,
L=Jersey City, ST=New
Jersey, C=US CN=AAA
Certificate Services,
O=Comodo CA Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=Sectigo RSA Domain
Validation Secure Server CA,
O=Sectigo Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=USERTrust RSA
Certification Authority, O=The
USERTRUST Network,
L=Jersey City, ST=New
Jersey, C=US

CN=AAA Certificate Services,
O=Comodo CA Limited,
L=Salford, ST=Greater
Manchester, C=GB

Issuer

CN=Cloudflare Inc
ECC CA-3,
O="Cloudflare, Inc.",
C=US CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc
ECC CA-3,
O="Cloudflare, Inc.",
C=US CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Sectigo RSA
Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford,
ST=CGreater
Manchester, C=GB
CN=USERTrust RSA
Certification
Authority, O=The
USERTRUST
Network, L=Jersey
City, ST=New
Jersey, C=US
CN=AAA Certificate
Services, O=Comodo
CA Limited,
L=Salford,
ST=Greater
Manchester, C=GB
CN=AAA Certificate
Services, O=Comodo
CA Limited,
L=Salford,
ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification
Authority, O=The
USERTRUST
Network, L=Jersey
City, ST=New
Jersey, C=US

CN=AAA Certificate
Services, O=Comodo
CA Limited,
L=Salford,
ST=Greater
Manchester, C=GB

CN=AAA Certificate
Services, O=Comodo
CA Limited,
L=Salford,
ST=Greater
Manchester, C=GB

Not
Before

Mon Mar
01
01:00:00
CET
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Mon Mar
01
01:00:00
CET
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Tue Jan
19
01:00:00
CET
2021 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019
Thu Jan
01
01:00:00
CET
2004

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Thu Jan
01
01:00:00
CET
2004

Not
After

Tue Mar
01
00:59:59
CET
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Tue Mar
01
00:59:59
CET
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Sun Feb
20
00:59:59
CET
2022
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Mon Jan
01
00:59:59
CET
2029

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

JA3 SSL Client Digest

9e10692f1b7{78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Source

Timestamp Source IP Port
Jun 22, 2021 54.225.78.40 443
18:31:03.050210953

CEST

Code Manipulations

Statistics

Behavior

System Behavior

Dest

Dest IP Port

192.168.2.3 49730

Click to jump to process

Subject

CN=*.ipify.org CN=Sectigo

RSA Domain Validation

Secure Server CA, O=Sectigo

Limited, L=Salford,

ST=Greater Manchester,
C=GB CN=USERTrust RSA
Certification Authority, O=The

USERTRUST Network,
L=Jersey City, ST=New
Jersey, C=US CN=AAA
Certificate Services,
O=Comodo CA Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=Sectigo RSA Domain
Validation Secure Server CA,
O=Sectigo Limited, L=Salford,
ST=Greater Manchester,

C=GB

CN=USERTrust RSA

Certification Authority, O=The

USERTRUST Network,
L=Jersey City, ST=New
Jersey, C=US

CN=AAA Certificate Services,

O=Comodo CA Limited,
L=Salford, ST=Greater
Manchester, C=GB

Not Not
Issuer Before After
CN=Sectigo RSA Tue Jan Sun Feb
Domain Validation 19 20
Secure Server CA, 01:00:00 00:59:59
O=Sectigo Limited, CET CET
L=Salford, 2021 Fri 2022
ST=Greater Nov 02 Wed
Manchester, C=GB ~ 01:00:00 Jan 01
CN=USERTrust RSA CET 00:59:59
Certification 2018 CET
Authority, O=The Tue Mar 2031
USERTRUST 12 Mon Jan
Network, L=Jersey ~ 01:00:00 01
City, ST=New CET 00:59:59
Jersey, C=US 2019 CET
CN=AAA Certificate ThuJan 2029
Services, O=Comodo 01 Mon Jan
CA Limited, 01:00:00 01
L=Salford, CET 00:59:59
ST=Greater 2004 CET
Manchester, C=GB 2029
CN=AAA Certificate
Services, O=Comodo
CA Limited,
L=Salford,
ST=Greater
Manchester, C=GB
CN=USERTrust RSA FriNov Wed
Certification 02 Jan 01
Authority, O=The 01:00:00 00:59:59
USERTRUST CET CET
Network, L=Jersey 2018 2031
City, ST=New
Jersey, C=US
CN=AAA Certificate Tue Mar Mon Jan
Services, O=Comodo 12 01
CA Limited, 01:00:00 00:59:59
L=Salford, CET CET
ST=Creater 2019 2029
Manchester, C=GB
CN=AAA Certificate ThuJan Mon Jan
Services, O=Comodo 01 01
CA Limited, 01:00:00 00:59:59
L=Salford, CET CET
ST=Greater 2004 2029

Manchester, C=GB

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

JA3 SSL Client Digest

9e10692f1b7{78228b2d4e

424db3a98c

Analysis Process: iexplore.exe PID: 5236 Parent PID: 792

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Copyright Joe Security LLC 2021

18:30:58
22/06/2021
C:\Program Files\internet exploreniexplore.exe

false
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Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding
0x7ff687370000

823560 bytes

6465CB92B25A7BC1DF8E01D8SACS5E7596

true

true

C, C++ or other language

Reputation: low
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Analysis Process: iexplore.exe PID: 5576 Parent PID: 5236

General

Start time: 18:30:59

Start date: 22/06/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

true

‘C:\Program Files (x86)\Internet ExploreNlEXPLORE.EXE' SCODEF:5236 CREDAT:17410
Iprefetch:2

0x12c0000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

low

File Activities

Show Windows behavior

Registry Activities

Disassembly

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

Show Windows behavior

Joe Sandbox Cloud Basic 32.0.0 Black Diamond
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