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Windows Analysis Report https://business.ucf.edul/can-...
Overview

General Information Detection Signatures Classification

Sample URL:  http://https://business.ucf.e
du/can-a-covid-cough-drop
-really-end-the-pandemic/

HiVIL boedy: contains low/number: ofi ...

HTML titledoes/not match URL

Analysis ID: 439267
Infos: ‘f &

Most interesting Screenshot:

Can a COVID Cough Drop Really End the
Pandemic?

Score: 1
Range: 0-100
Whitelisted: false
Confidence: 80%

Process Tree

= System is wl0x64

. @ iexplore.exe (PID: 1364 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe’ -Embedding MD5: 6465CB92B25A7BC1DFSE01D8AC5E7596)
. @ iexplore.exe (PID: 5988 cmdline: ‘C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:1364 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview

)

Click to jump to signature section
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There are no malicious signatures, click here to show all signatures

Mitre Att&ck Matrix

Initial
Access Execution

Valid Windows Path
Accounts Management  Interception
Instrumentation

Default  Scheduled Boot or

Accounts Task/Job Logon
Initialization
Scripts

Domain At (Linux)

Accounts (Windows)

Local At (Windows)

Accounts (Mac)

Behavior Graph

Privilege

Persistence Escalation

Process
Injection

Boot or
Logon
Initialization
Scripts

Logon Script Logon

Script
(Windows)

Logon Script Logon

Script
(Mac)

yt3.ggpht.com .:(

Architecture:

Score:

scontent-iad3-2.xx.fbcdn.net (i

WINDOWS
dl

9 other IPs

Defense Credential Lateral
Evasion Access Discovery  Movement Collection
Masquerading oS File and Remote Data from
Credential Directory Services Local
Dumping Discovery System
Process LSASS Application  Remote Data from
Injection Memory  Window Desktop Removable
Discovery Protocol Media
Obfuscated Files Security Query SMB/Windows Data from
or Information Account Registry Admin Shares Network
Manager Shared
Drive
Binary Padding NTDS System Distributed Input
Network Component Capture
Configuration Object Model
Discovery
Behavior Graph
128 439267 MALICIOUS
URL: https://business.ucf.edu/ca... SUSPICIOUS
Startdate: 23/06/2021

UNENOUTN

or domains
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my.ucf.edu
132.170.5.112, 443, 49784, 49785
UNIVCENTFLAUS
United States

Exfiltration

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Scheduled
Transfer

started

@ iexplore.exe

=

C

[N
.:6 B

Command Remote
and Network Service
Control Effects Effects Impa
Encrypted Eavesdrop on Remotely Modi
Channel Insecure Track Device Syste
Network Without Partit
Communication Authorization
Non- Exploit SS7to Remotely Devic
Application Redirect Phone Wipe Data  Lock¢
Layer Calls/SMS Without
Protocol Authorization
Application Exploit SS7 to  Obtain Delet
Layer Track Device  Device Devic
Protocol g Location Cloud Data
Backups
Ingress SIM Card Carrit
Tool Swap Billing
Transfer Frauc
Legend
|:| Process
I:l Signature
I:l Created File
Il onsiP info
.I'; Is Dropped
:.- Is Windows Process

[]
+*
[]

B
o0

g5
2z
oz

)

i
i
=

D@ 2 i~

started

@ iexplore.exe

business.ucf.edu

¢

132.170.5.124, 443, 49712, 49713
UNIVCENTFLAUS
United States

Number of created Registry Values
Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

43 other IPs or domains
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

EORTHE S CHITURY

L

& hitps://business.ucf.edu/can-a-covid-cough-drap-really-end-the-pandemic ~ @ C || Search...
& Can 2 COVID Cough Drop R...

\g} UNIVERSITY OF CENTRAL FLORIDA UCF SIGN IN  + Search UCF Q

CD"SQE of Business ABOUT US - ACADEMICS ~ FACULTY & RESEARCH ~ CORPORATE PARTNERS & ALUMNI ~ KNIGHTLINE ~

Can a COVID Cough Drop Really End the

Pandemic?

Podcast: Play in new window | Download
Subscribe: Apple Podcasts | Google Podcasts | Spotify | Stitcher | Tuneln | RSS | More

Two researchers at UCF are developing a cough 0 Dropleéts
drop that can reduce the spread of COVID-19 by
making saliva heavier and stickier - it makes .
sneeze and cough particles fall rather than float. 50' ution: COVID
But is there really a market for such a product? Drop

Paul Jarley talks with researchers Michael Kinzel

and Kareem Ahmed to find out the science

behind the lozenge, how soon it could hit store Affordable
shelves and the similarities to products you Comfortable
already have around the house. Effective

Featured Guests

- Kareem Ahmed - Assistant Professor, College
of Engineering & Computer Science,
Department of Mechanical and Aerospace
Engineering
« Michael Kinzel - Assistant Professor, College of Engineering & Computer Science, Department of Mechanical and Aerospace
Engineering
- Cameron Ford - Director, UCF Center for Entrepreneurial Leadership

0 Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
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Source

http://https://business.ucf.edu/can-a-covid-cough-drop-really-end-the-pandemic/

Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches
Domains

No Antivirus matches
URLs

Source
http://https://knightsemail.uX
http://getbootstrap.com)

http://https://business.du/college/advisory-board/Root

http:ffwww.sacs.org/
http://www.sacs.org/

http://https://business.t/html$

http://https://business.du/college/deans-excellence-awar

http://https://idp-prod.cc.uc

http://https://business.du/college/conferences/nce-awar

Domains and IPs

Contacted Domains

Name
static.cloudflareinsights.com
cs45.wac.edgecastcdn.net
i.ytimg.com
dlouhc8uzelzm3.cloudfront.net
d3f7zc5bbfci5.cloudfront.net
ping.chartbeat.net
api.curator.io
scontent.xx.focdn.net
rsr.blubrry.com
s3.amazonaws.com

cdnjs.cloudflare.com

photos-ugc.l.googleusercontent.com

scontent-iad3-2.xx.fbcdn.net
www.google.de
stackpath.bootstrapcdn.com
curator-assets.b-cdn.net
siteimproveanalytics.com
idp-prod.cc.ucf.edu
stats.l.doubleclick.net
pop-esv5.mix.linkedin.com
maxcdn.bootstrapcdn.com

business.ucf.edu

ana-cf-col-elb-78-567119012.eu-central-

1.elb.amazonaws.com
www.knightsemail.ucf.edu
my.ucf.edu
d28z50unsss2dg.cloudfront.net
132-170-5-94.Ibe.ucf.edu
googleads.g.doubleclick.net

cloud.typography.com
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IP

104.16.95.65
93.184.220.70
142.250.184.246
13.224.193.36
13.224.190.164
34.192.124.255
3.225.185.192
157.240.17.15
54.87.43.77
52.216.228.243
104.16.19.94
142.250.186.161
157.240.229.1
142.250.184.227
104.18.10.207
185.59.220.198
172.64.101.39
132.170.5.41
74.125.140.157
108.174.11.37
104.18.11.207
132.170.5.124
18.185.153.200

132.170.5.29
132.170.5.112
13.225.87.104
132.170.5.94
142.250.74.194

unknown

Active
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true

true

true
true
true
true
true

unknown

Detection

0%

Detection
0%
0%
0%
0%
0%
0%
0%
0%
0%

Malicious
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false

false

false
false
false
false
false

false

Scanner

Avira URL Cloud

Scanner

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Virustotal

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Antivirus Detection

Label

safe

Label
safe
safe

safe

safe
safe
safe
safe

safe

Link

Link

Browse

Reputation
unknown
high
high
high
high
unknown
unknown
high
high
high
high
high
high
high
high
high
unknown
high
high
high
high
high
high

high
high
high
high
high
high
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https://www.virustotal.com/gui/url/f313300075aa5ad7611e03061f292c5d4421043e3a0bbe3f41c1bb3e5f10db36/detection/u-f313300075aa5ad7611e03061f292c5d4421043e3a0bbe3f41c1bb3e5f10db36-1620383531

Name P Active Malicious Antivirus Detection Reputation

yt3.ggpht.com unknown unknown false high
36185.global.siteimproveanalytics.io unknown unknown false unknown
static.chartbeat.com unknown unknown false high
ajax.aspnetcdn.com unknown unknown false high
cdn.curator.io unknown unknown false unknown
stats.g.doubleclick.net unknown unknown false high
content.blubrry.com unknown unknown false high
code.jgquery.com unknown unknown false high
www.youtube.com unknown unknown false high
www.ucf.edu unknown unknown false high
universityheader.ucf.edu unknown unknown false high
media.blubrry.com unknown unknown false high
www.linkedin.com unknown unknown false high
pbs.twimg.com unknown unknown false high
cdn.it.ucf.edu unknown unknown false high
connect.facebook.net unknown unknown false high
px.ads.linkedin.com unknown unknown false high
static.doubleclick.net unknown unknown false high
knightsemail.ucf.edu unknown unknown false high
snap.licdn.com unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation
http://https://business.ucf.edu/college/deans-excellence-awards-program/ false high
http:ifhttps://business.ucf.edu/ false high
http:ifhttps://www.ucf.edu/ false high
http:ifhttps://business.ucf.edu/college/mission-vision/ false high
http:ifhttps://business.ucf.edu/college/conferences/ false high
http:ifhttps://webcourses.ucf.edu/ false high
http:ifhttps://business.ucf.edu/college/leadership/ false high

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious

132.170.5.124 business.ucf.edu United States = 7939 UNIVCENTFLAUS false

104.18.10.207 stackpath.bootstrapcdn.co  United States = 13335 CLOUDFLARENETUS false
m

13.225.87.104 d28z50unsss2dg.cloudfron United States = 16509 AMAZON-02US false
t.net

157.240.17.15 scontent.xx.focdn.net United States = 32934 FACEBOOKUS false

52.216.228.243 s3.amazonaws.com United States = 16509 AMAZON-02US false

54.87.43.77 rsr.blubrry.com United States £S5 14618 AMAZON-AESUS false

13.224.193.36 dlouhc8uzelzm3.cloudfro United States = 16509 AMAZON-02US false
nt.net

132.170.5.41 idp-prod.cc.ucf.edu United States = 7939 UNIVCENTFLAUS false

142.250.74.194 googleads.g.doubleclick.ne United States = 15169 GOOGLEUS false
t

104.16.95.65 static.cloudflareinsights.co United States = 13335 CLOUDFLARENETUS false
m

34.192.124.255 ping.chartbeat.net United States £S5 14618 AMAZON-AESUS false

18.185.153.200 ana-cf-col-elb-78- United States = 16509 AMAZON-02US false
567119012.eu-central-
1.elb.amazonaws.com

13.224.190.164 d3f7zc5bbfci5.cloudfront.n  United States = 16509 AMAZON-02US false
et

132.170.5.29 www.knightsemail.ucf.edu United States £S5 7939 UNIVCENTFLAUS false

132.170.5.112 my.ucf.edu United States £S5 7939 UNIVCENTFLAUS false

172.64.101.39 siteimproveanalytics.com  United States £S5 13335 CLOUDFLARENETUS false

104.18.11.207 maxcdn.bootstrapcdn.com United States £S5 13335 CLOUDFLARENETUS false

74.125.140.157 stats.l.doubleclick.net United States = 15169 GOOGLEUS false

132.170.5.94 132-170-5-94.Ibe.ucf.edu  United States = 7939 UNIVCENTFLAUS false
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P Domain Country Flag ASN ASN Name Malicious
104.16.19.94 cdnjs.cloudflare.com United States £S5 13335 CLOUDFLARENETUS false
108.174.11.37 pop-esv5.mix.linkedin.com United States £S5 14413 LINKEDINUS false

Private

P
192.168.2.1

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Cookbook file name:
Sample URL:

Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

Copyright Joe Security LLC 2021

32.0.0 Black Diamond
439267

23.06.2021

21:58:55

CloudBasic

Oh 7m 23s

false

light

browseurl.jbs

http://https://business.ucf.edu/can-a-covid-cough-drop-really-end-the-pandemic/

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211

22

o O o o

e HCA enabled
e EGA enabled
e AMSI enabled

default
Timeout
CLEAN

cleanl.win@3/324@38/22

Enable AMSI

®© o o o o 0 o 0 0 o o o o

Show All

Browsing link:
Browsing link:
Browsing link:
Browsing link:
Browsing link:
Browsing link:
Browsing link:
Browsing link:
Browsing link:
Browsing link:
Browsing link:

Adjust boot time

https://www.ucf.edu/
https://my.ucf.edu/psp/IHPROD/EMPLOYEE/EMPL/?cmd=login
http://knightsemail.ucf.edu/

https://webcourses.ucf.edu/

https://business.ucf.edu/
https://business.ucf.edu/college/mission-vision/
https://business.ucf.edu/college/advisory-board/
https://business.ucf.edu/college/leadership/
https://business.ucf.edu/college/deans-excellence-awards-program/
https://business.ucf.edu/college/conferences/
https://business.ucf.edu/college/newsroom/
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Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created | dropped Files

C:\Users\luser\AppDatal\Local\Microsoft\Internet Explorer\DOMStore\81B9DGJN\www.ucf[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

3528

5.124437999160834

false

96:FiVIVI9VIj9VIjnbg9aVIjnbg9VIjnbg9VIjnb8cZuh:NZZdjo
135E4A9FFDCEG4E2A8DAADI96003E9471
AEBE957C9F115BA8A7975F4082ADBI9CD5C5BODEC
50918ED6A16B86F4F066FA99463E8B1FDID2BF3935B0BF6BB86CCA4F183BC24F1
5BAA791030F273405F03F18EB2760E1FDB254C340EB260F7E396AA37C2DF223BF2968890D96C27A230E1646F8B1262CB53BE701D5EFD66A1B74C954DC0349946
false

low

<root></root><root><item name="~~~" value="1" Itime="3556231744" htime="30894261" /></root><root></root><root><item name="_ch" value="SZ5jbB9bQJei_0cA"
Itime="3573271744" htime="30894261" /><item name="_ch_expires" value="1658638820233" Itime="3573271744" htime="30894261" /></root><root><item name="_cb"
value="SZ5jbB9IbQJei_OcA" Itime="3573271744" htime="30894261" /><item name="_cb_expires" value="1658638820233" Itime="3573271744" htime="30894261" /><item
name="_chartbeat2" value=".1624510820228.1624510820228.1.BdX9dyDeauVmCsualFCloBO5CImkba.1" ltime="3573271744" htime="30894261" /></root><root><item
name="_ch" value="SZ5jbB9bQJei_0cA" ltime="3573271744" htime="30894261" /><item name="_ch_expires" value="1658638820233" Itime="3573271744" hti
me="30894261" /><item name="_chartbeat2" value=".1624510820228.1624510820228.1.BdX9dyDeauVmCsualFCloBO5CImkba.1" Itime="3573271744" htime="3
0894261" /><item name="_chartbeat2_expires" value="1658638820238" Itime="3573271744" htime="30894261" /></root

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\DOMStore\K3Z8XEQA\www.youtube[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

847

4.614355072349805

false
24:WUJCoODUfOUJOODUfOUJ+ODUfOUIwODUfOUIwYODUfOUJOODUfOUIFODUfOUJYLA:LpODUNIODUNAODUNGODUNpODUNeODUNL
2A3093D3BB5AEOBF7531989484AA839A

F839726988135A126CD73E89EBEGE68BF33296EC
4254DBE1FDE455DE12F92E2D6A7D3510AED205ABA44B8853C1EA46A5631346EE

3C7E528DC8A1ADA91B61C958AB7D1C118DAA8231D0763C858B4B91A88CC5D2CE27B415DA8C39C07AAD90803FDFC70733C9D16D802363D57DE466F58F94036:
C

false

low
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C:\Users\user\AppDatal\Local\Microsoft\Internet Explorer\DOMStore\K3Z8XEQA\www.youtube[1].xml

Preview:

<root></root><root><item name="__sak" value="1" ltime="4122751744" htime="30894261" /></root><root></root><root><item name="__sak" value="1" ltime="41
36191744" htime="30894261" /></root><root></root><root><item name="__sak" value="1" [time="4148691744" htime="30894261" /></root><root></root><root><item
name="__sak" value="1" Itime="4167751744" htime="30894261" /></root><root></root><root><item name="__sak" value="1" ltime="4188221744" htime="30894261" /></
root><root></root><root><item name="__sak" value="1" ltime="4202751744" htime="30894261" /></root><root></root><root><item name="__sak" value="1" Itim
e="4220701744" htime="30894261" /></root><root></root><root><item name="__sak" value="1" Itime="30734448" htime="30894262" /></root><root></root><root><item

name="__sak" value="1" ltime="108254448" htime="30894262" /></root><root></root>

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\DOMStore\Y6IDP2ZS\business.ucf[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

364

4.363125744236444

false
6:JFK1rUFvcqyDA0eRDUOKLrFK1rFK1rFK1rUFveqy6QpueRDUOKLrFK1rFK1rUFvp:JsrtU9pyBODUOSIsrsrsrU9py650DUOsc
D49DB57EBF2E220F834CA0F68A758D4C

124CFODB6BAAF615A78E683C021BE8S3F386CC5A3
9F1A231846667D3E97C8FF5FD71238FDD6042DAA9B5E4C57E2469AC0874DC4CI
4869F514AE07EC79BFOAS3BE7ESBED6A2621E2D9D51CB9987EBF294A28F1F41051E42E68DF17541DA1BEBA73768E3B048EDC8CDBC44B67C5E37CEBD42B9CY:
01

false

low

<root></root><root><item name="~~~" value="!" Itime="3309311744" htime="30894261" /></root><root></root><root></root><root></root><root><item name="~~~"
value="1" ltime="3835761744" htime="30894261" /></root><root></root><root></root><root><item name="~~~" value="1" Itime="4007291744" htime="30894261" /></roo
t><root></root><root></root><root></root><root></root>

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{FDF85654-D4A8-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

Microsoft Word Document

dropped

33368

1.881276137672147

false
192:rsZrZM2AW8temfgIPPME3FNtXnYful+/romZ:rs97X16c8POE3FNtXnmC+TomZ
E1AF2E167B9D06141ECACBEF7692FEGC
3E095CE40D891069ABBB619059087E350982E0C5
779CE8744B7C55E085E562FA7537B39B1D77620C0403DD4FD7EC5B4729261E6A

A15D5C7B470CC902A4FFE375CE9E32CACD94B344E5287FOBEDAB7A893BF4A246FFA183A56383DA60D614DC5C225F332C070F262FFA5EO0E0SCAIFESFEEOGEAC
El

false

low

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\{07E2E605-D4A9-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

Microsoft Word Document

dropped

16984

1.5650140364411969

false
48:lwehGeprbGwpaKhG4pQGGraphS+GQpKcG7HpR|TGIpG:rSZ1Qq6I1BSWA3TJIA
D2A63B7857A570A55933BD069FD67743
81B7970466E3E7CB9FF63C8B34EF88DFD1IALECIA
586F99C7E1F48243BE68B1BDCF6F81369AF18BEFIFB1E17CC9C33846027B2183

637BD6BAC5063CBB51EE2D03973E94EB69530E15797C24268C87785E0FB6DD44EBD01A3C3927838146D3A4FAC6CCEF923292CBEA08D55293BB6E76C0778661¢
F

false

low
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\{FDF85656-D4A8-11EB-90E4-ECF4BB862DED}.dat

Process: C:\Program Files\internet explorer\iexplore.exe
File Type: Microsoft Word Document

Category: dropped

Size (bytes): 194920

Entropy (8bit):  2.589401429191052

Encrypted: false

SSDEEP: 384:rH/uK6Q8eJhaMM8MhSq/+p/CLaL5vDOKQP4TUIFgHR5HICBWbcaaMAcwYHcHIHe7:0Vkk/gNFUSHIbINFGNFLC81NFn2XNFZ

MDS5: C9434E86246BEDE25DF07A840B687F26

SHA1L: 12C3A0AOEA2F9676EA2896AACDA2F8CDE6CBA45C

SHA-256: FEO70F3BCF20ED9F69D3885622D48A1D3B287B2473463AF906AAD73045E79390

SHA-512: 07C71A86CCCDBB83ACAOFA57E150DA15A56FEF5550940D8ED93ACD51FA3FFB7E0437CE6G0CCECSF7EEE47C9185F50B92E47DD171001D9A31867733E1E62CDE
41

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Microsoft\internet ExplorerlimagestorelynfzOjx\imagestore.dat

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 15808

Entropy (8bit):  7.755678113718622

Encrypted: false

SSDEEP: 384:jm2aJks7m2iKgn1Bn5JIIFSzm6EWCCIN3VOAYgCWVNOBXRQnzOZ5:jmdIkymHKq1Bn5JIIFSzzE9CIJY/W/f9

MD5: F1312C9984AFE4FA94F1154AC522D6B5

SHA1L: 8FC623C018F7AFCB20626C7802E91F748A7EB7F3

SHA-256: ECE9D16BC65A291193E65760BD2B8650510549DC7287D10308F80E450A19BB2F

SHA-512: 1F9E7D52DBAF33F351692C9C855A9A58894CBABFB22B28B3DC95D52C0E2976A5EF9592CBA20366B3D715121D7DE3191BADB7BF446B111C79F88FBAGSFB7AEE
52

Malicious: false

Reputation: low

Preview:

E.https..//b.usines.s..ucf.edulwp.-content/themes/C.olleges.-Theme/favic.on.ic.o~
...3666.<<<.bbb.@ @@.$$$
AN 222.

RRR.\.

C:\Users\luser\AppData\Local\Microsoft\Windows\History\History.IES5\mms\9ASOBWQQ\New-CoB-Header-Video SMALL3[1].dat

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ISO Media, MP4 v2 [ISO 14496-14]

Category: dropped

Size (bytes): 1572864

Entropy (8bit):  7.4294714229226635

Encrypted: false

SSDEEP: 24576:E3Ep+4JFK2/WemJ+gMj4C8648jXcOEWdrmgsYal+FV2:Eh4JFKOFmr4zC8jcWdSY

MDS5: CE2446ACD54698D2BF716BCF86B71802

SHAL: 480B33FB4EC547DABEC610EA2735093F06336E54

SHA-256: 4F916607A0B5419DE82E27F183F2BA442E837C5A1E7D602DD4B5E96046D26977

SHA-512: FF2275E98FOD1E2C4B8769714CF194C15D17ABB3A59CFOC1ESAEGA78EG8721132FA05CEBD477C24BC27C006903DDDDICBDEY75A55D99800EDD40EED43FBEC
D30

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppDatal\Local\Microsoft\Windows\History\History.IES\mms\N9LLQCO3\Can_a COVID_Cough_Drop_Really End_the Pandemic[1].dat

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: data

Category: dropped

Size (bytes): 9371648
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C:\Users\user\AppDatal\Local\Microsoft\Windows\History\History.IES\mms\N9LLQCO3\Can_a COVID_Cough_Drop_Really End_the Pandemic[1].dat

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

7.420003230300698

false

196608:+pORWTvQKgfx/galnUxXpykwELZNg68e:+uRwLIf0alnUx4kwELZWe

7874D5EF4DD526D5CA2C2D411407E77A

B399E423FBC5986F4E18A54B5BE70A186AC8E217

6F611B5BAB9325CBA3D6891FCAF91456498CF05BBD1142094CC15C4C31B84369
E6D4A8C18B13BA680A50CAELIFC5975071BE3C057398A23399E3F0C7101691D868EC3CFFBEDAB18471197ADCE2877B6631D17E738175DAFDC488436D0DA9728¢
false

low

>k /R7.nn...[..?2}.yg*.6In..%N.h.j.H.H..1....~ F.1%.<...aS...D.IE.. 4R..YT.d..tF.f......".....03.i.@.. .G.V... K.D)i...(...5H.+..X..4t."9....d..<.E.i..HU6...Cc.....hKy. ]-.F..]....
D.P.FQ".D... [..[.QU7.M..c..L.fT.I-u.3..Rm".-2%.,.....F.-.>..pu.{ - . b...sqV-%.h.AT7 ..=.c-.00&..e.J.j..7Fs}:p....52.0..T...n..".3.5z..q.t.t._...".
.a.EK...0>.\i0. 8.1.... ie8..e...E.(u. L&B}..-4.,.. . Z.. . vLKeK.e*..  +.Y....... JH. L [Py ##." ML #S4.Tu)p K zns L)) LK
h..S.N.<]B #.z..Le &.bL..6.(z.0./a.F..b. NUeK...Js\t..EU..@.d4.<.MieDf.S..R.. p.H[...S..9..3.b...IW.n.-).....I.fb.K.C{D..Z...&..Q
..... =..C....H[%..2%.2..46>..$.-......6..Lau....... .9Lc..&'u.a..>*8....)..a.v.r{..znN..G.1....|.."..... #EY..L.Lb.~. Xtm.1T.fo...w....~...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\1107137672794016[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

dropped

533906

5.472300029738109

false

6144:Rk1HgCSNntDV/HaKKV/Ha8NEPjQHguH3HpQrwz8GWZ Tk1HgCSntDV/HaKKV/Ha8NW:CNE7o0NE7V
86F2B8F9344D68E1FIF03BC4F11A6122

C8BC46D632EEBFF6663816EA01DC400517551625
00C5670CA266A7AA82B5CI3CA0855924CE6DI4CAEDAATA44EAL80E49A0EF68C39

AA11CCD67073AD7177EB90E345FA34FC671F99A814EF01BBE1DB3F1D7C9B6F02ESESCF96780298EDE9B819712D1A7E8FF6A136E928B2B913F4A71ED382E4CD
5

false

low

[*** Copyright (c) 2017-present, Facebook, Inc. All rights reserved..*.* You are hereby granted a non-exclusive, worldwide, royalty-free license to use,.* copy, modify, and
distribute this software in source code or binary form for use.* in connection with the web services and APIs provided by Facebook..*.* As with any software that integrates
with the Facebook platform, your use of.* this software is subject to the Facebook Platform Policy.* [http://developers.facebook.com/policy/]. This copyright notice shall be.*
included in all copies or substantial portions of the software..*.* THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR.* IM
PLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS.* FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN
NO EVENT SHALL THE AUTHORS OR.* COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER.* IN AN ACTION OF C
ONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN.* CONNECTION Wi

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OW10PBUV\16_ucf _newsroom[1].jpg

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Reputation:

IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, little-endian, direntries=16, height=3400, bps=206, Photometricintepretation=RGB, manufacturer=Canon, model=Canon EOS 5D Mark llI, orientation
=upper-left, width=5100], baseline, precision 8, 1600x525, frames 3

downloaded

497551

7.942713732745222

false
12288:gL+GTq7AynGqOPzYyhlY7c54cpp+R5XABVMIIqgNz:gLnOksSPJIhI55vppcQBO7qqNz
FOBE6B91ABF81477966CB18BB70EE4FF
BD534F214AEDE6A4C48E204CB3C394EFD3835398
4ABE4298819E6E7E2EF95149C287183DB18B45609ACCF700DC69F55E2D72B627

E4C779BD82A27EA52913AF5AB3BF96DC54F865660E5799DA1A84ED78DAG5D61D4B6EB0491674EB948D84A8BESS72F2A1E739BC42DD13149E40AFA997CD4B1F2
8

false
low

http:{/https://business.ucf.edu/wp-content/uploads/sites/4/2017/08/16_ucf_newsroom.jpg

.................. Hoiciie e G LB 2000080000008
'..Adobe Photoshop CC 2015 (Macintosh).2017:09:05 15:30:00.Steven Diaz..University of Central Florida. .
" *

Canon.Canon EOS 5D

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\1836650903242559[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines

dropped

533868

5.472445796132736
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\1836650903242559[1].js

Encrypted: false

SSDEEP: 6144:Rk1HgCSntDV/HaKKV/Ha8NEPjQHguH3HpQrwz8GWak1HgCSntDV/HaKKV/Ha8NEI:CNE7ZNE7k

MDS5: OF59E1E365AE9D7CABEC8C4A89AB4169

SHA1L: 4710CE3977CF807EED5A150F6353FAD48E3D21D1

SHA-256: CCCAFF4255F1FB377ACFE1CB14CA601872F8DB82B8BC5D10C130F8294F96A87B

SHA-512: 968412FB24A47662313B1D356AB79BF29C7FF982731F7E75259B35699E0A2AD3ED27D498275C47477525A4E80510E9D5A25CB0769892D0ES2759EACD1127E2B9
Malicious: false

Reputation: low

Preview:

[*** Copyright (c) 2017-present, Facebook, Inc. All rights reserved..*.* You are hereby granted a non-exclusive, worldwide, royalty-free license to use,.* copy, modify, and
distribute this software in source code or binary form for use.* in connection with the web services and APIs provided by Facebook..*.* As with any software that integrates
with the Facebook platform, your use of.* this software is subject to the Facebook Platform Policy.* [http://developers.facebook.com/policy/]. This copyright notice shall be.*
included in all copies or substantial portions of the software..*.* THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR.* IM
PLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS.* FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN
NO EVENT SHALL THE AUTHORS OR.* COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER.* IN AN ACTION OF C
ONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN.* CONNECTION WI

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\3ps_of_test_preparation-1024x1024[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 1024 x 1024, 8-bit/color RGBA, non-interlaced
Category: downloaded

Size (bytes): 435119

Entropy (8bit):  7.981809031718513

Encrypted: false

SSDEEP: 12288:XzkEn360kmHCKbz2V052AheP20T+ikStOLhmApwZiiRjGx:Xz76zmHzbCY2A8HbL69mowkixGx

MD5: 76AC008964CEOD32CE860748723E75BB

SHA1L: 6A36960F85B3AB8IES83DC4225697C400A66D6EL

SHA-256: 570CC73DEOA3F583FDFA5D12301DBBD9206655EB53DA401A30A9814AF86D0914

SHA-512: 600823FE64360E55DC2EA134FB58C5F0FC58BA945C84701038B217357CCIBFBFB0910548B14DE0C62A17B4D5395AF76B2540321F752B77EES5151EB5A4BA0BA5C
Malicious: false

Reputation: low

IE Cache URL:  http:i/https://business.ucf.edu/wp-content/uploads/sites/4/2021/04/3ps_of_test_preparation-1024x1024.png

Preview:

..%:..P"a.(.g.x .
407 (e y {2 WLl 4L 2 H v ... bD.3;s. 0. F* LLd. |v...4..2~4 .
8.P..3..g..c..#0kjt.g.e...1.85.2..G...-2>|..v.(..c5....FBq..C.ydhmf.Igc.li.V.....J..P..~Z....G...G.<.t..K[L.CL.('N.]Z;..... ...L.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\AACSB-logo-NEW_250[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, big-endian, direntries=12, height=3000, bps=0, Photometricintepretation=RGB, orientation=upper-left, width=2139], baseline, precision 8, 250x329,
frames 3

Category: downloaded

Size (bytes): 31776

Entropy (8bit):  7.49965023204833

Encrypted: false

SSDEEP: 768:ZT97raelnrY7XT97raelnrObPSZJzAYKarxEl:ZtaelytaelgbPSvTx

MD5: D2A8862D8992E94C7C9904E5F42A696D

SHA1L: 7853F24A948534A8943786D449799A72D92BCEBF

SHA-256: 57F160AB8BDA79CEEE2EE2CFF7C91054CFBF4D3FBIF9A810E32AC5AEA007FF5D

SHA-512: C360807EBFE406A79E25B2046B356C6D9D27E4642B671ED0577165C588CD063E6AB665C298A83F432C5ADD6A75F5C643B492561B0480F5AF9B435C3F1DB13ES!

Malicious: false

Reputation: low

IE Cache URL: http:{fhttps://business.ucf.edu/wp-content/uploads/sites/4/2017/08/AACSB-logo-NEW_250.jpg

Preview:
..... FEXIELMM.* [ G Lo 20 S L WAdobe Photoshop CC 2017 (Windows).2018:
.0221. z.( Adobe.d....

..C.%.S...cs5....&D.TdE.t6..U.e...u..F . Viv. 7GWgw... .5.....11..AQaq"..2
LLTGWOW.. ?..T.1%)%C/.S.w.u6..\.K\<Xw...<?.W}.......Z. 1. X.Cx.B..K" q......0..K.q......

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\Capstone-Case-Competition_winning_slide-1024x573[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using IG JPEG v62), quality = 82", baseline, precision 8, 1024x573, frames 3
Category: downloaded

Size (bytes): 69116

Entropy (8bit): 7.970075629235856
Encrypted: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\Capstone-Case-Competition_winning_slide-1024x573[1].jpg

SSDEEP: 1536:stgTY4IODRLTRd4LOYFvPhcPMF083mk8Sv1907WKkMC7qKUdbpM30sK:eB8jngCPA0GmM3SrO7WUQakT

MDS5: 2227208E86F92E6FC3D0OEB2F5C2FF545

SHA1L: 523596223EB77D98A7E3C9B892460B068B1FBAFC

SHA-256: EF28928E50216D5D530A2FEF08401E32D0B37B13DA55005B773E1E44F2BD082F

SHA-512: 28F45FD4864BDE207D6F4417436B6AD032CCF3B88064EB305CD7EDD4CDFAED5422380E9987653C7CBFA079965662F5882E50C62774998CD9C8D5F424FEFA3DI
D

Malicious: false

Reputation: low

|IE Cache URL: http://https://business.ucf.edu/wp-content/uploads/sites/4/2021/04/Capstone-Case-Competition_winning_slide-1024x573.jpg

Preview:

;CREATOR: gd-jpeg v1.0 (using G JPEG v62), quality = 82....C..
PEESESSSSPIPIIETESESSSSSSSSPITSSESSES...

"#%%%..),($+1$%3...C..........$.. $$SS$SS S
.2...#B..R..$3br........ %&'()*456789:CDEFGHIJSTU
VWXY Zcdefghijstuvwxyz... l.AQ aq "2..B...#3R..br..$4.%.....&'()*56789:CDEF
GHIJSTUVWXY Zcdefghijstuvwxyz. . LJSALLWIL_..d) N4 bl AZ4 L HTI" uSsIR..T'G
..5r.m.n4’.z... #N..d..C.g.x..PKIVM...A"Wc...Zf# P$.. LS.W. .@.9{... A+ SS e. M3AWO 6W8*k[ -.gwW$.. .U....7..kDI."9.M..v.
{*b.e

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\Carolyn-Massiah-UCF-College-of-Business-150x150[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using 1IG JPEG v62), quality = 90", baseline, precision 8, 150x150, frames 3
Category: downloaded

Size (bytes): 6843

Entropy (8bit):  7.919439017540922

Encrypted: false

SSDEEP: 192:LUf+HjOQZUJ7FKNTNQ7zqDSSh33iRDn20:LmYjO8U737zqr3sr3

MD5: AF380A095B3963COBADFIF071B53D8F5

SHA1L: 4792CA9F3ECB1FF124FD23C5727E1FB692D2BEC1

SHA-256: D669A157A6ADIFEA70CEBAG4A37FDFBA6698111681EAFC7BBDOD878FDBFA56C2

SHA-512: B597F313331233BA1EBB8BC37D0CF4963A20A3DEEDFD5E2989151560BD522AE18254DD0270A46A180E1E412E181D61302D66F47CF84E896259BBFFA2DB5A7DL
A

Malicious: false

Reputation: low

IE Cache URL:  http:i/https://business.ucf.edu/wp-content/uploads/2014/12/Carolyn-Massiah-UCF-College-of-Business-150x150.jpg

Preview:

11A.Qa."q.2... #B...R..$3br .%&'()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz....
11..AQ.aq."2...B.... #3R..br...$4.%.....&'()*56789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz..
...s.vsL<.;8...(c.....8.).<G.#.....<E.....Y?.s.T6.$..qHMy...>...0.......... 9..P6..i..sir. #lI=.N.Zm.Fi..zv..L'*.
....... 1%.2.w.0..0.....;.v...0......h.;. %........ Fo b fyyna,

A T.0.J.7.\E .

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\Day-of-Giving21_Bloom-600[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, big-endian, direntries=12, height=2250, bps=0, Photometricintepretation=RGB, orientation=upper-left, width=2250], baseline, precision 8, 600x600,
frames 3

Category: downloaded

Size (bytes): 106562

Entropy (8bit):  7.889500981656307

Encrypted: false

SSDEEP: 3072:zFc2fFc2BkBVZqZ2eftjY 7FxkLfrDI3ICmpK15iE/:e2i2KBVZqZ2ujY Ix6rhTy+

MD5: 46BFAD23BF25209007BC55F3DF9CDD68

SHA1: 5BEAD69F20400C72D9F14A67D0198CAF2F7DA817

SHA-256: 8D49F27851D6CE38FCBBEB38AAB5FB38A0BCCF1E8133A5E7E43EAECB29CFFABC

SHA-512: DOC2BD35EA08D2136BC26E016D3DA481075D3F375F272B352BES28879F2BBC289ABB6A2D15ADF0412C9B2CESDACEGEB73372955C794EB43918EOEOEDBI890¢
ED

Malicious: false

Reputation: low

IE Cache URL: http:i/https://business.ucf.edu/wp-content/uploads/sites/4/2021/04/Day-of-Giving21_Bloom-600.jpg

Preview:
o EXIf .MM
02 13:40:20

*..".Adobe Photoshop 22.1 (Windows).2021:04:
. A Adobe.d.......ccooiiiiiii
......................................................... 3......1.AQa."q.2.....B#$.R.b34r. C
%.S...cs5....&D.TdE.t6..U.e...u..F' 1.AQaq"..2.....B#.R..3%b.r..CS.cs4.%......&5..D.T..dEU6te....u..F............... Viv........
TGWOW.....oecvrians ?.i]e .z F.&<AT[L. ~'?505 *m KLN_]-6.F. Lkt v Ly,

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\Glen-Dawes_Crop[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, big-endian, direntries=14, height=6016, bps=0, Photometricintepretation=RGB, manufacturer=NIKON CORPORATION, model=NIKON D750, orien
tation=upper-left, width=4016], baseline, precision 8, 300x300, frames 3

Category: downloaded

Size (bytes): 26209
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\Glen-Dawes_Crop[1].jpg
Entropy (8bit):  7.316940564486807

Encrypted: false

SSDEEP: 384:AhZ5Whw37CmeZ5WhXnOBC85YNg78WxZ2Mm4LSThcmKeMHcUQgbLCDjOGYn:Ah/v37he/A0YytPm4LgGhHbSjfYn

MDS5: E4DA75422FD96F415FA03D42444745BA

SHA1L: 1A61E3A20495547AE036B24040C992653B115226

SHA-256: FD514C96827FEF127606ECBD4693D4F7705919FEF301B0C8C74C1F127E90BBF8

SHA-512: 7D056DCCDOB1BAB77744848C9AFF07970284819A3B341CED7D7BF37832E357CB90677911199D5FD18DBC2CFIBOCC182EB2E30B54B3C8503C75779CFEB13EBS
8

Malicious: false

Reputation: low

|IE Cache URL: http://https://business.ucf.edu/wp-content/uploads/sites/4/2015/07/Glen-Dawes_Crop.jpg

Preview:
...... EXIf MM e
D750..-...."..-....".Adobe Photoshop CC 2015 (Windows).2017:04:04 17:20:07...#

NIKON CORPORATION.NIKON

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\Glenn_Dial_for_web[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, little-endian, direntries=23, height=3000, bps=290, Photometriclntepretation=RGB, manufacturer=Canon, model=Canon EOS 5D Mark Il, orientation=
upper-left, width=2000], baseline, precision 8, 300x300, frames 3

Category: downloaded

Size (bytes): 27866

Entropy (8bit): 7.363750335698673

Encrypted: false

SSDEEP: 768:237Z7f7cH37ZMkccedYy2EpL1/bjPIFSScgz+:T7Th4X7y425IRZFz+

MD5: 7B2F3E5004826F4FCB139D0E36555740

SHA1L: 8BO0OEE99C14BDC67870B0A842B015A7132E6B2D

SHA-256: BBC27E42A32B40E913A241C1EE43C92EE960251859363CCEL171E2E1A3CD4014A

SHA-512: 988E8F1CF3BFBIDC337FOBFAC6276DEIC3795551FDA2205B02574CA9A701BC45D0B52C78D420EFBF3179E22B5A35D52971CC4ACT76C2F8B7F327AB458922EE4
0

Malicious: false

Reputation: low

IE Cache URL:  http:i/https://business.ucf.edu/wp-content/uploads/sites/4/2016/10/Glenn_Dial_for_web.jpg

Preview:

........................................................................ Fooriinnnn2011:12:20 13:39:32.2011:12:20 13:39:
32..J].@B.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\HeaderMain_Large-1600x525[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82", baseline, precision 8, 1600x525, frames 3
Category: downloaded

Size (bytes): 248114

Entropy (8bit):  7.982184183710908

Encrypted: false

SSDEEP: 6144:ceBk30u/NkCfslo5cZxs6K1TdufqEfmCSSDH:7y3xIk2sIZxsXTdSqEmMIS;]

MDS5: 862820672F0539D529DA4FECC4BDEB49

SHA1L: 6FDE9B67D9E67A74BA191EEA3CD444C38848E3A7

SHA-256: DEE4C869AD305216B67C6703016567E551D16DBCFAES8E6A70C01D0471DD91DEF
SHA-512: 8544271D4763FD034B7E0833CE90713840BB5DE205D3F462E11B3CC2D6143F72684B295F4211499263C2122985BC81E77910730B2E79C936E6233361C8418982
Malicious: false

Reputation: low

|IE Cache URL: http://https://business.ucf.edu/wp-content/uploads/sites/4/2017/08/HeaderMain_Large-1600x525.jpg

Preview:
v JFIF ;CREATOR: gd-jpeg v1.0 (using G JPEG v62), quality = 82....C...
SEESSSFFPFIIESESESSSFFFSSS.

%8&/()*456789:CDEFGHIJSTUVWXY Zcdefg

NESTUVIWXYZ. ..ttt W 11..AQ.aq."2...B.... #3R..br...$4.%.....&'()*56 789:CDEFGHIJSTUVWX
YZcdefghijstuvwxyz.. ESHIJIZ A > |.8@ A AwW?. > ... +.h@..1.. . EF.u. kKA. |pi5. {{.#."...6.Y....7.
.NP.3T.EN....-. /... %N..w...U....1.=.ME..p.%.....LQ..D...X... ."......0.K%.1..Cu.x8.E<s.h\...X77\.B....j.{N..}.S.t.o..H.*c.#..@:L.v..Gl..S.@>.;.".+Z].....0...9

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\JSR-Cropped-Pic[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, big-endian, direntries=5, orientation=upper-left, software=Adobe Photoshop CS Windows, datetime=2007:12:10 14:43:13], baseline, precision 8, 4
80x597, frames 3

Category: downloaded

Size (bytes): 63592
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\JSR-Cropped-Pic[1].jpg

Entropy (8bit):  7.664111517450315

Encrypted: false

SSDEEP: 1536:uerfnSoRslzA4PPYUBBHHQLDC9dF4MBGr8:3nbx8DC9IMBC8

MD5: D369CB050687EBC8AD3FACB6C839EGEF

SHA1L: 4840707D962A05C631C991C6ACBAIBOAC37C18A0

SHA-256: A15D78F039811BBC564634D02FD76E7DC93765985816EEACA5B1BAS83AF49CE9

SHA-512: 98FODF020337EA85BDOC25FC1FBCB972478CD5E9BBIE9DS5A732D1BO9DBE022009BBC5FE9F5BA6ACFDAF050D381505C00BD2B30E3DFBCB1EE4742C51D023275
16

Malicious: false

Reputation: low

|IE Cache URL: http://https://business.ucf.edu/wp-content/uploads/sites/4/2015/07/JSR-Cropped-Pic.jpg

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\Jarley-Podcast-300x250[1].png E

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 300 x 250, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 82958

Entropy (8bit):  7.9915391953473796

Encrypted: true

SSDEEP: 1536:3HUWTFzgMmA3KK7ZIXTOWA9IMkxq9VLsPi7D00uqtkSXZ5qvpok+g739D5CZBHTBb:3uWTOKVCPHOMI/OYYpL+83fCzTt

MD5: 36E9C8CY9AACDBCCB1DFADD396FEE4F91

SHA1L: F5B96EDOOE40C1C1B827B8761829AE1C8B401960

SHA-256: F52EE1876F542264ECEA159B5A58F 7FF814DF056A6079A935DC025169E9B7F12

SHA-512: 7819D672938281D9A85DD25F1D4755BB1AES5EE7E27CBA92010A7FF555D36843A34BBCDF69666EFF643620DE9092F9A4922ADB6B1F80A647005A83DCE9B2F3D

Malicious: false

Reputation: low

IE Cache URL:  http:i/https://business.ucf.edu/wp-content/uploads/sites/4/2018/09/Jarley-Podcast-300x250.png

Preview:

PNG........ IHDR...,.......... mz....pHYs.......... ~. ADATX..X.U...[i.T{.%.d..{5nq..Tw..H . m]............ a..Ay..c..#e.. .
yn:s.."%.M+.(+. A.8.@..Z*st.j.U..P..e.Yf..T.P.].~..cIKH..<..R.H..f~ PUGF...02.IN(."...A..e..Yf.u...E... 3Gy 7..MRLysI Tf......D..q.0."..1F...e.Yf.sJ
H...x..N..L.C.sKZ8.s'}...Amb...bx.ghJ3P LC.9)..%)i..P.-..N.AC.VE... Xz.IL.........*/B..2.,.T.w...O0s...x.)vn.....Y.l....il...;8.£kt.Q.CQ|".QJ. .A$1,..&9%S..BF....... -W
. dtwlo{<us X= A 4.d_.as$..$.8$.x">.s ZE.5 /R.P....JKM.zO.].x.rq..|,z.72tAf".e.Y... M~. 4.3{.1gr.JEQL+.

...0..B.+. . kf0O.RGR.XV.*L...TN..+B..Rb..(...m...1&T...](.lj.c.... Y...0...D.r.Xf..sU.B.B.$77.K.?....0>~w.*/=t..00...Y A\..b.O... A n..V./

LcYf.sLyfleyfl. . IC.C.2.,..I.....M

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\Jeff Lehman_for_web[1].jpg

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, little-endian, direntries=15, height=2664, bps=194, Photometricintepretation=RGB, manufacturer=Canon, model=Canon PowerShot SX40 HS, orientati
on=upper-left, width=4000], baseline, precision 8, 500x333, frames 3

downloaded

32209

7.427065467748046

false

768:L579EBieYydRhtPdjYvPyuBIPV0O70rSEShe:OieBLIOKP9vI07Vte

7E9CC3504A9C7734810CCCI78866EAAA

BOE4F4898BF12EF603D9F19449B36533B2A6A49F

5683C5752581BC02CADOD268C601293D4648F8497B2EC72CDA74A4610815273E
B3A88C840216237A73C8C6628F1724323D2864CD48E9EFSFE2FCA3081B0E2499DB7436F934415278A69E234A05E8B7116C8219D7B368D70CBIF55E120ED70227
false

low

http:i/https://business.ucf.edu/wp-content/uploads/sites/4/2015/07/Jeff_Lehman_for_web.jpg

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\Jim_Adamsczyk 300[1].jpg

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, big-endian, direntries=12, height=481, bps=0, Photometricintepretation=RGB, orientation=upper-left, width=376], baseline, precision 8, 300x300, frames
3

downloaded
24951
7.462165424189535
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\Jim_Adamsczyk 300[1].jpg

Encrypted: false

SSDEEP: 384:3TUPPonGO7YHTUPPonGCnlIGXB/Wf/72gwhzLrbDkzzu074RiWenVPzGgg+:80z7nodIRghzLrknuPzmVbGgg+

MDS5: 3E8DB100F83D6B179D20A647A377E7BB

SHA1L: 17274957D50A1D575D2C15ECC8ECB48166F63FF6

SHA-256: 6F1F893B35E158F19BIBE2B8A91F2BE34BCD0O7FD5F05CEC1E6F70610C4818FDC

SHA-512: 2C6DF3C308DA4F0868CCCCI99E5DAF2D4B01A5B66CD4972FBD1BDF474F52A27B4B1F167FB2507C10EF42276C9E22D710BA52975F3D1607F70FAF734F15C013:
Malicious: false

Reputation: low

|IE Cache URL: http://https://business.ucf.edu/wp-content/uploads/sites/4/2017/10/Jim_Adamsczyk_300.jpg

Preview:
.".Adobe Photoshop CC 2015 (Wind

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\JorgeAmaroSquare[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 300 x 300, 8-bit/color RGBA, non-interlaced
Category: downloaded

Size (bytes): 163310

Entropy (8bit):  7.989144761902639

Encrypted: false

SSDEEP: 3072:YdIstXdO4cOXITtuTN1VW+tz+H2XI3/KWOjA46KXZXGIRJBRXMT5MVF|:Y BttzIuXVW+t7I/KWOjwyGIR| TXTH

MD5: 69A8D6BAD24BA44B960F412CAAABEGT7

SHA1L: 8491DA41231B8EOF58619897C09A79DAD2CB7046

SHA-256: D7BC1F22DBC17C09BCC7D43798B150A1273DAF3C3A0A6137C8BA072E3511F066

SHA-512: CE4E72DA81CBDB19AA1B0474A7A966CA35C2CDAOESE4FBD602045C683B904E1FCB5938E3EB1BB187E9F69B3EBAAE6A7TBE121963A144F4643D95BA154FC6B3
E00

Malicious: false

Reputation: low

IE Cache URL:  http:i/https://business.ucf.edu/wp-content/uploads/sites/4/2018/07/JorgeAmaroSquare.png

Preview:
PNG........ IHDR.......,....y}.u...KITXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?>.<x:xmpmeta xmins:x="adobe:ns:meta/" x:xmptk="
Adobe XMP Core 5.6-c138 79.159824, 2016/09/14-01:09:01 ">, <rdf:RDF xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#">. <rdf:Description rdf:about=""/>.
</rdf:RDF>.</x:xmpmeta>.<?xpacket end="r"?> I.... IDATX....-IV..[.=b..<.s....j..... #A...Hc ....... 0..yX.....G.0.1"0..@.!....H#z4..ZV_.U.N.<yr..k.#]...;V..cGXX.....\~.K?.......... X.
{.....R..]7C.)....Q./1Q..D.W...EUd9WD..v...l*G......;.......(.0..k;J)...<w{.XFEN.......$.D.. vl S\WWE0. K< LR.LLFG2 VMM S K{QF). A WZ. - 7il=-}]k.$."2
_Tpel....9._.V.}~.%..2.hG{ .x=.CE(....a..R.Y=0D.....v.q.8.78.... gg% $. "s 'K .\L0GLI X, K VANV #O.<p.. Z.yLIWE...Y.W.%..HAX..E.."$..K<.;p
UOZ7{....+i@,@Hp............ * fG}.KT.N.......... X9

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\Ron-Piccolo_300[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, little-endian, direntries=17], baseline, precision 8, 300x300, frames 3
Category: downloaded

Size (bytes): 31112

Entropy (8bit):  7.255703273575349

Encrypted: false

SSDEEP: 768:fJgsM7ns5lsiiypYyjbTIAreigwrlsd+/p:xZopQAYiso/p

MD5: 11433B0C292465A9101B9DAF7A1014B3

SHA1: CCBED33AD906BE556D531BD5803EF4BF73AB7FA9

SHA-256: A8953CC579A18518B61950B89FEE62D04AE2989EB2B118CABOSA3DD9658A0859
SHA-512: 6E75EDES56B30BDDA6563C1573BC515EBBABC5BB40073FF469554E3120767F48866475D8085227A95FE1A2EA65A5F54D5C454A7710D38805624E18A93F886555D
Malicious: false

Reputation: low

IE Cache URL: http:i/https://business.ucf.edu/wp-content/uploads/sites/4/2016/08/Ron-Piccolo_300.jpg

Preview:

>

..0 ................... 0230........ F ........... YA n
OO SNY Lo 2 S 2017:08:22 12 43:09. 2017 08:22 12:43:09.X.y. @B
.17.0-70.0 mm f/2.8-4.0

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\Stan-Horton_300[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, little-endian, direntries=14, height=4256, bps=182, Photometriclntepretation=RGB, manufacturer=NIKON CORPORATION, model=NIKON D700,
orientation=upper-left, width=2832], baseline, precision 8, 300x300, frames 3

Category: downloaded

Size (bytes): 30677

Entropy (8bit): 7.2956466632742245
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\Stan-Horton_300[1].jpg

Encrypted: false

SSDEEP: 384:XtmP9Xq7CpmP9X8KnPiiC+9UNTga8j6ilZAxXacBpgbypiJxztNTfoTPneDIOpp+:X2967BIMKPIiFVpBpW8iXMbSDTY 2y

MDS5: EOF25CE4E4ED524DCDB615903EE7140B

SHA1L: 6ECC60555E946BD7E12AD7B47COEC606BEEE23E5S

SHA-256: 8910C824ADC174BB7D363FEB7D40245B078BF67AACCOFBFCD79216269449C520

SHA-512: 6028DEF46D97F13A2954B13393DE87AF72B20E991COB5FC444695C21E753F6499BFAEOD46BE3F5EE8C0024105E9FE3153FF91A00BADC40B91D7C52D8288F3C8
Malicious: false

Reputation: low

|IE Cache URL: http://https://business.ucf.edu/wp-content/uploads/sites/4/2015/07/Stan-Horton_300.jpg

Preview:

..NIKON CORPORATION.NIKON D700...-

2015: 03 19 10 15:56.2015:03:19 10:15:56..

..... 2401200mmf/3556

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\Succeeding-Family-Guide-700x-7003[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, baseline, precision 8, 700x700, frames 3
Category: downloaded

Size (bytes): 298587

Entropy (8bit):  7.982381973848844

Encrypted: false

SSDEEP: 6144:ufjednYnquMI+1/BGonwH/wBzkvBCWK2bcvIvqPyF+JzJQJsy7XDDLg:6jeCq4+GDezkvnK2bgJEj+JsSDw

MD5: 3327591F669D414C63439EE12D9EF153

SHA1L: E5SBAEE4B11551B06A440B144CE13B344D85D88AC

SHA-256: 392DD0A46F02A62644CFBEES5EB98DBFFC608CIE6D82D2CF95B07 CE1IDCAEOOF7

SHA-512: FDC68FD47BEFEF32CDDF901DF4B565E0DCD60005DF4D2F20694AD8BE31E4D84D86E396COB2A5D86AFC82A45FFAF8BDBB1B232989C1A06C8BC14334E1A248%
AF1

Malicious: false

Reputation: low

IE Cache URL:  http:i/https://business.ucf.edu/wp-content/uploads/sites/4/2020/07/Succeeding-Family-Guide-700x-7003.jpg

Preview:
............................................................................................................................................. XeotdAAODE.O. oo
......... 1.1."9AQx.... #2Xaqw. 1.1A."Qa..2q......#3678BRSTUrtuv...
LYOEW..&(.'Wd....... 2. . & Mhe.&."h.&."h.&."h..&.."h..&.."h..&.."h. & "h &."h.. .
.&."h..&."h..&.."h..&.."h..&.."h. & "h & "h & "h & "h & "h & "h & "h & h. & "h & "h & Mhe&. "h & Mhe&he&hedhe & he&he &g hl&h &L
h.&."h.&."h..&."h..&.."h..&.."h..&.."n..&.."h..&.."h..&.."n..&.."h..&.."h..&.."h..&."h..&.."h..&.."h../...."h..&.."h..&.."n..&.."h..&.."h..&.."h..&.."

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\UCF-June2021-Donation-DesktopSize-EngineeringStudents[1].jpg E

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 800x600, frames 3

Category: downloaded

Size (bytes): 113902

Entropy (8bit):  7.991461370213927

Encrypted: true

SSDEEP: 3072:MEGKGp3zAQeENRsJIVR1dyw1klIbgE6KiGcOTcl:MEu2QeEaVndywh5E6KIiGcOTx

MD5: 8192BEF4629C8B9A54C8654826A982CA

SHA1L: 6800724456D05A97456EABS5E1EFCIDF68D1777C

SHA-256: 7B1EBD5A4EE57A358D110DDE3E3355750DD0129B33DA5A9B473A8A7AA21655D6

SHA-512: 767122F42E6164F48D068BB5E515F90570F85D1DE9BIEEB16427EE2FD572FEBF823D26BA327B7B01ECD4C60FF4A2E61D59C9B96A97BE8I3653FAEB74C85B36A
D

Malicious: false

Reputation: low

IE Cache URL: http:ifhttps://www.ucf.edu/files/2021/06/UCF-June2021-Donation-DesktopSize-EngineeringStudents.jpg

Preview:

.s.m.M...%..d*. Sh Kg Janf
. .Z$ .Nb.z. %60 d
U.LOL...++.g.[... JENLLLMfLLM...X...309..V.Lh.p.Y.(.DP.$.

Jq LJ .i%.m...vf..3Z.c..J...6. L A.c.H. R Bh ..... Prjf- XER...N..+.[.Zn..(F@..+1E...u.."&X:

Z..gKE..+ ..ep* .qul@.B%.++>..
PT.u.R*FU.?0..f

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\amit-joshi-150x150[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using G JPEG v62), quality = 90", baseline, precision 8, 150x150, frames 3
Category: downloaded

Size (bytes): 6766

Entropy (8bit): 7.92978198357376
Encrypted: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\amit-joshi-150x150[1].jpg

SSDEEP: 96:LEg520Z4Sgdz7cqGzOPX5W4IgFR+5sAEVWS3dqYhfunlVh8ytY 0yDN3hSPJI:Lvi2gddwqlgJ3dgjnlVh8vDN3h4

MDS5: FA211B494F6557D22837ED6ALC3FB467

SHA1L: CB0OD80D0FD3554D7B4B5F81C1ACA402B86DB7A6F

SHA-256: CE2AD2776AD6808E4111FFC2471EA1F55A1C3D753E4D710CE1B3B1435AF62FA0

SHA-512: 9C4D34091BF94947A5C098B3281A5FAC53DF38F4251BB76DBE34BC8ACD0O7C11BA1B48A5073591DAA82AAC26C7CABB53948506 DEA4F55BFOD5ADC46696C11B
CE

Malicious: false

Reputation: low

|IE Cache URL: http://https://business.ucf.edu/wp-content/uploads/2014/12/amit-joshi-150x150.jpg

Preview:

......%8&'()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
!1..AQ.aq."2...B ..... #3R..br...$4.% ..... &'()*56789:CDEFGHIJISTUVWXY Zcdefghijstuvwxyz..
..&1.{...a..6..5.4k)./.b...e.....u5.._.cX.....LH.T.....S.RZ4. k..G...M.[...98E f=.._......h....h.p.;n/.G?E- .<_.m>MS
Z.kk?.J..U$....2.+.m."..e.Da.*z..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\andy-titen[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 300x300, frames 3
Category: downloaded

Size (bytes): 15021

Entropy (8bit):  7.967009259044353

Encrypted: false

SSDEEP: 384:9eFZ9Y]i8+Li7kjwculTFCpvUd/t1nzN3t61C0/25UcBXLT:GZ9Eh+JI1K8Jt1zPdO57zT

MD5: 3A38875CCD12257F7E4D21E063DAFA96

SHA1L: 56BA4A49C52CBIAEADFA29895BCD3E05DDDA4CES

SHA-256: 1DF66822095680AB34E651153B938B20F3BED65C906232BDBD8674D43479CAF8

SHA-512: C6F7B6ABC068BF8B649EA5103F5B963DD5ES34A26797EB3D11E478E8045DCIF3316868478A6B5F1344F7E76BEF08B678C0A49E3728D03E3F5919ACDFID66CCB
Malicious: false

Reputation: low

IE Cache URL:  http:i/https://business.ucf.edu/wp-content/uploads/sites/4/2016/05/andy-titen.jpg

Preview:

......................... [N
..]|....Gz.5U#-QS=T.Y..@..

AQ.2aq.#BR.....3b4r....$CS... .
.M. T}XOR..{.. OO(I")gc M. HAL2D.ZA 1.7, h;...655...u.c.d..

R..C...HU..... THk"
$..R......6B]/..N.. <J)9$
<.3G..}n a[A..g#..AZ.h.k}...A.. i

.G..[.n..E.l.T.p.m. H..3<Q*>GS/
e NALHA&LP.2... . <-g...d.%.b.a.... 5.H.K>"'Y$,; WIr=A..dro#.Yw..+.L%I..N..a./..Lx....qw...z.0..6.hf..5..n.9..
|}) .p.<.].M..Ug...M3.H5....fk...E9-..2.C.0. WU.<K....?...-3.7.v.X.7..jm{..vr5.0.D

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\beacon.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 13614

Entropy (8bit): 5.29568197542617

Encrypted: false

SSDEEP: 192:xHieOTjf/X02DvMaxvqCTiphHcAfHOWIM7IRMIhN7IkWVXpOeWMXAAQ3mZVNIEd2:Hcjf/rYRCGHBHPIGIRXTIkW5VeeE2
MD5: B7474BAE5335BE4B44AB17736E5A93BE

SHA1L: B6469FAF091D21CF2AF9D3BE7B30CD57A7EDODC4

SHA-256: 0E567066985125E7974F68B42914DCB134E3C38373A4A3D668BDB38A3ES55F299

SHA-512: 39A3F394191F72E90514CA59B65F61D05CEEC9B7937AA3028EB3522F48DEASBDI5SEABI430C3E63D90816218F4CD5EOD785AC4428B7A502A9160609502494A745
Malicious: false

Reputation: low

|IE Cache URL: http:i/fhttps://static.cloudflareinsights.com/beacon.min.js

Preview:
Ifunction(e){function t(i){if(n[i])return n[i].exports;var r=n[i]={i:i,l:!1,exports:{}};return e[i].call(r.exports,r,r.exports,t),r.I=!0,r.exportsjvar n={};t.m=e,t.c=n,t.d=function(e,n,i){t.
o(e,n)||Object.defineProperty(e,n {configurable:!1,enumerable:!0,get:i})},t.n=function(e){var n=e&&e.__esModule?function(){return e.default}:function(){return e};return t
.d(n,"a",n),n},t.o=function(e,t){return Object.prototype.hasOwnProperty.call(e,t)},t.p="",t(t.s=0)}([function(e,t,n){"use strict";function i(e){var t="";if(t=window.location.origin?
window.location.origin:window.location.protocol+"://"+window.location.host,e&&"string"==typeof e)if(0===e.indexOf("/"))t+=e;else try{var n=new URL(e);return n.protocol+"
J/I"+n.host+n.pathname}catch(e){}else{var i=window.location.pathname;i&&i.length>0&&(t+=i)}return t}function r(e){return Object.keys(e).forEach(function(t){"num
ber"==typeof e[t]&&(e[t]=String(e[t]))}),e}function o(e){if("function"==typeof performance.getEntriesByType){var t=performance.get

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\beeples_square_screen_shot[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, big-endian, direntries=12, height=1536, bps=0, Photometricintepretation=RGB, orientation=upper-left, width=2048], baseline, precision 8, 250x250,
frames 3

Category: downloaded

Size (bytes): 82150

Entropy (8bit): 7.837695229049989
Encrypted: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\beeples_square_screen_shot[1].jpg

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

1536:37RzyWDyE87RzyWDyEiaJgsQmagyNnblDcWbXUQsuJNg:wWFWTiGnblDcgXUQsl
E29D55AF92F6C032A3702D3B4A380FB2
2A634F538CD6CE33BBID7F3A122A6322D930F53C
9C611769EFC8A93219ECD457B48827FA625EB35CICA73D4156EC487128BEF180

AA281C2F76A808E90D5F461AF09AC1B46A38EG7A1F5A727D94B2216C7C6B28211A0F92DAAB1DD38231533ACB6B96896138F2621F0496254A05DBAF1BD31CC1C
B

false
low

http://https://business.ucf.edu/wp-content/uploads/sites/4/2021/05/beeples_square_screen_shot.jpg

....G.Exif..MM.*..
2115:19:27.

...".Adobe Photoshop 22.1 (Windows).2021:05:
\Adobe_CM.....Adobe.d..........cccoveviiiiiiiiiiies

Vv . . ....B#.R..3$b.r..CS.cs4.%...... &5..D.T..dEU6te....u..F............... Viv........ '
*=S7..)u..84..c.e..z..v....C_...B.W=.yN{...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\best-colleges-business_500-150x150[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 150 x 150, 8-bit/color RGBA, non-interlaced

downloaded

26342

7.986386861211369

false
384:VeNM3dntguLQHAsz099IRbrvyfttNIENVNenxUoPRwJ4AZLrEoZWnwUjra48Z/:vt7WAszZWNbSmNMnxUoPRwDZ024WZ
85D8C374E259DDIDAEB461E9DEFC6598

B5C19748B138E39A02D415811916E31BCBB49BA4
CFF97C4BDF64ED82A8479AAES520EC8C3489E1199CE974FB39C42DA6C5D6D275D
296D6A88014926F4F5D2B9C947C18A4937A1E3BFB3D2A63A3F30DD43ECFA7F1C5C869EF7ABSA795F61CCC738536C7B0EB293442709A55ED8561999452C88C33
false

low

http://https://business.ucf.edu/wp-content/uploads/sites/4/2020/09/best-colleges-business_500-150x150.png

PNG......IHDR............ <.q... IDATX.W....2#......m.)....0.B...L.N(1....G.%7..R.P..C(.CSl....q......5......4.9K.~N.. <o W W....
=MW 7 W...7..Ta . LH# i $(~=%_.d..t........D.. b BX.B.. 5.0 AL~ 1Z.., .C{_6.K.U.'N...N.W.O..".G.kwa.T....I..E.".J.(.t TR
DIljM... X W...0;...(. Y.R...J..K..8q .#.B.0.7..<G.~#&E4...J...YDB...@...,.u]U...5V't+.R.4._..B.KH..K.+].kO=.gQ..Y"..L/$u:.D..Z. { \A...@{.
Qr.L.Rz#..J&byl....h.2.L.ul.u.il.eY$......88.X...y8..* =.0B....&a,E.iZ)\....F.0.8..4M.J.....G5..u|U]..7.>.XJ....-... #....$.
Ab...l....0b.&.e..q....K[K..6n.0Bp.$K@.M.L *i.y. )%5={.W0.$21]..". T.4Y..CV.X.i...>....L.qJlii...4..HUU%........_....C.a.Q.Z...

Lennn9lg. L.n(d.f....g}t...c}SB.;i. 7. 0. ...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\bob-case[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 300x300, frames 3
downloaded

13602

7.965159656582596

false

384:9UseU1N5flpGNqcBIYICu78JY1gE7a3WCbDFQuO:PeUfbNgXCw8JsgE7a3WSo

F47D32BD73955DCB0A860CB7429C422C

01D2C59F3C8031D540AAE904DCC15C3F9E93C36E
222D7E045DF76ABC9724A960FE2E41DAASCIES6BD8D5B1769514BC15AD197964
2C69F93AFA27D3F7F235F8DDE7240B14FD3CA8DO8F6EEQC36448D5760F64A168376DD413252AECCESA2F0F6A3F6F24459B9CB4F174E06598BE942B86ED49222
false

low

http:ifhttps://business.ucf.edu/wp-content/uploads/sites/4/2016/05/bob-case.jpg

...... JFIF...........C " . TR .
A.2Qaq. #B..R...3b..r..$C..%4.7S... YJ..).:&i1Q4.0e.... #.891.R...P2....5.dB.. ZH..9.@*.XB.=T.1%
eA.g..ei..]l..I.fJuUP. 59} .. .VFT.T..p.Yh3e=._..2.....G2] M..F.. +iUF..u@.Y." LHX....J".-...EN.%...<. J7Wg.JA].P~.....D.U..e.C-1c...@@.. &.....S..)a..-<
%.VFA.TE.J.7.6.9E4."):.5.@...a...P.5.0 pT. Y..@+4...i..$.17..H... .U.d..(Tpx..g4..(+0.L.1..~.M..SW....e.1...9. +0O..1..3ZB8..$..L..e4..|......t]..S}.Y.T....Vt
A]n%.5.09.>.2.@3.."...6.t5..... . T.."0. KTLAND.L.E...)... ]Y.> b MEKY.WV>O.D LY _%..ZN...T...y..c f....

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\bootstrap.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

36816

5.1752334723079825

false
768:r8iUD27UwWINEMI9RgNuCqNjhqg8epm5VCoFXfIR8G3ZsbQ:4875vhgKGvIp3ZsQ
4BECDC9104623E891FBB9D38BBA01BE4
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\bootstrap.min[1].js

SHA1L: 6C264EO0E0026AB5ECE49350C6A8812398E696CBB

SHA-256: 4A4DE7903EA62D330E17410EA4DB6C22BCBEB350AC6AA402D6B54B4C0OCBED327

SHA-512: 2B5AA343E35C1764D83BF788DCCEAFF0488D6197C0OF79A50BA67EF715AD31EDC105431BE68746A2E2FC44E7DAEO7ED49AB062A546DCB22F766F658FA8AG64BF
A5

Malicious: false

Reputation: low

|IE Cache URL: http://https://idp-prod.cc.ucf.edu/idp/js/bootstrap.min.js

Preview:
/*!. * Bootstrap v3.3.5 (http://getbootstrap.com). * Copyright 2011-2015 Twitter, Inc.. * Licensed under the MIT license. */.if("undefined"==typeof jQuery)throw new Error
("Bootstrap's JavaScript requires jQuery");+function(a){"use strict";var b=a.fn.jquery.split(" ")[0].split(".");if(b[0]<2&&b[1]<9||1==b[0]&&9==b[1]&&b[2]<1)throw new Erro
r("Bootstrap's JavaScript requires jQuery version 1.9.1 or higher")}(jQuery),+function(a){"use strict";function b(){var a=document.createElement("bootstrap"),b={WebkitTra
nsition:"webkitTransitionEnd",MozTransition:"transitionend",OTransition:"oTransitionEnd otransitionend" transition:"transitionend"};for(var c in b)if(void 0!==a.style[c])
return{end:b[c]};return!1}a.fn.emulate TransitionEnd=function(b){var c=!1,d=this;a(this).one("bsTransitionEnd" function(){c=!0});var e=function(){c||a(d).trigger(a.support
.transition.end)};return setTimeout(e,b),this},a(function(){a.support.transition=Db(),a.support.transition&&(a.event.special.bsTransitionEnd={bind Type:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OW10PBUV\carolyn-massiah-DSC_3836[1].png E

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 1600 x 1600, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 1829556

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

7.994626272615711

true
24576:dbYiw6zrrCr37nv3lelbL/IBGQ7G44GenIB50sKx0OFFWMIlyq9TS5CTmt2wj0ZAeX:WBoerz5VLQFuelBSHK2LwkyCtKtZmD7
CA59EE455340729C1138682CC7EBEBA3

137FCAO8ABEC53A2EB240AD3F949E7F2FC7ED3B0
567F05E5CA272073EA5943A8E5A446D377A674C84D591123DB7211E2D2BAG96B

DE560AF8D2B5C3BCOD0COF3DFB586434325932AA2682F57C1FC9CA243E0F885D72B090B7C8EDDB8788B171D8FOC5B7E95A74A91A1636B0B7A2E7DE38838BAE
3E

false
low

http://https://business.ucf.edu/wp-content/uploads/sites/4/2014/12/carolyn-massiah-DSC_3836.png

.PNG ..A$.Zn.B.Z.L3.14 H. 0....... ]XIVWW)NO.D ...UFXD...Y.y.} oo Hoeianns
DDDDDDDDDD..Q. ..DDDDDDDDDDDD... ™ ;-@DDDDDDDDDDD..Q.
.DDDDDDDDDDDD. @DDDDDDDDDDD..Q ..DDDDDDDDDDDD...

DDDDDDDDDDDD...
.;.@DDDDDDDDDDD..Q
@DbDDDDDDDDDD..Q.™ [T DDDDDDDD

.@DDDDDDDDDDD..Q."
....DDDDDDDDDDDD...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OW10PBUV\chip_headley[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 299x299, frames 3
downloaded

14069

7.936823412210077

false

384:iTyvGegGelCpbJzAbk3Bb7R3gS8JUgEZdn:iTyuXGoCpp3RR3g5JUBdN

EDB609279AB3748FCD69F97610DB81D0

E7C98B662893D45808D9A47D0112D213432C7A8E
F390EOCOF49E247226FE91686833678C2FE236C8876659EBF006FC994C54871D
3863F8C3C4A423D0617DEAFC734295EE96776F8DE1407EEE482983D4AEBO06DIDOFO6F6A35EF8048FAABO382CAB841D554B9945FC46D686839CA991057266112¢
false

low

http:fhttps://business.ucf.edu/wp-content/uploads/sites/4/2015/11/chip_headley.jpg

2...#B..R..$3br
.ag."2...B.... #3R..br..$4.%.....&'()*56 789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz.. (e (o) .
~.m.y.g..Ho-A...2.. LIK.E.@..0@..00..0@..00..0@..0@..00..0@..0@..0@..0@..0@...c....$....6.]+Kg...=.1.>...9.b. . LF.E.F.Xf........ S.
Sedl =Yg . 4g.U.<Ts.ly....Q..U/.C.$..m#...<V4..|Fs..8.aY.b.2..9...v.0..q.5-S4n./<.3....8.2..Md]k...."uR...?.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\coba-pass[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
PNG image data, 141 x 78, 8-bit/color RGBA, interlaced
downloaded

57941

5.335931685862913

false

384: TIXEOS5IEM53ka7f1+0obgEDVYZSpsTGOXx1wfBRKNZImGJILbDIaSnZBPrJOxByy6Jw:x35IEUxB3+PvsaCPUEY6JR7/CZnT
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\coba-pass[1].png

MDS5: CEF129B1834736E2BE921E63D101EA23

SHA1L: ABDF669B1342A93E050C1DB8AC252DDEDC88B893

SHA-256: EB092D2E52C085FC88ADAD296634140A8CE819C9A5A62079291F6637E55AC361

SHA-512: 972C964A03A4FE4871723FCABA2063DBAB7883135F29DF21D4AC69CA1A4CBID7F068477D03DDEIB3A22ABD7FC30FE2D3A61FD845D586CCES33739F25637B79
E

Malicious: false

Reputation: low

|IE Cache URL: http://https://business.ucf.edu/wp-content/uploads/sites/4/2014/11/coba-pass.png

Preview:
PNG........ IHDR....... N....j%.).... pHYS .o OiICCPPhotoshop ICC profile..x.SgTS..=...BK...KoR.. RB....&*..J.l...Q..EE.......... Qi { Koo S H3Q5...B.....
..... @..$p....dIs#..~<<+"...X...M..0...B\....t.8K...@z.B.@F...&S....".cb..P-."......{.[l..... .e.D.h;..V.E.X0..fK.9..-.0IWfH............0Q..).{. . ##x....FW<.+..* X.<$9E.[.-q
WW..(lL.+.6a.a.@.y..2.4..........X...6.._-."bDb...p@...t~...[...;. W.p.~<<E......... J.BlaW}lg._W.l~<..$.2].G....L..b.G..... "I1b.X*..Q.q.D...2."
.B.).%..d..,..>5.j>{-]c. K'Xt.....0..(...h..w..2.G.%..fl.g."D$.T.?....D.* A....,....... 6.B$..B.B.d.")..B(..*"[.@.4.Qh..p..U..=p..a...(..A..a.b. X#...LH.$ .Q"K5HIR.T
UH..=r.9.\F..;..2...G1...Q=...C..7..F..dtl......r.=.6..h..>C.0....3.10...B.8,..c.".....V....c.w..E..6.wB 2. AHXLXN.H. .$4...7...Q."..K.&.....n21.XH #..../{.C.7$..C2"...I..T...F.n

R#.,..4H.#...dk..9.,

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\cropped-favicon-32x32[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 32 x 32, 8-bit gray+alpha, non-interlaced
Category: downloaded

Size (bytes): 694

Entropy (8bit):  7.35530977590631

Encrypted: false

SSDEEP: 12:6v/7bWv90zVzQWc4McK87LSdQDSMbgZsmjQRmZCIDuw4t3EpNtSF7:PvexOWX1L4QDSRZIHLWAt3EP4V

MD5: 1582A5C3D2DA1C71D57FCODE4C4EDBD3

SHA1L: C330ECDDA406DB8F423E42834B87F0F23E608C6E

SHA-256: 0559323FF74EDCA7BCDF74E6CB30AF33E57CA09049A8B2AAE15E09FDB729B3E8

SHA-512: FCB7E01787A100829BABFF2B0C9C41BB4D49CA487718D1517DECF2BAD75DF8809ADE072195D3741B0AB8CEE95BD39DDB3CD933E4C5D95A2D24AE171F2359L
B82

Malicious: false

Reputation: low

IE Cache URL:  http:i/https://www.ucf.edu/files/2018/02/cropped-favicon-32x32.png

Preview:

$.<0..n.0..&My.w$.LIr..6..$...a..%.z..d |..,...d.$...f$8l..c/9°.$..$ 4Ir. .} 1. LF.$...r..2..[Kr.%I2k.9l.g.xh..fm...~.d..d.vg$9.5.WI......$O.....M8".i#t.y"sr.S.
%IN.3-1~..$....,.Xer..0%.#.9/.e.%.U....$..V.$.)[. ..el~.=.<g.YIr.N..LySvxd".$..p..[bV..cv..[;>3.@..|....1-1.<....(9..fk.9.-.!I"2..0%..M.q..1.[.....)....\q.c.Qw.
.5d.YLd.u.- H+}.$.#+...6...M.. .IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\david_fuller[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 400x266, frames 3

Category: downloaded

Size (bytes): 41052

Entropy (8bit):  7.921403511209731

Encrypted: false

SSDEEP: 768:wprHjYEa6WDGxWopBD9IbRQXEGqoUGCCL5uDS3tLg632btL20WRLQjWL+YMRpLXR:wprkEad2SUeCCtuDS3tO6m5aOWRL4War
MDS5: 0472AD71EOE2F133604AF3188048F825

SHA1L: BD2982A20212AE29FF5591975934ABB4C2A21E90

SHA-256: 966AC944F9256335117BC303CC3333BDA4149A5F66C0BF787247E6E568B85301

SHA-512: A357FODED6BC6C7297182321D382AC9541A23F01758C3A7CA542557CB91F031E428F02D684E8B9262855649E7C2698CFC437E98E7C3E50B36964F1C3779ECD6(
Malicious: false

Reputation: low

IE Cache URL: http:i/fhttps://business.ucf.edu/wp-content/uploads/sites/4/2015/07/david_fuller.jpg

Preview:
........ 11A..Qa."q.
W 11.AQ
LWNLLL< {.0.*0.1.G.z...
..... E8(..c._B8..0._..q.}p...Z779....."..P==~.Q...N......(...8.N.=.0.S..2z.....M.2y....4..Nz..1.."...z.n.. ... .n.U. ......l1z.~...P..y.@....zs.{4..9.=....h...C...Z@.J..

N 3s..st<w= L~ 0021 h z L X8 n#I e L HE = L@ 9.8..1s...;.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\down[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 15 x 15, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 748

Entropy (8bit): 7.249606135668305

Encrypted: false

SSDEEP: 12:6v/7/12QeZ7HVJI606yiqlpdtSQFAVFcmB6R2HkZuU4fB4CsY4NJIrvMezoW2uONroc:GeZ6oLigkbDuU4fqz TrvMeBBIE
MD5: C4F558C4C8B56858F15C09037CD6625A

Copyright Joe Security LLC 2021 Page 22 of 48



C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\down[1]

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

IE Cache URL:

Preview:

EE497CC061D6A7A59BB66DEFEA65F9A8145BA240

39E7DE847C9F731EAA72338AD9053217B957859DE27B50B6474EC42971530781
D60353D3FBEA2992D96795BA30B20727B022B9164B2094B922921D33CA7CE1634713693AC191F8F5708954544F7648F4840BCD5B62CB6A032EF292A8BOES2A44
false

low

res:/fieframe.dll/down.png

W WY HZ.H\].<r.=s.P..Q..Q..U..0.p..l. X Zo~ s
................................................................. $..s...7tRNS.a.0(,.s....e......q
............................ F.Z...IDATX"%.S..@.C..m.mTk...m.?|;.y..S....F.t...,......D.>.LpX=f.M..H4.......=.=.xy.[n.7..7....<.q.kH..#+. ..]l.z.. ksC..X<.+.J>..%3Bmga
.heZ_<Y_jG..WNA<>Nu.u@.....M....7...1D.m~)s8..&....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\ex-link[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 10 x 10, 8-bit/color RGBA, non-interlaced

downloaded

206

6.360298510127983

false

6:6v/IhPUPNDspVBAA02anUuXsMWsbTNSDOIWyQp:6v/7V1IAAAnUwWjWsbhQXa
4F4E6C699313DF5553EF0C75B231EDEO
8BA184787A28F4297D397FC95140CB4ACT7F82AA8
3153990358EAEB0O89F01F1D73B5FA6947FAF5B09C3F66777CCEFFFDDAFB60COA

33459DBD5CFEBAOAESFFC61BBB737485E49F00307DA00B9BA1949EC93B3222BDA25B331A89285EAATDI7FFCI63AA4A45AA08A5DEA7151BDF1A6B073F2CD27
ceD

false
low

http://https://cdn.it.ucf.edu/minerva/1.0.0/images/ex-link.png

PNG........ IHDR.............. 2....tEXtSoftware.Adobe ImageReadyq.e<...pIDATx.b...?.......db....5...q....$.j...2.b..8.p..0."$1........ c(\..P.a.8#TH. _....%X..=...l.-X..V....... z'e..Oc

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\favicon[1].ico

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

MS Windows icon resource - 1 icon, 16x16, 32 bits/pixel

downloaded

1150

5.338721213830573

false

24:/6g70kary9rBXQpy9H90nom3Jx9y TLa8q7Pd1h:/X0imytqouMTNq7PI
COF39A6E0F9550886CB2B720AEBA10D2
A027C24D58FC3F240BFA885A844EECAC842FEB4A
08C590099F5885353D15F91EF39D486760E647D7175991D4199AE8498D2CB82F
A1C7FB9B517956D22D5C5FA8728DF8C048945804F422F2A01157D166F2A04786E88C863CA952F745027B20E3EC70DDFB9878778B7283658438A3F41D8883FE42
false

low

http://https://business.ucf.edu/wp-content/themes/Colleges-Theme/favicon.ico

...h .."HHH.666.2Z7... . ....3666.<<<.bbb.@ @ @.$$
$.....DDD.RRR.\.. .@@@.VVV.@@@.PPP.DDD.HHH....<bbb....8 .PPP.888.VVV....~~~.bbb....d...B(((....."".22
.RRR.FFF ~RRRA\...

 jjjxxx....L...TDDD..

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\fbevents[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

dropped

95938

5.395518863260212

false
1536:3M+OWtl6ay9les1zKqQqfUThe7Kdv0a9slOs1jaV7vu50m20C+QNSMngySZY Slla:3zNpkjSVnYDGel
77C8560C3939C247C67163EA47D82335

C357F9819231EF39033CB16B05FC8F4983E20DBD
412979F99062018CC1B3BA7CC84A0C6D03F86F1C1FO7F1EE90FA0402BA2D93ED
78E5A91B2B74315E04CBCD8726A15E47F97021DE366DB47D8B8789A8A33588C1F1E154522B9EC3176319E1760C80F62BCC81E06CA7744FCFD1C7031BFBB6OEG
false

low
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\fbevents[1].js

Preview:

[*** Copyright (c) 2017-present, Facebook, Inc. All rights reserved..*.* You are hereby granted a non-exclusive, worldwide, royalty-free license to use,.* copy, modify, and
distribute this software in source code or binary form for use.* in connection with the web services and APIs provided by Facebook..*.* As with any software that integrates
with the Facebook platform, your use of.* this software is subject to the Facebook Platform Policy.* [http://developers.facebook.com/policy/]. This copyright notice shall be.*
included in all copies or substantial portions of the software..*.* THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR.* IM
PLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS.* FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN
NO EVENT SHALL THE AUTHORS OR.* COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER.* IN AN ACTION OF C
ONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN.* CONNECTION WI

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\feed[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

XML 1.0 document, ASCII text

downloaded

791

5.103833899325241

false

24:2dAWWm8IkubWGaoW3Inb8249c6wqc/1+z20a:colkukzcR49crzvOa
OED20702CBEOACOFBE626A269DABI60F
36D87F99A4308AF68B822BFD4B71C1FDB0OC820CD
3FBCD30A306DB3BOC1E3A344459A30FCCA3B17E3D96C99948367799EEED3278A

8EBO5E47304CAOFE1D2D542AC435643A476B5DE98601E64BCF77A1EA88489DCB14BE37E9C63CAF34AA7320AD7180F2D1BFD28DB23146DF92D83F0BIESECY6]
EF

false
low

http://https://www.ucf.edu/alert/feed/?post_type=alert& =1624510818292

<?xml version="1.0" encoding="UTF-8"?>.<rss version="2.0"..xmlns:content="http://purl.org/rss/1.0/modules/content/". xmIns:wfw="http://wellformedweb.org/Comment
API/"..xmiIns:dc="http://purl.org/dc/elements/1.1/"..xmIns:atom="http://www.w3.0rg/2005/Atom"..xmlns:sy="http://purl.org/rss/1.0/modules/syndication/"..xmiIns:slash="http:/
Ipurl.org/rss/1.0/modules/slash/"..>..<channel>..<title>UCF AlertUCF Alert</title>..<atom:link href="https://www.ucf.edu/alert/feed/?post_type=alert" rel="self" type="app
lication/rss+xml" />..<link>https://www.ucf.edu/alert</link>..<description>Emergency Alert System - University of Central Florida, Orlando, FL</description>..<lastBuildDa
te></lastBuildDate>..<language>en-US</language>..<generator>https://wordpress.org/?v=5.3</generator>...</channel>.</rss>.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\font-awesome.min[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

31000

4.746143404849733

false
384:wHu5yWeTUKW+KIkJ5de2UYDyViwYUas2I8yQ/8dwmaU8G:wwir+KIk3Yi+fwYUf218yQ/e9vf
269550530CC127B6AA5A35925A7DEGCE
512C7D79033E3028A9BE61B540CF1A6870C896F8
799AEB25CC0373FDEEOE1B1DB7AD6C2F6A0E058DFADAA3379689F583213190BD

49F4E24E55FA924FAABAD7DEBESFFB2E26D439E25696DF6B6F20E7F766B50EAS8EC3DBD61B6305A1ACACD2C80E6E659ACCEE4140F885BICIE71008E9001FB
FaB

false
low

http://https://stackpath.bootstrapcdn.com/font-awesome/4.7.0/css/font-awesome.min.css

/¥1.* Font Awesome 4.7.0 by @davegandy - http://fontawesome.io - @fontawesome. * License - http://fontawesome.io/license (Font: SIL OFL 1.1, CSS: MIT License).
*/@font-face{font-family:'FontAwesome';src:url("../fonts/fontawesome-webfont.eot?v=4.7.0");src:url('../fonts/fontawesome-webfont.eot?#iefix&v=4.7.0") format(‘'embedded-
opentype"),url('../fonts/fontawesome-webfont.woff2?v=4.7.0") format(‘woff2'),url("../fonts/fontawesome-webfont.woff?v=4.7.0") format(‘woff"),url("../fonts/fontawesome-web
font.ttf?v=4.7.0") format(‘truetype"),url('../fonts/fontawesome-webfont.svg?v=4.7.0#fontawesomeregular’) format('svg');font-weight:normal;font-style:normal}.fa{display:inline-
block;font:normal normal normal 14px/1 FontAwesome;font-size:inherit;text-rendering:auto;-webkit-font-smoothing:antialiased;-moz-osx-font-smoothing:grayscale}.fa-lg{
font-size:1.33333333em;line-height:.75em;vertical-align:-15%}.fa-2x{font-size:2emy}.fa-3x{font-size:3em}.fa-4x{font-size: 4emy}.fa-5x{font-size:5em}.fa-fw{width:1.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\fontawesome-webfont[1].eot

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Embedded OpenType (EOT), FontAwesome family

downloaded

165742

6.705073372195656

false
3072:gbhEnD+1zsU9z9QJ6/P3Xe2iEIEPGFCMW1JVJIG6wVTDsk6BmG6S1yKshojskO+b2:qenD+1zsU9z9QJ6/PO2FIEP2C/DVJIG6I
674F50D287A8C48DC19BA404D20FE713

D980C2CE873DC43AF460D4D572D441304499F400
7BFCAB6DB99D5CFBF1705CA0536DDC78585432CC5FA41BBD7ADOF009033B2979
C160D3D77E67EFF986043461693B2A831E1175F579490D7F0B411005EA81BD4F5850FF534F6721B727C002973F3F9027EA960FAC4317D37DB1D4CB53ECI9D343A
false

low
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\fontawesome-webfont[1].eot
|IE Cache URL: http://https://idp-prod.cc.ucf.edu/idp/fonts/fontawesome-webfont.eot?

Preview:
2 IO PUROPRN LP.iiiee YX.oovovoveee . F.ONLAw.es.ome.....R.egular.$.Vers.ion. 4.7.0..20.16...Fo.ntAw.es.ome........ PFFTMk
...GDEF....... p... 0S/2.2z@...X..."cmap..: .h...glyf..M......L.head. .6hhea... TR 8... name....gh....post...
XY <o 32320 '

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\ga[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 46274

Entropy (8bit):  5.48786904450865

Encrypted: false

SSDEEP: 768:aqNVrKn0VGhn+K7U1r2p/Y60fyy3/g30MZht1z1prkfwl+9NZ5VA:RHrLVGhnplwp/Y7cnz1RKLL5m

MDS5: E9372FOEBBCF71F851E3D321EF2A8E5A

SHA1L: 2C7D19D1AF7D97085C977D1B69DCB8B84483D87C

SHA-256: 1259EA99BD76596239BFD3102C679EB0A5052578DC526B0452F4D42F8BCDD45F

SHA-512: C3A1C74AC968FC2FA366D9C25442162773DBIAF1289ADFB165FC71E7750A7E62BD22F424F241730F3C2427AFFF8A540C214B3B97219A360A231D4875E6DDEE6G
Malicious: false

Reputation: low

IE Cache URL:  http:i/https://ssl.google-analytics.com/ga.js

Preview:

(function(){var E;var g=window,n=document,p=function(a){var b=g._gaUserPrefs;if(b&&b.ioo&&b.ioo()||a&&!0===g["ga-disable-"+a])return!0;try{var c=g.external;if(c
&&c._gaUserPrefs&&"00"==c._gaUserPrefs)return!0O}catch(f){}a=[];b=n.cookie.split(";");c=/"s*AMP_TOKEN=\s*(.*?)\s*$/;for(var d=0;d<b.length;d++){var e=b[d].match
(c);e&&a.push(e[1])}or(b=0;b<a.length;b++)if("$OPT_OUT"==decodeURIComponent(a[b]))return!O;return!1};var g=function(a){return encodeURIComponent?enco
deURIComponent(a).replace(/\(/g,"%28").replace(/\)/g,"%29"):a},r=/"(www\.)?google(\.com?)?(\.[a-z]{2}) ?$/,u=/("|\.)doubleclick\.net$/i;function Aa(a,b){switch(b){case 0:r
eturn™'+a;case lreturn 1*a;case 2:return!la;case 3:return 1E3*ajreturn ajfunction Ba(a){return"function"==typeof a}function Ca(a){return void 0!=a&&-1<(a.constructor+"")
.indexOf("String")}unction F(a,b){return void 0==al|"-"==a&&!b||"'==a}function Da(a){if(!a||""==a)return"";for(;a&&-1<" \n\r\t".indexOf(a.charAt(0));)a=a.substring(1);for(;a&&-
I<"\n\r\t"i

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\george-grammatikas[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 300x300, frames 3
Category: downloaded

Size (bytes): 12984

Entropy (8bit):  7.958848072689568

Encrypted: false

SSDEEP: 192:9pJzWOIrYRRLoJwn6i9vbwju/hR9zbxbvleJBURo+CRIXiNIkvbMkYiwauQbyau:9DzfRES6EDWOR9fplrizMKYLQPuU

MD5: 5CBESEB532CF294B3531280714ECE003

SHA1: 858E1327E7E32D4257711BDBD59015B1C5685EC8

SHA-256: 024D0B527AD8EF9895167F40685EBABAOBE797E896E4E69350733E1C7CBIE6GBD

SHA-512: A2EC1EC180B123154BOEE905A3CDIFA20BFF29124FDOBIDA134E639D44CD462E5AF314B491D9F894663339663068FBOFF67CC6D9146BFF577A8719EA6326C49
Malicious: false

Reputation: low

IE Cache URL:  http:i/https://business.ucf.edu/wp-content/uploads/sites/4/2016/05/george-grammatikas.jpg

Preview:

N O | THE TTEppppreess

D.(...4(.]-%. B..7&...n.$.A.

.%...W.c..

. 8 t..AY.F.2.mL. ..yu.eW. 5. ..U d<%..... 402G Mo QL B
{..VH.R.2r....{$e..p.oU@$.......1..... j,.h..0.M6H.0..B]oD.C#.G-"U.S.C..&..0L@..Y..]...... ]....LH#F".....

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\image[1].gif

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 34

Entropy (8bit):  2.882524990934808

Encrypted: false

SSDEEP: 3:CUXCXK5q:4k5q

MD5: A82BA3A9D42148E9CF209DF13D8C3F3D

SHAL: DBA80835D31175BDCFOBCAD1ABAFEFB0O6D86E304

SHA-256: 1E85EC81B9800B4C443D39CACAOD0926089A3AC201120DB1CEB45B93789480B8

SHA-512: 97777A4B16BEDD7547A46B1AB1D146C50C1547BBE23C70708806A357352A1291A4EB6CDAE049D0OE334F33903DBC98D7054EB5BFF84DABOEDCD091241EBBESS
53

Malicious: false

Reputation: low
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\image[1].gif

IE Cache URL:

Preview:

http://https://36185.global.siteimproveanalytics.io/image.aspx?
url=https%3A%2F%2Fwww.ucf.edu%2F&title=University%200f%20Central%20Florida%20%7C%200rlando’'s%20Hometown%20University&res=1280x1024&accountid=3
6185&rt=4667&prev=1e229c57-28cbh-af93-9b61-ff515bdb9e44&Iuid=817b6717-5368-9187-f026-22b57d67297d&rnd=85696

GIF89a............. R L.;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\jason_rimes[1].jpg

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, big-endian, direntries=18, height=5184, bps=0, PhotometricIntepretation=RGB, manufacturer=Canon, model=Canon EOS 7D, orientation=upper-left, w
idth=3456], baseline, precision 8, 200x216, frames 3

downloaded

65740

7.792155248701499

false
1536:IRH+3RH+KWQ1ph7wqCkLLL8Hq9eFaQiLYTqOE:IRORZtwqCE4qoiLYTZE
650AEFAB10945CADF097213D7384CD81
49F9FCA32FB649C4765B43FB3CBB0858A2F36A8B
585FC86FCAB320B8135B248DDDC48E6A7AIF024E1CDALIC8A31498E31C28EF136

BB02B51530D8206C3DA4D583BACB3146F75D1CE37B6440A8B572FED80OES7C205116D8E4A89E741E3BOC7ASD439DB2EECE28C805490C54D64BF65E01ADBAS33:
29

false

low

http://https://business.ucf.edu/wp-content/uploads/sites/4/2015/07/jason_rimes.jpg

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\lazysizes.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

7235

5.421538212995168

false
192:104602wGWi72hBQa0cDTrTx46C4gq4q4oFPHK8180wTZ6RtR:10460072hVDnTxcdq4q4oFPHKIBVTIR]
0812D0F17B90A4AEFD97BB91085AD252

B8D4D9CBFEB488D2FD61004FECBACASDDF5AE932
876B4C12685E991D88378C1B6DD3638FD2DA0C88F3C24DA1ADA950C1F26604E1L

B9AG842A800F5447BD8F5B22E0413C86390D6070457E45EAC342FD5F159FB98A9CCOD2F69BC321DF28D67C2074CE27D0CBES68C1EBAA2E1SE8FID8S08ESGAEL
6

false
low

http:// https://www.ucf.edu/wp-content/plugins/lazy-loading-responsive-images/js/lazysizes.min.js?ver=5.3

/*! lazysizes - v5.2.0 */.!function(a,b){var c=b(a,a.document,Date);a.lazySizes=c,"object"==typeof module&&module.exports&&(module.exports=c)}(“undefined"!=typeof
window?window:{},function(a,b,c){"use strict";var d,e;if(function(){var b,c={lazyClass:"lazyload" loadedClass:"lazyloaded" loadingClass:"lazyloading",preloadClass:"laz
ypreload",errorClass:"lazyerror*,autosizesClass:"lazyautosizes",srcAttr:"data-src",srcsetAttr:"data-srcset”, sizesAttr:"data-sizes",minSize:40,customMedia:{},init:!0,expFa
ctor:1.5,hFac:.8,loadMode:2,loadHidden:!0,ricTimeout:0,throttleDelay:125};e=a.lazySizesConfig||a.lazysizesConfig||{};for(b in c)b in e||(e[b]=c[b])}(),!b||!b.getElementsB
yClassName)return{init:function(){},cfg:e,noSupport:!0};var f=b.documentElement,g=a.HTMLPictureElement,h="addEventListener",i="getAttribute",j=a[h].bind(a) k=a.
setTimeout,|=a.requestAnimationFrame||k, m=a.requestldleCallback,n=/*picture$/i,o=["load","error","lazyincluded","_lazyloaded"],p={},q=Array.prototype.forEach,r=
function(a

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUVimaureen-ambrosel-150x150[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

gd-jpeg v1.0 (using G JPEG v62), quality = 90", baseline, precision 8, 150x150, frames 3
downloaded

7318

7.941099567617352

false

192:LecA9x84Bzl4zMFkahp01dBOp2LxIhRUAqQWTf:LecAPddI4zsB8xDAWTf
DEEDFA3BE4DA815EF65F2C25E5856FC5
565898B374E8243ABF29D31D77B8D4DCB75D97ED
9A87852CD2DBC37189588C1E904659F6FBEE4DF3940C4AFD1722B97E9406D42E
71A6DAF2889B67DEBDO6FIA767E56C2F3D0BA26C1300333ECB43528E17C30F52AEB40B0147477A9060FB917710242D8ESBES56C8C1B7B0415046B57E76C237D7¢
false

low
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUVimaureen-ambrose1-150x150[1].jpg

IE Cache URL:

Preview:

http://https://business.ucf.edu/wp-content/uploads/2014/12/maureen-ambrose1-150x150.jpg

...... JFIF............;,CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 90....C.....cccriiiriiiiriiiiiiiieieieerenieseeresiesieseeseese G
J11A..Qa."q.2... #B...R..$3br

................ ?.Dl.2M'_Z....il/Zu .m......H..)v..3......._.m e l\\X < 0= 4 us U c=+. V. L6 k..&m.;... K...ns.>....0.E.L..g...92.j.......d
?C[...2..z.k{O..S...(O..7#1.."[....1x.c9 ...... uva.)4.n.L.+.R..N."...-.B..-..e....=...J.$PGB+.Z.u..s.Jt.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\mejs-controls[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

4598

4.827387738823643

false
96:uGgmJ8ekHFRtW95g1qfaKqN97ZGygalZM/zrmEdIzIzIVC:uGhOeklgav7ZQrHggV
FO849A5E79712B10E1531925E3EDB879
ASFD4A315CB977532DACAB3C130CE8FFC57F6F3F
AD55816AC6C62F214E60A1913FF4F0215AB329034CBC7436A5514941449CA7B9
A845C31014DA1FC85207705389065D88D70340269DAC3AC2AB7F8545B087F18B59F60633196F4BF5E50711C6A9637F3B705A5BE92089B74E75FEFBDB84DDDC37
false

low

http://https://business.ucf.edu/wp-includes/js/mediaelement/mejs-controls.svg

<svg xmins="http://www.w3.0rg/2000/svg" width="400" height="120" viewBox="0 0 400 120"><style>.stOffill:#FFFFFF;width:16px;height:16px} .st1{fill:none;stroke:#F
FFFFF;stroke-width:1.5;stroke-linecap:round;} .st2{fill:none;stroke:#FFFFFF;stroke-width:2;stroke-linecap:round;} .st3{fill:none;stroke:#FFFFFF;} .stA{fill:#231F20;} .st5
{opacity:0.75;fill:none;stroke:#FFFFFF;stroke-width:5;enable-background:new;} .st6{fill:none;stroke:#FFFFFF;stroke-width:5;} .st7{opacity:0.4;fil:#FFFFFF;enable-
background:new;} .st8{opacity:0.6;fill:#FFFFFF;enable-background:new;} .st9{opacity:0.8;fill:#FFFFFF;enable-background:new;} .st10{opacity:0.9;fill:#FFFFFF;enable-
background:new;} .st11{opacity:0.3;fill:#FFFFFF;enable-background:new;} .st12{opacity:0.5;fill:#FFFFFF;enable-background:new;} .st13{opacity:0.7;fill:#FFFFFF;enable-
background:new;}</style><path class="st0" d="M16.5 8.5c.3.1.4.5.2.8-.1.1-.1.2-.2.2|-11.4 7¢-.5.3-.8.1-.8-.5V2c0-.5.4-.8.8-.5|11.4 7z"/><path class="st0" d="M24 1h2.2c.6
01.411v

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OW10PBUV\merrill-bailey[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 300x300, frames 3
downloaded

20443

7.963945692762808

false

384:9MhRLZsbPsK13rUmNgnzFvEFrfwQadH7Cg34nH0q3kQgCuFvPjt5FeCleY:qhoJLu8wn2g34H5P2FvLQeY
CF32082F1E4197C8B5EFBFE82C812456

0CA92219DF9D98EALFF21CFOD130416E71E8E537
3BAADOFC3F1D99EE785A7F3B400342966C3DB951CE06381717278E88279AAA8B

072BE33ES8EB140FD49D964A324FCD22D3668EB78AC8F77006DDE99E3BESSEBF94C8578F858720BBF7667EB5483E47E46EDBF0062A722DAE7FDF230E0C55ECD
B6

false
low

http://https://business.ucf.edu/wp-content/uploads/sites/4/2016/05/merrill-bailey.jpg

1AQ2aq..#B.3Rb ..11.AQ."aq2..Bb. #.R.............. 2.8.@jV.jV..@...@........ a.YF..J..ZB..9.0....$4....T
LYHLHLAL LS\ 3L QL. 2r(.e.<.%)2..%.+. v 4. . A.=..nJ.. XOWF...p....]..E.k..RL.Z*M..p..U......(.Nn.-_....m<...e,.OK[....S.Y.L.=.2.U..Z..%Q].A.GL...Ul....7.
}.L.|@ b..Bi......... 7..6.%.@.@....@...@...@ V. jV.j..*T..P.P.*T...@1R,. .<.Pz%F._J.(.nFo.ab.r.?-ai.m...k:l.z_keyF{xmXE.o.*_..Jx.f 4...d.%,|.
Z..0=.8+(..L..{.9.IxC.....Z...B.<L.K_...Q}.1.....W..DIIW.CRr.R..\O........0....5Y.....2....D.....g.8....0...W 6....6...0.2.[5k.."..

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\mike-odonnell[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 300x300, frames 3
downloaded

12396

7.954080979466245

false
192:9U+HsohM50KRoMCoYPGofHIr+2moJMokOWQ4+B344u001btcx7vFpZI8QvUjOsvW:9NHsxOeCoY PFkFiadu/RtEdpdvUIWTV7
B751A99F98A6882A5D783849B56807ED

8DFA0B9B3D290F3EB43D66AC35AAFE0096C8954D
126E3E48924D4A087AF6D733BE6G3E63864A6BIDF063371BF2C4262502A1E80D2

DC018D112844C391674A7BDE4162E5FD02E8B2D6D7B43A7DB82A0SEC8E706E2D058461B3012ADA3DB720AE78AB5F3A704B948C2A9E92914B1780FCBBB298B1
1

false

low
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\mike-odonnell[1].jpg

IE Cache URL:

Preview:

http://https://business.ucf.edu/wp-content/uploads/sites/4/2016/05/mike-odonnell.jpg

LI PSP S PP @ 1"
2 ML HM7PL T T.T.V@... ] [y...=... G.ys(Xef( e sz.,X0..;.hu..Y k..,-.B.T..7...8u .
...nu..cL.M..c...3jt81..0,d.7............ Z.ba..eil.S.y.au...z.0.g#9..t.E:.L...fkO}Ug...3.u.dJ.

P'T. (...M..N..|..utL.i]s..Ml..c.~.._.mAL..Z.#.;W,k_..(.(M)..A..\mt. 4A....... +s+.k...|.Y5..0.....>...\

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\newsroom[1].htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators
downloaded

60958

5.329352694145404

false
1536:ledWRDSfFbZDHoXMlywvHzMZLJIU8zUcRbWDC:leERDS99DHGMfzMkcRbWDC
8C51C3D3D575C9ADFFC7ABAET7147215E
78CEAEEOBD84FC654123C4D923682B6B08E0787C
7F0529C734219FEE01E1001C7174389CE7D4F745FE9D7567CA16FBDDOAADIFF4
3DC5958B1AA3E29E820500CE0C46E33D2C80ECF3BFFA0AD00A8BDD92D6A46809B3382A2EA34D889830C1712139B6CF47D5A2781DA102396B41248783C18176F5
false

low

http://https://business.ucf.edu/college/newsroom/

<IDOCTYPE html>.<html lang="en-us">..<head>...<meta name="robots' content="index, follow, max-image-preview:large, max-snippet:-1, max-video-preview:-1' />.<meta
charset="utf-8">.<meta http-equiv="X-UA-Compatible" content="IE=Edge">.<meta name="viewport" content="width=device-width, initial-scale=1, shrink-to-fit=no">.<meta
name="google-site-verification" content="8hYa3fsinyoRE8vg6C0O048-GCMdi5Kd-1qFpQTTXSIw">... This site is optimized with the Yoast SEO plugin v16.0.2 - htt
ps:/lyoast.com/wordpress/plugins/seo/ -->..<title>News Room | UCF College of Business</title>..<meta name="description" content="Check out the News Room at UCF&
#039;s College of business. Here you will find the latest business articles and information on upcoming events." />..<link rel="canonical" href="https://business.ucf.edu/
college/newsroom/" />..<meta property="og:locale" content="en_US" />..<meta property="og:type" content="article" />..<meta property="og:title" content="News Room |
UCF College of Business"

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\no-photo[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, little-endian, direntries=0], baseline, precision 8, 141x140, frames 3

downloaded

6159

7.824067155171837

false
96:mQ1BIQYAWzWLMfZwWxUXRI/EKJiyZHJAEHNfZHBGN21RUAWhZIMoT6Qx0za:m1zWCfLxRIcibHf9BIORUAK7MoK+
9B61878EDF7250AD30ACE298D883BB9B

E7ABD6462747842130E5CD360D724D71AB54D48A
BEC13DD5399BC12C2A2CB53CE4C47C2917BD2126B5CFF6D331AEB25A4EED54DE

26036B18E4A6B95CB76A3E381640340200DFA51CF3A2DB3BFECE052E6486D345AA1E2FCFC38155139BB21E66653822BD528BDBB550BFB862B378402ED2F57FB
B

false
low

http://https://business.ucf.edu/wp-content/themes/Colleges-Theme/static/img/no-photo.jpg

...... Exif..lI*................Ducky.......<.....thttp://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmins:x="adobe:ns:meta/" x:
xmptk="Adobe XMP Core 5.3-c011 66.145661, 2012/02/06-14:56:27 "> <rdf:RDF xmIns:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:a
bout="" xmIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmIns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmlIns:xmp="http://ns.adobe.com/xap/1.0/"
xmpMM:OriginalDocument|D="xmp.did:07801174072068119A63892CAD6B47AD" xmpMM:DocumentID="xmp.did:34081A7A676D11E4BE48D48E782828C6" xmpMM:
InstancelD="xmp.iid:34081A79676D11E4BE48D48E782828C6" xmp:CreatorTool="Adobe Photoshop CC (Macintosh)"> <xmpMM:DerivedFrom stRef:instancelD=
"xmp.iid:98a54dfc-1787-4172-87hd-ecd874a3dafe" stRef:documentlD="xmp.did:07801174072068119A63892CAD6B47AD"/> </rdf:Description> </rdf:RDF> </x:xmpmeta>
<?xpacket end="r"?>....Adobe.d............ccceeeiiiiiiiiiiii

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\player.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

2988

5.275371693739092

false
48:27v6Dr6Dm96Dmyu6DmM5G6DP58B6DyL6Dy2wx6Dy2wPd9bsqQeM;j3qgKI6DyP6DyrL:Ou/yESFPgqQeMjarWB61u2t3fNxUlm4d
89E0461CCCFCOFDE46F9A5118947DF8F

0D48F6B985E695D585CFA2795CF99F053869B889
629DB7E286C97C88AF572B9EE82BF16A937F8916093ADBE8IF14F77EBF3EE79D

13B1B737DFC6FF503C6DA783485AF295B6D6ED7EA6DDF94C9A7A02B51CA1D24117B117D8C939401548B25FBEODA274C25BC3A19BD8F797B4E2E9ABC15840CI
Cé
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\player.min[1].js

Malicious:
Reputation:
IE Cache URL:

Preview:

false
low

http://https://business.ucf.edu/wp-content/plugins/powerpress/player.min.js?ver=5.7.2

function powerpress_show_embed(b){document.getElementByld("powerpress_embed_"+b)&&("block"==document.getElementByld("powerpress_embed_"+b).style.displ
ay?document.getElementByld("powerpress_embed_"+b).style.display="none":(document.getElementByld("powerpress_embed_"+b).style.display="block",document.
getElementByld("powerpress_embed_"+b+"_t").select()));return!1}.function powerpress_embed_html5v(b,a,g,e,d){if(document.getElementByld("powerpress_player_"+b)){
var h="";if(document.getElementByld("powerpress_player_"+b).getElementsByTagName){var c=document.getElementByld("powerpress_player_"+b).getElementsByT
agName("img");c.length&&c[0].src&&(h=c[0].src)}var I="video/mp4";-1<a.indexOf(".webm")&&(I="video/webm");if(-1<a.indexOf(".0gg")||-1<a.indexOf(".ogv"))|="video/
0gg";c=document.createElement("video");var f=!1;if(c.canPlay Type){var k=c.canPlayType(l);"probably"==.k||"maybe"==k?f=10:d&&(k=c.canPlay Type("video/webm"),"prob
ably"==k||"maybe"==k)&&(f=!0)}if(f)return f=document.createElement("so

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\popper.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

19188

5.212814407014048

false
384:+CbuG4xGNoDic2UjKPafxwC5b/4xQviOJU7QzxzivDdE3pcGdjkd/9jt3B+Kb964:zbaxGmilfaf7gxQvVU7eziv+cSjknZ3f
70D3FDA195602FE8B75E0097EED74DDE

C3B977AA4B8DFB69D651E07015031D385DED964B
A52F7AA54D7BCAAFAO056EE0A050262DFC5694AE28DEE8B4CAC3429AF37FFOD66
51AFFB5A8CFD2F93B473007F6987B19A0A1A0FB970DDD59EF45BD77A355D82ABBBD60468837A09823496411E797F05B1F962AE93C725ED4C00D514BA40269D1:
false

low

http://https://cdnjs.cloudflare.com/ajax/libs/popper.js/1.12.9/umd/popper.min.js

/*. Copyright (C) Federico Zivolo 2017. Distributed under the MIT License (license terms are at http://opensource.org/licenses/MIT).. */(function(e,t){'object'==typeof ex
ports&&'undefined'!=typeof module?module.exports=t():'function'==typeof define&&define.amd?define(t):e.Popper=t()})(this,function(){'use strict';function e(e){return e&&'
[object Function]'==={}.toString.call(e)}function t(e,t){if(1!==e.node Type)return[];var o=getComputedStyle(e,null);return t?o[t]:0}function o(e){return'HTML'===e.nodeName?
e:e.parentNode||e.host}function n(e){if('e)return document.body;switch(e.nodeName){case'HTML":case'BODY".return e.ownerDocument.body;case'#document'return e.b
ody;}var i=t(e),r=i.overflow,p=i.overflowX,s=i.overflowY;return /(auto|scroll)/.test(r+s+p) ?e:n(o(e))}Hunction r(e){var o=e&&e.offsetParent,i=0&&0.nodeName;return i&&'BOD
Y'l==i&&HTML'I==i?-11==['TD', TABLE'].indexOf(0.nodeName)&&'static'===t(0,'position’) ?r(0):0:e?e.ownerDocument.documentElement:document.documentEleme
nt}functio

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\sean-robb[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, little-endian, direntries=1, copyright=I1*], baseline, precision 8, 300x300, frames 3
downloaded

16560

7.94543496663399

false
384:0h1GVvQgD8JGa3nac55KqO5gmVhUgHPh+HIyKgmM58P:OhleOa3nac505fJHgsKa56
F3AF4ADOF677C562CB7FE2773029102EF

5C7666BDAC3A6DB0421ABA276C2C7471E6DF2A54
21F848B7EE9EC869B1F3B17BF52F1CF2A5618220D4FCBA7C91010E1451163768
DB53DA6C38027A5DA5F2D2396FA6848410D0A818FAFACB300209B84369CB755FD1BI9F70D09942B9725756AAE172F1CDD3A672711113395A8DBDC18F6F1D96D/
false

low

http:i/https://business.ucf.edu/wp-content/uploads/sites/4/2014/12/sean-robb.jpg

..... SEXIf. I .o Ducky.c. <L hittpi/ins.adobe.com/xap/ 1.0/ < ?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmIns:x="adobe:
ns:meta/" x:xmptk="Adobe XMP Core 5.6-c014 79.156797, 2014/08/20-09:53:02 "> <rdf:RDF xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"> <rdf:Descr
iption rdf:about="" xmIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmIns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmIns:xmp="http://ns.adobe.com/xa
p/1.0/" xmpMM:DocumentID="xmp.did:7A750AA2A34F11E49753DAB8CFE282EA" xmpMM:InstancelD="xmp.iid:7A750AA1A34F11E49753DAB8CFE282EA" xm
p:CreatorTool="Adobe Photoshop CC 2014 Windows"> <xmpMM:DerivedFrom stRef:instancelD="E5F817B308E2A9E41259865952AAEAB3" stRef:documentID="E5
F817B308E2A9E41259865952AAEAB3"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>...HPhotoshop 3.0.8BIM.......... Z..%G........ 8BIM.%............
XI4b4. Xw....Adobe.d..........cccooiiiiiii e

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\section-menu.min[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with no line terminators

downloaded

62

4.804450947239387

false
3:6RLLPILQ3INgKf88XV2FyHYbJin:U+4ngKfLXV2wH5
CA193AF9706B3B17ECC0531DCA5D96CC
5D14D8023D861A12CA5C45749FFA4651EC901F4B
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\section-menu.min[1].css

SHA-256:
SHA-512:
Malicious:
Reputation:

IE Cache URL:

Preview:

C1F81BE2B88BESOBIEC460157FA2F99B4F6F07558C72FDDD3A84A0D4A5C4E71ET
8910A68FED8E6059B5302E53E27BA113712B910A80265C8A24F8F91E5249131B692227A1F10F006E4F8D725D6A4F231023A7A1E2FD7F756 CEODE393D56826B40
false

low

http://https://business.ucf.edu/wp-content/plugins/Section-Menus-Shortcode/static/css/section-menu.min.css?ver=5.7.2

.sections-menu.fixed-top{box-shadow:0 2px 32px rgha(0,0,0,.5)}

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\section-menu.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

1902

4.99474632903249

false

48:QCmfzEIL+shsziymTNCHx04LmPD1bxUKISXQ1n+:QCm7huLUB+
FDE8F27DF93D8ACA7087E5350406BE08
586D52D57132C678EDFE2547ACA4D67C7BDOBFCB
5407D80C99DE2DF878A122AF69523B1AF05054C652D4A18489BF9028AE14D6C1
33B2F64B84746B12CD93D9C5C248FO0E1IABBEFDCE4509FC44D70CBB2A0907CF7B25845C57AEIBEO15A4BE02D384969C792729BF820205A63982E7CC2793430A%
false

low

http:// https://www.ucf.edu/wp-content/plugins/Section-Menus-Shortcode/static/js/section-menu.min.js?ver=1.1.3

Ifunction(u){u.fn.sectionMenu=function(e){var n=this,t=this.find("#sections-menu"),o=t.data("selector") ?t.data("selector"):".auto-section",i=!0;i=void 0!==t.data("autoselect")?
t.data("autoselect"):!!o;function s(e){var t=window.location.href.replace(window.location.hash,""),0=e.target.hash,i=t===e.target.href.replace(o,")?u(o):null;i.length&&(e.pr
eventDefault(),h.filter(":visible").length?(h.trigger(“click"),setTimeout(function(){u("html, body").animate({scrollTop:i.offset().top-n.height()+1},a.scrollTime)},a.menu
CloseTime)):u("html, body").animate({scrollTop:i.offset().top-n.height()+1},a.scrollTime), history.pushState ?history.pushState(null,null,0):location.hash=o)}var |,a=u.exte
nd({nav:this,wrapper:this.closest(".sections-menu-wrapper"),autoSelect:i,selector:o,offset:this.height(),scrolI Time: 750, menuClose Time:500},e),r=u(a.selector),c=u(a.nav).f
ind("ul.nav"),h=a.wrapper.find(".navbar-toggler"),f=u('script[src*="//universityheader.ucf.edu/bar/js/university-header"]');return a.autoSel

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\siteanalyze_36185[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

23555

5.313916516016582

false
384:SEAG)xGSXelAz+r/8BmFt6WMenHCIbHbWswpEYLg6ANMLWYMRpidUiyHaNfFg:SERIly/1FV/dLhMYMRpidUisaDg
2A33398F60EEE8A510DA856DB32387F1

F7278DCA559D6136920467FDA7CD541FAADIF5B7
BC43A176E2BEABO388E3D68AABDIFSAAADO16F597A9C408FIBBCE31BAFCB37A0

85DC78414014E66F9EECBF8E1895CD6D7C2BB9421FA09D4E8995EBASC54373E2EDAFCIA8BD2F2999BF7C9A7308982699F25539BDFECABAA421B9B71937843B2!
E

false
low

http://https://siteimproveanalytics.com/js/siteanalyze_36185.js

if(_sz&&_sz.core&&_sz.core._isloaded!=null){if(_sz.core.warn){_sz.core.warn("Script requested to load and execute again, this is not desirable and will be blocked")}}else
{var _sz=_sz||[];_sz.push(["accountid",36185]);_sz.push(["region","r1"]);_sz.push(["endpoint","global"]);_sz.push(["heatmap",{matches:{permanent:["https://www.ucf.edu","h
ttps://www.ucf.edu/about-ucf/facts/","https://www.ucf.edu/alumni-giving/","https://www.ucf.edu/coronavirus/","https://www.ucf.edu/degree/aerospace-engineering-m
sae/","https://lwww.ucf.edu/degree-search/","https://www.ucf.edu/locations/","https://www.ucf.edu/news/","https://www.ucf.edu/online/degree/health-care-informatics-p-s-m/*
,"https://www.ucf.edu/online/healthcare-systems-engineering/"],include:[],exclude:[]}}]);var _sz=_sz||[];(function(l,b,h,j){var a={curr:window.location.href,ref:b.referre

r.esc:function(d){return encodeURIComponent(new String(d).replace(/(\r?\n)+/g," ").replace(\s+/g," ").replace(/s+[\s+$/,"))},empty:function(d){return(d==j||

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\tether.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

25137

5.18566952704644

false
768:kbFS7C5XKwglUfIDvcj70AczEqqRm/5¢cUpjgublDsSSgY:QFKCAwWmMUfROODRmM/t4n
B3A78DA5DEC859B979EDDD69869C7A8C
05EBF5F5DEF02F876AF1A1A77A569D5ECFF013C0
E2589EB4E8B044304AC758286596D18B0074E8BFBF6CF60418320A66DF366E08
5FB90229024CC1AA6DE4508E976FA2972B87269FBA212C454D5AF1FA792B860A65668CE8753F6D695D86B861F106028AA4E259E237BBECEB8FA28260F4524BBF

false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\tether.min[1].js

Reputation:
|IE Cache URL:

Preview:

low

http://https://cdnjs.cloudflare.com/ajax/libs/tether/1.4.7/js/tether.min.js

Ifunction(t,e){"function"==typeof define&&define.amd?define([],e):"object"==typeof exports?module.exports=e():t. Tether=e()}(this,function(){"use strict";function t(t,e){if(!(t
instanceof e))throw new TypeError("Cannot call a class as a function”)}unction e(t){var o=t.getBoundingClientRect(),i={};for(var n in o)i[n]=o[n];try{if(t.ownerDocument!==do
cument){var r=t.ownerDocument.defaultView.frameElement;if(r){var s=e(r);i.top+=s.top,i.bottom+=s.top,i.left+=s.left,i.right+=s.left}}}catch(a){}return i}function o(t){var
e=getComputedStyle(t)||{},o=e.position,i=[];if("fixed"===0)return[t];for(var n=t;(n=n.parentNode)&&n&&1===n.nodeType;){var r=void 0;try{r=getComputedStyle(n)}catch(s){}

f("undefined"==typeof r||null===r)return i.push(n),i;var a=r,f=a.overflow,|=a.overflowX,h=a.overflowY/(auto|scroll|overlay)/.test(f+h+l)&&("absolute"!==0||["relative","a
bsolute","fixed"].indexOf(r.position)>=0)&&i.push(n)}return i.push(t.ownerDocument.body),t.ownerDocument!==document&&i.push(t.ownerDocument.

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\theresa-libby preferred_headshot_300[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, big-endian, direntries=17], progressive, precision 8, 1188x1188, frames 3

downloaded

157463

7.680245146125551

false
3072:0uLONuf41M539ZJipx3nFQ4zdBOesNrbN2Xau0t6kgNZiMSqg+/xu:0hwSM5jMpx3nFQ4up+0toNZiwv
1D6CAOC90EC7B1DFBO3F1EAFBAOBEB76

D64E1AE99DD1B61CA242E8F02732DAF1525F3E83
071FEF326FE9DF966425A41BE91B7BB83929A5D6D08238894292C3C80AEDCDBD
6B8F5107BB84D48F13255D63BABF3ACD4945A89775A3E55B21AC205F01A7E8SD3ES542E70C3506362D3085BC7A40C22425500639BE9DD494F03B0C90372A213251
false

low

http://https://business.ucf.edu/wp-content/uploads/sites/4/2020/09/theresa-libby_preferred_headshot_300.jpg

... X Exif. MM.* &..
oto Editor 10.0.10011.16384.
17

NIKON CORPORATION.NIKON D500

. . . AM 4Windows Ph
.Adobe Photoshop CC 2017 (Windows).2020:09:23 08:53:40.MICHAEL CAIRNS 20

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\tulia_regular-webfont[1].woff

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 17768, version 1.0

downloaded

17768

7.965446863587707

false

384:Sng+fkkUUOGZzWJIv+QY 7T2sKZych56wImOq1gS8GINo+r5v04UhNpmObUJ: S6km10KUw56wxtSm+FbUDpruJ
054871637DFDOE5A1D3179541F6AC683

1D7B386C4CFB385729C31D2964964342FBF72F87
237094C2305B14161C3257E3274FED24ED438E6E35C1AF3717014A5E7B80B8CS
62EF107E304BB5CD0681B42A1896718A16915853BCBEBA3588A5FD1179C9503DB4536931463BEB743111A6465CA3F10FFBOEOAS8B6AIE1DI934918A2CIDESBFIC
false

low

http://https://www.ucf.edu/wp-content/themes/Main-Site-Theme/static/fonts/tulia/tulia_regular-webfont.woff

. 2. N5.|.8.7.........=F.;. }.GMNG...E...0\.2<g. * Fk..6..
He...Lx.m...4._. +4.f8..X.E....nZe=s...-.e.hUK.......7.TKQ| j..N..~..cx..L.E6..S.4K.......N...P%... MJ*.@.C.%.. \K#5...B..Lg6 ... [.K..) .c......26(.9.... }|.....=yi~>..
).09}.4%...jy Koo Xy X0 NS UZo Zo M 22 P W...C.Gu Fo AL 4SNL.0... 2., fx.C'd  b.cal,.c. 0.2, L0.. 1@x@9.0.. R .......1..gx.$}....

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\ucf-degree-search.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

2338

5.108899993850233

false
48:7281u2GUaG21QQCIgOuvY1uX/+08Ic3VIIkXFZZ3khVuLArgerlX3Cgeh7Z0N:Ok2GXGLQQr8YkSYVIlkpkhOcrirWWON
AAA72D6D92007B4589E158074B4C3DA7

7A8174F846D1F7ACF3F7D57A7D7096C20EEE3593
50BE3C1D85F941E078511BB8B720A839154DD2202497B7D855B039101984FC28

8347CAOAC67B37EEA3F1483DC06022613FC193BAE9C60FD5B659B2B28D8CA34A0D1CO6CE78F521F36FFB5408883DA3A6AF95D0A3AB81A4BF178A113E06D254!
8

false

low
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\ucf-degree-search.min[1].js

IE Cache URL:

Preview:

http://https:/iwww.ucf.edu/wp-content/plugins/UCF-Degree-Search-Plugin/static/js/ucf-degree-search.min.js?ver=0.7.8

var UCFDegreeSearch=function(e){this.defaultldentify=function(e){return e.id},this.defaultTransform=function(e){return e},this.defaultDisplayKey=function(e){return jQuery("
<span>").html(e.title.rendered).text()},this.defaultQueryTokenizer=function(e){return Bloodhound.tokenizers.whitespace(e)},this.defaultDatumTokenizer=function(e){return
Bloodhound.tokenizers.whitespace(e.title.rendered)},this.defaultOnSelect=function(e,t){window.location=t.link},this.$object=e.selector||$(".degree-search-typeahead") thi
s.query_params=this.$object.data("degree-search-params")?this.$object.data("degree-search-params"):UCF_DEGREE_SEARCH.query_params;var t,i={limit:this.
$object.data("degree-search-count")?this.$object.data("degree-search-count"):UCF_DEGREE_SEARCH.num_results,transform:this.defaultTransform,prepare:null,identify
:this.defaultldentify,displayKey:this.defaultDisplayKey,empty:UCF_DEGREE_SEARCH.empty,suggestion:UCF_DEGREE_SEARCH.suggestion,footer:UCF_DEG
REE_SEARCH.footer,queryTokenizer:this.de

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\ucf-events.min[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

2272

4.512973331917017

false

48:XZhp1lU7X1rzzb1UppxkhxaOvbiOkDc9+lyljcPjEypuRTQ:v6swye8x
F8BF9EC5F6F3068EF2A86EADA7395077
672D169F1A45C2F0A6D3862A9B62CC5B810DB6DE
984211592EC38080ADD989CO0F72B7C3DF3CEB7299E2CD86417DDE46EDIES78F

D2C5D3BDF81AB6EFD4217AFEF33C06E03B43F7B11F7CFOAC3736D65A5ADF1CEE390343634B24F4FDD03B4E41DDB30EC218B7E95DC5793A1FBD1COAD89D63,
2C2

false
low

http://https://business.ucf.edu/wp-content/plugins/UCF-Events-Plugin/static/css/ucf-events.min.css?ver=5.7.2

.ucf-events-classic .ucf-events-listfmargin:1.5em 0}.ucf-events-classic .ucf-events-subheadings{text-align:center}.ucf-events-classic .ucf-event-row{display:table-row}.ucf-
events-classic .ucf-event-col{display:table-cell;vertical-align:top}.ucf-events-classic .ucf-event{font-size:.9em}.ucf-events-classic .ucf-event-when{min-width:4em;padd
ing:.5em .5em .5em 0}.ucf-events-classic .ucf-event-start-date,.ucf-events-classic .ucf-event-start-time{display:block}.ucf-events-classic .ucf-event-content{padding:.5em 0
.5em .5em}.ucf-events-classic .ucf-event-location,.ucf-events-classic .ucf-event-title{display:block}.ucf-events-classic .ucf-event-location{font-size:.8em;text-transf
orm:uppercase}.ucf_events .ucf-events-modern,.ucf_events .ucf-events-modern-nodesc{line-height:1.4}.ucf-events-modern .ucf-event-row-margin,.ucf-events-modern-n
odesc .ucf-event-row-margin{margin-bottom:1.7rem}.ucf_events .ucf-events-modern .ucf-event-row-margin,.ucf_events .ucf-events-modern-nodesc .ucf-event-row-margi

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\ucf-kyle-and-byron-white-of-yaopon-tea-300x200[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

gd-jpeg v1.0 (using IJG JPEG v62), quality = 82", baseline, precision 8, 300x200, frames 3
downloaded

25458

7.970864254549957

false

768:48y2p431v7eZtwps91IWLS5QWMqgNqw5hi6/tDLb:48vpclv7e TwpsuS8NfLIDLb
E2E4BCA18BB2C8FCE73E9A259F2A5032
22AEA5B86A71FOBD2D414595A4C5D5C5DFACAT75B
58126EC984691CEC721158C212E20A55F21348E67B1980B1DEAEF593734B864E
49427F1DB3CCCF842DE36985D4877FF3FA77330882087F9E99D368BD5AF220C37D40DD6258E1F86ADF58FEE9E7E780BBD3A3286DEF08C4415538DF79ECOC16H
false

low

http://https://www.ucf.edu/news/files/2021/02/ucf-kyle-and-byron-white-of-yaopon-tea-300x200.jpg

...... JFIF.....".".....,CREATOR: gd-jpeg v1.0 (using 1JG JPEG v62), quality = 82....C LH%%%..),($+1$%8S...C........... 5. $SSSFFFS S

SIS SFSSFESSEESSSSSPSSSSSSISSSESSESS. ... e e 11A..Qa."q.2...#B...R..$3br........ %&'()*456789:CDEFGHIISTU
VWXYZcdefghijstuvwxyz LW.....)1..AQ.a0."2...B.... #3R..br..$4.%.... & ()*56789:CDEF
GHIJSTUVWXY Zcdefghijstuvwxyz. Lol< + WL .t.nx.mUL#. Lt+> ... X...a$s@c..u."....... M
X A&SS. S A SP. 2 K P T KKy 02,0} He D, D9..2. h=p .. X (NP, ~S..-U... )stbQ}.[p.r...%S......KA=........F..... .U.....,..6..(onm.R2..

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\ucf-news.min[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

3272

4.947845188038189

false
24:RABUQ/IdK6HXUnb+eXoXYAbAZrhXnu8zLEI4fh4g51lvxcrA18dYhX6dgydgekDF:RAMK5nvIR6GrWR3qAzO4
81F440F4397A0B69A5852F4FA83CF7AE

3803ACFCBEDA51B579CFC47ED9D23AB813B38862
3CBEF7BCE4E3F3F51B6D617D9CEFD67D9B7B4EC615ABO6E17BA27C1E3F704F2F
281A864A8D6DB848D476BF3183036CB8BI90C6807A8B67879499B0C704C1F058ECD618B7816033DEF49C3DDC7211A7ES659CEASA37E4388DEOEY3933F632DEAS
false

low

Copyright Joe Security LLC 2021 Page 32 of 48



C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\ucf-news.min[1].css

IE Cache URL:

Preview:

http://https://business.ucf.edu/wp-content/plugins/UCF-News-Plugin/static/css/ucf-news.min.css?ver=2.3.2

.ucf-news.classic .ucf-news-item{clear:left;margin-bottom:20px;padding:6px 0}.ucf-news.classic .ucf-news-thumbnail{display:block;float:left;margin-right:15px;max-height:6
6px;max-width:66px}.ucf-news.classic .ucf-news-thumbnail .ucf-news-thumbnail-image{border-radius:10px;height:auto;max-width:100%}.ucf-news.modern .ucf-news-item
{clear:left;margin-bottom:20px;margin-left:-15px;padding:15px}.ucf-news.modern .ucf-news-item:hover{background:#eceeef;text-decoration:nonelimportant}.ucf-news.
modern .ucf-news-item a:hover{text-decoration:none}.ucf-news.modern .ucf-news-thumbnail{display:inline-block;margin-right:1%;max-height: 150px;max-width: 150px;ve
rtical-align:top;width:25%}.ucf-news.modern .ucf-news-thumbnail .ucf-news-thumbnail-image{height:auto;width:100%}.ucf-news.modern .ucf-news-item-content{display
:inline-block;width:74%}.ucf-news.modern .ucf-news-section-title{background:#fc0;color:#000;display:inline-block;margin-bottom:1rem;padding:2px 14px}.ucf-news.modern
.ucf-news-item-title{col

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\ucf-news.min[2].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

3272

4.947845188038189

false
24:RABUQ/IdK6HXUnb+eXoXYAbAZrhXnu8zLEI4fh4g51lvxcrA18dYhX6dgydgekDF:RAMK5nvIR6GrWR3qAz0O4
81F440F4397A0B69A5852F4FA83CF7AE

3803ACFCBEDA51B579CFC47ED9D23AB813B38862
3CBEF7BCE4E3F3F51B6D617D9CEFD67D9B7B4EC615AB06E17BA27C1E3F704F2F
281A864A8D6DB848D476BF3183036CB8B90C6807A8B67879499B0C704C1FO58ECD618B7816033DEF49C3DDC7211A7E5659CEASA37E4388DEOEI3933F632DEAS
false

low

http:// https://www.ucf.edu/wp-content/plugins/UCF-News-Plugin/static/css/ucf-news.min.css?ver=2.4.1

.ucf-news.classic .ucf-news-item{clear:left;margin-bottom:20px;padding:6px 0}.ucf-news.classic .ucf-news-thumbnail{display:block;float:left;margin-right:15px;max-height:6
6px;max-width:66px}.ucf-news.classic .ucf-news-thumbnail .ucf-news-thumbnail-image{border-radius:10px;height:auto;max-width:100%}.ucf-news.modern .ucf-news-item
{clear:left;margin-bottom:20px;margin-left:-15px;padding:15px}.ucf-news.modern .ucf-news-item:hover{background:#eceeef;text-decoration:nonelimportant}.ucf-news.
modern .ucf-news-item a:hover{text-decoration:none}.ucf-news.modern .ucf-news-thumbnail{display:inline-block;margin-right:1%;max-height:150px;max-width:150px;ve
rtical-align:top;width:25%}.ucf-news.modern .ucf-news-thumbnail .ucf-news-thumbnail-image{height:auto;width:100%}.ucf-news.modern .ucf-news-item-content{display
:inline-block;width:74%}.ucf-news.modern .ucf-news-section-title{background:#fc0;color:#000;display:inline-block;margin-bottom:1rem;padding:2px 14px}.ucf-news.modern
.ucf-news-item-title{col

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\ucf-post-list.min[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

2544

4.898161448245722

false
48:DAUGRfAaAIAZBAUFAUbAUXrRAUWAUSRIAUHUYAUHU+bAUGAZFAUGNgKHHV/: T/WN
8CACB2D82BAC1B6F6F83FA551EF5362C
3127FD4DC263F3B7EB3017EC676633ABOFD3C11A
10034710066BOCCIFEBGAA7BBFF82FE32F69A6D7C09543888E3D33CCFD4400B7A
BA2C42C1778C42E8CADAGEAD1BO3DBFO9A09E6135FDD4B1481F9529B486038182B0450052EB3DC8564F4B05SE459FE43EB18097034FB613900B3BIAA93C95029¢
false

low

http://https://business.ucf.edu/wp-content/plugins/UCF-Post-List-Shortcode/static/css/ucf-post-list. min.css?ver=5.7.2

@media (max-width:767px){.ucf-post-list.card-layout .ucf-post-list-card-link{display:-webkit-box;display:-ms-flexbox;display:flex;-webkit-box-orient:horizontal;-webkit-box-
direction:normal;-ms-flex-direction:row;flex-direction:row}}.ucf-post-list.card-layout .ucf-post-list-thumbnail-image{-ms-flex-item-align:start;align-self:start;display:-webkit-b
ox;display:-ms-flexbox;display:flex;-webkit-box-flex:0;-ms-flex:0 0 60px;flex:0 0 60px;height:auto;margin-bottom:.8rem;margin-left:.8rem;margin-top:.8rem; max-wi
dth:60px}@media (min-width:576px){.ucf-post-list.card-layout .ucf-post-list-thumbnail-image{-webkit-box-flex:0;-ms-flex:0 0 80px;flex:0 0 80px;max-width:80px}}@media
(min-width:768px){.ucf-post-list.card-layout .ucf-post-list-thumbnail-image{-webkit-box-flex:0;-ms-flex:0 0 100%;flex:0 0 100%;margin:0;max-width:100%;width:100%}}.ucf-
post-list.card-layout .ucf-post-list-card-title{font-size:.9rem;font-weight:500;margin-bottom:0;padding:.8rem}@media (min-width:1200px){.ucf-post-list.card-

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\ucf-post-list.min[2].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

2544

4.898161448245722

false
48:DAUGRfAaAIAZBAUFAUbAUXrRAUWAUSRIAUHUYAUHU+bAUGAZFAUGNgKHHV/: T/WN
8CACB2D82BAC1B6F6F83FA551EF5362C
3127FD4DC263F3B7EB3017EC676633ABOFD3C11A
10034710066BOCCIFE6AA7BBFF82FE32F69A6D7C09543888E3D33CCFD4400B7A
BA2C42C1778C42E8CADAGEAD1B0O3DBF09A09E6135FDD4B1481F9529B486038182B0450052EB3DC8564F4BO5SE459FE43EB18097034FB613900B3BIAA93C95029¢

false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\ucf-post-list.min[2].css

Reputation:
|IE Cache URL:

Preview:

low

http://https:/iwww.ucf.edu/wp-content/plugins/UCF-Post-List-Shortcode/static/css/ucf-post-list. min.css?ver=2.0.8

@media (max-width:767px){.ucf-post-list.card-layout .ucf-post-list-card-link{display:-webkit-box;display:-ms-flexbox;display:flex;-webkit-box-orient:horizontal;-webkit-box-
direction:normal;-ms-flex-direction:row;flex-direction:row}}.ucf-post-list.card-layout .ucf-post-list-thumbnail-image{-ms-flex-item-align:start;align-self:start;display:-webkit-b
ox;display:-ms-flexbox;display:flex;-webkit-box-flex:0;-ms-flex:0 0 60px;flex:0 0 60px;height:auto;margin-bottom:.8rem;margin-left:.8rem;margin-top:.8rem;max-wi
dth:60px}@media (min-width:576px){.ucf-post-list.card-layout .ucf-post-list-thumbnail-image{-webkit-box-flex:0;-ms-flex:0 0 80px;flex:0 0 80px;max-width:80px}}@media
(min-width:768px){.ucf-post-list.card-layout .ucf-post-list-thumbnail-image{-webkit-box-flex:0;-ms-flex:0 0 100%:;flex:0 0 100%;margin:0;max-width:100%;width:100%}}.ucf-
post-list.card-layout .ucf-post-list-card-title{font-size:.9rem;font-weight:500;margin-bottom:0;padding:.8rem}@media (min-width:1200px){.ucf-post-list.card-

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\ucf-resource-search.min[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

2188

4.885377572939951

false
48:mkkSvTuH82TG4BehipiOLImBOIXwXUWBP8Ps:gSvTUTG4BehsXLsIOUWBPKs
4E574E94E06C8F3A033B7433E9338A9C
BF100CD5352E8C211A43805460BOB6E2438AC5C1
EA3C812A97FEAC199B8995E8BFA73C85B6C66349E90D5CD02D66A2E43B5877F6

DBB136ECD41344E24FE5FD13A89913ADC35FBBC55D75B98FDDCB4C9BC315949F4DB049D54F1243EA9699B289AF561232C4FC169189E6DECDC8310046A40471
3

false
low

http://https://www.ucf.edu/wp-content/plugins/UCF-Resource-Search/static/css/ucf-resource-search.min.css?ver=1.0.7

.resource-search .resource-search-label{text-transform:uppercase}.resource-search .resource-search-input{font-size:1.25rem;padding:1em;width:100%}.resource-search
.resource-search-message{color:#767676;font-size:.8em;font-style:italic;margin-top:2em}.resource-search .resource-search-result-list{background-color:#eceeef;margin-to
p:15px;padding:20px 20px 20px 30px}@media (min-width:768px){.resource-search .resource-search-result-list{padding:30px 30px 30px 40px}}.resource-search .resource-
search-result-list::before{border-color:transparent transparent #eceeef;border-style:solid;border-width:0 15px 15px;content:";left:30px;position:absolute;top:-15px}@media
(min-width:768px){.resource-search .resource-search-result-list::before{top:0}}.resource-search .resource-search-result-list li{margin-bottom:.5em}.resource-search .jump-
to-list{display:block;margin:2em 0}@media (min-width:1200px){.resource-search .jump-to-list{display:-webkit-box;display:-ms-flexbox;display:flex}}.resource-search .ju

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\ucf-social.min[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

4306

4.692266378485049

false

48:hoQiSLpu4KMuWDEjVNTO0sCSQKDh5L06CU:hoQbCjVNjQ406CU
E26D33AA5840C2116613F188149EAOES
C76037A6F85E31C472B91A1B2750302AC7EF8355
93A26A40773A97FDCEF57B3602734E3C269F115F57DB1A8A391112392594252D

06B8FFEA3F9C1137DB54D5EA3E255D1DAD7D54AD751DE992F1C5444AB41874A4DA41062679D836ACC473FEEAELSE1728521BE2A4230D2C6DE21A742DFBFAD
Cc8

false
low

http://https://www.ucf.edu/wp-content/plugins/UCF-Social-Plugin/static/css/ucf-social. min.css?ver=4.0.0

.ucf-social-icons .ucf-social-link{border-radius:100%;display:inline-block;height:2.3rem;line-height:0;overflow:hidden;padding:0;position:relative;transition:all .2s ease-in-
out;vertical-align:middle;width:2.3rem}.ucf-social-icons .ucf-social-link.sm{height:1.6rem;width:1.6rem}.ucf-social-icons .ucf-social-link.lg{height:3.5rem;width:3.5rem}.ucf-so
cial-icons .ucf-social-link.grey{background-color:#464a4c;color:#fff}.ucf-social-icons .ucf-social-link.grey:active,.ucf-social-icons .ucf-social-link.grey:focus,.ucf-social-icons
.ucf-social-link.grey:hover{background-color:#777e81}.ucf-social-icons .ucf-social-icon{height:auto;position:absolute}.ucf-social-icons .btn-facebook.color{background-col
or:#1777f2;color:#fff}.ucf-social-icons .btn-facebook.color:active,.ucf-social-icons .btn-facebook.color:focus,.ucf-social-icons .btn-facebook.color:hover{background-colo
r:#0b5fcb}.ucf-social-icons .btn-facebook .ucf-social-icon{bottom:-20%;left:0;margin:auto;right:0;top:0;width:80%}.ucf-social-icon

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\ucf-weather.min[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

1043

4.820584429327272

false
24:VTvwkUQAV8EhH+xdobvoF2ZK23SDmO086N9CCeZCO+pVhhXdCB:JAyldtXUThR8
C47483D37276AA1A8E3BF281358225EA
E09AC8635F0909D60C6C2D588CB35592894A15B7
E7B33A2844EEFCE5F3C18664A7B4B98B13F719725DEFOD8D57371B890COFELL7
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\ucf-weather.min[1].css

SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

OFE5296BE9F5DC67A9DCBD4C6393F2EFB19AD488B0OF81DES7ED2A0921989AE11A2BF7C86B8DOF793CA723122ECE4C425A7A4CE936B994E2770FCCE3AA8D1LL
92

false
low

http://https:/iwww.ucf.edu/wp-content/plugins/UCF-Weather-Shortcode/static/css/ucf-weather.min.css?ver=1.1.0

.weather .wi{display:inline-block;font-size:1.5em;line-height:1;vertical-align:middle}.weather .wi svgffill:currentColor;height:1lem}.weather .vertical-rule{border-left:1px solid
currentColor;display:inline-block;height:1lem;margin-left:. 125em;margin-right:calc(.125em + 1px);vertical-align:middle;width:1px}.weather.theme-default{color:#000}
.weather.theme-default .wi{color:#bc9a36}.weather.theme-inverse{color:#fff}.weather.theme-inverse .wi{color:#fc0}.today-forecast-item .temp{display:inline-block}.today-fo
recast-item .forecast-context{border:0;clip:rect(0,0,0,0);height: 1px;margin:-1px;overflow: hidden;padding:0;position:absolute;width: 1px}.extended-forecast-item{display:inl
ine-block;padding:.25em .75em}.extended-forecast-item .forecast-day-condition{-webkit-box-align:center;-ms-flex-align:center;align-items:center;display:-webkit-box;displa
y:-ms-flexbox;display:flex;-webkit-box-orient:horizontal;-webkit-box-direction:reverse;-ms-flex-direction:row-reverse;flex-direction:row-reverse}.exte

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\ucf_missionvision[1].jpg

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, little-endian, direntries=16, height=3264, bps=206, Photometriclntepretation=RGB, manufacturer=Canon, model=Canon EOS-1D Mark IV, orientation=
upper-left, width=4896], baseline, precision 8, 1600x525, frames 3

downloaded

514567

7.939021573668176

false
6144:0wgJnyxzFr+O160H3m/Yp4E2EfTWMkzfcBa85liw8ErdGr/AB7eKjmOWFTWOaOLA: TYk4AzHCY KEKQOCWWLtpI7OLh/CWIQWA
E2AODFE688C2155D42D46587C2A74D31

7F8EOBC9A3585958B59B8F0DC6394C4C000F116F
7F32278FD3D0B40DDABFO7F51E152684E340E8CCAOB4DASDB7B65C3CBBE106DB
OCDAS52FAADAFBF772A1F06C66F4A9A025393134B108E6D11COE4AC3F2F42439F1B403A4F8EB913A0CCD68C547195DCI18E3D49DA831299541260DAAC3013C5I
false

low

http://https://business.ucf.edu/wp-content/uploads/sites/4/2014/11/ucf_missionvision.jpg

'..Adobe Photoshop CC 2015 (Macintosh).2017:10:16 11:30:17.Jason Greene..University of Central Florida..
..................................... e T 26600 @ : .B..
T.4 2011:06:05 20:43:58.2011:06:05 20:43:58....@B.........ccccccuvvcviiniinan [o IR oo, 1.D...320300886

f/1.4L 1l USM..

C:\Usersl\user\AppData\Local\Microsoft\Windows\INetCache\IE\OW10PBUV\ucfsansserifalt-black-webfont[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 20432, version 1.0

downloaded

20432

7.973989095862524

false
384:XZmDL60oyHaNVJRc48/S/Ahc72NmONTNiIQBUgt/AzLUc:iyHYrB72NmOQnn
88B798A39FEA073220E8A607F4BAE273
C0C654D1C4FBD3F72A8CA2DBESCABAEL1F142585
0E60329869A10203346EB2334F30F5152A942D6C5D9773DFE6CD707A446E56BD

920FFD57125A3017190583CAD3AE28A012A597C7C876F9853F56D23FED559EDC5EB131EBCC2F75664C6A45381CAG9BBASA739CF531861692EFFCB5BAC014B8/
E

false
low

http:ifhttps://www.ucf.edu/wp-content/themes/Main-Site-Theme/static/fonts/ucf-sans-serif-alt/ucfsansserifalt-black-webfont.woff

WOFF....0. e FFTM.....coves a)GDEF....... M...h.,..GPOS......ID.{~Op..GSUB. #0....... $Wx:20S/2..$....S..."  W..Wecmap..% ........ HD..cvt .&.......... l.ygasp..&
............. glyf..&... 0..;.4..head..G(...6...6.bCNhhea..G ... ...$...hmtx..G....4...@*.Tloca..l...........maxp..Kx... ... .1.jname..K...@...*r..post..M.........4..webf.O.......2...........
@P...y>.ea.J=$..".& .MNul@..22.(JleAM.{..F=YO0....].......0...K.>q......x..JKl..u.SWErH|%jDj)q$K.... S e...Lbl..8¢.8..n..A..p..-..0.-\.(....Bh..l..?2.5.....(6.m.M..i.-

AV ; 5...SS../[.m{.9]..;. ?;.z..f.<.a<q.6..f. . IW.%]|_...+.j8..>.
O...kNu..W{...>)..*>..0J

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\ucfsansserifalt-extralight-webfont[1].woff

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 14072, version 1.0

downloaded

14072

7.961027692325535

false

384:04LEJKYfS/iYmDOw+V4LkppW/ZK3uT64huaqBzDy+:vh/93w3Lf/ZKhaUz5
DO2FE6E9A3DB71EF6DFFFOCA117AD127
5D8867DDD409275C4039B8EODF1FFE17720D6907
FOEA78AAGF5950B309F446FF988C25F7DD328EDBEFC71C6731AB456DF85E35D7
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\ucfsansserifalt-extralight-webfont[1].woff

SHA-512: 7F92B6E77F207CFF64D18EF99C7559DFE085954C439FBE47467C3C05652CEE7759447B5DC6F6082DB0CA321926FA062685FBAF28DB5E98156E81AD6CEF7BBCE
Malicious: false
Reputation: low

|IE Cache URL: http://https://cdn.it.ucf.edu/minerva/1.0.0/fonts/ucf-sans-serif-alt/ucfsansserifalt-extralight-webfont.woff

Preview:
....Ng.b.0S/2..."...S..."Sm.Lcmap....
.....3.pname..2....B...X...post..4.....

....HD..ovt..@...
..webf..6.......... Y

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\ucfsansserifalt-light-webfont[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 14156, version 1.0
Category: downloaded

Size (bytes): 14156

Entropy (8bit):  7.961432176449116

Encrypted: false

SSDEEP: 192:0hB7SGWO00bcckZcXXJbrVIADeiKO0iZkfZ4kj+MQj50afcA302Fexr+PCvgW212ZB:CISGWthnkEdj8HZKLyi4fFeY6g9S+Dys

MDS5: A775A486F32290FB61EC9237E3D86AEG

SHA1L: B2172138B4A6699953D7B06D7C7075B2CAC08C19

SHA-256: 5F25ADC72FD87F9760458775FFAE16EAGEO0C64F91A01C7C45532F68C653BOEO7

SHA-512: 72F7DC925BA179E484A2EAA94DC5DC08A84179FA60645DAFDCI3E74D444A83205B795919F84599672C8FCO8C64E5F359011D73E7CF2C8F5D2A5E624F2F284A8
Malicious: false

Reputation: low

IE Cache URL:  http:i/https://cdn.it.ucf.edu/minerva/1.0.0/fonts/ucf-sans-serif-alt/ucfsansserifalt-light-webfont.woff

Preview:

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\university-header[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 25844

Entropy (8bit):  5.2635099834395955

Encrypted: false

SSDEEP: 384:/luAJVsQIMgFONwWiZTLAYGpEdYJJ7NoyF265jnSN:/ILIVs3gFEwiuYGu81zM

MD5: 3BC45BB53DECBO9AEB97E3A797D033469

SHA1L: 7D45A6FC578FD0141E24A34E338195D541C9A982

SHA-256: 85D9092C87C9C4C6F23CD5BAEB30FOFA1BA7F20105F8BA93C80D189D8FBFIELL

SHA-512: 2A6365FE5C90682CCFIDBAC8BE4196C8B357F94A798D80CAF88C1C5E262F951D92864EA36343245727DB4D4E75A148F1DA9E6482B11DBD7CD1ADB79B0698FO0:
D

Malicious: false

Reputation: low

IE Cache URL:  http:i/https://universityheader.ucf.edu/bar/js/university-header.js?use-1200-breakpoint=1

Preview:
var _gag=_gadq||[];_gaqg.push(["ucfhb._setAccount","UA-1658069-22"]);_gaq.push(["ucfhb._setDomainName","none"]);_gaq.push([“ucfhb._trackPageview"]);(function(){var
h=document.createElement("script");h.type="text/javascript";h.async=!0;h.src=("https:"==document.location.protocol?"https://ssl":"http://www")+".google-analytics.com/ga
.js";var m=document.getElementsByTagName("script")[0];m.parentNode.insertBefore(h,m)})();.var ucthbTrackAction=function(h,m,qg){null'==m&&null'==q?(_gaq.push([*u
cfhb._trackEvent","Header",m,q]),window.setTimeout(function(){document.location=h},200)):document.location=h},ucfhbAssignTrackingListener=function(h,m,q,t,w){m=
String(m);t=t||null;w=w||null;h.addEventListener?h.addEventListener(m,function(h){h.preventDefault();ucfhb TrackAction(q,t,w)},!1):h.attachEvent("on"+m,function(h){ucthb Tr
ackAction(q,t,w);return!1})},ucthbJsonp=null;function ucthbSetJsonp(h)}{ucthbJsonp=h?h:null}.(function(){function h(){function d(a){return a.replace(/(<([*>]+)>)/ig,"")}fu
nction c(a

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\vue.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 93675

Entropy (8bit): 5.24620324970517

Encrypted: false

SSDEEP: 1536:1UXY7qgLtpHt2Pqe1mZ8I6H82RaLiMBlo2VV2B/S/g:MYeJpN2yefiMBIPV00/g
MD5: 17E942EA0854BD9DCE2070BAE6826937

SHAL: 434CDEC1669F2C6C7406297A72120936BC56ED52

SHA-256: 72194D152571DD375C4365E5C3B4AFIDB2C06AF0102CED18FCB062597D38BE26
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\vue.min[1].js

SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

3F0439FA3817C71A6B34673CD32707137B29823E93B8389E1DEFF24E46C427E5396A897B753BA98BFE156F01C7CE54155BBEDS6F418B388B22622807802E6F72
false
low

http://https://cdnjs.cloudflare.com/ajax/libs/vue/2.6.10/vue.min.js

/¥, *Vue.js v2.6.10. * (c) 2014-2019 Evan You. * Released under the MIT License.. */.!function(e,t){"object"==typeof exports&&"undefined"!=typeof module?modul
e.exports=t():"function"==typeof define&&define.amd?define(t):(e=e||self).Vue=t()}(this,function(){"use strict";var e=Object.freeze({});function t(e){return null==e}function
n(e){return null'=e}function r(e){return!0===e}unction i(e){return"string"==typeof e||"number"==typeof e||"symbol"==typeof e||"boolean"==typeof e}function o(e){return
null'==e&&"object"==typeof e}var a=Object.prototype.toString;function s(e){return"[object Object]"===a.call(e)}function c(e){var t=parseFloat(String(e));return t>=0&&Ma
th.floor(t)===t&&isFinite(e)}function u(e){return n(e)&&"function"==typeof e.then&&"function"==typeof e.catch}function I(e){return null==e?"":Array.isArray(e)||s(e)&&e.to
String===a?JSON_.stringify(e,null,2):String(e)}function f(e){var t=parseFloat(e);return isNaN(t)?e:t}function p(e,t){for(var n=Object.create(null),r=e.split(",")

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\wesley-winn[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 300x300, frames 3
downloaded

10061

7.9372802970734995

false

192:9X0HHJIXxc3NROKSMKBK6WAetqZGQOTIzhz47mCTn:90fc3NRyBVDesZPAIhS

C76FO6ACCE5BD98362AF41F362437375

E2B8A98CA6D639CDI57ADC5D63D53D1705BCC42A
59D5863A149D519385E698A38670F183AC87F05EF3D50F4B7AC5542E367EAFF
CCF3E9D8BEBEBOEB07D007398C86EF08126AE46DA13F6500FFB581D1A4D639C8A22216396B255245593144D6FEF8DIF57B38D7006C3B910D12C303A9ECEAIBE
false

low

http://https://business.ucf.edu/wp-content/uploads/sites/4/2016/05/wesley-winn.jpg

m— . 1 I s [T "

.............. RPN

2AQa#B..q3...$Rb..I.. #.. LA2AH#B. 0@ (. $..@.,. Y@F....KWPCGA49...P.LO....p..@...%D..@.
@..M....e..bxm>s. T F.2ZDI..7....."3...9qpNg....L.e9...........).. +.b. k. Z~U.[N>S.C2.12. .@PS....@... [*.....A.@P..(.@...=P9...|@.......TK=......."3..9....5....
* 88X I.C.... ZZIM M. &....S.SK..i

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\MEEXW4H4\1107137672794016[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

dropped

266953

5.472300029738109

false

6144:Rk1HgCSntDV/HaKKV/Ha8NEPjQHguH3HpQrwz8GWZp:CNE7V
3347802A1CD107E9D6C0417CBB04C890
E3826BA235802D7ED41E08D07DE7B59C9D9BOA4E
17DCEEGEFE2CFD292C010428F73F2F14E970B96D5251BE9A46F317F9817758DB

97929BCAF3BB46E0ODO07F91E5F1AC37ADE9D482867C22F0B59BDC318C5A5CASEACA2AAA8730A183F21A303D6D1872ABA97B41D164B081D471C33D9A397C7C
40

false

low

/*** Copyright (c) 2017-present, Facebook, Inc. All rights reserved..*.* You are hereby granted a non-exclusive, worldwide, royalty-free license to use,.* copy, modify, and
distribute this software in source code or binary form for use.* in connection with the web services and APIs provided by Facebook..*.* As with any software that integrates
with the Facebook platform, your use of.* this software is subject to the Facebook Platform Policy.* [http://developers.facebook.com/policy/]. This copyright notice shall be.*
included in all copies or substantial portions of the software..*.* THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR.* IM
PLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS.* FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN
NO EVENT SHALL THE AUTHORS OR.* COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER.* IN AN ACTION OF C
ONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN.* CONNECTION WI

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\MEEXW4H4\1271D3B8543492850[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

255782

6.010846359153665

false
6144:n8/DCVJIOETqsC6BReAhqB/pT69dUfIWFg164bOIYPjOngzTOBpX1:U8JoNB/9696fJWFg16QtgnHI
FCAAC51CA3B076A8B4A5FBD53844493D

6660DAEE1AOD2777B77935A241E497A0B4269F50
0925D270C2592E0FC555AE208DFCC1F12C9E9A7BIA842B26D6A3E37D5CF640D3
583C9D7C9C1301CEE06885816DA85C67EDCF07A4D493906D5CC5A6A094B0A7938F623D47290B32238334672E5154286C636721A4C8FICD8220C01E6791C151AL
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\MEEXW4H4\1271D3B8543492850[1].css

Malicious:
Reputation:
IE Cache URL:

Preview:

false
low

http://https://s3.amazonaws.com/web.ucf.edu/webfonts/770944/1271D3B8543492850.css

[*..Copyright (C) 2011-2020 Hoefler & Co...This software is the property of Hoefler & Co. (H&Co)...Your right to access and use this software is subject to the..applicable
License Agreement, or Terms of Service, that exists..between you and H&Co. If no such agreement exists, you may not..access or use this software for any purpose...This
software may only be hosted at the locations specified in..the applicable License Agreement or Terms of Service, and only..for the purposes expressly set forth therein.
You may not copy,..modify, convert, create derivative works from or distribute this..software in any way, or make it accessible to any third party,..without first obtaining the
written permission of H&Co...For more information, please visit us at http://typography.com...90916-74443-20200226.*/..@font-face{ font-family: "Gotham SSm A"; src:
url(data:application/x-font-woff;base64,d09GRgABAAAAAGpPzABIAAAAAYNGAAQAAAABOJAAAAecAAAXTAAAAAAAAAABHREVGAABIUAAAABOAAAAEACGASUIQ
T1IMAAFOWAAAIWAAAHKM

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\1836650903242559[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

1067736

5.472445796132736

false
6144:Rk1HgCSntDV/HaKKV/Ha8NEPjQHguH3HpQrwz8GWagk1HgCSntDV/HaKKV/Ha8NEI:CNE7ZNE7ZNE7ZNE7k
96871DD259F9BCBF72AA29A1F757C296

E8FC5DC2C7D1A688BA4EOE4144512082289A1CB1
86C66319EB66EDIFF424C5FB3E90654B8136C86EDB816444BOAAA194DFC38B22

881396A14212CD47D9013AB59D2160BEB4EE11216BD8CBAO8AFA509B0OE1FAD20F68D90526125F95B39B8F821BAAALC7790B65BD88CB22CD3EBD64621704E20L
2

false
low

http://https://connect.facebook.net/signals/config/18366509032425597v=2.9.41&r=stable

/*** Copyright (c) 2017-present, Facebook, Inc. All rights reserved..*.* You are hereby granted a non-exclusive, worldwide, royalty-free license to use,.* copy, modify, and
distribute this software in source code or binary form for use.* in connection with the web services and APIs provided by Facebook..*.* As with any software that integrates
with the Facebook platform, your use of.* this software is subject to the Facebook Platform Policy.* [http://developers.facebook.com/policy/]. This copyright notice shall be.*
included in all copies or substantial portions of the software..*.* THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR.* IM
PLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS.* FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN
NO EVENT SHALL THE AUTHORS OR.* COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER.* IN AN ACTION OF C
ONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN.* CONNECTION WI

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\1836650903242559[2].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

dropped

266934

5.472445796132736

false

6144:Rk1HgCSntDV/HaKKV/Ha8NEPjQHguH3HpQrwz8GWi:CNE7k
AEFE2BDOAC104AAA196F52C6F5E965C5
5B3D66455252AC84B2AEFE016FBFAA0C90850590
DE4C899638EED7DC2BDADF1632A37146FFD7B08ADOFDAA31B294C0D235E62C69
8590F8AC388AA5D88CAAB2981BD578DBF5634EF838FB1AD5412404890AFF20881A538CODFEG6989A1BE71B4B40667A3F2D8AF219506AA259F66ACAC36692814+
false

low

[*** Copyright (c) 2017-present, Facebook, Inc. All rights reserved..*.* You are hereby granted a non-exclusive, worldwide, royalty-free license to use,.* copy, modify, and
distribute this software in source code or binary form for use.* in connection with the web services and APIs provided by Facebook..*.* As with any software that integrates
with the Facebook platform, your use of.* this software is subject to the Facebook Platform Policy.* [http://developers.facebook.com/policy/]. This copyright notice shall be.*
included in all copies or substantial portions of the software..*.* THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR.* IM
PLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS.* FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN
NO EVENT SHALL THE AUTHORS OR.* COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER.* IN AN ACTION OF C
ONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN.* CONNECTION WI

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\MEEXW4H411904MCA943-MyUCF-headers_1600x550_4-1600x500[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, progressive, precision 8, 1600x500, frames 3
downloaded

88912

7.969385827012106

false

1536:ykfoqsQBNJINsFpcuo6ddBI940M1vQROTc6UBE1ZkigNzE/hIXeDzh7G4:VioqlBNJe/xI/cIR7nE1ZkigzUIXeDIN
8D144313183C16A72B756880A09B002D

F7CBADOCFA7C2880492AFBOBE030C5B5D5519707
3D8B42FC022046569384277653C50CEDEA7C4B21308562ACA59CC941C7C1995A
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\MEEXW4H411904MCA943-MyUCF-headers_1600x550_4-1600x500[1].jpg

SHA-512: 787EECD3E51D9A2A5805109E8C7F244E26AB63DF3463AD42104AAAC22944DAF4B5B0B8549856097B972642C033F0A8652C800B6BIBB544E5E4860B512AD76D6¢
Malicious: false
Reputation: low

|IE Cache URL: http://https://www.ucf.edu/files/2020/02/1904MCA943-MyUCF-headers_1600x550_4-1600x500.jpg

Preview:

L HYY6%. ), ($+SY6S...
.......... *RT....M....R..t/.

£.5[.AH....B...it.;.7k=..hb.|.

iX.?LK...eV3iRT oo, .
<Y 2 XX 3G LU

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\JeffAdlerupdated[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 301x317, frames 3
Category: downloaded

Size (bytes): 29337

Entropy (8bit):  7.960297309465303

Encrypted: false

SSDEEP: 768:6XUsLrCTAOF3POKSmM2dXGHLgX154A0mI5My:6ESLqAqWKEdX00Xu5z

MDS5: 76AACA154AFFOF66AF217EFF819248A3

SHA1L: 28D08A5B95783BC87C422D6820B4CE5C725D0A96

SHA-256: 5A9E3730D811B608DC85BF40EA110BOD67F2325A89AAFAEC7819E3D4FD1CF12B

SHA-512: 3BCFB426015F9FBFE5999DB2AAC710F4DF7369D1B4DF160A1F40CF6748BES7147B26E1BFD8BCB73199DA16A2EF3F21BFCBA38F961A98B887B5F3346F8C84B7(
4

Malicious: false

Reputation: low

IE Cache URL:  http:i/https://business.ucf.edu/wp-content/uploads/sites/4/2015/11/JeffAdlerupdated.jpg

Preview:

2...#B..R..$3br.
.ag."2...B.... #3R..br..$4.%
£XO0..x.X.2.[..{zx.P>g_z.h..J.Sw. k.....0.d...V..2R.4...5.J:.i3.YA.z.|3..*Kg.5..F1. kL..e..>..H)+3../..}G.sz....g"q.
............. _L..2ww.d......;;...89.kOKY..Jf...m.9.h.2....i.~..d. ... ZF. .bAP.Nn.G.x.7Tm.-..{>y.V.s.&.".U.. *....

C:\Usersl\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\KFOmMCngEu92Fr1Mu4mxM[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 19824, version 1.1

Category: downloaded

Size (bytes): 19824

Entropy (8bit):  7.970306766642997

Encrypted: false

SSDEEP: 384:0zNCh8EbW9Wg166uwroOp/taiap3K6MC4fsPPuzt+7NCXzS65XZELt:K4zbWcDVwt230hfs+x+Bb65X2
MD5: BAFB105BAEB22D965C70FE52BA6B49D9

SHA1L: 934014CC9BBE5883542BE756B3146C05844B254F

SHA-256: 1570F866BF6EAE82041E407280894A86AD2B8B275E01908AE156914DC693A4ED

SHA-512: 85A91773B0283E3B2400C773527542228478CC1B9ESADSEAG2435D705E98702A40BEDF26CB5B0900DD8FECC79F802B8C1839184E787D9416886DBC73DFF22A6¢
Malicious: false

Reputation: low

|IE Cache URL: http:i/https://fonts.gstatic.com/s/roboto/v18/KFOMCngEu92FriMu4mxM.woff

Preview:
WOFF.....Mp....... P GDEF....... G...d...GPOS............. hGSUB............ 7b..0S/2....... R..’tg#.cmap........... L..cvt...... T..T+.fpgm......5...w.".gasp...@........
LeglyfLoct o hdmx Fx..g.... head..F....6...6.j.zhhea..G........ $...hmtx..G8...].....Vlloca..l.........2 #.maxp..Kt... ... ....name..K........ t.U9.post..Ld....... .m.dprep..Lx....... |
fx.1.P....PB.U=L.@..B).w.....Y.eum.Cs..x.h~R..R..2x..[.#N.mmmmfm...SP.NuM..9l.=U.L.[...... W] AP He ) ;..EoDo....E.E.D..
..0.GG.aAH.V.MX\XA....../..d3.Eb_.J..R v........ \"ob.}.z..k.x).v$f$..0)+.2..*....y}6'C6b.6Cs...I........... [ <.l.l.J-|..].]....0....1%.4.L.S1.&C.6..!I".. {...c.\.J.(.2.C....V.A..2.M<nG.
..... v.m.;..R.C.aj.H..=.{>:.  Ji_Y......0&k.KY.2.6k..i.{.p}/..VO3.0]0..RTZ. . .RN.&V..C..3.2......&.z.s&D....r,.l..t.R..a$k..Mm..Y.U...+b.%kQ..

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\NewErrorPageTemplate[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: downloaded

Size (bytes): 1612

Entropy (8bit): 4.869554560514657

Encrypted: false

SSDEEP: 24:5Y0bQ573pHpACtUZtIDOIFBopZleqw87xTe4D8FaFJ/Doz9AtjJghCzg:5m73jcIqQep89TEwW7Uxkk
MD5: DFEABDE84792228093A5A270352395B6

SHAL: E41258C9576721025926326F76063C2305586F76

SHA-256: 77B138AB5D0A90FF04648C26ADDD5E414CC178165E3B54A4CB3739DA0F58E075
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\NewErrorPageTemplate[1]

SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

E256F603E67335151BB709294749794E2E3085F4063C623461A0B3DECBCCABE620807B707ECIBCBE36DCD7D639C55753DA0495BESSB4AESFB6BFC52ABA4B284F
D

false
low

res:/fieframe.dll/NewErrorPageTemplate.css

.body.{.. background-repeat: repeat-x;.. background-color: white;.. font-family: "Segoe UI", "verdana", "arial";.. margin: Oem;.. color: #1f1f1f;..}.....mainContent..{..
margin-top:80px;.. width: 700px;.. margin-left: 120px;.. margin-right: 120px;..}.....title.{.. ~ color: #54b0f7;.. font-size: 36px;.. font-weight: 300;.. line-height:
40px;.. margin-bottom: 24px;.. font-family: "Segoe UI", "verdana";.. position: relative;..}.....errorExplanation..{.. ~color: #000000;.. font-size: 12pt;.. font-family:
"Segoe UlI", "verdana", "arial";.. text-decoration: none;..}.....taskSection..{.. margin-top: 20px;.. margin-bottom: 28px;.. position: relative; ..}.....tasks..{.. ~color: #00

0000;.. font-family: "Segoe UI", "verdana";.. font-weight:200;.. font-size: 12pt;..}....li.{.. margin-top: 8px;..}.....diagnoseButton..{.. outline: none;.. font-size: 9pt;
..}.....l]aunchinternetOptionsButton..{.. ~outline: none;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\Sean-Snaith-UCF-College-of-Business-150x150[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

gd-jpeg v1.0 (using G JPEG v62), quality = 90", baseline, precision 8, 150x150, frames 3

downloaded

5328

7.91738897850923

false
96:LEFq7g8IW9gXqQWcw7nMtPXVDdpmUvess04HHIxJCWgVEO9mz:LmUg/BauYnglDd7sh9zyEO9W
FAEF4C1E9681876452E3E1E9AOA9FBOS

89D03CE3A959371DA4BEB2400817E4E66E81923B
91FF2A0197FC444A0F9A99969A2EB0A00D8C2E14BB93DE2BB5SEA7EEQ012FF24D
6204A7B333ABCFFOEOEF214133D13FC746067E759ABE117DBDE023446236EA8AE908331C0A31BFD56CA060150460FE2196C4E855AC62AA4375319C8177685CAS
false

low

http://https://business.ucf.edu/wp-content/uploads/2014/12/Sean-Snaith-UCF-College-of-Business-150x150.jpg

.......................................... ?....4.1.8..n.".2.:.0.J@9IGjP2...2\.; A...b).5KP..WA[Y.0..0.4..Y2:@:........P.)..."....)..W...a.Zj..Hg...~...| {1...3.,jR.b...1...0.9...L.<F.z..kp>. 0..Lu..b.~
E&AWp....4T.]C.g<S.5Z.2..*.U....4¢9.B.&....".>.Gy}......,P.2....y. la..e..(#0-X..3.0...USW4.Q....E.M.=...In#.s.YV...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\Seminar-Series_ WEB[1].jpg

Process:
File Type:
Category:
Size (bytes):

C:\Program Files (x86)\Internet Explorer\iexplore.exe
JPEG image data, baseline, precision 8, 840x400, frames 3
downloaded

414170

Entropy (8bit):  7.9772165696390385

Encrypted: false

SSDEEP: 12288:aP3bxc+4620XFcdk8bKIhNPOkPzvHmMpyM5cLHZBELmM:Oxt4YXSdk8ulhxOkTHmMpySGHZim

MD5: AB26FBBOC3E81FB75931A1AAC5B8A53E

SHA1L: 33C91139C16972AD3A4BA4D32EFE6FB1D10A3555

SHA-256: 20CC85F5F5426ABF7CB22EC421A29C7C406892B5B6897D0B4D84DD9D43AES471

SHA-512: OFFFC04220DOE6CDC22A66573A80E1317478FD65BF30AE942A39A02FEE98BC3E2225F8B25FAA257F1118E3EA7D4EB33E8B1533F6EF36AB08816B1990C15D558|

Malicious: false

Reputation: low

IE Cache URL:  http:ifhttps://business.ucf.edu/wp-content/uploads/sites/4/2020/03/Seminar-Series_WEB.jpg

Preview:

...................................... i...Adobe.d........H.......

."A.Qag#2..$B..3R....Cb...%r....&.'4S.cs.. ! Cr..%4S...c..&..EFdes. KKKKKKKKKKKKKKKKKKKKKKKKY,..
N TeZJSNeoo. P*. . X AW..... 5. X L) <= V7 L L5 0. A . 3% 3Pt .. J=_ny.U.gW., VP T X N0, .Co,
<~a...(j#1.}.M.2.88..0}....;........ & AGLLLALLKL<LBLILIWS.L B 7L FY LU XS Y L<Bs s A _._wnl.g.....F.p.A.7Pq...{ep~{.v@....a.l.E
e e 9.Q.IH#R...%#.5."., f.2p..>...M4...FAP.w./....2d'P.C.... VE.z.R..1...8|....

C:\Users\user\AppDatalLocal\Microsoft\Windows\INetCache\IE\CMEEXW4H4\SonyaDixon_SM[1].png E

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 146 x 146, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 36343

Entropy (8bit):  7.992113212993636

Encrypted: true

SSDEEP: 768:Q+QUTII]CMiBgyzoim20R65IUCHIA7mBkIDNajl TulHaqgcojBk:sUTIle/gGoPUFIASI9ZLTul/LVk

MD5: 508C034AF9CA9738BCB218B4CB49A86B

SHAL: 7152BA2EDC10C4B3BE04259A3A80C4E6B8649D39

SHA-256: 360D00C96BA37786AD39D4AF873E2402CB044C352A304D5D58D684BCF18304D6

SHA-512: C4EEADDG6D9830A8BBDDF3C591166987E29929D11DA96D57F5FB3BB4F1807DFOBCD657BF5889436CCEFDE28484C883FE9088E30F2881D075D29226A14639C4F!
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\SonyaDixon_SM[1].png E
Malicious: false

Reputation: low

|IE Cache URL: http://https://business.ucf.edu/wp-content/uploads/sites/4/2018/02/SonyaDixon_SM.png

Preview:

. IDATX.....,.-v.C...[u7.J.9C.70... .)}>@?.0. X... AAK ... GLUY.

i*.6[,0.b}....k4u.0.1y...~.K

(A =N A k-"heeon % s e Y LYy Y B0 S .....lv..cg.....0.".b<.....0~...0
b4 JH~05?m.v.......}1.PZ.R)..M... J$Z..3.)(.z.5aY..$.,hj..8w. . A*......1.=..6.,45,.y...1E{.-=.Z.0Y~.....].~};.Sv.5.<~(..8....> A_~}.Bn..~.. A.
DOQ+y.K...=..._.?..<.)..@..v....i...P."......0. ..m.T....h..RqgA7.u(?.2ZF.O0QF... 0..j@9.....&....... Ww.....aH...Za.l...EG..S+X.....x.MV...;M~6..._...v.Q...."8Q
“hi= b7 hr ARz AL = M ] zw L~ X)) - 0018820 TN e LX) ):B.ML 2 oitt ] +.];.. . fD#.p.. O....(.....N.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\Steve-Felkowitz_for_web[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, big-endian, direntries=12, height=2048, bps=0, Photometricintepretation=RGB, orientation=upper-left, width=1500], baseline, precision 8, 300x300,
frames 3

Category: downloaded

Size (bytes): 27938

Entropy (8bit):  7.50063037181301

Encrypted: false

SSDEEP: 384:A/BIKhqiEK7i52/BIKhgiEINL6I7BZFgWIIHI27yqsLLame/DptdwgNt: AOOIEK7rO0IEJL3ZFgWBILwrwCt

MDS5: 8B52A9030EA2ED64BOEE620A52743813

SHA1L: E12274D0496C9B614B41EBEB77FF56F3FCOF7CEC

SHA-256: D9EC243EB81952D2D88E9AIBDB2275D8416E133B05989E5206CF2029C95844A1

SHA-512: 687D36146B3E611C55E27CA8E1845D0FD1369CBCD857D53A67DA2723E7F765DC5AAE46865CA6F54419D2EC50E2811176CIDAC1736369108B3CEA2F1103334FC
Malicious: false

Reputation: low

IE Cache URL:  http:/https://business.ucf.edu/wp-content/uploads/sites/4/2015/07/Steve-Felkowitz_for_web.jpg

Preview:

*.Adobe Photoshop CC 2015 (Wind

Ho Adobe_CM......Adobe.d................
3...L.1.AQa."q.2.....

11..AQaq"..2.....B#.R..3%b.r..CS.cs4.%.....&5..D.T..dEU6te....u..F.............

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\Tiffany-Hughes_300[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, little-endian, direntries=17], progressive, precision 8, 300x300, frames 3

Category: downloaded

Size (bytes): 36541

Entropy (8bit):  7.429213349289053

Encrypted: false

SSDEEP: 768:aIMIY7ZIzIEKiil4lpYyhx1Jsgzicll6dkdud2XA940H7Y3T+GGaql/uZC:KTIptVOciddc2TD+GGqql/uZC
MD5: 8481CEAED1E3DC71FOB09AA299891C0D

SHA1L: 4BF9706CB289A108B7DF3F361EA5A3054ADC1824

SHA-256: 0B635D11F66C8D342E43D8795533E269BB5D6F4BBF0655799C76F930DE3594CC

SHA-512: 81C88AEBD34AE998FA75C59E27F7E13460F0978903364743E0844B95945C8CD111711E3A8416A0FEC85FF7C35332940AF932C853CB55B1AEC77FC43C72DD7C9:
Malicious: false

Reputation: low

IE Cache URL:  http:i/https://business.ucf.edu/wp-content/uploads/sites/4/2014/12/Tiffany-Hughes_300.jpg

Preview:

...... Exif.I*... (- 20> R...
.NIKON CORPORATION.NIKON D500. Adobe Photoshop CC 2015 (Windows).2017:11:27 08:28:47.MICHAEL CAIRNS.20
0230.. Y .57,

F.@B.... ....17.0-70.0 mm /2.8-4.0

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIEIMEEXW4H4\WUSNWR_BUS PTMBA 2020-e1566401102534-150x150[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 150 x 150, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 24981

Entropy (8bit): 7.985170182193062

Encrypted: false

SSDEEP: 384:5bCjK55JEEwg8b5RaVXFwJIMIQ/QncODqORIKfo2v31eeK5Hhffmz1bza00+hGlg6:w6OESRY6JB69IvZKEbzC+rccTB/N
MD5: A93662EC37DFB64EFD6D2EECA439E4FFE

SHAL: 9873AE451C4B8DA4CAAB1F667F0D34C7BAB80529

SHA-256: 7B5150AD745C58BFC6C007EFFC7DCCB4B8B655BB065AEC7E46BB6E4653ABE3LF

SHA-512: 5CF3F39F0B116614A11790E10B9ED987B365EA05F277991554DE808BD5A14EB0154F8022895E5FE19B67D47DDF6D3D4E0A49718AAC16B275D7D1CEF691A65CD
Malicious: false

Reputation: low

Copyright Joe Security LLC 2021 Page 41 of 48



C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lEIMEEXW4H4\WUSNWR_BUS PTMBA _2020-e1566401102534-150x150[1].png
http://https://business.ucf.edu/wp-content/uploads/sites/4/2019/08/USNWR_BUS_PTMBA_2020-e1566401102534-150x150.png

IE Cache URL:

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\accounting-conf{2].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, little-endian, direntries=0], baseline, precision 8, 840x400, frames 3
downloaded

67924

7.9773508733007805

false
1536:pkLWhcMQ7Kz9ZVQARekR7c18g4NPjfIBn93JbL:pkccr09ZVQ2578HANI3F
55B2870433A0A2DFAE84C1FD001211EA
FBCDF1BFA4DB5C5DD41F84165CF36BA3A52A9FD6
AB0AEA10712B1DCDC64DC34A1F7ESCB5A7E89252F36CC097B164C035F19F92D2

AF7316B291B99BE1F09C9019746DCC3B822B5BEE952D2B36478FFAADF78BA1655E700A979DB2DAA9G5EEG74F3F92D5ECOF4C1928A6D6A7FAB41ECB1BCCO03I
94

false
low

http://https://business.ucf.edu/wp-content/uploads/2015/05/accounting-conf.jpg

Ducky....... <.....ghttp://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmIns:x="adobe:ns:meta/" x:
xmptk="Adobe XMP Core 5.6-c014 79.156797, 2014/08/20-09:53:02 "> <rdf:RDF xmlns:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:a
bout="" xmIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmIns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmins:xmp="http://ns.adobe.com/xap/1.0/"
xmpMM:OriginalDocument|D="uuid:6B6488765706 DC11BCE3A84B11DEEBF4" xmpMM:Document|D="xmp.did:960A543FF32B11E49AB58CFD8FA2E6B4" xmpMM:Ins
tancelD="xmp.iid:960A543EF32B11E49AB58CFD8FA2E6B4" xmp:CreatorTool="Adobe Photoshop CS4 Windows"> <xmpMM:DerivedFrom stRef:instancelD="xmp.i
id:A986AB2FF609E011A994FE6F6CDCO2DE" stRef:documentID="uuid:6B6488765706DC11BCE3A84B11DEEBF4"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?

xpacket end="r"?>...HPhotoshop 3.0.8BIM..........Z...%G

Static File Info

No static file info

Network Behavior

Network Port Distribution

TCP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 23, 2021 21:59:47.788606882 CEST 192.168.2.3 8.8.8.8 0x8410 Standard query  business.ucf.edu A (IP address) IN (0x0001)
0

Jun 23, 2021 21:59:52.306334972 CEST 192.168.2.3 8.8.8.8 Oxcc2d Standard query  code.jquery.com A (IP address) IN (0x0001)
0

Jun 23, 2021 21:59:52.311288118 CEST 192.168.2.3 8.8.8.8 0x431c Standard query  cdnjs.clou A (IP address) IN (0x0001)
(0) dflare.com

Jun 23, 2021 21:59:52.887819052 CEST 192.168.2.3 8.8.8.8 Oxed64 Standard query  university A (IP address) IN (0x0001)
(0) header.ucf.edu

Jun 23, 2021 21:59:54.704096079 CEST 192.168.2.3 8.8.8.8 Oxa442 Standard query  snap.licdn.com A (IP address) IN (0x0001)
0

Jun 23, 2021 21:59:54.718125105 CEST 192.168.2.3 8.8.8.8 0x7860 Standard query  connect.fa A (IP address) IN (0x0001)
(0) cebook.net

Jun 23, 2021 21:59:55.604427099 CEST 192.168.2.3 8.8.8.8 Oxdc7b Standard query  px.ads.lin A (IP address) IN (0x0001)
(0) kedin.com
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 23, 2021 21:59:56.183223009 CEST 192.168.2.3 8.8.8.8 0xc0e0 Standard query  stats.g.do A (IP address) IN (0x0001)
(0) ubleclick.net
Jun 23, 2021 21:59:56.331176043 CEST 192.168.2.3 8.8.8.8 0xe887 Standard query  www.linked A (IP address) IN (0x0001)
(0) in.com
Jun 23, 2021 21:59:57.673490047 CEST 192.168.2.3 8.8.8.8 Oxféeb Standard query  www.google.de A (IP address) IN (0x0001)
(0
Jun 23, 2021 21:59:57.753317118 CEST 192.168.2.3 8.8.8.8 0x112c Standard query  media.blub A (IP address) IN (0x0001)
(0) rry.com
Jun 23, 2021 21:59:58.398291111 CEST 192.168.2.3 8.8.8.8 0x44d9 Standard query  content.bl A (IP address) IN (0x0001)
(0) ubrry.com
Jun 23, 2021 22:00:09.565366983 CEST 192.168.2.3 8.8.8.8 0x7f4d Standard query  business.ucf.edu A (IP address) IN (0x0001)
(0
Jun 23, 2021 22:00:14.923470974 CEST 192.168.2.3 8.8.8.8 0xb630 Standard query  www.ucf.edu A (IP address) IN (0x0001)
(0)
Jun 23, 2021 22:00:16.005534887 CEST 192.168.2.3 8.8.8.8 0xda50 Standard query  cloud.typo A (IP address) IN (0x0001)
(0) graphy.com
Jun 23, 2021 22:00:16.281444073 CEST 192.168.2.3 8.8.8.8 0x2f22 Standard query  static.clo A (IP address) IN (0x0001)
(0) udflareins
ights.com
Jun 23, 2021 22:00:17.479181051 CEST 192.168.2.3 8.8.8.8 Oxel4l Standard query  s3.amazona A (IP address) IN (0x0001)
(0) ws.com
Jun 23, 2021 22:00:19.206458092 CEST 192.168.2.3 8.8.8.8 0xe85¢c Standard query  www.youtub A (IP address) IN (0x0001)
(0) e.com
Jun 23, 2021 22:00:19.217746973 CEST 192.168.2.3 8.8.8.8 0x44e3 Standard query  siteimprov A (IP address) IN (0x0001)
(0) eanalytics.com
Jun 23, 2021 22:00:19.569123983 CEST 192.168.2.3 8.8.8.8 0x3ff3 Standard query  36185.glob A (IP address) IN (0x0001)
0) al.siteimp
roveanalytics.io
Jun 23, 2021 22:00:20.690201998 CEST 192.168.2.3 8.8.8.8 0xfdbO Standard query  static.cha A (IP address) IN (0x0001)
0) rtbeat.com
Jun 23, 2021 22:00:21.009880066 CEST 192.168.2.3 8.8.8.8 0x1454 Standard query  ping.chart A (IP address) IN (0x0001)
(0) beat.net
Jun 23, 2021 22:00:21.910067081 CEST 192.168.2.3 8.8.8.8 Oxel4c Standard query  my.ucf.edu A (IP address) IN (0x0001)
()
Jun 23, 2021 22:00:23.096982956 CEST 192.168.2.3 8.8.8.8 Oxfa5f Standard query  idp-prod.c A (IP address) IN (0x0001)
(0) c.ucf.edu
Jun 23, 2021 22:00:26.901132107 CEST 192.168.2.3 8.8.8.8 0x25df Standard query  knightsema A (IP address) IN (0x0001)
0) il.ucf.edu
Jun 23, 2021 22:00:28.200731993 CEST 192.168.2.3 8.8.8.8 0x52d8 Standard query  maxcdn.boo A (IP address) IN (0x0001)
0) tstrapcdn.com
Jun 23, 2021 22:00:28.208168983 CEST 192.168.2.3 8.8.8.8 0x5977 Standard query  cdn.it.ucf.edu A (IP address) IN (0x0001)
(0)
Jun 23, 2021 22:00:28.213972092 CEST 192.168.2.3 8.8.8.8 0xdd88 Standard query  stackpath. A (IP address) IN (0x0001)
0) bootstrapc
dn.com
Jun 23, 2021 22:00:28.247663021 CEST 192.168.2.3 8.8.8.8 0x1dc5 Standard query  ajax.aspne A (IP address) IN (0x0001)
0) tcdn.com
Jun 23, 2021 22:01:12.002479076 CEST 192.168.2.3 8.8.8.8 0x237e Standard query  cdn.curator.io A (IP address) IN (0x0001)
(0)
Jun 23, 2021 22:01:24.146473885 CEST 192.168.2.3 8.8.8.8 0x612 Standard query  googleads. A (IP address) IN (0x0001)
0) g.doubleclick.net
Jun 23, 2021 22:01:24.280487061 CEST 192.168.2.3 8.8.8.8 0x2db8 Standard query  static.dou A (IP address) IN (0x0001)
0) bleclick.net
Jun 23, 2021 22:01:53.080605984 CEST 192.168.2.3 8.8.8.8 0x2c5¢ Standard query  i.ytimg.com A (IP address) IN (0x0001)
)
Jun 23, 2021 22:01:53.086314917 CEST 192.168.2.3 8.8.8.8 Ox6e7a Standard query  yt3.ggpht.com A (IP address) IN (0x0001)
0
Jun 23, 2021 22:01:56.722249985 CEST 192.168.2.3 8.8.8.8 0x784 Standard query  api.curator.io A (IP address) IN (0x0001)
0
Jun 23, 2021 22:01:57.535892010 CEST 192.168.2.3 8.8.8.8 0x5e60 Standard query  curator-assets.b- A (IP address) IN (0x0001)
(0) cdn.net
Jun 23, 2021 22:01:57.564851999 CEST 192.168.2.3 8.8.8.8 Ox1e9c Standard query  scontent-iad3- A (IP address) IN (0x0001)
(0) 2.xx.fbedn.net
Jun 23, 2021 22:01:57.604291916 CEST 192.168.2.3 8.8.8.8 0xf631 Standard query  pbs.twimg.com A (IP address) IN (0x0001)
0)
DNS Answers
Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
Jun 23, 2021 8.8.8.8 192.168.2.3 0x8410 No error (0) business.ucf.edu 132.170.5.124 A (IP address)  IN (0x0001)
21:59:47.874352932
CEST
Jun 23, 2021 8.8.8.8 192.168.2.3 Oxcc2d No error (0) code.jgquery.com cds.s5x3j6q5.hwcdn.net CNAME IN (0x0001)
21:59:52.353732109 (Canonical
CEST name)
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Timestamp Source IP

Jun 23, 2021 8.8.8.8
21:59:52.366695881
CEST

Jun 23, 2021 8.8.8.8
21:59:52.366695881
CEST

Jun 23, 2021 8.8.8.8
21:59:52.942686081
CEST

Jun 23, 2021 8.8.8.8
21:59:52.942686081
CEST

Jun 23, 2021 8.8.8.8
21:59:54.761368036
CEST

Jun 23, 2021 8.8.8.8
21:59:54.784487009
CEST

Jun 23, 2021 8.8.8.8
21:59:54.784487009
CEST

Jun 23, 2021 8.8.8.8
21:59:55.685275078
CEST

Jun 23, 2021 8.8.8.8
21:59:55.685275078
CEST

Jun 23, 2021 8.8.8.8
21:59:55.685275078
CEST

Jun 23, 2021 8.8.8.8
21:59:55.685275078
CEST

Jun 23, 2021 8.8.8.8
21:59:56.246860981
CEST

Jun 23, 2021 8.8.8.8
21:59:56.246860981
CEST

Jun 23, 2021 8.8.8.8
21:59:56.246860981
CEST

Jun 23, 2021 8.8.8.8
21:59:56.246860981
CEST

Jun 23, 2021 8.8.8.8
21:59:56.246860981
CEST

Jun 23, 2021 8.8.8.8
21:59:56.377677917
CEST

Jun 23, 2021 8.8.8.8
21:59:57.742933989
CEST

Jun 23, 2021 8.8.8.8
21:59:57.814940929
CEST

Jun 23, 2021 8.8.8.8
21:59:57.814940929
CEST

Jun 23, 2021 8.8.8.8
21:59:58.472225904
CEST

Jun 23, 2021 8.8.8.8
21:59:58.472225904
CEST

Jun 23, 2021 8.8.8.8
21:59:58.472225904
CEST

Jun 23, 2021 8.8.8.8
21:59:58.472225904
CEST

Jun 23, 2021 8.8.8.8
21:59:58.472225904
CEST

Jun 23, 2021 8.8.8.8
22:00:09.625875950
CEST
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Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x431c

0x431c

Oxed64

Oxed64

Oxa442

0x7860

0x7860

Oxdc7b

Oxdc7b

Oxdc7b

Oxdc7b

0xc0e0

0xc0e0

0xc0e0

0xc0e0

0xc0e0

0xe887

Oxf6eb

0x112c

0x112c

0x44d9

0x44d9

0x44d9

0x44d9

0x44d9

Ox7fad

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

cdnjs.clou
dflare.com

cdnjs.clou
dflare.com

university
header.ucf.edu

132-170-5-
94.|be.ucf.edu

snap.licdn.com

connect.fa
cebook.net

scontent.x
x.fbcdn.net

px.ads.lin
kedin.com

mix.linkedin.com

glb-na.mix
linkedin.com

pop-esvs.m
ix.linkedin.com

stats.g.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

www.linked
in.com

www.google.de

media.blub
rry.com

rsr.blubrry.com

content.bl
ubrry.com

dlouhc8uze
1zma3.cloud
front.net

dlouhc8uze
1zm3.cloud
front.net

dlouhc8uze
1zm3.cloud
front.net

dlouhc8uze
1zm3.cloud
front.net

business.ucf.edu

CName

132-170-5-94.Ibe.ucf.edu

wildcard.licdn.com.edgek
ey.net

scontent.xx.fbcdn.net

mix.linkedin.com

glb-na.mix.linkedin.com

pop-
esv5.mix.linkedin.com

stats.l.doubleclick.net

www-linkedin-com.|-
0005.I-msedge.net

rsr.blubrry.com

dlouhc8uzelzma3.cloudfr
ont.net

Address
104.16.19.94

104.16.18.94

132.170.5.94

157.240.17.15

108.174.11.37

74.125.140.157

74.125.140.155

74.125.140.156

74.125.140.154

142.250.184.227

54.87.43.77

13.224.193.36

13.224.193.9

13.224.193.50

13.224.193.67

132.170.5.124

Type
A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jun 23, 2021 8.8.8.8 192.168.2.3 0xb630 No error (0) www.ucf.edu www.ucf.edu.cdn.cloudfla CNAME IN (0x0001)
22:00:14.998728991 re.net (Canonical
CEST name)
Jun 23, 2021 8.8.8.8 192.168.2.3 0xda50 No error (0) cloud.typo wildcard.typography.com. CNAME IN (0x0001)
22:00:16.065741062 graphy.com edgekey.net (Canonical
CEST name)
Jun 23, 2021 8.8.8.8 192.168.2.3 0x2f22 No error (0) static.clo 104.16.95.65 A (IP address)  IN (0x0001)
22:00:16.349585056 udflareins
CEST ights.com
Jun 23, 2021 8.8.8.8 192.168.2.3 0x2f22 No error (0) static.clo 104.16.94.65 A (IP address)  IN (0x0001)
22:00:16.349585056 udflareins
CEST ights.com
Jun 23, 2021 8.8.8.8 192.168.2.3 Oxel4l No error (0) s3.amazona 52.216.228.243 A (IP address)  IN (0x0001)
22:00:17.527355909 ws.com
CEST
Jun 23, 2021 8.8.8.8 192.168.2.3 0xe85¢c No error (0) www.youtub youtube-ui.l.google.com CNAME IN (0x0001)
22:00:19.272304058 e.com (Canonical
CEST name)
Jun 23, 2021 8.8.8.8 192.168.2.3 0x44e3 No error (0) siteimprov 172.64.101.39 A (IP address)  IN (0x0001)
22:00:19.278211117 eanalytics.com
CEST
Jun 23, 2021 8.8.8.8 192.168.2.3 0x44e3 No error (0) siteimprov 172.64.100.39 A (IP address)  IN (0x0001)
22:00:19.278211117 eanalytics.com
CEST
Jun 23, 2021 8.8.8.8 192.168.2.3 0x3ff3 No error (0) 36185.glob eu-central- CNAME IN (0x0001)
22:00:19.633935928 al.siteimp 1.global.siteimproveanalyt (Canonical
CEST roveanalytics.io ics.io name)
Jun 23, 2021 8.8.8.8 192.168.2.3 0x3ff3 No error (0) eu-central- ana-cf-col-elb-78- CNAME IN (0x0001)
22:00:19.633935928 1.global. 567119012.eu-central- (Canonical
CEST siteimprov 1.elb.amazonaws.com name)

eanalytics.io
Jun 23, 2021 8.8.8.8 192.168.2.3 0x3ff3 No error (0) ana-cf-col-elb- 18.185.153.200 A (IP address)  IN (0x0001)
22:00:19.633935928 78-56
CEST 7119012.eu-

central-1

.elb.amazo

naws.com
Jun 23, 2021 8.8.8.8 192.168.2.3 0x3ff3 No error (0) ana-cf-col-elb- 18.194.103.106 A (IP address)  IN (0x0001)
22:00:19.633935928 78-56
CEST 7119012.eu-

central-1

.elb.amazo

naws.com
Jun 23, 2021 8.8.8.8 192.168.2.3 0xfdb0 No error (0) static.cha d3f7zc5bbfci5.cloudfront. CNAME IN (0x0001)
22:00:20.753854990 rtbeat.com net (Canonical
CEST name)
Jun 23, 2021 8.8.8.8 192.168.2.3 0xfdb0 No error (0) d3f7zc5bbf 13.224.190.164 A (IP address)  IN (0x0001)
22:00:20.753854990 ci5.cloudf
CEST ront.net
Jun 23, 2021 8.8.8.8 192.168.2.3 0x1454 No error (0) ping.chart 34.192.124.255 A (IP address)  IN (0x0001)
22:00:21.056005955 beat.net
CEST
Jun 23, 2021 8.8.8.8 192.168.2.3 0x1454 No error (0) ping.chart 34.201.211.149 A (IP address)  IN (0x0001)
22:00:21.056005955 beat.net
CEST
Jun 23, 2021 8.8.8.8 192.168.2.3 0x1454 No error (0) ping.chart 52.4.226.165 A (IP address)  IN (0x0001)
22:00:21.056005955 beat.net
CEST
Jun 23, 2021 8.8.8.8 192.168.2.3 0x1454 No error (0) ping.chart 54.85.86.160 A (IP address)  IN (0x0001)
22:00:21.056005955 beat.net
CEST
Jun 23, 2021 8.8.8.8 192.168.2.3 0x1454 No error (0) ping.chart 52.1.81.52 A (IP address)  IN (0x0001)
22:00:21.056005955 beat.net
CEST
Jun 23, 2021 8.8.8.8 192.168.2.3 0x1454 No error (0) ping.chart 54.163.236.63 A (IP address)  IN (0x0001)
22:00:21.056005955 beat.net
CEST
Jun 23, 2021 8.8.8.8 192.168.2.3 0x1454 No error (0) ping.chart 54.172.203.45 A (IP address)  IN (0x0001)
22:00:21.056005955 beat.net
CEST
Jun 23, 2021 8.8.8.8 192.168.2.3 0x1454 No error (0) ping.chart 23.20.18.198 A (IP address)  IN (0x0001)
22:00:21.056005955 beat.net
CEST
Jun 23, 2021 8.8.8.8 192.168.2.3 Oxel4c No error (0) my.ucf.edu 132.170.5.112 A (IP address)  IN (0x0001)
22:00:21.981044054
CEST
Jun 23, 2021 8.8.8.8 192.168.2.3 Oxfa5f No error (0) idp-prod.c 132.170.5.41 A (IP address)  IN (0x0001)
22:00:23.228627920 c.ucf.edu
CEST
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Timestamp Source IP

Jun 23, 2021 8.8.8.8
22:00:26.996815920
CEST

Jun 23, 2021 8.8.8.8
22:00:26.996815920
CEST

Jun 23, 2021 8.8.8.8
22:00:28.260392904
CEST

Jun 23, 2021 8.8.8.8
22:00:28.260392904
CEST

Jun 23, 2021 8.8.8.8
22:00:28.281986952
CEST

Jun 23, 2021 8.8.8.8
22:00:28.281986952
CEST

Jun 23, 2021 8.8.8.8
22:00:28.307236910
CEST

Jun 23, 2021 8.8.8.8
22:00:28.325016975
CEST

Jun 23, 2021 8.8.8.8
22:01:12.066994905
CEST

Jun 23, 2021 8.8.8.8
22:01:12.066994905
CEST

Jun 23, 2021 8.8.8.8
22:01:12.066994905
CEST

Jun 23, 2021 8.8.8.8
22:01:12.066994905
CEST

Jun 23, 2021 8.8.8.8
22:01:12.066994905
CEST

Jun 23, 2021 8.8.8.8
22:01:24.225109100
CEST

Jun 23, 2021 8.8.8.8
22:01:24.357671976
CEST

Jun 23, 2021 8.8.8.8
22:01:53.146847010
CEST

Jun 23, 2021 8.8.8.8
22:01:53.146847010
CEST

Jun 23, 2021 8.8.8.8
22:01:53.146847010
CEST

Jun 23, 2021 8.8.8.8
22:01:53.146847010
CEST

Jun 23, 2021 8.8.8.8
22:01:53.146847010
CEST

Jun 23, 2021 8.8.8.8
22:01:53.146847010
CEST

Jun 23, 2021 8.8.8.8
22:01:53.146847010
CEST

Jun 23, 2021 8.8.8.8
22:01:53.146847010
CEST

Jun 23, 2021 8.8.8.8
22:01:53.146847010
CEST

Jun 23, 2021 8.8.8.8
22:01:53.146847010
CEST

Jun 23, 2021 8.8.8.8
22:01:53.146847010
CEST
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Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x25df

0x25df

0x52d8

0x52d8

0xddss

0xddss

0x1dc5

0x5977

0x237e

0x237e

0x237e

0x237e

0x237e

0x612

0x2db8

0x2c5¢

0x2c5¢

0x2c5¢

0x2c5¢

0x2c5¢

0x2c5¢

0x2c5¢

0x2c5¢

0x2c5¢

0x2c5¢

0x2c5¢

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

knightsema
iL.ucf.edu

www.knight
semail.ucf.edu

maxcdn.boo
tstrapcdn.com

maxcdn.boo
tstrapcdn.com

stackpath.
bootstrapc
dn.com

stackpath.
bootstrapc
dn.com

ajax.aspne
tcdn.com

cdn.it.ucf.edu

cdn.curator.io

d28z50unss
s2dg.cloud
front.net

d28z50unss
s2dg.cloud
front.net

d28z50unss
s2dg.cloud
front.net

d28z50unss
s2dg.cloud
front.net

googleads.
g.doubleclick.net

static.dou

bleclick.net

i.ytimg.com

i.ytimg.com

i.ytimg.com

i.ytimg.com

i.ytimg.com

i.ytimg.com

i.ytimg.com

i.ytimg.com

i.ytimg.com

i.ytimg.com

i.ytimg.com

CName

www.knightsemail.ucf.edu

mscomajax.vo.msecnd.ne
t

ucfg-use2-net-ucfitcdn-
ace-001.azureedge.net

d28z50unsss2dg.cloudfro
nt.net

static-doubleclick-
net.l.google.com

Address

132.170.5.29

104.18.11.207

104.18.10.207

104.18.10.207

104.18.11.207

13.225.87.104

13.225.87.113

13.225.87.13

13.225.87.11

142.250.74.194

142.250.184.246

172.217.18.118

172.217.23.118

216.58.212.150

142.250.185.86

172.217.16.150

142.250.185.118

142.250.185.150

142.250.185.182

142.250.185.214

142.250.185.246

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0Xx0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Jun 23, 2021 8.8.8.8
22:01:53.146847010
CEST

Jun 23, 2021 8.8.8.8
22:01:53.146847010
CEST

Jun 23, 2021 8.8.8.8
22:01:53.146847010
CEST

Jun 23, 2021 8.8.8.8
22:01:53.146847010
CEST

Jun 23, 2021 8.8.8.8
22:01:53.146847010
CEST

Jun 23, 2021 8.8.8.8
22:01:53.158272028
CEST

Jun 23, 2021 8.8.8.8
22:01:53.158272028
CEST

Jun 23, 2021 8.8.8.8
22:01:56.796567917
CEST

Jun 23, 2021 8.8.8.8
22:01:56.796567917
CEST

Jun 23, 2021 8.8.8.8
22:01:57.603494883
CEST

Jun 23, 2021 8.8.8.8
22:01:57.626162052
CEST

Jun 23, 2021 8.8.8.8
22:01:57.673605919
CEST

Jun 23, 2021 8.8.8.8
22:01:57.673605919
CEST

Jun 23, 2021 8.8.8.8
22:01:57.673605919
CEST

Jun 23, 2021 8.8.8.8
22:01:57.673605919
CEST

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

HTTP Request Dependency Graph

e knightsemail.ucf.edu

Code Manipulations

Statistics

Behavior

)

System Behavior

Copyright Joe Security LLC 2021

Click to jump to process

Trans ID

0x2c5¢

0x2c5¢

0x2c5¢

0x2c5¢

0x2c5¢

Ox6e7a

Ox6e7a

0x784

0x784

0x5e60

Ox1e9c

0xf631

0xf631

0xf631

0xf631

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

i.ytimg.com

i.ytimg.com

i.ytimg.com

i.ytimg.com

i.ytimg.com

yt3.ggpht.com

photos-ugc
.l.googleu
sercontent.com

api.curator.io

api.curator.io

curator-as
sets.b-cdn.net

scontent-iad3-
2.xx.focdn.net

pbs.twimg.com

csl196.wac.
edgecastcdn.net

cs2-wac-eu
.8315.ecdns.net

cs45.wac.e
dgecastcdn.net

CName

photos-
ugc.l.googleusercontent.c
om

cs196.wac.edgecastcdn.n
et

cs2-wac.apr-
8315.edgecastdns.net

cs45.wac.edgecastcdn.ne
t

Address
142.250.181.246

216.58.212.182

142.250.74.214

142.250.186.54

142.250.186.86

142.250.186.161

3.225.185.192

3.220.175.18

185.59.220.198

157.240.229.1

93.184.220.70

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Page 47 of 48



Analysis Process: iexplore.exe PID: 1364 Parent PID: 792

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

21:59:45

23/06/2021

C:\Program Files\internet exploreniexplore.exe

false

'C:\Program Files\Internet Exploreniiexplore.exe' -Embedding
0x7ff7399a0000

823560 bytes

6465CB92B25A7BC1DF8E01D8SACS5E7596

true

true

C, C++ or other language

Reputation: low
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Analysis Process: iexplore.exe PID: 5988 Parent PID: 1364

General

Start time: 21:59:46

Start date: 23/06/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Registry Activities

Disassembly

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

true

‘C:\Program Files (x86)\Internet ExploreNlEXPLORE.EXE' SCODEF:1364 CREDAT:17410
Iprefetch:2

0x1210000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

low

Show Windows behavior

Show Windows behavior

Joe Sandbox Cloud Basic 32.0.0 Black Diamond
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