
ID: 439522
Cookbook: browseurl.jbs
Time: 05:08:34
Date: 24/06/2021
Version: 32.0.0 Black Diamond
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Windows Analysis Report https://www.userbenchmark.com/resources/download/UserBenchMark.exe…

Overview

General Information

Sample URL: https://www.userben
chmark.com/resources/do
wnload/UserBenchMark.ex
e

Analysis ID: 439522

Infos:

Most interesting Screenshot:

Detection

Score: 72

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for droppMulti AV Scanner detection for dropp……

Contains functionality to detect slee

Contains functionality to detect slee

Contains functionality to detect slee

Contains functionality to detect slee

Contains functionality to detect slee

Contains functionality to detect slee

Contains functionality to detect sleeContains functionality to detect slee……

Found stalling execution ending in A

Found stalling execution ending in A

Found stalling execution ending in A

Found stalling execution ending in A

Found stalling execution ending in A

Found stalling execution ending in A

Found stalling execution ending in AFound stalling execution ending in A……

Queries memory information (via WM

Queries memory information (via WM

Queries memory information (via WM

Queries memory information (via WM

Queries memory information (via WM

Queries memory information (via WM

Queries memory information (via WMQueries memory information (via WM……

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information Queries sensitive BIOS Information ……

Queries sensitive physical memory 

Queries sensitive physical memory 

Queries sensitive physical memory 

Queries sensitive physical memory 

Queries sensitive physical memory 

Queries sensitive physical memory 

Queries sensitive physical memory Queries sensitive physical memory ……

Query firmware table information (lik

Query firmware table information (lik

Query firmware table information (lik

Query firmware table information (lik

Query firmware table information (lik

Query firmware table information (lik

Query firmware table information (likQuery firmware table information (lik……

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Contains functionality for read data f

Contains functionality for read data f

Contains functionality for read data f

Contains functionality for read data f

Contains functionality for read data f

Contains functionality for read data f

Contains functionality for read data fContains functionality for read data f……

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

Contains functionality to communica

Contains functionality to communica

Contains functionality to communica

Contains functionality to communica

Contains functionality to communica

Contains functionality to communica

Contains functionality to communicaContains functionality to communica……

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamicallyContains functionality to dynamically……

Contains functionality to open a port

Contains functionality to open a port

Contains functionality to open a port

Contains functionality to open a port

Contains functionality to open a port

Contains functionality to open a port

Contains functionality to open a portContains functionality to open a port……

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU Contains functionality to query CPU ……

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query localeContains functionality to query locale……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / Contains functionality to shutdown / ……

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may beContains functionality which may be……

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often foCreates a DirectInput object (often fo……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Extensive use of GetProcAddress (o

Extensive use of GetProcAddress (o

Extensive use of GetProcAddress (o

Extensive use of GetProcAddress (o

Extensive use of GetProcAddress (o

Extensive use of GetProcAddress (o

Extensive use of GetProcAddress (oExtensive use of GetProcAddress (o……

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has no

Found dropped PE file which has noFound dropped PE file which has no……

Found evasive API chain (date check)

Found evasive API chain (date check)

Found evasive API chain (date check)

Found evasive API chain (date check)

Found evasive API chain (date check)

Found evasive API chain (date check)

Found evasive API chain (date check)Found evasive API chain (date check)

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executedFound large amount of non-executed……

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

Installs a raw input device (often for 

Installs a raw input device (often for 

Installs a raw input device (often for 

Installs a raw input device (often for 

Installs a raw input device (often for 

Installs a raw input device (often for 

Installs a raw input device (often for Installs a raw input device (often for ……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Potential browser exploit detected (p

Potential browser exploit detected (p

Potential browser exploit detected (p

Potential browser exploit detected (p

Potential browser exploit detected (p

Potential browser exploit detected (p

Potential browser exploit detected (pPotential browser exploit detected (p……

Queries sensitive Operating System

Queries sensitive Operating System

Queries sensitive Operating System

Queries sensitive Operating System

Queries sensitive Operating System

Queries sensitive Operating System

Queries sensitive Operating SystemQueries sensitive Operating System……

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informaQueries sensitive processor informa……

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Classification

Malware Configuration

Yara Overview

Sigma Overview

No Sigma rule has matched

Signature Overview

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

iexplore.exe (PID: 6008 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)

iexplore.exe (PID: 4904 cmdline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:6008 CREDAT:17410 /prefetch:2 MD5: 

071277CC2E3DF41EEEA8013E2AB58D5A)
UserBenchMark.exe (PID: 5416 cmdline: 'C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe'  MD5: 

D35F8246F25DC9C303B09D35E8563500)
UserBenchMarkRunEngine.exe (PID: 6076 cmdline: 'C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\UserBenchMarkRunEngine.exe' start MD5: 

2D15813586095BB58BA07E509421C8FD)
conhost.exe (PID: 4396 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

UBMCPUBench.exe (PID: 4876 cmdline: UBMCPUBench.exe MD5: 03BB0E9F5811ED3910C9F1891E0398DE)

UBMRAMBench.exe (PID: 2256 cmdline: UBMRAMBench.exe MD5: 7D8AC338C0C2B7D7E56B799A57D2E77F)

cleanup

No configs have been found

No yara matches

Process Tree
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Click to jump to signature section

AV Detection:

Multi AV Scanner detection for dropped file

Malware Analysis System Evasion:

Contains functionality to detect sleep reduction / modifications

Found stalling execution ending in API Sleep call

Queries memory information (via WMI often done to detect virtual machines)

Queries sensitive BIOS Information (via WMI, Win32_Bios & Win32_BaseBoard, often done to detect virtual machines)

Queries sensitive physical memory information (via WMI, Win32_PhysicalMemory, often done to detect virtual machines)

Query firmware table information (likely to detect VMs)

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Valid
Accounts

Windows Management
Instrumentation 3 2 1

Application
Shimming 1

Process
Injection 1 2

Masquerading 1 Input
Capture 2 1

System Time
Discovery 2

Remote
Services

Input
Capture 2 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1 2

Default
Accounts

Native API 2 Boot or
Logon
Initialization
Scripts

Application
Shimming 1

Virtualization/Sandbox
Evasion 2 3 1

LSASS
Memory

Security Software
Discovery 5 4 1

Remote
Desktop
Protocol

Archive
Collected
Data 1

Exfiltration
Over
Bluetooth

Non-
Application
Layer
Protocol 1

Domain
Accounts

Exploitation for Client
Execution 1

Logon Script
(Windows)

Logon Script
(Windows)

Process
Injection 1 2

Security
Account
Manager

Virtualization/Sandbox
Evasion 2 3 1

SMB/Windows
Admin Shares

Clipboard
Data 1

Automated
Exfiltration

Application
Layer
Protocol 2

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Deobfuscate/Decode
Files or Information 1

NTDS Process Discovery 1 Distributed
Component
Object Model

Input Capture Scheduled
Transfer

Protocol
Impersonation

Cloud
Accounts

Cron Network
Logon Script

Network
Logon Script

Obfuscated Files or
Information 2

LSA Secrets Remote System
Discovery 1

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Software Packing 1 Cached
Domain
Credentials

File and Directory
Discovery 2

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Compile After
Delivery

DCSync System Information
Discovery 1 3 6

Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Behavior Graph
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Behavior Graph
ID: 439522

URL: https://www.userbenchmark.c...

Startdate: 24/06/2021

Architecture: WINDOWS

Score: 72

Multi AV Scanner detection
for dropped file

iexplore.exe

2 57

        started       

UserBenchMark.exe

124

        started       

iexplore.exe

26

        started       

192.168.2.1

unknown

unknown

C:\Users\user\...\UserBenchMarkRunEngine.exe, PE32

dropped

C:\Users\user\AppData\...\UBMRAMBench.exe, PE32

dropped

C:\Users\user\AppData\...\UBMCPUBench.exe, PE32

dropped

17 other files (none is malicious)

dropped

UserBenchMarkRunEngine.exe

1

        started       

www.userbenchmark.com

54.39.161.167, 443, 49702, 49703

OVHFR

Canada

C:\...\UserBenchMark.exe.nb15apu.partial, PE32

dropped

C:\Users\user\...\UserBenchMark[1].exe, PE32

dropped

Queries sensitive physical
memory information (via

WMI, Win32_PhysicalMemory,
often done to detect

virtual machines)

Queries sensitive BIOS
Information (via WMI,

Win32_Bios & Win32_BaseBoard,
often done to detect

virtual machines)

Queries memory information
(via WMI often done

to detect virtual machines)

UBMRAMBench.exe

1

        started       

UBMCPUBench.exe

1

        started       

conhost.exe

        started       

Query firmware table
information (likely

to detect VMs)

Found stalling execution
ending in API Sleep

call

Contains functionality
to detect sleep reduction

/ modifications

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

https://www.userbenchmark.com/resources/download/UserBenchMark.exe 0% Virustotal Browse

https://www.userbenchmark.com/resources/download/UserBenchMark.exe 0% Avira URL Cloud safe

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\UserBenchMark[1].exe 21% Virustotal Browse

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\UserBenchMark[1].exe 11% ReversingLabs Win32.Trojan.Johnnie

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe.nb15
apu.partial

21% Virustotal Browse

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe.nb15
apu.partial

11% ReversingLabs Win32.Trojan.Johnnie

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\CUBE.exe 1% Virustotal Browse

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\CUBE.exe 0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\CUBE.exe 0% ReversingLabs

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\D3DCompiler_43.dll 0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\D3DCompiler_43.dll 2% ReversingLabs

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\FLOCK.exe 0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\FLOCK.exe 0% ReversingLabs

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\NBODY.exe 3% Metadefender Browse

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\NBODY.exe 2% ReversingLabs

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Copyright Joe Security LLC 2021 Page 7 of 42

https://www.virustotal.com/gui/url/f73f7754403ce28fea0cbd12980f82c0c476d788fde549e9d14e6e89df788a9e/detection/u-f73f7754403ce28fea0cbd12980f82c0c476d788fde549e9d14e6e89df788a9e-1624499584
https://www.virustotal.com/gui/file/77c3771475c31f79a4fe4b7bbee7fd37d5516d9fd794cb4d8322f3cfea3a106a/detection/f-77c3771475c31f79a4fe4b7bbee7fd37d5516d9fd794cb4d8322f3cfea3a106a-1624464172
https://www.virustotal.com/gui/file/77c3771475c31f79a4fe4b7bbee7fd37d5516d9fd794cb4d8322f3cfea3a106a/detection/f-77c3771475c31f79a4fe4b7bbee7fd37d5516d9fd794cb4d8322f3cfea3a106a-1624464172
https://www.virustotal.com/gui/file/c8ab7ab2877c664cdcf974c1ad2c484ae0151790dccfeae11fa18922fb1536d7/detection/f-c8ab7ab2877c664cdcf974c1ad2c484ae0151790dccfeae11fa18922fb1536d7-1624467104
https://www.metadefender.com/#!/results/file/YnpJeE1EWXlNRkYzZVdaVE9GSlhVZ3NtZVAzd0s2aUVx/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMDYyMko0eGdweVBBZmdGVlhMZWJaT2w/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1EWXlNRkYzZVdaVE9GSlhVZ0ZVNTRYRFp5UkRW/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1EWXlNRkYzZVdaVE9GSlhVZ0F3NGdpWGhJbVQ/regular/analysis


General Information

Joe Sandbox Version: 32.0.0 Black Diamond

Analysis ID: 439522

Start date: 24.06.2021

Start time: 05:08:34

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 8m 43s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\POM.exe 0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\POM.exe 0% ReversingLabs

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\RTAGS.exe 0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\RTAGS.exe 0% ReversingLabs

Source Detection Scanner Label Link

Source Detection Scanner Label Link Download

18.2.UserBenchMark.exe.411f26.3.unpack 100% Avira TR/Dropper.Gen Download File

No Antivirus matches

Source Detection Scanner Label Link

0 1% Virustotal Browse

Name IP Active Malicious Antivirus Detection Reputation

www.userbenchmark.com 54.39.161.167 true false high

Name Malicious Antivirus Detection Reputation

0 true 1%, Virustotal, Browse low

IP Domain Country Flag ASN ASN Name Malicious

54.39.161.167 www.userbenchmark.com Canada 16276 OVHFR false

IP

192.168.2.1

Unpacked PE Files

Domains

URLs

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public

Private

Copyright Joe Security LLC 2021 Page 8 of 42

https://www.metadefender.com/#!/results/file/YnpJeE1EWXlNRkYzZVdaVE9GSlhVZ2VRV1NiZkp6aGIy/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1EWXlNRkYzZVdaVE9GSlhVZ3pnWXNGV2FsYVM/regular/analysis
https://www.virustotal.com/gui/url/cb0d5f18b9b01304e5599b28eb0ef3955c454bf369533c11fa28d8b251f15c1b/detection/u-cb0d5f18b9b01304e5599b28eb0ef3955c454bf369533c11fa28d8b251f15c1b-1624430834
https://www.virustotal.com/gui/url/cb0d5f18b9b01304e5599b28eb0ef3955c454bf369533c11fa28d8b251f15c1b/detection/u-cb0d5f18b9b01304e5599b28eb0ef3955c454bf369533c11fa28d8b251f15c1b-1624430834


Sample URL: https://www.userbenchmark.com/resources/download/UserBenchMark.exe

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

27

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal72.evad.win@12/88@2/2

EGA Information: Successful, ratio: 100%

HCA Information: Failed

Cookbook Comments: Adjust boot time
Enable AMSI

Warnings:

No simulations

No context

No context

No context

No context

No context

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{FF951407-D4E4-11EB-90E5-ECF4BB570DC9}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 32344

Entropy (8bit): 1.7880006510437456

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files

Copyright Joe Security LLC 2021 Page 9 of 42



Encrypted: false

SSDEEP: 384:rHOGW1mUCmZqaCkZmi/+Ztc8AFWVxZxSe:x

MD5: D69C46ACF1939242286BEF7E6E5FE804

SHA1: EDDDD475CD08E7D89FF68F91DED009E2C53FEC83

SHA-256: 126F0A0AABB3C2D46417FAD25539800FAF53C387D37C31486D2B217D43E776D4

SHA-512: 4971AF3B51F8E72FA4D4BC83BFDE6C9CB56CA3F8660B642F71C9917D1D08B3688DCBEBEF1C6BDCB6B42C2F54915E93037035CB5D3D721B4AB12A3720309848F
0

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{FF951407-D4E4-11EB-90E5-ECF4BB570DC9}.dat

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{FF951409-D4E4-11EB-90E5-ECF4BB570DC9}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 19032

Entropy (8bit): 1.6002879643720131

Encrypted: false

SSDEEP: 48:Iw/1Gcpr9OGwpaC1G4pQ0nGrapbS/GQpB6GHHpcjTGUpQ5sGcpm:rTZIQE6CBSpjB296ug

MD5: DCE405ABF38453D284EA828AB8458818

SHA1: 84C54DA7C9E69A78859F8FB153B0AF829AB85589

SHA-256: CCD2E3B67EC8C2A651F74F60A191ADE38D26F87C465936496AC9D4702BF3D7FB

SHA-512: BA3F9745B47F63282850EB496BA07485A386E5FC6E7DC5DCB259CF96E9AE1494CE4688D2FD98F799955AC4DAD36EDF9E58EB860ED1BBC5E29DB0FEA2E6B4F9
7D

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\B87Z87FM\UserBenchMark[1].exe

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows, Nullsoft Installer self-extracting archive

Category: dropped

Size (bytes): 8474901

Entropy (8bit): 7.9990522561128055

Encrypted: true

SSDEEP: 196608:CKCKVzVDRLB72XQhsWIKJ9Oco8rGdukYAVRx:eKtlRLSYBJ9ro8FkYAV

MD5: D35F8246F25DC9C303B09D35E8563500

SHA1: 4FDE5ED852CCB455FEE981757CB6205C1B7F961C

SHA-256: 77C3771475C31F79A4FE4B7BBEE7FD37D5516D9FD794CB4D8322F3CFEA3A106A

SHA-512: 69FCF414405D7FF7FC7A36D8EE0F080CF3C7B3CA51652479AE749FF4734B3439B39E3F6E509BDF9814634DCCE75624CD8611C0551D662270EBC649DF36949DB3

Malicious: true

Antivirus: Antivirus: Virustotal, Detection: 21%, Browse
Antivirus: ReversingLabs, Detection: 11%

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......1..:u..iu..iu..i..iw..iu..i...i..id..i!..i...i...it..iRichu..i........................PE..L.
.....K.................\..........<2.......p....@..........................................................................s.......@...K...........................................................................p...............................text...
ZZ.......\.................. ..`.rdata.......p.......`..............@..@.data................r..............@....ndata.......@...........................rsrc....K...@...L...v..............@..@......................................
..............................................................................................................................................................................................................................................................................
............................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe.nb15apu.partial

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows, Nullsoft Installer self-extracting archive

Category: dropped

Size (bytes): 8474901

Entropy (8bit): 7.9990522561128055

Encrypted: true

SSDEEP: 196608:CKCKVzVDRLB72XQhsWIKJ9Oco8rGdukYAVRx:eKtlRLSYBJ9ro8FkYAV

MD5: D35F8246F25DC9C303B09D35E8563500
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SHA1: 4FDE5ED852CCB455FEE981757CB6205C1B7F961C

SHA-256: 77C3771475C31F79A4FE4B7BBEE7FD37D5516D9FD794CB4D8322F3CFEA3A106A

SHA-512: 69FCF414405D7FF7FC7A36D8EE0F080CF3C7B3CA51652479AE749FF4734B3439B39E3F6E509BDF9814634DCCE75624CD8611C0551D662270EBC649DF36949DB3

Malicious: true

Antivirus: Antivirus: Virustotal, Detection: 21%, Browse
Antivirus: ReversingLabs, Detection: 11%

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......1..:u..iu..iu..i..iw..iu..i...i..id..i!..i...i...it..iRichu..i........................PE..L.
.....K.................\..........<2.......p....@..........................................................................s.......@...K...........................................................................p...............................text...
ZZ.......\.................. ..`.rdata.......p.......`..............@..@.data................r..............@....ndata.......@...........................rsrc....K...@...L...v..............@..@......................................
..............................................................................................................................................................................................................................................................................
............................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe.nb15apu.partial

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe.nb15apu.partial:Zone.Identifier
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 26

Entropy (8bit): 3.95006375643621

Encrypted: false

SSDEEP: 3:gAWY3n:qY3n

MD5: FBCCF14D504B7B2DBCB5A5BDA75BD93B

SHA1: D59FC84CDD5217C6CF74785703655F78DA6B582B

SHA-256: EACD09517CE90D34BA562171D15AC40D302F0E691B439F91BE1B6406E25F5913

SHA-512: AA1D2B1EA3C9DE3CCADB319D4E3E3276A2F27DD1A5244FE72DE2B6F94083DDDC762480482C5C2E53F803CD9E3973DDEFC68966F974E124307B5043E654443B9
8

Malicious: false

Reputation: low

Preview:
[ZoneTransfer]..ZoneId=3..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe:Zone.Identifier
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: very short file (no magic)

Category: modified

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:W:W

MD5: ECCBC87E4B5CE2FE28308FD9F2A7BAF3

SHA1: 77DE68DAECD823BABBB58EDB1C8E14D7106E83BB

SHA-256: 4E07408562BEDB8B60CE05C1DECFE3AD16B72230967DE01F640B7E4729B49FCE

SHA-512: 3BAFBF08882A2D10133093A1B8433F50563B93C14ACD05B79028EB1D12799027241450980651994501423A66C276AE26C43B739BC65C4E16B10C3AF6C202AEBB

Malicious: false

Reputation: low

Preview:
3

C:\Users\user\AppData\Local\Temp\JavaDeployReg.log
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with CRLF line terminators

Category: modified

Size (bytes): 89

Entropy (8bit): 4.384574622669156

Encrypted: false

SSDEEP: 3:oVXUbXjVzreq98JOGXnEbXjVzreNCn:o9UnlqEnl

MD5: 5729ECC7F2547337C0D77CB65AC2CB5A

SHA1: 5C5AB4D754CF6D98DA6282C84A7C46EBBD06E350

SHA-256: BD398B8ACB2F9B5EDAE8D9B8B6056C9C06482A4AB2C1FA875C708B919F9FF344

SHA-512: 0D07F60D56791EA0EEF7C742BD2013E109874AB0822A8EAAAED2E69018C81A758BA76CC552A51EEADACD900ECACC2FC90A98208CC012C6A6DCB6B5555E8B4
7D0

Malicious: false

Reputation: low

Preview:
[2021/06/24 05:09:19.099] Latest deploy version:  ..[2021/06/24 05:09:19.099] 11.211.2 ..
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C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\CUBE.exe

Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 757248

Entropy (8bit): 6.252535872125188

Encrypted: false

SSDEEP: 12288:iemsxz9JhYhugqNNi/2Kt5ad0yWi+V5FtdX:iK9OSN6P8dmX

MD5: 3B6526131600EF8A6F8714E016B49730

SHA1: EB305A8C5073115213A8E11CEDF114A6C0134771

SHA-256: C8AB7AB2877C664CDCF974C1AD2C484AE0151790DCCFEAE11FA18922FB1536D7

SHA-512: 1045ED6E8204BB5575171604623AE247D8A0927C2E344F1B79342683BBEEDA852704473F763004924F1ED94DFE20A07850F58C003BA775C9534CC178207ACE4C

Malicious: false

Antivirus: Antivirus: Virustotal, Detection: 1%, Browse
Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........V...8...8...8.#>...8.#>...8.#>...8.r.;...8.r.=...8.r.<..8.J]..8.E...8.
..9.d.8.e.1...8.e....8.e.:...8.Rich..8.........................PE..L...$>.`............................g.............@.......................................@..........................................p..........................$`......p....
...............l...........@............................................text............................... ..`.rdata...R.......T..................@..@.data....)...0......................@....tls.........`.......(..............@....rsrc....
....p.......*..............@..@.reloc..$`.......b...,..............@..B...................................................................................................................................................................................
.............................................................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\D3DCompiler_43.dll

Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 2106216

Entropy (8bit): 6.4563314852745375

Encrypted: false

SSDEEP: 49152:DpX9JVeE9HP6Zpy9KyhMI50Du8LljslNsHSHFUq9OiapbbO5Akb:H3P9HP6Zpy9KyhMI50Du8LljslNsyHiS

MD5: 1C9B45E87528B8BB8CFA884EA0099A85

SHA1: 98BE17E1D324790A5B206E1EA1CC4E64FBE21240

SHA-256: 2F23182EC6F4889397AC4BF03D62536136C5BDBA825C7D2C4EF08C827F3A8A1C

SHA-512: B76D780810E8617B80331B4AD56E9C753652AF2E55B66795F7A7D67D6AFCEC5EF00D120D9B2C64126309076D8169239A721AE8B34784B639B3A3E2BF50D6EE34

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 2%

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......\.h...;...;...;..];...;...;...;.._;...;..h;0..;..i;'..;..X;...;..l;D..;?M.;...;..Y;...;..^;.
..;Rich...;........PE..L...92.K...........!.........d...............................................p .....O. ...@.........................@.......@...P..................... .h............................................i..@................
............................text...S........................... ..`.data....~.......B..................@....rsrc................(..............@..@.reloc..D............,..............@..B.....................................................
..............................................................................................................................................................................................................................................................................
.............................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\FLOCK.exe

Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 785408

Entropy (8bit): 6.256178374470151

Encrypted: false

SSDEEP: 12288:uJBQHUlO6RbJ8ixj5JbEMfad0yWi+V5WOh4m:uJy0lOAB5JbXiddlm

MD5: 291F39B6C10948F1E0A4AF45497D01FA

SHA1: 5B9EDD0380A669B8694FB011E9B6F83BB5BDBD2E

SHA-256: D78431539415FC2C697C7413EF3E9CE0BE4C0F90534F82D3F2ECC83B6F623B7F

SHA-512: B752E7C304E31E85ACE67F0F0C3B454527DCB0381BA39BBE83E772D936892A5468D4148DDF637F398E37A609809F19F6ECA15EBE331D90749C3FBE4051E5AC62

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......|[Q.8:?.8:?.8:?.....:?....:?....':?..c<./:?..c:..:?..c;.z:?.....*:?..h..=:?.8:>.8;
?..c6.3:?..c..9:?..c=.9:?.Rich8:?.........PE..L...$>.`..................................... ....@..........................`............@..................................l...................................c..@?..p...............
.....@.......?..@............ ..0............................text............................... ..`.rdata..._... ...`..................@..@.data....K.......&...n..............@....tls................................@....rsrc.....
..........................@..@.reloc...c.......d..................@..B....................................................................................................................................................................................
............................................................................
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C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\InstPS0.cso
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: data

Category: dropped

Size (bytes): 1660

Entropy (8bit): 3.368726418653468

Encrypted: false

SSDEEP: 48:Q41NbisZ0Ks/FRR/YB/KnjaP8UktX/2xmcU47Ukh:Q2JixKcOP8UktX/2xm147Ukh

MD5: 5AECB7CD63107D4E776120BF9F8E2584

SHA1: D713B2239570073ACE78C04CD35956E3A664F887

SHA-256: B8F281FF7E9A7A777F2C13CDB7EEA35F3F2060B945B3912956726E982A6C1E3E

SHA-512: FEF57CD49C8C169B158A10AD0214506B8FCD07957CD2BB9DA97CFCB0CAC402EF4F05A0CC95282A1AA4EB9B43C39BBE1F02057691C7681A2CB0562F8D45EF49
5E

Malicious: false

Reputation: low

Preview:
DXBC.N........'+>$......|.......4.......`...........RDEFx...........................P...|...............................................................................................samLinear.txDiffuse.Lights....................
..............................................$.......4...............@.......Directional.................PointPositions..........(.......PointColors.........(.......Microsoft (R) HLSL Shader Compiler 10.1.ISGN
....................................................................................................................................SV_POSITION.NORMAL.TEXTURE.TEXCOORD.OSGN,........... .......................SV
_Target...SHDRd...@.......Y...F. .....Q...Z....`......X....p......UU..b...r.......b...2.......b...........b...r.......e.... ......h.......E...........F.......F~.......`....... ..........F.......F. .........8.............
......F.......8...........F........@.....?...?...?...?6...........F.......6............@......0...P..."................@..(.......

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\InstVS0.cso
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: data

Category: dropped

Size (bytes): 1648

Entropy (8bit): 3.270019487762729

Encrypted: false

SSDEEP: 24:CRpscjKs5WUU6NwH+How/UC/TP/5jZ/B1QA/KZRE:kscKs57NyLizj59B1QSKZR

MD5: B9D27CB52D3CE7CAE72A628250263FB8

SHA1: DD2CC8A80B2136F0EC5CB99C0F8E27A3451DD0A3

SHA-256: 69BA8589F33AA43F8F31BC8932D46CBDED48643CD31E02FAD17878CA2C12937D

SHA-512: 2BA2D4B2241D13060B54E48285D239C99C737B7FD4D1C6EC01558085EEC24825D23C7DAD718CE772E18A2438FEFD98BEAB247B31CD2BEF67D2CB27173CA7CA
3E

Malicious: false

Reputation: low

Preview:
DXBC_..e......^..).....p.......4...................RDEF........P.......................<...............................InstancingConstants.<.......h...@...................@...............Clip....................Microsoft 
(R) HLSL Shader Compiler 10.1.ISGN............................................................................................................................................................POSITION.NORMAL.TEX
TURE.I_ROTATION.I_POSSCALE.I_COLOR...OSGN....................................................................................................................................SV_POSITION.NORMA
L.TEXTURE.TEXCOORD.SHDRl...@.......Y...F. ........._...r......._...r......._...2......._..........._..........._...........g.... ..........e...r ......e...2 ......e.... ......e...r ......h.......8...r.......F............
...8...r.......&.......F.......2...r.......&.......F.......F...A.......2...r.......................F.......8...r.......F.......&.......2...r...................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\LightPS.cso
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: data

Category: dropped

Size (bytes): 1288

Entropy (8bit): 3.319269876103467

Encrypted: false

SSDEEP: 12:z1AcuPidI+a8l0XsUXq+KgIsunuhnPKXMTi8hidh3ThWHvI/lmLsvFAeXTldCi0U:iQI+ak0fXq+GsFnPKsB48I/1zC

MD5: 162E9053A4B57D0CACB38DDEC803680E

SHA1: A632C4097DF4F6E8B4C993BBD2A4A2BB55500FD2

SHA-256: A4E3AAD9162130CB1D037E8373794803D2A7C36DE93A6EFBF1B88BECA7E7C39A

SHA-512: 5C8C6B879001F4417E83009CA938DEA8DE195FE08B53F44785FD2C9BB06A51DE852C714D1070A5C33D8C2338A2742FF152C5AB532F385D63AB5F6DFE39D9EF3F

Malicious: false

Reputation: low

Preview:
DXBCY..... ..$...............4...,...............RDEF................................|...............................................................................................samLinear.txDiffuse.ConstantBuffer..............0
...........H.......@.......P.......`...@...@.......P.......e.......@.......P.......p.......0.......|...............0................... ...................World...................View.Projection.vLightDir................
...vLightColor.................vOutputColor....................Microsoft (R) HLSL Shader Compiler 10.1.ISGNl...........P.......................\.......................c.......................SV_POSITI
ON.NORMAL.TEXCOORD.OSGN,........... .......................SV_Target...SHDR....@...l...Y...F. .........Z....`......X....p......UU..b...r.......b...2.......e.... ......h...................F. .........F
.......8 ..r...............F. .....................F. .........F.......8 ..r...............F. .............r.......F.......F...................F. .

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\LightPSSolid.cso
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: data

Category: dropped

Size (bytes): 836
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Entropy (8bit): 3.2462360963424515

Encrypted: false

SSDEEP: 12:kG+OSRzEjpCKgCXVQKIsunuhnPKXMTi8h0Vh3Thobgkk:/+OuQpCKgCFQjsFnPKsBSNob

MD5: 73EA6AC4D3A33F845B42600E80EB5B79

SHA1: A7C7E851255B08C5192B5D154CFAD69703ADCF8F

SHA-256: A5A5B5275387F5E7E8D67C1CE70FF36AAB4B0B1B40E403430D47903C22C999D7

SHA-512: FF6BD83AE208A556E9DA78389C99AAF72F0A99FC61C1C9632C7DC3F724450D4DBB5D77C7E72700B6D04FA62507668D55FECC2792F729A85E7FAA42F0AFA2943
6

Malicious: false

Reputation: low

Preview:
DXBC.}..Gs...S...Q/.....D.......4.......L...........RDEF........L...................t...<...............................ConstantBuffer..<.......d...0...................@...................@...@.......................@...
....................0.......(.......8.......0.......D.......T... ...........d.......World...................View.Projection.vLightDir...................vLightColor.................vOutputColor....................Microsoft 
(R) HLSL Shader Compiler 10.1.ISGNl...........P.......................\.......................c.......................SV_POSITION.NORMAL.TEXCOORD.OSGN,........... .......................SV
_Target...SHDR@...@.......Y...F. .........e.... ......6.... ......F. .........>...STATt.......................................................................................................................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\LightPSSolid.cso

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\LightVS.cso
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: data

Category: dropped

Size (bytes): 1524

Entropy (8bit): 3.2192792358517157

Encrypted: false

SSDEEP: 12:MxGOuzEjmCKgCXnQgIsunuhnPKXMTieQiOtwhQihUDMpeQA+KDQxkDc0Dfngk:BNQmCKgCXQ9sFnPKsgw6SeUxkDcMfn

MD5: E6E108B6FB410C55DEF9F055ADF75673

SHA1: 31DE92CDFDF778F791688705E631AE946CE92BBE

SHA-256: B87826C0F5C9ADB8B950C29753130C03E4198E93C87FEE36E0D34156E2B198B7

SHA-512: 564932259CA6B3EB76975E37F9BAB7D32897A892F3B1B4F1C6CF0ACFAB0F7E7792DF04B8C187F747249D598804F1BD5B683703F97F40243620355B44189ED719

Malicious: false

Reputation: low

Preview:
DXBC...b..! .n.Y0...............4.......L.......x...RDEF........L...................t...<...............................ConstantBuffer..<.......d...0...................@...................@...@.......................@...
....................0.......(.......8.......0.......D.......T... ...........d.......World...................View.Projection.vLightDir...................vLightColor.................vOutputColor....................Microsoft 
(R) HLSL Shader Compiler 10.1.ISGNl...........P.......................Y.......................`.......................POSITION.NORMAL.TEXCOORD....OSGNl...........P.......................\...........
............c.......................SV_POSITION.NORMAL.TEXCOORD.SHDR....@.......Y...F. ........._..........._...r......._...2.......g.... ..........e...r ......e...2 ......h...................F.......F. .......
......".......F.......F. .............B.......F.......F. .....................F.......F. .....................F.......F. .............".......F.......

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\Airplane\airplane 2.x
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 161266

Entropy (8bit): 3.9442065225091945

Encrypted: false

SSDEEP: 1536:8dXZWQq2Ign7+JjvyfccR1h+Kh9dhmhfh3lHc2NmO+fmmBw2TX++lT03:V

MD5: BD4C1DDBDDF71B06068305F301F84BFB

SHA1: AD8CF41A6505621C74E3A0E90A29982AE2A57E53

SHA-256: A3D0D0395FC5177CD47F2755962E50D9459C66CE1515798B8641C8CCCE925EFA

SHA-512: 30DAA963FED160E0CB1C81B578C1ECA8A70E4082562D3D13EB4D2D0C14DCD1BA1972148F9D3E8637D285DCA3130AE94BB77FA0485089E925D9F70D1A039ED9
CB

Malicious: false

Reputation: low

Preview:
xof 0303txt 0032..template VertexDuplicationIndices {.. <b8d65549-d7c9-4995-89cf-53a9a8b031e3>.. DWORD nIndices;.. DWORD nOriginalVertices;.. array DWORD 
indices[nIndices];..}....template FVFData {.. <b6e70a0e-8ef9-4e83-94ad-ecc8b0c04897>.. DWORD dwFVF;.. DWORD nDWords;.. array DWORD data[nDWords];..}....temp
late EffectFloats {.. <f1cfe2b3-0de3-4e28-afa1-155a750a282d>.. DWORD nFloats;.. array FLOAT Floats[nFloats];..}....template EffectString {.. <d55b097e-bdb6-4c52-
b03d-6051c89d0e42>.. STRING Value;..}....template EffectDWord {.. <622c0ed0-956e-4da9-908a-2af94f3ce716>.. DWORD Value;..}....template EffectInstance {.. <e331
f7e4-0559-4cc2-8e99-1cec1657928f>.. STRING EffectFilename;.. [...]..}....template AnimTicksPerSecond {.. <9e415a43-7ba6-4a73-8743-b73d47e88476>.. DWORD 
AnimTicksPerSecond;..}....template VertexElement {.. <f752461c-1e23-48f6-b9f8-8350850f336f>.. DWORD Type;.. DWORD Method;.. DWORD Usage;.. DWORD Usa
geIndex;..}....template DeclData {.. <bf22e553-292c-4781-9fea-62bd554b

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\Airplane\bihull.bmp
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PC bitmap, Windows 3.x format, 256 x 256 x 8

Category: dropped

Size (bytes): 66616

Entropy (8bit): 6.408865322499425

Encrypted: false

SSDEEP: 1536:n/Ar0/nstAUU44PhLEKnmYk6Asi8gV5XYh6rb3sVYRNPim:E0BUU44PhLEKXk6AigPYybYYjim
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MD5: 164949EB5C125010817E69540FC72640

SHA1: C0E0D59FBBA17C7B2C30B6D6011A104EA6030F9F

SHA-256: B89AD345C81A871FCDD7D7A4923813DD9E57EC0C6AE9BAD6A8A7E58FE9A402A8

SHA-512: CF95C43D0B1F8880099EE464EE4EC582D8F2A41C4F419D13F8232D2FDC107180DF02290969F78F6475D9E552EDB8389E4502717CDB89D73AE43C8FF15CE5BC1C

Malicious: false

Reputation: low

Preview:
BM8.......6...(.......................................................................kks.cck.....RRZ.JJR.BBJ.....{{......kk{.ccs.............ZZk.))1.RRc.{{..JJZ.....!!).cc{.........99R.JJk.!!1.....99Z.99k.....
))k...R...Z.....RZ..JR..BJ..19..)1..!)...!...!...!......RZ..RZ..Zc..BJ..9B..!)..!1...)...!...!..................ks..ck..RZ..9B..Rc..JZ..)1{.JZ..!1..!1...)......ck..RZ..RZ..9B..cs..)1c.JZ..BR..9J...)......
{...ck......cs..k{..Zk..)9..1J...)......{...............{...Zk..9R..1J..)B...)s.!9..........ck..RZ{.JRs.{...19Z.s...!)J.k...1B......{...k{..Rc..BR..Zs..!9..................s{..ck..............Zk..Rc..{...1B
s.)9k.....{.......k{..9BZ.BR{..!9.!1Z.s...Zk..Rc..1J..........ks......JRc.....k{......cs..19J.JZ{.c{..k...k...Jc..BZ..........BJZ.....s...Zk..Zs..9Jk.Rk..9Z...)J.)J..........9BR.c{..c...BZ...!1.Rs..1R
..)R..cs..BRk.{...Zs..Rk..Jc..s...Rs..9R{.....{...s...Zk..k...1BZ.!9Z.....Zs..{...c...Rs..Jk..................cs..............................{...Zck.9BJ.........kss...............

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\Airplane\bihull.bmp

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\Airplane\wings.bmp
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PC bitmap, Windows 3.x format, 128 x 128 x 8

Category: dropped

Size (bytes): 17464

Entropy (8bit): 6.428051449633027

Encrypted: false

SSDEEP: 384:jDpd4q80jXTxzaxos/Ys7wVNce2JRU705QEGW3:r380NzadAVCJRU705xR

MD5: 3981FBACDAC4BF59D9A878A8B413A04D

SHA1: 002E6EA09B2E66B7CAC6E0D2258545C5F843232E

SHA-256: AAC6BD520EA596CE62F0FF5ED9BA387D33E55CD05D9E037084B8485D77C4B751

SHA-512: 133264DE12CB1BAC682BD06AB9596E61F3B9670A55BABEECF1294BA04046A7E8CEB75E890487358DFE0015608B6B6DBA176248108CB310A6960D5B15110A53F3

Malicious: false

Reputation: low

Preview:
BM8D......6...(...................................................!!!.........JJR.........ss..99B.119.........))1.JJZ.....!!).BBR.....{{..ZZs...!.......).................19..19..)1..19..)1..)1..!)...!..........RZ..19..)1
..)9..!1...)...)...!...!...!..........................JR..JR..JZ..BR..1B..)9..)9..!1...)...)...!...!.......!......s{..ck..Zc..JR..s...k{..9B..cs..BR..9J..1B..1B..)9...)...1...1...)...)..........s{..s...BR..BR..
9J..Jc..1B..)9..1J...1..{.......Zk..JZ..Zs..Zs..9J..Rk..)B......s{..ks..BJk.s...!)J.BR..k...)B..{...Zc..........{...JZ..1J......s{..ck..RZs.JRk.....19R.)1J.!)B.BR..{...............JZ..BR{..!9.!1Z.1J..
)B......Zk..Rc..1Bk.BZ...9..s{..ks......RZk.JRc.k{......19J.)1B.JZ{.c{..BZ..)9Z.!1R...).)B{.1R..)J..!B......ck{.BJZ.{...........Zk..Rc..Zs..Jc..1Bc.1J{.)Bs.)R...B..{...Zcs.c{..Z{...!1.Rs..Jk
..9Z..!9c.............cs..k...BRk.Zs..Rk..Jc..Rs..9R{.9c..........Rc{.BZ{.Js...)B.!Bs.k...Zs..9c..Rs..R{..Js..s{..RZc.cs..!1B.....ks{.JRZ.....Zk{.)19.k...Jc{.Rs...)9.....{...Zck..!

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\CUBE.fx
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 8179

Entropy (8bit): 4.905080314039807

Encrypted: false

SSDEEP: 192:J4gx2soWCmzwn0MMX+mJKG5Pqen0vvCG+mJKI5PSsn0OOC2+mJKg5Fdk:7plj+mJKG5PqbP+mJKI5PS1z+mJKg5M

MD5: 3F277BC25D1DECA0361FE2615B71D1EE

SHA1: 9DCDE24F0922FD07AD0A41CB69A148083A87442F

SHA-256: 035504BDD5912E887DCC030F1C81B8003F06AFDF56206098398B53DECE1E803E

SHA-512: 878A75525BFC9FE84FF32732446FDB67AE70C9A4EB882E1372FC98827583B725A6016FEFF08F13F96E46B9526E2249E8A926151F193C8992B50A5A9D32720B8E

Malicious: false

Reputation: low

Preview:
//--------------------------------------------------------------------------------------..// File: Instancing.fx..//..// The effect file for the Instancing sample.  ..// ..// Copyright (c) Microsoft Corporation
All rights reserved...//--------------------------------------------------------------------------------------......//--------------------------------------------------------------------------------------..// Global variables../
----------------------------------------------------------------------------------..texture g_txScene : TEXTURE;..// texture for scene rendering..float4x4 g_mWorld : WORLD : register(c0); // 
World matrix for object..float4x4 g_mView : VIEW : register(c4);...// World matrix for object..float4x4 g_mProj : PROJECTION : register(c8);..// World matrix for object....// 
only used for Constants Instancing..float4 g_BoxInstance_Position : BOXINSTANCE_POSITION : register(c13);..float4 g_BoxInstance_Color : BOXINSTANCE_COLOR : 
register(c14);....// only used fo

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\Disc.x
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 727911

Entropy (8bit): 3.94652114747101

Encrypted: false

SSDEEP: 1536:n7tZ42AeIc7pCFlr7fBPQo5yqprUqb8ChthTDQbxwZhI6R6KPA6OnabrdlnACyJH:d

MD5: 6259BDA365980A5D0F6E7CC6CC97AC3D

SHA1: 5706526031B7CB39962EAF6CF5DF31A8C1EA233D

SHA-256: 3A91E0C2FA24478C620C61FA0F8F77EB2B8A7CEBFD5EDEC52B0C51C031D79DDE

SHA-512: 20AF0DFE4A86555B0F4051056B74FAFA0E71D2BFCFC8F337EDBA2B292A3CD3D6063E1205AF2F3B9E82E50056C7403F387D8FBC775DEFEA822C5499BF7513F26
4
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Malicious: false

Reputation: low

Preview:
xof 0303txt 0032..template Frame {.. <3d82ab46-62da-11cf-ab39-0020af71e433>.. [...]..}....template Matrix4x4 {.. <f6f23f45-7686-11cf-8f52-0040333594a3>.. array 
FLOAT matrix[16];..}....template FrameTransformMatrix {.. <f6f23f41-7686-11cf-8f52-0040333594a3>.. Matrix4x4 frameMatrix;..}....template Vector {.. <3d82ab5e-62da-
11cf-ab39-0020af71e433>.. FLOAT x;.. FLOAT y;.. FLOAT z;..}....template MeshFace {.. <3d82ab5f-62da-11cf-ab39-0020af71e433>.. DWORD nFaceVertexIndices;.. arr
ay DWORD faceVertexIndices[nFaceVertexIndices];..}....template Mesh {.. <3d82ab44-62da-11cf-ab39-0020af71e433>.. DWORD nVertices;.. array Vector vertices[nVerti
ces];.. DWORD nFaces;.. array MeshFace faces[nFaces];.. [...]..}....template MeshNormals {.. <f6f23f43-7686-11cf-8f52-0040333594a3>.. DWORD nNormals;.. array Ve
ctor normals[nNormals];.. DWORD nFaceNormals;.. array MeshFace faceNormals[nFaceNormals];..}....template Coords2d {.. <f6f23f44-7686-11cf-8f52-0040333594a3>.. 
FLOAT u;.. FLOAT v;..}....template MeshTe

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\Disc.x

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\Earth\earth.bmp
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PC bitmap, Windows 3.x format, 512 x 256 x 24

Category: dropped

Size (bytes): 393270

Entropy (8bit): 7.580516460002969

Encrypted: false

SSDEEP: 6144:JzwNMVWpRzNeNEeU1BpS9urXxNyZc/CDkgAdOGbt70sCtAYXI9aUx0:ONnllQoXW+1biviaUx0

MD5: 58BD9BEBCADBFDEB9C1A1B5402EA1539

SHA1: F4B1C63838BFD7F4AC8773F50CB76EB51FF5842A

SHA-256: D4A212DE5FA006E0200D1513DBE9E225D9347E733E180A595BD171FC21C9AF02

SHA-512: C9E3F975DA60ADFAD5268B809C7AC11B45C31A4EAC407DE971A54ED45CEDCE72E5F0EE34B00A6B305ACAAC5BEE8223B3A29960B9AA429281147416422012AE
A5

Malicious: false

Reputation: low

Preview:
BM6.......6...(.....................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\FLOCK.fx
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: C source, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 17862

Entropy (8bit): 5.19075250647555

Encrypted: false

SSDEEP: 384:bSieyryilJpOlgm7hSA5QE2pVzGfPA7jGAjq02HW:bSZdPk

MD5: EA0EC7C5C50967590DCE2D4516A82E08

SHA1: 2174F2A4E5D0152FDF9B325D38A5B1FB12F02078

SHA-256: 118A79213AFFB7388E7B7930FF135676494F05E6FA0CF1362CB92E633C32158A

SHA-512: 95CE6D978F661FD03573409263F4D447BB0C416A569003664FE31F62FC381008992E4015AF5436518E40240F5CACAB774145F31999982FE30BF1EEEE946B5BEA

Malicious: false

Reputation: low

Preview:
//--------------------------------------------------------------------------------------..// File: ParticlesGS.fx..//..// Copyright (c) Microsoft Corporation. All rights reserved...//---------------------------
----------------------------------------------------....// Structures for vertex input..struct VSParticleIn..{..    float4   color            : COLOR;             //particle color..    uint. id....  : SV
_VERTEXID;       //sys-gen vertex id..};....struct VSSplatIn..{..    float3   pos              : POS;..    float2   tex...  : TEXCOORD0;..    uint. id....  : SV_VERTEXID;       //sys-gen 
vertex id..};....// Structures for drawing particles..struct VSParticleDrawOut..{..    float3 pos...: POSITION;..    float4 color..: COLOR;..};....struct GSParticleDrawOut..{..    flo
at2 tex...: TEXCOORD0;..    float4 color..: COLOR;..    float4 pos...: SV_POSITION;..};....struct PSParticleDrawIn..{..    float2 tex...: TEXCOORD0;...float4 color..: COL
OR;..};....// Structures for accumulatin

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\FLOCK\boid.sdkmesh
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: data

Category: dropped

Size (bytes): 71868

Entropy (8bit): 6.596855889724169

Encrypted: false

SSDEEP: 1536:j6/8TjZz6g1u4AAiY4/xHTBC0NSkLRedj:j6/SZ+g1AAiY4/xHTBC0NSkc

MD5: 2417D126520174C64A85A8B603D3B5AC

SHA1: 6BA66CB38135610D7AC86A1A33E3D33D5A9AE6FE

SHA-256: E18AD953C8CAB9C5258EB654A25CFBBE56CD7F65555C1AB0C41CBD9B9EA6FF99

SHA-512: FC1AB58500241ACF8FDA20E6C7CD858291DB6EC061944DFC94A01F99B32B5FA486EC5DF32534100BC55CBD5E57913D70DBD8474A06F061E060BAA0382923FE5
2

Malicious: false

Reputation: low
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Preview:
e.......................................................h............................................................... ........................................ ... ... &   ! ..0 `.9 R...}...... . . . " . . .."!a.: S...~.x.....................................
............................................................................................................................................P(................................................................................................................................
.................................................................................=......Z?+..>...?......................9. .9.......................................................................................................................................
....9...9................................................................................................................?...................?...................?...................?............................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\FLOCK\boid.sdkmesh

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\Misc\ball.sdkmesh
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: data

Category: dropped

Size (bytes): 30908

Entropy (8bit): 5.056856460986424

Encrypted: false

SSDEEP: 384:jSu8aqzHPQK5JiPMFcCx0hfpL3A9v/QG1OQGNyt08T2RG:jczHPQKEMFcCx0hfav/QG17GNycRG

MD5: 3B229CF62DF1F12E1CFE500160DEF38E

SHA1: E9B472EE939095557C23E4851B4FA8738D5074FB

SHA-256: B9680CFBCFD630C0D1BB2BF9E9BA4FD7C7B3E74D2013A2CB9EB1259F982A966B

SHA-512: 6C9643D138DFADE39B688F009FC2D6FE874624AF337FC486B11A2ADCE0B96AB719DDA723F16C86BBF611330EE500D838E66A8F8C0978FCC827C408B3E4D03BF
0

Malicious: false

Reputation: low

Preview:
e.......................p..............................h........................................................T...... ............................................................................................................................................
..........................................................................................................................................................h...................................................................................................................
..............................................................................................................................................................................................................................................................................
............................................................................................................?...................?...................?...................?............................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\Misc\car.x
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 242198

Entropy (8bit): 3.961668216195372

Encrypted: false

SSDEEP: 1536:Deu8fKQg+IrgKtWJlGqh68DiJ2f3vMU/PIklxF9CfbRVveV+pesUW6PCtgg/bEm4:k

MD5: 4A0A1E9292C8A4419DDF61068AF4CA0F

SHA1: 76E5EF7875E24A2FEFDE74B772B96CC106BB6A61

SHA-256: 95A7A3A32A4E493BD790A8EE7863B9DC31BD5FFF49E2F7961297533A68B33150

SHA-512: F38D3B0BF81037CCB678FF7C69BC1EF66A5F82D41CF5C0C43058AF9461B22FF0937398D4003C99D8389A6D6E90A4C76DC4B2F46FE605562C69C54F94A2ECD74C

Malicious: false

Reputation: low

Preview:
xof 0303txt 0032..template XSkinMeshHeader {.. <3cf169ce-ff7c-44ab-93c0-f78f62d172e2>.. WORD nMaxSkinWeightsPerVertex;.. WORD nMaxSkinWeightsPerFace;.. 
WORD nBones;..}....template VertexDuplicationIndices {.. <b8d65549-d7c9-4995-89cf-53a9a8b031e3>.. DWORD nIndices;.. DWORD nOriginalVertices;.. array DWORD 
indices[nIndices];..}....template SkinWeights {.. <6f0d123b-bad2-4167-a0d0-80224f25fabb>.. STRING transformNodeName;.. DWORD nWeights;.. array DWORD vert
exIndices[nWeights];.. array FLOAT weights[nWeights];.. Matrix4x4 matrixOffset;..}......Frame SCENE_ROOT {.. .... FrameTransformMatrix {..  1.000000,0.000000,0.
000000,0.000000,0.000000,1.000000,0.000000,0.000000,0.000000,0.000000,1.000000,0.000000,0.000000,0.000000,0.000000,1.000000;;.. }...... Frame mesh_hligh {..  ..
..  FrameTransformMatrix {..   1.000000,0.000000,0.000000,0.000000,0.000000,1.000000,0.000000,0.000000,0.000000,0.000000,1.000000,0.000000,0.000000,0.
000000,0.000000,1.000000;;..  }....  Mesh {..   24;..   -1.840200;-0.7

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\Misc\env2.bmp
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PC bitmap, Windows 3.x format, 256 x 256 x 24

Category: dropped

Size (bytes): 393328

Entropy (8bit): 7.08065255150077

Encrypted: false

SSDEEP: 12288:yWWLIgSlkcXHma/3TuhWWLIgSlkcXHma/3TuQ:ykJJ2a72kJJ2a7b

MD5: E53D5E449C5BD54229CCCEE9381CF65C

SHA1: D0ED6065B6EFA4D73B46ECC46572AA0D3761CFA7

SHA-256: EE346D02C3819C3B33BFD859DED35B8111A1CE7EEE16C5E4A7BE8AFCDE0BAA71

SHA-512: C6D6D38CED38BD5ABDFB5032FB2FD5C5FB1DC2938D923D69A81A56F3843F36AAA781AD447B78C0B75B37AB74C0599D4374329C2004880C81CEB719011002C26
3

Malicious: false

Reputation: low
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Preview:
BM8.......6...(.......................................;C]QZpZh~Vfy[fwmr.t{.r{.ox.ju.`n.mz.............~..iv.w}.......|..jw.L]q=Od=LaEPglr............................................................................u......
..v..............adn_h~]n.Xj.Yl.]p.Tf.N_~Ui.Uh.N_|DUuCTrIYwFVvBSsDWuOa~Rg.Vl.Yl.Pc.Sh.Te.O^~G[|J]|J]|FZ|CTv7Bd+5W)5X.:\/:Y#.N..>..<.#@.!>..6..3..3..1..2..8+5Q2>\
(/N$)H'-L5@_ETuCQs>KiESlIXvK[|M_~Xh.Yi.J[}>LmFSqWg.Yj.Wh.Ud.Vg.]l.fr.n{.p~.fw.`r.Vd.ESt1;\)2P*5R'1O (F )F#)G)1N&+K,2Q:EbCOm;Da?GdFPoP\{\i.`n.ft.br.jy
.y..z..~.....~..w..x..x..v..nx.gp.`k.Xf.Ra.Ve.dq.co.Ra.Xi._o.Yh.Rc.KZ.ETv;On9Jl?No?OlJ[tm{.v..|.....uy.HQlAVxCVv6Hj6Jj;Mo3Bh2Be4@e,9\3Cc:Ii.=])5W -N..?..@.#F.!D
..6..3..5..;.*G/:[?Jl=Jl1=`/>].>^&3V*7W=KkHSuCOrANrCQr.8]..:..... ..5..:.#D+2P)1P2=\2@_%,M6@^M^{<Ih/:Y4@]5>\3?\3@\(4Q(1M,2N%*I 'G#+OALaCLcM[pQdvYeybi.
y..............r~.s|..........s..my.q|.............jx.Mat@Qf=JaEQjnw.........................z..}............................................u..p|.r{.v.........

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\Misc\env2.bmp

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\Misc\floor.bmp
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PC bitmap, Windows 3.x format, 256 x 256 x 4

Category: dropped

Size (bytes): 32886

Entropy (8bit): 4.196241219643435

Encrypted: false

SSDEEP: 768:ekwa6C5mYZMPlbRfdhHZ/aevy4VNn3zUKGEluH8HVaq00Tu:eCL5mYZMPlbRfd9EevyIn3zP11m

MD5: 9F4003900D18420A5EEA8225A1E44E7D

SHA1: A7B8539D7D8593EC64D796B284B42CD2D8D02C12

SHA-256: D90A371FA568000E3724B9431A77099B2FCB79685E31E1DD5C728E049768797D

SHA-512: EB76B57D2D4FDE39E8D8B869C8F0648A823366C19115677C3E5F1202B01CABD698FBA5E77D23B835076458D9EF2B51AB826C743C35E5089486797042F033F5BA

Malicious: false

Reputation: low

Preview:
BM........v...(.................................................!.!)1..)1..!1...!.!1B.)BJ.1JR.BRR.1RZ.JZc..)9..............................................................f....ff.......fff`ffffffffb&ff....... .ffb ...f.. ...........f`......
...............................................................................f.fff`..f`..........`..........................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
........................................................................" ..............3".............................................................................................................#32.............8.3 .

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\Misc\ground2.bmp
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PC bitmap, Windows 3.x format, 256 x 256 x 24

Category: dropped

Size (bytes): 196662

Entropy (8bit): 6.1098996986009

Encrypted: false

SSDEEP: 3072:rse9na8dp2M3d8YwhJpItTX1Xu/nKqumHs1Z4llmeP:gInd04d8YwnitTlXkKqHs16mA

MD5: 0906E8AFB94802B0C575C163A269C4A1

SHA1: 64A7191EFC34446638D7AAE0D8A3D34EAB583FC4

SHA-256: 1F2588A69325D1FE19949356B3D80DBC01444749AD9FA1D41D4BAD5F18CC503D

SHA-512: 1BBC91611B24BA5C38C83D5D254B99C93D3F9335F48A59F4D02A432866F849E2F295B761673D4C5285D970A07F2F28CB4F3CF29CECEC273FCF65EAF265F5EBF1

Malicious: false

Reputation: low

Preview:
BM6.......6...(.......................t...t...........'''111333+++777,,,>>>777AAA;;;CCCEEE<<<DDD000000999>>>555...###'''***TTT...000,,,333@@@IIIFFFMMMLLLLLLCCC;
;;AAA???JJJ999DDD666DDD___^^^[[[777HHHSSSLLLAAA@@@KKK222BBB:::999HHH(((444)))999---$$$IIIJJJNNN888...BBB666555===111<<<HHH???TTTQQ
QHHH333222FFF777888%%%...111BBB...,,,555???HHH>>>UUUAAA;;;111555'''BBB+++666HHH999@@@<<<<<<555...DDD666111$$$...+++......444!!!......&&&&&&N
NNKKKKKK(((,,,FFF<<<MMMYYYHHH555===BBB...<<<999GGG<<<AAA@@@;;;XXXTTT---444555555HHH)))000<<<===???888***FFFBBBUUULLLAAA6
66GGGEEE555PPPNNNKKKXXXGGG<<<777888<<<666BBB999NNNLLL>>>;;;IIIHHHAAAMMMYYYJJJ444777???PPPjjjVVVUUU222===CCC888666JJJCCC+
++222DDD@@@GGGMMM<<<:::AAALLLNNNeeeNNN444666###000DDD<<<TTTJJJIII???BBBaaaCCCHHHCCC)))>>>>>>VVVRRR===CCCAAA:::<<<bbb000A
AA///BBB777IIIaaaDDDAAAAAA%%%...FFF777(((---===&&&222AAAAAAEEE999FFF777777<<<<<<<<<BBB***...000333;;;555BBB???333999)))<<<888888???
HHHHHH222222>>>555>>>666444:::QQQZZZ@@@@@@GGG@@@@@@JJJMMM888LLLHHH<<<DDD@@@AAA+

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\Misc\particle.dds
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: Microsoft DirectDraw Surface (DDS), 256 x 256,

Category: dropped

Size (bytes): 524544

Entropy (8bit): 1.9651560974806015

Encrypted: false

SSDEEP: 768:4pvGFDWsLEUoUFHG5EwkSGKcuRzkIlMAbOVnrxPhX66b28EDpvGFDWsLEUoUFHGi:MOHMc2zkILOHMc2zkIq

MD5: E18436C791D919896AF62CFA6AA284A4

SHA1: 1D14E173B90766E2FAF8A45E53C8644E306ED714

SHA-256: AC5E577A6B3153F849C528BE6B23190D642C6094D2B4D36D959E88D74E667EA8

SHA-512: F6E3C5D5299733DE47BA047FEE76E7A29F2BBD3A22EC9E32FAE113291CFF55FDE30E021E7119D237B66412167DD28AA979B173E70A8DC1334F76249466E1F932

Malicious: false

Reputation: low

Preview:
DDS |....................................................................... ...A....... ...........................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................
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C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\Misc\particle.dds

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\Misc\reflectsphere.sdkmesh
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: data

Category: dropped

Size (bytes): 108732

Entropy (8bit): 6.206977255254364

Encrypted: false

SSDEEP: 1536:hVC/qeuyMtCJXHIFYxgwndLNyR8b4vxxsJEOi7NBgD+FIpEJSyyRGg1:hV5yMkxg+NyR8b4Y0FIpEJSy7g1

MD5: DBA46B7F590C1AB3BE2E337A2A782C2D

SHA1: 03B5C4453C2F52D77E9209BAEC86F0CD53B824F5

SHA-256: 40FDCC8598DA54E3D029E3948E4AC5A8BC4E982112D206990722890A6BD26B19

SHA-512: 829AC79C3225161F93E8D418B86D60223F1C6D001BA534CF53B51F0087B8A2F0AA4D101A0098B770504AFF6079DFEDFF16CFD8C64900A7BD91956E88C076FD62

Malicious: false

Reputation: low

Preview:
e......................................................h...............................................@........h...... ............................................................................................................................................
..................................................................................................................................@........-..............x.........................................................................................................
.....................................................................................................................................................................................................................................................@..............
.@..............................................................................................................................?...................?...................?...................?............................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\Misc\sphere.x
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 392355

Entropy (8bit): 3.922524845541575

Encrypted: false

SSDEEP: 1536:lTWpUv8uiwEXB/kGJQxINBs9fLyW2yQEb6qRYGRqxMoxPUXF3ImSOgGpGmbotywR:a

MD5: 5218417690005DDFB56F6CD81873BD2B

SHA1: A4D2E765175802B1F908A7DAD26D88E886686C21

SHA-256: 1A05F397897AD7CAB362D215B62CFFF613A9CE06D357B549D69B70A701C7C3C9

SHA-512: C37A4719682C272A134E9FAC18D3D380782342DC087656B0D3BDD9517BC5BA5672E32554BB1D5B05F600C2AFB41587E87987334AE9F6F0853C11E3228B814F56

Malicious: false

Reputation: low

Preview:
xof 0303txt 0032....template XSkinMeshHeader {.. <3cf169ce-ff7c-44ab-93c0-f78f62d172e2>.. WORD nMaxSkinWeightsPerVertex;.. WORD nMaxSkinWeightsPerFace;.. 
WORD nBones;..}....template VertexDuplicationIndices {.. <b8d65549-d7c9-4995-89cf-53a9a8b031e3>.. DWORD nIndices;.. DWORD nOriginalVertices;.. array DWORD i
ndices[nIndices];..}....template SkinWeights {.. <6f0d123b-bad2-4167-a0d0-80224f25fabb>.. STRING transformNodeName;.. DWORD nWeights;.. array DWORD ve
rtexIndices[nWeights];.. array FLOAT weights[nWeights];.. Matrix4x4 matrixOffset;..}......Frame Frame_SCENE_ROOT {.... FrameTransformMatrix {..  1.000000,0.0000
00,0.000000,0.000000,0.000000,1.000000,0.000000,0.000000,0.000000,0.000000,1.000000,0.000000,0.000000,0.000000,0.000000,1.000000;;.. }.... Frame Frame
1_sphere_lwo_layer1 {....  FrameTransformMatrix {..   1.000000,0.000000,0.000000,0.000000,0.000000,1.000000,0.000000,0.000000,0.000000,0.000000,1.0000
00,0.000000,0.000000,0.000000,0.000000,1.000000;;..  }....  Mesh Mesh_sphere_lwo

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\NBODY.fx
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: C source, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 10414

Entropy (8bit): 5.019915701581822

Encrypted: false

SSDEEP: 192:9F7B7he1laqa8UIil4YfUXcqIq+c/LIcEYlL2o+fNbV2H8N2Fblc:bVVeNilmcrizpEI052Hi

MD5: 4C710F08E5A3C79C1D92003C0BCDE267

SHA1: C37DAA09F9E0BDC4642C57D52F447EB750168798

SHA-256: DA6CD73FBB12019210A6C49B87D48BA30E07D1FF79BF07FAF17C710748D6B605

SHA-512: D8A01EA29E623C4DFC921CF568212B1582E39C206992733B07E89B29338CC73DF778BB1C98565DB3181D7F1E899BFB380A6756CB553001FE9ADA6637CD16A97A

Malicious: false

Reputation: low

Preview:
//--------------------------------------------------------------------------------------..// File: ParticlesGS.fx..//..// Copyright (c) Microsoft Corporation. All rights reserved...//---------------------------
----------------------------------------------------....// Structures for vertex input..struct VSParticleIn..{..    float4   color            : COLOR;             //particle color..    uint. id....  : SV
_VERTEXID;       //sys-gen vertex id..};....struct VSSplatIn..{..    uint. id....  : SV_VERTEXID;       //sys-gen vertex id..};....// Structures for drawing particles..struct VSPar
ticleDrawOut..{..    float3 pos...: POSITION;..    float4 color..: COLOR;..};....struct GSParticleDrawOut..{..    float2 tex...: TEXCOORD0;..    float4 color..: COLOR;..    float4 
pos...: SV_POSITION;..};....struct PSParticleDrawIn..{..    float2 tex...: TEXCOORD0;..    float4 color..: COLOR;..};....// Structures for accumulating forces..struct VSF
orceOut..{..    float3 pos...: POS;..};....struct 
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C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\POM.fx
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: C source, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 22705

Entropy (8bit): 4.777208513112866

Encrypted: false

SSDEEP: 384:ghCxJRn5hwHtDitw7df9tBWpkue8hDKLG+VOKUokRv9b9rbWfffffWhj+i7Hm:ACxJRn7WDit49dWpkuj9+bc9Gfffffpf

MD5: B4F2FF3EA5278B05938E7023D07CD20F

SHA1: 9483D14F37D6158215005AAD4D5C1A8832ECCC7B

SHA-256: D113B37F5CD14A91C27E676FC8A80860E7204919097AB6E7B123A181F1BC94C0

SHA-512: 84B1E4ABD88FE2B7E80BDE52DA2E900B396BDCA2E5C38E21BB5F0A45AA843897B14DD1885CB207F514658C9CF7BCEF71A586EC25BD4D3A96B26F387E1B41B
F0E

Malicious: false

Reputation: low

Preview:
//--------------------------------------------------------------------------------------..// File: ParallaxOcclusionMapping.fx..//..// Parallax occlusion mapping implementation..//                              
..// Implementation of the algorithm as described in "Dynamic Parallax Occlusion..// Mapping with Approximate Soft Shadows" paper, by N. Tatarchuk, ATI Research, ..// to 
appear in the proceedings of ACM Symposium on Interactive 3D Graphics and Games, 2006.                                            ..//                                                                  
             ..// For examples of use in a real-time scene, see ATI X1K demo "ToyShop":         ..//    http://www.ati.com/developer/demos/rx1800.html                             ..//..// 
Copyright (c) ATI Research, Inc. All rights reserved...//--------------------------------------------------------------------------------------....//-------------------------------------------------------------------------

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\RTAGS.fx
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: C source, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 13780

Entropy (8bit): 5.292968734662747

Encrypted: false

SSDEEP: 192:VbGHBFodxVoKRen+p8x7ijocIL2x0+F65h/9+516lKM58r69MylNiVp2Ac464Vn/:gQeV4PxcH9+5IU2c7vh

MD5: 608CD0B25DD59734B7F04E2AC56802AD

SHA1: AF76A3A0D0F30E87A13F40373A67B85B079A806B

SHA-256: 200A9A396F4C9DC53BDEF597BA5A3144DEF8A67FD40735FBDB082453E2F23087

SHA-512: BA0748A64C10142F97F8C4C04310F578BBF365A3CABFEAAA18B7C41CF6F0BDBD047CE408F21527BF06A2D90011EC558A100BACA05F2287A195C880326402EE0
0

Malicious: false

Reputation: low

Preview:
//--------------------------------------------------------------------------------------..// File: CubeMapGS.fx..//..// The effect file for the CubeMapGS sample...//..// Copyright (c) Microsoft Corpor
ation. All rights reserved...//--------------------------------------------------------------------------------------....#define IOR 2.5....cbuffer cbMultiPerFrameFrame..{...matrix mWorldViewProj :
WORLDVIEWPROJECTION;...matrix mWorldView : WORLDVIEW;...matrix mWorld : WORLD;...matrix mView : VIEW;...matrix mProj : PROJECTION;...float3 vEye;  // Eye 
point in world space..};....cbuffer cbPerMaterial..{...float4 vMaterialDiff;...float4 vMaterialSpec;..};....cbuffer cbPerCubeRender..{...matrix g_mViewCM[6]; // View matrices for 
cube map rendering..};....cbuffer cbConstants..{...float fReflectivity = 1.0f;...float3 skyDir = { 0.0,1.0,0.0 };...float R0Constant = ((1.0- (1.0/IOR) )*(1.0- (1.0/IOR) ))/((1.0+ 
(1.0/IOR) )*(1.0+ (1.0/IOR) ));...float R0Inv = 1.0 - ((1.0- (1.0/IOR) )*(1.0- (1.0/IOR) 

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\SHADOW.fx
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 8290

Entropy (8bit): 4.661954633372283

Encrypted: false

SSDEEP: 192:1sooi1KT0qHo4DkMzxKPKWrxT0teMv60DLS:FKwOo9MzxKPKWNwt7tD+

MD5: 80056F7CB34D026188761FF788FE4CBB

SHA1: C3D4014034DFAA10DE94D196EED530A2E83B2EBA

SHA-256: F5B7EFE9DACEA606DEF5DCE7164E64E89B7D24BEA472862E257D41AB54257013

SHA-512: 6C73C6CED3C3DCE6ED70DA5B71F771586DA0C0F26C566D8B671600C21C007B24D685537BD117943613D56F5151237D3E724266718399759F5661A8995F81DE98

Malicious: false

Reputation: low

Preview:
//-----------------------------------------------------------------------------..// File: ShadowMap.fx..//..// Desc: Effect file for high dynamic range cube mapping sample...//..// Copyright (c) 
Microsoft Corporation. All rights reserved...//-----------------------------------------------------------------------------......#define SMAP_SIZE 512......#define SHADOW_EPSILON 0.000
05f......float4x4 g_mWorldView;..float4x4 g_mProj;..float4x4 g_mViewToLightProj;  // Transform from view space to light projection space..float4   g_vMaterial;..texture  
g_txScene;..texture  g_txShadow;..float3   g_vLightPos;  // Light position in view space..float3   g_vLightDir;  // Light direction in view space..float4   g_vLightDiffuse = 
float4( 1.0f, 1.0f, 1.0f, 1.0f );  // Light diffuse color..float4   g_vLightAmbient = float4( 0.3f, 0.3f, 0.3f, 1.0f );  // Use an ambient light of 0.3..float    g_fCosTheta;  // Cosine of 
theta of the spot light........sampler2D g_samScene =..sampler_state..{..    Texture = 

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\Scanner\monitors.dds
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: Microsoft DirectDraw Surface (DDS), 512 x 512, DXT1

Category: dropped
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Size (bytes): 131200

Entropy (8bit): 6.868318251029513

Encrypted: false

SSDEEP: 3072:1ZLCwYAxVQz18rDBt/M2CyA5VEhlSe0aGf5:T24nQz18rf+nEhl65

MD5: EE7C334625A01053FBFC9254917E700D

SHA1: D6231059A99B2B51B105B9B8678A0EA3930ABCEC

SHA-256: 2937C953F7FA3DE854BE04A17B081E20FD76A1BB853172AEB472A0DE88396307

SHA-512: 60E9F8325B04E3183539D5A05E14F8FBE683F59CAAE559BE9D8ECA63C236D24F8D775876665506CA69FDE6861FD1C30BCE55416E477BC12196F5E9D460ABF84D

Malicious: false

Reputation: low

Preview:
DDS |....................................................................... .......DXT1........................................U]E1U....U%1U...vU.)U.U..;$!U.U..*..U....!a.U.W...A.U]w... .......A.=...%........).....UI*..
..Uu.)..*.U.I2. ..UU.2.!..UU.:. ...U):%)...W):E).?..:.1..U.2.1..U..2.)((.~.*$)...Uj*.!w..U.*$!U..UN3%)..uU.;%)..UU.3E)U.UURDE)U.UU.;$)..UU.3.!U.UU."..U.UUJ"..U...*. U.U..
3$!U.UUM3%!U.U.n3$!U.U..*..U.U..*..U...*..U.U..*..U(u..*..U.U..3..U.U..;..U.U..;..U.U..D..U_U..;..U.U.N;..UWU.I"b.UUU..*b.UUU..*..UUU*.2..UU]..*..U.u..3..U.u..3..U....*..
U]..M3..U....*..U..."..U....!..U......U.......U.."..b.U.w...b.... .E%.5=55.E...\\T....h__...........f.........8*...A.W..E.A..U....A.U.=.f.A.uw./f...UU.hf.b.]U..$.a.UU*...a.UU|*..A.UUU..!A.UU
U.e.!.UU].f. .UUUx.......... .U....A.U-UU%.A.U0U.$.A.U.UZ..A.U.UU%.A.U-UU..A.U.UU..A.U.UU..!.U.U..!.U..... .mBw.A.......a..._.*b.........A.7.....A. ...E....UUUE......V.!....U.(*. .
.]w.2.!...].:E)*..U.Be1...U-K.1..WU-KE1...W.Ce1...UnKe)...U

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\Scanner\monitors.dds

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\Scanner\scannerarm.sdkmesh
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: data

Category: dropped

Size (bytes): 665788

Entropy (8bit): 7.1179284314844455

Encrypted: false

SSDEEP: 12288:wE8D2rDyfE6z718UJr8pahcWgKu77wVTQ+jgLaoi1zMNGNqf6SdZ5cve8PNk/P1Z:wE8D2rDyfE6z718UJr8pahcWgKu77wVo

MD5: 14385120D4C66F8A2E1851E9EA1B2570

SHA1: D6C5A2AE92B382DCA5B0FB245A512DD82C61E68D

SHA-256: 21DD6B395E2591F413CCA266EC5ECFA89AAE551C583BEE4AF778DDECE820F839

SHA-512: A3891568E9792C4E94664242397EB58B43F67ADEB25CA357F19DACBD483E1DC8453077EF85226AF6419A0155D1E99C5EC2E3F8FE19AA831B523C5326519D0F89

Malicious: false

Reputation: low

Preview:
e....................... ..............................h................................................G.............. ............................................................................................................................................
...................................................................................................................................G...... ...................................................................................................................................
............................................................................................................................................................................................................................................G...............G.......
......................................................................................................................?...................?...................?...................?............................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\Scanner\scannerarm_diff.dds
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: Microsoft DirectDraw Surface (DDS), 1024 x 1024, DXT1

Category: dropped

Size (bytes): 524416

Entropy (8bit): 4.830022721024882

Encrypted: false

SSDEEP: 6144:hYIXReQbpEzUiUmetngOZWT0iK9hm2biIzTbg58PL8wh+AyiXPcS:9bEvYgPIPbU8byiXPD

MD5: 53157050DBEA10D2D862DFA3CE3ED885

SHA1: 92F3838F61D1FC15CDB0908282398632A5E2B1D2

SHA-256: CC8C5E9E20A26AC2FA4434268DD610701AC9820A3080FF9702CE03354A3E8B10

SHA-512: 53790F3781AE0BC97640232552D69F8C615E5F8A9183CEDE262A9811F21462C28427003A8DF650182C925EE43B8726408CCFD8FCE39FFB3228689199F6F0556F

Malicious: false

Reputation: low

Preview:
DDS |....................................................................... .......DXT1............................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\Scanner\scannermiddle_diff.dds
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: Microsoft DirectDraw Surface (DDS), 512 x 512, DXT1

Category: dropped

Size (bytes): 131200

Entropy (8bit): 5.683399352664449

Encrypted: false

SSDEEP: 1536:/3oHkVVKlOZJYVgmKtQR75XNBaJeqYcHGRRqTmOIgf3Iff2T4ydOomGa4slWKQar:PBQIJjm6Qyu0GlOBf3Aa/04sMKR

MD5: 675BA85ED8DDC9AFF435AB698AD09B57

SHA1: D590487A07EF3EB63C591DEAE3B89B781430E153
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SHA-256: 0AFFC31ACF6811E9BEABF6F6365D78B584F082C5EBEE3BB6B71A29DE0D33E3E9

SHA-512: A8EA90A9B12E1890C4FC19DD1DC2FB83980062B4026D4314542564D6C088F792B4979D622306279D1F48CA4CEBFFB8C8995479112FB522C9EA5342FCAB9CBCCC

Malicious: false

Reputation: low

Preview:
DDS |....................................................................... .......DXT1......................................... ..UU......UUz..9..UU...9..UU...9..UU~.$!..UU..e)..UU..e)..UU..e)..UU..e)..UU. $!
..UU^.....UU...1..UU...9 .UU...9..UU..f1...UUTA....UUU.:..UU..(B!.UU..HJ .UU..hJ .UU..hJ .UU...R!.U....R!.U.8..J .UU...R .UU...R .UU...Z..UUX`.1 .U....1 .U....9..U...(:..U....:..U.
...:!.U...9..U...(BA.U...HBA.U"..HBA.U...(B!.U....:!.U...(B .Up@j........................................................................................................................................................!....U...B .U
....9 .U....9 .U....B .UU ..B .UU...B .UU...!..UUUT................................................................................................................................................ ....UUU ...^UUU...................
.....................................................................................................................................................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\Scanner\scannermiddle_diff.dds

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\Scanner\scannermonitors.sdkmesh
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: data

Category: dropped

Size (bytes): 18620

Entropy (8bit): 4.240482293908706

Encrypted: false

SSDEEP: 96:Oo6gKQRiAEC323ibU/bqoAMybQtMjWGPeWpRnch/jkm+M2MtQTXM28E5VIW5T9HV:F6gcaQt4xRnchbkm4IAn8y08

MD5: 07487905B223648F6E60A5A520E52FDD

SHA1: E31B852BC7CD2FCB7302FCAB2ED9F925734B044E

SHA-256: 5785B1BB0A0D87EE9ABF75C31AA2FC99582C8AA2155E73D2615590789B58AB91

SHA-512: D53FD65C75323C7A422B4875A39E03D7A02511CD47F9BCECD7E6BD162F55031406AF1AECBB8DB67601D73426045595D9D4398E8A48EF260E9888101AC9887C56

Malicious: false

Reputation: low

Preview:
e.......................@..............................h............................................... ........$...... ............................................................................................................................................
.................................................................................................................................. .......................8...................................................................................................................
........................................................................................................................................................................................................................................... ............... ..................
............................................................................................................?...................?...................?...................?............................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\Scanner\scannerroom.sdkmesh
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: data

Category: dropped

Size (bytes): 5709368

Entropy (8bit): 7.106093302618546

Encrypted: false

SSDEEP: 98304:MaKTzvTMu82vaQizCC8LswEQOAlG9gqwGT5QNYNaNNv9cjDY7319Nqop+BUur8Rj:MaKTzvAu82va1zCC8LswEQOAlK5QNYNZ

MD5: 127E6B64B568B236E8DC486B7BD37624

SHA1: 6E5AE2D94452C51E93D6407C4FC29CA0B717F372

SHA-256: EA4C5570C0AC6CEADF5280BFC024CF494B15474307A8A5DCC5331EEB946B7DAB

SHA-512: B2B37760394956A4B51FCB2BB04067F7510287E7D2FE8F251B40315828CE4150FB04C0D37F443411228333177B13E66A45176AD4A113F44623F276BD561D0942

Malicious: false

Reputation: low

Preview:
e........................W.............................h.......................................`........j......._M..... ............................................................................................................................................
...........................................................................................................................8........j.....................8nM.......................................................................................................
..............................................................................................................0.......8.......................................................................................................................................................
........................................................................................................................|...............|.......................................................................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\Scanner\scannerroom_diff.dds
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: Microsoft DirectDraw Surface (DDS), 2048 x 2048, DXT1

Category: dropped

Size (bytes): 2097280

Entropy (8bit): 4.437141318749011

Encrypted: false

SSDEEP: 12288:t7ayLSqtTRf2nEU0Bpzq3t8lge2pOGkZFSDILLk81rNB3F18nu19/Vc9yZAYsCSb:tSyq30v7a38xeILj1ZRnj8CSVB

MD5: 7016459F5A181DAB8EC3DD77494C0779

SHA1: 0F05810441931CCD0497AF260C642DE4DA05D37A

SHA-256: 0DB8D25F8B0385DC1CCFBB9EEB829E75880C7BF6CE0835A1BEAB2FE622B97364

SHA-512: 69216FE27E672F31CD492E06F7F84EB9D0692636866CA1E51991A0166B3A3E4B43641384F4D69A878BB08B0E422547E6792FC52EEA2C0FDDA141953A279473FD

Malicious: false

Reputation: low
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Preview:
DDS |....................................................................... .......DXT1............................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\Scanner\scannerroom_diff.dds

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\UBM\Courier_16.spritefont
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: data

Category: dropped

Size (bytes): 18440

Entropy (8bit): 2.705519865245862

Encrypted: false

SSDEEP: 192:zsJaHghI1yCn2IDuO8psi/jdhqILJQ42HRS:qYICn29dp9dJLJQ42HRS

MD5: 99E708FA159D827374091C0ED4490C22

SHA1: E13977406B14EE4E6595D6A94CD832D45D657F19

SHA-256: D918DAD80B7A527C3BD4AC65F7B94854212909DDAC2E9C4205B80F060B23B3BF

SHA-512: 2C3D8DF4726996D1B7C5D6420B31AB7D4A47D2008001335AF6DC5B28DDC38A848C5739BA38C2B9703AE7DC9E308527FED6E3B86C90650CF82491A3F53E39D866

Malicious: false

Reputation: low

Preview:
DXTKfont_... ...~.................pA...B..@.!...3..."...6.../......A...@...@"...`...g...h...m......@...@....#...M.......U..........@...@....$...........%..........@...@....%...]...!...e..........@...@
....&.......1...6...<......@...@....'...'...?...*...E......A...@...@(...3.......6..........A...@...?)...8.......;..........@...@..@@*...w...d.......l......@...@....+...:...Z...C...e......@...@....,...{.........
..4......@..pA..@@-..._...p...h...q......@..@A........'...G...*...J......@..pA..@@/......................@...@....0...j.......s...,......@...@....1...u.......~...,......@...@....2......."......./......@...@....
3...<...!...E..........@...@....4......."......./......@...@....5......."......./......@...@....6......."...'.../......@...@....7...)..."...1.../......@...@....8...g.......o...;......@...@....9...q.......y...;......@...@
....:...j.......m..........@...A..@@;......................@...A...@<..."...Z...,...e......@...@....=...j...n...u...r......@.. A....>.......Z...8...e......@...@

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\UBM\OrangeSkybox.dds
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: Microsoft DirectDraw Surface (DDS), 1024 x 1024, DXT1

Category: dropped

Size (bytes): 3145856

Entropy (8bit): 5.14346220360655

Encrypted: false

SSDEEP: 12288:Vd9PpeAYfCG3c0yQwQKR9EInL/4u4wbRQxvhd4ZbhVUSy+GqKF+tgzBXOfBB9Qqm:gH769tjTyAhzRO+tWopoPaaE08o80

MD5: 3C270CDC8707788C01485D87BE32E13D

SHA1: E20C9870766B7AF0FD2ECCBBC05ED4C78C0C4C76

SHA-256: EBABCB76D95EBAB395E09FA024A90271CB6EB97193DC2C347B570D86813F304C

SHA-512: 6ADC28FA95092737CE29DF49E3216B54BC39BBE00FA124216A99DFD0B1F7D811B6F623CB58FD01B1F9F05B77439362D394CE0C2C98E405EBB8E86B0D166B21C
6

Malicious: false

Reputation: low

Preview:
DDS |...........................GIMP-DDS.................................... .......DXT1........................................@.@.....@.@.....`. .....`. ....;`.@...b~`. .z...`. ..z~.`. ..._w`. ....-`. .......`.......`.......`...
... ....... `...... ....... ...../. ....... `...... ..UU... ..._... ....... .......`.......`...... `.......`.|. ...`...... ...~.. ....... ....... . .....(. w.]... UUr{. . ..... ....... . 3....(. .....(. ..... ..*.... .......(. ..... . .?... . ..?.. . .....
(. .....(. .....(. .....(. .....(. .....(. .**..(.(..03.(.(.....(.(.....(.(.....(.(.0...(.(.....(.(.0..`I.(..UU.(.(.?...(.(.<...(.(.0...(.(...0.(.(.....(. .....(. .....(...::..(. .....(.(.....(.(.....(. ..>....(UUai.(. .( ..(. ...*.1. w....1.
(..??.1.(' . .1.1.....1.1.....1.1.....1.1.....1.1.......1U.5U ..1UU%..1.1.... 9.1...U 9.1.... 9.1.... 9.1.... 9.1n... 9.1.....I ).....1.1.....1.1.... 9.1..UU.1.1.....1.1.....1.1.....1.1.....1.1.... 9.1.uuU.I 
).....z.1U..U...1UTVU 9.1.... 9.1.... 9.1.... 9.1....@A 9UUUU

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\UBM\SegoeUI_14.spritefont
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: data

Category: dropped

Size (bytes): 18952

Entropy (8bit): 3.571829065888369

Encrypted: false

SSDEEP: 384:j2+lerxJGm71ErCvv8j/Y4hsu+YkaAi2uJc3h:S+leF912wM/Y4hsu+YbAJ2wh

MD5: 9A8E52AF808DA29BE08C5BDDE9AA88E7

SHA1: B9556C9CB8B1F4AC706FE243F6E8EFB1AEF905A3

SHA-256: 76CE5EF35C7DF52EEF04FC5A869B474626D6DDF65621C06F9A3719F9FF09B04C

SHA-512: 19874281FB6852C2A9F6E090CCA2CDCCAE3AC516EBAE1A62DF4AF3B1C31AF7A1721730CAAD6B416F1A222D130CC418A804FCC39BBADDC8148C1E5F844D495
E45

Malicious: false

Reputation: low

Preview:
DXTKfont_... ...~.................PA..$B....!...{...D...~...R......@...@....".......M...3...R......@...@....#... ...U...+...b.....@@...@..@.$......................@...@....%...A...$...P...2.....@@...@
....&...c...$...q...2......@...@..@.'...S...q...U...v......@...@....(...........$..........@...@..@.)...&.......+.........@@...@....*...>...q...F...x.....@@...@..@.+.......q.......{......@...A....,...
....E...1...K.....@@...A....-...w...q...}...s......@..PA........i...q...k...t......@...A..../...c.......l..........@...@....0...)...5...3...C.....@@...@..@.1.......U.......c......@...@....2...e...D...n...R.....
.@...@..@.3...9...T...A...b......@...@....4.......7.......E.....@@...@..@.5...C...T...K...b......@...@....6...p...D...y...R......@...@..@.7.......E.......S......@...@..@.8...5...D...?...R...
..@@...@..@.9.......E...!...S......@...@..@.:.......'.......2......@...A....;...|...T.......b.....@@...A....<.......q...&...{......@...A....=...H...q...Q...w......@..0A....>...(...q...1...{......@...A
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C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\UBM\SegoeUI_24.spritefont
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: data

Category: dropped

Size (bytes): 41992

Entropy (8bit): 3.206835529312373

Encrypted: false

SSDEEP: 768:mRDODxUJZHrOaqhlVJsGOAP1KiDf3GdN/j/mEKOe:ODODU2PsGB1xD+/o

MD5: 83902B71A36A00095B62933D95BF40ED

SHA1: CE6783A7CED8FBAB1D31E5F43D51DBE933EAF29F

SHA-256: 22A57C503818F998CC75A14F124A2320BE1B8F4B2348269DC503CF5047E288D1

SHA-512: 988584626C2CC8C86E5880351EF8BDDE7F3822EC957EF1085A2DE92E5424972246D5CFCB97BC4FACF29721066B6187724F99080B99EC9A61D7C39B6E9E2B1D59

Malicious: false

Reputation: low

Preview:
DXTKfont_... ......................A...B..P.!...b...l...g..........@..@A..@."...7...n...?...v......@..@A....#...t...l..............@..@A....$......................@...A....%...............4......@..@A....&...z.
..........6......@..@A....'.......!.......)......@..@A..@.(...!.......)..........@..@A....)...+.......3..........@..@A..@.*......................@..@A....+......................A...A....,.......<.......E......@
...A..@.-...A...M...J...P......@...A..@.........G.......L......@...A..../...Z.......h..........@..@A....0...............4......@..@A....1.......P.......h......A..@A....2.......R.......j......@..@A....3.......j.
.............@..@A..@.4.......:...,...R......@..@A....5.......j..............@..@A..@.6.......R.......j......@..@A....7...A...S...P...k......@..@A....8.......T...#...l......@..@A....9...%...T...4...l.
.....@..@A....:.......7.......H......@...A....;...r.......x...4......@...A....<......................A...A....=......................A...A....>...t..................A...A

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\UBM\SegoeUI_36.spritefont
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: data

Category: dropped

Size (bytes): 81928

Entropy (8bit): 2.926683342395388

Encrypted: false

SSDEEP: 768:ltx8EWcy8bIO6bdvylqMYqxN4RyFGDyGnFwBMcoUEC:R8EWL8EO6bdvu6q3sDyGnFwqcv3

MD5: 3595FCB37FD5003F99403ED1B87AF522

SHA1: 40655714D6CCAE2E0EBEA9F85AA50A37103134EE

SHA-256: 84544B7009A240D09902C07B50491F89707B2E21BFBECA77FE5389D931707353

SHA-512: B64E89F50AF75F31352CDB05BB04B88B3108FAE6C215CB44F324D429B32F91EB819A9B21F675C02CDFF94A1251B23D94574D1DD0D42412524E9273DAADFD6070

Malicious: false

Reputation: low

Preview:
DXTKfont_... ......................A...B....!.......O.......r.....@A...A...."...u.................0A...A....#......................A...A....$...........+...-.....0A..PA....%.......Q.......t..... A...A....&...v...S.......
v..... A...A....'...Z......._.........0A...A....(...I.......T...,.....0A...A....)...-.......9...,......A...A....*.......!.......2......A...A....+............... .....PA...A..@.,...Z...z...a..........A..8B....-.....................
0A...B........P.......V......... A..8B..../...z...........*......@...A....0...u................. A...A....1.....................PA...A...?2..................... A...A....3..................... A...A....4......................A...A
....5.....................0A...A....6..................... A...A....7..................... A...A....8..................... A...A....9...P.......f......... A...A....:.......S.......m..... A...A....;.......x..............A...A....<...........
....".....`A...A....=.......!...,.../.....PA...A..@.>...............".....`A...A

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\UBM\bench-speed_nt.dds
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: Microsoft DirectDraw Surface (DDS), 1024 x 1024, DXT1

Category: dropped

Size (bytes): 699192

Entropy (8bit): 2.560618359984731

Encrypted: false

SSDEEP: 1536:o+i41OObZ5EXhbFhiZX5zJt8DUjhcKK/bvo7Bmw0UBvOfp13X:AO6hbSdzUG+KUb0Bmw0UJspFX

MD5: 199E4DDEE2EA9B3072DA040510B7AEA5

SHA1: D43CA378A24CEED44758A29F4E1EE30BDBB94121

SHA-256: 9C0E8673FE85D629D594FB2CA2986BF3C8FD46D2207C9B4C89FA203C390A6779

SHA-512: A2111D8D46D7F730ADE9F7AF798B0E9F90B19854D51FBA1CBE5D72656AC413AB4547FABC8EEAE0BCDEE723E21A215CC89F8E5B6267F24CF165627158E8BF42
CB

Malicious: false

Reputation: low

Preview:
DDS |...............................................................NVT3.... .......DXT1......................@...........................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\UBM\countdown4.wav
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: RIFF (little-endian) data, WAVE audio, Microsoft PCM, 8 bit, stereo 16000 Hz

Category: dropped

Size (bytes): 127620

Entropy (8bit): 6.852726977064599

Encrypted: false
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SSDEEP: 3072:XUTvchV2ynsz0cn3eNJdqQxl7cN2x/bn6eRy0cnf4uWL6w:cchVLsQc3UTqQxl7Z/5Ry0cnAuE6w

MD5: D18FE48D71DBB6BEBBFB5668D4482CA7

SHA1: 8C86864F33C09702C425AA8DAAC995B44708532F

SHA-256: F05781A031A5A49FF19B8396173EE017CCC0C12BBA0ED84A652E07E8D8E66B1F

SHA-512: 931460D6C39DB4A5B8F1D34C414D16AADCBDB240A34B1DA7D9CC437E163D7469631F6231E094D078886153648B506AB9EF97D40DFBF9EC65622D29A62D574728

Malicious: false

Reputation: low

Preview:
RIFF|...WAVEfmt .........>...}......LIST....INFOISFT....Lavf58.33.100.data6............~...~...................................~~~}~~.....................................................................................|.
}~.|................................................xxlqhopr.x.~..{.v}vxystnmminippqwqsnhi]cYaefxq.y}}v|pyqtsmnghf`e[c`djfjddaY\S[_bup.|....................................................{......}}xnv
gvpv.y.}..v.u......vnnZi[kqq.t.pljXfUffi}n.r{wm{l}y}.x.pfeM\MZa^udpe^cN^Q[d^wfynswn.|.........r.}................................s.s.......|~`u\rqo.m.nrs`yd|.....zorOjOgoj.r.uruZtY
rup.o.mmq\|h....{.t`lAfMcve.ercN^<^O`r_~\h[O`Gjew......i{Qvgy........s...........y..........j.x.......w.`.s......u[nHqj}......a{Fn\g.h.lyoUnGkdn.u.swjOcCiix......h~Nwbp.m.mzmRjCkal
.n.lreE^:cfr......g.L{n{......q.].......u.a........q........k.U.u.......VuCnkt......b~Ryv}....{rHa8Z\b.w...zJ`2RU].v...._uIifo.{..|tJ_7UV\.o...xK`6SW\.u....g|Urqw......h.Wwz......|.f.........}.......i
.Zz}u..

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\UBM\countdown4.wav

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\UBM\danube.wav
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: RIFF (little-endian) data, WAVE audio, Microsoft PCM, 8 bit, mono 16000 Hz

Category: dropped

Size (bytes): 992072

Entropy (8bit): 5.662774030736331

Encrypted: false

SSDEEP: 12288:Ifc6NerpT5kyEkypBBzDZV9WaDRKe1H2hohzntWZ/mNL2fUXkzKEx7hcfcqR:InkyB3PQaAwWh3oOUXBExFcZR

MD5: 4F0A64E95A6751E02D3477583109E589

SHA1: FA9002533B2B5720456BF830E648F6855E833EAA

SHA-256: 3246BF811B3A5D4CA0BE3FCF614A0FF4F61DF68E958EA6964C685ABD2EE432E6

SHA-512: 1B44061049B7FCF9B77AB051364301422F08E1573299611BCBABF7DA7336653848C8AA2C900802BD4C4B94493A12748A02BCE609F478CDF3FA0505E76C11C24F

Malicious: false

Reputation: low

Preview:
RIFF@#..WAVEfmt .........>...>......LIST....INFOISFT....Lavf58.33.100.data."...~~~~..~~~~~~~~~~~}}~~~.................................~~~~~~~}}}}}~~~~~}}~~~~.................................
.....~~~~~~~~~~~~~~.................................~~~~~~~}}}}}}~~~~}}}~~~~..............................~~~~~.~~~~~~~~~~~~~~~~~..............................~~~~~~~}}}}}}}~~~~}}}}}~~~.....
......................~~~~~~~~~~~~~~~.~~~~~~~~~..............................~~~~~~~~~}}}}~~~~~~}}}~~~~.............................~~~~~~~~~~~....~~~~~~~~.............................~~~~~~
~~}}}}}}}~~~~~}}}}~~~~.........................~~~~~~~~~~~~~~~~...~~~~~~~~...........................~~~~~~~}}}}}}}}}~~~~~}}}}}~~~..........................~~~~~}}}}~~~~~~~..~~~~~~
~~............................~~~~~~}}}}}}}}}~~~~~~}}}}~~~...........................~~~~~~~~~~~~~~....~~~~~~~.............................~~~~~~~}}}}}}}~~~~~~~}}}}~~............................~~~~~~
~~~~~~~~~~~~~~~~~~~..........................~~~~~

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\UBM\explode.wav
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: RIFF (little-endian) data, WAVE audio, Microsoft PCM, 16 bit, stereo 44100 Hz

Category: dropped

Size (bytes): 172480

Entropy (8bit): 7.584748393695576

Encrypted: false

SSDEEP: 3072:ae8jk1tPgOUT3KWFUJDCj1SeWRMU26aSFQ3dGX8zaZvpyCYAB27szpEAJ:aet1UrFUJDooRMN6aSq3iH4saAJ

MD5: 23E351A5274BEE005D6FC4A5D7145A02

SHA1: F5B348EC2EC45C0F0C433D5524CC36BA3249A25F

SHA-256: 048F6BBBDC5C4558787D948CF486FAA4B203DB80C02356073DFB37A2497943A8

SHA-512: 8F0F6B42651443EA79D794A3ACCBB19F1FFB8836C44731073FD26283F3F89AEA8EFF0C8B12F3C3EC4D2157B48ED9A4B6D8B5D571D101E29F88E69FE85E08E8E
C

Malicious: false

Reputation: low

Preview:
RIFF....WAVEfmt ........D...........data....8.D.I.H.M.N.Q.W.O.U.K.N.Q.[.T.D.Q.a.K.N.Q.N.K.N.H.K.T.Q.K.>.J.;.?.1.<.5.;...4./.4.(.(.+.&.$.......5.../..."..............."...............!...+...
....#.........................................(...........,.................................;.......(.......2...2...5...(...+.....".".".%...%.......................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..........

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\UBM\laser.png
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PNG image data, 512 x 256, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 9178

Entropy (8bit): 7.707053385585935

Encrypted: false

SSDEEP: 192:M7QFqNrX3weYOhsn2WDCGULkLqhRdpxyD0ixUJNtCR:AQFghslCGULkwDyIJNAR

MD5: 15BD5ACDB04EC1FDCEE6D6F4AD616C9B
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SHA1: 6E70DA7036108B0DEE9B51EFF2BFE791CED51AB7

SHA-256: 64D37370E67E8B73C705339BE447939EC4BA4BEEE4AF6C771F2F5AFF4EE9EADB

SHA-512: 300EF60CADBE46F1AE6938521520331C422BCF846FBD7ED7F4CC6B14FA6466C1D8EE54EF56D709108C1489A46EDCA189A01C58D18E720CE93692399C494E1D8
D

Malicious: false

Reputation: low

Preview:
.PNG........IHDR...............g.. .IDATx...z.8.E...._.i'.Qk.0..K.DJk.H....E.e(9..x<>.....@.........U.....@.......,....... ....`.p.A.d.@.......... ...@...X..p.)...... ...9...@....!...7.tJ... .....`.@.
.....nH.......!...@.....@...... p;....n.)...... .x...,... .........:%C.......<.`.@.......G......!...@.....L..@.......<..hJ... ...........'..C.....}...p..r.@....1...7.|J... ....`.p..r.@....1...7.|J... ....`.p..^y..4......... 
p..C...?..w_...,^g..>.Uxi...48... p......._.)..x....r.ik..<.VM.....z...Vw/o.f.i.\.6m...d...E./.;W...sWj....`$.Q.$....k.xz5.:o.s.....J4l...r....x.6..\Z7.W.K..=._..x....w.X...h.U..i{.Q...J.^.....H-.
,.$..K.FAK...Sj:...U...uJ...w.Zr....x.rO..rmz%.$o....|..#....c.y.(.U.'9.ni....}..\?.s......>6~.k.........Z..C.....[.T......4.h^.SVs.........f.0......... 0....ah.... ....M......w.... ..!.X....(. ...@`n.,.....A..
......`.0.+..... .......{|p...@....B....~.sH..D..^...........&.....u.@....@+....... ...,L.....u.@....@+..w.................*.....W...d=..

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\UBM\laser.png

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\UBM\laser.wav
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: RIFF (little-endian) data, WAVE audio

Category: dropped

Size (bytes): 282568

Entropy (8bit): 6.49321298155177

Encrypted: false

SSDEEP: 6144:M5Pf0ocw+gnQ2TaGIj6MjjvyAJdfNbUfo:2H0o3bJIj6MjjvF/flh

MD5: 66AAB83C0E984B35EEE273E85ED6F4FC

SHA1: 132E0707C5B7819D0107FE065C0D463EA847A67D

SHA-256: 03A661BB40726974972B323090B98B6F4AFB6A2827DC5DDFB21A157E10C64E30

SHA-512: B240BB4606AF594AAB922BB588C95C7121F97203044B58D7844B3518F8AB54429CEC5ACB1156B13D0C31DFE8FDEECCBCCD6A709F40B4E5F3AA09B23E4F36AF
59

Malicious: false

Reputation: low

Preview:
RIFF.O..WAVEJUNK\...............................................................................................bextZ.....................................................................................................................................
..............................................................................................................................Pro Tools.......................mcRih8S4jtfaaaGk................2014-07-0912:26:28......................
..................................................................................................................................................................................................................................................fmt (............2
..............................minf.....z??`...........elm1..........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\UBM\orbskin.jpg
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, progressive, precision 8, 652x344, frames 3

Category: dropped

Size (bytes): 83180

Entropy (8bit): 7.988452357602374

Encrypted: false

SSDEEP: 1536:RrCbYyws1JZF5Cbh5DG//z5ggYRGneJ2lSAWVJCtIk9fQQ1QoBoKmaefKqOge1+Q:TyZ1JpC95K3tZ3plSAkSvPQoBRBuEwIh

MD5: 530BE75FE21A982BAC906FE01264CF87

SHA1: E547E1E44865204FDC87BFA62928F9D931EB91AD

SHA-256: 8CFA01C346B3483341E3E91C6E9C0A63D161F00F6291BA61AF730F8AAEB83A97

SHA-512: 751EA2216D47B7B32A8EA7052B76D5C00D9398167D9C306E8998E12B93D6F393D88CBD84C951733B37E0B82C7E3D0C238E47B0693131240E18BF05AEE72BA2AD

Malicious: false

Reputation: low

Preview:
......JFIF.....H.H.....C....................................................................C.......................................................................X.....................................................................................
.|...U.i.p<O.Sx.i....}W.k..O....v....dp..x..Z....]...{....?-.n!..@...?)`J..Eg..m.a.Z..l....K...C+.3}.W\.[n...h....@..p.n....s..%y..@..+...-...<w..Q8I8.8[....H@.b...c."..W..c....6.dQ.,Mp...RM
=75U(..(Q*..2..`..qd....\.^_.>..|..G..8d...).]d.%.\..B.1H..1..V.......#c.&.u.$...Y..z.l ......B.^...=....z.t.-..9{..].$5..V..H..jj..K!.*....v.c....nC'.8!;.w.O...e.nSs.%'!......D....G.!Y...ty..../].=..
.b...'4......E]...iq6.(:.1.....t..y..;.4.uZ|...Q...<...).b..l.d....P...J...}...u(...Y.{.85@.....M.O\.}O.q.Z\'.t..UK.;"...,=.[.N..!6n.....qz.S*k....*LhK.6...f.....^./..Pu..Dsd.?X.....e0f.4Q..qR#..,fTY0
#)k,.W.....`....%.'..Tt.*.o.jwK...&g.8...[...(...l[.sh#=z......%.....t..S...Q.f`....S....;-.M./>.|....p.:.m...:2....l.s.A..-7...*.

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\UBM\red_alert.wav
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: RIFF (little-endian) data, WAVE audio, Microsoft PCM, 16 bit, mono 11025 Hz

Category: dropped

Size (bytes): 121588

Entropy (8bit): 3.9770007477016605

Encrypted: false

SSDEEP: 1536:t1E4hOgL9dnDhH7CXpifsbyPinjsIqMvtdnhHGs5BYD8bWZRmEd3qSVYaxFjBXsX:t1E4DL91S2o6pRnx3XUDXEej

MD5: 083BC0D3B46352D37C913150A90B6434

SHA1: C4E8D84643262D4EC1829446EFD613C4A39AB3C9

SHA-256: 97DABADFCF78FF29E5381AF4C9C1529D32267F33059D0012B4E353F5690E249F

SHA-512: 9629A39F557D820ECD4E354AD6648F36771E3A01A8D521039A4265668FCE50E540D3FA6E5178FE1D1D9F4455CAFDE7A4ADD91B007E31A82811929396379AAE44

Malicious: false

Reputation: low

Copyright Joe Security LLC 2021 Page 26 of 42



Preview:
RIFF....WAVEfmt .........+.."V......data..................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\UBM\red_alert.wav

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\UBM\win.wav
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: RIFF (little-endian) data, WAVE audio, Microsoft PCM, 16 bit, stereo 44100 Hz

Category: dropped

Size (bytes): 224472

Entropy (8bit): 7.794753048560936

Encrypted: false

SSDEEP: 6144:YYcMDdZtCz4xm9w2TGJpNTThojS+j3hSMAN3tvQbnMth73qBf:dBdZtw4w9wHNfhoVNSJtoDMth7u

MD5: 55E9D9865E00EB862C9129E7D43287BD

SHA1: FC4C82CF2084C0186F203B1E44FAEA8F2F204029

SHA-256: EBDB5F6A5D29FACB8A27DDA39E33C30C0B596D9073BD64864514550E0AB1E46F

SHA-512: 1000FC3223F68D4EC59A9DF34EC26735D7034667F768183ACD1563CA383E7172CCF2241225D95ABFB1B034D5BA9387E4666DE650F21FD08D9ED03CBDA275928A

Malicious: false

Reputation: low

Preview:
RIFF.l..WAVEfmt ........D...........data.l............I...q..................._............... ...............R.&._... .......-...B...................R...a.../.0./.,.y.F.R.....#...#...#..._.....R.....)........._...{...<.....R...'.
O.K...................".$.....I.x...n.&.....d.H....._.....k...~.......)...@./.........x.<...e...........@.u.Y.L... .?.~...........R...&...X...................^.......o...o...........&.O.I.....3.......=.....c...,.....,...
..O.>.e.....R... .?.u.......?.u...............^.#....._...,.o...X.q...&.................~.(...+...............".~.G.E...n.....&.[...=.(.!.....U...b...X.i.B.......o.....@...C.....1.Z.k.....1...F.K.................9.\.....
.......K.c.......c.)................j.E.Y...1.......;...........g.).....T.X.......>... .B.....R...Y.........x.....f...Y.Z.................}...*.....`.....~...<.I.....;...w...1.%.W.R.X.d...8...a...........h./. ...%.............%...
A.6.t.....@.....v...q.....W.H.}...C..................$.........-.M.....{.....V.....c.........*...

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\UI\arrow.x
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 23227

Entropy (8bit): 3.6844141651204825

Encrypted: false

SSDEEP: 192:107UZukqkukqzxmvY1VXUYJ5FV7szwGfCfJTaatQCtjTAJTaatQCtjTrd5roWKwW:107U0Vkq5F2fCfKmWCWTOsOj7

MD5: ED881DA426BC7A2E7280AB0882CD7112

SHA1: E7817C182716C0822D7B0EC8CBB734CC74517C0C

SHA-256: D8373A6F0ADAB9D3EF844601971B4E89BF0454C0933C102FF6C3838A4BF11925

SHA-512: 593AD1F94DDC75E5DD8F6F682E5313BC8D93A5C46BF073330F6F8F759FB859E9AA6FC5C43AC9CBC8C66544AA339FEB1ACFF9DFE52F719659DB451E32065E84A
9

Malicious: false

Reputation: low

Preview:
xof 0303txt 0032..template XSkinMeshHeader {.. <3cf169ce-ff7c-44ab-93c0-f78f62d172e2>.. WORD nMaxSkinWeightsPerVertex;.. WORD nMaxSkinWeightsPerFace;.. 
WORD nBones;..}....template VertexDuplicationIndices {.. <b8d65549-d7c9-4995-89cf-53a9a8b031e3>.. DWORD nIndices;.. DWORD nOriginalVertices;.. array DWORD 
indices[nIndices];..}....template SkinWeights {.. <6f0d123b-bad2-4167-a0d0-80224f25fabb>.. STRING transformNodeName;.. DWORD nWeights;.. array DWORD vert
exIndices[nWeights];.. array FLOAT weights[nWeights];.. Matrix4x4 matrixOffset;..}......Frame Scene_Root {.. .... FrameTransformMatrix {..  1.000000,0.000000,0.
000000,0.000000,0.000000,1.000000,0.000000,0.000000,0.000000,0.000000,1.000000,0.000000,0.000000,0.000000,0.000000,1.000000;;.. }.... Frame Arrow {..  ....  Fra
meTransformMatrix {..   0.004058,0.000000,0.000000,0.000000,0.000000,0.000000,0.004058,0.000000,0.000000,-0.004058,0.000000,0.000000,0.000000,0.000000
,0.000000,1.000000;;..  }....  Frame Cylinder01 {..   ....   FrameTran

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\ring.x
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 179517

Entropy (8bit): 3.9386341911978455

Encrypted: false

SSDEEP: 1536:MdXBejf0D0/IyDQi+cGw/MctpGUGcSlWmCpwR+7NKX4ykSE9/nAw:H

MD5: 6E6CC828BE6740F61339600F69DD6B1B

SHA1: 52746BB5B0CB45FCF2679C422A3318D34886ACC8

SHA-256: 7E9519C38EE1D48210C0EC794208EF70F483C34980788A8ED45511C09C511BEF

SHA-512: F7D73E45E1D79F8375F13294B8BAC0F2F412F7CE33325136D2BACE74B02BDC8622F4753DB5668A21F16C2837BCE37A118147F45A4DEE0F5A2AC9BFF76886E0B1

Malicious: false

Reputation: low
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Preview:
xof 0303txt 0032..template VertexDuplicationIndices {.. <b8d65549-d7c9-4995-89cf-53a9a8b031e3>.. DWORD nIndices;.. DWORD nOriginalVertices;.. array DWORD 
indices[nIndices];..}....template FVFData {.. <b6e70a0e-8ef9-4e83-94ad-ecc8b0c04897>.. DWORD dwFVF;.. DWORD nDWords;.. array DWORD data[nDWords];..}....temp
late VertexElement {.. <f752461c-1e23-48f6-b9f8-8350850f336f>.. DWORD Type;.. DWORD Method;.. DWORD Usage;.. DWORD UsageIndex;..}....template DeclData {.. 
<bf22e553-292c-4781-9fea-62bd554bdd93>.. DWORD nElements;.. array VertexElement Elements[nElements];.. DWORD nDWords;.. array DWORD data[nDWords]
;..}....template EffectParamFloats {.. <3014b9a0-62f5-478c-9b86-e4ac9f4e418b>.. STRING ParamName;.. DWORD nFloats;.. array FLOAT Floats[nFloats];..}....template 
EffectParamString {.. <1dbc4c88-94c1-46ee-9076-2c28818c9481>.. STRING ParamName;.. STRING Value;..}....template EffectParamDWord {.. <e13963bc-ae51-4c5d-
b00f-cfa3a9d97ce5>.. STRING ParamName;.. DWORD Value;..}....template EffectI

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\ring.x

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\room.x
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 5668

Entropy (8bit): 4.196677680767001

Encrypted: false

SSDEEP: 96:OeUudTuhxdXYVGdXAV/XYYA4WYVuXAV/X5YA4WYAZ1Hde2AMFCROE3Zg1/7cGhtc:TUudTuhxdXYVGdwV/I74WsuwV/J74W78

MD5: BF875FF38274997EE6D79DC7A576266B

SHA1: 4F59769F6FCF3AB9636F61CBC7E87F1409DE78F3

SHA-256: 2558BE7FAE5778A8E05C5677F53B113B41F0E93711892EDC01A9556A00C3ACB3

SHA-512: 6338938427A0066646FE54D13FC8BE8705C81E7E32392E2A1923F3F23C209DA24D1C786C2466116C5E10D6ABA3B4851623AA31831AC7A1463E0FB08F445DB94C

Malicious: false

Reputation: low

Preview:
xof 0303txt 0032..template VertexDuplicationIndices {.. <b8d65549-d7c9-4995-89cf-53a9a8b031e3>.. DWORD nIndices;.. DWORD nOriginalVertices;.. array DWORD 
indices[nIndices];..}....template FVFData {.. <b6e70a0e-8ef9-4e83-94ad-ecc8b0c04897>.. DWORD dwFVF;.. DWORD nDWords;.. array DWORD data[nDWords];..}....temp
late VertexElement {.. <f752461c-1e23-48f6-b9f8-8350850f336f>.. DWORD Type;.. DWORD Method;.. DWORD Usage;.. DWORD UsageIndex;..}....template DeclData {.. 
<bf22e553-292c-4781-9fea-62bd554bdd93>.. DWORD nElements;.. array VertexElement Elements[nElements];.. DWORD nDWords;.. array DWORD data[nDWords]
;..}....template EffectParamFloats {.. <3014b9a0-62f5-478c-9b86-e4ac9f4e418b>.. STRING ParamName;.. DWORD nFloats;.. array FLOAT Floats[nFloats];..}....template 
EffectParamString {.. <1dbc4c88-94c1-46ee-9076-2c28818c9481>.. STRING ParamName;.. STRING Value;..}....template EffectParamDWord {.. <e13963bc-ae51-4c5d-
b00f-cfa3a9d97ce5>.. STRING ParamName;.. DWORD Value;..}....template EffectI

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\spotlight.x
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 8362

Entropy (8bit): 4.268540568042881

Encrypted: false

SSDEEP: 192:TUudTuhxdXYVG0a1g3U7QpQhqmrFMcEsnEVJVI5EfnmUHSFiGVRnO:TUuKxdX+a1g3U7QpQJ6nXSF5O

MD5: 07E205E90539F031C639F0AD152E3037

SHA1: FAC610E3633155D137430A1D9FA1CC45D8245B4D

SHA-256: 0CB19A3256B88F5DCE62E760A532EB7B953440C0DAA48160D51BEF3E27E053CE

SHA-512: AD9E9C3C19E39F528A5BFC0F1BE55244D2936731396310D9EC4F9BD2B36C9BDD357E5D6FDF386157BB75B854C37EADDCCFE2E4F6D08A8CA603EA868C8E8FA2
00

Malicious: false

Reputation: low

Preview:
xof 0303txt 0032..template VertexDuplicationIndices {.. <b8d65549-d7c9-4995-89cf-53a9a8b031e3>.. DWORD nIndices;.. DWORD nOriginalVertices;.. array DWORD 
indices[nIndices];..}....template FVFData {.. <b6e70a0e-8ef9-4e83-94ad-ecc8b0c04897>.. DWORD dwFVF;.. DWORD nDWords;.. array DWORD data[nDWords];..}....temp
late VertexElement {.. <f752461c-1e23-48f6-b9f8-8350850f336f>.. DWORD Type;.. DWORD Method;.. DWORD Usage;.. DWORD UsageIndex;..}....template DeclData {.. 
<bf22e553-292c-4781-9fea-62bd554bdd93>.. DWORD nElements;.. array VertexElement Elements[nElements];.. DWORD nDWords;.. array DWORD data[nDWords]
;..}....template EffectParamFloats {.. <3014b9a0-62f5-478c-9b86-e4ac9f4e418b>.. STRING ParamName;.. DWORD nFloats;.. array FLOAT Floats[nFloats];..}....template 
EffectParamString {.. <1dbc4c88-94c1-46ee-9076-2c28818c9481>.. STRING ParamName;.. STRING Value;..}....template EffectParamDWord {.. <e13963bc-ae51-4c5d-
b00f-cfa3a9d97ce5>.. STRING ParamName;.. DWORD Value;..}....template EffectI

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\stones.bmp
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PC bitmap, Windows 3.x format, 512 x 512 x 24

Category: dropped

Size (bytes): 786486

Entropy (8bit): 6.7294839307365555

Encrypted: false

SSDEEP: 24576:zbII9P4kWB6fs0J33G6hV4jU39RXz8pp3xLY00Vb:zcI2kxk0J33Gq6Y39RXz8pp5Y02b

MD5: 0FC548D67D97AE953A9BEBF3AA97BDB7

SHA1: 34D22F9C521892F48A2F645E179F4DD5E408A395

SHA-256: 029EB7FE6FA099EC9CE3EA73CBB962D53F90DDA5CDCF8E0F313CF1ABA680BA8B

SHA-512: 6EC94794D4DD9D25CF70ACA1A81A7E40C4D845893BF46B6B67719E197CE873F0CE33656B1CA56717D3B9A2CD71411D2F3584BF2AFE2B03AFF6433E9CB5AF879
7

Malicious: false

Reputation: low
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Preview:
BM6.......6...(.......................................hdUkgY..s{wk.~q.~qjaS~ujznd..y..y..w..yzndueY..u...zmh.uo..........................y...............y.y..............~ovmqwn..{..................z{v.....{ega
sun..~{zuwvo..{........{...............??.<<HQS...'..aPUo_d{ek....................................................~ZQPNAEJ<?A47A77.1'...'7''4#AJ?YaWLSJJQHjohW_UZbY^dZQYP_
e^gmeHSJjqoJUS4A?.1....':77EA.......1........''.1.......QZ^#47#14QYZu{z.......................ywqmhbumhmYYwbd.nn.ss.ss{us.yw.~{...egd........~...uvsbgdgkhemjz..z..bjgnvs.
..............~..............~.{...............qnmzwv...ebajgezwvuqo~zy...vsq............wzz...y{{Z__v~{......owvu~{.............................................~.w................{z.....~~zy......y~zouqowujqnZ
gbdnjSaZ...#4..1'7?:?HAHEAQNLPHH1#.'..1.....'........'...'#'##....'#:744.'<77SPNWSQzys.....y..wuukmmdjja::'nk_.......zaZQnjbqmehdZmhbHA7d_W..~vonga_von~wv.yuskg
uoj..z..{usmsuq...jkhuvs{yy{yynghQHJZNS.yz............oqn.........nom.......

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\stones.bmp

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\Media\stones_NM_height.tga
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: Targa image data - RGBA 256 x 256 x 32 - 8-bit alpha

Category: dropped

Size (bytes): 262188

Entropy (8bit): 7.431345182621873

Encrypted: false

SSDEEP: 6144:iw7OeV53/1p7SPeqgTJXqbhMFjQWmgY8J7Amy2jntf/nGWEoqwFg0JwxJ20:iw7OeV53/1p7SPeqgTJ690jHmgjnjntm

MD5: 270E4A94ABEC16F7CCA419567767563A

SHA1: 269F95A7655D19EFAB58DB1399847BA253261A07

SHA-256: A1234F773B3D8FAD5831DB4C5B7C6AE39AEB259BC3A41D59AEC8C48470B5867E

SHA-512: DE976AD692845C5FBD42D6B4CB1384ABA502AA6EA647B00FEAEFA6C2CC5B58A5633329697CAA76D4029E94FED5903105AA598BCE16DDB1D173607E101398E0
F5

Malicious: false

Reputation: low

Preview:
................ ...z4..x<...?..x=..nD..rK..yN.!wN..pS..j^..hj..pt..zu.!~u..~w..}z..}z...|...x...q..~n..nt.(g~.3u..7...4.x.-.n.(}i.'np.$oz.....%.z.F.G.d...Vf..0? ..Q>..dW..ve..{e...n...j...d...^...Q..
.1......{...q ..w&..z(..u-..t3..y8..}7..}6.#~5.+.2...0.'.....-...-...+..}(..h/..SD..Pc..lw...t. .c.#.Q.&.B.)x@.,aH.(dW."r^..}d...a...^...]...Z.!.Z.$}Y.(}^.).].$.V...R..zS..zV..{X..{Y..|Y..~Y
..z[..v^..zd..~e..}e..uh..qp..{x...u...p...m..xn..mu..r............{...t..u{..z....~...z...m.".O...=.'.,.7...N...n....|...v...k..lh..?l..(j...q...m...U.."E4..JT..Yp..h...s...|............~..z...q.. h../[..HS..b
Y..ui..~y..................................~...|...}....................|...~...z...w...y..}u..nq..dx..c...d...b...\...\}..gh..{b...l...{.....................s..V.............JW.."N...[...q.......{...w$..e...<`.)/..+K..2v..2...,..
.'... ...........}...{..............y...j...d...p....................w...^...E.G.+.r.......kt..EW..*O...d....!.....................!}..$y..+m..1n .+|.......

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\NBODY.exe

Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 756224

Entropy (8bit): 6.242834803007483

Encrypted: false

SSDEEP: 12288:sc5RyqvNdiybBAE1Jad0yWi+V5L2QdaC:sKz7beddwhaC

MD5: 7A47A89676481B42FA000761DD1B6B97

SHA1: 5AD925CEA19A2D4F67DF9114BDC9B4BE10DCFC19

SHA-256: 7BF2DA2AAD53A5C7E8739998EA2DBA85EE52D710C8FB696FDC0C372BC8CA9583

SHA-512: 31840096B185271A9916A1046CAF6C8243F7988DE79A4C6C18D40C89CA1CB572D3AE68E3C9D900E81C94C96F9E2C71E65D3FE57486E9384516EB2F997BD31FE5

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 3%, Browse
Antivirus: ReversingLabs, Detection: 2%

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......x.W.<.9Y<.9Y<.9Y...Y/.9Y...Y..9Y...Y".9Y..:X+.9Y..<X..9Y..=X~.
9Y.i.Y..9Y..Y9.9Y<.8Y.9Y..0X6.9Y...Y=.9Y..;X=.9YRich<.9Y........................PE..L...$>.`..........................................@.......................................@.............................................
........................0_......p...........................`...@...............$............................text.............................. ..`.rdata...R.......T..................@..@.data...\D... ......................@....tls.........
p.......&..............@....rsrc................(..............@..@.reloc..0_.......`...*..............@..B...............................................................................................................................................
.................................................................................................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\POM.exe

Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 768000

Entropy (8bit): 6.269878634529112

Encrypted: false

SSDEEP: 12288:3oalLJ89LWxJNwlAy0enDoJad0yWi+V5vnD6e9:3Rj8lWFybnDXdC9

MD5: 6EBB0DAD7D9C96CA5A8DF4EDD55F583C

SHA1: C1610CE7B8149B16105E6173629E391B02FBDDA2

SHA-256: CCB3C3AAD936CDB650CA0E02EE54B7E393F255B2AD71E6C25B654C7A1E3D7E1E

SHA-512: B9B9D5B06420C38EE590B161118ABA976EC664E5F0E6F17952CCDE44150EFCDA65961A522CD2D5170AD43ADB2872100F2218E8C1A6963B31453BD6BF86CDBC4
9

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: low
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https://www.metadefender.com/#!/results/file/YnpJeE1EWXlNRkYzZVdaVE9GSlhVZ0F3NGdpWGhJbVQ/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1EWXlNRkYzZVdaVE9GSlhVZ2VRV1NiZkp6aGIy/regular/analysis


Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......-H.ti).'i).'i).'.&'p).'.$'.).'.%'v).'.p.&~).'.p.&U).'.p.&+).'...'{).'.{K'l).'i).'.
).'.p.&c).'.p('h).'.p.&h).'Richi).'........................PE..L...$>.`..........................................@..........................0............@.................................|5..................................<b..`...p........
...........,...........@...............$............................text............................... ..`.rdata...g.......h..................@..@.data....F...P.......2..............@....tls.................P..............@....rsrc........
........R..............@..@.reloc..<b.......d...T..............@..B.......................................................................................................................................................................................
.........................................................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\POM.exe

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\PlayerPS.cso
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: data

Category: dropped

Size (bytes): 964

Entropy (8bit): 3.3087049194849865

Encrypted: false

SSDEEP: 24:YsX7anKsHv9EY6I/YYoMAfNPTIfbR2Co0:YsranKsHVb/YYotNAb7Z

MD5: B938C7A13E24674FA6342F0E03EE95A6

SHA1: 7F59BD77CD736DB8B0E47DBFDC1848149F28C1AD

SHA-256: CE6770C06EA6A628CD2191E9A2CD0EF830D5B0CEF0A436F7A3362A25038AAF50

SHA-512: 8C8393130468606CCD5DC6C83706DA776F1F7E85E26B7B70492180A15100EA811E7051AD1813F9403C63489FF1F0FB1E2E39EE6BAB82126B5B4043EB7038DC50

Malicious: false

Reputation: low

Preview:
DXBC.E.1..b.....=..............4.......x.......H...RDEF............................p...\...............................f...............................samLinear.txDiffuse.Microsoft (R) HLSL Shader Compiler 10.1
.ISGN....................................................................................................................................SV_POSITION.NORMAL.TEXTURE..OSGN,........... .......................SV_Ta
rget...SHDR....@...e...Z....`......X....p......UU..b...r.......b...2.......b...........e.... ......h...................F.......F.......D...................8...........................6 .."...............6 ..............A.......8..
."................@.....?2...........F........@.....?...?...?...?V.......2....................@....L=..L=..L=...?F.......E...........F.......F~.......`......8.... ......F.......F.......>...STATt....................................
...................................................................................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\PlayerVS.cso
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: data

Category: dropped

Size (bytes): 1612

Entropy (8bit): 3.228161395865328

Encrypted: false

SSDEEP: 24:ZQYGNpscjKsyIGA9yHob/Q/KsZ/B1QA/KZR0:rEscKswgv7CK4B1QSKZR

MD5: 520B3D2F5BA89C524FB3C47D2BE5CCD5

SHA1: 21D0455DE8B1E2031AEC53DBA3E4F240380910BE

SHA-256: B7D58F675161D46D0CEA1F36352A9E077A5B88DD97FC6DD95E45B374C71F0F1E

SHA-512: CF14CDAD24E42280A2E25179DD42A536BA290B2619C6574BE6CA2EECFB7C7412B7D04A04B1119E358B92DBA277804F58E0FFADA236C597C4E0B57722550FC0B
E

Malicious: false

Reputation: low

Preview:
DXBC@fv..S7...2..!=.....L.......4...........x.......RDEF........P.......................<...............................InstancingConstants.<.......h...@...................@...............Clip..................
..Microsoft (R) HLSL Shader Compiler 10.1.ISGN............................................................................................................................................................POSITION
.NORMAL.TEXCOORD.I_ROTATION.I_POSSCALE.I_COLOR..OSGN....................................................................................................................................SV_POS
ITION.NORMAL.TEXTURE..SHDRP...@.......Y...F. ........._...r......._...r......._...2......._..........._...r......._...........g.... ..........e...r ......e...2 ......e.... ......e...r ......h.......8...r.......
&.......F.......2...r.......&.......F.......F...A.......2...r.......................F.......8...r.......F.......&.......2...r.......................F...A.......2...r.......F.......

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\RTAGS.exe

Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 779776

Entropy (8bit): 6.224828600001326

Encrypted: false

SSDEEP: 12288:RAAE8rioMH4wxn6+Moixad0yWi+V5jicuVzx:RHLrv+fiEdI+Vl

MD5: E63211C9FBBE0EEA996F1A6BB7592E16

SHA1: 970B1ECFFAC92D936DCEFF87D4F0E8C144345E60

SHA-256: 2D994C5E683D9755B996202782D4A6C4CA966EC63E450F8723108B1E6E20F17C

SHA-512: 3556543DAED2A34BE171313FCA437D6FC86612894AB97DC94205955CA2081FE40B443492FD38E1F8C5AFADBDC57B3E1FA902F880F67FB6D685F9C11F6C12E8A0

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: low
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https://www.metadefender.com/#!/results/file/YnpJeE1EWXlNRkYzZVdaVE9GSlhVZ3pnWXNGV2FsYVM/regular/analysis


Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$...........j..j..j..'.U.j..'.W..j..'.V.j..v3..j..v3..j..v3...j..N.o.j..A88.j..j..k..a3..j
..a3[.j..a3..j..Rich.j..........PE..L...%>.`..........................................@..........................P............@..................................B...................................b..P...p...............................@...
............4............................text............................... ..`.rdata...U.......V..................@..@.data...._...`...6...H..............@....tls.................~..............@....rsrc.........................
......@..@.reloc...b.......d..................@..B........................................................................................................................................................................................................
........................................................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\RTAGS.exe

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\SHADOW.exe
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 754688

Entropy (8bit): 6.238367979443485

Encrypted: false

SSDEEP: 12288:tblOWWAY7upif63UJk0nzVz7ad0yWi+V5el95d:tbDW172Ue0zd+dZvd

MD5: 43E30AFBAF2C69FB118C52B93C4E2BA0

SHA1: 6584962B1263600D0F3B4031D56A3653E6ED8095

SHA-256: 5580FED075B38123B83B7CD9FB93F5BFA5038CD49B729E79A7650AAFC61187F2

SHA-512: 5E07CC00DFFD9191B6E5E285BFB83B69C0626700DBCC5C990357940B6C31E7B45A6BBC37D6880104291A99EE48372AF1C892FE3E1BEF4F2BC49A0A34EE72E65
F

Malicious: false

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......2&.QvG~.vG~.vG~....`G~.....G~....iG~...}.aG~...{.HG~...z.4G~..
...dG~.....sG~.vG..rF~...w.}G~.....wG~...|.wG~.RichvG~.........................PE..L...%>.`.....................J....................@.......................... ............@..............................................
........................^..`...p...................,...........@............................................text...o........................... ..`.rdata..:].......^..................@..@.data............&..................@....tls................. 
..............@....rsrc................"..............@..@.reloc...^.......`...$..............@..B.........................................................................................................................................................
.......................................................................................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\SkyboxPS.cso
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: data

Category: dropped

Size (bytes): 568

Entropy (8bit): 3.1998199562825804

Encrypted: false

SSDEEP: 6:w7z/+C/AVeWR5kEhzx3M52udMTmVUcKRxifUihkl6ewI//ytpsXRP2Ta00:wPrgr8azKXMTiURwzhs6HI/zJ2Ta00

MD5: C5B1D7A0391D81401CDA28EAAA30EE98

SHA1: 3B6A992D662EB174B60807C798186AB07CB20B72

SHA-256: 349C2C24459B336F1A14543AC0CAC37BAB1D708C0190BBF05AE109A234B88112

SHA-512: D94EF11B60E5E11D11F9BE5536077097C9AF84750A5170FDEAD73F6B33562AF470EA71D93E86B44310EFCCB9F269FBDE53EC15C8458FC8891036372818E9A211

Malicious: false

Reputation: low

Preview:
DXBC.?F..Q..]..?fY;....8.......4...........0.......RDEF............................d...\...............................`...............................sam.tex.Microsoft (R) HLSL Shader Compiler 10.1.ISGN,......
..... .......................Position....OSGN,........... .......................SV_TARGET...SHDR....@...!...Z....`......X0...p......UU..b...r.......e.... ......h.......6...r.......F...A.......E.... ......F.......F~.....
..`......>...STATt.......................................................................................................................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\SkyboxVS.cso
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: data

Category: dropped

Size (bytes): 748

Entropy (8bit): 3.215750772357319

Encrypted: false

SSDEEP: 12:URHEzEjzFOejKXMTiURo5oRzX0eQD47wM0:U6QzFOejKs1oeR37w

MD5: 860A8EE9643211A639C5241618EFD9A9

SHA1: CF46F69DBEA0932C4DD897C01E884F8CA019919B

SHA-256: B5DFCBC6D3DDAEEB0FE05B4EDC78B70E4DBAA25B3D666BD3CB4D87DF873F292D

SHA-512: 1508426148C1D3E41DBE7A6E831FE51FD406212B0596C841BA68ACB33770B9474C36C48B3D3C3DDFDB0266625BD775CB8C9DCE483E2BA09A824A9EC47C210BB
8

Malicious: false

Reputation: low

Preview:
DXBC.M.RS.u.#.\...............4.......0.......p...RDEF........L.......................<...............................TransformCBuf...<.......d...@...........|.......@...............viewProj....................
Microsoft (R) HLSL Shader Compiler 10.1.ISGN,........... .......................Position....OSGNP...........8.......................A.......................Position.SV_Position....SHDR....@...8...Y...
F. ........._...r.......e...r ......g.... ..........h.......6...r ......F...................F...A.......F. .............".......F...A.......F. .............B.......F...A.......F. .........6.... ......F.......>...STATt.......................
................................................................................................
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C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\SubScreenPS.cso
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: data

Category: dropped

Size (bytes): 620

Entropy (8bit): 3.2954588984997977

Encrypted: false

SSDEEP: 12:RRP/p9rYlMKXMTihlmYAhs5Rzh06vrrHm0:3PrrQMKsWlNA600X

MD5: 2955C33F92E3892E156959202442FC43

SHA1: 23E95D5C9884E9932B3C5A90C624AA0B945F8F00

SHA-256: B7E222177B841616F130FB1146020C94F59B69AAF369B8A99609B43C5CD90AAC

SHA-512: 872BB7579EC10BFDB8637AF9A3854E665DCC9A7B152A85076C41136C74C841C1FA5BDB9210467BE4D661CC75576EE4FF640C9622CFCA83B5C47A67FCB66882D
2

Malicious: false

Reputation: low

Preview:
DXBCx...:.lX...s.?.....l.......4.......P...........RDEF............................w...\...............................l...............................ObjSamplerState.ObjTexture.Microsoft (R) HLSL Shader Compil
er 10.1..ISGNl...........P.......................\.......................e.......................SV_POSITION.TEXCOORD.NORMAL.OSGN,........... .......................SV_TARGET...SHDRd...@....
...Z....`......X....p......UU..b...2.......e.... ......E.... ......F.......F~.......`......>...STATt.......................................................................................................................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\SubScreenVS.cso
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: data

Category: dropped

Size (bytes): 844

Entropy (8bit): 3.2276836062289576

Encrypted: false

SSDEEP: 12:H/eEzEjzFOejKXMTieUmn4s5lOqRwlos56Hbp4sk:fVQzFOejKsuxewlOHV4

MD5: 286139EE7E9500B9654BAC7F9017E83C

SHA1: 8752FE63C2F151B34ACECFDD129A64101C5C66E7

SHA-256: 08BA437950DB90E60B0EDDDF79CEFD182179AE552B4E7A6609BCB532999384F7

SHA-512: BDAC09C87B63A9A7A12768D2620CA2F5289FDFFC9DF555CA76D3B94AB0B29ED9427AF43682340AECA89EFA3F6EB54866EA41DECFC46B83933D2874C3AF0DE
A6D

Malicious: false

Reputation: low

Preview:
DXBC..2...}...e..0.....L.......4.......p...........RDEF........L.......................<...............................TransformCBuf...<.......d...@...........|.......@...............viewProj....................Microsoft 
(R) HLSL Shader Compiler 10.1.ISGNl...........P.......................Y.......................b.......................POSITION.TEXCOORD.NORMAL....OSGNl...........P.......................\............
...........e.......................SV_POSITION.TEXCOORD.NORMAL.SHDR....@...9...Y...F. ........._..........._...2.......g.... ..........e...2 ........... ......F.......F. ............." ......F.......F. ........
.....B ......F.......F. .............. ......F.......F. .........6...2 ......F.......>...STATt.......................................................................................................................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\UBMCPUBench.exe

Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PE32 executable (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 443904

Entropy (8bit): 6.6210279992210515

Encrypted: false

SSDEEP: 12288:13tIrZI+Gt/24WdtuBgr5c6Vj5KSslTr1Mj3yvl:13urIt/9WDuBg11KSiTr1CEl

MD5: 03BB0E9F5811ED3910C9F1891E0398DE

SHA1: 61F64DA2C12B985358A3FB6888B871B65118D8A6

SHA-256: E60C5CEB11D7046F32068C8132AD00B54EC046B7BE15F14A4212237E87F37A54

SHA-512: 8BD867DE55714EA159F65EDF09FFD264FDBA9D04AE0CA329A6C39ACE3BE023882E1CA697AC2757534187B7FDD2DEBEC4CAD68226B31E6BB55BEDB4F877AFE
B98

Malicious: true

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..........aWa.2Wa.2Wa.2.."2Na.2.. 2.a.2..!2va.2.8.3Oa.2.8.3/a.2.8.3.a
.2L.y2Ra.2...2^a.2Wa.2.a.2.8.3Ra.2.8,2Va.2.8.3Va.2RichWa.2................PE..L...8\.`.............................Z............@.......................... ............@.................................0Y..d...
.............................E......p...........................`...@............................................text............................... ..`.rdata..ru.......v..................@..@.data...l6...p...&...V..............@....tls....
.............|..............@....rsrc................~..............@..@.reloc...E.......F..................@..B..........................................................................................................................................
..............................................................................................................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\UBMDriveBench.exe
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PE32 executable (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 593408

Entropy (8bit): 6.623443515233554
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Encrypted: false

SSDEEP: 12288:mJ145kCOYgaTr80SNcqR8bWo80h+qwp5Zh/bmAmREjbOYmTrjO7Utg:mJ1M80rA8Kmh+qwWREjbOYmTrjO7qg

MD5: 5F352667474D245DE59E25AB4328F839

SHA1: 31C6228C3E96FC342123A922C3AED7A90C1F1BD1

SHA-256: D752F049E8919C2C4884E4BC97A1016F8265D8FFD6957ABA4A0B6A830DB689AB

SHA-512: 44A217BD278A8B629970EACD1F4B5A9A9BEECB4D77F38046633EA5BDEFA9FF85D7117B25C400AD8E323DF24909139D02871B76507F2924AE022037A9575B4411

Malicious: false

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........w.4..ag..ag..ag;..g..ag;..g..ag;..g..agjObf..agjOdf..agjOef..
agR.g..ag..`g9.ag...g..ag}Ohf..ag}O.g..ag}Ocf..agRich..ag................PE..L......`.....................n....................@..........................`............@.....................................x..............
..................W......p...........................0...@............................................text... ........................... ..`.rdata..............................@..@.data....8.......&..................@....tls...............
.................@....rsrc...............................@..@.reloc...W.......X..................@..B.....................................................................................................................................................
...................................................................................................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\UBMDriveBench.exe

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\UBMGPUStats.exe
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PE32 executable (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 300032

Entropy (8bit): 6.539467410162371

Encrypted: false

SSDEEP: 6144:CeRJw2vzaVtFy4LZ4EnidXoGJvUbcgRpt3dTfhHXQ:CeRJ9ot/id4KMbZBtLhHXQ

MD5: B6D5545C1D746745F66E4B01EC501345

SHA1: 36B1C176AC9CC7AF82CA622268BAB9AA5A60CBF6

SHA-256: A664B4C84939975B2DD6ED419981197CA995DD34A76C83EE93D63D58D3832C78

SHA-512: B521C96CE06CF2F221ED66E2E69A7FC25D387AB21E5D5B5C20BA5B3E56F345BDD4D876C719D19B62EBD46FDEC46CF3499CB546677E43237665C2F155D1E1AF5
A

Malicious: false

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........UT..4:J.4:J.4:JO..J.4:JO..Je4:JO..J.4:J.8ZJ.4:J.8eJ.4:J.m9K.4
:J.m?K.4:J.m>K.4:J&..J.4:J.4;J.4:J.m3K.4:J.m.J.4:J.m8K.4:JRich.4:J........PE..L....o.`.................Z...L......zd.......p....@.......................................@...............................
..DN..d...............................L2......p...............................@............p...............................text...6Y.......Z.................. ..`.rdata.......p.......^..............@..@.data...x(...`.......H......
........@....tls.................\..............@....rsrc................^..............@..@.reloc..L2.......4...`..............@..B............................................................................................................
............................................................................................................................................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\UBMRAMBench.exe

Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PE32 executable (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 587264

Entropy (8bit): 6.621280083557714

Encrypted: false

SSDEEP: 12288:RGPW+Bl7xPiOop43oXcnlV0eF7rruiiPFpESgk6nRwGoi8NhyY7Oo5dd3Em1XrqL:RGBnorXcnlV0eF7rruiiPFpESgk6nOLU

MD5: 7D8AC338C0C2B7D7E56B799A57D2E77F

SHA1: 82E8B4A5F25832FC3AF1A8CEC85A981E2687D98E

SHA-256: FF98D07A16D0F1946B857C04320FAE97E6C8AEEEFC973D012E77E39E540B392F

SHA-512: BBC10D59ED26A22ABE5E5576735953475F3DE55E819000255EA594CA1CF47917781A9F3BA9BEAFB60D92240579AD333541B87C9D01EC4A96E72F74DB7145F521

Malicious: true

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..........G............+.......+.......+.......zG......zG......zG........_.....B.>.......
......mG......mG......mG......Rich............PE..L...9\.`....................."......</............@..........................P............@..................................w..P................................Y......p...........
................P...@............................................text............................... ..`.rdata..............................@..@.data....?...........j..............@....tls................................@....rsrc...........
....................@..@.reloc...Y.......Z..................@..B..........................................................................................................................................................................................
......................................................................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\UBMSkillBench.exe
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PE32+ executable (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 814592

Entropy (8bit): 6.150722615917199

Encrypted: false

SSDEEP: 12288:nL7gwh81g746D8MeSa8+n4GCDyUpW6Uosc2UQCDVic7o3r4gB:X3UU46D8fTLCpg6UoscMKBYr

MD5: EABD5593A6071A1180B6AD4E40BEBC7E

SHA1: B741C75E1C93282E11443F097FAC85B1A516CF7C

SHA-256: 97F7ADDA24DAF44B48709E10C2FD5B852C278484FD999E2EA09FBA7F829F8F1C
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SHA-512: 55656239DDF061A6ABD788B8A1DF984A3C0FCCAFD46474131C54C56E1FA7A6186754EB459F9D7757578E114FC74294CA6DD97553B112B7E70B5533B3EAA93F58

Malicious: false

Reputation: low

Preview:
MZ......................@...................................(...........!..L.!This program cannot be run in DOS mode....$.......w...3p..3p..3p..'...!p..'.../p..:.2.7p.._...#p.._...9p.._...Rp......!p...)..;p..'.
...p..'..."p..3p...p......#p......2p....^.2p..3p6.2p......2p..Rich3p..................PE..d...)..`.........."......^...0................@..........................................`.........................................0........
................ ...\......................p.......................(...P...8............p...............................text...T].......^.................. ..`.rdata...N...p...P...b..............@..@.data....V.......4..................@....
pdata...\... ...^..................@..@_RDATA...............D..............@..@.rsrc................F..............@..@.reloc...............\..............@..B.......................................................................
.........................................................................................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\UBMSkillBench.exe

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\UserBenchMarkRunEngine.exe

Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PE32 executable (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 828928

Entropy (8bit): 6.649635305608451

Encrypted: false

SSDEEP: 24576:0n8qx6r8xx+KDkrJ8HPZ4l8UvTLn7gf5Rj2b9IOax5lIVJowbjFeZgdTrhfYp:08a64xwKDkrJUPZ4l8UvTLn7gf5Rj2bI

MD5: 2D15813586095BB58BA07E509421C8FD

SHA1: A24F827ED68BB2EF9D7996C9190D510AE8FA2643

SHA-256: B82E4EAB9DD2FB9B03C52367DEE342AA364163AA60E49D232A4EBEE7059D12B1

SHA-512: 9B5D9BE6E1261DFB14275681E6AF0217714AC7A779CB4519455C68D81A4D5E12C7403FE0D799480F1DEE05E6E082EBFB33C0004E245C2F8CFF041A6F1DED1525

Malicious: true

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$...........v.v.v......v......v......v.b.2..v.!.%..v.Z/.v.Z/.=v.Z/..v..H..v.b.,..v.b.)..v.
v..v.M/.v.M/...v.M/...v.Rich.v.........PE..L...G..`.............................`............@.......................................@.................................L........`.......................p..8.......p............................
...@............................................text............................... ..`.rdata..............................@..@.data....L.......:..................@....tls.........P....... ..............@....rsrc........`......."...........
...@..@.reloc..8....p.......$..............@..B...........................................................................................................................................................................................................
.............................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\d3dx10_43.dll
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 470880

Entropy (8bit): 6.715347536118646

Encrypted: false

SSDEEP: 12288:cFUDOgwNvArf8r3bK9s3kW3CG3vQ3sad/QNbubxu:5DOgw6fYbK9s3kW3CG3vQ3snputu

MD5: 20C835843FCEC4DEDFCD7BFFA3B91641

SHA1: 5DD1D5B42A0B58D708D112694394A9A23691C283

SHA-256: 56FCD13650FD1F075743154E8C48465DD68A236AB8960667D75373139D2631BF

SHA-512: 561EB2BB3A7E562BAB0DE6372E824F65B310D96D840CDAA3C391969018AF6AFBA225665D07139FC938DCFF03F4F8DAE7F19DE61C9A0EAE7C658A32800DC9D1
23

Malicious: false

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......o..?+.nl+.nl+.nl+.ol..nl...l .nl...lk.nl...l$.nl...l*.nl...l{.nl.S.l*.nl...l*.nl..
.l*.nlRich+.nl........PE..L..../.K...........!.................9.......................................@...........@..........................v..%....k..x.......................`........0.....................................@...............
.............................text....~.......................... ..`.data....].......V..................@....rsrc...............................@..@.reloc...9.......:..................@..B....................................................
..............................................................................................................................................................................................................................................................................
......................................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\d3dx9_43.dll
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1998168

Entropy (8bit): 6.7631254131269465

Encrypted: false

SSDEEP: 24576:8UtU6OIyl2Wy9M3bJ45fPS0zFZghQ6aOiFaKOE31GrvFXl74YZ29X1MDd6olmrBs:8566l2u45BiNYFrz31Cv3D29kd6kWa

MD5: 86E39E9161C3D930D93822F1563C280D

SHA1: F5944DF4142983714A6D9955E6E393D9876C1E11

SHA-256: 0B28546BE22C71834501F7D7185EDE5D79742457331C7EE09EFC14490DD64F5F

SHA-512: 0A3E311C4FD5C2194A8807469E47156AF35502E10AEB8A3F64A01FF802CD8669C7E668CC87B593B182FD830A126D002B5D5D7B6C77991158BFFDB0B5B997F6B3

Malicious: false

Reputation: low
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Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......N..=.a.n.a.n.a.n.a.n.a.n.3hn.a.n.3jn.a.n.3^nZa.n.3on.a.n.3_n.a.n-
..n.a.n.3nn.a.n.3in.a.nRich.a.n........................PE..L....1.K...........!.........4......................................................m.....@..........................i..&,...Z..d....................f..X.......x.................
......................@............................................text............................... ..`.data....P..........................@....rsrc...............................@..@.reloc..>...........................@..B..............
..............................................................................................................................................................................................................................................................................
............................................................

C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\d3dx9_43.dll

C:\Users\user\AppData\Local\Temp\nso1891.tmp
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: data

Category: dropped

Size (bytes): 32394322

Entropy (8bit): 6.890260992101399

Encrypted: false

SSDEEP: 786432:eIocBTzvAu82va1zC1EQOAlK5QNYNF9HPNCd+6ARJzQEQqtz:ocBTzvAu82va1zC1EQOAlM9HP++6AbzV

MD5: A835F3D7B874F40191045D9971578787

SHA1: C5C588F204159B182BB7BC0C43C73A378CD188F9

SHA-256: 12C04F6E15D3EE4E76DB8DAAC311F82C4376C25BB3BF6654F4419B4F3A8B157A

SHA-512: 73B1CEDD35ED31A3CB53D32E9F390CE7ACFC1D9C320AB4388223E1E6AE49B3004D9A3A7274E53E3B031E8194224D0B1D320A90C27A80F3BAC28FA8A1422EE4
92

Malicious: false

Reputation: low

Preview:
.~......,........................g......p}......v~......................................................................................k...........................................................................................................................
........................J...N...............h.......s...v...........L.......................................j.......................L.......................................................................................................................o...t...
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\nso1892.tmp\RealProgress.dll
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 6656

Entropy (8bit): 4.731042488027937

Encrypted: false

SSDEEP: 96:aSWAN371v/GcrcF6fXIWXL8d2YVZdEJUygr3AJd4MWXsWqxkUv:fd37RNYkIWgd7VXcUn344MhWqxkU

MD5: 79244A9BE6A50DC3533AA92BBC34E189

SHA1: C14EFBDDA69AA2A721C3D86300ACF3E5F04B2529

SHA-256: 311061B515F7BFA801EE55A269445AC3803AC02E3038899F442810DB8D161BE4

SHA-512: E1CCC77B19B4E96555D8449FFEC107972B9EF32CFA21D9A8A9462A3870865E9B55BB806147C7A1E2D35868EA329C21DBEFF9A30BEE542CFFB17A7C7CA5E21C
05

Malicious: false

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......e...!..!..!..!..4..C..$.... .... ..Rich!..................PE..L...MF_F...........!
......................... ...............................P......................................`"......\ ..<............................@....................................................... ..\............................text............................... 
..`.rdata..O.... ......................@..@.data...m....0......................@....reloc.......@......................@..B....................................................................................................................
..............................................................................................................................................................................................................................................................................
......

C:\Users\user\AppData\Local\Temp\nso1892.tmp\System.dll
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 11264

Entropy (8bit): 5.568877095847681

Encrypted: false

SSDEEP: 192:7DKnJZCv6VmbJQC+tFiUdK7ckD4gRXKQx+LQ2CSF:7ViJrtFRdbmXK8+PCw

MD5: C17103AE9072A06DA581DEC998343FC1

SHA1: B72148C6BDFAADA8B8C3F950E610EE7CF1DA1F8D

SHA-256: DC58D8AD81CACB0C1ED72E33BFF8F23EA40B5252B5BB55D393A0903E6819AE2F

SHA-512: D32A71AAEF18E993F28096D536E41C4D016850721B31171513CE28BBD805A54FD290B7C3E9D935F72E676A1ACFB4F0DCC89D95040A0DD29F2B6975855C18986F

Malicious: false

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......)...m.m.m...k.m.~....j....l.9..i....l.Richm.........................PE..L......K..
.........!................0).......0...............................`......................................p2......t0..P............................P.......................................................0..X............................text...1.......
.................... ..`.rdata.......0......."..............@..@.data...d....@.......&..............@....reloc.......P.......(..............@..B................................................................................................
................................................................................................................................................................................................................................................................................
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C:\Users\user\AppData\Local\Temp\nso1892.tmp\inetc.dll
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 20992

Entropy (8bit): 5.79794752453478

Encrypted: false

SSDEEP: 384:EVJOXQZkjhm+Np3aWgzxljzbbEUhU7ya4LtU0Ac9khYLMkIX0+GBty3S:EeXQcm+NpqWgzxljzfEUhUua4LtG

MD5: C498AE64B4971132BBA676873978DE1E

SHA1: 92E4009CD776B6C8616D8BFFADE7668EF3CB3C27

SHA-256: 5552BDDE7E4113393F683EF501E4CC84DCCC071BDC51391EA7FA3E7C1D49E4E8

SHA-512: 8E5CA35493F749A39CEAE6796D2658BA10F7D8D9CECA45BB4365B338FABD1DFA9B9F92E33F50C91B0273E66ADFBCE4B98B09C15FD2473F8B214ED797462333
D7

Malicious: false

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......................$....................`.....X....Rich..........PE..L......R...........!.....,...
(.......:.......@......................................................................PI..l...|A..x....`.......................p.......................................................@..|............................text...4+.......,.................. ..`.r
data.......@.......0..............@..@.data...`....P.......:..............@....rsrc........`.......D..............@..@.reloc.......p.......J..............@..B........................................................................
........................................................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\nso1892.tmp\md5dll.dll
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows, UPX compressed

Category: dropped

Size (bytes): 6656

Entropy (8bit): 5.703922172502557

Encrypted: false

SSDEEP: 96:GL2PcvGn5olZMTZxEp8agTsflVwn4GogZcko5N1ub:U2Pxn5UZMTZipyaw4ZkKP2

MD5: 0745FF646F5AF1F1CDD784C06F40FCE9

SHA1: BF7EBA06020D7154CE4E35F696BEC6E6C966287F

SHA-256: FBED2F1160469F42CE97C33AD558201B2B43E3020257F9B2259E3CE295317A70

SHA-512: 8D31627C719E788B5D0F5F34D4CB175989EAA35AA3335C98F2BA7902C8AE01B23DE3CCB9C6EB95945F0B08EF74D456F9F22CA7539DF303E1DF3F6A7E67B358D
A

Malicious: false

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......y...=...=...=...=...0..._.8.......<...i..?......<...Rich=.........................
..PE..L....W[K...........!.............`...{...p..........................................................................$... ...X...........X...................D.......................................................................................
UPX0.....`..............................UPX1.........p......................@....rsrc...............................@.....................................................................................................................................
..............................................................................................................................................................................................................................................................................
...3.04.UPX!....

C:\Users\user\AppData\Local\Temp\nso1892.tmp\nsExec.dll
Process: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 6656

Entropy (8bit): 5.036651327230889

Encrypted: false

SSDEEP: 96:M7GUb+YNfwgcr8zyKwZ5S4JxN8BS0ef9/3VI9d0qqyVgNk32E:eKgfwgcr8zylsB49Ud0qJVgNX

MD5: ACC2B699EDFEA5BF5AAE45ABA3A41E96

SHA1: D2ACCF4D494E43CEB2CFF69ABE4DD17147D29CC2

SHA-256: 168A974EAA3F588D759DB3F47C1A9FDC3494BA1FA1A73A84E5E3B2A4D58ABD7E

SHA-512: E29EA10ADA98C71A18273B04F44F385B120D4E8473E441CE5748CFA44A23648814F2656F429B85440157988C88DE776C6AC008DC38BF09CBB746C230A46C69FE

Malicious: false

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........................,.................Rich...........PE..L......K...........!.................
........ ...............................P.......................................$..l.... ..P............................@....................................................... ...............................text...H........................... ..`.rd
ata..,.... ......................@..@.data........0......................@....reloc.......@......................@..B...........................................................................................................................
..............................................................................................................................................................................................................................................................................
.......

C:\Users\user\AppData\Local\Temp\~DF58605B826D6480B8.TMP
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 29989

Entropy (8bit): 0.3302623088108083
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Static File Info

No static file info

Network Port Distribution

Encrypted: false

SSDEEP: 24:c9lLh9lLh9lIn9lIn9lRg9lRA9lTS9lTy9lSSd9lSSd9lwf9lwf9l25/9l2B9laY:kBqoxKAuvScS+Ye5+Y5y

MD5: 9B0F954E68D8AFC31A7A5C16C2D2A0A6

SHA1: 91FC2D34A8D54FA3B517BF7FD99C63B06896F79F

SHA-256: FC37B78AB8D9E4490C0668ECF7E3E42F141AAAA64D5B8CF441DFA29B9C931B94

SHA-512: C6A72B8D57476FE7E6BF81149C1F4D1A528C652631F4F6516663A70D5FFCFB7C384CCC76390F4061AC1C0DFCC74076C5D96C367F833C8BC60F76B5EF021E65E6

Malicious: false

Reputation: low

Preview:
.............................*%..H..M..{y..+.0...(................... ...............................................*%..H..M..{y..+.0...(................... ............................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\~DF58605B826D6480B8.TMP

C:\Users\user\AppData\Local\Temp\~DF5FEABA414F6A9DB6.TMP
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 12981

Entropy (8bit): 0.44296897434837945

Encrypted: false

SSDEEP: 12:c9lCg5/9lCgeK9l26an9l26an9l8fRgi9l8fRgS9lTqg74KNlKBjeBjAOn:c9lLh9lLh9lIn9lIn9loj9loj9lWG

MD5: 91E3E1B90B9B3DB8329730D78F4C9DE4

SHA1: 86935D329BB1A09885C6EEE344B0A4D0FB20DE32

SHA-256: 670FB817ACB52879777CF2639D953BA1D57F87BC989AC7F523A472F6810B6981

SHA-512: 93833DAAEDDA457CA64E93CCE26E2ED6B2E4D80E5F47F407DD887CD3475096DDAD851D66EAB58A6128BD3C9BDB3F107A2049F7632385E4128B87989B2F5F5E
CA

Malicious: false

Reputation: low

Preview:
.............................*%..H..M..{y..+.0...(................... ...............................................*%..H..M..{y..+.0...(................... ............................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jun 24, 2021 05:09:20.020425081 CEST 192.168.2.5 8.8.8.8 0x8d50 Standard query 
(0)

www.userbe
nchmark.com

A (IP address) IN (0x0001)

Jun 24, 2021 05:10:23.410531044 CEST 192.168.2.5 8.8.8.8 0x1d2b Standard query 
(0)

www.userbe
nchmark.com

A (IP address) IN (0x0001)

TCP Packets

UDP Packets

DNS Queries

DNS Answers
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jun 24, 2021 
05:09:20.075162888 
CEST

8.8.8.8 192.168.2.5 0x8d50 No error (0) www.userbe
nchmark.com

54.39.161.167 A (IP address) IN (0x0001)

Jun 24, 2021 
05:10:23.466386080 
CEST

8.8.8.8 192.168.2.5 0x1d2b No error (0) www.userbe
nchmark.com

54.39.161.167 A (IP address) IN (0x0001)

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

Jun 24, 2021 
05:09:20.390631914 
CEST

54.39.161.167 443 192.168.2.5 49703 CN=*.userbenchmark.com, 
OU=Domain Control 
Validated CN=Go Daddy 
Secure Certificate Authority - 
G2, 
OU=http://certs.godaddy.co
m/repository/, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, ST=Arizona, 
C=US CN=Go Daddy Root 
Certificate Authority - G2, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, ST=Arizona, 
C=US OU=Go Daddy Class 
2 Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

CN=Go Daddy Secure 
Certificate Authority - G2, 
OU=http://certs.godaddy.c
om/repository/, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
CN=Go Daddy Root 
Certificate Authority - G2, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Go Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US OU=Go 
Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

Tue Sep 
22 
01:11:39 
CEST 
2020 
Tue May 
03 
09:00:00 
CEST 
2011 
Wed 
Jan 01 
08:00:00 
CET 
2014 
Tue Jun 
29 
19:06:20 
CEST 
2004

Sun Oct 
24 
01:11:39 
CEST 
2021 
Sat May 
03 
09:00:00 
CEST 
2031 Fri 
May 30 
09:00:00 
CEST 
2031 
Thu Jun 
29 
19:06:20 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Go Daddy Secure 
Certificate Authority - G2, 
OU=http://certs.godaddy.co
m/repository/, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, ST=Arizona, 
C=US

CN=Go Daddy Root 
Certificate Authority - G2, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Tue May 
03 
09:00:00 
CEST 
2011

Sat May 
03 
09:00:00 
CEST 
2031

CN=Go Daddy Root 
Certificate Authority - G2, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, ST=Arizona, 
C=US

OU=Go Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

Wed 
Jan 01 
08:00:00 
CET 
2014

Fri May 
30 
09:00:00 
CEST 
2031

OU=Go Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

OU=Go Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

Tue Jun 
29 
19:06:20 
CEST 
2004

Thu Jun 
29 
19:06:20 
CEST 
2034

Jun 24, 2021 
05:09:20.390712023 
CEST

54.39.161.167 443 192.168.2.5 49702 CN=*.userbenchmark.com, 
OU=Domain Control 
Validated CN=Go Daddy 
Secure Certificate Authority - 
G2, 
OU=http://certs.godaddy.co
m/repository/, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, ST=Arizona, 
C=US CN=Go Daddy Root 
Certificate Authority - G2, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, ST=Arizona, 
C=US OU=Go Daddy Class 
2 Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

CN=Go Daddy Secure 
Certificate Authority - G2, 
OU=http://certs.godaddy.c
om/repository/, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
CN=Go Daddy Root 
Certificate Authority - G2, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Go Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US OU=Go 
Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

Tue Sep 
22 
01:11:39 
CEST 
2020 
Tue May 
03 
09:00:00 
CEST 
2011 
Wed 
Jan 01 
08:00:00 
CET 
2014 
Tue Jun 
29 
19:06:20 
CEST 
2004

Sun Oct 
24 
01:11:39 
CEST 
2021 
Sat May 
03 
09:00:00 
CEST 
2031 Fri 
May 30 
09:00:00 
CEST 
2031 
Thu Jun 
29 
19:06:20 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Go Daddy Secure 
Certificate Authority - G2, 
OU=http://certs.godaddy.co
m/repository/, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, ST=Arizona, 
C=US

CN=Go Daddy Root 
Certificate Authority - G2, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Tue May 
03 
09:00:00 
CEST 
2011

Sat May 
03 
09:00:00 
CEST 
2031

CN=Go Daddy Root 
Certificate Authority - G2, 
O="GoDaddy.com, Inc.", 
L=Scottsdale, ST=Arizona, 
C=US

OU=Go Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

Wed 
Jan 01 
08:00:00 
CET 
2014

Fri May 
30 
09:00:00 
CEST 
2031

HTTPS Packets

Copyright Joe Security LLC 2021 Page 38 of 42



Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

OU=Go Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

OU=Go Daddy Class 2 
Certification Authority, 
O="The Go Daddy Group, 
Inc.", C=US

Tue Jun 
29 
19:06:20 
CEST 
2004

Thu Jun 
29 
19:06:20 
CEST 
2034

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 05:09:17

Start date: 24/06/2021

Path: C:\Program Files\internet explorer\iexplore.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding

Imagebase: 0x7ff6f5d10000

File size: 823560 bytes

MD5 hash: 6465CB92B25A7BC1DF8E01D8AC5E7596

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Show Windows behavior

Show Windows behavior

Start time: 05:09:18

Start date: 24/06/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:6008 CREDAT:17410 
/prefetch:2

Imagebase: 0xe60000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Analysis Process: iexplore.exe PID: 6008 Parent PID: 792Analysis Process: iexplore.exe PID: 6008 Parent PID: 792

General

Analysis Process: iexplore.exe PID: 4904 Parent PID: 6008Analysis Process: iexplore.exe PID: 4904 Parent PID: 6008

General
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File ActivitiesFile Activities

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Start time: 05:10:12

Start date: 24/06/2021

Path: C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMark.e
xe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PEJLKQA8\UserBenchMa
rk.exe' 

Imagebase: 0x400000

File size: 8474901 bytes

MD5 hash: D35F8246F25DC9C303B09D35E8563500

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Start time: 05:10:24

Start date: 24/06/2021

Path: C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\UserBenchMarkRunEngine.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\UserBenchMarkRunEngine.exe' 
start

Imagebase: 0xed0000

File size: 828928 bytes

MD5 hash: 2D15813586095BB58BA07E509421C8FD

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Show Windows behavior

Analysis Process: UserBenchMark.exe PID: 5416 Parent PID: 6008Analysis Process: UserBenchMark.exe PID: 5416 Parent PID: 6008

General

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

File ReadFile Read

Analysis Process: UserBenchMarkRunEngine.exe PID: 6076 Parent PID: 5416Analysis Process: UserBenchMarkRunEngine.exe PID: 6076 Parent PID: 5416

General

File ReadFile Read
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Start time: 05:10:24

Start date: 24/06/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff7ecfc0000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File ActivitiesFile Activities

Start time: 05:10:25

Start date: 24/06/2021

Path: C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\UBMCPUBench.exe

Wow64 process (32bit): true

Commandline: UBMCPUBench.exe

Imagebase: 0x3a0000

File size: 443904 bytes

MD5 hash: 03BB0E9F5811ED3910C9F1891E0398DE

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Start time: 05:11:16

Start date: 24/06/2021

Path: C:\Users\user\AppData\Local\Temp\UserBenchMarkTemp\UBMRAMBench.exe

Wow64 process (32bit): true

Commandline: UBMRAMBench.exe

Imagebase: 0xd30000

File size: 587264 bytes

MD5 hash: 7D8AC338C0C2B7D7E56B799A57D2E77F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Show Windows behavior

Analysis Process: conhost.exe PID: 4396 Parent PID: 6076Analysis Process: conhost.exe PID: 4396 Parent PID: 6076

General

Analysis Process: UBMCPUBench.exe PID: 4876 Parent PID: 6076Analysis Process: UBMCPUBench.exe PID: 4876 Parent PID: 6076

General

File ReadFile Read

Analysis Process: UBMRAMBench.exe PID: 2256 Parent PID: 6076Analysis Process: UBMRAMBench.exe PID: 2256 Parent PID: 6076

General

File ReadFile Read
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Joe Sandbox Cloud Basic 32.0.0 Black Diamond

Disassembly

Code Analysis

Copyright Joe Security LLC
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