JOESandbox Cloud™*

ID: 440652

Sample Name: Permission-
1984690372-06252021.xIsm
Cookbook:
defaultwindowsofficecookbook.jbs
Time: 18:27:56

Date: 25/06/2021

Version: 32.0.0 Black Diamond



Table of Contents

Table of Contents

Windows Analysis Report Permission-1984690372-06252021.xIsm

Overview
General Information
Detection
Signatures
Classification
Process Tree
Malware Configuration
Yara Overview
Sigma Overview
System Summary:
Signature Overview
Software Vulnerabilities:
System Summary:

Mitre Att&ck Matrix
Behavior Graph

Screenshots
Thumbnails

Antivirus, Machine Learning and Genetic Malware Detection
Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs

Domains and IPs
Contacted Domains
Contacted URLs
URLSs from Memory and Binaries
Contacted IPs
Public
General Information

Simulations
Behavior and APIs
Joe Sandbox View / Context
IPs
Domains
ASN
JA3 Fingerprints
Dropped Files
Created / dropped Files

Static File Info

General

File Icon

Static OLE Info
General
OLE File "Permission-1984690372-06252021.xIsm"
Indicators
Macro 4.0 Code

Network Behavior
Snort IDS Alerts
Network Port Distribution
TCP Packets
HTTP Request Dependency Graph
HTTP Packets

Code Manipulations
Statistics
Behavior
System Behavior
Analysis Process: EXCEL.EXE PID: 2624 Parent PID: 584

General
File Activities
File Created
File Deleted
File Moved
File Written
File Read
Registry Activities
Key Created
Key Value Created
Analysis Process: regsvr32.exe PID: 2180 Parent PID: 2624
General
File Activities

Analysis Process: regsvr32.exe PID: 2176 Parent PID: 2624
General
File Activities

Copyright Joe Security LLC 2021

©©OOW©O©O©OMW®wWow®n®nmondNNNNN~NoodOddoadsdMDMDMDMIL NN DN

el el
[N NS

=
=Y

= =
NN B
ARPRAPMPERERRREN DO W

=
(]

'—\
5 o

Page 2 of 17



17
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Windows Analysis Report Permission-1984690372-0625...
Overview

General Information Detection Signatures Classification

Sample Permission-1984690372-
Name: 06252021.xIsm [ MALICIOUS ]

Analysis ID: 440652

Office document tries to convince Vvi...

Document exploit detected (UrlDown...

MD5: .
f9272d851155983. Document exploit detected (process...
SHA1:
caaa6700907da0.. Found Excel 4.0 Macro with|suspicio...
SHA256: 80a312be7e3162..
Sigma detected: Microsoft Office Pr...
Infos: B oyt g

May; sleep (evasive.loeps) ta hinder: ...
Most interesting Screenshot:

Potentialldecument exploit detected...

Potentialldecument exploit detected...

Hidden Macro 4.0 Uses alknown Web) browser USer- age...

1. Open the file in the Microsoft office. ]
e on i web it accescie o ensaei e
you are using a ol device, 1y Gpening the f using
e il ofice Sesaop app.
2.1 the event tha s record was dowioaded fom your Score: 64
emal, & woud beeal iy ch Enable Edting o the
-------- Range: 0-100
3 When youhave empoered aiering cick Erable
- Content hom he ylt bar sbove -
g D e, e . Whitelisted: false
Confidence: 100%

BTl | st

Process Tree

= System is w7x64

. EXCEL.EXE (PID: 2624 cmdline: 'C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding MD5: 5SFBOAOF93382ECD19F5F499A5CAA59F0)
o [m regsvr32.exe (PID: 2180 cmdline: regsvr32 ..\Kro.fis MD5: 59BCE9F07985F8A4204F4D6554CFF708)

e [ regsvr32.exe (PID: 2176 cmdline: regsvr32 ..\Kro.fis1 MD5: 59BCE9F07985F8A4204F4D6554CFF708)
o B regsvr32.exe (PID: 2364 cmdline: regsvr32 ..\Kro.fis2 MD5: 59BCE9F07985F8A4204F4D6554CFF708)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

System Summary:

Signature Overview

@ Click to jump to signature section
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Software Vulnerabilities:

System Summary:

Office document tries to convince victim to disable security protection (i X or Macros)

Mitre Att&ck Matrix

Ri
Initial Privilege Credential Lateral Command Network S
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects Ef
Valid Scripting Path Process Masquerading os Virtualization/Sandbox Remote Data from  Exfiltration Non- Eavesdropon R
Accounts Interception Injection Credential Evasion Services Local Over Other Application Insecure T
Dumping System Network Layer Network W
Medium Protocol Communication Al
Default  Exploitation for Boot or Boot or Disable or Modify LSASS File and Directory Remote Data from  Exfiltration  Application Exploit SS7to R
Accounts Client Logon Logon Tools Memory Discovery Desktop Removable Over Layer Redirect Phone W
Execution Initialization  Initialization Protocol Media Bluetooth  Protocol Calls/SMS W
Scripts Scripts Al
Domain At (Linux) Logon Script Logon Virtualization/Sandbox Security ~ System Information SMB/Windows Data from Automated Ingress Tool  Exploit SS7to O
Accounts (Windows)  Script Evasion Account Discovery Admin Shares Network Exfiltration Transfer Track Device  Di
(Windows) Manager Shared Location Cl
Drive Bi
Local At (Windows)  Logon Script Logon Process Injection NTDS System Network Distributed Input Scheduled  Protocol SIM Card
Accounts (Mac) Script Configuration Component  Capture Transfer Impersonation Swap
(Mac) Discovery Object Model
Cloud Cron Network Network Scripting LSA Remote System SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Logon Secrets Discovery Transfer Channels Device
Script Size Limits Communication

Behavior Graph
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Hide Legend

Legend:
I:I Process
Behavior Graph . Signature
ID: 440652
Sample: Permission-1984690372-06252... . CreatEd Flle
Startdate: 25/06/2021 . DNS/IP Info
Architecture: WINDOWS UNKNOWN
Score: 64 ﬂ Is Dropped
A% Is Windows Process
L

Number of created Registry Values

Number of created Files

- - - -

EE EXCEL.EXE ~

S i B ?

RDRU dropped

S

Visual Basic

zz
3

ms
I8
o

)

Delphi

i
i
=

Java
.Net C# or VB.NET
C, C++ or other language

. . _ Is malicious
185.240.103.219, 49167, 49168, 80

DD

L@ 2 )

Internet

Netherlands & Russian Federation

v O - -

y/ v v

9 2./ R
regsvr32.exe # 4 regsvra2.exe # £ regsvr32.exe #

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Permission-1984690372-06252021 - Microsoft Excel - Permission-1984690372-06252021 =
Home | Insert  Page Layout Formulas Data Review  View

cut =
& S Wrap Text General - }g

Calibri 11 r A A= A
5a copy ~ DL
1o - A - B Y B -9 <0 M Condiional Format Cell | Insert Delete Format
# Format Painter - |5~ A EdMerge &uCenter - § - % | Tl SN Formatting = as Table = Styles~ |~ = T &2 Cear-

Clipboard Font Alignment Number Styles Cells Editing

B I U-

c@o@F@ =

) w5 e EFER X AutoSum v
o B o 1 i &
Sort& Find &
Filter - Select ~

fe

D

H

This invoice is encrypted with Docu;ign X

1. Open the file in the Microsoft office.

Seeing on the web isn't accessible for ensured records.

If you are using a mobile device, try opening the file using
the full office desktop app.

[ R T N FPRINY

2.In the event that this record was downloaded from your
email, it would be ideal if you click Enable Editing from the
yellow bar above.

(i) PROTECTED VIEW Be carcful-files from the internet can cantain viruses. Unless you need to edit, it's safer to stay in Protected View.  Enable Editing

3. When you have empowered altering, click Enable

Content from the yellow bar above.

(1) SECURITY WARNING Macros have been disabled.

Enable Content

W 4 b M| Sheetl /%]

Ready |

|([EDZ@m 1w0% =

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Source
Permission-1984690372-06252021.xIsm 4%
Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Source
hitp:/fwww.icra.org/vocabulary/.
hitp:/fwww.icra.org/vocabulary/.

hitp:/fwww.icra.org/vocabulary/.

Copyright Joe Security LLC 2021

Detection

Detection
0%
0%
0%

Scanner

ReversingLabs

Label

Link

Document-

Office.Backdoor.Quakbot

Scanner

URL Reputation
URL Reputation
URL Reputation

Label Link
safe
safe

safe
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Source

http://190.14.37.3/44372.7698814815.dat
http:/fwww.%s.comPA

http:/fwww.%s.comPA

http:/fwww.%s.comPA
http://windowsmedia.com/redir/services.asp?WMPFriendly=true
http://windowsmedia.com/redir/services.asp?WMPFriendly=true
http://windowsmedia.com/redir/services.asp?WMPFriendly=true
http://servernamef/isapibackend.dll

http://185.183.99.120/44372.7698814815.dat

Domains and IPs

Contacted Domains

No contacted domains info

Contacted URLs

Name
http://190.14.37.3/44372.7698814815.dat
http://185.183.99.120/44372.7698814815.dat

URLs from Memory and Binaries

Contacted IPs

Public
P Domain Country Flag
190.14.37.3 unknown Panama o
185.183.99.120 unknown Netherlands -
185.240.103.219 unknown Russian Federation -
General Information
Joe Sandbox Version: 32.0.0 Black Diamond
Analysis ID: 440652
Start date: 25.06.2021
Start time: 18:27:56
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 5m 57s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: Permission-1984690372-06252021.xIsm
Cookbook file name: defaultwindowsofficecookbook.jbs
Analysis system description:
4.6.2)

Number of analysed new started processes 8
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled

e EGA enabled

e HDC enabled

e AMSI enabled

Copyright Joe Security LLC 2021

Detection

0%
0%
0%
0%
0%
0%
0%
0%
0%

Malicious
false

false

Scanner

Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud

Antivirus Detection

e Avira URL Cloud: safe

e Avira URL Cloud: safe

ASN

52469
60117
57724

Label
safe
safe
safe
safe
safe
safe
safe
safe

safe

ASN Name
OffshoreRacksSAPA
HSAE
DDOS-GUARDRU

Link

Reputation
unknown

unknown

Malicious
false
false

false

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET

Page 8 of 17



Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:
HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time

18:28:50

API Interceptor

default

Timeout

MAL
mal64.expl.evad.winXLSM@7/7@0/3
Failed

Failed

e Successful, ratio: 100%
e Number of executed functions: 0
Number of non-executed functions: 0

Adjust boot time

Enable AMSI

Found application associated with file extension: .xlsm
Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog

Click Ok

Found warning dialog

Click Ok

Found warning dialog

Click Ok

Attach to Office via COM

Scroll down

Close Viewer

Show All

Type Description

Joe Sandbox View | Context

IPs

Match
190.14.37.3

185.183.99.120

185.240.103.219

Domains

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

3x Sleep call for process: regsvr32.exe modified

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

e 190.14.37
.3/44372.7
671056713.dat

e 190.14.37
.3/44372.5
93127662.dat

e 190.14.37
.3/44372.5
879460648.dat

e 185.183.9
9.120/4437
2.76710567
13.dat

e 185.183.9
9.120/4437
2.59312766
2.dat

e 185.183.9
9.120/4437
2.58794606
48.dat

e 185.240.1
03.219/443
72.5931276
62.dat

e 185.240.1
03.219/443
72.5879460
648.dat
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https://view.joesandbox.com/analysis/346045/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/346045/html/none?idtype=webid
https://view.joesandbox.com/analysis/345954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345954/html/none?idtype=webid
https://view.joesandbox.com/analysis/345952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345952/html/none?idtype=webid
https://view.joesandbox.com/analysis/346045/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/346045/html/none?idtype=webid
https://view.joesandbox.com/analysis/345954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345954/html/none?idtype=webid
https://view.joesandbox.com/analysis/345952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345952/html/none?idtype=webid
https://view.joesandbox.com/analysis/345954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345954/html/none?idtype=webid
https://view.joesandbox.com/analysis/345952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345952/html/none?idtype=webid

No context

ASN

Match
DDOS-GUARDRU

OffshoreRacksSAPA

HSAE

Copyright Joe Security LLC 2021

SHA 256
Get hash

Get hash

Get hash

Get hash
Get hash
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash
Get hash

Get hash

Get hash

Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

>
[]
73
o
o,
2
@
-
[
o
3
-
®
P
o
3
®
c
a
[

Get hash

Detection

malicious

malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

185.240.10
3.219

185.240.10
3.219

185.240.10
3.219

5.253.62.174
5.253.62.174

185.178.20
8.135

185.129.10
0.112

185.240.10
3.162

185.240.10
3.162

185.129.10
0.112

185.178.20
8.160

185.178.20
8.160

185.178.20
8.160

185.178.20
8.160

5.253.61.31

185.178.20
8.189

185.178.20
8.189

185.129.10
0.100

185.219.40.40

185.178.20
8.161

190.14.37.3
190.14.37.3
190.14.37.3
190.14.37.2
190.14.37.2
190.14.37.2
190.14.37.2
190.14.37.135
190.14.37.135
190.14.37.135
190.14.37.135
190.14.37.135
190.14.37.135
190.14.37.134
190.14.37.134
190.14.37.102
190.14.37.102
190.14.37.121
190.14.37.121
190.14.37.102
185.183.99.120
185.183.99.120
185.183.99.120
185.117.73.74
185.117.73.74
188.116.36.211
185.45.193.29
185.45.193.29
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https://view.joesandbox.com/analysis/346045/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/346045/html/none?idtype=webid
https://view.joesandbox.com/analysis/345954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345954/html/none?idtype=webid
https://view.joesandbox.com/analysis/345952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345952/html/none?idtype=webid
https://view.joesandbox.com/analysis/345824/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345824/html/none?idtype=webid
https://view.joesandbox.com/analysis/345818/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345818/html/none?idtype=webid
https://view.joesandbox.com/analysis/345714/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345714/html/none?idtype=webid
https://view.joesandbox.com/analysis/342533/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342533/html/none?idtype=webid
https://view.joesandbox.com/analysis/341033/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341033/html/none?idtype=webid
https://view.joesandbox.com/analysis/341029/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341029/html/none?idtype=webid
https://view.joesandbox.com/analysis/336705/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336705/html/none?idtype=webid
https://view.joesandbox.com/analysis/319790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319790/html/none?idtype=webid
https://view.joesandbox.com/analysis/307315/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307315/html/none?idtype=webid
https://view.joesandbox.com/analysis/307312/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307312/html/none?idtype=webid
https://view.joesandbox.com/analysis/293040/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293040/html/none?idtype=webid
https://view.joesandbox.com/analysis/292265/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292265/html/none?idtype=webid
https://view.joesandbox.com/analysis/278317/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278317/html/none?idtype=webid
https://view.joesandbox.com/analysis/278072/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/278072/html/none?idtype=webid
https://view.joesandbox.com/analysis/274109/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/274109/html/none?idtype=webid
https://view.joesandbox.com/analysis/273822/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273822/html/none?idtype=webid
https://view.joesandbox.com/analysis/269297/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/269297/html/none?idtype=webid
https://view.joesandbox.com/analysis/346045/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/346045/html/none?idtype=webid
https://view.joesandbox.com/analysis/345954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345954/html/none?idtype=webid
https://view.joesandbox.com/analysis/345952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345952/html/none?idtype=webid
https://view.joesandbox.com/analysis/343325/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343325/html/none?idtype=webid
https://view.joesandbox.com/analysis/343324/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343324/html/none?idtype=webid
https://view.joesandbox.com/analysis/342904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342904/html/none?idtype=webid
https://view.joesandbox.com/analysis/342900/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342900/html/none?idtype=webid
https://view.joesandbox.com/analysis/341886/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341886/html/none?idtype=webid
https://view.joesandbox.com/analysis/341885/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341885/html/none?idtype=webid
https://view.joesandbox.com/analysis/341529/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341529/html/none?idtype=webid
https://view.joesandbox.com/analysis/341523/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341523/html/none?idtype=webid
https://view.joesandbox.com/analysis/341469/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341469/html/none?idtype=webid
https://view.joesandbox.com/analysis/341468/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341468/html/none?idtype=webid
https://view.joesandbox.com/analysis/339564/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339564/html/none?idtype=webid
https://view.joesandbox.com/analysis/339560/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339560/html/none?idtype=webid
https://view.joesandbox.com/analysis/338212/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338212/html/none?idtype=webid
https://view.joesandbox.com/analysis/338206/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338206/html/none?idtype=webid
https://view.joesandbox.com/analysis/338081/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338081/html/none?idtype=webid
https://view.joesandbox.com/analysis/338073/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338073/html/none?idtype=webid
https://view.joesandbox.com/analysis/337921/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337921/html/none?idtype=webid
https://view.joesandbox.com/analysis/346045/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/346045/html/none?idtype=webid
https://view.joesandbox.com/analysis/345954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345954/html/none?idtype=webid
https://view.joesandbox.com/analysis/345952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345952/html/none?idtype=webid
https://view.joesandbox.com/analysis/345824/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345824/html/none?idtype=webid
https://view.joesandbox.com/analysis/345818/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345818/html/none?idtype=webid
https://view.joesandbox.com/analysis/345017/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345017/html/none?idtype=webid
https://view.joesandbox.com/analysis/344493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344493/html/none?idtype=webid
https://view.joesandbox.com/analysis/344430/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344430/html/none?idtype=webid

Match

Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e 185.45.193.29
Get hash malicious Browse e 185.45.193.29
Get hash malicious Browse e 185.198.57.204
Get hash malicious Browse e 185.45.193.29
Get hash malicious Browse e 185.45.193.29
Get hash malicious Browse e 185.45.193.29
Get hash malicious Browse e 185.141.27.225
Get hash malicious Browse e 185.198.57.204

Get hash malicious Browse e 194.36.189.154
Get hash malicious Browse e 194.36.189.154
Get hash malicious Browse e 194.36.189.154
Get hash malicious Browse e 194.36.189.154

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\94954BDE.jpg

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

[TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe Photoshop CS6 (Windows), d
atetime=2021:02:11 21:11:18], baseline, precision 8, 1860x1000, frames 3

dropped

139381

7.677272725029824

false
3072:CmKZQmKZ3KNhPQnVbJ2019ZMys2g4D5JhoD4Z0y:54P4346PgZw9gQat
53918FB868F1540920FC189C6783FC7C
135CB103C5B5125C80285A83AE728B559313BADC
7TF6AD5212338A6586251AEF92D2543AA8E70C815FEOBF7ADDCE2C0A83D20A0B3

31391EFC3D377EA32A537EF3DDCA41ABAF34C4C83CDFEF9AG64D40DE219B88A293BE2BF01D6A5D2B23365513CB880020F37CABE90506C41FB7FC8E42D4D641I
51

false

low

*.Adobe Photoshop CS6 (Windows).2021:02:11 21:11:18

SRGB IEC61966-2.1....

. ..SRGB IEC61966-2.1.....
........ IEC http://www.iec.ch...

..IEC http://www.iec.ch....

C:\Users\user\AppData\Local\Temp\EBCE0000

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Microsoft Office\Office lL4\EXCEL.EXE

data

dropped

153117

7.664539669110037

false
3072:cnxmKZQmKZ3KNhPQNnVbJ201gZMys2g4D5JhoD4Z04U3:cng4P4346PgZwgQak
6AA2EBDD7F57C5DE42A823C00C5DCB36
A0334ABC59C4A2895B71720996F1E5FDFB673004
ABE8B5DF4BE3297072D51B198CBA6B8B047A43136A953DE8443AD5749E826A8B
3405DCE72DA172ED110D661167E3A853CBF3443D820392304E47895064B5BD982799BAEIAF6FC76B6C42BCDE3CDC93F715105E9F82FCB9621977387C868A888!
false

low
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https://view.joesandbox.com/analysis/344419/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344419/html/none?idtype=webid
https://view.joesandbox.com/analysis/344319/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344319/html/none?idtype=webid
https://view.joesandbox.com/analysis/344298/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344298/html/none?idtype=webid
https://view.joesandbox.com/analysis/344221/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344221/html/none?idtype=webid
https://view.joesandbox.com/analysis/344220/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344220/html/none?idtype=webid
https://view.joesandbox.com/analysis/344192/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344192/html/none?idtype=webid
https://view.joesandbox.com/analysis/344124/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344124/html/none?idtype=webid
https://view.joesandbox.com/analysis/344075/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344075/html/none?idtype=webid
https://view.joesandbox.com/analysis/343325/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343325/html/none?idtype=webid
https://view.joesandbox.com/analysis/343324/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343324/html/none?idtype=webid
https://view.joesandbox.com/analysis/342904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342904/html/none?idtype=webid
https://view.joesandbox.com/analysis/342900/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342900/html/none?idtype=webid

C:\Users\user\AppData\Local\Temp\EBCE0000

Preview:
..N.0..+....(Q.V...X8......41.2y..0..dw..i.{i..3...x..+K.7.....E5a.8.vM.~=..Y.I8%.WP.5 ..}.>."A. k..~p...+.....,|.".mIx.r)........ %p.L..M..B..T..F\;V.I~.Q5.1.-E"....H...-Ay j.u.L.P..
$k.5...D..... AlF A ] 0l LG r.0.iZ,a%.T]d..2.[.hMh.a...D.]L.N@../19....x@G {. .B..&z.w....@.....L.4.".".23t'4 T.Y. .~ RV
>N.\]j.1i..}GWO..2..3s ./j.w.r.......PK ..&N....0. [Content_Types].xml ...(c....cccccoevennnne

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Read-Only, Directory, ctime=Tue Oct 17 10:04:00 2017, mtime=Sat Jun 26
00:28:37 2021, atime=Sat Jun 26 00:28:37 2021, length=8192, window=hide

Category: dropped

Size (bytes): 867

Entropy (8bit):  4.471010949234031

Encrypted: false
SSDEEP: 12:85QCELgXg/XAICPCHaXgzB8IB/mxRIvX+WnicvbVbDtZ3YilMMEpxRIKVTdJIP90:85hy/XTwz610DxYeFDv3g8rNru/
MDS5: 7F845914F5AAA336F23545CE948F7659
SHA1L: 1AF9A317EC16CC38031824466A4F0E2504447F91
SHA-256: 73E53ED1F83AC7ADBBA9F958BF521711349CF35CF783CA312F243F91A4A62493
SHA-512: 79BC2B3D32104CA3E65B750286C39F68D62F36D1921066FE22626B0709D4085F7D4B39BCC858AFF94CDFEI7E4588E3D2B0AA2B9371DC1558977375096A1D1EF|
Malicious: false
Reputation: low
Preview:
| IS Frei 7G..0.2.4..0.Z.4.0 o i...P.O. i 400, /C:\ t.1....QK.X..Users. .......QK.X*....ocooin. 6...Us.ers..@.s.hell3.2.dlLl,.-

.2.1.8.1.3....L.1.....Q.y..user.8.....QK.X.Q.y*..&=....U..... Albus....z.1.....R...Desktop.d.....QK.X.R.*..._=.................D.e.skto.p..@.s.h.ell3.2..dlLl,.-2.

D.e.s.k.to.p.......

1.7.6.9....... [T SR T (RPN ?2J.....C:\Users\..#..... ...\\910646\Users.user\Desktop....... L o .LB)LAG 1SPS.XF.L
8C...&m.m............-...S.-.1.-5.-.2.1.-.9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6............. ... X.......910646.......... D_...3N..W..9r[*.... }JEKD_....3N..
W...Or[*...... }EK

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\Permission-1984690372-06252021.LNK

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:13 2020, mtime=Sat Jun 26 00:28:37 2021,
atime=Sat Jun 26 00:28:37 2021, length=153117, window=hide

Category: dropped

Size (bytes): 2238

Entropy (8bit):  4.5303789406700306

Encrypted: false

SSDEEP: 48:8Rk/XT3IkK2wDJ962w88Qh2Rk/XT31kK2wDJ962w88Q/:8Rk/XLIkgR8Q2Rk/XLIkgR8Q/

MD5: 65F3F046100DC5C6A6B7C061A76A39A6

SHA1L: 4E7715EFEF4DBFA2A1757BC88B9411D8BE1917D5

SHA-256: 4325ED557385E7711E82ECDFDA184F3FC903C5CB13D111DCF0072C3C5C458E96

SHA-512: D002BAF7255B39908208F9AE84A4BEICFB1CFAD75F27E5FFDB9963E38B53AF36A6FC30C0F76A38B042058E54FEF7BC2487255049BCC26FD11170C5F19206AA3

Malicious: false

Reputation: low

Preview:
| IS Fo. 9%5..{..0.V.%..0.Z5.. V.o P.O. Q... 400../C:\. t.1....QK.X..Users. ......QK.X*.......ooonnne 6...Users..@.shell32..dll,.-
.2.1.8.1.3....L.1.....Q.y..user.8.....QK.X.Q.y*..&=....U.... Alb.us....z.1...Q.y.Desktop.d.....QK.X.Q.y*..._=...................D.e.skto.p..@.s.hell3.2..dll,.-2
.1.76.9......2.X...R.. .PERMIS~1.XLS..t....... Q.y.Q.y*..8 woe.Perm.is.s.i.0.n.-.1.9.8.4.6.9.0.3.7.2.-.0.6.2.5.2.0.2.1...x.l.s.m
..Ci\Users\. #......cccceene \\910646\Users.user\Desktop\Permission-1984690372-06252021.xIsm.:....\...\....\...\....\.D.e.s.k.t.o.p.\.P.e.rm.i.s.s.i.0.n.-.1.9.8.4.6.9.0.3.7.2.-.
0.6.2.5.2.0.2.1..x.l.s.m...ccccie LB AGe e 1SPS.XF.L8C....&m.m............-...S.-.1.-.5.-2.1.-.9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 145

Entropy (8bit):  4.777412663289588

Encrypted: false

SSDEEP: 3:0yBVomxW+Lxz5XQ8UltLxz5XQ8UImxW+Lxz5XQ8UIv:djHz5AZ/Fz5AZaz5AZ1

MD5: 6D8FB5FDA4AB751BD06AD0503EEEDE2B

SHAL: D1FAA288305EB17300E14947E3A7849589D6F70B

SHA-256: 67627E5AFA83D27D4399C77D411684204CF1C9532A101A8F1FF9AA85723097BB

SHA-512: 057588ACE7096CF408DAB9A14886FO0A4CAAEDSOE71E7960AF74AEF5127AD7B04244D62D5CBB2823129F38BC8BE42569154EC1BC5EF1867C93FCCDC3E2D683/
71

Malicious: false

Reputation: low

Preview:

Desktop.LNK=0..[misc]..Permission-1984690372-06252021.LNK=0..Permission-1984690372-06252021.LNK=0..[misc]..Permission-1984690372-06252021.LNK=0..
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C:\Users\luser\Desktop\7CCE0000

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

data

dropped

153117

7.664539669110037

false
3072:cnxmKZQmKZ3KNhPQNVbJ201gZMys2g4D5JhoD4Z04U3:cng4P4346PgZw9gQak
6AA2EBDD7F57C5DE42A823C00C5DCB36
A0334ABC59C4A2895B71720996F1E5FDFB673004
ABEBB5DF4BE3297072D51B198CBA6B8B047A43136A953DE8443AD5749E826A8B
3405DCE72DA172ED110D661167E3A853CBF3443D820392304E47895064B5BD982799BAESAF6FC76B6C42BCDE3CDCI3F715105E9F82FCB9621977387C868A888!
false

low

oNLO..+...(g.V...X8......41.2y..0..dw..i.{i..3... x..+k.7.....E5a.8.yM.~=..Y.I8%.WP.5 ..}.> A k.~p...+..... [.".mIx.r)........ %p.L..M..B.T..F.\}V.I~.Q5.l.-E"....H...-Ay .j.u.l.P..
$k.5..D.....A.*.a i].d.. .G r..0.0Z,a%.7]d..2.[..hMh.a...D.]N@../9...1.x@G {. .B..&z.wW....@....L.4.".".2)t4 T.Y.~ | F\.i......tz?F..D..

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

data

dropped

330

1.4377382811115937

false

3:vZ/FFDJIw2fj/FFDIw2fV:vBFFGaFFGS

96114D75E30EBD26B572C1FC83D1D02E
A44EEBDASEB09862AC46346227F06F8CFAF19407
0C6F8CFOE504C17073E4C614C8A7063F194E335D840611EEFA9E29C7CED1A523

52D33C36DF2A91E63A9B1949FDC5D69E6A3610CD3855A2E3FC25017BF0A12717FC15EBBAC6113DC7D69C06ADAA83FAFOF021AD7C8D30600AA8168348BDOFASL
0

true

high, very likely benign file

.user LALDUS user VAlbuso oo

Static File Info

General
File type:
Entropy (8bit):
TriD:

Microsoft Excel 2007+
7.666395274852154

e Excel Microsoft Office Open XML Format document
(40004/1) 83.33%
e ZIP compressed archive (8000/1) 16.67%

File name: Permission-1984690372-06252021.xlsm

File size: 153750

MD5: f9272d851155983c3326ae7bcd99e489

SHAL: caaa6700907da09efc9d7831ec9a0dc636bdbe74

SHA256: 80a312be7e3162e80ef38492e7c2160af88e1482fh80ea3
370761a0c0654478d

SHA512: 3e8d912568a35cc56af075b26f939b08bc5bd3ec0163e4e
63c8ch563dch85c74e7ad6ff9a5e5f457cdas57af9edcec?
24dabda3ac32d89e9409b5c669096d037f

SSDEEP: 3072:mmKZQmKZ3KNhPQNVbhJ201gZMys2g4D5JhoD
4Z0YJ:d4P4346PgZw9gQaVv]

File Content Preview: PK. L O [Content_Types].xml ...(c...ccccoevenes

File Icon
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Icon Hash: ede2aaB8aadbchcac

Static OLE Info

General
Document Type: OpenXML
Number of OLE Files: 1

OLE File "Permission-1984690372-06252021.xIsm"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Macro 4.0 Code

Network Behavior

Snort IDS Alerts

Source Dest

Timestamp Protocol SID Message Port Port Source IP Dest IP
06/25/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49169 190.14.37.3 192.168.2.22
18:28:50.560988

06/25/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49170 185.183.99.120 192.168.2.22
18:28:50.962858

Network Port Distribution

TCP Packets

HTTP Request Dependency Graph

e 190.14.37.3

e 185.183.99.120

HTTP Packets

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.22 49169 190.14.37.3 80 C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
kBytes

Timestamp transferred Direction Data
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kBytes

Timestamp transferred Direction
Jun 25, 2021 1 ouT
18:28:49.757635117 CEST

Jun 25, 2021 2 IN

18:28:50.560987949 CEST

Session ID Source IP Source Port

1 192.168.2.22 49170
kBytes

Timestamp transferred Direction

Jun 25, 2021 2 ouT

18:28:50.648982048 CEST

Jun 25, 2021 3 IN

18:28:50.962857962 CEST

Code Manipulations

Copyright Joe Security LLC 2021

Data

GET /44372.7698814815.dat HTTP/1.1

Accept: */*

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 190.14.37.3

Connection: Keep-Alive

HTTP/1.1 403 Forbidden

Server: nginx

Date: Fri, 25 Jun 2021 16:28:50 GMT

Content-Type: text/html

Content-Length: 548

Connection: keep-alive

Data Raw: 3c 68 74 6d 6c 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 33 20 46 6f 72 62 69 64 64 65 6e 3c 2f
74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 33 20 46
6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6e 67 69 6e
78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa 3¢ 21 2d 2d 20 61 20 70 61 64
64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6C 79
2065 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61
62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20
2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64
20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20
70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6
e 64 6¢c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64
69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61
67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20
61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa

Data Ascii: <html><head><title>403 Forbidden</title></head><body><center><h1>403 Forbidden</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to disab
le MSIE and Chrome friendly error page -->... a padding to disable MSIE and Chrome friendly error page -->... a padding to
disable MSIE and Chrome friendly error page -->... a padding to disable MSIE and Chrome friendly error page -->... a
padding to disable MSIE and Chrome friendly error page -->

Destination IP Destination Port Process

185.183.99.120 80 C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Data

GET /44372.7698814815.dat HTTP/1.1

Accept: */*

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 185.183.99.120

Connection: Keep-Alive

HTTP/1.1 403 Forbidden

Server: nginx

Date: Fri, 25 Jun 2021 16:29:05 GMT

Content-Type: text/html

Content-Length: 548

Connection: keep-alive

Data Raw: 3c 68 74 6d 6c 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 33 20 46 6f 72 62 69 64 64 65 6e 3c 2f
74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3¢ 68 31 3e 34 30 33 20 46
6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6e 67 69 6e
78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa 3¢ 21 2d 2d 20 61 20 70 61 64
64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6€ 64 6C 79
2065 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61
62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20
2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64
20 43 68 72 6f 6d 65 20 66 72 69 65 6€ 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20
70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6€ 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6
e 64 6¢c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64
69 73 61 62 6¢ 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61
67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6¢ 65 20 4d 53 49 45 20
61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6¢ 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d Oa

Data Ascii: <html><head><title>403 Forbidden</title></head><body><center><h1>403 Forbidden</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to disab
le MSIE and Chrome friendly error page -->... a padding to disable MSIE and Chrome friendly error page -->... a padding to
disable MSIE and Chrome friendly error page -->... a padding to disable MSIE and Chrome friendly error page -->... a
padding to disable MSIE and Chrome friendly error page -->
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Statistics

Behavior

)

Click to jump to process

System Behavior

Analysis Process: EXCEL.EXE PID: 2624 Parent PID: 584

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Deleted

File Moved

File Written

File Read

Registry Activities

Key Created

Key Value Created

18:28:35
25/06/2021

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

false

‘C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding

0x13fc20000
27641504 bytes

5FBOAOF93382ECD19F5F499A5CAA59F0

true
true
C, C++ or other language

high

Show Windows behavior

Show Windows behavior

Analysis Process: regsvr32.exe PID: 2180 Parent PID: 2624

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

Copyright Joe Security LLC 2021

18:28:42

25/06/2021
C:\Windows\System32\regsvr32.exe
false

regsvr32 ..\Kro.fis

0xff040000

19456 bytes
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MD5 hash:
Has elevated privileges:
Has administrator privileges:

Programmed in:

59BCE9F07985F8A4204F4D6554CFF708
true
true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: regsvr32.exe PID: 2176 Parent PID: 2624

General

Start time: 18:28:42

Start date: 25/06/2021

Path: C:\Windows\System32\regsvr32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

regsvr32 ..\Kro.fis1

0xff040000

19456 bytes
59BCE9F07985F8A4204F4D6554CFF708
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: regsvr32.exe PID: 2364 Parent PID: 2624

General

Start time: 18:28:42

Start date: 25/06/2021

Path: C:\Windows\System32\regsvr32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

false

regsvr32 ..\Kro.fis2

0xff040000

19456 bytes
59BCE9F07985F8A4204FAD6554CFF708
true

true

C, C++ or other language

high

Show Windows behavior

Joe Sandbox Cloud Basic 32.0.0 Black Diamond
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