
ID: 445260
Sample Name:
NWMEaRqF7s.exe
Cookbook: default.jbs
Time: 14:26:50
Date: 07/07/2021
Version: 32.0.0 Black Diamond
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Windows Analysis Report NWMEaRqF7s.exe

Overview

General Information

Sample 
Name:

NWMEaRqF7s.exe

Analysis ID: 445260

MD5: 0ba53dbed76265…

SHA1: 4566e7559e5c42…

SHA256: 77ed3ca0af1fec8…

Infos:

Most interesting Screenshot:

Detection

EmotetEmotet

Score: 88

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for subAntivirus / Scanner detection for sub……

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected EmotetYara detected Emotet

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Drops executables to the windows d

Drops executables to the windows d

Drops executables to the windows d

Drops executables to the windows d

Drops executables to the windows d

Drops executables to the windows d

Drops executables to the windows dDrops executables to the windows d……

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stopFound evasive API chain (may stop……

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dowHides that the sample has been dow……

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Connects to several IPs in different 

Connects to several IPs in different 

Connects to several IPs in different 

Connects to several IPs in different 

Connects to several IPs in different 

Connects to several IPs in different 

Connects to several IPs in different Connects to several IPs in different ……

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a wContains functionality to check if a w……

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamicallyContains functionality to dynamically……

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU Contains functionality to query CPU ……

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query localeContains functionality to query locale……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may beContains functionality which may be……

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direcCreates files inside the system direc……

Deletes files inside the Windows fold

Deletes files inside the Windows fold

Deletes files inside the Windows fold

Deletes files inside the Windows fold

Deletes files inside the Windows fold

Deletes files inside the Windows fold

Deletes files inside the Windows foldDeletes files inside the Windows fold……

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on nonDetected TCP or UDP traffic on non……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows directDrops PE files to the windows direct……

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executedFound large amount of non-executed……

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksumPE file contains an invalid checksum

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resourcesPE file contains strange resources

Potential key logger detected (key s

Potential key logger detected (key s

Potential key logger detected (key s

Potential key logger detected (key s

Potential key logger detected (key s

Potential key logger detected (key s

Potential key logger detected (key sPotential key logger detected (key s……

Queries disk information (often used

Queries disk information (often used

Queries disk information (often used

Queries disk information (often used

Queries disk information (often used

Queries disk information (often used

Queries disk information (often usedQueries disk information (often used……

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced CryptogUses Microsoft's Enhanced Cryptog……

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user ageUses a known web browser user age……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

NWMEaRqF7s.exe (PID: 2944 cmdline: 'C:\Users\user\Desktop\NWMEaRqF7s.exe'  MD5: 0BA53DBED762655999BD37A1D8BEE9DB)

dot3hc.exe (PID: 5536 cmdline: C:\Windows\SysWOW64\sqlcecompact40\dot3hc.exe MD5: 0BA53DBED762655999BD37A1D8BEE9DB)

svchost.exe (PID: 5976 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 5604 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 4752 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 5408 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 2176 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p -s BITS MD5: 32569E403279B3FD2EDB7EBD036273FA)

cleanup

{

  "RSA Public Key": 

"MHwwDQYJKoZIhvcNAQEBBQADawAwaAJhANQOcBKvh5xEW7VcJ9totsjdBwuAclxS\nQ0e09fk8V053lktpW3TRrzAW63yt6j1KWnyxMrU3igFXypBoI4lVNmkje4UPtIIS\nfkzjEIvG1v/ZNn1k0J0PfFTxbFFeUEs3AwIDAQAB",

  "C2 list": [

    "192.158.216.73:80",

    "85.214.28.226:8080",

    "142.44.137.67:443",

    "162.241.242.173:8080",

    "85.152.162.105:80",

    "62.30.7.67:443",

    "78.24.219.147:8080",

    "74.120.55.163:80",

    "169.239.182.217:8080",

    "216.208.76.186:80",

    "95.213.236.64:8080",

    "200.114.213.233:8080",

    "104.131.44.150:8080",

    "70.121.172.89:80",

    "75.139.38.211:80",

    "185.94.252.104:443",

    "97.82.79.83:80",

    "103.86.49.11:8080",

    "79.98.24.39:8080",

    "83.169.36.251:8080",

    "188.219.31.12:80",

    "74.208.45.104:8080",

    "137.59.187.107:8080",

Process Tree

Malware Configuration

Threatname: Emotet
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    "137.59.187.107:8080",

    "174.45.13.118:80",

    "194.187.133.160:443",

    "50.81.3.113:80",

    "201.173.217.124:443",

    "139.99.158.11:443",

    "173.62.217.22:443",

    "139.130.242.43:80",

    "190.160.53.126:80",

    "137.119.36.33:80",

    "209.141.54.221:8080",

    "24.179.13.119:80",

    "120.150.60.189:80",

    "107.5.122.110:80",

    "121.124.124.40:7080",

    "203.153.216.189:7080",

    "157.245.99.39:8080",

    "85.105.205.77:8080",

    "173.81.218.65:80",

    "110.145.77.103:80",

    "47.144.21.12:443",

    "95.179.229.244:8080",

    "187.161.206.24:80",

    "46.105.131.79:8080",

    "189.212.199.126:443",

    "168.235.67.138:7080",

    "24.137.76.62:80",

    "85.66.181.138:80",

    "200.41.121.90:80",

    "5.39.91.110:7080",

    "104.236.246.93:8080",

    "172.91.208.86:80",

    "99.224.14.125:80",

    "37.139.21.175:8080",

    "109.74.5.95:8080",

    "1.221.254.82:80",

    "61.19.246.238:443",

    "5.196.74.210:8080",

    "67.205.85.243:8080",

    "79.137.83.50:443",

    "94.200.114.161:80",

    "70.180.43.7:80",

    "190.55.181.54:443",

    "47.146.117.214:80",

    "89.205.113.80:80",

    "37.187.72.193:8080",

    "84.39.182.7:80",

    "104.131.11.150:443",

    "139.162.108.71:8080",

    "87.106.136.232:8080",

    "153.232.188.106:80",

    "37.70.8.161:80",

    "112.185.64.233:80",

    "87.106.139.101:8080",

    "94.23.237.171:443",

    "24.43.99.75:80",

    "203.117.253.142:80",

    "98.109.204.230:80",

    "93.147.212.206:80",

    "91.211.88.52:7080",

    "139.59.60.244:8080",

    "176.111.60.55:8080",

    "180.92.239.110:8080",

    "62.75.141.82:80",

    "174.102.48.180:443"

  ]

}

Source Rule Description Author Strings

00000001.00000002.347473341.0000000002244000.00000
004.00000001.sdmp

JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

00000001.00000002.347079722.00000000005A0000.00000
040.00000001.sdmp

JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

00000003.00000002.615027778.00000000022D0000.00000
040.00000001.sdmp

JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

00000003.00000002.615086404.00000000022E4000.00000
004.00000001.sdmp

JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

Yara Overview

Memory Dumps

Unpacked PEs
Copyright Joe Security LLC 2021 Page 5 of 22



Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Antivirus / Scanner detection for submitted sample

Found malware configuration

Multi AV Scanner detection for submitted file

Networking:

C2 URLs / IPs found in malware configuration

E-Banking Fraud:

Yara detected Emotet

Persistence and Installation Behavior:

Drops executables to the windows directory (C:\Windows) and starts them

Hooking and other Techniques for Hiding and Protection:

Hides that the sample has been downloaded from the Internet (zone.identifier)

Malware Analysis System Evasion:

Found evasive API chain (may stop execution after reading information in the PEB, e.g. number of processors)

Stealing of Sensitive Information:

Yara detected Emotet

Source Rule Description Author Strings

1.2.NWMEaRqF7s.exe.5a052e.2.raw.unpack JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

1.2.NWMEaRqF7s.exe.5a23ae.3.raw.unpack JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

1.2.NWMEaRqF7s.exe.5a23ae.3.unpack JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

3.2.dot3hc.exe.22d052e.3.unpack JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

3.2.dot3hc.exe.22d052e.3.raw.unpack JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

Click to see the 3 entries

Copyright Joe Security LLC 2021 Page 6 of 22



Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery
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Movement Collection Exfiltration
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Control

Network
Effects

Valid
Accounts

Native
API 1 1

Path
Interception

Process
Injection 2

Masquerading 1 2 1 Input
Capture 1

System Time
Discovery 2

Remote
Services

Input
Capture 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 2 2

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or
Logon
Initialization
Scripts

Virtualization/Sandbox
Evasion 2

LSASS
Memory

Security Software
Discovery 3 1

Remote
Desktop
Protocol

Archive
Collected
Data 1

Exfiltration
Over
Bluetooth

Non-Standard
Port 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon
Script
(Windows)

Process Injection 2 Security
Account
Manager

Virtualization/Sandbox
Evasion 2

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Non-Application
Layer Protocol 1

Exploit SS7 to
Track Device
Location

Local
Accounts

At
(Windows)

Logon Script
(Mac)

Logon
Script
(Mac)

Deobfuscate/Decode
Files or Information 1

NTDS Process Discovery 3 Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Application Layer
Protocol 1 1 2

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network
Logon
Script

Hidden Files and
Directories 1

LSA
Secrets

Application Window
Discovery 1

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Obfuscated Files or
Information 2

Cached
Domain
Credentials

Remote System
Discovery 1

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled
Task

Startup
Items

Startup
Items

Software Packing 1 DCSync File and Directory
Discovery 2

Windows
Remote
Management

Web
Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly Used
Port

Rogue Wi-Fi
Access Points

Drive-by
Compromise

Command
and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

File Deletion 1 Proc
Filesystem

System Information
Discovery 4 6

Shared
Webroot

Credential
API
Hooking

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Application Layer
Protocol

Downgrade to
Insecure
Protocols

Behavior Graph
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Behavior Graph
ID: 445260

Sample: NWMEaRqF7s.exe

Startdate: 07/07/2021

Architecture: WINDOWS

Score: 88

169.239.182.217

xneeloZA

South Africa

74.120.55.163

WJBTN-ASCA

Canada

78 other IPs or domains

Found malware configuration
Antivirus / Scanner

detection for submitted
sample

Multi AV Scanner detection
for submitted file 2 other signatures

NWMEaRqF7s.exe

6 6

        started       

svchost.exe

9 1

        started       

svchost.exe

1

        started       

3 other processes

Found evasive API chain
(may stop execution

after reading information
in the PEB, e.g. number

of processors)

Drops executables to
the windows directory

(C:\Windows) and
starts them

Hides that the sample
has been downloaded

from the Internet (zone.identifier)

dot3hc.exe

16

        started       

127.0.0.1

unknown

unknown

162.241.242.173, 8080

UNIFIEDLAYER-AS-1US

United States

78.24.219.147, 8080

THEFIRST-ASRU

Russian Federation

5 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

NWMEaRqF7s.exe 84% Virustotal Browse

NWMEaRqF7s.exe 68% Metadefender Browse

NWMEaRqF7s.exe 93% ReversingLabs Win32.Trojan.Emotet

NWMEaRqF7s.exe 100% Avira TR/Crypt.Agent.fbupz

No Antivirus matches

Source Detection Scanner Label Link Download

3.2.dot3hc.exe.22d052e.3.unpack 100% Avira TR/Crypt.XPACK.Gen2 Download File

1.2.NWMEaRqF7s.exe.2250000.4.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.2.NWMEaRqF7s.exe.5a23ae.3.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

3.2.dot3hc.exe.22d23ae.2.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

3.2.dot3hc.exe.2300000.4.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

1.2.NWMEaRqF7s.exe.5a052e.2.unpack 100% Avira TR/Crypt.XPACK.Gen2 Download File

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

Copyright Joe Security LLC 2021 Page 9 of 22

https://www.virustotal.com/gui/file/77ed3ca0af1fec8c76e4f77114090edec76040713e53f6682151b53d79f28c79/detection/f-77ed3ca0af1fec8c76e4f77114090edec76040713e53f6682151b53d79f28c79-1625659231
https://www.metadefender.com/#!/results/file/bzIwMDkxM2NVb2xIaFhjX09keEkxbkFuRTVx/regular/analysis


No Antivirus matches

Source Detection Scanner Label Link

192.158.216.73/bw3A8vOSwPk/MUmkPxxvia/gp9rmo9BY/Aiyozum4do0I2sb158h/TZEWfRpLT/CpHNbk
WtxKNiePn

0% Avira URL Cloud safe

https://142.44.137.67:443/DLgjaT02V4ZRh7a7A/wt8CBtC1NZfAQWkn/ 0% Avira URL Cloud safe

85.152.162.105/jIpQt16P2GWjQ5/wnzZKJ/DKZyC/ 0% Avira URL Cloud safe

142.44.137.67:443/DLgjaT02V4ZRh7a7A/wt8CBtC1NZfAQWkn/T 0% Avira URL Cloud safe

https://www.tiktok.com/legal/report/feedback 0% Avira URL Cloud safe

78.24.219.147:8080/2VdcJgn3KtqNnFx/FoHxTH03XYaP/ 0% Avira URL Cloud safe

142.44.137.67:443/DLgjaT02V4ZRh7a7A/wt8CBtC1NZfAQWkn/ 0% Avira URL Cloud safe

162.241.242.173:8080/nPONFQEvQO/m1R1pV6p0j201mdDM/V3kdX/ 0% Avira URL Cloud safe

78.24.219.147:8080/2VdcJgn3KtqNnFx/FoHxTH03XYaP/t 0% Avira URL Cloud safe

No contacted domains info

Name Malicious Antivirus Detection Reputation

https://142.44.137.67:443/DLgjaT02V4ZRh7a7A/wt8CBtC1NZfAQWkn/ true Avira URL Cloud: safe unknown

IP Domain Country Flag ASN ASN Name Malicious

99.224.14.125 unknown Canada 812 ROGERS-
COMMUNICATIONSCA

true

203.117.253.142 unknown Singapore 9874 STARHUB-
MOBILEStarHubLtdSG

true

94.200.114.161 unknown United Arab Emirates 15802 DU-AS1AE true

201.173.217.124 unknown Mexico 11888 TelevisionInternacionalSAde
CVMX

true

139.99.158.11 unknown Canada 16276 OVHFR true

85.214.28.226 unknown Germany 6724 STRATOSTRATOAGDE true

85.152.162.105 unknown Spain 12946 TELECABLESpainES true

174.102.48.180 unknown United States 10796 TWC-10796-MIDWESTUS true

121.124.124.40 unknown Korea Republic of 9318 SKB-
ASSKBroadbandCoLtdKR

true

169.239.182.217 unknown South Africa 37153 xneeloZA true

47.144.21.12 unknown United States 5650 FRONTIER-FRTRUS true

98.109.204.230 unknown United States 701 UUNETUS true

139.59.60.244 unknown Singapore 14061 DIGITALOCEAN-ASNUS true

61.19.246.238 unknown Thailand 9335 CAT-CLOUD-
APCATTelecomPublicComp
anyLimitedTH

true

104.131.11.150 unknown United States 14061 DIGITALOCEAN-ASNUS true

176.111.60.55 unknown Ukraine 24703 UN-UKRAINE-
ASKievUkraineUA

true

47.146.117.214 unknown United States 5650 FRONTIER-FRTRUS true

168.235.67.138 unknown United States 3842 RAMNODEUS true

137.59.187.107 unknown Hong Kong 18106 VIEWQWEST-SG-
APViewqwestPteLtdSG

true

94.23.237.171 unknown France 16276 OVHFR true

187.161.206.24 unknown Mexico 11888 TelevisionInternacionalSAde
CVMX

true

URLs

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public
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139.162.108.71 unknown Netherlands 63949 LINODE-APLinodeLLCUS true

216.208.76.186 unknown Canada 15321 GROUPE-MASKATEL-
LPCA

true

200.41.121.90 unknown Argentina 52444 PogliottiPogliottiConstruccion
esSAAR

true

188.219.31.12 unknown Italy 30722 VODAFONE-IT-ASNIT true

83.169.36.251 unknown Germany 20773 GODADDYDE true

5.196.74.210 unknown France 16276 OVHFR true

1.221.254.82 unknown Korea Republic of 3786 LGDACOMLGDACOMCorpor
ationKR

true

87.106.139.101 unknown Germany 8560 ONEANDONE-
ASBrauerstrasse48DE

true

62.30.7.67 unknown United Kingdom 5089 NTLGB true

79.98.24.39 unknown Lithuania 62282 RACKRAYUABRakrejusLT true

74.208.45.104 unknown United States 8560 ONEANDONE-
ASBrauerstrasse48DE

true

192.158.216.73 unknown United States 11776 ATLANTICBB-
JOHNSTOWNUS

true

37.70.8.161 unknown France 15557 LDCOMNETFR true

50.81.3.113 unknown United States 30036 MEDIACOM-ENTERPRISE-
BUSINESSUS

true

107.5.122.110 unknown United States 7922 COMCAST-7922US true

89.205.113.80 unknown Macedonia 41557 TELEKABEL-ASMK true

84.39.182.7 unknown Spain 15704 AS15704ES true

70.121.172.89 unknown United States 11427 TWC-11427-TEXASUS true

173.81.218.65 unknown United States 19108 SUDDENLINK-
COMMUNICATIONSUS

true

75.139.38.211 unknown United States 20115 CHARTER-20115US true

97.82.79.83 unknown United States 20115 CHARTER-20115US true

67.205.85.243 unknown Canada 32613 IWEB-ASCA true

104.131.44.150 unknown United States 14061 DIGITALOCEAN-ASNUS true

87.106.136.232 unknown Germany 8560 ONEANDONE-
ASBrauerstrasse48DE

true

62.75.141.82 unknown Germany 8972 GD-EMEA-DC-SXB1DE true

24.137.76.62 unknown Canada 11260 EASTLINK-HSICA true

172.91.208.86 unknown United States 20001 TWC-20001-PACWESTUS true

37.139.21.175 unknown Netherlands 14061 DIGITALOCEAN-ASNUS true

194.187.133.160 unknown Bulgaria 13124 IBGCBG true

173.62.217.22 unknown United States 701 UUNETUS true

112.185.64.233 unknown Korea Republic of 4766 KIXS-AS-
KRKoreaTelecomKR

true

24.43.99.75 unknown United States 20001 TWC-20001-PACWESTUS true

70.180.43.7 unknown United States 22773 ASN-CXA-ALL-CCI-22773-
RDCUS

true

95.213.236.64 unknown Russian Federation 49505 SELECTELRU true

37.187.72.193 unknown France 16276 OVHFR true

46.105.131.79 unknown France 16276 OVHFR true

139.130.242.43 unknown Australia 1221 ASN-
TELSTRATelstraCorporation
LtdAU

true

110.145.77.103 unknown Australia 1221 ASN-
TELSTRATelstraCorporation
LtdAU

true

120.150.60.189 unknown Australia 1221 ASN-
TELSTRATelstraCorporation
LtdAU

true

190.160.53.126 unknown Chile 22047 VTRBANDAANCHASACL true

95.179.229.244 unknown Netherlands 20473 AS-CHOOPAUS true

85.66.181.138 unknown Hungary 20845 DIGICABLEHU true

93.147.212.206 unknown Italy 30722 VODAFONE-IT-ASNIT true

109.74.5.95 unknown Sweden 43948 GLESYS-ASSE true

180.92.239.110 unknown Bangladesh 9832 ISN-AS-
APISNInternetServiceProvid
erBD

true

91.211.88.52 unknown Ukraine 206638 HOSTFORYUA true

153.232.188.106 unknown Japan 4713 OCNNTTCommunicationsCo
rporationJP

true

142.44.137.67 unknown Canada 16276 OVHFR true

79.137.83.50 unknown France 16276 OVHFR true

IP Domain Country Flag ASN ASN Name Malicious
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General Information

Joe Sandbox Version: 32.0.0 Black Diamond

Analysis ID: 445260

Start date: 07.07.2021

Start time: 14:26:50

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 9m 36s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: NWMEaRqF7s.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

22

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal88.troj.evad.winEXE@8/4@0/88

EGA Information: Successful, ratio: 100%

HDC Information: Successful, ratio: 31.3% (good quality ratio 30.9%)
Quality average: 82.8%
Quality standard deviation: 21.8%

HCA Information: Successful, ratio: 77%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

103.86.49.11 unknown Thailand 58955 BANGMODENTERPRISE-
THBangmodEnterpriseCoLtd
TH

true

209.141.54.221 unknown United States 53667 PONYNETUS true

157.245.99.39 unknown United States 14061 DIGITALOCEAN-ASNUS true

190.55.181.54 unknown Argentina 27747 TelecentroSAAR true

203.153.216.189 unknown Indonesia 45291 SURF-
IDPTSurfindoNetworkID

true

185.94.252.104 unknown Germany 197890 MEGASERVERS-DE true

5.39.91.110 unknown France 16276 OVHFR true

174.45.13.118 unknown United States 33588 BRESNAN-33588US true

137.119.36.33 unknown United States 11426 TWC-11426-CAROLINASUS true

104.236.246.93 unknown United States 14061 DIGITALOCEAN-ASNUS true

162.241.242.173 unknown United States 46606 UNIFIEDLAYER-AS-1US true

189.212.199.126 unknown Mexico 6503 AxtelSABdeCVMX true

74.120.55.163 unknown Canada 32315 WJBTN-ASCA true

85.105.205.77 unknown Turkey 9121 TTNETTR true

200.114.213.233 unknown Argentina 10318 TelecomArgentinaSAAR true

78.24.219.147 unknown Russian Federation 29182 THEFIRST-ASRU true

24.179.13.119 unknown United States 20115 CHARTER-20115US true

IP Domain Country Flag ASN ASN Name Malicious

IP

127.0.0.1

Private
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Warnings:

Time Type Description

14:28:35 API Interceptor 12x Sleep call for process: svchost.exe modified

Match Associated Sample Name / URL SHA 256 Detection Link Context

203.117.253.142 ehitusest.eu/marketplacel/sites/r5zmfubb2b/ Get hash malicious Browse

94.200.114.161 test-emotet.exe Get hash malicious Browse  94.200.114.161/

201.173.217.124 9cf2c56e_by_Libranalysis.exe Get hash malicious Browse

139.99.158.11 boI88C399w.exe Get hash malicious Browse

boI88C399w.exe Get hash malicious Browse

v8iFmF7XPp.dll Get hash malicious Browse

2ojdmC51As.exe Get hash malicious Browse

IU-8549 Medical report COVID-19.doc Get hash malicious Browse

85.214.28.226 dollarino.ir/wp-admin/WNGC8YW/odadpm87/ Get hash malicious Browse  85.214.28
.226:8080/
c6MBUSvGn5
v/b9RkalT/

dollarino.ir/wp-admin/WNGC8YW/odadpm87/ Get hash malicious Browse  85.214.28
.226:8080/
iX0nNviyJG
JwPIp0Cwl/
EIVLJNSXGo
MQfG57z/eo
mXAhYIoBqA
hduPWx2/Yy
1B2pgFwRMM
sqGxgEI/WA
VhliYP/LyiGPs4/

dollarino.ir/wp-admin/WNGC8YW/odadpm87/ Get hash malicious Browse  85.214.28
.226:8080/
yEku1Atw0K
YZUt2mPh/F
f5phRAu/a5
vyBclnLMgC
U/POBiFSNC
Dy/282vIGl
cuH9WKu3U8W/

1117353589729455561.doc Get hash malicious Browse  85.214.28
.226:8080/
ngcTPUIerz8e/

REP_V7E8RCN.doc Get hash malicious Browse  85.214.28
.226:8080/
kUPeNiK/By
piHgaH8CR/
PSKtNJD3/W
f6OB5frseu
i/h1wBC8/c
30QZ/

INV_9YJS3OF8.doc Get hash malicious Browse  85.214.28
.226:8080/
lg1EaMz7kj
z/TfgLZZ4x
hvic/n6mMA
rGdK1/J2VD
JEgCzC/Pus
YTu/cY199wrtW/

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs
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https://view.joesandbox.com/analysis/202967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/202967/html/none?idtype=webid
https://view.joesandbox.com/analysis/210729/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/210729/html/none?idtype=webid
https://view.joesandbox.com/analysis/313167/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313167/html/none?idtype=webid
https://view.joesandbox.com/analysis/343304/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343304/html/none?idtype=webid
https://view.joesandbox.com/analysis/343301/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343301/html/none?idtype=webid
https://view.joesandbox.com/analysis/293858/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293858/html/none?idtype=webid
https://view.joesandbox.com/analysis/276717/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/276717/html/none?idtype=webid
https://view.joesandbox.com/analysis/265676/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265676/html/none?idtype=webid
https://view.joesandbox.com/analysis/205567/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/205567/html/none?idtype=webid
https://view.joesandbox.com/analysis/205558/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/205558/html/none?idtype=webid
https://view.joesandbox.com/analysis/205451/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/205451/html/none?idtype=webid
https://view.joesandbox.com/analysis/204592/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/204592/html/none?idtype=webid
https://view.joesandbox.com/analysis/204585/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/204585/html/none?idtype=webid
https://view.joesandbox.com/analysis/204581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/204581/html/none?idtype=webid


K_PO_09032020EX.doc Get hash malicious Browse  85.214.28
.226:8080/
76auc2w/ZV
kItY9zYGqb
j3/8EjUL/r
xKZ0MmJxSr
e6US14x/jJ
FHVFPOUtK/
GcoZn6VB/

REP_11740839.doc Get hash malicious Browse  85.214.28
.226:8080/
hKg6oxy8W/
dj7frDjV2D
CknYl/

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

Match Associated Sample Name / URL SHA 256 Detection Link Context

ROGERS-COMMUNICATIONSCA Q8qbmLCf1b Get hash malicious Browse 99.223.157.93

Jj40Y9ur0R.exe Get hash malicious Browse 24.137.215.157

ICOJRAmjpR.exe Get hash malicious Browse 72.142.102.133

Jj40Y9ur0R.exe Get hash malicious Browse 24.137.215.157

lj2OpAHSro.exe Get hash malicious Browse 72.142.102.168

ICOJRAmjpR.exe Get hash malicious Browse 72.142.102.133

uIsv6VTOek.exe Get hash malicious Browse 69.17.170.58

ppc_unpacked Get hash malicious Browse 173.34.36.197

ldr.sh Get hash malicious Browse 155.194.20
7.255

z3hir.bin Get hash malicious Browse 99.240.88.111

v8iFmF7XPp.dll Get hash malicious Browse 174.118.202.24

IMG001.exe Get hash malicious Browse 99.236.23.224

IU-8549 Medical report COVID-19.doc Get hash malicious Browse 174.118.202.24

oHqMFmPndx.exe Get hash malicious Browse 99.253.156.252

sample2.dll Get hash malicious Browse 99.240.226.2

bdOPjE89ck.dll Get hash malicious Browse 174.113.205.41

RB1NsQ9LQf.exe Get hash malicious Browse 99.237.169.251

Da9Ph8u58q.exe Get hash malicious Browse 174.113.69.136

IwYu6X7Hv0.exe Get hash malicious Browse 99.252.27.6

https://1349fk.com/admin/55rEgXThCrasXK9fnSP Get hash malicious Browse 174.113.69.136

STARHUB-MOBILEStarHubLtdSG KnAY2OIPI3 Get hash malicious Browse 171.149.135.6

IMG001.exe Get hash malicious Browse 171.177.72.44

wEcncyxrEe Get hash malicious Browse 171.131.9.153

bin.sh Get hash malicious Browse 171.131.146.1

ehitusest.eu/marketplacel/sites/r5zmfubb2b/ Get hash malicious Browse 203.117.25
3.142

pYEQks7NrR.dll Get hash malicious Browse 171.156.12
4.184

DU-AS1AE boI88C399w.exe Get hash malicious Browse 94.200.114.161

boI88C399w.exe Get hash malicious Browse 94.200.114.161

sample1.doc Get hash malicious Browse 91.75.75.46

9cf2c56e_by_Libranalysis.exe Get hash malicious Browse 5.32.55.214

z3hir.x86 Get hash malicious Browse 94.205.163.7

2ojdmC51As.exe Get hash malicious Browse 94.200.114.161

MV9tCJw8Xr.exe Get hash malicious Browse 91.75.75.46

bdOPjE89ck.dll Get hash malicious Browse 87.201.236.156

Eacu0dRnuP.exe Get hash malicious Browse 80.227.52.78

0FUYcQzDx9.exe Get hash malicious Browse 80.227.52.78

R2OP44Ab4O.exe Get hash malicious Browse 80.227.52.78

Hu9oMnAOw0.exe Get hash malicious Browse 80.227.52.78

K2Id7qKtPQ.exe Get hash malicious Browse 80.227.52.78

YdbTF5VGwm.exe Get hash malicious Browse 80.227.52.78

82fpeVb1xS.exe Get hash malicious Browse 80.227.52.78

zMl5MZ5PFp.exe Get hash malicious Browse 80.227.52.78

McQ5aoHpaL.exe Get hash malicious Browse 80.227.52.78

Domains

ASN
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https://view.joesandbox.com/analysis/204558/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/204558/html/none?idtype=webid
https://view.joesandbox.com/analysis/204531/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/204531/html/none?idtype=webid
https://view.joesandbox.com/analysis/347221/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/347221/html/none?idtype=webid
https://view.joesandbox.com/analysis/324699/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/324699/html/none?idtype=webid
https://view.joesandbox.com/analysis/324689/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/324689/html/none?idtype=webid
https://view.joesandbox.com/analysis/324687/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/324687/html/none?idtype=webid
https://view.joesandbox.com/analysis/324686/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/324686/html/none?idtype=webid
https://view.joesandbox.com/analysis/324682/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/324682/html/none?idtype=webid
https://view.joesandbox.com/analysis/313693/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313693/html/none?idtype=webid
https://view.joesandbox.com/analysis/307253/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307253/html/none?idtype=webid
https://view.joesandbox.com/analysis/306049/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306049/html/none?idtype=webid
https://view.joesandbox.com/analysis/300992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/300992/html/none?idtype=webid
https://view.joesandbox.com/analysis/293858/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293858/html/none?idtype=webid
https://view.joesandbox.com/analysis/293848/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293848/html/none?idtype=webid
https://view.joesandbox.com/analysis/265676/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265676/html/none?idtype=webid
https://view.joesandbox.com/analysis/257236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257236/html/none?idtype=webid
https://view.joesandbox.com/analysis/250750/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250750/html/none?idtype=webid
https://view.joesandbox.com/analysis/247287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247287/html/none?idtype=webid
https://view.joesandbox.com/analysis/238596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238596/html/none?idtype=webid
https://view.joesandbox.com/analysis/230496/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230496/html/none?idtype=webid
https://view.joesandbox.com/analysis/223465/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/223465/html/none?idtype=webid
https://view.joesandbox.com/analysis/208828/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/208828/html/none?idtype=webid
https://view.joesandbox.com/analysis/309771/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309771/html/none?idtype=webid
https://view.joesandbox.com/analysis/293848/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293848/html/none?idtype=webid
https://view.joesandbox.com/analysis/263070/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/263070/html/none?idtype=webid
https://view.joesandbox.com/analysis/258067/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258067/html/none?idtype=webid
https://view.joesandbox.com/analysis/202967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/202967/html/none?idtype=webid
https://view.joesandbox.com/analysis/176131/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/176131/html/none?idtype=webid
https://view.joesandbox.com/analysis/343304/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343304/html/none?idtype=webid
https://view.joesandbox.com/analysis/343301/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343301/html/none?idtype=webid
https://view.joesandbox.com/analysis/334935/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334935/html/none?idtype=webid
https://view.joesandbox.com/analysis/313167/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313167/html/none?idtype=webid
https://view.joesandbox.com/analysis/300196/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/300196/html/none?idtype=webid
https://view.joesandbox.com/analysis/276717/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/276717/html/none?idtype=webid
https://view.joesandbox.com/analysis/267415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267415/html/none?idtype=webid
https://view.joesandbox.com/analysis/247287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247287/html/none?idtype=webid
https://view.joesandbox.com/analysis/236038/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236038/html/none?idtype=webid
https://view.joesandbox.com/analysis/235887/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235887/html/none?idtype=webid
https://view.joesandbox.com/analysis/235866/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235866/html/none?idtype=webid
https://view.joesandbox.com/analysis/234548/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234548/html/none?idtype=webid
https://view.joesandbox.com/analysis/231598/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231598/html/none?idtype=webid
https://view.joesandbox.com/analysis/230648/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230648/html/none?idtype=webid
https://view.joesandbox.com/analysis/230596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230596/html/none?idtype=webid
https://view.joesandbox.com/analysis/230519/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230519/html/none?idtype=webid
https://view.joesandbox.com/analysis/230326/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230326/html/none?idtype=webid


4zLM7vRCKo.exe Get hash malicious Browse 80.227.52.78

H7CSqu6kSZ.exe Get hash malicious Browse 80.227.52.78

VVsJ4KRixl.exe Get hash malicious Browse 80.227.52.78

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

No context

C:\ProgramData\Microsoft\Network\Downloader\edb.log
Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 4096

Entropy (8bit): 0.5985616952512959

Encrypted: false

SSDEEP: 6:bxlEk1GaD0JOCEfMuaaD0JOCEfMKQmDutAl/gz2cE0fMbhEZolrRSQ2hyYIIT:bxNGaD0JcaaD0JwQQutAg/0bjSQJ

MD5: 03AF445AADC662577CC5C2FF5CB493B7

SHA1: CAF3BB094A48999E762B45DBA7C7707FCFAF3807

SHA-256: E7E9CD897E3ACBF12EFC2A28D6861335BE1BB627D4E6995E1DA052958AF5F739

SHA-512: 38650210C840D940C8519D250F53A6506FF1B726B6639D8B6D015D25F947EC06E1FDB2BCFC23AA3144A392DF4B1920A2E213B09382B0220E1A0DC78484D6F3A2

Malicious: false

Reputation: low

Preview:
....E..h..(..........y............... ..1C:\ProgramData\Microsoft\Network\Downloader\.................................................................................................................................................
........................................................................C:\ProgramData\Microsoft\Network\Downloader\............................................................................................................................
..............................................................................................0u..................@...@........................y............&......e.f.3...w.......................3...w..................h..C.:.\.P.r.o.g.r.a.m
.D.a.t.a.\.M.i.c.r.o.s.o.f.t.\.N.e.t.w.o.r.k.\.D.o.w.n.l.o.a.d.e.r.\.q.m.g.r...d.b...G..........................................................................................................................................................
..................................................

C:\ProgramData\Microsoft\Network\Downloader\qmgr.db
Process: C:\Windows\System32\svchost.exe

File Type: Extensible storage user DataBase, version 0x620, checksum 0xcd0abd4e, page size 16384, DirtyShutdown, Windows version 10.0

Category: dropped

Size (bytes): 32768

Entropy (8bit): 0.09629373506277797

Encrypted: false

SSDEEP: 6:gzwl/+Bi1lsXRIE11Y8TRX+/AXtlirJl8K+zwl/+Bi1lsXRIE11Y8TRX+/AXtli/:g0+BnXO4bl+PJqK+0+BnXO4bl+PJqK

MD5: E551646E6DF0D1EC8091815E27A33267

SHA1: 1E0C77F449BA3CBABC2751156287545757027E59

SHA-256: A3FE928C06256DB6B779431F44A8D4AC7B113872D3018E66F1361FDE682B58D9

SHA-512: CA381E956BA55E86DA30EEABF560C0E4C13222361DEFF56B0003FE36308A295D9A209DC6255EC102EE453E8AF00C94CF5042DBD09AE83E4FD630841624956815

Malicious: false

Reputation: low

Preview:
...N... ................e.f.3...w........................&..........w.......y..h.(..............................3...w...........................................................................................................B...........@.............
......................................................................................... ........3...w.......................................................................................................................................................................
........................................................................y.q................tB.......y...............................................................................................................................................................
...........................................................................................................................................................................................................................

C:\ProgramData\Microsoft\Network\Downloader\qmgr.jfm
Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 8192

Entropy (8bit): 0.10992535548958927

Encrypted: false

SSDEEP: 3:om7Evt9wc8l/bJdAtiirrllAll:omirwc8t4ZrJlA

MD5: 00E4E405495A0871AECE74A720C001CC

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/230035/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230035/html/none?idtype=webid
https://view.joesandbox.com/analysis/229961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229961/html/none?idtype=webid
https://view.joesandbox.com/analysis/229935/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229935/html/none?idtype=webid


Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 6.559911513630365

TrID: Win32 Executable (generic) a (10002005/4) 
99.53%
InstallShield setup (43055/19) 0.43%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: NWMEaRqF7s.exe

File size: 352256

MD5: 0ba53dbed762655999bd37a1d8bee9db

SHA1: 4566e7559e5c4287a25796ed622324a6b5b70e63

SHA256: 77ed3ca0af1fec8c76e4f77114090edec76040713e53f66
82151b53d79f28c79

SHA512: 4849e922fe8e2dbc1ee2feaf4fca47242ff3a75735cb2040
475314e2a233876d6435075c18786f00983467dac9c402
2220a98d1e05b2adf7333faa245457fd11

SSDEEP: 6144:rr/JAPRthhyJrZ/489mw42uDLnduy88ij484V4JFN:
ehorZQ88LLnduy5L4LN

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......U..V.q...
q...q...~...q...~...q...q...s..6....q..6....q..6....q..6....q..6....q..
6....q..Rich.q..........................PE..L..

File Icon

Icon Hash: 1872c45ed6d4d400

SHA1: 1789C9324E434A77BE70F71E81E84DBFA4A24FAC

SHA-256: B82D2782DA52FE370AA83125766C0976A27792F3ECE36C24C3C2CF4FA6C54CF3

SHA-512: CA747EEFC99503060083DB6D38EE97E91C4E646D465FDCFC844FF725F3D25BFA8FD135F5AC74EDE16212B7B96FB7BABD18ADA6FB3006BB846D4A1B9684A700
91

Malicious: false

Reputation: low

Preview:
R.u......................................3...w.......y.......w...............w.......w....:O.....w..................tB.......y............................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\ProgramData\Microsoft\Network\Downloader\qmgr.jfm

C:\Windows\ServiceProfiles\LocalService\AppData\Local\FontCache\Fonts\Download-1.tmp
Process: C:\Windows\System32\svchost.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 55

Entropy (8bit): 4.306461250274409

Encrypted: false

SSDEEP: 3:YDQRWu83XfAw2fHbY:YMRl83Xt2f7Y

MD5: DCA83F08D448911A14C22EBCACC5AD57

SHA1: 91270525521B7FE0D986DB19747F47D34B6318AD

SHA-256: 2B4B2D4A06044AD0BD2AE3287CFCBECD90B959FEB2F503AC258D7C0A235D6FE9

SHA-512: 96F3A02DC4AE302A30A376FC7082002065C7A35ECB74573DE66254EFD701E8FD9E9D867A2C8ABEB4C482738291B715D4965A0D2412663FDF1EE6CBC0BA9FBAC
A

Malicious: false

Reputation: high, very likely benign file

Preview:
{"fontSetUri":"fontset-2017-04.json","baseUri":"fonts"}

Static PE Info
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Snort IDS Alerts

General
Entrypoint: 0x41f6c5

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE, RELOCS_STRIPPED

DLL Characteristics:

Time Stamp: 0x5F527454 [Fri Sep  4 17:07:32 2020 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: 756fdea446bc618b4804509775306c0d

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x32dc9 0x33000 False 0.582754097733 data 6.63975517719 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rdata 0x34000 0xd7b0 0xe000 False 0.320853097098 data 4.82193271055 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

.data 0x42000 0x651c 0x3000 False 0.263346354167 data 3.89182813108 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.rsrc 0x49000 0x101e8 0x11000 False 0.712158203125 data 7.01664902177 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

07/07/21-
14:28:38.396607

ICMP 399 ICMP Destination Unreachable Host Unreachable 108.167.138.154 192.168.2.6

07/07/21-
14:28:38.396630

ICMP 399 ICMP Destination Unreachable Host Unreachable 108.167.138.154 192.168.2.6

07/07/21-
14:28:47.404931

ICMP 399 ICMP Destination Unreachable Host Unreachable 108.167.138.154 192.168.2.6

Entrypoint Preview

Rich Headers

Data Directories

Sections

Resources

Imports

Exports

Version Infos

Possible Origin
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Network Port Distribution

Code Manipulations

Statistics

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

            
142.44.137.67:443

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.6 49731 142.44.137.67 443 C:\Windows\SysWOW64\sqlcecompact40\dot3hc.exe

Timestamp
kBytes
transferred Direction Data

Jul 7, 2021 
14:28:32.245615959 CEST

1304 OUT POST /DLgjaT02V4ZRh7a7A/wt8CBtC1NZfAQWkn/ HTTP/1.1
Content-Type: multipart/form-data; boundary=---------------------80lhrKDVYliktvcpjgmL9
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.2; WOW64; Trident/7.0; .NET4.0C; .NET4.0E; .NET CLR 
2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)
Host: 142.44.137.67:443
Content-Length: 4612
Connection: Keep-Alive
Cache-Control: no-cache

Jul 7, 2021 
14:28:32.383486032 CEST

1309 IN HTTP/1.1 400 Bad Request
Server: nginx/1.18.0 (Ubuntu)
Date: Wed, 07 Jul 2021 12:28:32 GMT
Content-Type: text/html
Content-Length: 666
Connection: close
Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 30 20 54 68 65 20 70 6c 61 69 6e 20 48 
54 54 50 20 72 65 71 75 65 73 74 20 77 61 73 20 73 65 6e 74 20 74 6f 20 48 54 54 50 53 20 70 6f 72 74 3c 2f 74 69 74 6c 
65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 30 20 42 61 64 20 52 
65 71 75 65 73 74 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 63 65 6e 74 65 72 3e 54 68 65 20 70 6c 61 69 6e 20 
48 54 54 50 20 72 65 71 75 65 73 74 20 77 61 73 20 73 65 6e 74 20 74 6f 20 48 54 54 50 53 20 70 6f 72 74 3c 2f 63 65 6e 
74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e 78 2f 31 2e 31 38 2e 30 20 28 55 62 75 6e 74 75 29 
3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 
69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6c 79 20 
65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 
65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 
3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 
68 72 6f 6d 65 20 66 72 69 65 6e 64 6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6
c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 
61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6c 79 20 65 72 72 6f 72 20 70 61 67 
65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 
6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 
Data Ascii: <html><head><title>400 The plain HTTP request was sent to HTTPS port</title></head><body><center><
h1>400 Bad Request</h1></center><center>The plain HTTP request was sent to HTTPS port</center><hr><center>ngin
x/1.18.0 (Ubuntu)</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome friendly error page -->... a padding to disable MSIE and Chrome friendly error page -->... a pa
dding to disable MSIE and Chrome friendly error page -->... a padding to disable MSIE and Chrome friendly error page -->
... a padding to disable MSIE and Chrome friendly error page -->

TCP Packets

UDP Packets

HTTP Request Dependency Graph

HTTP Packets
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Behavior

Click to jump to process

System Behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 14:27:48

Start date: 07/07/2021

Path: C:\Users\user\Desktop\NWMEaRqF7s.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\NWMEaRqF7s.exe' 

Imagebase: 0x400000

File size: 352256 bytes

MD5 hash: 0BA53DBED762655999BD37A1D8BEE9DB

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000001.00000002.347473341.0000000002244000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000001.00000002.347079722.00000000005A0000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

Show Windows behavior

Start time: 14:27:49

Start date: 07/07/2021

Path: C:\Windows\SysWOW64\sqlcecompact40\dot3hc.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\sqlcecompact40\dot3hc.exe

Imagebase: 0x400000

File size: 352256 bytes

MD5 hash: 0BA53DBED762655999BD37A1D8BEE9DB

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: NWMEaRqF7s.exe PID: 2944 Parent PID: 5864Analysis Process: NWMEaRqF7s.exe PID: 2944 Parent PID: 5864

General

File DeletedFile Deleted

Key CreatedKey Created

Key Value CreatedKey Value Created

Analysis Process: dot3hc.exe PID: 5536 Parent PID: 2944Analysis Process: dot3hc.exe PID: 5536 Parent PID: 2944

General

Copyright Joe Security LLC 2021 Page 19 of 22



File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000003.00000002.615027778.00000000022D0000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000003.00000002.615086404.00000000022E4000.00000004.00000001.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Start time: 14:27:56

Start date: 07/07/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p

Imagebase: 0x7ff6b7590000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 14:28:16

Start date: 07/07/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p

Imagebase: 0x7ff6b7590000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 14:28:25

Start date: 07/07/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

File CreatedFile Created

Analysis Process: svchost.exe PID: 5976 Parent PID: 560Analysis Process: svchost.exe PID: 5976 Parent PID: 560

General

Analysis Process: svchost.exe PID: 5604 Parent PID: 560Analysis Process: svchost.exe PID: 5604 Parent PID: 560

General

Analysis Process: svchost.exe PID: 4752 Parent PID: 560Analysis Process: svchost.exe PID: 4752 Parent PID: 560

General
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Disassembly

Code Analysis

File ActivitiesFile Activities

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p

Imagebase: 0x7ff6b7590000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 14:28:33

Start date: 07/07/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p

Imagebase: 0x7ff6b7590000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 14:29:08

Start date: 07/07/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p -s BITS

Imagebase: 0x7ff6b7590000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Show Windows behavior

Analysis Process: svchost.exe PID: 5408 Parent PID: 560Analysis Process: svchost.exe PID: 5408 Parent PID: 560

General

Analysis Process: svchost.exe PID: 2176 Parent PID: 560Analysis Process: svchost.exe PID: 2176 Parent PID: 560

General
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