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Behavior
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Windows Analysis Report c¢36.dll
Overview

General Information Detection

Sample c36.dll
Name: MALICIOUS

Analysis ID: 446420

Classification

Found malware configuration

Multi AV Scanner detection for subm...

MD5: X
€36ab737db2b6d.. Snort IDS alert for network traffic (e....
SHA1:
€6fab2798dd6088. Yara detected Ursnif
SHA256: 181fe6714ebaffs... " "
Performs DNS gueries to domains w...
Writes or. reads registry keys via WMI
Infos: Qit oSy

Writes registry values via WMI
Most interesting Screenshot:

Contains functionality to call native fi..

Contains functionality te checkifiaid:..

2

84

%)
«Q
=3
4
c
=
(1
7]

F Score: Contains functionality to)dynamically:..
L] : -
2 Range: 0-100 Contains functionality/toiguery CPU/ ...
2 Whitelisted: false

X Contains functionality'te guery/locale:..
] Confidence: 100%
n
L}

Process Tree

System is w10x64

.

W7 loaddii32.exe (PID: 6856 cmdline: loadd|I32.exe 'C:\Users\user\Desktop\c36.dII' MD5: 542795ADF7CCO8EFCF675D65310596E8)
. cmd.exe (PID: 6876 cmdline: cmd.exe /C rundll32.exe 'C:\Users\user\Desktop\c36.dIl',#1 MD5: F3BDBE3BB6F734E357235F4D5898582D)
. D rundll32.exe (PID: 6932 cmdline: rundll32.exe 'C:\Users\user\Desktop\c36.dIl' #1 MD5: D7CA562B0DB4F4DDOF03A89A1FDAD6G3D)
. D rundll32.exe (PID: 6920 cmdline: rundll32.exe C:\Users\user\Desktop\c36.dll,Beautyresult MD5: D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundll32.exe (PID: 6964 cmdline: rundll32.exe C:\Users\user\Desktop\c36.dll,Division MD5: D7CA562B0ODB4F4DDOF03A89A1FDAD6G3D)
. D rundll32.exe (PID: 6980 cmdline: rundll32.exe C:\Users\user\Desktop\c36.dll,Fastcolor MD5: D7CA562B0DB4F4DDOF03A89A1FDAD6G3D)
. D rundll32.exe (PID: 7004 cmdline: rundll32.exe C:\Users\user\Desktop\c36.dll,Yetclose MD5: D7CA562B0DB4F4DDOF03A89A1FDAD6G3D)
. @ iexplore.exe (PID: 7064 cmdline: ‘C:\Program Files\Internet Explorer\iexplore.exe’ -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 4788 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:7064 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. @ iexplore.exe (PID: 244 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01DSAC5E7596)
. @ iexplore.exe (PID: 4500 cmdline: ‘C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:244 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. @ iexplore.exe (PID: 4780 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 6676 cmdline: 'C:\Program Files (x86)\Internet Explore\IEXPLORE.EXE' SCODEF:4780 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. @ iexplore.exe (PID: 5592 cmdline: ‘C:\Program Files\Internet Explorer\iexplore.exe’ -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 6188 cmdline: 'C:\Program Files (x86)\Internet Explore\IEXPLORE.EXE' SCODEF:5592 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. @ iexplore.exe (PID: 2016 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe’ -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 6324 cmdline: 'C:\Program Files (x86)\Internet ExploreNlEXPLORE.EXE' SCODEF:2016 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. @ iexplore.exe (PID: 4624 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 5604 cmdline: 'C:\Program Files (x86)\Internet ExploreNIEXPLORE.EXE' SCODEF:4624 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. @ iexplore.exe (PID: 5432 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8ACS5E7596)
. @ iexplore.exe (PID: 5060 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:5432 CREDAT:17410 /prefetch:2 MD5:

071277CC2E3DF41EEEA8013E2AB58D5A)
= cleanup

Malware Configuration

Threatname: Ursnif
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"RSA Public Key":
" 1mPXe+Hluarwh4R5y I3 7kX696atmf6B7a63g5mZI513sbRT19R7vTOmKo Tty IRImiH dxTUSDG30mytA0T Eqz9hnZgVFnIpVKjKYSqpF 7qVSKNASGDhbMAxOCqPxwgtnM3yHi XHYSYrx1GineE5/WOLx89hsKc fonC8W/kvncnBHAKqU
VMOPQeg/25xF11Xn",
"c2_domain": [
"outlook.com",
"mail.com”,
"taybhctdyehfhgthp2.xyz",
"thyihjtkylhmhnypp2.xyz"
1,
"botnet": "5456",
"server": "12",
"serpent_key": "10291029JSRABBIT",
"sleep_time": "10",
"CONF_TIMEOUT": "20",
"SetWaitableTimer_value": "0",
"DGA_count”: "10"

Yara Overview

Memory Dumps

Source Rule Description Author Strings
00000004.00000003.910366216.0000000004E18000.00000 JoeSecurity_Ursnif  Yara detected Joe Security
004.00000040.sdmp Ursnif
00000000.00000003.790900009.0000000003628000.00000  JoeSecurity_Ursnif  Yara detected Joe Security
004.00000040.sdmp Ursnif
00000000.00000003.790960793.0000000003628000.00000  JoeSecurity_Ursnif ~ Yara detected Joe Security
004.00000040.sdmp Ursnif
00000004.00000003.910522567.0000000004E18000.00000 JoeSecurity_Ursnif ~ Yara detected Joe Security
004.00000040.sdmp Ursnif
00000004.00000003.910307395.0000000004E18000.00000 JoeSecurity_Ursnif ~ Yara detected Joe Security
004.00000040.sdmp Ursnif

Click to see the 14 entries

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

g

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected Ursnif
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E-Banking Fraud:

=

Yara detected Ursnif

3‘

System Summary:

=

Hooking and other Techniques for Hiding and Protection:

Yara detected Ursnif

3‘

Stealing of Sensitive Information:

Yara detected Ursnif

3‘

Remote Access Functionality:

Yara detected Ursnif

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Windows Path Process Masquerading Input System Time Remote Input Exfiltration  Encrypted Eavesdrop on
Accounts  Management Interception  Injection Capture [ Discovery Services Capture [ Over Other Channel Insecure
Instrumentation Network Network

Medium Communication
Default Native API Boot or Boot or Logon Process LSASS Query Remote Archive Exfiltration  Ingress Tool Exploit SS7 to
Accounts Logon Initialization  Injection Memory Registry Desktop Collected  Over Transfer Redirect Phone

Initialization  Scripts Protocol Data Bluetooth Calls/SMS
Scripts
Domain At (Linux) Logon Script Logon Script  Deobfuscate/Decode Security Security SMB/Windows Data from Automated Non- Exploit SS7 to
Accounts (Windows)  (Windows) Files or Account Software Admin Shares Network  Exfiltration Application Track Device
Information Manager  Discovery Shared Layer Location
Drive Protocol
Local At (Windows) Logon Script Logon Script  Obfuscated Files or NTDS Process Distributed Input Scheduled Application SIM Card
Accounts (Mac) (Mac) Information Discovery Component  Capture Transfer Layer Swap
Object Model Protocol

Cloud Cron Network Network Rundll32 LSA Account SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Logon Script Secrets Discovery Transfer Channels Device

Size Limits Communication
Replication  Launchd Rc.common Rc.common  Steganography Cached System VNC GUI Input  Exfiltration  Multiband Jamming or
Through Domain Owner/User Capture Over C2 Communication Denial of
Removable Credentials Discovery [f) Channel Service
Media
External Scheduled Task  Startup Startup Items  Compile After DCSync File and Windows Web Exfiltration  Commonly Rogue Wi-Fi
Remote Items Delivery Directory Remote Portal Over Used Port Access Points
Services Discovery Management Capture Alternative

Protocol
Drive-by Command and Scheduled  Scheduled Indicator Removal  Proc System Shared Credential Exfiltration Application Downgrade to
Compromise Scripting Task/Job Task/Job from Tools Filesystem Information Webroot API Over Layer Protocol Insecure

Interpreter Discovery Hooking ~ Symmetric Protocols

Encrypted

Non-C2

Protocol

Behavior Graph
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Screenshots
Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
c36.dll 7% Virustotal Browse
c36.dll 3% Metadefender Browse
c36.dll 14% ReversingLabs Win32.Trojan.Ursnif

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download
0.2.loaddll32.exe.f00000.0.unpack 100% Avira HEUR/AGEN.1108168 Download File
4.2.rundll32.exe.810000.1.unpack 100% Avira HEUR/AGEN.1108168 Download File
Domains

Source Detection Scanner Label Link
www.googleoptimize.com 1% Virustotal Browse
taybhctdyehfhgthp2.xyz 0% Virustotal Browse
thyihjtkylhmhnypp2.xyz 0% Virustotal Browse

Copyright Joe Security LLC 2021 Page 8 of 56


https://www.virustotal.com/gui/file/181fe6714ebaff8c1855e8e1dbac545ffd160df0ec96ddf920c5155916b7111b/detection/f-181fe6714ebaff8c1855e8e1dbac545ffd160df0ec96ddf920c5155916b7111b-1625670084
https://www.metadefender.com/#!/results/file/bzIxMDcwOXlPbFRWQURpVldfWjhqRUtWb3k/regular/analysis
https://www.virustotal.com/gui/url/daed096919e5f08ecfbd0a16ea010d95842c1073b4d98dfc0c9b74645787ab55/detection/u-daed096919e5f08ecfbd0a16ea010d95842c1073b4d98dfc0c9b74645787ab55-1625140420
https://www.virustotal.com/gui/url/d5e073d1df7cc8589ef166f695586dc01da581e119f8f12f82667baddfb7ebaf/detection/u-d5e073d1df7cc8589ef166f695586dc01da581e119f8f12f82667baddfb7ebaf-1625712186
https://www.virustotal.com/gui/url/85aa8f62cfebe94c774f041a506758abebcf14b8431ff5c03751543b44a8f64e/detection/u-85aa8f62cfebe94c774f041a506758abebcf14b8431ff5c03751543b44a8f64e-1625712217

URLs

Source Detection Scanner Label Link
http:i/scottjehl.github.io/picturefill 0% Avira URL Cloud safe
http:// 0% Avira URL Cloud safe
taybhctdyehfhgthp2.xyz/jdraw/vPapbiz2Eh/ZPYySNPAkvOvlyVz2/tWI_2FHqiE2d/6ywtXMerrZg/ABJ_2FJ

E5Z

http://https://dl.gmx.co.uk/permission/oneTrust/ 0% Avira URL Cloud safe
http:// 0% Avira URL Cloud safe
thyihjtkylnmhnypp2.xyz/jdraw/5aLAbJwTVae/qoEFd9apr890cM/6ay YRQOOdtFpSwTDI2aq9/CqChos6C

qnizb6H

http:/fwww.wikipedia.com/ 0% URL Reputation safe
http:/fwww.wikipedia.com/ 0% URL Reputation safe
http:/fwww.wikipedia.com/ 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
outlook.com 40.97.128.194 true false high
ZRH-efz.ms-acdc.office.com 52.97.186.114 true false high
www.mail.com 82.165.229.59 true false high
plusmailcom.ha-cdn.de 195.20.250.115 true false unknown
mail.com 82.165.229.87 true false high
wa.mail.com 82.165.229.16 true false high
www.googleoptimize.com 172.217.168.14 true false e 1%, Virustotal, Browse unknown
outlook.office365.com unknown unknown false high
s.uicdn.com unknown unknown false high
T . O O S N %
www.outlook.com unknown unknown false high
img.ui-portal.de unknown unknown false high
hhiothmbeypp2ovz koo umknown e e 096, Visttal Browse L unkaawn |
plus.mail.com unknown unknown false high
dl.mail.com unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation

http:// false high
outlook.com/jdraw/OvXGpKzLxUlvc/5YmODYZ1/gEkiOc5_2Bcj_2BJgBmclYf/4zl_2FilGx/zg7_2

FVZTFFpxQO0Zg/IVmTcFICtOu9/15kAqnW78YI/MXCY 1IZONNnEzVM/eyszIdhHfLOFhdO1fFyz9/
RRageJksBpKDOxIU/B2SSOZmmpvCp3s!/41JYpEC_2BP8ptXo3E/E9fvTGTLb/WJIEm1MuHv/

Uxoeld.crw

http:// false high
mail.com/jdraw/2x8ENuMVJEai_2FVqcwg/KQQ50kpnOM3L73ENNBE/G1knvzad_2Fg_2BkyC
0A3S/RcPZinl4BFdYu/NG5HWnbO/VfvWzx4Doj88hqHzLS5VCBO/IRrwEObYiX/1_2Fr33YbgAT
9RyOm/a_2FLfkuNA_2/F_2Fy3jjalf/Eg8brnQokZm55h/jGeurV8IMufit7jFcTF99/whDSjKuT/g9I8

UU7_2/B.crw

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious

52.97.201.210 unknown United States = 8075 MICROSOFT-CORP-MSN-  false
AS-BLOCKUS

40.97.128.194 outlook.com United States = 8075 MICROSOFT-CORP-MSN-  false
AS-BLOCKUS

195.20.250.115 plusmailcom.ha-cdn.de Germany - 8560 ONEANDONE- false
ASBrauerstrasse48DE

52.97.201.194 unknown United States = 8075 MICROSOFT-CORP-MSN-  false
AS-BLOCKUS

Copyright Joe Security LLC 2021 Page 9 of 56


https://www.virustotal.com/gui/url/daed096919e5f08ecfbd0a16ea010d95842c1073b4d98dfc0c9b74645787ab55/detection/u-daed096919e5f08ecfbd0a16ea010d95842c1073b4d98dfc0c9b74645787ab55-1625140420
https://www.virustotal.com/gui/url/d5e073d1df7cc8589ef166f695586dc01da581e119f8f12f82667baddfb7ebaf/detection/u-d5e073d1df7cc8589ef166f695586dc01da581e119f8f12f82667baddfb7ebaf-1625712186
https://www.virustotal.com/gui/url/85aa8f62cfebe94c774f041a506758abebcf14b8431ff5c03751543b44a8f64e/detection/u-85aa8f62cfebe94c774f041a506758abebcf14b8431ff5c03751543b44a8f64e-1625712217

P Domain Country Flag ASN ASN Name Malicious

52.97.186.114 ZRH-efz.ms- United States £S5 8075 MICROSOFT-CORP-MSN- false
acdc.office.com AS-BLOCKUS

52.98.163.18 unknown United States = 8075 MICROSOFT-CORP-MSN- false
AS-BLOCKUS

52.98.168.178 unknown United States = 8075 MICROSOFT-CORP-MSN- false
AS-BLOCKUS

82.165.229.16 wa.mail.com Germany - 8560 ONEANDONE- false
ASBrauerstrasse48DE

172.217.168.14 www.googleoptimize.com  United States £S5 15169 GOOGLEUS false

52.97.232.194 unknown United States = 8075 MICROSOFT-CORP-MSN- false
AS-BLOCKUS

82.165.229.59 www.mail.com Germany - 8560 ONEANDONE- false
ASBrauerstrasse48DE

82.165.229.87 mail.com Germany - 8560 ONEANDONE- false
ASBrauerstrasse48DE

Private

P

192.168.2.1

General Information

Joe Sandbox Version: 32.0.0 Black Diamond
Analysis ID: 446420
Start date: 09.07.2021
Start time: 15:33:16
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 9m 51s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: c36.dll
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
Run name: Run with higher sleep bypass
Number of analysed new started processes 38
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal84.troj.winDLL@34/91@25/13
EGA Information: Failed
HDC Information: e Successful, ratio: 12.6% (good quality ratio 11.9%)

e Quality average: 78.8%
e Quality standard deviation: 29.3%

HCA Information: e Successful, ratio: 73%
e Number of executed functions: 0
Number of non-executed functions: 0

.

Cookbook Comments: e Adjust boot time
e Enable AMSI
e Sleeps bigger than 120000ms are automatically reduced to 1000ms
e Found application associated with file extension: .dll

Warnings: Show All

Copyright Joe Security LLC 2021 Page 10 of 56



Simulations

Behavior and APIs

Time Type Description

15:35:37 API Interceptor 1x Sleep call for process: rundll32.exe modified

Joe Sandbox View | Context

IPs

Match Associated Sample Name /| URL SHA 256 Detection Link Context

52.97.201.210 Get hash malicious Browse

40.97.128.194 Get hash malicious Browse e outlook.c
om/owa/air
masteraust
ralia.onmi
crosoft.com

195.20.250.115 Get hash malicious Browse
Get hash malicious Browse
52.97.201.194 Get hash malicious Browse
52.97.186.114 Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse

Copyright Joe Security LLC 2021 Page 11 of 56


https://view.joesandbox.com/analysis/267961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267961/html/none?idtype=webid
https://view.joesandbox.com/analysis/202092/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/202092/html/none?idtype=webid
https://view.joesandbox.com/analysis/349038/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349038/html/none?idtype=webid
https://view.joesandbox.com/analysis/349036/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349036/html/none?idtype=webid
https://view.joesandbox.com/analysis/350239/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350239/html/none?idtype=webid
https://view.joesandbox.com/analysis/281769/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/281769/html/none?idtype=webid
https://view.joesandbox.com/analysis/203916/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203916/html/none?idtype=webid
https://view.joesandbox.com/analysis/197379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/197379/html/none?idtype=webid
https://view.joesandbox.com/analysis/194686/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/194686/html/none?idtype=webid
https://view.joesandbox.com/analysis/183768/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/183768/html/none?idtype=webid
https://view.joesandbox.com/analysis/181742/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/181742/html/none?idtype=webid
https://view.joesandbox.com/analysis/177230/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/177230/html/none?idtype=webid
https://view.joesandbox.com/analysis/176583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/176583/html/none?idtype=webid
https://view.joesandbox.com/analysis/176233/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/176233/html/none?idtype=webid
https://view.joesandbox.com/analysis/173426/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/173426/html/none?idtype=webid
https://view.joesandbox.com/analysis/166504/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/166504/html/none?idtype=webid
https://view.joesandbox.com/analysis/159109/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/159109/html/none?idtype=webid
https://view.joesandbox.com/analysis/89834/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/89834/html/none?idtype=webid

Domains

Match

ZRH-efz.ms-acdc.office.com

www.mail.com

outlook.com
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Associated Sample Name / URL SHA 256
Get hash

Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash

Get hash
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection

malicious

malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

52.98.163.18

52.97.232.194
52.97.186.114
52.97.201.210
52.97.232.210

52.97.201.242

52.97.186.98

52.97.232.194

52.97.232.194
52.97.186.18

52.97.232.242

52.97.232.226

52.97.232.226

52.97.186.114

52.97.186.18

52.97.232.194
52.97.232.226
52.97.232.194

52.97.232.194
52.97.232.210
82.165.229.59
82.165.229.59
82.165.229.59
82.165.229.59

40.93.207.1
52.101.24.0
104.47.53.36
104.47.54.36
40.93.207.0
104.47.54.36
104.47.54.36
104.47.54.36
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https://view.joesandbox.com/analysis/350239/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350239/html/none?idtype=webid
https://view.joesandbox.com/analysis/291861/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291861/html/none?idtype=webid
https://view.joesandbox.com/analysis/281769/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/281769/html/none?idtype=webid
https://view.joesandbox.com/analysis/267961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267961/html/none?idtype=webid
https://view.joesandbox.com/analysis/249584/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249584/html/none?idtype=webid
https://view.joesandbox.com/analysis/219351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/219351/html/none?idtype=webid
https://view.joesandbox.com/analysis/206813/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/206813/html/none?idtype=webid
https://view.joesandbox.com/analysis/206544/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/206544/html/none?idtype=webid
https://view.joesandbox.com/analysis/205406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/205406/html/none?idtype=webid
https://view.joesandbox.com/analysis/205234/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/205234/html/none?idtype=webid
https://view.joesandbox.com/analysis/204927/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/204927/html/none?idtype=webid
https://view.joesandbox.com/analysis/204339/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/204339/html/none?idtype=webid
https://view.joesandbox.com/analysis/204284/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/204284/html/none?idtype=webid
https://view.joesandbox.com/analysis/203916/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203916/html/none?idtype=webid
https://view.joesandbox.com/analysis/202446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/202446/html/none?idtype=webid
https://view.joesandbox.com/analysis/202394/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/202394/html/none?idtype=webid
https://view.joesandbox.com/analysis/202092/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/202092/html/none?idtype=webid
https://view.joesandbox.com/analysis/200413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/200413/html/none?idtype=webid
https://view.joesandbox.com/analysis/200041/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/200041/html/none?idtype=webid
https://view.joesandbox.com/analysis/199955/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/199955/html/none?idtype=webid
https://view.joesandbox.com/analysis/349038/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349038/html/none?idtype=webid
https://view.joesandbox.com/analysis/349036/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349036/html/none?idtype=webid
https://view.joesandbox.com/analysis/339610/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339610/html/none?idtype=webid
https://view.joesandbox.com/analysis/209142/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209142/html/none?idtype=webid
https://view.joesandbox.com/analysis/348512/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348512/html/none?idtype=webid
https://view.joesandbox.com/analysis/343057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343057/html/none?idtype=webid
https://view.joesandbox.com/analysis/342942/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342942/html/none?idtype=webid
https://view.joesandbox.com/analysis/342505/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342505/html/none?idtype=webid
https://view.joesandbox.com/analysis/340924/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340924/html/none?idtype=webid
https://view.joesandbox.com/analysis/338947/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338947/html/none?idtype=webid
https://view.joesandbox.com/analysis/331818/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/331818/html/none?idtype=webid
https://view.joesandbox.com/analysis/319815/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319815/html/none?idtype=webid

ASN

Match

MICROSOFT-CORP-MSN-AS-
BLOCKUS

MICROSOFT-CORP-MSN-AS-
BLOCKUS

JA3 Fingerprints

Match
9e10692f1b7f78228b2d4e424db3a%8c
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SHA 256
Get hash
Get hash
Get hash
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Get hash
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Get hash
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Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
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Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
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Get hash

Get hash

Get hash

> >
"3 []
@ @
o o
Q, o,
2 2
@ @
o -
(7] [
o o
3 3
= -
® ®
=z P4
o o
3 3
® ®
c c
P o
[ [

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious

malicious

Detection

malicious

malicious

malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Link

Browse

Browse

Browse

Browse

Context

52.98.163.18
13.107.4.50
104.43.139.144
52.239.214.132
52.228.135.155
20.199.16.46
40.97.116.82
104.45.180.93
104.45.180.93
20.80.30.45
40.101.136.2
40.101.136.2
52.97.201.18
104.42.151.234
137.117.66.167
40.88.32.150
40.93.212.0
40.97.116.82
191.235.71.131
104.43.193.48
52.98.163.18
13.107.4.50
104.43.139.144
52.239.214.132
52.228.135.155
20.199.16.46
40.97.116.82
104.45.180.93
104.45.180.93
20.80.30.45
40.101.136.2
40.101.136.2
52.97.201.18
104.42.151.234
137.117.66.167
40.88.32.150

40.93.212.0
40.97.116.82
191.235.71.131
104.43.193.48

Context

82.165.229.16
195.20.250.115
82.165.229.87
172.217.168.14
82.165.229.59

82.165.229.16
195.20.250.115
82.165.229.87
172.217.168.14
82.165.229.59

82.165.229.16
195.20.250.115
82.165.229.87
172.217.168.14
82.165.229.59

82.165.229.16
195.20.250.115
82.165.229.87
172.217.168.14
82.165.229.59

Page 13 of 56


https://view.joesandbox.com/analysis/350239/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350239/html/none?idtype=webid
https://view.joesandbox.com/analysis/350098/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350098/html/none?idtype=webid
https://view.joesandbox.com/analysis/350085/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350085/html/none?idtype=webid
https://view.joesandbox.com/analysis/350032/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350032/html/none?idtype=webid
https://view.joesandbox.com/analysis/350002/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350002/html/none?idtype=webid
https://view.joesandbox.com/analysis/349581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349581/html/none?idtype=webid
https://view.joesandbox.com/analysis/349380/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349380/html/none?idtype=webid
https://view.joesandbox.com/analysis/349352/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349352/html/none?idtype=webid
https://view.joesandbox.com/analysis/349344/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349344/html/none?idtype=webid
https://view.joesandbox.com/analysis/349224/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349224/html/none?idtype=webid
https://view.joesandbox.com/analysis/349038/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349038/html/none?idtype=webid
https://view.joesandbox.com/analysis/349036/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349036/html/none?idtype=webid
https://view.joesandbox.com/analysis/348977/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348977/html/none?idtype=webid
https://view.joesandbox.com/analysis/348865/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348865/html/none?idtype=webid
https://view.joesandbox.com/analysis/348694/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348694/html/none?idtype=webid
https://view.joesandbox.com/analysis/348690/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348690/html/none?idtype=webid
https://view.joesandbox.com/analysis/348512/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348512/html/none?idtype=webid
https://view.joesandbox.com/analysis/348485/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348485/html/none?idtype=webid
https://view.joesandbox.com/analysis/348460/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348460/html/none?idtype=webid
https://view.joesandbox.com/analysis/348343/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348343/html/none?idtype=webid
https://view.joesandbox.com/analysis/350239/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350239/html/none?idtype=webid
https://view.joesandbox.com/analysis/350098/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350098/html/none?idtype=webid
https://view.joesandbox.com/analysis/350085/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350085/html/none?idtype=webid
https://view.joesandbox.com/analysis/350032/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350032/html/none?idtype=webid
https://view.joesandbox.com/analysis/350002/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350002/html/none?idtype=webid
https://view.joesandbox.com/analysis/349581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349581/html/none?idtype=webid
https://view.joesandbox.com/analysis/349380/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349380/html/none?idtype=webid
https://view.joesandbox.com/analysis/349352/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349352/html/none?idtype=webid
https://view.joesandbox.com/analysis/349344/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349344/html/none?idtype=webid
https://view.joesandbox.com/analysis/349224/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349224/html/none?idtype=webid
https://view.joesandbox.com/analysis/349038/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349038/html/none?idtype=webid
https://view.joesandbox.com/analysis/349036/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349036/html/none?idtype=webid
https://view.joesandbox.com/analysis/348977/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348977/html/none?idtype=webid
https://view.joesandbox.com/analysis/348865/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348865/html/none?idtype=webid
https://view.joesandbox.com/analysis/348694/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348694/html/none?idtype=webid
https://view.joesandbox.com/analysis/348690/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348690/html/none?idtype=webid
https://view.joesandbox.com/analysis/348512/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348512/html/none?idtype=webid
https://view.joesandbox.com/analysis/348485/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348485/html/none?idtype=webid
https://view.joesandbox.com/analysis/348460/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348460/html/none?idtype=webid
https://view.joesandbox.com/analysis/348343/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348343/html/none?idtype=webid
https://view.joesandbox.com/analysis/350216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350216/html/none?idtype=webid
https://view.joesandbox.com/analysis/350208/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350208/html/none?idtype=webid
https://view.joesandbox.com/analysis/350206/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350206/html/none?idtype=webid
https://view.joesandbox.com/analysis/350182/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350182/html/none?idtype=webid

Match

Dropped Files
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Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

82.165.229.16
195.20.250.115
82.165.229.87
172.217.168.14
82.165.229.59

82.165.229.16
195.20.250.115
82.165.229.87
172.217.168.14
82.165.229.59

82.165.229.16
195.20.250.115
82.165.229.87
172.217.168.14
82.165.229.59

82.165.229.16
195.20.250.115
82.165.229.87
172.217.168.14
82.165.229.59

82.165.229.16
195.20.250.115
82.165.229.87
172.217.168.14
82.165.229.59

82.165.229.16
195.20.250.115
82.165.229.87
172.217.168.14
82.165.229.59

82.165.229.16
195.20.250.115
82.165.229.87
172.217.168.14
82.165.229.59

82.165.229.16
195.20.250.115
82.165.229.87
172.217.168.14
82.165.229.59

82.165.229.16
195.20.250.115
82.165.229.87
172.217.168.14
82.165.229.59

82.165.229.16
195.20.250.115
82.165.229.87
172.217.168.14
82.165.229.59

82.165.229.16
195.20.250.115
82.165.229.87
172.217.168.14
82.165.229.59

82.165.229.16
195.20.250.115
82.165.229.87
172.217.168.14
82.165.229.59

82.165.229.16
195.20.250.115
82.165.229.87
172.217.168.14
82.165.229.59

82.165.229.16
195.20.250.115
82.165.229.87
172.217.168.14
82.165.229.59

82.165.229.16
195.20.250.115
82.165.229.87
172.217.168.14
82.165.229.59

82.165.229.16
195.20.250.115
82.165.229.87
172.217.168.14
82.165.229.59
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https://view.joesandbox.com/analysis/350088/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350088/html/none?idtype=webid
https://view.joesandbox.com/analysis/350085/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350085/html/none?idtype=webid
https://view.joesandbox.com/analysis/350083/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350083/html/none?idtype=webid
https://view.joesandbox.com/analysis/349982/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349982/html/none?idtype=webid
https://view.joesandbox.com/analysis/349818/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349818/html/none?idtype=webid
https://view.joesandbox.com/analysis/349637/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349637/html/none?idtype=webid
https://view.joesandbox.com/analysis/349616/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349616/html/none?idtype=webid
https://view.joesandbox.com/analysis/349581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349581/html/none?idtype=webid
https://view.joesandbox.com/analysis/349578/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349578/html/none?idtype=webid
https://view.joesandbox.com/analysis/349527/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349527/html/none?idtype=webid
https://view.joesandbox.com/analysis/349501/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349501/html/none?idtype=webid
https://view.joesandbox.com/analysis/349463/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349463/html/none?idtype=webid
https://view.joesandbox.com/analysis/349414/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349414/html/none?idtype=webid
https://view.joesandbox.com/analysis/349287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349287/html/none?idtype=webid
https://view.joesandbox.com/analysis/349242/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349242/html/none?idtype=webid
https://view.joesandbox.com/analysis/349240/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349240/html/none?idtype=webid

No context

Created |/ dropped Files

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\DOMStore\BACZYXTY\plus.mail[1].xml

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit):  2.469670487371862

Encrypted: false

SSDEEP: 3:D90aKb:JFKb

MDS5: C1DDEA3EF6BBEF3E7060A1A9AD89E4CS

SHAL: 35E3224FCBD3E1AF306F2B6A2C6BBEAIB0O867966

SHA-256: B71E4D17274636B97179BA2D97C742735B6510EB54F22893D3A2DAFF2CEB28DB

SHA-512: 6BEBCEC7C862AFAE5B37AA32DC5BB45912881A3276606DA41BF808A4EF92C318B355E616BF45A257B995520D72B7C08752C0BE445DCEADESCF79F73480910Ft
D

Malicious: false

Preview:
<root></root>

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\DOMStore\E5FONRSV\www.mail[1].xml

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 26

Entropy (8bit):  2.469670487371862

Encrypted: false

SSDEEP: 3:D90aK1r0aKb:JFK1rFKb

MD5: 132294CA22370B52822C17DCB5BE3AF6

SHAL: DD26B82638AD38AD471F7621A9EB79FED448A71C

SHA-256: 451ABBEOAEFC000F49967DABF8D42344D146429F03C8C8D4AESE33FF9963CF77
SHA-512: 6D5808CAD199A785C82763C68FOAE1F4938C304B46B70529EA26B3D300EF9430AD496C688D95D01588576B3A577001D62245D98137FD5CD825AD62E17D36F15C
Malicious: false

Preview:

<root></root><root></root>

C:\Users\user\AppData\Local\Microsoft\internet Explorer\DOMStore\URWO0GA4Q\dl.mail[1].xml

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 26

Entropy (8bit):  2.469670487371862

Encrypted: false

SSDEEP: 3:D90aK1r0aKb:JFK1rFKb

MD5: 132294CA22370B52822C17DCB5BE3AF6

SHA1L: DD26B82638AD38AD471F7621A9EB79FED448A71C

SHA-256: 451ABBEOAEFCO000F49967DABF8D42344D146429F03C8C8D4AESE33FF9963CF77
SHA-512: 6D5808CAD199A785C82763C68FOAELF4938C304B46B70529EA26B3D300EF9430AD496C688D95D01588576B3A577001D62245D98137FD5CD825AD62E17D36F15C
Malicious: false

Preview:

<root></root><root></root>

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{7933872F-EOBA-11EB-90EB-ECF4BBEA1588}.dat

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 29272

Entropy (8bit): 1.7651719371869226

Encrypted: false

SSDEEP: 48:lwxGeprcGwpLAG/ap8WGIpc2GvnZpv/GojPgp9pGo4ntzpmfGWjSvTUGW|7T6pOD:rHZUZ622WTtjifqndzMFBY62VBiCpB
MD5: E357ED5A0542490A566B5EAC3CF2B44E

SHAL: F95BC202882DE6443B082B951A1D0A45CFC5F18A

SHA-256: 9A6DCDES377850667E1448F4B368CE80F34A1D10460BD05403C34EB9177713B0D
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{7933872F-EOBA-11EB-90EB-ECF4BBEA1588}.dat

SHA-512: ATFA106E156EB6CB5F1FBAS9CA266721B739F011F4A309BA5B7960E6D88061264A90F84ADB6D85E1D52988BEIBA0LC7BED4660AA8A020647B2C7540118C4A8F
Malicious: false
Preview:

..R.0.0.t. .[E.ntr.

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{93B4E600-EOBA-11EB-90EB-ECF4BBEA1588}.dat

Process: C:\Program Files\internet exploren\iexplore.exe
File Type: Microsoft Word Document

Category: dropped

Size (bytes): 29272

Entropy (8bit):  1.760850835499065

Encrypted: false

SSDEEP: 48:IwMGcprlGwpLsG/ap8JGIpcOGvnZpvyGomPgp9BGo4KAzpmxGWm5yThGWm7T6pzR:rQZvZu27WLtxifyKAzM6Y+6IMBBfpB

MDS5: FFBCC26AF9E9694FD5B2D63480E548CB

SHAL: 65B20697857DA51DB31AD002EEDE6609FFI699EC

SHA-256: B759D7445DE69538527100B8AES8AEDS589F237714F32363A125BBAEBSCF23AEE

SHA-512: B7AE401ABA04165F659A8BCIDEAF22FD28BDFOB86A309822A027B9BF721EAEBBA82837FD0609B065307ADC92CE892D1BIF9595F83A1635F3761860766A36581E
Malicious: false

Preview:

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{9AD72DEB-EOBA-11EB-90EB-ECF4BBEA1588}.dat

Process: C:\Program Files\internet explorer\iexplore.exe
File Type: Microsoft Word Document

Category: dropped

Size (bytes): 29272

Entropy (8bit):  1.768675594947137

Encrypted: false

SSDEEP: 96:rnZwZj29WXtOeiftleCezMieKefe6weWeBneBepB:rnZwZj29WXtpiftlbzM7j26dnBeUpB

MD5: 860C15A917AE5EDAD34C5A4369079228

SHAL: 7739C465EE37FCA2F5742880D86CCB2F7939722E

SHA-256: EF6FDE4CEOFF1B519088F82689CF6ACAE912D88419A6A121BD294A4F60EF86CF

SHA-512: 32B0E42DB337FBF07B9819F5DA063AF93E704C8F07F669570541722CA17DEGABEGABEBB5B7F02FFIBF1A32A08653128ADD4119C45BC28B6357ABB7693D0D6D]
F

Malicious: false

Preview:

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{A226C23E-EOBA-11EB-90EB-ECF4BBEA1588}.dat

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 29272

Entropy (8bit):  1.7672131605186487

Encrypted: false

SSDEEP: 48:lw0GcprdGwpLPG/ap8kGlpcjGvnZpvgioGoGPgp9TwGo4aAzpmYGWGS5STIGWG7T0:roZHZ32kWEt3iffaAzMJIg6GMBIfpB
MD5: 14C36095648E6FOE3C14F7B709318B5A

SHAL: CA87585CCD780D833A88B459786E21BD1FAS86E8

SHA-256: B726879054E47A2A9EE8F3A0AF49B71BBF513B5D0F3179815CCC7C32D24BESAS

SHA-512: 45D14CC2275889A9FCDE940FF116F63018854C68124E27F04A1786EE4E13BI9CD8515863E2A568571D4BE018B63BC45AC0974342453A2A59ECA775911D42075C4
Malicious: false

Preview:

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{A90D6F77-EOBA-11EB-90EB-ECF4ABBEA1588}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{A90D6F77-EOBA-11EB-90EB-ECF4BBEA1588}.dat

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

dropped

29272

1.7635889906689852

false

48:lw2PGcpr8kGwpLFdG/ap8Ty7GIpcRHIGvnZpvR8GoMPgp9RIG04ISzpmleGWMS5AY :rMZjZD2CWVt7ifNISzMIFaM6qGBgJpB
DAA2D9C509F3C8A7586531B46208B354

3BBD682CD1AF2A71C645EB9A903211E73AD7F150

B73DECE6615B7D296E69FC053020389FC3DB8CF438B7C544BAC6EB6E4FD033B4
722894DE6573627704559516AF177EA71F2639C5CDB1DE02B1755B7154E69791E2COEEDF3C6B2DB66048F9261BB26AFCFABAA935F2D697841A3ACDES26704134

false

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{B0214095-EOBA-11EB-90EB-ECF4BBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

Microsoft Word Document

dropped

29272

1.7676592628520662

false
96:rcZDZ/22WfHtf+iffAKwzMfl4m6Q8BBfpB:rcZDZ/22Wvt2if4AKwzMN4m6Q8BBfpB
8D8BB64BC60365F0C5E5322442989081
21817155A05422CFB1FF68F35922CCELED1D152B
5F816B5996B30AD86BC6EFOBAB4EF3EE4ACED2016D36B707290FEEODFA12ED73

466C73C758D690F851E3A1285D35BBA7D3D88799931543B7C06616D8EDA025C1BB5DC412AEA9E025FAGC96757E81DF8DF4111DD3CEOC86F34CAFF02D88DB9¢E
7

false

.R.0.0t. .E.ntr.

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{B9821E81-E0BA-11EB-90EB-ECF4BBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

Microsoft Word Document

dropped

21592

1.7577213913748129

false
48:lwaGepr77GwplLQ8G/ap8QTGIpcQGGVNZpvQiGoaPapdQvoGo4GUzpmQBGWa50TR:reZ7VZQ+2QVWQDIQVIfQTGUZMQGMV
9BFBF0B240C274AD1AD4DC4CD467EDB8

638ADA4BB03E34A8FF23337EFE0028D634617B52
57C4744BDB991AC4CDF98288F9B5F3E074D70E590AA424A8DAEO5B6518037E5F
05AA22B8D742B2AAC35C42194684F22509726E6B76819F7DD9803C9AOBEI8BOE73B6C4618D2502CCC862E11DAOD62E8253A35C5780F9DA7F896475ADB2B8DES3L

false

.R.o.0t E.ntr.

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\{79338731-EOBA-11EB-90EB-ECF4BBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\internet explorer\iexplore.exe

Microsoft Word Document

dropped

27376

1.8484230241840844

false
48:lwwGcprRGwpahG4pQVGrapbSPGQpBWGHHpcXTGUp87GzYpmgUGopoOQKMcUqz6VE:r0ZLQz6FBSZjV2hWBMN60/cVx0/cOcA
72436BA6E6BDBOCCEB4ABCAC261EF8D5

22F9AC1CFE41D86F394CC9C20592B8EC98DAFF4A
27DF74B2F8C7BB7365A1776BEDO00C7C469CDC844C35DFF59873E2B28CB3B547
5EE58B5COAOE3DA46F51A07627D573E0ED60069F3968F3COA6AD855F19A3FEAS6EAG59CI3CA228C55701809A852E767736C24839194F064D7EE5885ACOBAF99¢

false
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\{79338731-EOBA-11EB-90EB-ECF4BBEA1588}.dat

Preview:

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{93B4E602-E0BA-11EB-90EB-ECF4BBEA1588}.dat

Process: C:\Program Files\internet explorer\iexplore.exe
File Type: Microsoft Word Document

Category: dropped

Size (bytes): 27384

Entropy (8bit):  1.8466127532465868

Encrypted: false

SSDEEP: 96:1kZbQ36FBSSjx2NWcM8yv3k9SBOPRV3k9SBOOrA:rkZbQ36FkSjx2NWcM8yv3kDPRv3kDOrA

MDS5: 33D22CD434B44447ABA2A36D365BDC1E

SHA1L: 760003E8561C7EEC02586F770E9BA511735A1113

SHA-256: 4988E68E693BDE520442FCDF525EBF9942CA4402B198A2ECI5E198934B46A5A4

SHA-512: 287432579A4042D3D0434B55AAB3F97C684CAAB5B0CC7EOF5564402B0441D7F138FFCB8885510765F5F7362149ADD79E27DASAC59D07F0F68459D7A6A2F1BBAT
Malicious: false

Preview:

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{9AD72DED-EOBA-11EB-90EB-ECF4BBEA1588}.dat

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 27372

Entropy (8bit):  1.8451347187332205

Encrypted: false

SSDEEP: 48:lwpGepriGwpaoG4pQkGrapbSCGQpBaGHHpcLTGUp8rGzYpm19Gopc75KMUAMKUA2:rvZQQ46yBSKjh2IWRMZ+0IUAOXOIUAUA
MD5: 1044858E38DD65E632328AF5F1906E36

SHAL: 95CC8962762433907252F01FF661A27138847D10

SHA-256: 3848EF6A0CB48CE488D6ACB6E10B3E2B5D4329AB1593672CA254DBEEED 701432

SHA-512: 5D09A0D0585357C289E072D8CBDF977CB104DC6BCD30D59008B8DAB35F23F62DDAASD721259F1047E9CC83D008B38BB673365BF4180043B3FE097E3862A9117
Malicious: false

Preview:

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\{A226C240-E0BA-11EB-90EB-ECF4BBEA1588}.dat

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 27376

Entropy (8bit):  1.845358168837199

Encrypted: false

SSDEEP: 96:rgZHQD6tBS4jN2FW2M36SztdFSCxSztdFS7tdgA:rgZHQD6tk4jN2FW2M36YtxYCSA

MD5: E7EB3B4FC3827E8D4F4389533EA4BESA

SHAL: 03363ED25073F11E3F83EDB31F081FD385EFES71

SHA-256: 8AC2E78033C0A005D2779937DEDA56371E14CEOECEFFE920B701F71F09483F64

SHA-512: 98EB19F7080BB52771B5B389E4FD4D55E70A697AFA723B78C689C09EEAIAEACAIFFO4FEDB5B1024AFED19D752B228E6723DE03B7B38CB50FCCDEYOBO6CEAG
DD5

Malicious: false

Preview:

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\{A90D6F79-EOBA-11EB-90EB-ECF4BBEA1588}.dat

Process: C:\Program Files\internet explorer\iexplore.exe
File Type: Microsoft Word Document

Category: dropped

Size (bytes): 29960
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\{A90D6F79-EOBA-11EB-90EB-ECF4BBEA1588}.dat

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

1.8628684821676544

false

96:r7ZgQg6eBSqjRr2mVWgMYi9/9SgpvL9Sg2FP2:r7Z2gQg6ekgjh2mVWgMYiigpvMg2FP2

DEE18DF4D00971DF2972361EDDBC3676

C44ADE76DC20D39BB6D5E7075C823283A00A9771

3888087904EDB74EEECC5840D497871FA123ED138F428F5C3B2C0995243E3A70
43152F6C24785ED4411409D23545141624EA5D1AA6E430516A13BF7A5382AE35A310AC96DE0122832339EB94F97BFES5F8139DE24D82EBI5B38EGE6B35C563EAE

false

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{B0214097-E0BA-11EB-90EB-ECF4BBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

Microsoft Word Document

dropped

27364

1.841994411361193

false
96:rWZIQW6WBS0j52FW5MpGIOON8I7RIOON8IgIA:rWZIQwEWkoj52FWS5MpGIOIRIOdIA
88769BF73148F680CD40F1D3B420DD37
3E4A69A49B6F6ABAB01191E1EE2D72252E6FE30D
7DCO0DBE72B4B5B44532BAFCA576576BB5B6FE26C35498D08610A0E9EC75EACT

C207F096807724752FDE601EDOFB1E6D675ACF3DDAB3BA1EF22842A4C4AE38DD797E8B654F79CFAO0COA7EODAF8B42C4619EBEC9810697275BB967E51F9723F
1

false

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{B9821E83-E0BA-11EB-90EB-ECF4BBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

Microsoft Word Document

dropped

16984

1.57382554741078

false
48:lwzGepr2GwpaaG4pQKGrapbSrGQpBI8GHHpcICYTGUPG:rJZuQa68BSFilj2ICAA
0C927A7FE41E03D37163F6BB63A5C6AT
3DEBED39071C818AF08018C8AFDABDO6A54C732D
CB01138ABB67F844CAD3058FB27F45EFF8F1EF6D6303026C032517C26AB3055F
BF22C17E2C2F44F3F334564E5891052D43543609055A8D544D69AA8C6893A4FD148ECAD8CA5332C6316CCDACOA198069B2AF9E94BFF1B552E3ADCFAESA9692¢E

false

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-17529550060\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.077643292507362

false

12: TMHdANMNXxOEfVVqGDVVqG3nWiml002EtM3MHANMNXOEfVVgGDVVgG3nWiml000YGl:2d6NxO+qGLgG3SZHKd6NXxO+qGLgG3SZ2
4F548018A12B2CBB9379850F36B03ECE

E6402388D3C0B9D974B869AEBA318B82152FE262
C3FEOOBD35AE9A2E09B288D668D31780C7B3D03115E77FFE60E52B4020CBESSA

A2C90DBFDC97F8A4FC92E3CAEDOF49392C45272F6B2E97513D86B736DE08FD888054CD2852AB58CABCES7461776DD9172AA8B23F7C1A29FFD193CD35C96AB
OE

false
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-17529550060\msapplication.xml

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x4f5f3b4c,0x01d774c7</date><accdate>0x
4f5f3b4c,0x01d774c7</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml ver
sion="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x4f5f3b4c,0x01d774c7</date><accdate>0x4f5f3b4c,
0x01d774c7</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile></msappli
cation></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.137148588599829

false

12:TMHdNMNxe2kfiGDIG3nWimI002EtM3MHANMNxe2kfiGDIG3nWimI000Y Gkak6Ety:2d6NxrhG+G3SZHKd6NXxrhG+G3SZ7Yzan
049C164DD015A479C97FC95AD4E75804

A26B2ED175485B9A3D57C33AD3A8430DCBD26BB3
B86D384F3D4B248520A3DEB7BB5CC45E32E787E8A6C808F25D8B7E6703516585

3A9643F003AF880E9F21D1C7CBD513258AA48C01ECA4C3D3962166DB1C78E57E789154D6B0A2A9C1711042FBB3CAF3BC66F73A34AABBB037D4801A7B36AC04
6

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0x4f581423,0x01d774c7</date><a
ccdate>0x4f581423,0x01d774c7</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0x4f581423,0x01d774c7</date><a
ccdate>0x4f581423,0x01d774c7</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

662

5.098112437807373

false

12: TMHANMNxvLfVVgGDVVgG3nWiml002EtM3MHANMNxvLVVgGDVVgG3nWiml000YG8:2d6NxvLgGLG3SZHKAENxXvLGLgG3SZy
6BACE3C62B41027E88964AA48181C082

65DE27B7C058788BBCDD8ESBBAGD171A985F7A2E
34C599B121358792BDCD58CD2252802714D5E4EE902DECB1604092455478DEA2

EAAOFEF1EBC634D6257E29E68CCB826461AE97AB076321CCFCE745183FA4FB40C336B66948777DBOESE35E7AC52158BC74A010C11EDIB7D2E4ECAQ7EQEDSS|
28

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x4f5f3b4c,0x01d774c7</date>
<accdate>0x4f5f3b4c,0x01d774c7</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x4f5f3b4c,0x01d774c7</date><accda
te>0x4f5f3b4c,0x01d774c7</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

647

5.125006477901255

false

12: TMHANMNXifiGDIG3nWimI002EtM3MHANMNXifiGDIG3nWimI000YGA5EtMb:2d6NxXG+G3SZHKA6NxXG+G3SZ7YEjb
71D8DB4823FBOD8C934FF65403A1AFDC

23BE727A877A0C8A03483208C598AF043B89F940
FCC1CCF8AO0A7303C7671DE3F1D550CF6D7A83C737365749B659AC5FA7B4169C4

3E491B348D235B99F6434CC88948699C311BBE38438ADAB946A19D2BD12E700D7513E1DB3827DE912FCBBF209B1152FAB99D1B38FB15E78D8AEABBA4869DAC
C

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x4f581423,0x01d774c7</date><acc
date>0x4f581423,0x01d774c7</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x4f581423,0x01d774c7</date><accdate>0x4f581
423,0x01d774c7</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-6757900\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.108282758856673

false
12:TMHANMNxhGwfVVgGDVVqG3nWimI002EtM3MHANMNxhGwfVVgGDVVgG3nWiml0000:2d6NXQKqGLgG3SZHKdENXQKqGLgG3SZw
D369955E7B1A91A8E7AA9932CDDCC50D

09795A8B5A6DBESC701EC476AF152F7E9327AF1B
CA27BB2A26B8CC1FE1658946485FAC67CC6225A6EC1E4ED6E7BD8BEBACB82A4A

B671CAC844EB0245E9EES592ABD23D45BC224C8D163AA6D988F545A705B2E4A4C9576481425BBECBC8A7AB68B4C6D6BDS9EEDSFAE24F107DB3245433F580DB
3B

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x4f5f3b4c,0x01d774c7</date><
accdate>0x4f5f3b4c,0x01d774c7</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x4f5f3b4c,0x01d774c7</date><accdate>0
x4f5f3b4c,0x01d774c7</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.11316320698828

false

12: TMHANMNXOnfiGDiIG3nWimI002EtM3MHANMNXOnfiGDIG3nWimI000YGXEtMb:2d6Nx0qG+G3SZHKAENX0qG+G3SZ7Ygh
E4C7A650178EB252B223A9F35518E4F7

353879AAF5A8A96BDCC48CD9A1B5B512AF53685F
26A43EFESAEB72CE32390FC094E8EC596BF0A3833C1057228ECD07B2C571E2CD
D71480190A1516E06A322B6134C84438D16E2C4A66CD43271D28FA57C64C728BB65807F1C675F594C2AF9F354B09C2870882CA215781837CE4379FB6EOC39F42

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x4f581423,0x01d774c7</date><a
ccdate>0x4581423,0x01d774c7</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x4f581423,0x01d774c7</date><accdate>0x4
f581423,0x01d774c7</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoftlinternet Explorer\Tiles\pin20259167780\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.148965504260306

false

12: TMHANMNxxfiGDIG3nWimI002EtM3MHANMNxxfiGDIG3nWimI000Y G6Kg5EtMb:2d6NXx8G+G3SZHKdENX8G+G3SZ7Yhb
B67BE30C884EB5A5C24D707D93FE34A5

1BBDE9F889A68C371415B68A425A029BB28B848B
2C69C779B3F90CD6EYEDEF6043C4E96CD373AC7A042E8B2A36E5A91D1455A9E1

14F68E1BD63E87A89FDF66D042DDFICA65D97BB7353E37A7189120B45B1C939B2607E313C1CBEO9EDE379FF6DBCFC3D88F774BEB56E1F26B6A4C1E819E326F
Cc7

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x4f581423,0x01d774c7</date><
accdate>0x4f581423,0x01d774c7</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x4f581423,0x01d774c7</date><accdate>0
x4f581423,0x01d774c7</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\NYTimes.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin20332743330\msapplication.xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators
dropped

659

5.128380769085361

false

12:TMHANMNXxcfiGDIG3nWimI002EtM3MHANMNXxcfiGDIG3nWimI000Y GVEtMb:2d6NxpG+G3SZHKd6NxpG+G3SZ7Ykb

Copyright Joe Security LLC 2021 Page 21 of 56



C:\Users\user\AppDatal\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

FB4B4BFC282A6989351F2FAC511DB7BB

5D39904F4497D8A32BE2F85DCB261B69DCC1CB6C

0B80B61D6B1D2A864C67553EC47CC2519F76B797E0844599A4E8349EEEOBBD54
83A0C2811556DFEOFAC926FEQ5A0732B7C9054A64870FDB010540075F2418B87095D2E005B52A758E728AC09CA2035671B7919E069CAB4D2F638D887075F91DC

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x4f581423,0x01d774c7</date>
<accdate>0x4f581423,0x01d774c7</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x4f581423,0x01d774c7</date><accdate
>0x4f581423,0x01d774c7</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook
.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.110206223190144

false
12:TMHdNMNxfnfiGDIG3nWimI002EtM3MHANMNxfnfiGDIG3nWimI000Y Ge5EtMb: 2d6NXSG+G3SZHKABNXSG+G3SZ7YLjb
DF443D71A7C55AF2DBC2AF7BD74E7470

91222EACC331FB727B527B2906C96A0B2F8A2F43
3C61157C622837D6C5ABEO4E3F5362959501F4976352A60F4349B2DC64C17B5C
CF293B3672EFF953C85D4F718C355DC8D6A7A6DAAB686486C7624BE62378FFC4AF164FAADEDSEB5F72D36C142A0389A988474A65CC71A63C375963488CBF45€

false

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0x4f581423,0x01d774c7</date><a
ccdate>0x4f581423,0x01d774c7</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0x4f581423,0x01d774c7</date><accdate>0x4
581423,0x01d774c7</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Google.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppDatal\Local\Microsoft\internet Explorerlimagestore\gee00prlimagestore.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

data

modified

1298

3.8963701531382857

false
24:MjkSOc8cM8cccccS8ecccccccc9ccccceccecccUPkkelO8108108cl081081087:Mj10fISSNSSNSSNSSz00Y P00y
6A45E7CCICB7F66F4C180CC9CB014996

2C4FAQ7764FB5695C3A98E58091F026FD2CDAGGE
53604C823C59B3105B4953B810A086FB6BD3084BEAS3A7DE13E6FEE92C09A9CY

83E5B17CE495F34AEC14E655F59C03D2E75E6367A5ABAES527A965DBB5D84B2F9F07FAFS5AA150EC951953B2FF3C5BD0BD5139DB48E704150A8DE74D903BE6GB
D7

false

7https../ls..uicdn..com/ma.ilint/9..1.7.25..0/as.s.ets/faVv.icC.0n.0iCO~ . N i A&
\&!.b)].b)..c).d+..d+..d+..d+..d+..d+.d+..d+. . U*..c)W.b)..c).d+..d+..d+..d+..d+..d+..d+.d+.d+.d+.d+.d+

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\2WF3MMUU\B[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text

dropped

457

5.85246206841824

false

12:J0+oxORIJWWP(QTLtcRjKfiedFVI4dxQXET:y+OWPMgj+joFH4z
7CDD6C617CC29175DB22EEC832306D19
B97AD33E345E7556B8E1A2F1306A38D0748D5CE9
F7CD3CCD87E788F8608BAF1493BB22A5FA6228E510FF109C37D9D3F90421F8D3

031286D8C58555E10DD845COFCE231CB9FCACC6DDBA08598CEFD89E824BBEDBEBADFASFDF02AB07C273780063069740A77462CC341D92561C3291DEGEL1E7
F6

false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\2WF3MMUU\B[1].htm

Preview:
<IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN">.<html><head>.<title>301 Moved Permanently</title>.</head><body>.<h1>Moved Permanently</h1>.<p>The
document has moved <a href="https://mail.com/jdraw/2x8ENuMVJEai_2FVqcwg/KQQ50kpnOM3L73ENNBE/G1knvzad_2Fg_2BkyCoA3S/RcPZinl4BFdYu/NG5HWnbO/viv
Vzx4Doj88hgHzLS5VCBO/IRrw60bYiX/1_2Fr33YbgATIRyOm/a_2FLfkuNA_2/F_2Fy3jjalf/Eg8brnQokZm55h/iGeurV8IMuflt7jFcTF99/whDSjKuT/g9I8UU7_2/B.crw">he
re</a>.</p>.</body></html>.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\NewErrorPageTemplate[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators
Category: dropped

Size (bytes): 1612

Entropy (8bit):  4.869554560514657

Encrypted: false

SSDEEP: 24:5Y0bQ573pHpACtUZtIDOIFBopZleqw87xTe4D8FaFJ/Doz9AtjJghCzg:5m73jcIqQep89TEW7Uxkk

MD5: DFEABDEB4792228093A5A270352395B6

SHA1L: E41258C9576721025926326F76063C2305586F76

SHA-256: 77B138AB5D0A90FF04648C26ADDD5E414CC178165E3B54A4CB3739DA0F58E075

SHA-512: E256F603E67335151BB709294749794E2E3085F4063C623461A0B3DECBCCA8E620807B707ECIBCBE36DCD7D639C55753DA0495BEBSBAAESFBEBFC52AB4B284F
D

Malicious: false

Preview:
.body.{.. background-repeat: repeat-x;.. background-color: white;.. font-family: "Segoe UI", "verdana", "arial";.. ~margin: Oem;.. color: #1f1f1f;..}.....mainContent..{..
margin-top:80px;.. width: 700px;.. margin-left: 120px;.. margin-right: 120px;..}.....title.{..  color: #54b0f7;..  font-size: 36px;.. font-weight: 300;.. line-height:
40px;.. margin-bottom: 24px;.. font-family: "Segoe UI", "verdana”;.. position: relative;..}.....errorExplanation..{.. ~color: #000000;.. font-size: 12pt;.. font-family:
"Segoe UI", "verdana", "arial";.. text-decoration: none;..}.....taskSection..{.. margin-top: 20px;.. margin-bottom: 28px;.. ~position: relative; ..}.....tasks..{.. ~color: #00

0000;.. font-family: "Segoe UI", "verdana";.. font-weight:200;.. font-size: 12pt;..}....li.{.. ~margin-top: 8px;..}.....diagnoseButton..{.. outline: none;.. font-size: 9pt;
..}.....launchinternetOptionsButton.{.. outline: none;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\adservice[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 23

Entropy (8bit):  4.088779347361362

Encrypted: false

SSDEEP: 3:ZDEBpTYrA7:upUrA7

MD5: EADCCDBDF98DD4B26583A4E8C3197C1D

SHA1L: EEFCAE4E7D559B53051E6A797228A291FD7D14D4

SHA-256: B8C95BCA87EEB89E33E456C37CF97B48849A9CEF2D5D010F687EBD9F474E618C
SHA-512: 4D3EF6E334F698E162B6F7E937A368C51820EB5365560B8BCDD896C56B3096AFD50CA66D03D87FD24ADEEFAAEFA474B8C69C84F604259873D4D0572C377FBB4]
Malicious: false

Preview:

ui._noadblocker = true;

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\dnserror[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 2997

Entropy (8bit): 4.4885437940628465

Encrypted: false

SSDEEP: 48:u7u5V4VyhhV2IFUW29vjORkpNc7KpAP8Rra:vIlJ6G7Ao8Ra

MDS5: 2DC61EB461DA1436F5D22BCE51425660

SHA1L: E1B79BCABOF073868079D807FAEC669596DC46C1

SHA-256: ACDEB4966289B6CE46ECC879531F85E9C6F94B718AAB521D38E2E00F7F7F7993

SHA-512: A88BECB4FBDDC5AFC55E4DC0135AF714A3EEC4A63810AE5A989F2CECB824A686165D3CEDB8CBD8F35C7ES5BIF4136C29DEA32736AABB451FE8088B978B493
AC6D

Malicious: false

Preview:
.<IDOCTYPE HTML>..<html>.. <head>.. <link rel="stylesheet" type="text/css" href="NewErrorPageTemplate.css" >.. <meta http-equiv="Content-Type"
content="text/html; charset=UTF-8">.. <title>Can&rsquo;t reach this page</title>.. <script src="errorPageStrings.js" language="javascript" type="text/javascript">..

</script>.. <script src="httpErrorPagesScripts.js" language="javascript" type="text/javascript">.. </script>.. </head>.... <body onLoad="getInfo(); initMo

relnfo('infoBlockID');">.. <div id="contentContainer" class="mainContent">.. <div id="mainTitle" class="title">Can&rsquo;t reach this page</div>.. <div
class="taskSection" id="taskSection">.. <ul id="cantDisplayTasks" class="tasks">.. <li id="task1-1">Make sure the web address <span id=
"webpage" class="webpageURL"></span>is correct</li>.. <li id="task1-2">Search for this site on Bing</li>..

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\2WF3MMUU\down[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: PNG image data, 15 x 15, 8-bit colormap, non-interlaced
Category: dropped
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\2WF3MMUU\down[1]
Size (bytes): 748
Entropy (8bit):  7.249606135668305

Encrypted: false

SSDEEP: 12:6v/7/12QeZ7HVJI606yiqlpatSQfAVFcmB6R2HkZuU4fB4CsY4NJIrvMezoW2uONroc:GeZ6oLigkbDuU4fqz TrvMeBBIE

MDS5: C4F558C4C8B56858F15C09037CD6625A

SHA1L: EE497CC061D6A7A59BB66DEFEA65F9A8145BA240

SHA-256: 39E7DE847C9F731EAA72338AD9053217B957859DE27B50B6474EC42971530781

SHA-512: D60353D3FBEA2992D96795BA30B20727B022B9164B2094B922921D33CA7CE1634713693AC191F8F5708954544F7648F4840BCD5B62CB6A032EF292A8B0ES2A44
Malicious: false

Preview:

....b. $..s..7tRNS.a.0(,.s....e......q
.F.Z....IDATX"%.S..@.C..m.mTk...m.?|;.y..S....F.t. = lezelksCl X< +..0>...%3BmgaV
.heZ_<Y_jG..WNA<>Nu.u@.....M....7...1D.m~)s8..&....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\entry3[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: Java source, ASCII text, with very long lines
Category: dropped

Size (bytes): 3738

Entropy (8bit):  5.128222360321455

Encrypted: false

SSDEEP: 96:nsLct7RMFPdwFstUWrAXGhFdikNQLIZdCX0wqxt1929zU0S9UUug2PO15DUY :nsLc/stU2TdikeLalwgxtAmBSal2G15R

MD5: 77FCAE5B56286E5B7A4033AC43BE4A9F

SHA1L: 95E408BA7A13AE940BC400599486AA89AFF37965

SHA-256: EO0D29F4750FE322783A6542DF251330D7B2EA19650F8BEE3CF6987F1E230283

SHA-512: E97507A146B5163E220EC65A5CCD262608E7F15245A507A8404714B2BDF0071F734973C6EB1D41A13D617139E7F81F421635211AE63AC2423294977A8C152B24
Malicious: false

Preview:

import{L as t,a as e,P as n}from"./pubsub-bbe1bfa8.js";function o(t){return new Promise((e,n)=>{const o="$importModule$"+Math.random().toString(32).slice(2),i=d
ocument.createElement("script"),r=()=>{delete window[o],i.onerror=null,i.onload=null,i.remove(),URL.revokeObjectURL(i.src),i.src=""};i.type="module",i.setAttribute("cross
origin“,"),i.onerror=(()=>{n(new Error("Failed to import: ${t}")),r()}).i.onload=(()=>{e(window[o]),r()});const s=function(t){const e=document.createElement("a");return
e.href=t,e.cloneNode(!1).href}(t),a=new Blob(['import * as m from '${s}"; window.${o} = m;] {type:"text/javascript"});i.src=URL.createObjectURL(a),document.hea
d.appendChild(i)})}const i=Object.create(null),r=console.warn.bind(console);function s(t=document,e=r,n,s){const a=function(t,e){"function"==typeof e&&(i[t]=e)}c=functio
n(t,e,n){const o=i[t];if("function"!=typeof o)throw new Error("[autolnit] Could not find constructor in registry for ${t}.");if(e[t])return void n([autolnit] Module alre

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\head.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 6720

Entropy (8bit):  5.307833121269399

Encrypted: false

SSDEEP: 96:tiM4y2jLh3TMLIivjG87z/73iBLnUxsBE+V+p7XRD6rEuTeOZBL/y9efzxLw:7F2PKQjGa7WbEsSNV+p79DmzZIiweVLw

MD5: F995A1E4925CCC2BCID5488A78CB4814

SHA1L: 3E9ABICO64FE2EESEB6C4A46A1D1F1C7A2875BB8

SHA-256: 1BEB1C73F41C92C2365CC2CF58A5C5C6C204DFA31354AF21560374776D7EE628

SHA-512: D73382DEACF7ECFE9559A255929F46C4C673BE7455483C8A2424DA32B906E279FEF665C81C36AFB36430BD746CE83D898AEE468830A09CEB61E314F1A38DDB'
7

Malicious: false

Preview:

/*! modernizr 3.3.1 (Custom Build) | MIT *. * http://modernizr.com/download/?-csstransforms-csstransforms3d-csstransitions-flexbox-flexboxlegacy-flexboxtweener-
placeholder-setclasses !*/.!function(e,n,t){function r(e,n){return typeof e===n}function s(){var e,n,t,s,o,i,a;for(var | in x)if(x.nasOwnProperty(l){if(e=[],n=x[l],n.name&&
(e.push(n.name.toLowerCase()),n.options&&n.options.ali &&n.options.ali length))for(t=0;t<n.options.aliases.length;t++)e.push(n.options.aliases|t].toLowerCase())
sfor(s=r(n.fn,"function")?n.fn():n.fn,0=0;0<e.length;o++)i=e[o],a=i.split("."),1===a.length?Modernizr[a[0]]=s:('Modernizr[a[0]]|[ Modernizr[a[0]]instanceof Boolean||(Moder
nizr[a[0]]=new Boolean(Modernizr[a[0]])),Modernizr[a[0]][a[1]]=s),y.push((s?"":"no-")+a.join("-"))}}function o(e){var n=w.className,t=Modernizr._config.classPrefix||"";if(S&&
(n=n.baseVal),Modernizr._config.enableJSClass){var r=new RegExp("(*\\s)"+t+"no-js(\s|$)");n=n.replace(r,"$1"+t+"js$2")}Modernizr._config.enableClasses&&(n

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\2WF3MMUU\permission-layer.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 14993

Entropy (8bit):  5.310369339102209

Encrypted: false

SSDEEP: 384:y9JkLPdvuilyq6sVIH/IpvMZ+K4KSvhKeKRKFi/KcKKKEy:y7k1vV9H/083

MD5: 222COFE80A18CB649E92454A976456B8

SHAL: EABOE84FD31194DCECF5A1C01474DDC70E4F6DBC

SHA-256: E8BB53385EE296FD7F68168EC7B78BE6B3D79A656EDB16CAE9I7CBF531B540FDA
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachell[E\2WF3MMUU\permission-layer.min[1].js

SHA-512:

Malicious:

Preview:

9AB58E13D1D009DC113013B44A45AB39E8D4DOESFB005599674EASED4F858D11F3895679D7AF7ED1553C1E9D1594A67FOED8DCF4BBEDSC9C82258D3DBBBF3!
66

false

var PermissionLayer=function(){"use strict";function e(e){if(!(0 in arguments))throw new TypeError("1 argument is required");do{if(this===e)return!0}while(e=e&&e.parentNo
de);return!1}./*! .Copyright (c) Microsoft Corporation...Permission to use, copy, modify, and/or distribute
this software for any.purpose with or without fee is hereby granted... THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL WARRANTIES WI
TH.REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY.AND FITNESS. IN NO EVENT SHALL THE AUTHOR BE
LIABLE FOR ANY SPECIAL, DIRECT,.INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM.LOSS OF USE, DATA
OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR.OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE
OR.PERFORMANCE OF THIS SOFTWARE.. */.function

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\picturefill.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

dropped

7707

5.348756688914539

false

192:h1Xr6SGagHWOrIEtQDVhI3t4An5C5Pr+EfWL:hFr6 SGDbJ56Pr+Efi
D3325BC1D59DAESAEDDALC5EADOCD1D6
FAB1FEAOBAEC4AB9B6BFF45BDEA81D8883357E35
D603B6E5C404D28A9F1C12BB0OB57D8C9967836A8F53CCE046A2AB3FD1F3B2F52

3B90E2CF6024A8A58AECBC38B7C0671C5FF8EC22CC3E2187F674F803A53AFAD647080ABESE3DDDO3F36091CD4B2B71E6AD386D8C87A6C3932D32B1F0B15F2I
4E

false

/*! Picturefill - v2.3.1 - 2015-04-09.* http://scottjehl.github.io/picturefill.* Copyright (c) 2015 https://github.com/scottjehl/picturefill/blob/master/Authors.txt; Licensed MIT *
/.window.matchMedial|(window.matchMedia=function(){"use strict";var a=window.styleMedia|lwindow.media;if(!a){var b=document.createElement("style"),c=document.ge
tElementsByTagName("script”)[0],d=null;b.type="text/css",b.id="matchmediajs-test",c.parentNode.insertBefore(b,c),d="getComputedStyle"in window&&window.getComput
edStyle(b,null)||b.currentStyle,a={matchMedium:function(a){var c="@media "+a+"{ #matchmediajs-test { width: 1px; } }";return b.styleSheet?b.styleSheet.cssText=c
:b.textContent=c,"1px"===d.width}}}return function(b){return{matches:a.matchMedium(b||"all"),media:b||"all"}}}()),function(a,b,c){"use strict";function d(b){"object"==typeof
module&&"object"==typeof module.exports?module.exports=b:"function"==typeof define&&define.amd&&define("picturefill",function(){return b}),"object"==typeof a&&(a.pict

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\2WF3MMUU\tcf-api[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

dropped

128314

5.420028842667526

false

1536:X7ksrPO0OQrmfB/IbkcORkIQbtirmDcPnj5tCOw/:X7vr0YfzIcOROQbt2uP
351509155B57D12F6E63A0639E414F6B
23B00CFF48F01F215C883206B887C47DCB82C832
2F930C675986DD3A373E3F76ADF2464CE9A1274B0B82B6FC85622F5801171C42
7TEE5B752428863943D500DC5428C33223AE0DD80EBI85E8379F95E53176503F06A7C126819BFF0592FE16674ED22187823ECES4B6E173D844DD8A9AAS8FI42E2

false

var TcfApi=function(e){"use strict";var t,n;(t=e.TcfApiCommands||(e. TcfApiCommands={}))[t.getTCData=0]="getTCData" t[t.ping=1]="ping" t[t.addEventListener=2]="a
ddEventListener" t[t.removeEventListener=3]="removeEventListener" t[t.update TCString=4]="update TCString" t[t.getTCString=5]="getTCString" t[t.getACString=6]="ge
tACString" t[t.getPermission=7]="getPermission" t[t.getTCFVersion=8]="getTCFVersion" t[t.getTCLastUpdated=9]="getTCLastUpdated" t[t.getTCStringUtil=10]="get TCSt
ringUtil" t[t.getAppInfo=11]="getAppInfo",(n=e.PermissionFeatures||(e.PermissionFeatures={}))[n.publisher=0]="publisher",n[n.purpose=1]="purpose”,n[n.vendor=2]=
"vendor”,n[n.special=3]="special",n[n.brainTracking=4]="brainTracking",n[n.uimservTracking=5]="uimservTracking",n[n.agofTracking=6]="agofTracking",n[n.tgp=7]="t
gp",n[n.oewaTracking=8]="oewaTracking",n[n.googleAnalyticsTracking=9]="googleAnalyticsTracking",n[n.editorialPersonalization=10]="editorialPersonalization”,n[n.
aditionAds=11]="aditionAds",n[n.siteSpec

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\2WF3MMUU\url-polyfill[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with CRLF line terminators

dropped

14156

4.648608112922872

false
192:mkV8iuOI2RcoplxckycFecyKrceFIM3c/WEXiXr8j1bpwgxm7kelmguem4j9gmmi:+p1zbMOWJIrKzTxCk+n5jtnwbuR6wtw4l
6A18FD44CC1ADDF80D15A41AB190EEA9

8855C0084EB46252D7CBCA2AA86F4D18247120F6
6EB0EED7AECA34625DBD62C4D627A76C3DE1DOF0509B7E503B920F9AD20AE037

3748D8A038FBBAF734A5FA93FEB1BBBICD406001F5BA340AD51B9050C2097864E19EFD6ADAS13A306B2DE9C8ABAG56A31C1FDFCB12F1E252EF6D76513C780€
50

false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\2WF3MMUU\url-polyfill[1].js

Preview:

(function(global) {.. /**.. * Polyfill URLSearchParams.. *.. *Inspired from : https://github.com/WebReflection/url-search-params/blob/master/src/url-search-params.js..

*/.... var checklflteratorlsSupported = function() {.. try{..  return !!Symbol.iterator;.. }catch (error) {..  returnfalse;.. }.. }...... var iteratorSupported = checkl
flteratorlsSupported();.... var createlterator = function(items) {.. var iterator ={..  next: function() {.. var value = items.shift();.. return { done: value === void 0,
value: value };.. }.. }.... if (iteratorSupported) {.. iterator[Symbol.iterator] = function() {.. return iterator;..  }.. }... returniterator;.. };.... /**.. * Search

param name and values should be encoded according to https://url.spec.whatwg.org/#urlencoded-serializing.. * encodeURIComponent() produces the same result except
encoding spaces as "%20" instead of +"... */.. var serialize

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\MAILCOM_content_smartphone[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, little-endian, direntries=0], baseline, precision 8, 375x1500, frames 3
dropped

39695

7.88304075492602

false
768:QR4ff6ZD8HPhIN2zZ03xwyfGoMKdgebBz1TodlsgeZ:sqimPhcWchBfpdgeHodKZ
49935488ECA1288D35666EAC3096FB3B
4CDECFC9914414ECA9259C6D0D593BA7A893B199
065815F3189B966B3686743C772146CDB8E7DD4473DA0AD7884573B40ABA5419

69E5831B1E845C2C334B6FBBO0EOCD462D04863A542FEE70BE6B90D3A855EDDC8703A8A1CDD8EAL77BBDADF549C786CEA4F855ABB6952A9A81702B2FC5B80
18

false

...... Exif.II*................Ducky.......<.....~http://ns.adobe.com/xap/1.0/.< ?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmins:x="adobe:ns:meta/" x:
xmptk="Adobe XMP Core 6.0-c002 79.164460, 2020/05/12-16:04:17 "> <rdf:RDF xmlns:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:a
bout="" xmIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmIns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmins:xmp="http://ns.adobe.com/xap/1.0/"
xmpMM:OriginalDocumentlD="xmp.did:fe76aaa3-4d61-474e-8aa2-3e0811be0d79" xmpMM:DocumentID="xmp.did:0574DB90C8ED11EA8232F01B63BC1666" xm
pMM:InstancelD="xmp.iid:0574DB8FC8ED11EA8232F01B63BC1666" xmp:CreatorTool="Adobe Photoshop 21.2 (Macintosh)"> <xmpMM:DerivedFrom stRef:insta
ncelD="xmp.iid:0e9dc036-6e85-4262-8780-4bc8815228c0" stRef:documentID="xmp.did:fe76aaa3-4d61-474e-8aa2-3e0811be0d79"/> </rdf:Description> </rdf:RDF> <
Ix:xmpmeta> <?xpacket end="r"?>....Adobe.d.............cccceceriiiiiiiiiiiiiis

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\MAILCOM_content_tablet[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, little-endian, direntries=0], baseline, precision 8, 768x1024, frames 3
dropped

40679

7.725267524066052

false

768:wTd3DIApzzVdTF2Y3StawUpBGpQpKE6454/phGzL:gTONp72YitlvsKphe
782E0A42BB60C1D56A7BF43D56DC9AEE
263616D370FD488587F29CB24EOFAA49FCA434C0A
8BE7A8471A3DF3D73D6303AB218D2E2744E402039928A5D75332EAEOE79CD7B2
E834D3164FCE511F1681B1A08CD37EEC596F96F01A89F1D402524C8DB81C90712D8A3DBESE63D493BD906FAA41A90E4130BAF0A213B0OFB72146B6D8C4190879

false

...... Exif..lI*.................Ducky.......<....~http://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmIns:x="adobe:ns:meta/" x:
xmptk="Adobe XMP Core 6.0-c002 79.164460, 2020/05/12-16:04:17 "> <rdf:RDF xmIns:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:a
bout="" xmIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmIns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmIns:xmp="http://ns.adobe.com/xap/1.0/"
xmpMM:OriginalDocumentID="xmp.did:4d7c57a6-56b2-4c01-94f7-f7a0374b49ff* xmpMM:DocumentID="xmp.did:F7EAE5SFEC8F911EA9A4CD578026A04FD" xm
pMM:InstancelD="xmp.iid:F7EAE5FDC8F911EA9A4CD578026A04FD" xmp:CreatorTool="Adobe Photoshop 21.2 (Macintosh)"> <xmpMM:DerivedFrom stRef:insta
ncelD="xmp.iid:fcfbd852-f405-4973-92f3-0310d059c55b" stRef:documentID="xmp.did:4d7c57a6-560b2-4c01-947-f7a0374b49ff"/> </rdf:Description> </rdf:RDF> <
Ix:xmpmeta> <?xpacket end="r"?>....Adobe.d.............c.ccceoiriiiiiiiiiin

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\90261KNJ\dnserror[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

2997

4.4885437940628465

false

48:u7u5V4VyhhV2IFUW29vjORkpNC7KpAP8Rra:vIlJ6G7A08Ra
2DC61EB461DA1436F5D22BCE51425660
E1B79BCABOF073868079D807FAEC669596DC46C1
ACDEB4966289B6CE46ECC879531F85E9C6F94B718AAB521D38E2E00F7F7F7993

A88BECB4FBDDCSAFC55E4DC0135AF714A3EEC4A63810AE5A989F2CECB824A686165D3CEDB8CBD8F35C7ES5BIF4136C29DEA32736AABB451FE8088B978B493
AC6D

false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\90261KNJ\dnserror[1]

Preview:
.<IDOCTYPE HTML>..<html>.. <head>.. <link rel="stylesheet" type="text/css" href="NewErrorPageTemplate.css" >.. <meta http-equiv="Content-Type"
content="text/html; charset=UTF-8">.. <title>Can&rsquo;t reach this page<ftitle>.. <script src="errorPagesStrings.js" language="javascript" type="text/javascript">..
<[script>.. <script src="httpErrorPagesScripts.js" language="javascript" type="text/javascript">.. </script>.. </head>.... <body onLoad="getInfo(); initMo
relnfo('infoBlockID);">.. <div id="contentContainer" class="mainContent">.. <div id="mainTitle" class="title">Can&rsquo;t reach this page</div>.. <div
class="taskSection" id="taskSection">.. <ul id="cantDisplayTasks" class="tasks">.. <li id="task1-1">Make sure the web address <span id=
"webpage" class="webpageURL"></span>is correct</li>.. <li id="task1-2">Search for this site on Bing</li>..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\errorPageStrings[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators
Category: dropped

Size (bytes): 4720

Entropy (8bit):  5.164796203267696

Encrypted: false

SSDEEP: 96:z9UUigRxqH211CUIRgRLNRynNjZbRXkRPRK6C87Apsat/5/+mhPcF+5g+mOQb7A90:JsUOG1yNIX6ZzZWpHOWLial6Cbh7bk

MDS5: D65EC06F21C379C87040B83CCLABACEB

SHA1L: 208D0A0BB775661758394BE7E4AFB18357E46C8B

SHA-256: A1270E90CEA31B46432EC44731BF4400D22B38EB2855326BF934FE8F1B169A4F

SHA-512: 8A166D26B49A5DI5AEA49BCE49ESEA58786A2191F4AD2ADACEF5FBB7523940CE4482D6A2502AA870A931224F215CB2010A8C9BI9A2C1820150E4D365CAB28299
Malicious: false

Preview:

/ISplit out for localization...var L_GOBACK_TEXT = "Go back to the previous page.";..var L_REFRESH_TEXT = "Refresh the page.";..var L_MOREINFO_TEXT = "More
information”;..var L_OFFLINE_USERS_TEXT = "For offline users";..var L_RELOAD_TEXT = "Retype the address.";..var L_HIDE_HOTKEYS_TEXT = "Hide tab shortcuts
";..var L_SHOW_HOTKEYS_TEXT = "Show more tab shortcuts";..var L_CONNECTION_OFF_TEXT = "You are not connected to the Internet. Check your Internet conn
ection.";..var L_CONNECTION_ON_TEXT = "It appears you are connected to the Internet, but you might want to try to reconnect to the Internet.”;....//used by invalidcert.js
and hstscerterror.js..var L_CertUnknownCA_TEXT = "Your PC doesn\u2019t trust this website\u2019s security certificate.";..var L_CertExpired_TEXT = "The website
\u2019s security certificate is not yet valid or has expired.";..var L_CertCNMismatch_TEXT = "The hostname in the website\u2019s security certificate differs from the web
site you are trying to visit.";..var L

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCachellE\90261KNJ\httpErrorPagesScripts[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 12105

Entropy (8bit):  5.451485481468043

Encrypted: false

SSDEEP: 192:x20iniOciwd1BtvjrG8tAGGGVWnvyJVUrUiki3ayimi5ezL CvIG1gwm3z:xPini/i+1Btvjy815ZVUwiki3ayimi5f
MD5: 9234071287E637F85D721463C488704C

SHA1L: CCA09B1EOFBA38BA29D3972EDSDCECEFDEF8C152

SHA-256: 65CC039890C7CEB927CE40F6F199D74E49B8058C3F8A6E22E8F916ADIOEAB649

SHA-512: 87D691987E7A2F69AD8605F35F94241AB7E68ADAF55AD384F1FOD40DC59FFD1432C758123661EE39443D624C881B01DCD228A67AFB8700FESE66FC794A6C038+4
Malicious: false

Preview:

...function isExternalUrlSafeForNavigation(urlStr)..{..var regEx = new RegExp("*(http(s?)|ftp|file)://", "i"};..return regEx.exec(urlStr);..}..function clickRefresh()..{..var location
= window.location.href;..var poundindex = location.indexOf(‘#');..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.su
bstring(poundindex+1)))..{..window.location.replace(location.substring(poundindex+1));..}..}..function navCancellnit(). {..var location = window.location.href;..var pound
Index = location.indexOf('#);..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.substring(poundindex+1)))..{..var
bElement = document.createElement("A");..bElement.innerText = L_REFRESH_TEXT;..bElement.href = ‘javascript:clickRefresh()';..navCancelContainer.appendChild(
bElement);..}..else..{..var textNode = document.createTextNode(L_RELOAD_TEXT);..navCancelContainer.appendChild(textNode);..}..}..function getDisplayValue(elem

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\logo_mailcom[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 127 x 33, 8-bit colormap, non-interlaced

Category: dropped

Size (bytes): 772

Entropy (8bit):  7.357605427427946

Encrypted: false

SSDEEP: 12:6v/7KCS7xzUE6epvFWEIjtO4NhS+A4v00Zuds7kwIbZwC5M/6je+eLbu6E7Ufj+U:9CSxH6UwWC|pEsu4L5aQefW5qjUnA

MD5: 02D779E0724E6334C085956D8315394B

SHAL: 7D525F7DBCOBC1AC330E13B965CF6FC6425D511C

SHA-256: C6229002F99CECEF58F2CE16F5B983C52F5B3A17E7114A61C49807E7434158B6

SHA-512: 9A49C19530E2AA95383B24381DAF3B47D379C96212BBCD8262CF93340923BDCD11831AA62FB826C78E0F6ACE6BD300ADF51F0652A01EDE4B7358B74AE17FEGC!
D

Malicious: false

Preview:
.PNG.. G....

Copyright Joe Security LLC 2021 Page 27 of 56



C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\90261KNJ\permission-client[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

dropped

136339

5.352742963211033

false

1536:t7kenmLo7617kIDchJtfiB3rOCNb8q70/pGTG:t7zmL46l7COVdrowh897
118B71F4BF62F1521BE51BE899AO0A6BC
09C41380997729D3646A4D77792D1854AD97E200
1FE3D6B355A53D1163E229035D9432DECB8D563954A6FEEA45A1CD90D2FFES00
BCD950E7510616FF08F49D10BF601890BBE4ABA66F6F334CEC58017A6FCBI661FEB2016463E009512A88F40335D96CA5760A5900F0B74979136183137AE9B32E

false

var PermissionClient=function(){"use strict";function e(e){if(!(0 in arguments))throw new TypeError("1 argument is required");do{if(this===e)return!0}while(e=e&&e.parentN
ode);return!1}Array.prototype.find=Array.prototype.find||function(e){if(null===this)throw new TypeError("Array.prototype.find called on null or undefined");if("function"!
=typeof e)throw new TypeError("callback must be a function");for(var t=Object(this),n=t.length>>>0,r=arguments[1],0=0;0<n;o++){var i=t[o];if(e.call(r,i,0,t))return i}},Ar
ray.prototype.findindex=Array.prototype.findIndex||function(e){if(null===this)throw new TypeError("Array.prototype.findindex called on null or undefined");if("function"!=
typeof e)throw new TypeError(“callback must be a function");for(var t=Object(this),n=t.length>>>0,r=arguments[1],0=0;0<n;o++)if(e.call(r,t[o],0,t))return o;return-1};./*!
.Copyright (c) Microsoft Corporation...Permission to use, copy, modify,

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\90261KNJ\polyfills.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

dropped

19669

5.212831052369161

false
384:ubShCpEEANJLX5EO0R6Ebu3pygMoZu7y8GVWKEK+mMAXc3Rx7:cSPb5GGJIAX/I2RR
9DB595578E42DC6602590BA0749D960D
E77AFE60DOABDF30D359D2290CC5B61AA9BAESFA
A6F6C31882E65COFA571B95E04715A7FB65ESBFA482B179318F35DD4C0D10BD9

45BA39BFE08A28ACDC1571F2B4D2543E971DCOFA43A14FAG0176D4E6C434A53FFD5218111C9BIAE7319C21909654F407F7E4A54DEEBF66EDB2271B0OAC5B4BCY
7

false

Ifunction(t,n){"object"==typeof exports&&"object"==typeof module?module.exports=n():"function"==typeof define&&define.amd?define([],n):"object"==typeof exports?
exports.TrackLib=n():t. TrackLib=n()}(this,function(){return function(t){function __webpack_require__(e){if(n[e])return n[e].exports;var r=n[e]={i:e,|:!1,exports:{}};return t[e].cal
I(r.exports,r,r.exports,__webpack_require__),r.I=!0,r.exportsjvar n={};return __webpack_require__.m=t,__webpack_require__.c=n,__webpack_require__.d=function(t,n,e)
{__webpack_require__.o(t,n)||Object.defineProperty(t,n,{configurable:!1,enumerable:!0,get:e})}, _webpack_require__.n=function(t){var n=t&&t.__esModule?function(){retur
n t["default"]}:function(){return t};return __ webpack_require__.d(n,"a",n),n},__webpack_require__.o=function(t,n){return Object.prototype.hasOwnProperty.call(t,n)},__webp
ack_require__.p="",__webpack_require__(__webpack_require__.s=67)}([function(t,n,e){var r=e(21)("wks"),0=e(20),i=e(2).Symbol,c="function"==typeof i;(t.exports=fu

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\90261KNJ\spinner[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 32 x 32

dropped

3197

7.572053850299473

false
48:3/uiyw10MgvOEDOqdtt5qUEQDaj+FibxhB9AMoCub4DzIpQhUMgdYXDU:3GGOMgKTAEVjFXhX0QVHR
04120F084FC2020D0FB3F4AE93C4B18A

2DDB6918850880CB2CAF07EDAES6FEB569516D09
0E60137858AEC4EFD6700B5D4C9F4711DB797B2031A6857C7DBIBEEF8F069FC2

1C16243035BB4FFAA9D8BFA7CC8892DE652B6DC0O3A1F7AA05843213E1EAS5503FA8FAAF35AC8B39594EE1B762CESD7FE3F38564EF655FBA0ADF331FD8DEE4€E
B9

false
GIF89%a. .....ccccuue Lk.h..oooe BY.Fuiin I.NETSCAPE2.0.....!..Created with ajaxload.info.!....... e .@...)Y...3..(........p.04..C.H..N...%..j...%Y8'+.rB.0.... .Fs.Z4|...A.\..
Ja.n.Ya..1h.8:q.Cy....q,.S\)_..Q%e....+..S...5#I10<.#.vY..JV\..aU}L.. 5...{|q..&K...23.87 ... _.X... ... +.. =L....).qX...&AQ"..L. e . @....)Q..2.H.Q..F,. $C{HI+g[=....

LK N FWNW-CS X A3 Wt 7. ALY 5 HY . X €O
LM A@2.4T, 7. [ ANA.dAGA>h..... OX.T.... $t.#~p..QQLION....I-....... .UaF..5....
AL Cdl . NoKeoo$ R84+, TVOOB7M..i.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\CS61XJW6\B[1].htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
HTML document, ASCII text, with very long lines
dropped

461

5.856215463218057

false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\CS61XJW6\B[1].htm

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

6:pn0+Dy9xwol6hEr6VX16hu9nPjLPKJcazJM680AC221JR|KfjeJdgA5FVI4dxQO0r:J0+oxORIWWPfLtCR|KfjedFVI4dxQXET
52062DABDBC1B23B6139EBA55C1AFBID

563F0AD4ED90863CEBBB6CBD1FA71E12BE9B0O3C1
2E163DC7F241D9596D3ADB5CFF50FE5A413D8EGED6A202DCOAB5C5A91BEEFC6E

2B4BA9FA82BB8B2CF47AB941A330623B5DF1C625148205E1D1BFABA3C708312B8A202D903485CE101BC400A99EB3A3CE3933B333503582B6EEOD48211F67ACL
B

false

<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">.<html><head>.<title>301 Moved Permanently</title>.</head><body>.<h1>Moved Permanently</h1>.<p>The
document has moved <a href="https://www.mail.com/jdraw/2x8ENuMVJEai_2FVqcwg/KQQ50kpnOM3L73ENNBE/G1knvzad_2Fg_2BkyCoA3S/RcPZinl4BFdY
u/NG5HWnbO/vfvWzx4D0oj88hgHzLS5VCBO/IRrw60bYiX/1_2Fr33YbgAT9RyOm/a_2FLfkuNA_2/F_2Fy3jjalf/Eg8brnQokZm55h/jGeurV8IMuflt7jFcTFI9/whDSjKuT/g9I8U
U7_2/B.crw">here</a>.</p>.</body></html>.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachell[E\CS61XJW6\consent-management[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

dropped

6459

4.8333068624932025

false

192:0FbKkUehaqgeuiS4X5ipK20hSQvvu3KgE3:gbB/sihh
DC793DAA3072EO0EB2CD3264A8DEOF5FE
BBED7CBC0438466EAD30175F34750415DB028FA2
64C4461F300AEEE4BCB2AE92B5F75770042A7313EE4086998B236662BC367653
E19757B7FACFEA3B959ED37A16D0993114594717194A83CCF20E88EF60BF6CF3D0FC56B522EBF8BEE3FOD6BC0751BE804F7592B05C5D6B35E8497672FA82449

false

(function(window) {. /**. * Hides the error message. */. function hideErrorMessage() {. // hide the fallback error message. // TODO: would be better to display the
message only if the layer doesn't appear. if (errTimer) {.  clearTimeout(errTimer);. }. var error = document.getElementsByClassName(‘error')[0];. if (error) {.
error.style.display = 'none’;. }. }.. /**. * Redirect back to the referrer page. */. function redirectBack() {. hideErrorMessage();.. // check if cookie exists (CADNPC
A-7252). if (lhasCookie('euconsent-v2')) {.  track(window.ui.trackingURL.error + '?code=missingEuConsent’);. }else if (lhasCookie('uiconsent)) {.  track(w
indow.ui.trackingURL.error + '?code=missingUiConsent’);. }.. // perform the redirect. try{.  // set a mark for brain tracking CADNPCA-7305.  window.sess
ionStorage.setltem('_rfcp_', '1'); // Redirected From Consent Page.  var hash = window.sessionStorage.getltem('redir

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\core[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text

dropped

1279

5.0198083787959655

false
24:hYHOXISu+rUaKZSDof9sMahpmDgsM/O0LE9sujrNINVafHLVk+8m/OPmNV+kq/1x:J4SuirkKZusCpad X LArBHW+8fUDwgu
499CD75790ED825D5519151AC2863D87

65FB695B805B509F2B6FA090A0B15BD48E6910DE
3EASEOE90899FB923961E68D33AFA4A0ESA78C715E20F8961223925754066FAF

8F2D8413D09FB6FCF63A155096521DEB5B2FA9956D5BE713435D894A4B6BBBE8AB457CEDOED229E795DBEBS51CFEDD92DD281E9C13D7EEF6BFAGA2CA3A565¢
4E0

false

<IDOCTYPE html>.<html lang="de">..<head>. <meta charset="utf-8">. <meta http-equiv="X-UA-Compatible" content="IE=edge">. <title>Permission Core Iframe</title>.
<meta name="viewport" content="width=device-width, initial-scale=1">. <meta name="ppp-version" content="1.47.4">. <script>. if (typeof window.Promise !== 'functi
on'){.  document.write('<script src="./js/polyfills/promise.min.js"><Vscript>');. }. try{. new URL(location.href);. }catch(e){. document.write('<script src="./js
Ipolyfills/url-polyfill.js"><V/script>");.  }. if (document.documentMode){.  document.write('<script src="https://img.ui-portal.de/pos-cdn/tracklib/4.3.0/polyfills.min.js">
<Vscript>');. }. </script>. <script src="https://s.uicdn.com/shared/sentry/5.5.0/bundle.min.js"></script>. <script src="https://s.uicdn.com/tcf/live/v1/js/tcf-api.js"></script>.
<script>.  if ('window.Sentry) {.  window.Sentry = {};. }. </script>. <script src="https://img.ui-port

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachell[E\CS61XJW6\down[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 15 x 15, 8-bit colormap, non-interlaced

dropped

748

7.249606135668305

false
12:6v/7/12QeZ7HVJI606yiqlpadtSQFAVFcmB6R2HkZuU4fB4CsY4NJIrvMezoW2uONroc:GeZ6oLigkbDuU4fqz TrvMeBBIE
C4F558C4C8B56858F15C09037CD6625A

EE497CC061D6A7A59BB66DEFEAG5F9A8145BA240
39E7DE847C9F731EAA72338AD9053217B957859DE27B50B6474EC42971530781
D60353D3FBEA2992D96795BA30B20727B022B9164B2094B922921D33CA7CE1634713693AC191F8F5708954544F7648F4840BCD5B62CB6A032EF292A8B0ES2A44

false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\CS61XJW6\down[1]

Preview:

PNG........ IHDR............... ex....PLTE.. W.W.W.W.W.W.W.W.W.W.W.W.WU....... W WY HZ.$\.1.<r.=5.P..Q..Q..U 0Pl X Ze ™
............................... $..s...7tRNS.a.0(,.S....e.....".......
y.[h..7..7...<.qkH..#+..].z.. " ksC.. X<.+..J>...%3BmgaV

.F.Z...IDATX"%.S..@.C..jm.mTk...m.?|;.y..S....F.t.
.heZ_<Y_jG..WNA<>Nu.u@.....M....7...1D.m~)s8..&....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachell[E\CS6IXJW6\favicon[1].ico

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: MS Windows icon resource - 1 icon, 16x16, 32 bits/pixel
Category: dropped

Size (bytes): 1150

Entropy (8bit):  3.676726822008033

Encrypted: false

SSDEEP: 24:N8cM8cccecS8ccccccccc9cccceceeecccUPkkelO8108108c108108108¢l08ly:6JSSnSSNSSnSSz0oYPI00d

MD5: 77A9E5007815D923A4964A507953BD2C

SHA1L: 356A6A4942CAEAC5195D852DDEFF558525074446

SHA-256: 33CA72F1EAC56793D1FD811189CEDEF98004A067C85B1143083B564814A4B0DB

SHA-512: 1A7DCF9ABC95BD21DCFC78110DDDE628B71263779C4F24361E55A7D18773D1B748CABI78E19FDEF34AD6DBC84D5F8A648A3AF7FE192A8925B254A0AD086C3
CD

Malicious: false

Preview:
............. Nl (i vt e A&LD) D) C) A A&LD)LD) C) AL LAl \&LD)LLD). C). DAL
+..d+.d+.d+..d+..d+..U*..c)W.b)..c).d+..d+..d+..d+..d+..d+..d+..d+..d+..d+..d+..d+..c*.d+.d+.d+.d+.d+.d+.d+.d+.d+.d+.d+.d+.d+.d+.d+..c)..d+. .~ ~.d+.d+.d+.~.~
Ld+d+ dt o~ o~ dtdtdEd d+.d+.d+......... d+.d+.d+......... d+.d+.d+.d+......... d+..d+.d+...... d+..d+.d+...... d+..d+.d+.d+..

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\CS6IXJW6\httpErrorPagesScripts[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 12105

Entropy (8bit):  5.451485481468043

Encrypted: false

SSDEEP: 192:x20iniOciwd1BtvjrG8tAGGGVWnvyJVUrUiki3ayimi5ezL CvJG1gwm3z:xPini/i+1Btvjy815ZVUwiki3ayimi5f
MD5: 9234071287E637F85D721463C488704C

SHA1L: CCA09B1EOFBA38BA29D3972EDSDCECEFDEF8C152

SHA-256: 65CC039890C7CEB927CE40F6F199D74E49B8058C3F8A6E22E8F916ADIOEAB649

SHA-512: 87D691987E7A2F69AD8605F35F94241AB7E68ADAF55AD384F1FOD40DC59FFD1432C758123661EE39443D624C881B01DCD228A67AFB8700FESEG6FC794A6C038¢
Malicious: false

Preview:

...function isExternalUrlSafeForNavigation(urlStr)..{..var regEx = new RegExp("*(http(s?)|ftp|file)://", "i"};..return regEx.exec(urlStr);..}..function clickRefresh(). {..var location
= window.location.href;..var poundindex = location.indexOf(‘#');..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrISafeForNavigation(location.su
bstring(poundindex+1)))..{..window.location.replace(location.substring(poundindex+1));..}..}..function navCancellnit(). {..var location = window.location.href;..var pound
Index = location.indexOf('#);..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.substring(poundindex+1)))..{..var
bElement = document.createElement("A");..bElement.innerText = L_REFRESH_TEXT;..bElement.href = ‘javascript:clickRefresh()';..navCancelContainer.appendChild(
bElement);..}..else..{..var textNode = document.createTextNode(L_RELOAD_TEXT);..navCancelContainer.appendChild(textNode);..}..}..function getDisplayValue(elem

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCachell[E\CS6IXJW6\It[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines

Category: dropped

Size (bytes): 34254

Entropy (8bit):  4.744056607910156

Encrypted: false

SSDEEP: 768:XFQtIL3dTBPVM/2RcIJTAMKSZNCM8M98zccxx4hbEOM/8V:XEC4/2yJTD3

MD5: FFA58098B2D2CFCOEE2C45A7547AB8CO

SHAL: CEF8A404C5DBB7E9C4B94914B5C9CA5052FC2E7C

SHA-256: C342DC85CBC307D0D23277E4EF328AE341E79AF054CD52A48E4C7C14331563DE

SHA-512: 2063DF2AD8A05B7052A3187998AF94988ABFI9B2DAA3EF91B27D1DB46C20B2F56AF261A8D53A74B7D75E76637A087715DEAE02F368CB2EFDDFIAD2D86577AEC
62

Malicious: false

Preview:

cuid: 4488482 | cid: 3954544 | bid: 11921394 | version: 116 | #5819513 | 2021-07-06 14:03:03 -->.<IDOCTYPE html>.<html lang="en">..<head>. <meta charset=utf-8>.
<meta name=viewport content="width=device-width,initial-scale=1">. <title>CMP</title>. <style type="text/css">. html,. body{.  width: 100%;. height: 100%;.
}.. I*banner*. a:-webkit-any-link:focus {.  outline: none limportant;. }.. :focus{.  outline: none limportant;. }.. #onetrust-consent-sdk #onetrust-policy-title
{. font-size: 1.4rem limportant;. }.. #onetrust-banner-sdk #onetrust-policy {.  border-bottom: 1px solid #e9e9e9 limportant;. ~ margin-top: 10px limportant;. }..
#onetrust-consent-sdk #onetrust-policy-title {.  margin-top: 20px !important;. ~ padding-bottom: 15px !important;. }.. #onetrust-banner-sdk #onetrust-policy
.banner-header, #onetrust-pc-sdk .ot-pc-logo {.  height: 40px limportant;.  width: 120px !limportant;

Copyright Joe Security LLC 2021 Page 30 of 56



C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\CS61XJW6\permission-core.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

dropped

161916

5.394690388803053

false
1536:0b907k0e2y7kZal9GK6iiHUumrdCWRrM7TPgqjxJQxal64P:a907bny7EalB3WrdCSrMZJ+aBS
988B758ED29EFEF1FD05A34CC87FB061
BCD6558B7E82A9A8686085D787FEDE1AF02C0143
85FD07D7CF8FF19DCDCEBAOBBIEOES5E6720035DCE3BF2DD52D6D5ACT76D434E7
EB17202059F586CB3981DE62B8BC19429E4D14E07E58098500520599387DACA434900B17596C2790034ACF08F61A4424EAC5D0C58566B018D4899D878E8CFE92

false

var PermissionCore=function(e){"use strict";function t(e){if(e&&e.__esModule)return e;var t=Object.create(null);return e&&Object.keys(e).forEach((function(n){if("default"
I==n){var r=Object.getOwnPropertyDescriptor(e,n);Object.defineProperty(t,n,r.get?r:{enumerable:!0,get:function(){return e[n]}})}})).t.default=e,Object.freeze(t)}var n=t(e
);function r(e){if(!(0 in arguments))throw new TypeError("1 argument is required");do{if(this===e)return!0}while(e=e&&e.parentNode);return!1}"undefined"!=typeof globalThi
s?globalThis:"undefined"!=typeof window?window:"undefined"!=typeof global?global:"undefined"!=typeof self&&self;function o(e){return e&&e.__esModule&&Object.pro
totype.hasOwnProperty.call(e,"default")?e.default:e}function i(e){var t={exports:{}};return e(t,t.exports),t.exports}i((function(e,t){!function(e){var t="undefined"!=typeof globalT
his&&globalThis||"undefined"!=typeof self&&self||void 0!==t&&t,n={searchParams:"URLSearchParams"in t,iterable:"Symbol"in t&&"iterator"in Symbol,blob:"

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\CS6IXJW6\promise.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

dropped

3873

4.934703049448279

false
96:2sGCUBf6H0fDX3Z3QL8t5wvDhk98ez8UX9afVBKkfSqiOH:s68I3sayVKzBNaB6g5
7ECB657D16B1441F47B83F777AC75DCF
EF2F2A0DD519D2D1CE8D15B00352C26E6BB65762
E17AE17F90AE983832F3709E67DEOF7902FE1014568410534615235A158D7AF0

60AF9B02352E61D8CF92C6C6408208B149F9860605B1CFA75E0C76D56C1BCBD32FFAB25DF16647D8545ED517654E316EDGFC651A26BDFD1AAG50C719B57F814
C

false

Ifunction(e,t){"object"==typeof exports&&"undefined"!=typeof module?t():"function"==typeof define&&define.amd?define(t):t()}(0,function(){"use strict";function e(e){var t
=this.constructor;return this.then(function(n){return t.resolve(e()).then(function(){return n})},function(n){return t.resolve(e()).then(function(){return t.reject(n)})})}function t(e)
{return new this(function(t,n){function o(e,n){if(n&&("object"==typeof n||"function"==typeof n)){var f=n.then;if("function"==typeof f)return void f.call(n,function(t){o(e,t)},fu
nction(n){r[e]={status:"rejected",reason:n},0==--i&&t(r)})}r[e]={status:"fulfilled",value:n},0==--i&&t(r)}if('e||"undefined"==typeof e.length)return n(new TypeError(typeof e+"
"+e+" is not iterable(cannot read property Symbol(Symbol.iterator))"));var r=Array.prototype.slice.call(e);if(0===r.length)return t([]);for(var i=r.length,f=0;r.length>f;f++)
o(f,r[f])})}function n(e){return!('e||"undefined"==typeof e.length)}function o(){}function r(e){if(!(this instanceof r))

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\CS6IXJW6\promise.min[2].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

dropped

3873

4.934703049448279

false
96:2sGCUBf6H0fDX3Z3QL8t5wvDhk98ez8UX9afVBKkfSqiOH:s68I3sayVKzBNaB6q5
7ECB657D16B1441F47B83F777AC75DCF
EF2F2A0DD519D2D1CE8D15B00352C26E6BB65762
E17AE17F90AE983832F3709E67DEOF7902FE1014568410534615235A158D7AF0

60AF9B02352E61D8CF92C6C6408208B149F9860605B1CFA75E0C76D56C1BCBD32FFAB25DF16647D8545ED517654E316ED6FC651A26BDFD1AAG50C719B57F81/
C

false

Ifunction(e,t){"object"==typeof exports&&"undefined"!=typeof module?t():"function"==typeof define&&define.amd?define(t):t()}(0,function(){"use strict";function e(e){var t
=this.constructor;return this.then(function(n){return t.resolve(e()).then(function(){return n})},function(n){return t.resolve(e()).then(function(){return t.reject(n)})})}function t(e)
{return new this(function(t,n){function o(e,n){if(n&&("object"==typeof n||"function"==typeof n)){var f=n.then;if("function"==typeof f)return void f.call(n,function(t){o(e,t)},fu
nction(n){r[e]={status:"rejected",reason:n},0==--i&&(r)})}r[e]={status:"fulfilled",value:n},0==--i&&(r)}if('e||"undefined"==typeof e.length)return n(new TypeError(typeof e+"
"+e+" is not iterable(cannot read property Symbol(Symbol.iterator))"));var r=Array.prototype.slice.call(e);if(0===r.length)return t([]);for(var i=r.length,f=0;r.length>f;f++)
o(f,rif}H}Hunction n(e){return!('e||"undefined"==typeof e.length)}function o(){}function r(e){if(!(this instanceof r))

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\CS6IXJW6\t[1].gif

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files (x86)\Internet Explorer\iexplore.exe
GIF image data, version 89a, 1 x 1

dropped

43

3.322445490340781
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\CS6IXJW6\t[1].gif

Encrypted: false

SSDEEP: 3:CUdSKkL1pse:XSk/se

MDS5: 6D22E4F2D2057C6E8D6FABOIBE76E80F

SHA1L: B80B11203D97FE01C5597CA3BE70406EA48F5709

SHA-256: AFEODCFCA292A0FAESBCE08A48C14D3E59C9D82C6052AB6D48A22ECC6CA8F277

SHA-512: 95DD0E4944B1541A9BE48A60A1A105FCFAOD69DD215ABAA9C1771ADECC5EEOCOFE91DOEB367B6D46A4F8B2EO6E6FB962D56DFC1C53F1F62CC8B314710628C
B1E

Malicious: false

Preview:
GIF89a............. Lo R L.;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\NewErrorPageTemplate[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators
Category: dropped

Size (bytes): 1612

Entropy (8bit):  4.869554560514657

Encrypted: false

SSDEEP: 24:5Y0bQ573pHpACtUZtIDOIFBopZleqw87xTe4D8FaFJ/Doz9AtjJghCzg:5m73jcIqQep89TEW7Uxkk

MD5: DFEABDEB4792228093A5A270352395B6

SHA1L: E41258C9576721025926326F76063C2305586F76

SHA-256: 77B138AB5D0A90FF04648C26ADDD5E414CC178165E3B54A4CB3739DA0F58E075

SHA-512: E256F603E67335151BB709294749794E2E3085F4063C623461A0B3DECBCCABE620807B707ECIBCBE36DCD7D639C55753DA0495BEBSBAAESFBEBFC52AB4B284F
D

Malicious: false

Preview:
.body.{.. background-repeat: repeat-x;.. background-color: white;.. font-family: "Segoe UI", "verdana", “arial”;.. ~margin: Oem;.. color: #1f1f1f;..}.....mainContent..{..
margin-top:80px;.. width: 700px;.. margin-left: 120px;.. margin-right: 120px;..}.....title..{.. ~ color: #54b0f7;.. font-size: 36px;.. font-weight: 300;.. line-height:
40px;.. margin-bottom: 24px;.. font-family: "Segoe UI", "verdana”;.. position: relative;..}.....errorExplanation..{.. ~color: #000000;.. font-size: 12pt;.. font-family:
"Segoe UI", "verdana", "arial";.. text-decoration: none;..}.....taskSection..{.. margin-top: 20px;.. margin-bottom: 28px;.. ~position: relative; ..}.....tasks.{.. ~color: #00

0000;.. font-family: "Segoe UI", "verdana";.. font-weight:200;.. font-size: 12pt;..}....li..{.. ~margin-top: 8px;..}.....diagnoseButton.{.. ~outline: none;.. font-size: 9pt;
..}.....launchinternetOptionsButton..{.. ~outline: none;

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OROWKIO1\bundle.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 51570

Entropy (8bit):  5.229859453550898

Encrypted: false

SSDEEP: 768:RCQWVYkQeqn2UfXfZgHHg6Ud2bGuRyUuCdk6b2CF3+RUjjiroO0RXgh:RW6EFZUbUELNsRwb
MD5: B1DCC6195D84CF50C3E882D3D515F848

SHAL: 06562C193663A31A3CABEAAL8CFFEB882084FCB6

SHA-256: 8C04755395B8F232C57D062A7669C3C414658299D29C6B6F83F1F30185D94ECB

SHA-512: 344C3014C59BA72512DEF4E8963088A61D20334555B4C85E64EFBBC19FCALI9EA305237D3ED048863F77F80F0427DDD9C81D5359DC8EEA674A75D960A04678D2
Malicious: false

Preview:

/*! @sentry/browser 5.5.0 (994247d6) | https://github.com/getsentry/sentry-javascript */.var Sentry=function(n){var t=function(n,r){return(t=Object.setPrototypeOf||{__pro
to__:[J}instanceof Array&&function(n,t){n.__proto__=t}||function(n,t){for(var r in t)t.hasOwnProperty(r)&&(n[r]=t[r])})(n,r)};function r(n,r{function e(){this.constructor=n}t(n,r)
,n.prototype=null===r?Object.create(r):(e.prototype=r.prototype,new e)}var e,i,o,u=function(){return(u=Object.assign||function(n){for(var t,r=1,e=arguments.length;r<e;r++
)for(var i in t=arguments|[r])Object.prototype.hasOwnProperty.call(t,i)&&(n[i]=t[i]);return n}).apply(this,arguments)};function c(n,t){var r="function"==typeof Symbol&&n[S
ymbol.iterator];if(!r)return n;var e,i,o=r.call(n),u=[];try{for(;(void 0===t||t-- >0)&&!(e=0.next()).done;)u.push(e.value)}catch(n){i={error:n}}finally{try{e&&!e.done&&(r=o.return)
&&r.call(o)}finally{if(i)throw i.error}}return u}function s(){for(var n=[],t=0;t<arguments.length;t++)n=n.concat(c(argumentslt]));

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\consentpage[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text

Category: dropped

Size (bytes): 1640

Entropy (8bit):  5.0085346926190635

Encrypted: false

SSDEEP: 24:hYc8luK9c93fFYjaimPu8C7LfHLV+NrC7M2DpV+h66hpnJeultOIVvTPNV4j:PsKkPFxmLnHHh26EplulyEToj
MD5: 5A37C98776DE8322497125D2A9610F66

SHAL: 4376B3B41B4526A4DC41DBOFBBE1072B27BA06A2

SHA-256: 2ADB24C2D8C7E536ABC02E825D3E1C8D8E9I1DC99105BFDAB81C78713F272C043

SHA-512: F7F756C3CB17687433D25C2770EED54B77561BF4492FADD1BE5B75B70A34A9016 A0BD5AFC3DD65C94317C27F291F785140AE81865D67FF42236BOEEC11EE4CE
Malicious: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OROWKIO1\consentpage[1].htm

Preview:

<IDOCTYPE html>.<html lang="en">.<head>. <title>Consent mail.com</iitle>. <meta charset="UTF-8" />. <meta name="viewport" content="width=device-width, initial-
scale=1"/>. <meta name="robots" content="noindex">. <link href="https://s.uicdn.com/mailint/9.1725.0/assets/favicon.ico" rel="shortcut icon" /><link rel="stylesheet"
href="https://s.uicdn.com/mailint/9.1725.0/assets/consent/mailcom/styles.css" />.. <script>.. window.ui = {... portal: 'mailcom’,... language: 'en’,... redirectFallback: 'htt
ps://www.mail.com/',... trackingURL: {.... visit: 'https://www.mail.com/consentpage/event/visit',.... error: 'https://www.mail.com/consentpage/event/error'... }.. };. </scrip
t>.. TCF API to be loaded with a specific URL for each tenant -->.  <script src="https://dl.mail.com/tcf/live/v1/js/tcf-api.js"></script>. PPP to be loaded with a specific
URL for each tenant -->.  <script src="https://dl.mail.com/permission/live/v1/ppp/js/permission-client.js"></script>. <!-

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\css[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

dropped

1349

5.329150061796762

false
24:5Gz0YscceGzOYN7ct20Y3QYsWUOY3QYN7NIzSOYN7UMOYNQ+OYsZWI:00LAtOCMIY3QLWnY3QCNgOCPOWLOLsI
AD3F4AC2A66B202715B7686E40F64804

A5340064F10E2A26842B001CF6AC7D5552FE66D6
3A0B46A102C20B36737958120FBEESFA6ADI3A9AD1A4454BB6F4FC3E64B18B3F
75AC81ED043079F47502A7DC8595407D5D4531E809F734AD77ECEO35E6CABCOF61E19FF99C51EE7DB325812175D0973BF049BBD1623CB5114E1BFD284F26638

false

@font-face {. font-family: 'Droid Sans';. font-style: normal;. font-weight: 400;. src: url(https://fonts.gstatic.com/s/droidsans/v12/SIGVmMQWMvZQIdix7 AFxXkHN Saw.woff)
format('woff');.}. @font-face {. font-family: ‘Droid Sans';. font-style: normal;. font-weight: 700;. src: url(https://fonts.gstatic.com/s/droidsans/v12/SIGWmQWMvZQIdix
7AFXXmMh3eDs1YQ.woff) format(‘woff');.}. @font-face {. font-family: 'Droid Serif';. font-style: italic;. font-weight: 400;. src: url(https://fonts.gstatic.com/s/droidserif/v13/t
DbK20qRg1oM3QBjjcaDkOr4nAfcGA.woff) format(‘woff');.}.@font-face {. font-family: ‘Droid Serif';. font-style: italic;. font-weight: 700;. src: url(https:/fonts.gstati
c.com/s/droidserif/v13/tDbX20qRg1oM3QBjjcaDkOr4ILz5CwOnTg.woff) format('woff);.}. @font-face {. font-family: '"Monda’;. font-style: normal;. font-weight: 700;. src: ur
I(https://fonts.gstatic.com/s/monda/v11/TK3gWkYFABsmjsLaGwW8Enew.woff) format(‘woff');.}. @font-face {. font-family: ‘Open Sans";. font-styl

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\errorPageStrings[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

4720

5.164796203267696

false
96:29UUigRxqH211CUIRgRLNRyYNjZbRXKkRPRk6C87Apsat/5/+mhPcF+5g+mOQb7A90:JsUOG1yNIX6ZzZWpHOWLial6Ch7bk
D65EC06F21C379C87040B83CC1ABACEB

208D0A0BB775661758394BE7E4AFB18357E46C8B
A1270E90CEA31B46432EC44731BF4400D22B38EB2855326BF934FE8F1B169A4F
8A166D26B49A5D95AEA49BC649E5EAS8786A2191F4D2ADACGEF5FBB7523940CE4482D6A2502AA870A931224F215CB2010A8C9B99A2C1820150E4D365CAB28299

false

/ISplit out for localization...var L_GOBACK_TEXT = "Go back to the previous page.”;..var L_REFRESH_TEXT = "Refresh the page.";..var L_MOREINFO_TEXT = "More
information”;..var L_OFFLINE_USERS_TEXT = "For offline users";..var L_RELOAD_TEXT = "Retype the address.";..var L_HIDE_HOTKEYS_TEXT = "Hide tab shortcuts
“;.var L_SHOW_HOTKEYS_TEXT = "Show more tab shortcuts";..var L_CONNECTION_OFF_TEXT = "You are not connected to the Internet. Check your Internet conn
ection.";..var L_CONNECTION_ON_TEXT = "It appears you are connected to the Internet, but you might want to try to reconnect to the Internet.”;....//lused by invalidcert.js
and hstscerterror.js..var L_CertUnknownCA_TEXT = "Your PC doesn\u2019t trust this website\u2019s security certificate.";..var L_CertExpired_TEXT = "The website
\u2019s security certificate is not yet valid or has expired.";..var L_CertCNMismatch_TEXT = "The hostname in the website\u2019s security certificate differs from the web
site you are trying to visit.";..var L

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCachelIE\OROWKIO1\logo_mobile[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 43 x 43, 8-bit colormap, non-interlaced

dropped

818

5.527303290382189

false
12:6v/7noX1fwgvWIZVTGFy+jx+C90WLID8NWiIM7RONNBK6peQ1:loagOZG0+EsvciMONNBKC1
7C2EC247FF92247556FE4AD2EACBDS4E
174097E1FCF86AD6DC11721726AF9399050FEA83
D3B8D058B7B821480AFBDOCBEFEFF691631B758CF433771E8E4D85D0C3B5EC30

ECS5D355B03A55EF66799C3FC1F277E499C52C3CC3EABSE4ASACT7FAD92CD486584050EBC56AFB60433BCESD8741DBC70D34BEBD10EFC12AC3D44EDFDO72AF
AB49

false

..Q...htRNS. =?BHOVW" acfijopgstuvwxy{[}~.
$Q....>IDAT8...gS.@...3 *b.Qc..1.X.W,.P.%.z...x..h...~u]....g&...|.d/.u..;.N.-.7.2.9.kN9...3k?.37. K.x.m..._p.....,......dB_.A[o....M.m.g.#r.x*.vD..Z.. k. X.......?HdU..O..[...|........
.eJbc8r2.eJ.G..0.-#&..&1,.P"h. . _#... 0."Z2.Y...3s.L. . >{B..W}LE&.Lh!....O[Dk...".Bj...R....N....IEND.B".
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OROWKIO1\main.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines, with NEL line terminators

dropped

52527

5.363847480094015

false
768:3+OXL7jlwt0ICgEL4IhZRDtk5nyO8L/PApgUPUuanjJiANIXbf3TJIEM:RChIplpHPxajIpNJIrf3TJI7
6637570A3999CA16E1D7DF80C00440E9

24B7A3EE392FFD7D7EF151FA54C33C06AED00655
8C605962CD18F028072E39CC8D77B230BFFCBO0F34D9241AF7A5CA3B03E32AA4

EAE47DBF15E4EC00D6E891413B2B6B6C2C492988BADF13D9DCC652F7BC78E2BC169BA4901F6509FFE2D6B61FE68DD63FDDCA072C4D62F102CD48DEBS5DCO¢
6D5

false

'warn","error"].forEach(function(t){console[t]=function(){}})}function _templateObject5(){var t=_taggedTemplateLiteral(['\n

=

if('window.console){var console={};["log","in

<div class="dialogOverlay">\n  <div class="dialogWrapper">\n <div class="close-bar">\n <span class="icon-close js-close"></span>\n </div>\n <div
class="dialogContent">\n <div>\n <div class="wbcontent__top">\n <div class="welcome">\n <span class="greetings">','</span>\n

</div>\n </div>\n\n <div class="wbcontent">\n <a href="#" class="btn js-backbutton"><span>','</span></a>\n <div class="wbcontent__t
easers">\n <div class="teaser-list-horizontal">\n <div class="blocks blocks-2">\n "\n </div>\n </div>\n

</div>\n\n <div class="wbcontent__hpad">\n <div\n

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\main[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

dropped

6701

4.717699808878306

false
192:qg1IPx6nUlvgp2XxNsbqcjoTf+tdpFbQBUURUI3pIXvgBCWS:qgllPdvbBUbIj48
4263DC97B317DE6GIC7556CAACES366D7
242E3408CFB68AF1F112310B6D70B6BFC8E73731
56C1A3E5276D5CAB25030F47846A3A1D484B20F2634F30292DAC05590B99996F

B4CD73C5347E3F1E79C707F4061C11153CBDAS00FBOAFAFCCA3886CF6COFAC2C923632DC0O35E34DD69EF2280DC78C4B153DAD4A1C81D7BD6CC2C675DB62A
870

false

(function(window) {. var CM = window.ConsentManagement;. var sessionStorageAvailable = isSessionStorageAvailable();.. if ({CM){. console.error(‘ConsentMa
nagement library missing');. }.. if ('sessionStorageAvailable) {. console.warn('sessionStorage unavailable’);. }.. try {. // add timeout here. var errTimer = setTimeou
t(function() {.  var spinner = document.getElementsByClassName('spinner')[0];.  var error = document.getElementsByClassName(‘error)[0];.  var btn = document.
getElementsByClassName('btn’)[0];..  spinner.style.display = 'none’;.  error.classList.add(‘fade-in’);.  error.style.display = ‘block’;.. ~ btn.addEventListener(‘click’,
function(e) {. e.preventDefault();. track(window.ui.trackingURL.error + '?code=timeout');. CM.setBypassCookie();. setTimeout(function() {.
redirectBack(‘timeoutButton');. },200);.  });. } 10000);.. /Il Check if cookies are supported. //if (Ipe

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\styles[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

dropped

3023

4.8569471735556995

false
48:0Vk+3y5ssDOpjThSI52+rTgS+JdI563uMoucXP9u+0TQgbMMHKD58HWMHV5y:vqgLDOpjXSlIs+rn+zL563uJP9u+NMHaX
4BFA53043E125C715DB34D44CFB8B378

710689F8BCBD206C1643CE1FB36CD3B14CC7D1E7
D39A6E84FA4BA424B1BDDF598E9CA744700C81C480CE78485597C1368D56B0A2
12484C3BAF59A1FC125A1F781FF2D1BB07B4D3494CBA18ESC320C0878E6C05293624A71F2D4A316317B6422E75A13842AEDAOAB386E4E2D85D9A847ED17A7CE

false

html, body {. width: 100%;. height: 100%;. background-color: white;. margin: 0;. padding: 0;.}.html {. overflow: hidden;.}..header {. width: 100%;. height:
44px;. background-color: #004788;.}..Iogo {. height: 44px;. width: 50px;. display: block;. background: url(‘/mailint/1/assets/header/logo_mobile.png') no-repeat;.
background-size: 50%;. background-position: center;.}..content {. text-align: center;. width: 100%;. height: 100%;.}..blurredbg {. background-image: url(’
MAILCOM_content_smartphone.jpg’);. background-repeat: no-repeat;. background-size: cover;. background-position: center top;. max-width: 48rem;. height: 100
%;. margin-right: auto;. margin-left: auto;.}...fade-in {{ animation: fadeln ease 2s;. -webkit-animation: fadeln ease 2s;. -moz-animation: fadeln ease 2s;. -o-ani
mation: fadeln ease 2s;. -ms-animation: fadeln ease 2s;.}.@keyframes fadeln {. 0% {opacity:0;}. 100% {opacity:1

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OROWKIO1\tcf-api[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files (x86)\Internet Explorer\iexplore.exe
UTF-8 Unicode text, with very long lines

dropped

128314

5.420028842667526
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OROWKIO1\tcf-api[1].js

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

false

1536:X7ksrPOOQrmfB/JbkcORkJIQbtirmDcPnj5tCOw/:X7vrOYfzIcOROQbt2uP

351509155B57D12F6E63A0639E414F6B

23B0O0CFF48F01F215C883206B887C47DCB82C832

2F930C675986DD3A373E3F76ADF2464CE9A1274B0B82B6FC85622F5801171C42
TEE5B752428863943D500DC5428C33223AE0DD80EBI85E8379F95E53176503F06A7C126819BFF0592FE16674ED22187823ECES54B6E173D844DD8AIAAS8FI42E2

false

var TcfApi=function(e){"use strict";var t,n;(t=e.TcfApiCommands||(e. TcfApiCommands={}))[t.getTCData=0]="getTCData" [t.ping=1]="ping",t[t.addEventListener=2]="a
ddEventListener" tt.removeEventListener=3]="removeEventListener" t[t.update TCString=4]="update TCString",t[t.getTCString=5]="getTCString",[t.getACString=6]="ge
tACString" t[t.getPermission=7]="getPermission",[t.getTCFVersion=8]="getTCFVersion" i[t.getTCLastUpdated=9]="getTCLastUpdated",t[t.getTCStringUtil=10]="getTCSt
ringUtil" t[t.getAppInfo=11]="getApplInfo",(n=e.PermissionFeatures||(e.PermissionFeatures={}))[n.publisher=0]="publisher",n[n.purpose=1]="purpose",n[n.vendor=2]=
"vendor",n[n.special=3]="special",n[n.brainTracking=4]="brainTracking",n[n.uimservTracking=5]="uimservTracking",n[n.agofTracking=6]="agofTracking",n[n.tgp=7]="t
gp",n[n.oewaTracking=8]="oewaTracking",n[n.googleAnalyticsTracking=9]="googleAnalyticsTracking",n[n.editorialPersonalization=10]="editorialPersonalization",n[n.
aditionAds=11]="aditionAds",n[n.siteSpec

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\tracklib.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

dropped

35191

5.160250416588836

false

768:KNnmWxY39QGZz906AR+sQetqvflIKOESQMFL4m+Zpt:UC3gZz9peUneD3
467D64D03CFC78E8871157E56581E037
BE8C7EB037128204999FF8D42477E27F7A23E598
40A6F6526AFEA19DB42DCF345249915CCACC710EE6CI7091D5D6285B5F90EAD3

84CF52E66423CAOEBC353527F67DC023C947E48745CBA46E71BC8282B1CDA97BA4B573D064918C3A9C4C665EFE347CE3B510A47659AAEC99BEAL7F64F01B6C
4

false

Ifunction(e,t){"object"==typeof exports&&"object"==typeof module?module.exports=t():"function"==typeof define&&define.amd?define([],t):"object"==typeof exports?
exports.TrackLib=t():e. TrackLib=t()}(this,function(){return function(e){function __webpack_require__(r){if(t[r])return t[r].exports;var a=t[r]={i:r,l:!1,exports:{}};return e[r].cal
I(a.exports,a,a.exports,__webpack_require__),a.I=10,a.exports}var t={};return __webpack_require__.m=e,__webpack_require__.c=t, _webpack_require__.d=function(e,t,r)
{__webpack_require__.o(e,t)||Object.defineProperty(e,t,{configurable:!1,enumerable:!0,get:r})},__webpack_require__.n=function(e){var t=e&&e.__esModule?function()
{return e["default"]}:function(){return e};return __webpack_require__.d(t,"a",t),t}, __webpack_require__.o=function(e,t){return Object.prototype.hasOwnProperty.call(e,
t)},__webpack_require__.p="",_ webpack_require__(__webpack_require__.s=109)}([,function(e,t,r){"use strict";t.__esModule=!0;var a=function(e,t){var r;if(s.isObj
ect(e)&&s.

C:\Usersl\user\AppData\Local\Temp\JavaDeployReg.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with CRLF line terminators

modified

89

4.547386139474471

false

3:0VXUTMhO08JOGXNETMhOvVX+n:09UG3qEGD
F1FAABB9BEE11F028E3C2CDDD9791494
605B22B9D51C844BD95F98B1F65821F72DB54CE8
97A03499C1CEF5F894CAEDAFDABF75AB6048911CBC8216DC59861123170F7B5B
16B68D6A5A4624131A528C2FBD5B5F36EFB724F7358AA5FF1FC46C069D665E86865077A63217521A86F64296674E1C7B35531722F978CF4B5DDI9F7703E146721

false

[2021/07/09 15:36:40.691] Latest deploy version: ..[2021/07/09 15:36:40.691] 11.211.2 ..

C:\Users\user\AppData\Local\Temp\~DF0F318B5CCE001BBF.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\internet explorer\iexplore.exe

data

dropped

12933

0.4080339306625085

false

24:¢c9ILh9ILhIIIN9IIN%10Q91og9IWmpjumi:kBgolrNM1i
FA16EFB72560AB9D047BEO5SEO3F03BAE
66388F880E98045A48808EDOSEA4E52D547B6A3C
3E53598E4A20ECEBDF61FD1FFEB5D7241C44124F2DA2AAB733FFF332B333F253

C95E5A330DADIDA8C7CBF1FA2C6579850991F2D5B7C9C8AC44EDC203A31CCI08A3CA82630965E9DIDIISEE7C18FC40010B8D8BEAISES9AC34E93768538020€
B

false
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C:\Users\user\AppData\Local\Temp\~DF0F318B5CCE001BBF.TMP

Preview:

............................. 50 H MY 0o ceeeeeeeeeeeeeeeeeeseeeeseeeeeeeeeeeeeeeses KO H M0 oo e e ee oo ee e e oo s

C:\Users\luser\AppData\Local\Temp\~DF134D6241D89374BD.TMP

Process: C:\Program Files\internet exploren\iexplore.exe
File Type: data

Category: dropped

Size (bytes): 12933

Entropy (8bit):  0.406177855533185

Encrypted: false

SSDEEP: 12:¢c9ICg5/91CgeK9I26an9126an9I8fRQFIIBfRY9ITqwK8g1:cOILh9ILh9IIN9IINYlol9loY9IWx8g1

MD5: 724FC954D7C9FA24B9C466CBC7555A96

SHA1L: 1DF093F1D1CD727C7ADDC3F885065B7975EDCCAF

SHA-256: B18804D37BE4E8A534809A4ACIE99C5EOBCAB2613E3F4130BDE114DBDICO8ASC

SHA-512: 8967A7100CCE14077D3C1C9720E5E9DDBA1438E9AB6FEFAFA96D76A53BES4EB2352444408ED016461ED829072F8AD73B1B7717DD233A9369319EDA492929E89!
Malicious: false

Preview:

............................. 50 H MY 0 (oo eeveeeeeeeseeeeeeeeeeeeeseeeeeeseeeeseeesesFH M0 (e e e e e eee e s e

C:\Users\luser\AppData\Local\Temp\~DF2278B18D6A6BD7ED.TMP

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 12933

Entropy (8bit):  0.4064702258985505

Encrypted: false

SSDEEP: 24:c91Lh9ILh9IINYIIN9lorN39lorN39IWrNag6évgFNmw:kBgolp4pmpag6vgFNmw

MD5: 865E3ABFOC4795EED256158D5DCFADEG

SHA1L: 6A6478B3583DF7C7D35765EFAF7E2FD944560F0C

SHA-256: E360B61E3C1C9D6D7CD3E974D4A8A1C15B7BF368AE1BOF578659BCCD409C0340

SHA-512: 575D3C124EBD79DB378077A47562FD619DDBB6C53903A50F762C585DD3DFC402B04EE9DE1920BFI5AES8A270ADE3D608DDBB45F483024A0459FE2B290A3DD/
E

Malicious: false

Preview:

C:\Users\user\AppData\Local\Temp\~DF3B2B4B210D4677DA.TMP

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 43001

Entropy (8bit):  0.5730297722825317

Encrypted: false

SSDEEP: 96:kBoxKAUVSCS+UoCLYUF9Sgpz9Saj59Sgh0:kBgoxKAUGR+UoCLYuigpUgjGgl

MD5: 7D8941F324524E3ED0280EBE948F9527

SHAL: 3534EACB8869C163F782BEC73E93C84770F59E9F

SHA-256: C58CB60F947CBAF53956B04B6DBB7027A9EAF21D08517EC852D213FDBF9088C9

SHA-512: 8BA846E9065B6F7E3EAC07F01112797DD20DBFFFFF32C6B1309BFFA0638FC6B14EF8DB4B30CD3C1A4CE1B74F604E1767C80AB2EA2A377375FC8A835CD80ELZ
64

Malicious: false

Preview:

............................. 0 H MY .0 (oo eeeeeeeeeeeeeeeeseeeessseseseseseeneeeee 0 H MY .01 (oo oo eessses s

C:\Users\user\AppData\Local\Temp\~DF3F423AA33482C50B.TMP

Process: C:\Program Files\internet explorer\iexplore.exe
File Type: data

Category: dropped

Size (bytes): 25657
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C:\Users\user\AppData\Local\Temp\~DF3F423AA33482C50B.TMP

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

0.31363565093954665

false
24:¢c9ILh9ILhIIINIIIN9IRGIIRAIITSIITy9ISSd9ISSd9IwIs9IwIPk9I2l/:kBgoxKAuvScS+vIRI/
74BDB3B70074BAEEOD1FCAF428E666BF
2E283FC470414F9DAEE1C826E352361AE2902CC4
EEF74864603416521EF79A0E75696353CDA6968A966872F789309968A9D2571D

BF96DD48DD01635B24DD5F8E116AAF8F862589A4A4851CBB7E923ED7354E92EFD51B86CEC3727A315A77256702C5DC7EOF4A78EABG7567F29A37B69E4385ECH
F

false

............................. 50 H MY 0o eeeeeeeeeeeeeeeeeeeseeeeeeneeeeeseeeeeeesesFH M0 e e e e e ee e e e s e

C:\Users\luser\AppData\Local\Temp\~DF5F3CA953B42C7490.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

data

dropped

39665

0.5754331040001995

false

96:kBgoxKAuvScS+eY ShlOv3k9SB0Ohv3k9SB0Odv3k9SBOC:kBgoxKAugR+eY ShlOv3kDhv3kDdv3kDC
74EO0F6665FF2BDD7D1F6615553722ACF

E407C6F6E75C03EO0D87C2E32765590E6C31AB148
07B4D4B3D0C1F507ADDFF792E29F206B8E490C149772F635EDC576DD1F48EC5A
02720F313220F438D7F363055EC725EA7075E0793D8D7A4C86F50C79F48C515856F1622C0491B20F82F7C70A83E535718857BD29010BA955FF828CF0969C2825

false

C:\Users\user\AppData\Local\Temp\~DF60A783B178E5E3D4.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

data

dropped

12933

0.40680259414241327

false

24:¢9ILh9ILh9IIN9IIN9loEZ9I0EZ9IWEpiP8g:kBgoInB/PH
5D3DABDE1090809B920A4DA0A7104FES
DE53767C9822A980311170A908F48BA48DC71DF8
1B8F751DB72BE7EFAA37BBFAEC4624A9D1528AEFBF1D1F24019B4928A84D7D1C

50E2D45A57A202E7D4F6688F6D9DIDIFD1B57DD4D9B7E81168A10EDDO11C50FEAF410AF75CA3B3063A69DESE91ABAGG636AE0103713439FB2BDBEASE7AEGAA(
BD

false

206, H..M.{y..+.0..(

C:\Users\user\AppData\Local\Temp\~DF8670946C9A228354.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\internet explorer\iexplore.exe

data

dropped

39649

0.5751636937946262

false
48:kBgoxKAuvScS+xvdeglgWOQKMcUqz6VQOQKMcUgz6VoOQKMcUqz6VZ:kBgoxKAuvScS+xvdc/t0/cQ0/co0/cZ
B20E16767C73AF3D4D8A4526F17FD6E4

B58EC16C14DCOB14DC327E8EE39F501A82B94826
AB6B671C782FA8207ABFE7A31BB88E6662BFFD784BEC4EOB9544E3848D743D23

9BCDA2FDEB325DFDOE4AEC9A7BB32BB2DA3DEB9395CA06C1DC1A4BAF3FDDD73B89FF38D975FA33753F04D7B0392D47C09964AB747E1C3C3939786F3631F5!
1AA

false
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C:\Users\user\AppData\Local\Temp\~DF8670946C9A228354.TMP

Preview:

............................. 50 H MY 0o ceeeeeeeeeeeeeeeeeeseeeeseeeeeeeeeeeeeeeses KO H M0 oo e e ee oo ee e e oo s

C:\Users\luser\AppData\Local\Temp\~DF867A60F063A0CB97.TMP

Process: C:\Program Files\internet explorer\iexplore.exe
File Type: data

Category: dropped

Size (bytes): 39641

Entropy (8bit):  0.5714405183891025

Encrypted: false

SSDEEP: 96:kBgoxKAuvScS+EilZCAOIuAOOIUAAOIUAS:kBgoxKAugR+EiIZCAObAOObAAObAS

MDS5: 3865D8F07D6845599BD57937B3360E9B

SHA1L: 8FDB6908BED1E1A10753452AECD229EB64B2FEF3D

SHA-256: 59A64B3CF761F2F4B73B6000F85B1FD3EB230FE647740B59A808B9A8483575B7

SHA-512: E3EB5603C4665BA16758C61575BFOA8D1DAE1540B33F6B215EC40D8B28284B7DFF448EB21570B21C5A5BB46FC1EBC5A5BF52515C2803AC10DFD8056D089169(
Malicious: false

Preview:

............................. 50 H MY 0 (oo eeveeeeeeeseeeeeeeeeeeeeseeeeeeseeeeseeesesFH M0 (e e e e e eee e s e

C:\Users\luser\AppData\Local\Temp\~DF9CCB71D7125A321B.TMP

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 12933

Entropy (8bit):  0.40462310383455763

Encrypted: false

SSDEEP: 12:¢91Cg5/9ICgeK9lI26an9126an9I8fR5PFIIBFRSNIITq5tQmMmMQKXd:c9ILh9ILhIIINSIIN9loH9IoH9IWTriL
MD5: D78FF6AF458AC6799COEBCA3E9E2DEL6

SHA1L: 97B6EF5895242BOCEEC77AD4262464B2A72105AE

SHA-256: E71C50FB397AA7416518CF797DD374FD525439B9CA35EA659758C84659450A8F

SHA-512: 34BA9826C7A7D0125090F2BB0C4198635084EC6BCED249A31C1D92CBOFC52CB8D3ED0685CEG6372B13B477E97C63064CDA4E70B66B4B352FE7B70AE0940085¢
Malicious: false

Preview:

............................. K0 H MY H.01 (oo eeeeeeeseeeeeeeeeeeeeceesesseneesseeeees 0 H ML Y0 (oo oo eeeeeeee e eeeeeeee e

C:\Users\user\AppData\Local\Temp\~DFA4B211933831C46D.TMP

Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 12933

Entropy (8bit):  0.40717374085847213

Encrypted: false

SSDEEP: 12:¢c9ICg5/91CgeK9l26an9126an9I8fRWPFIIBFRWNIITqWgca:c9ILh9ILhIIIN9IIN9loG9lo29IWv

MD5: A0663E5B8C92A11F974BC493D83F6219

SHAL: 063C97ADD72A96CAD1C83CD86583297CF0E99648

SHA-256: 1DE96A153C93FEEF92328A549A0B777F25E5C2C48A642DFAFF4AD96D4758A3040

SHA-512: 47ATE8B7BCF6A181E5F238DED562B9537A231A96C869ACDABFI7EBSACA7AGB3ADD8694B561C818A0F3BDCA4C7D67419C12C71D34C8F0258FFA9ESBES32B88D
85

Malicious: false

Preview:

C:\Users\user\AppData\Local\Temp\~-DFADD0A24F1B043A66.TMP

Process: C:\Program Files\internet explorer\iexplore.exe
File Type: data

Category: dropped

Size (bytes): 39625
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C:\Users\user\AppData\Local\Temp\~-DFADD0A24F1B043A66.TMP

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

0.5707071089159305

false
96:kBgoxKAuvScS+sKQx6wlOON8IDIOONS8IjI00N8II:kBgoxKAugR+sKQx6wl0alomIOH
E0449F13C6ECBE7B66AFF2F1C91E89E4
F3DA4AFDA7BB6E7275B3B4D0AC8244AC8D4BEODD
22B9F094CAD87561954F7DDCB39B8AA28ED999B1437AD1290FE74334F6EBADF4

5D3365BB159302F463FCCD0AAG6144A618258943C9A8E29DF5A903C8EFE29F763C4767D23BOBF3DECAD569650816BFCBFE1A16918A66EF600B536EADBO92FDB,
3

false

*%.H.M..{y..+.0...( X% H.M..{y..+.0...

C:\Users\luser\AppData\Local\Temp\~DFDC723F1443C4BAD9.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

data

dropped

12917

0.39575564751580133

false

24:c91Lh9ILh9IIN9IIN9IoQF910QI9IWQqasFJ:kBqolQuQQQD
D7C0079DE78E9A32C0F4D680702EFAD6
C580DDD7EAA24EDA20637DD08E9325FBD184BID5
DFDB8E4FOA8DCA928BEE23FF553F1ADEF64A137AD7CECAOD504D8658F86C245E
23597B97E1E22CA79A334199751E2A44C75E6929EA1664B90100C95099EC6FF3A6367C50D03B57BCB3B4694845E3C5E3F760428D3D9397A5376EC4631D37F417

false

............................. K0 H MY H.00 (oo eeeeeeeseeeeeeeeeeeeeeeeseeeeeeeeeeeeees 0 H MY .0 (oo oo

C:\Users\user\AppDatal\Local\Temp\~-DFFE16BBD1A669E84C.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

data

dropped

39649

0.5732154542651167

false
96:kBaoxKAuvScS+1bZILISztdFSkSztdFSsSztdFSd:kBgoxKAuqR+1bZILIY5YNYy
4DD17EF9523A813C195CF1516C7AD6B1
B86271361A7CE3EC6E2C13AFC08B8983COEBD7B0
C797E9B9B10541768DAC05778C1159073D866B2C69D3E2562800936914742F21

326A02DDO3EDFA055B7DBECESD34FF37629FED9FEFBEC7AE315EBE2B86506AF9314A68780E276BC67DC620B5AES5B35E7C260E199DAD81ECDE732A55CBBEL
4F26

false

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:

PE32 executable (DLL) (GUI) Intel 80386, for MS Wi
ndows

6.699066149824432

e Win32 Dynamic Link Library (generic) (1002004/3)
99.60%

e Generic Win/DOS Executable (2004/3) 0.20%

e DOS Executable Generic (2002/1) 0.20%

e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

c36.dll
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General
File size:
MD5:
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Rich Headers

Data Directories

Sections

Name  Virtual Address
.text 0x1000

.rdata 0x4b000

.data 0x62000

.rsrc 0xfc000

.reloc 0xfd000

Resources

Imports

Copyright Joe Security LLC 2021

Virtual Size
0x49dbd

0x16a65

0x998c8

0xdso

0x3928

Raw Size

0x49e00

0x16c00

0x1800

0xe00

0x3a00

Xored PE

False

False

False

False

False

74f0e4ecccdceOed

0x1036ead
text
false
0x1000000

windows gui

421376
¢36ab737db2b6d11fb1f443f8117a7fa
e6fab2798dd6088aa3527a01aelb3f2415cf40cf

181fe6714ebaff8c1855e8eldbac545ffd160df0ec96ddfo2
0c5155916b7111b

04884ebda245977509b16eddc89a057582f47¢cc315610b
a040750313bdb668d5377fec118f9c6d7934¢7369¢3b40c
09cb084ec22c71979316ed32860538b0fa9

6144:XoiHyepaXa+Cv3FyUtySzhyq++rWM+AVF7tct2P
ytUDIrfu+U390:YfGFvFu8hPWM+AVLCcMKtKtK

is program cannot be run in DOS mode....$.
C.kC..u...sC..u....C..b;..IC.kC...C..u...RC..u...jC..u...jC..
u...jC..RichkC.................. PE..L....+L.ocoeee.

32BIT_MACHINE, EXECUTABLE_IMAGE, DLL

DYNAMIC_BASE
0x4C2B8293 [Wed Jun 30 17:44:51 2010 UTC]

o o o o1 o u

9ac2df5al4a0377b217ae274fd22ed43

ZLIB Complexity
0.661458333333

0.650519402473

0.343587239583

0.364397321429

0.554485452586

File Type

data

data

data

data

data

Entropy Characteristics

6.64292711487 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

6.09504929451 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

3.99466653624 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

3.40694082872 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

5.40101717847 IMAGE_SCN_CNT_INITIALIZED_DA
TA,

IMAGE_SCN_MEM_DISCARDABLE,
IMAGE_SCN_MEM_READ
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Exports

Possible Origin

Language of compilation system Country where language is spoken

English United States

Network Behavior

Snort IDS Alerts

Source Dest

Timestamp Protocol SID Message Port Port Source IP  Dest IP
07/09/21- TCP 2033204 ET TROJAN Ursnif Variant CnC Beacon - URI Struct M2 (_2F) 49729 80 192.168.2.3 40.97.128.194
15:24:33.634449

07/09/21- TCP 2033203 ET TROJAN Ursnif Variant CnC Beacon - URI Struct M1 (_2B) 49729 80 192.168.2.3 40.97.128.194
15:24:33.634449

Network Port Distribution

TCP Packets

UDP Packets

ICMP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jul 9, 2021 15:35:10.023175001 CEST 192.168.2.4 8.8.8.8 0x6029 Standard query  outlook.com A (IP address) IN (0x0001)
(0)

Jul 9, 2021 15:35:10.908184052 CEST 192.168.2.4 8.8.8.8 0x273 Standard query  www.outlook.com A (IP address) IN (0x0001)
(0)

Jul 9, 2021 15:35:11.100637913 CEST 192.168.2.4 8.8.8.8 0x5ef4 Standard query  outlook.of A (IP address) IN (0x0001)
0) fice365.com

Jul 9, 2021 15:35:54.048286915 CEST 192.168.2.4 8.8.8.8 0x227 Standard query  taybhctdye A (IP address) IN (0x0001)
0) hfhgthp2.xyz

Jul 9, 2021 15:35:54.388962030 CEST 192.168.2.4 8.8.8.8 0xbd33 Standard query  taybhctdye A (IP address) IN (0x0001)
0) hfhgthp2.xyz

Jul 9, 2021 15:35:54.699239969 CEST 192.168.2.4 8.8.8.8 0xf03b Standard query  taybhctdye A (IP address) IN (0x0001)
0) hfhgthp2.xyz

Jul 9, 2021 15:36:06.286339998 CEST 192.168.2.4 8.8.8.8 0x8170 Standard query  outlook.com A (IP address) IN (0x0001)
0

Jul 9, 2021 15:36:06.811527014 CEST 192.168.2.4 8.8.8.8 0x4c85 Standard query  www.outlook.com A (IP address) IN (0x0001)
0

Jul 9, 2021 15:36:06.911092997 CEST 192.168.2.4 8.8.8.8 0x77ae Standard query  outlook.of A (IP address) IN (0x0001)
0) fice365.com

Jul 9, 2021 15:36:18.424819946 CEST 192.168.2.4 8.8.8.8 0xe900 Standard query  thyihijtkyl A (IP address) IN (0x0001)
(0) hmhnypp2.xyz

Jul 9, 2021 15:36:18.698889971 CEST 192.168.2.4 8.8.8.8 0x73fe Standard query  thyihijtkyl A (IP address) IN (0x0001)
0) hmhnypp2.xyz

Jul 9, 2021 15:36:18.979058981 CEST 192.168.2.4 8.8.8.8 0x5e49 Standard query  thyihjtkyl A (IP address) IN (0x0001)
0) hmhnypp2.xyz

Jul 9, 2021 15:36:30.986148119 CEST 192.168.2.4 8.8.8.8 0x4dbd Standard query ~ mail.com A (IP address) IN (0x0001)
0

Jul 9, 2021 15:36:34.206691027 CEST 192.168.2.4 8.8.8.8 0xa90d Standard query  www.mail.com A (IP address) IN (0x0001)
0

Jul 9, 2021 15:36:34.400295019 CEST 192.168.2.4 8.8.8.8 0xb29a Standard query  dl.mail.com A (IP address) IN (0x0001)
0

Jul 9, 2021 15:36:34.415894985 CEST 192.168.2.4 8.8.8.8 0x3dbb Standard query  s.uicdn.com A (IP address) IN (0x0001)

©
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Timestamp

Jul 9, 2021 15:36:34.431644917 CEST

Jul 9, 2021 15:36:34.865569115 CEST

Jul 9, 2021 15:36:35.163589954 CEST

Jul 9, 2021 15:36:35.493360996 CEST

Jul 9, 2021 15:36:41.645814896 CEST

Jul 9, 2021 15:36:42.133971930 CEST

Jul 9, 2021 15:36:42.240880966 CEST

Jul 9, 2021 15:36:57.412597895 CEST

Jul 9, 2021 15:36:57.690293074 CEST

DNS Answers

Timestamp Source IP

Jul 9, 2021
15:35:10.036030054
CEST

8.8.8.8

Jul 9, 2021
15:35:10.036030054
CEST

8.8.8.8

Jul 9, 2021 8.8.8.8
15:35:10.036030054

CEST

Jul 9, 2021
15:35:10.036030054
CEST

8.8.8.8

Jul 9, 2021
15:35:10.036030054
CEST

Jul 9, 2021
15:35:10.036030054
CEST

Jul 9, 2021
15:35:10.036030054
CEST

Jul 9, 2021
15:35:10.036030054
CEST

Jul 9, 2021
15:35:10.921072006
CEST

Jul 9, 2021
15:35:10.921072006
CEST

Jul 9, 2021
15:35:10.921072006
CEST

Jul'9, 2021
15:35:10.921072006
CEST

Jul 9, 2021
15:35:10.921072006
CEST

Jul 9, 2021
15:35:10.921072006
CEST

Jul 9, 2021
15:35:10.921072006
CEST

Jul 9, 2021
15:35:10.921072006
CEST

Jul 9, 2021
15:35:11.113250971
CEST

Jul 9, 2021
15:35:11.113250971
CEST

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8
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Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Source IP

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x6029

0x6029

0x6029

0x6029

0x6029

0x6029

0x6029

0x6029

0x273

0x273

0x273

0x273

0x273

0x273

0x273

0x273

0x5ef4

0x5ef4

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

Oxal7l

0x351a

0x58c5

0xbb93

0x15e7

Oxbbed

0xb812

0x2356

0x2482

Name

outlook.com

outlook.com

outlook.com

outlook.com

outlook.com

outlook.com

outlook.com

outlook.com

www.outloo
k.com

outlook.of
fice365.com

outlook.ha
.office365.com

outlook.ms-
acdc.office.com

ZRH-efz.ms-
acdc.office.com

ZRH-efz.ms-
acdc.office.com

ZRH-efz.ms-
acdc.office.com

ZRH-efz.ms-
acdc.office.com

outlook.of
fice365.com

outlook.ha
.office365.com

OP Code Name

Standard query  www.google
(0) optimize.com
Standard query  wa.mail.com

(0
Standard query
(0
Standard query
0
Standard query
0
Standard query
(0)

img.ui-portal.de

plus.mail.com

outlook.com

www.outlook.com

Standard query  outlook.of
(0) fice365.com
Standard query  taybhctdye
(0) hfhgthp2.xyz
Standard query  taybhctdye
(0) hfhgthp2.xyz
CName Address

40.97.128.194

40.97.156.114

40.97.153.146

40.97.116.82

40.97.161.50

40.97.160.2

40.97.148.226

40.97.164.146

outlook.office365.com

outlook.ha.office365.com

outlook.ms-

acdc.office.com

ZRH-efz.ms-

acdc.office.com

52.97.186.114

52.97.232.194

52.98.168.178

52.98.163.18

outlook.ha.office365.com

outlook.ms-
acdc.office.com

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 9, 2021 8.8.8.8 192.168.2.4 Ox5ef4 No error (0) outlook.ms- ZRH-efz.ms- CNAME IN (0x0001)
15:35:11.113250971 acdc.office.com  acdc.office.com (Canonical

CEST name)

Jul 9, 2021 8.8.8.8 192.168.2.4 Ox5ef4 No error (0) ZRH-efz.ms- 52.98.168.178 A (IP address)  IN (0x0001)
15:35:11.113250971 acdc.office.com

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 Ox5ef4 No error (0) ZRH-efz.ms- 52.97.201.210 A (IP address)  IN (0x0001)
15:35:11.113250971 acdc.office.com

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 Ox5ef4 No error (0) ZRH-efz.ms- 52.97.201.226 A (IP address)  IN (0x0001)
15:35:11.113250971 acdc.office.com

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 Ox5ef4 No error (0) ZRH-efz.ms- 52.98.163.18 A (IP address)  IN (0x0001)
15:35:11.113250971 acdc.office.com

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x227 Server failure  taybhctdye none none A (IP address)  IN (0x0001)
15:35:54.376106024 2) hfhgthp2.xyz

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0xbd33 Server failure  taybhctdye none none A (IP address)  IN (0x0001)
15:35:54.689099073 ) hfhgthp2.xyz

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0xfO3b Server failure  taybhctdye none none A (IP address)  IN (0x0001)
15:35:54.715207100 ) hfhgthp2.xyz

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x8170 No error (0) outlook.com 40.97.128.194 A (IP address)  IN (0x0001)
15:36:06.299734116

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x8170 No error (0) outlook.com 40.97.156.114 A (IP address)  IN (0x0001)
15:36:06.299734116

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x8170 No error (0) outlook.com 40.97.153.146 A (IP address)  IN (0x0001)
15:36:06.299734116

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x8170 No error (0) outlook.com 40.97.116.82 A (IP address)  IN (0x0001)
15:36:06.299734116

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x8170 No error (0) outlook.com 40.97.161.50 A (IP address)  IN (0x0001)
15:36:06.299734116

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x8170 No error (0) outlook.com 40.97.160.2 A (IP address)  IN (0x0001)
15:36:06.299734116

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x8170 No error (0) outlook.com 40.97.148.226 A (IP address)  IN (0x0001)
15:36:06.299734116

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x8170 No error (0) outlook.com 40.97.164.146 A (IP address)  IN (0x0001)
15:36:06.299734116

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x4c85 No error (0) www.outloo outlook.office365.com CNAME IN (0x0001)
15:36:06.826070070 k.com (Canonical

CEST name)

Jul 9, 2021 8.8.8.8 192.168.2.4 0x4c85 No error (0) outlook.of outlook.ha.office365.com CNAME IN (0x0001)
15:36:06.826070070 fice365.com (Canonical

CEST name)

Jul 9, 2021 8.8.8.8 192.168.2.4 0x4c85 No error (0) outlook.ha outlook.ms- CNAME IN (0x0001)
15:36:06.826070070 .office365.com  acdc.office.com (Canonical

CEST name)

Jul'9, 2021 8.8.8.8 192.168.2.4 0x4c85 No error (0) outlook.ms- ZRH-efz.ms- CNAME IN (0x0001)
15:36:06.826070070 acdc.office.com  acdc.office.com (Canonical

CEST name)

Jul 9, 2021 8.8.8.8 192.168.2.4 0x4c85 No error (0) ZRH-efz.ms- 52.97.201.194 A (IP address)  IN (0x0001)
15:36:06.826070070 acdc.office.com

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x4c85 No error (0) ZRH-efz.ms- 52.97.201.210 A (IP address)  IN (0x0001)
15:36:06.826070070 acdc.office.com

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x4c85 No error (0) ZRH-efz.ms- 52.97.201.242 A (IP address)  IN (0x0001)
15:36:06.826070070 acdc.office.com

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x4c85 No error (0) ZRH-efz.ms- 52.97.232.194 A (IP address)  IN (0x0001)
15:36:06.826070070 acdc.office.com

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x77ae No error (0) outlook.of outlook.ha.office365.com CNAME IN (0x0001)
15:36:06.924546003 fice365.com (Canonical

CEST name)

Jul 9, 2021 8.8.8.8 192.168.2.4 0x77ae No error (0) outlook.ha outlook.ms- CNAME IN (0x0001)
15:36:06.924546003 .office365.com  acdc.office.com (Canonical

CEST name)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 9, 2021 8.8.8.8 192.168.2.4 0x77ae No error (0) outlook.ms- ZRH-efz.ms- CNAME IN (0x0001)
15:36:06.924546003 acdc.office.com  acdc.office.com (Canonical

CEST name)

Jul 9, 2021 8.8.8.8 192.168.2.4 0x77ae No error (0) ZRH-efz.ms- 52.98.163.18 A (IP address)  IN (0x0001)
15:36:06.924546003 acdc.office.com

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x77ae No error (0) ZRH-efz.ms- 52.97.201.226 A (IP address)  IN (0x0001)
15:36:06.924546003 acdc.office.com

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x77ae No error (0) ZRH-efz.ms- 52.97.186.114 A (IP address)  IN (0x0001)
15:36:06.924546003 acdc.office.com

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x77ae No error (0) ZRH-efz.ms- 52.97.186.146 A (IP address)  IN (0x0001)
15:36:06.924546003 acdc.office.com

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0xe900 Server failure  thyihjtkyl none none A (IP address)  IN (0x0001)
15:36:18.690321922 ) hmhnypp2.xyz

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x73fe Server failure  thyihjtkyl none none A (IP address)  IN (0x0001)
15:36:18.970729113 ) hmhnypp2.xyz

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x5e49 Server failure  thyihjtkyl none none A (IP address)  IN (0x0001)
15:36:18.992382050 ) hmhnypp2.xyz

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x4dbd No error (0) mail.com 82.165.229.87 A (IP address)  IN (0x0001)
15:36:31.001132011

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0xa90d No error (0) www.mail.com 82.165.229.59 A (IP address)  IN (0x0001)
15:36:34.220576048

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0xb29a No error (0) dl.mail.com dl.mail.com.edgekey.net CNAME IN (0x0001)
15:36:34.421116114 (Canonical

CEST name)

Jul 9, 2021 8.8.8.8 192.168.2.4 0x3dbb No error (0) s.uicdn.com s.uicdn.com.edgekey.net CNAME IN (0x0001)
15:36:34.438905001 (Canonical

CEST name)

Jul 9, 2021 8.8.8.8 192.168.2.4 Oxal7l No error (0) www.google 172.217.168.14 A (IP address)  IN (0x0001)
15:36:34.458900928 optimize.com

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x351a No error (0) wa.mail.com 82.165.229.16 A (IP address)  IN (0x0001)
15:36:34.879384995

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x58¢5 No error (0) img.ui-portal.de  img.ui- CNAME IN (0x0001)
15:36:35.184494019 portal.de.edgekey.net (Canonical

CEST name)

Jul 9, 2021 8.8.8.8 192.168.2.4 0xbb93 No error (0) plus.mail.com plusmailcom.ha-cdn.de CNAME IN (0x0001)
15:36:35.506850004 (Canonical

CEST name)

Jul 9, 2021 8.8.8.8 192.168.2.4 0xbb93 No error (0) plusmailcom.ha- 195.20.250.115 A (IP address)  IN (0x0001)
15:36:35.506850004 cdn.de

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x15e7 No error (0) outlook.com 40.97.128.194 A (IP address)  IN (0x0001)
15:36:41.660183907

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x15e7 No error (0) outlook.com 40.97.156.114 A (IP address)  IN (0x0001)
15:36:41.660183907

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x15e7 No error (0) outlook.com 40.97.153.146 A (IP address)  IN (0x0001)
15:36:41.660183907

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x15e7 No error (0) outlook.com 40.97.116.82 A (IP address)  IN (0x0001)
15:36:41.660183907

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x15e7 No error (0) outlook.com 40.97.161.50 A (IP address)  IN (0x0001)
15:36:41.660183907

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x15e7 No error (0) outlook.com 40.97.160.2 A (IP address)  IN (0x0001)
15:36:41.660183907

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x15e7 No error (0) outlook.com 40.97.148.226 A (IP address)  IN (0x0001)
15:36:41.660183907

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x15e7 No error (0) outlook.com 40.97.164.146 A (IP address)  IN (0x0001)
15:36:41.660183907

CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 Oxbbed No error (0) www.outloo outlook.office365.com CNAME IN (0x0001)
15:36:42.147253990 k.com (Canonical

CEST name)
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Timestamp Source IP Dest IP

Trans ID

Jul 9, 2021 8.8.8.8 192.168.2.4 Oxbbed

15:36:42.147253990
CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 Oxbbed

15:36:42.147253990
CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 Oxbbed

15:36:42.147253990
CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 Oxbbed

15:36:42.147253990
CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 Oxbbed

15:36:42.147253990
CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 Oxbbed

15:36:42.147253990
CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 Oxbbed

15:36:42.147253990
CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0xb812

15:36:42.261642933
CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0xb812

15:36:42.261642933
CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0xb812

15:36:42.261642933
CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0xb812

15:36:42.261642933
CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0xb812

15:36:42.261642933
CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0xb812

15:36:42.261642933
CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0xb812

15:36:42.261642933
CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x2356

15:36:57.681952953
CEST

Jul 9, 2021 8.8.8.8 192.168.2.4 0x2482

15:36:57.956423044
CEST

HTTP Request Dependency Graph

e outlook.com

e mail.com

HTTP Packets

Session ID Source IP
0 192.168.2.4

kBytes
Timestamp transferred
Jul 9, 2021 1422

15:35:10.174988985 CEST

Copyright Joe Security LLC 2021

Source Port
49755

Direction
ouT

Reply Code Name CName Address Type Class
No error (0) outlook.of outlook.ha.office365.com CNAME IN (0x0001)
fice365.com (Canonical
name)
No error (0) outlook.ha outlook.ms- CNAME IN (0x0001)
.office365.com  acdc.office.com (Canonical
name)
No error (0) outlook.ms- ZRH-efz.ms- CNAME IN (0x0001)
acdc.office.com  acdc.office.com (Canonical
name)
No error (0) ZRH-efz.ms- 52.97.232.194 A (IP address)  IN (0x0001)

acdc.office.com

No error (0) ZRH-efz.ms- 52.97.201.226 A (IP address)  IN (0x0001)
acdc.office.com

No error (0) ZRH-efz.ms- 52.97.186.146 A (IP address)  IN (0x0001)
acdc.office.com

No error (0) ZRH-efz.ms- 52.98.168.178 A (IP address)  IN (0x0001)
acdc.office.com

No error (0) outlook.of outlook.ha.office365.com CNAME IN (0x0001)
fice365.com (Canonical
name)
No error (0) outlook.ha outlook.ms- CNAME IN (0x0001)
.office365.com  acdc.office.com (Canonical
name)
No error (0) outlook.ms- ZRH-efz.ms- CNAME IN (0x0001)
acdc.office.com  acdc.office.com (Canonical
name)
No error (0) ZRH-efz.ms- 52.97.201.210 A (IP address)  IN (0x0001)

acdc.office.com

No error (0) ZRH-efz.ms- 52.97.201.242 A (IP address)  IN (0x0001)
acdc.office.com

No error (0) ZRH-efz.ms- 52.98.163.18 A (IP address)  IN (0x0001)
acdc.office.com

No error (0) ZRH-efz.ms- 52.97.232.194 A (IP address)  IN (0x0001)
acdc.office.com

Server failure  taybhctdye none none A (IP address)  IN (0x0001)
(2) hfhgthp2.xyz
Server failure  taybhctdye none none A (IP address)  IN (0x0001)
(2) hfhgthp2.xyz

Destination IP Destination Port Process

40.97.128.194 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /jdraw/OvXGpKzLxUIvc/5YmODYZ1/gEkiOc5_2Bcj_2BJgBmclYf/4zl_2FilGx/zg7_2FVzTFFpxQ0Zg/IVmTCcFICtOu9/
15kAgnW78Y1/MXCY 1IZONnEzVM/eyszldhHfLOFhdO1fFyz9/RRageJksBpKDOXIU/B2SSOZmmpvCp3sl/41JYPEC_
2BP8ptX03E/E9fvTGTLb/WJI6m1MuHv/Uxoeld.crw HTTP/1.1

Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: outlook.com

Connection: Keep-Alive
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kBytes

Timestamp transferred

Jul 9, 2021 1464
15:35:10.304406881 CEST

Source

Session ID Source IP

1 192.168.2.4
kBytes

Timestamp transferred

Jul 9, 2021 6725

15:36:31.032486916 CEST

Jul 9, 2021 6726

15:36:34.056253910 CEST

HTTPS Packets

Timestamp Source IP Port

Jul 9, 2021 82.165.229.87 443

15:36:34.119978905

CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49788

Direction

ouT

Dest IP

192.168.2.4 49790 CN=*.mail.com, O=1&1 Mail CN=GeoTrust RSA CA

Data

HTTP/1.1 301 Moved Permanently

Cache-Control: no-cache

Pragma: no-cache

Location: https://outlook.com/jdraw/OvXGpKzLxUlvc/5YmODYZ1/gEkiOc5_2Bcj_2BJgBmclYf/4zl_2FilGx/zg7_2F
VzTFFpxQ0Zg/IVmTcFICtOu9/15kAgnW78YI/MXCY 1IZONnEzVM/eyszldhHfL9FhdO1fFyz9/RRageJksBpKDOxIU
/B2SSOZmmpvCp3sl/41JYpEC_2BP8ptXo3E/E9fvTGTLb/WJI6m1MuHv/Uxoeld.crw

Server: Microsoft-11S/10.0

request-id: ef19a234-808a-e7e4-cc62-665db79bacdl

X-FEServer: DM5PR2201CA0021

X-Requestld: a2a0afcf-d725-4567-b415-2b62550845a2

X-Powered-By: ASP.NET

X-FEServer: DM5PR2201CA0021

Date: Fri, 09 Jul 2021 13:35:09 GMT

Connection: close

Content-Length: 0

Destination IP Destination Port Process

82.165.229.87 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /jdraw/2x8ENuMVJEai_2FVqcwg/KQQ50kpnOM3L73ENNBE/G1knvzad_2Fg_2BkyCoA3S/RcPZinl4BFdYu/N
G5HWnbO/vivVzx4Doj88hqHzLS5VCBO/IRrw60bYiX/1_2Fr33YbgATIRyOm/a_2FLfkuNA_2/F_2Fya3jjalf/Eg8brnQokZm55h
/iGeurV8IMuflt7jFcTF99/whDSjKuT/g9I18UU7_2/B.crw HTTP/1.1

Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: mail.com

Connection: Keep-Alive

HTTP/1.1 301 Moved Permanently

Date: Fri, 09 Jul 2021 13:36:31 GMT

Server: Apache

Location: https://mail.com/jdraw/2x8ENuMVJEai_2FVqcwg/KQQ50kpnOM3L73ENNBE/G1knvzad_2Fg_2BkyCoA3S/RcP
Zinl4BFdYu/NG5HWnbO/VfvVzx4Doj88hqHzLS5VCBO/IRrw6ObYiX/1_2Fr33YbgATIRyOm/a_2FLfkuNA_2/F_2Fys3jjalf/Eg
8brnQokZm55h/jGeurV8IMuflt7jFcTF99/whDSjKuT/g9I8UU7_2/B.crw

Content-Length: 457

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e Oa 3¢ 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f
76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68
31 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3¢ 2f 68 31 3e Oa 3¢ 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74
20 68 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 6d 61 69 6¢ 2e 63 6f 6d 2f 6a 64 72
61 77 2f 32 78 38 45 4e 75 4d 56 4a 45 61 69 5f 32 46 56 71 63 77 67 2f 4b 51 51 35 30 6b 70 6e 30 4d 33 4c 37 33 45 4e
4e 42 45 2f 47 31 6b 6e 76 7a 61 64 5f 32 46 67 5f 32 42 6b 79 43 6f 41 33 53 2f 52 63 50 5a 69 6e 6¢ 34 42 46 64 59 75
2f 4e 47 35 48 57 6e 62 30 2f 76 66 76 56 7a 78 34 44 6f 6a 38 38 68 71 48 7a 4c 53 35 56 43 42 30 2f 49 52 72 77 36 4f
62 59 69 58 2f 31 5f 32 46 72 33 33 59 62 71 41 54 39 52 79 30 6d 2f 61 5f 32 46 4c 66 6b 75 4e 41 5f 32 2f 46 5f 32 46 79
33 6a 6a 61 6¢ 66 2f 45 67 38 62 72 6e 51 6f 6b 5a 6d 35 35 68 2f 6a 47 63 75 72 56 38 49 4d 75 66 49 74 37 6a 46 63 54
46 39 39 2f 77 68 44 53 6a 4b 75 54 2f 67 39 6¢ 38 55 55 37 5f 32 2f 42 2e 63 72 77 22 3e 68 65 72 65 3c 2f 61 3e 2e 3c
2f 70 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>301 Moved Permanent
ly<ftitte></head><body><h1>Moved Permanently</h1><p>The document has moved <a href="https://mail.com/jdraw/2x8
ENuMVJEai_2FVgcwg/KQQ50kpnOM3L73ENNBE/G1knvzad_2Fg_2BkyCoA3S/RcPZinl4BFdYu/NG5HWnNbO/vivVzx
4D0j88hqHzLS5VCBO/IRrw60bYiX/1_2Fr33YbgAT9RyOm/a_2FLfkuNA_2/F_2Fy3jjalf/Eg8brnQokZm55h/jGeurVaIMufit
7jFCTF99/WhDSjKuT/g9I8UU7_2/B.crw">here</a>.</p></body></htm|>

Not Not
Before After

JA3 SSL Client
Fingerprint

Tue Nov Mon 771,49196-

& Media GmbH, 2018, 10 Nov 15  49195-49200-
L=Montabaur, OU=www.digicert.com, 01:00:00 00:59:59 49199-49188-
ST=Rheinland-Pfalz, C=DE O=DigiCert Inc, C=US  CET CET 49187-49192-
CN=GeoTrust RSA CA CN=DigiCert Global 2020 2021 49191-49162-
2018, Root CA, Mon Sat Nov 49161-49172-

Subject Issuer JA3 SSL Client Digest

9e10692f1b7{78228b2d4e
424db3a98c

OU=www.digicert.com, OU=www.digicert.com, Nov 06 06 49171-157-156-
O=DigiCert Inc, C=US O=DigiCert Inc, C=US  13:23:45 13:23:45 61-60-53-47-
CET CET 10,0-10-11-13-
2017 2027 35-16-23-24-
CN=GeoTrust RSA CA CN=DigiCert Global Mon SatNoy 05281,29-23-24.0
2018, Root CA, Nov 06 06
OU=www.digicert.com, OU=www.digicert.com, 13:23:45 13:23:45
O=DigiCert Inc, C=US O=DigiCert Inc, C=US  CET CET
2017 2027
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Source

Timestamp Source IP Port

Jul 9, 2021
15:36:34.268867970
CEST

82.165.229.59 443

Jul 9, 2021
15:36:34.272562981
CEST

82.165.229.59 443

Jul 9, 2021
15:36:34.571751118
CEST

172.217.168.14 443

Jul 9, 2021
15:36:34.573301077
CEST

172.217.168.14 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.4 49791

192.168.2.4 49792

192.168.2.4 49800

192.168.2.4 49801

Subject

CN=*.mail.com, O=1&1 Mail
& Media GmbH,
L=Montabaur,
ST=Rheinland-Pfalz, C=DE
CN=GeoTrust RSA CA
2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=GeoTrust RSA CA
2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*.mail.com, O=1&1 Mail
& Media GmbH,
L=Montabaur,
ST=Rheinland-Pfalz, C=DE
CN=GeoTrust RSA CA
2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=GeoTrust RSA CA
2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*.google-analytics.com
CN=GTS CA 1C3,
O=Google Trust Services
LLC, C=US CN=GTS Root
R1, O=Google Trust
Services LLC, C=US

CN=GTS CA 1C3,
O=Google Trust Services
LLC, C=US

CN=GTS Root R1,
O=Google Trust Services
LLC, C=US

CN=*.google-analytics.com
CN=GTS CA 1C3,
O=Google Trust Services
LLC, C=US CN=GTS Root
R1, O=Google Trust
Services LLC, C=US

CN=GTS CA 1C3,
O=Google Trust Services
LLC, C=US

CN=GTS Root R1,
O=Google Trust Services
LLC, C=US

Issuer

CN=GeoTrust RSA CA
2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=GeoTrust RSA CA
2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=GTS CA 1C3,
0O=Google Trust
Services LLC, C=US
CN=GTS Root R1,
O=Google Trust
Services LLC, C=US
CN=GlobalSign Root
CA, OU=Root CA,
O=GlobalSign nv-sa,
C=BE

CN=GTS Root R1,
O=Google Trust
Services LLC, C=US

CN=GlobalSign Root
CA, OU=Root CA,
O=GlobalSign nv-sa,
C=BE

CN=GTS CA 1C3,
O=Google Trust
Services LLC, C=US
CN=GTS Root R1,
O=Google Trust
Services LLC, C=US
CN=GlobalSign Root
CA, OU=Root CA,
O=GlobalSign nv-sa,
C=BE

CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US

CN=GlobalSign Root
CA, OU=Root CA,
O=GlobalSign nv-sa,
C=BE

Not
Before

Tue Nov
10
01:00:00
CET
2020
Mon
Nov 06
13:23:45
CET
2017

Mon
Nov 06
13:23:45
CET
2017

Tue Nov
10
01:00:00
CET
2020
Mon
Nov 06
13:23:45
CET
2017

Mon
Nov 06
13:23:45
CET
2017

Tue Jun
22
15:35:56
CEST
2021
Thu Aug
13
02:00:42
CEST
2020 Fri
Jun 19
02:00:42
CEST
2020

Thu Aug
13
02:00:42
CEST
2020

Fri Jun
19
02:00:42
CEST
2020

Tue Jun
22
15:35:56
CEST
2021
Thu Aug
13
02:00:42
CEST
2020 Fri
Jun 19
02:00:42
CEST
2020

Thu Aug
13
02:00:42
CEST
2020

Fri Jun
19
02:00:42
CEST
2020

Not
After

Mon
Nov 15
00:59:59
CET
2021
Sat Nov
06
13:23:45
CET
2027

Sat Nov
06
13:23:45
CET
2027

Mon
Nov 15
00:59:59
CET
2021
Sat Nov
06
13:23:45
CET
2027

Sat Nov
06
13:23:45
CET
2027

Tue Sep
14
15:35:55
CEST
2021
Thu Sep
30
02:00:42
CEST
2027 Fri
Jan 28
01:00:42
CET
2028

Thu Sep
30
02:00:42
CEST
2027

FriJan
28
01:00:42
CET
2028

Tue Sep
14
15:35:55
CEST
2021
Thu Sep
30
02:00:42
CEST
2027 Fri
Jan 28
01:00:42
CET
2028

Thu Sep
30
02:00:42
CEST
2027

Fri Jan
28
01:00:42
CET
2028

JA3 SSL Client

Fingerprint JA3 SSL Client Digest

9e10692f1b7{78228b2d4e
424db3a98c

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0
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Source

Timestamp Source IP Port

Jul 9, 2021
15:36:34.927581072
CEST

82.165.229.16 443

Jul 9, 2021
15:36:34.931185961
CEST

82.165.229.16 443

Jul 9, 2021
15:36:35.549624920
CEST

195.20.250.115 443

Jul 9, 2021 195.20.250.115 443

15:36:35.553442955
CEST

Code Manipulations

Statistics

Behavior

)

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.4 49802

192.168.2.4 49803

192.168.2.4 49807

192.168.2.4 49806

Click to jump to process

Subject

CN=*.mail.com, O=1&1 Mail
& Media GmbH,
L=Montabaur,
ST=Rheinland-Pfalz, C=DE
CN=GeoTrust RSA CA
2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=GeoTrust RSA CA
2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*.mail.com, O=1&1 Mail
& Media GmbH,
L=Montabaur,
ST=Rheinland-Pfalz, C=DE
CN=GeoTrust RSA CA
2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=GeoTrust RSA CA
2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*.mail.com, O=1&1 Mail
& Media GmbH,
L=Montabaur,
ST=Rheinland-Pfalz, C=DE
CN=GeoTrust RSA CA
2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=GeoTrust RSA CA
2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*.mail.com, O=1&1 Mail
& Media GmbH,
L=Montabaur,
ST=Rheinland-Pfalz, C=DE
CN=GeoTrust RSA CA
2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=GeoTrust RSA CA
2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Issuer

CN=GeoTrust RSA CA
2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=GeoTrust RSA CA
2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=GeoTrust RSA CA
2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN-=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=GeoTrust RSA CA
2018,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Tue Nov
10
01:00:00
CET
2020
Mon
Nov 06
13:23:45
CET
2017

Mon
Nov 06
13:23:45
CET
2017

Tue Nov
10
01:00:00
CET
2020
Mon
Nov 06
13:23:45
CET
2017

Mon
Nov 06
13:23:45
CET
2017

Tue Nov
10
01:00:00
CET
2020
Mon
Nov 06
13:23:45
CET
2017

Mon
Nov 06
13:23:45
CET
2017

Tue Nov
10
01:00:00
CET
2020
Mon
Nov 06
13:23:45
CET
2017

Mon
Nov 06
13:23:45
CET
2017

Not
After

Mon
Nov 15
00:59:59
CET
2021
Sat Nov
06
13:23:45
CET
2027

Sat Nov
06
13:23:45
CET
2027

Mon
Nov 15
00:59:59
CET
2021
Sat Nov
06
13:23:45
CET
2027

Sat Nov
06
13:23:45
CET
2027

Mon
Nov 15
00:59:59
CET
2021
Sat Nov
06
13:23:45
CET
2027

Sat Nov
06
13:23:45
CET
2027

Mon
Nov 15
00:59:59
CET
2021
Sat Nov
06
13:23:45
CET
2027

Sat Nov
06
13:23:45
CET
2027

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-24,0

JA3 SSL Client Digest

9e10692f1b7{78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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System Behavior

Analysis Process: loaddll32.exe PID: 6856 Parent PID: 5840

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

15:33:59

09/07/2021

C:\Windows\System32\loadd|I32.exe

true

load

dII32.exe 'C:\Users\user\Desktop\c36.dII'

0x9e0000

116736 bytes
542795ADF7CCO8EFCF675D65310596E8

true

true

C, C++ or other language

o

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000000.00000003.790900009.0000000003628000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000000.00000003.790960793.0000000003628000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000000.00000003.790850525.0000000003628000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000000.00000003.790877212.0000000003628000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000000.00000003.790821624.0000000003628000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000000.00000003.790930892.0000000003628000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000000.00000003.790783444.0000000003628000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000000.00000003.790740831.0000000003628000.00000004.00000040.sdmp, Author:
Joe Security

Reputation: high
File Activities Show Windows behavior
Analysis Process: cmd.exe PID: 6876 Parent PID: 6856

General

Start time: 15:33:59

Start date: 09/07/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Copyright Joe Security LLC 2021

true

cmd

.exe /C rundll32.exe 'C:\Users\user\Desktop\c36.dII' #1

0x11d0000
232960 bytes

F3B
true

true

DBE3BB6F734E357235F4D5898582D

C, C++ or other language

high

Show Windows behavior
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Analysis Process: rundll32.exe PID: 6920 Parent PID: 6856

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

15:33:59

09/07/2021

C:\Windows\SysWOW64\rundll32.exe

true

rundll32.exe C:\Users\user\Desktop\c36.dll,Beautyresult
0x880000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: rundll32.exe PID: 6932 Parent PID: 6876

General

Start time: 15:33:59

Start date: 09/07/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

true

rundll32.exe ‘C:\Users\user\Desktop\c36.dIl'#1
0x880000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000003.910366216.0000000004E18000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000003.910522567.0000000004E18000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000003.910307395.0000000004E18000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000003.910457867.0000000004E18000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000002.1018360128.0000000004E18000.00000004.00000040.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000003.910423038.0000000004E18000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000003.910544336.0000000004E18000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000003.910564992.0000000004E18000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000004.00000003.910494134.0000000004E18000.00000004.00000040.sdmp, Author:
Joe Security

high

Show Windows behavior

Analysis Process: rundll32.exe PID: 6964 Parent PID: 6856

Copyright Joe Security LLC 2021
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

15:34:04

09/07/2021

C:\Windows\SysWOW64\rundll32.exe

true

rundll32.exe C:\Users\user\Desktop\c36.dll,Division
0x880000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: rundll32.exe PID: 6980 Parent PID: 6856

General

Start time: 15:34:08

Start date: 09/07/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

rundlI32.exe C:\Users\user\Desktop\c36.dll,Fastcolor
0x880000

61952 bytes
D7CA562BODB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: rundli32.exe PID: 7004 Parent PID: 6856

General

Start time: 15:34:14

Start date: 09/07/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: rundll32.exe C:\Users\user\Desktop\c36.dll,Yetclose

Imagebase: 0x880000

File size: 61952 bytes

MDS5 hash: D7CA562B0DB4F4DDOF03A89A1FDAD63D

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

true
true
C, C++ or other language
high

Show Windows behavior

Analysis Process: iexplore.exe PID: 7064 Parent PID: 800

Copyright Joe Security LLC 2021
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

15:35:07

09/07/2021

C:\Program Files\internet exploren\iexplore.exe

false

'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding
0x7ff745960000

823560 bytes

6465CB92B25A7BC1DF8E01D8SAC5E7596

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Analysis Process: iexplore.exe PID: 4788 Parent PID: 7064

General

Start time: 15:35:08

Start date: 09/07/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

‘C:\Program Files (x86)\Internet ExploreNlEXPLORE.EXE' SCODEF:7064 CREDAT:17410
Iprefetch:2

0xb00000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: iexplore.exe PID: 244 Parent PID: 800

General

Start time: 15:35:51

Start date: 09/07/2021

Path: C:\Program Files\internet exploreniexplore.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Registry Activities

Copyright Joe Security LLC 2021

false

‘C:\Program Files\Internet Exploren\iexplore.exe' -Embedding
0x7ff745960000

823560 bytes

6465CB92B25A7BC1DF8E01D8ACS5E7596

true

true

C, C++ or other language

high

Show Windows behavior

Show Windows behavior
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Analysis Process: iexplore.exe PID: 4500 Parent PID: 244

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

15:35:52

09/07/2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
true

'C:\Program Files (x86)\Internet Explore\lIEXPLORE.EXE' SCODEF:244 CREDAT:17410
Iprefetch:2

0xb00000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: iexplore.exe PID: 4780 Parent PID: 800

General

Start time: 15:36:03

Start date: 09/07/2021

Path: C:\Program Files\internet explorer\iexplore.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

‘C:\Program Files\Internet Explorer\iexplore.exe' -Embedding
0x7ff745960000

823560 bytes

6465CB92B25A7BC1DF8E01D8ACS5E7596

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Analysis Process: iexplore.exe PID: 6676 Parent PID: 4780

General

Start time: 15:36:04

Start date: 09/07/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

true

‘C:\Program Files (x86)\Internet Explore\lEXPLORE.EXE' SCODEF:4780 CREDAT:17410
Iprefetch:2

0xb00000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language
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File Activities Show Windows behavior

Analysis Process: iexplore.exe PID: 5592 Parent PID: 800

General

Start time: 15:36:16

Start date: 09/07/2021

Path: C:\Program Files\internet exploreniexplore.exe
Wow64 process (32bit): false

Commandline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding
Imagebase: 0x7ff745960000

File size: 823560 bytes

MDS5 hash: 6465CB92B25A7BC1DF8E01DBAC5E7596
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: iexplore.exe PID: 6188 Parent PID: 5592

General

Start time: 15:36:16

Start date: 09/07/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: ‘C:\Program Files (x86)\Internet ExploreNlEXPLORE.EXE' SCODEF:5592 CREDAT:17410
Iprefetch:2

Imagebase: 0xb00000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: iexplore.exe PID: 2016 Parent PID: 800

General

Start time: 15:36:27

Start date: 09/07/2021

Path: C:\Program Files\internet explorer\iexplore.exe
Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Internet Explorer\iexplore.exe' -Embedding
Imagebase: 0x7ff745960000

File size: 823560 bytes

MDS5 hash: 6465CB92B25A7BC1DF8E01DBAC5E7596
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: iexplore.exe PID: 6324 Parent PID: 2016

General
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Start time: 15:36:28

Start date: 09/07/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Internet Explore\lEXPLORE.EXE' SCODEF:2016 CREDAT:17410
Iprefetch:2

Imagebase: 0xb00000

File size: 822536 bytes

MDS5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: iexplore.exe PID: 4624 Parent PID: 800

General

Start time: 15:36:39

Start date: 09/07/2021

Path: C:\Program Files\internet explorer\iexplore.exe
Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Internet Explorer\iexplore.exe' -Embedding
Imagebase: 0x7ff745960000

File size: 823560 bytes

MD5 hash: 6465CB92B25A7BC1DF8E01DSACS5E7596
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: iexplore.exe PID: 5604 Parent PID: 4624

General

Start time: 15:36:40

Start date: 09/07/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: ‘C:\Program Files (x86)\Internet ExploreNIEXPLORE.EXE' SCODEF:4624 CREDAT:17410
Iprefetch:2

Imagebase: 0xb00000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: iexplore.exe PID: 5432 Parent PID: 800

General

Start time: 15:36:55

Start date: 09/07/2021

Path: C:\Program Files\internet exploreniexplore.exe

Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Internet Explorer\iexplore.exe' -Embedding
Imagebase: 0x7ff745960000

File size: 823560 bytes

MDS5 hash: 6465CB92B25A7BC1DF8E01DBAC5E7596

Has elevated privileges: true
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Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: iexplore.exe PID: 5060 Parent PID: 5432

General

Start time: 15:36:55

Start date: 09/07/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: '‘C:\Program Files (x86)\Internet Explorer\EXPLORE.EXE' SCODEF:5432 CREDAT:17410
Iprefetch:2

Imagebase: 0x7ff757be0000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Disassembly

Code Analysis

Copyright Joe Security LLC Joe Sandbox Cloud Basic 32.0.0 Black Diamond
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