
ID: 446439
Sample Name: 3d0.dll
Cookbook: default.jbs
Time: 16:06:11
Date: 09/07/2021
Version: 32.0.0 Black Diamond
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Windows Analysis Report 3d0.dll

Overview

General Information

Sample 
Name:

3d0.dll

Analysis ID: 446439

MD5: 3d080af5324b493…

SHA1: 2724f486e0f8607…

SHA256: c21498aea57a80…

Tags: dll gozi

Infos:

Most interesting Screenshot:

Detection

UrsnifUrsnif

Score: 80

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for domaMulti AV Scanner detection for doma……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Yara detected 

Yara detected 

Yara detected 

Yara detected 

Yara detected 

Yara detected 

Yara detected Yara detected Ursnif

Ursnif

Ursnif

Ursnif

Ursnif

Ursnif

UrsnifUrsnif

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMIWrites registry values via WMI

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamicallyContains functionality to dynamically……

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU Contains functionality to query CPU ……

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query localeContains functionality to query locale……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may beContains functionality which may be……

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often foCreates a DirectInput object (often fo……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valuMonitors certain registry keys / valu……

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksumPE file contains an invalid checksum

Queries the installation date of Wind

Queries the installation date of Wind

Queries the installation date of Wind

Queries the installation date of Wind

Queries the installation date of Wind

Queries the installation date of Wind

Queries the installation date of WindQueries the installation date of Wind……

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

loaddll32.exe (PID: 5364 cmdline: loaddll32.exe 'C:\Users\user\Desktop\3d0.dll' MD5: 542795ADF7CC08EFCF675D65310596E8)

cmd.exe (PID: 4948 cmdline: cmd.exe /C rundll32.exe 'C:\Users\user\Desktop\3d0.dll',#1 MD5: F3BDBE3BB6F734E357235F4D5898582D)

rundll32.exe (PID: 5312 cmdline: rundll32.exe 'C:\Users\user\Desktop\3d0.dll',#1 MD5: D7CA562B0DB4F4DD0F03A89A1FDAD63D)

rundll32.exe (PID: 5544 cmdline: rundll32.exe C:\Users\user\Desktop\3d0.dll,Childrenwin MD5: D7CA562B0DB4F4DD0F03A89A1FDAD63D)

rundll32.exe (PID: 1288 cmdline: rundll32.exe C:\Users\user\Desktop\3d0.dll,Did MD5: D7CA562B0DB4F4DD0F03A89A1FDAD63D)

rundll32.exe (PID: 3040 cmdline: rundll32.exe C:\Users\user\Desktop\3d0.dll,Egggun MD5: D7CA562B0DB4F4DD0F03A89A1FDAD63D)

rundll32.exe (PID: 6036 cmdline: rundll32.exe C:\Users\user\Desktop\3d0.dll,Instantprepare MD5: D7CA562B0DB4F4DD0F03A89A1FDAD63D)

rundll32.exe (PID: 6132 cmdline: rundll32.exe C:\Users\user\Desktop\3d0.dll,Otherdesign MD5: D7CA562B0DB4F4DD0F03A89A1FDAD63D)

iexplore.exe (PID: 5040 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)

iexplore.exe (PID: 4968 cmdline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:5040 CREDAT:17410 /prefetch:2 MD5: 

071277CC2E3DF41EEEA8013E2AB58D5A)
cleanup

{

  "lang_id": "RU, CN",

  "RSA Public Key": 

"c946IFxWIDGK9Hq1Ybb438yBu8Cj3egs+XQOxscJJsDTjHJFh9R3UWfjeG6mmXpq1NpAgebksnoZUidy5aQquO4l2kngoJviyLUUuuyzBCrx3/NomLag07NZIvCCUnkHmthu91L5hF46C2c/M3O0C6vE49KPiNZZJM77Kb93s25NFKjc

j9Vn7XCgp3iYFMPmh7k5s+Do1zOfVMTWbqUnBJgxmQuc10Qd1Uw6Ijr84I4ace4Xe6fmScTrxv7elZHW9xwBGYTCV+2TyjBLdlrvczgkBNBMV8eyommZtWxH+x7W9FA8cYZRvDdfEkxW2aBLg+UhdWBTncvMhOi/WlMileBBGGOX5LpmS

2dOYm1o85s=",

  "c2_domain": [

    "authd.feronok.com",

    "app.bighomegl.at"

  ],

  "botnet": "6000",

  "server": "580",

  "serpent_key": "acGSuehuI5dQ2qw3",

  "sleep_time": "10",

  "CONF_TIMEOUT": "20",

  "SetWaitableTimer_value": "10"

}

Process Tree

Malware Configuration

Threatname: Ursnif
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Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for submitted file

Machine Learning detection for sample

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected Ursnif

E-Banking Fraud:

Yara detected Ursnif

System Summary:

Writes registry values via WMI

Hooking and other Techniques for Hiding and Protection:

Yara detected Ursnif

Stealing of Sensitive Information:

Yara detected Ursnif

Source Rule Description Author Strings

00000004.00000003.471466961.00000000059B8000.00000
004.00000040.sdmp

JoeSecurity_Ursnif Yara detected  
Ursnif

Joe Security

00000004.00000003.471539450.00000000059B8000.00000
004.00000040.sdmp

JoeSecurity_Ursnif Yara detected  
Ursnif

Joe Security

00000004.00000002.484867910.00000000059B8000.00000
004.00000040.sdmp

JoeSecurity_Ursnif Yara detected  
Ursnif

Joe Security

00000004.00000003.471563129.00000000059B8000.00000
004.00000040.sdmp

JoeSecurity_Ursnif Yara detected  
Ursnif

Joe Security

00000004.00000003.471585703.00000000059B8000.00000
004.00000040.sdmp

JoeSecurity_Ursnif Yara detected  
Ursnif

Joe Security

Click to see the 5 entries

Yara Overview

Memory Dumps
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Remote Access Functionality:

Yara detected Ursnif

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation

Defense
Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Remote
Service
Effects

Valid
Accounts

Windows
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Interception

Process
Injection 1 2

Masquerading 1 Input
Capture 1

System Time
Discovery 1

Remote
Services

Input
Capture 1

Exfiltration
Over Other
Network
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Encrypted
Channel 1

Eavesdrop on
Insecure
Network
Communication

Remotely
Track Device
Without
Authorization

Default
Accounts

Native API 1 Boot or
Logon
Initialization
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Boot or Logon
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Process
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Memory
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Remote
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Non-
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Redirect Phone
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Remotely
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Logon Script
(Windows)
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or Information 1

Security
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Security
Software
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SMB/Windows
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Data from
Network
Shared
Drive

Automated
Exfiltration

Application
Layer
Protocol 1

Exploit SS7 to
Track Device
Location

Obtain
Device
Cloud
Backups

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Rundll32 1 NTDS Process
Discovery 2

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Protocol
Impersonation

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network
Logon Script

Software
Packing 1

LSA
Secrets

Account
Discovery 1

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Steganography Cached
Domain
Credentials

System
Owner/User
Discovery 1

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Compile After
Delivery

DCSync File and
Directory
Discovery 1

Windows
Remote
Management

Web
Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-Fi
Access Points

Drive-by
Compromise

Command and
Scripting
Interpreter
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Tools
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Shared
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API
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Application
Layer Protocol

Downgrade to
Insecure
Protocols

Behavior Graph
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Behavior Graph
ID: 446439

Sample: 3d0.dll

Startdate: 09/07/2021

Architecture: WINDOWS

Score: 80

authd.feronok.com

Multi AV Scanner detection
for domain / URL Found malware configuration Multi AV Scanner detection

for submitted file 2 other signatures

loaddll32.exe

1

        started       

iexplore.exe

2 59

        started       

rundll32.exe

        started       

cmd.exe

1

        started       

rundll32.exe

        started       

3 other processes

iexplore.exe

27

        started       

Writes registry values
via WMI

rundll32.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

3d0.dll 56% Virustotal Browse

3d0.dll 100% Joe Sandbox ML

No Antivirus matches

Source Detection Scanner Label Link Download

0.2.loaddll32.exe.11d0000.1.unpack 100% Avira HEUR/AGEN.1108168 Download File

4.2.rundll32.exe.30e0000.2.unpack 100% Avira TR/Crypt.XPACK.Gen8 Download File

4.2.rundll32.exe.3080000.1.unpack 100% Avira HEUR/AGEN.1108168 Download File

7.2.rundll32.exe.3290000.2.unpack 100% Avira HEUR/AGEN.1108168 Download File

0.2.loaddll32.exe.10e0000.0.unpack 100% Avira TR/Crypt.XPACK.Gen8 Download File

8.2.rundll32.exe.2d60000.1.unpack 100% Avira HEUR/AGEN.1108168 Download File

Source Detection Scanner Label Link

authd.feronok.com 10% Virustotal Browse

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

Copyright Joe Security LLC 2021 Page 8 of 18
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General Information

Joe Sandbox Version: 32.0.0 Black Diamond

Analysis ID: 446439

Start date: 09.07.2021

Start time: 16:06:11

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 9m 30s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: 3d0.dll

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

25

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal80.troj.winDLL@18/5@3/0

EGA Information: Failed

HDC Information: Successful, ratio: 15.7% (good quality ratio 15.1%)
Quality average: 79.6%
Quality standard deviation: 28.4%

HCA Information: Failed

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .dll

Warnings:

No Antivirus matches

Name IP Active Malicious Antivirus Detection Reputation

authd.feronok.com unknown unknown true 10%, Virustotal, Browse unknown

No contacted IP infos

URLs

Domains and IPs

Contacted Domains

Contacted IPs

Show All

Simulations

Behavior and APIs

Copyright Joe Security LLC 2021 Page 9 of 18
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Time Type Description

16:08:59 API Interceptor 2x Sleep call for process: rundll32.exe modified

No context

No context

No context

No context

No context

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{A8A3996F-E10A-11EB-90E4-ECF4BB862DED}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 21592

Entropy (8bit): 1.7605308742054366

Encrypted: false

SSDEEP: 48:Iw0GcprxGwpLFG/ap8RGIpcLZzGvnZpvLZrGo4qp9LZdGo4hpmLaYGWGWR:roZrZh2TWLatLbfLMhML7

MD5: 909BD268F7852C0E4A1CD0EC5330B996

SHA1: 03C6C9EBEE7BEB31FE6DB4B2B5681E2A4FD4396A

SHA-256: C7B0B26E29061900B9EC009003742854DFC0F5CD0888C04449D9041B5E327B41

SHA-512: 21E7D613DF463DEE44BA1E06172A387401833737E0E88B27E0D4B824F227D3D9FD157F2963589E5482E49AB17D9EF55BF512B82C4D8791C260F32217EDD4E3E2

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{A8A39971-E10A-11EB-90E4-ECF4BB862DED}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 16984

Entropy (8bit): 1.5734626457757865

Encrypted: false

SSDEEP: 48:IwqGcprnGwpanG4pQHGrapbSaGQpBSGHHpcTTGUpG:rOZxQJ6bBSijp2tA

MD5: 5BF87CAC9DE6B9716F48D44798EBF4F3

SHA1: AE81D526E52A9C4FF7E5242F24B9E027D5574322

SHA-256: BA8A6A61ECAD3919418C5092ACC981729C4CEC27A5F18D4582CEA6E4AC36B767

SHA-512: 7A1550634BD132BBE996C7BC1D12ABFD3774E1C032327E83C66D446254C3C7BA53320EBBB64FB467FB1C8064F1A6D50F4CFCE8D2031B5500239F68467810E78B

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{A8A39971-E10A-11EB-90E4-ECF4BB862DED}.dat

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\WJ8I2OL4\dnserror[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 2997

Entropy (8bit): 4.4885437940628465

Encrypted: false

SSDEEP: 48:u7u5V4VyhhV2lFUW29vj0RkpNc7KpAP8Rra:vIlJ6G7Ao8Ra

MD5: 2DC61EB461DA1436F5D22BCE51425660

SHA1: E1B79BCAB0F073868079D807FAEC669596DC46C1

SHA-256: ACDEB4966289B6CE46ECC879531F85E9C6F94B718AAB521D38E2E00F7F7F7993

SHA-512: A88BECB4FBDDC5AFC55E4DC0135AF714A3EEC4A63810AE5A989F2CECB824A686165D3CEDB8CBD8F35C7E5B9F4136C29DEA32736AABB451FE8088B978B493
AC6D

Malicious: false

Preview:
.<!DOCTYPE HTML>..<html>..    <head>..        <link rel="stylesheet" type="text/css" href="NewErrorPageTemplate.css" >..        <meta http-equiv="Content-Type" 
content="text/html; charset=UTF-8">..        <title>Can&rsquo;t reach this page</title>..        <script src="errorPageStrings.js" language="javascript" type="text/javascript">..  
      </script>..        <script src="httpErrorPagesScripts.js" language="javascript" type="text/javascript">..        </script>..    </head>....    <body onLoad="getInfo(); initMo
reInfo('infoBlockID');">..        <div id="contentContainer" class="mainContent">..            <div id="mainTitle" class="title">Can&rsquo;t reach this page</div>..            <div 
class="taskSection" id="taskSection">..                <ul id="cantDisplayTasks" class="tasks">..                    <li id="task1-1">Make sure the web address <span id=
"webpage" class="webpageURL"></span>is correct</li>..                    <li id="task1-2">Search for this site on Bing</li>..   

C:\Users\user\AppData\Local\Temp\~DF629150E4B97AFAC5.TMP
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 25657

Entropy (8bit): 0.3137598701003095

Encrypted: false

SSDEEP: 24:c9lLh9lLh9lIn9lIn9lRg9lRA9lTS9lTy9lSSd9lSSd9lwt729lwtS9l2td:kBqoxKAuvScS+151T

MD5: F8CDCB637A8820227F00CD66B0134799

SHA1: A674F500673CBA7AEE21A83B0ACE6B6DB48FDE42

SHA-256: 0A84322FA5715C9D23074D5159F0C6517EBDEC4DDE57F251CA7FBD546082CFBF

SHA-512: A2F1537F3AEB1DA4F2C4271DF21315D0CAAE0922F763FA835AFAA68A8FAB56E2EBD86A8FD9B5072A4533F3DC998BF6896C643AB5C643EE268C05D76A89CB33
9C

Malicious: false

Preview:
.............................*%..H..M..{y..+.0...(................... ...............................................*%..H..M..{y..+.0...(................... ............................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\~DFD2FE459C37A3F042.TMP
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 12917

Entropy (8bit): 0.39848483000472396

Encrypted: false

SSDEEP: 24:c9lLh9lLh9lIn9lIn9lo6F9loW9lWru5OFYL:kBqoIBHryM+

MD5: BD74D4AC6481E9EEF6E8334DF3FEFD77

SHA1: CACD0A5223D35D1DDF0248924F7DB33E254EFD18

SHA-256: 585F5629711A9596DEBB6355CE35412C5FFE16C97B105BBCEF7235C796E33EA3

SHA-512: 376943D168B058A8134F4061125A9F46051BBFB10D38CFC38DA0F17053D02928C7CAAD2B7E5AC2D4862A7473C71351A38E0F38D63696579D38211AAF7DDD0EA7

Malicious: false

Preview:
.............................*%..H..M..{y..+.0...(................... ...............................................*%..H..M..{y..+.0...(................... ............................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................
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Static File Info

General
File type: PE32 executable (DLL) (GUI) Intel 80386, for MS Wi

ndows

Entropy (8bit): 6.556958108983917

TrID: Win32 Dynamic Link Library (generic) (1002004/3) 
98.32%
Windows Screen Saver (13104/52) 1.29%
Generic Win/DOS Executable (2004/3) 0.20%
DOS Executable Generic (2002/1) 0.20%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: 3d0.dll

File size: 503809

MD5: 3d080af5324b49363773d0db21b620ed

SHA1: 2724f486e0f8607eda3ea9e9783ea4f46bc98342

SHA256: c21498aea57a809c36258572bc551c6047a4bf93958bc7
a3d4b46d844fc9f1b3

SHA512: d68d25125dc209f16936b8baad4334f7bb6c4fa58207fafd
5428cb1c98630d668da6253e010ac4bb4dedd1dd418f1f3
1e08acef689e5f663fbde28c7935fadc0

SSDEEP: 12288:BsYGY1GlobL6LRsn7l7tFG7vj1PpBsB0YBi7cY2
ab51tB+:BsYG4dAGnZ7/GFPp4PYNb51tk

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.........9...WH
..WH..WH...H..WHM )H..WH."*H..WH.":HR.WH...H..WH
..VHw.WH."9H..WH."-H..WH."+H..WH."/H..WHRich..WH
.......................

File Icon

Icon Hash: 74f0e4ecccdce0e4

General
Entrypoint: 0x103bc30

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x1000000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE, DLL

DLL Characteristics:

Time Stamp: 0x466EF456 [Tue Jun 12 19:30:30 2007 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: d0a22a500d7e527f20cf198a5d20bfd2

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x5276f 0x53000 False 0.69192100433 data 6.60509734731 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

Static PE Info

Entrypoint Preview

Rich Headers

Data Directories

Sections
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Network Port Distribution

Code Manipulations

.rdata 0x54000 0x1e306 0x1f000 False 0.611036731351 data 5.73468988943 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.data 0x73000 0x16c28 0x2000 False 0.149047851562 data 1.80021341356 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.rsrc 0x8a000 0xf8 0x1000 False 0.04541015625 data 0.443235452886 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0x8b000 0x44bc 0x5000 False 0.34267578125 data 3.71306442845 IMAGE_SCN_CNT_INITIALIZED_D
ATA, 
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jul 9, 2021 16:09:09.381865978 CEST 192.168.2.3 8.8.8.8 0xfa31 Standard query 
(0)

authd.fero
nok.com

A (IP address) IN (0x0001)

Jul 9, 2021 16:09:09.435143948 CEST 192.168.2.3 8.8.8.8 0x7635 Standard query 
(0)

authd.fero
nok.com

A (IP address) IN (0x0001)

Jul 9, 2021 16:09:09.496572018 CEST 192.168.2.3 8.8.8.8 0xa0c7 Standard query 
(0)

authd.fero
nok.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 9, 2021 
16:08:59.649327993 
CEST

8.8.8.8 192.168.2.3 0x278c No error (0) prda.aadg.
msidentity.com

www.tm.a.prd.aadg.akadn
s.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 9, 2021 
16:09:09.417860985 
CEST

8.8.8.8 192.168.2.3 0xfa31 Name error (3) authd.fero
nok.com

none none A (IP address) IN (0x0001)

Jul 9, 2021 
16:09:09.466312885 
CEST

8.8.8.8 192.168.2.3 0x7635 Name error (3) authd.fero
nok.com

none none A (IP address) IN (0x0001)

Jul 9, 2021 
16:09:09.510890007 
CEST

8.8.8.8 192.168.2.3 0xa0c7 Name error (3) authd.fero
nok.com

none none A (IP address) IN (0x0001)

Resources

Imports

Exports

Possible Origin

UDP Packets

DNS Queries

DNS Answers
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Statistics

Behavior

Click to jump to process

System Behavior

File ActivitiesFile Activities

Start time: 16:07:04

Start date: 09/07/2021

Path: C:\Windows\System32\loaddll32.exe

Wow64 process (32bit): true

Commandline: loaddll32.exe 'C:\Users\user\Desktop\3d0.dll'

Imagebase: 0x1180000

File size: 116736 bytes

MD5 hash: 542795ADF7CC08EFCF675D65310596E8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 16:07:04

Start date: 09/07/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: cmd.exe /C rundll32.exe 'C:\Users\user\Desktop\3d0.dll',#1

Imagebase: 0xbd0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 16:07:05

Start date: 09/07/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Analysis Process: loaddll32.exe PID: 5364 Parent PID: 5608Analysis Process: loaddll32.exe PID: 5364 Parent PID: 5608

General

Analysis Process: cmd.exe PID: 4948 Parent PID: 5364Analysis Process: cmd.exe PID: 4948 Parent PID: 5364

General

Analysis Process: rundll32.exe PID: 5544 Parent PID: 5364Analysis Process: rundll32.exe PID: 5544 Parent PID: 5364

General
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File ActivitiesFile Activities

Wow64 process (32bit): true

Commandline: rundll32.exe C:\Users\user\Desktop\3d0.dll,Childrenwin

Imagebase: 0xf0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 16:07:05

Start date: 09/07/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: rundll32.exe  'C:\Users\user\Desktop\3d0.dll',#1

Imagebase: 0xf0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000004.00000003.471466961.00000000059B8000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000004.00000003.471539450.00000000059B8000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000004.00000002.484867910.00000000059B8000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000004.00000003.471563129.00000000059B8000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000004.00000003.471585703.00000000059B8000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000004.00000003.471598164.00000000059B8000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000004.00000003.471441604.00000000059B8000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000004.00000003.471514910.00000000059B8000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000004.00000003.471488667.00000000059B8000.00000004.00000040.sdmp, Author: 
Joe Security

Reputation: high

Show Windows behavior

Start time: 16:07:09

Start date: 09/07/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: rundll32.exe C:\Users\user\Desktop\3d0.dll,Did

Analysis Process: rundll32.exe PID: 5312 Parent PID: 4948Analysis Process: rundll32.exe PID: 5312 Parent PID: 4948

General

Analysis Process: rundll32.exe PID: 1288 Parent PID: 5364Analysis Process: rundll32.exe PID: 1288 Parent PID: 5364

General
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File ActivitiesFile Activities

Imagebase: 0xf0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 16:07:13

Start date: 09/07/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: rundll32.exe C:\Users\user\Desktop\3d0.dll,Egggun

Imagebase: 0xf0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 16:07:19

Start date: 09/07/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: rundll32.exe C:\Users\user\Desktop\3d0.dll,Instantprepare

Imagebase: 0xf0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 16:07:25

Start date: 09/07/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: rundll32.exe C:\Users\user\Desktop\3d0.dll,Otherdesign

Analysis Process: rundll32.exe PID: 3040 Parent PID: 5364Analysis Process: rundll32.exe PID: 3040 Parent PID: 5364

General

Analysis Process: rundll32.exe PID: 6036 Parent PID: 5364Analysis Process: rundll32.exe PID: 6036 Parent PID: 5364

General

Analysis Process: rundll32.exe PID: 6132 Parent PID: 5364Analysis Process: rundll32.exe PID: 6132 Parent PID: 5364

General
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Disassembly

Code Analysis

File ActivitiesFile Activities

Imagebase: 0xf0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 16:09:06

Start date: 09/07/2021

Path: C:\Program Files\internet explorer\iexplore.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding

Imagebase: 0x7ff676450000

File size: 823560 bytes

MD5 hash: 6465CB92B25A7BC1DF8E01D8AC5E7596

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Show Windows behavior

File ActivitiesFile Activities

Start time: 16:09:07

Start date: 09/07/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:5040 CREDAT:17410 
/prefetch:2

Imagebase: 0xb50000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Analysis Process: iexplore.exe PID: 5040 Parent PID: 792Analysis Process: iexplore.exe PID: 5040 Parent PID: 792

General

Analysis Process: iexplore.exe PID: 4968 Parent PID: 5040Analysis Process: iexplore.exe PID: 4968 Parent PID: 5040

General

File ReadFile Read
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