
ID: 450881
Sample Name: ASTRO-
GREP.bin
Cookbook: default.jbs
Time: 20:07:09
Date: 19/07/2021
Version: 33.0.0 White Diamond



2
4
4
4
4
4
4
4
4
4
4
4
5
5
5
5
5
5
5
5
6
6
6
6
6
6
7
7
8
8
8
8
9
9
9
9
9
9
9
9

10
10
10
10
11
11
12
12
12
13
13
14
14
14
14
14
14
14
15
15

15
15
15
15
15
15
15
15
15
15
16
16
16
16

Table of Contents

Table of Contents
Windows Analysis Report ASTRO-GREP.bin

Overview
General Information
Detection
Signatures
Classification

Process Tree
Malware Configuration
Yara Overview

Initial Sample
Dropped Files
Memory Dumps
Unpacked PEs

Sigma Overview
Jbx Signature Overview

AV Detection:
Networking:
Key, Mouse, Clipboard, Microphone and Screen Capturing:
Data Obfuscation:
Boot Survival:
Malware Analysis System Evasion:
Anti Debugging:
Lowering of HIPS / PFW / Operating System Security Settings:

Mitre Att&ck Matrix
Behavior Graph
Screenshots

Thumbnails
Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs

Domains and IPs
Contacted Domains
URLs from Memory and Binaries
Contacted IPs
Public

General Information
Simulations

Behavior and APIs
Joe Sandbox View / Context

IPs
Domains
ASN
JA3 Fingerprints
Dropped Files

Created / dropped Files
Static File Info

General
File Icon
Static PE Info

General
Entrypoint Preview
Data Directories
Sections
Resources
Imports
Version Infos

Network Behavior
Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
DNS Answers
HTTPS Packets

Code Manipulations
Statistics

Behavior
System Behavior

Analysis Process: ASTRO-GREP.exe PID: 3844 Parent PID: 6112
General
File Activities

Copyright Joe Security LLC 2021 Page 2 of 19



16
16
16

16
16
16

16
17

17
17
17
17

17
17

17
17
18

18
18
18
18

18
18
19
19
19

19

19
19
19
19
19

19
19

File Created
File Written
File Read

Analysis Process: cmd.exe PID: 5672 Parent PID: 3844
General
File Activities

Analysis Process: conhost.exe PID: 4868 Parent PID: 5672
General

Analysis Process: cmd.exe PID: 1476 Parent PID: 3844
General
File Activities

File Read

Analysis Process: conhost.exe PID: 1328 Parent PID: 1476
General

Analysis Process: schtasks.exe PID: 6732 Parent PID: 5672
General
File Activities

Analysis Process: timeout.exe PID: 6392 Parent PID: 1476
General
File Activities

File Written

Analysis Process: astro-grep.exe PID: 6520 Parent PID: 968
General
File Activities

File Created
File Read

Registry Activities

Analysis Process: astro-grep.exe PID: 6508 Parent PID: 1476
General
File Activities

File Created
File Read

Disassembly
Code Analysis

Copyright Joe Security LLC 2021 Page 3 of 19



Windows Analysis Report ASTRO-GREP.bin

Overview

General Information

Sample 
Name:

ASTRO-GREP.bin 
(renamed file extension 
from bin to exe)

Analysis ID: 450881

MD5: 432f0e0aab658de…

SHA1: 7ba5b175ffb4bb9…

SHA256: 17d1c0045155ad…

Tags: AstroGrep AsyncRAT exe

Infos:

Most interesting Screenshot:

Detection

AsyncRATAsyncRAT

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for subAntivirus / Scanner detection for sub……

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped fileAntivirus detection for dropped file

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for droppMulti AV Scanner detection for dropp……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Yara detected AsyncRAT

Yara detected AsyncRAT

Yara detected AsyncRAT

Yara detected AsyncRAT

Yara detected AsyncRAT

Yara detected AsyncRAT

Yara detected AsyncRATYara detected AsyncRAT

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia.NET source code contains potentia……

Connects to a pastebin service (like

Connects to a pastebin service (like

Connects to a pastebin service (like

Connects to a pastebin service (like

Connects to a pastebin service (like

Connects to a pastebin service (like

Connects to a pastebin service (likeConnects to a pastebin service (like……

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for droppMachine Learning detection for dropp……

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Uses schtasks.exe or at.exe to add 

Uses schtasks.exe or at.exe to add 

Uses schtasks.exe or at.exe to add 

Uses schtasks.exe or at.exe to add 

Uses schtasks.exe or at.exe to add 

Uses schtasks.exe or at.exe to add 

Uses schtasks.exe or at.exe to add Uses schtasks.exe or at.exe to add ……

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Dropped file seen in connection with

Dropped file seen in connection with

Dropped file seen in connection with

Dropped file seen in connection with

Dropped file seen in connection with

Dropped file seen in connection with

Dropped file seen in connection withDropped file seen in connection with……

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in coJA3 SSL client fingerprint seen in co……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Queries sensitive Operating System

Queries sensitive Operating System

Queries sensitive Operating System

Queries sensitive Operating System

Queries sensitive Operating System

Queries sensitive Operating System

Queries sensitive Operating SystemQueries sensitive Operating System……

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version foUses insecure TLS / SSL version fo……

Classification

Malware Configuration

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

ASTRO-GREP.exe (PID: 3844 cmdline: 'C:\Users\user\Desktop\ASTRO-GREP.exe'  MD5: 432F0E0AAB658DE046D8B41D2CEF8253)

cmd.exe (PID: 5672 cmdline: 'C:\Windows\System32\cmd.exe' /c schtasks /create /f /sc onlogon /rl highest /tn 'astro-grep' /tr ''C:\Users\user\AppData\Roaming\astro-grep.exe'' 

& exit MD5: F3BDBE3BB6F734E357235F4D5898582D)
conhost.exe (PID: 4868 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

schtasks.exe (PID: 6732 cmdline: schtasks /create /f /sc onlogon /rl highest /tn 'astro-grep' /tr ''C:\Users\user\AppData\Roaming\astro-grep.exe''  MD5: 

15FF7D8324231381BAD48A052F85DF04)
cmd.exe (PID: 1476 cmdline: C:\Windows\system32\cmd.exe /c ''C:\Users\user\AppData\Local\Temp\tmp7DBD.tmp.bat'' MD5: F3BDBE3BB6F734E357235F4D5898582D)

conhost.exe (PID: 1328 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

timeout.exe (PID: 6392 cmdline: timeout 3  MD5: 121A4EDAE60A7AF6F5DFA82F7BB95659)

astro-grep.exe (PID: 6508 cmdline: 'C:\Users\user\AppData\Roaming\astro-grep.exe'  MD5: 432F0E0AAB658DE046D8B41D2CEF8253)

astro-grep.exe (PID: 6520 cmdline: C:\Users\user\AppData\Roaming\astro-grep.exe MD5: 432F0E0AAB658DE046D8B41D2CEF8253)

cleanup

No configs have been found

Source Rule Description Author Strings

ASTRO-GREP.exe JoeSecurity_AsyncRAT Yara detected 
AsyncRAT

Joe Security

Source Rule Description Author Strings

C:\Users\user\AppData\Roaming\astro-grep.exe JoeSecurity_AsyncRAT Yara detected 
AsyncRAT

Joe Security

Process Tree

Yara Overview

Initial Sample

Dropped Files
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Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Antivirus / Scanner detection for submitted sample

Antivirus detection for dropped file

Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Machine Learning detection for dropped file

Machine Learning detection for sample

Networking:

Connects to a pastebin service (likely for C&C)

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected AsyncRAT

Data Obfuscation:

Source Rule Description Author Strings

0000000C.00000000.712642418.000000000079
2000.00000002.00020000.sdmp

JoeSecurity_AsyncRAT Yara detected 
AsyncRAT

Joe Security

00000001.00000002.702213908.0000000000E5
2000.00000002.00020000.sdmp

JoeSecurity_AsyncRAT Yara detected 
AsyncRAT

Joe Security

0000000B.00000002.907735012.000000000038
2000.00000002.00020000.sdmp

JoeSecurity_AsyncRAT Yara detected 
AsyncRAT

Joe Security

00000001.00000002.703312210.000000000329
C000.00000004.00000001.sdmp

JoeSecurity_AsyncRAT Yara detected 
AsyncRAT

Joe Security

00000001.00000000.640492795.0000000000E5
2000.00000002.00020000.sdmp

JoeSecurity_AsyncRAT Yara detected 
AsyncRAT

Joe Security

Click to see the 5 entries

Source Rule Description Author Strings

1.2.ASTRO-GREP.exe.329c300.2.raw.unpack JoeSecurity_AsyncRAT Yara detected 
AsyncRAT

Joe Security

1.0.ASTRO-GREP.exe.e50000.0.unpack JoeSecurity_AsyncRAT Yara detected 
AsyncRAT

Joe Security

12.2.astro-grep.exe.790000.0.unpack JoeSecurity_AsyncRAT Yara detected 
AsyncRAT

Joe Security

11.0.astro-grep.exe.380000.0.unpack JoeSecurity_AsyncRAT Yara detected 
AsyncRAT

Joe Security

12.0.astro-grep.exe.790000.0.unpack JoeSecurity_AsyncRAT Yara detected 
AsyncRAT

Joe Security

Click to see the 3 entries

Memory Dumps

Unpacked PEs

Copyright Joe Security LLC 2021 Page 5 of 19



.NET source code contains potential unpacker

Boot Survival:

Yara detected AsyncRAT

Uses schtasks.exe or at.exe to add and modify task schedules

Malware Analysis System Evasion:

Yara detected AsyncRAT

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Anti Debugging:

Contains functionality to check if a debugger is running (CheckRemoteDebuggerPresent)

Lowering of HIPS / PFW / Operating System Security Settings:

Yara detected AsyncRAT

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Valid
Accounts

Windows
Management
Instrumentation 1

Scheduled
Task/Job 2

Process
Injection 1 2

Masquerading 1 OS
Credential
Dumping

Security Software
Discovery 3 2 1

Remote
Services

Archive
Collected
Data 1

Exfiltration
Over Other
Network
Medium

Web
Service 1

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Scheduled
Task/Job 2

Boot or
Logon
Initialization
Scripts

Scheduled
Task/Job 2

Disable or Modify
Tools 1

LSASS
Memory

Process Discovery 2 Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Encrypted
Channel 1 2

Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

Scripting 1 Logon Script
(Windows)

Logon Script
(Windows)

Virtualization/Sandbox
Evasion 4 1

Security
Account
Manager

Virtualization/Sandbox
Evasion 4 1

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Non-
Application
Layer
Protocol 1

Exploit SS7 to
Track Device
Location

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Process
Injection 1 2

NTDS Remote System
Discovery 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Application
Layer
Protocol 2

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network
Logon Script

Scripting 1 LSA
Secrets

File and Directory
Discovery 1

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Obfuscated Files or
Information 1 1 1

Cached
Domain
Credentials

System Information
Discovery 2 3

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Software
Packing 1 1

DCSync Network Sniffing Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-Fi
Access Points

Behavior Graph
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Behavior Graph
ID: 450881

Sample: ASTRO-GREP.bin

Startdate: 19/07/2021

Architecture: WINDOWS

Score: 100

Antivirus / Scanner
detection for submitted

sample

Multi AV Scanner detection
for submitted file Yara detected AsyncRAT 4 other signatures

ASTRO-GREP.exe

7

        started       

astro-grep.exe

15 2

        started       

C:\Users\user\AppData\...\astro-grep.exe, PE32

dropped

C:\Users\user\AppData\...\ASTRO-GREP.exe.log, ASCII

dropped

Contains functionality
to check if a debugger

is running (CheckRemoteDebuggerPresent)

cmd.exe

1

        started       

cmd.exe

1

        started       

pastebin.com

104.23.99.190, 443, 49764

CLOUDFLARENETUS

United States

Antivirus detection
for dropped file

Multi AV Scanner detection
for dropped file

Machine Learning detection
for dropped file

Uses schtasks.exe or
at.exe to add and modify

task schedules

conhost.exe

        started       

schtasks.exe

1

        started       

astro-grep.exe

2

        started       

conhost.exe

        started       

timeout.exe

1

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Copyright Joe Security LLC 2021 Page 7 of 19



Source Detection Scanner Label Link

ASTRO-GREP.exe 66% Virustotal Browse

ASTRO-GREP.exe 80% ReversingLabs ByteCode-
MSIL.Trojan.SemperDotNe
t

ASTRO-GREP.exe 100% Avira TR/Dropper.Gen

ASTRO-GREP.exe 100% Joe Sandbox ML

Source Detection Scanner Label Link

C:\Users\user\AppData\Roaming\astro-grep.exe 100% Avira TR/Dropper.Gen

C:\Users\user\AppData\Roaming\astro-grep.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Roaming\astro-grep.exe 80% ReversingLabs ByteCode-
MSIL.Trojan.SemperDotNe
t

Source Detection Scanner Label Link Download

1.2.ASTRO-GREP.exe.329c300.2.unpack 100% Avira HEUR/AGEN.1110362 Download File

11.2.astro-grep.exe.380000.0.unpack 100% Avira TR/Dropper.Gen Download File

12.0.astro-grep.exe.790000.0.unpack 100% Avira TR/Dropper.Gen Download File

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Copyright Joe Security LLC 2021 Page 8 of 19
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General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 450881

Start date: 19.07.2021

Start time: 20:07:09

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 9m 51s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: ASTRO-GREP.bin (renamed file extension from bin to exe)

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

23

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

12.2.astro-grep.exe.790000.0.unpack 100% Avira TR/Dropper.Gen Download File

1.0.ASTRO-GREP.exe.e50000.0.unpack 100% Avira TR/Dropper.Gen Download File

1.2.ASTRO-GREP.exe.e50000.0.unpack 100% Avira TR/Dropper.Gen Download File

11.0.astro-grep.exe.380000.0.unpack 100% Avira TR/Dropper.Gen Download File

Source Detection Scanner Label Link Download

No Antivirus matches

Source Detection Scanner Label Link

https://pastebin.com4:kt 0% Avira URL Cloud safe

https://pastebin.comD8:kL 0% Avira URL Cloud safe

https://pastebin.comD8:k 0% Avira URL Cloud safe

schemas.microsof 0% URL Reputation safe

schemas.microsof 0% URL Reputation safe

schemas.microsof 0% URL Reputation safe

Name IP Active Malicious Antivirus Detection Reputation

pastebin.com 104.23.99.190 true false high

IP Domain Country Flag ASN ASN Name Malicious

104.23.99.190 pastebin.com United States 13335 CLOUDFLARENETUS false

Domains

URLs

Domains and IPs

Contacted Domains

URLs from Memory and Binaries

Contacted IPs

Public

Copyright Joe Security LLC 2021 Page 9 of 19



Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.evad.winEXE@15/4@1/1

EGA Information: Failed

HDC Information: Successful, ratio: 2% (good quality ratio 0.8%)
Quality average: 24.8%
Quality standard deviation: 34.3%

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI

Warnings:

Time Type Description

20:08:24 Task Scheduler Run new task: astro-grep path: "C:\Users\user\AppData\Roaming\astro-grep.exe" 

Match Associated Sample Name / URL SHA 256 Detection Link Context

104.23.99.190 TLUN2Qvsx2.exe Get hash malicious Browse  pastebin.
com/raw/hb
wHfEg3

DDTank.exe Get hash malicious Browse  pastebin.
com/raw/Cw
X5d6Ch

u6Wf8vCDUv.exe Get hash malicious Browse  pastebin.
com/raw/BC
AJ8TgJ

Recept.exe Get hash malicious Browse  pastebin.
com/raw/BC
AJ8TgJ

7fYoHeaCBG.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

r0QRptqiCl.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

JDgYMW0LHW.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

kigAlmMyB1.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

5T4Ykc0VSK.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

afvhKak0Ir.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

1KITgJnGbI.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs
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https://view.joesandbox.com/analysis/340667/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340667/html/none?idtype=webid
https://view.joesandbox.com/analysis/317343/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/317343/html/none?idtype=webid
https://view.joesandbox.com/analysis/261985/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261985/html/none?idtype=webid
https://view.joesandbox.com/analysis/261543/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261543/html/none?idtype=webid
https://view.joesandbox.com/analysis/236403/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236403/html/none?idtype=webid
https://view.joesandbox.com/analysis/236087/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236087/html/none?idtype=webid
https://view.joesandbox.com/analysis/235817/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235817/html/none?idtype=webid
https://view.joesandbox.com/analysis/235774/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235774/html/none?idtype=webid
https://view.joesandbox.com/analysis/235759/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235759/html/none?idtype=webid
https://view.joesandbox.com/analysis/235730/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235730/html/none?idtype=webid
https://view.joesandbox.com/analysis/235682/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235682/html/none?idtype=webid


DovV3LuJ6I.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

66f8F6WvC1.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

PxwWcmbMC5.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

XnAJZR4NcN.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

uqXsQvWMnL.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

I8r7e1pqac.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

VrR9J0FnSG.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

dEpoPWHmoI.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

zZp3oXclum.exe Get hash malicious Browse  pastebin.
com/raw/XM
KKNkb0

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

pastebin.com Software updated v2.6.0.exe Get hash malicious Browse 104.23.99.190

4J7Cwa7YQb.exe Get hash malicious Browse 104.23.99.190

bs3sO7r4K4.msi Get hash malicious Browse 104.23.98.190

cheat.exe Get hash malicious Browse 104.23.99.190

ms.exe Get hash malicious Browse 104.23.98.190

astro-grep-setup.exe.doc Get hash malicious Browse 104.23.98.190

TIJYYlYJpv.exe Get hash malicious Browse 104.23.99.190

banload.msi Get hash malicious Browse 104.23.99.190

SecuriteInfo.com.Trojan.PackedNET.721.17987.exe Get hash malicious Browse 104.23.98.190

6rg5Enu1ks.exe Get hash malicious Browse 104.23.99.190

Loader.exe Get hash malicious Browse 104.23.99.190

banload.msi Get hash malicious Browse 104.23.98.190

t3uss3bjUL.exe Get hash malicious Browse 104.23.98.190

h3Y0CRAJyq.exe Get hash malicious Browse 104.23.98.190

Order Request.xlsx Get hash malicious Browse 104.23.98.190

4fy0Wb1EUX.exe Get hash malicious Browse 104.23.98.190

CYzY9Pi2ny.exe Get hash malicious Browse 104.23.99.190

SgCDxPdEul.exe Get hash malicious Browse 104.23.99.190

42C75D53ACD263FF2B2DAD511E40E0E40E9A6119
BAA68.exe

Get hash malicious Browse 104.23.99.190

Request For Quotation.xlsx Get hash malicious Browse 104.23.98.190

Match Associated Sample Name / URL SHA 256 Detection Link Context

CLOUDFLARENETUS Pointids.ca_Fax-Message.htm Get hash malicious Browse 104.16.18.94

uhr 90872-914.xlsm Get hash malicious Browse 172.67.188.214

SecuriteInfo.com.W32.AIDetect.malware2.14010.exe Get hash malicious Browse 162.159.13
0.233

LZSkLA9AHl.exe Get hash malicious Browse 172.67.188.154

vhNyVU8USk.exe Get hash malicious Browse 162.159.12
9.233

wKbPkySyKF.exe Get hash malicious Browse 172.67.145.153

UwQ0OtK2xW.exe Get hash malicious Browse 104.21.50.35

ATT74992.HTM Get hash malicious Browse 104.18.10.207

Your-File-Is-Ready-To-Download-PLND.exe Get hash malicious Browse 172.67.141.50

TNT Shiping Document.pdf.exe Get hash malicious Browse 172.67.188.154

PO#78.exe Get hash malicious Browse 172.67.188.154

order no. YOIMM20190832  pdf.exe Get hash malicious Browse 104.21.48.238

Domains

ASN
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https://view.joesandbox.com/analysis/235659/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235659/html/none?idtype=webid
https://view.joesandbox.com/analysis/235622/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235622/html/none?idtype=webid
https://view.joesandbox.com/analysis/235565/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235565/html/none?idtype=webid
https://view.joesandbox.com/analysis/235563/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235563/html/none?idtype=webid
https://view.joesandbox.com/analysis/235433/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235433/html/none?idtype=webid
https://view.joesandbox.com/analysis/235420/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235420/html/none?idtype=webid
https://view.joesandbox.com/analysis/235340/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235340/html/none?idtype=webid
https://view.joesandbox.com/analysis/235268/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235268/html/none?idtype=webid
https://view.joesandbox.com/analysis/235199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235199/html/none?idtype=webid
https://view.joesandbox.com/analysis/352955/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352955/html/none?idtype=webid
https://view.joesandbox.com/analysis/352933/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352933/html/none?idtype=webid
https://view.joesandbox.com/analysis/352889/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352889/html/none?idtype=webid
https://view.joesandbox.com/analysis/352865/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352865/html/none?idtype=webid
https://view.joesandbox.com/analysis/352860/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352860/html/none?idtype=webid
https://view.joesandbox.com/analysis/352858/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352858/html/none?idtype=webid
https://view.joesandbox.com/analysis/352796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352796/html/none?idtype=webid
https://view.joesandbox.com/analysis/352744/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352744/html/none?idtype=webid
https://view.joesandbox.com/analysis/352650/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352650/html/none?idtype=webid
https://view.joesandbox.com/analysis/352588/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352588/html/none?idtype=webid
https://view.joesandbox.com/analysis/352528/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352528/html/none?idtype=webid
https://view.joesandbox.com/analysis/352416/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352416/html/none?idtype=webid
https://view.joesandbox.com/analysis/352376/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352376/html/none?idtype=webid
https://view.joesandbox.com/analysis/352338/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352338/html/none?idtype=webid
https://view.joesandbox.com/analysis/352312/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352312/html/none?idtype=webid
https://view.joesandbox.com/analysis/352165/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352165/html/none?idtype=webid
https://view.joesandbox.com/analysis/352107/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352107/html/none?idtype=webid
https://view.joesandbox.com/analysis/352060/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352060/html/none?idtype=webid
https://view.joesandbox.com/analysis/352045/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352045/html/none?idtype=webid
https://view.joesandbox.com/analysis/349938/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349938/html/none?idtype=webid
https://view.joesandbox.com/analysis/353257/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353257/html/none?idtype=webid
https://view.joesandbox.com/analysis/353254/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353254/html/none?idtype=webid
https://view.joesandbox.com/analysis/353243/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353243/html/none?idtype=webid
https://view.joesandbox.com/analysis/353238/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353238/html/none?idtype=webid
https://view.joesandbox.com/analysis/353233/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353233/html/none?idtype=webid
https://view.joesandbox.com/analysis/353197/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353197/html/none?idtype=webid
https://view.joesandbox.com/analysis/353182/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353182/html/none?idtype=webid
https://view.joesandbox.com/analysis/353140/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353140/html/none?idtype=webid
https://view.joesandbox.com/analysis/353132/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353132/html/none?idtype=webid
https://view.joesandbox.com/analysis/353123/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353123/html/none?idtype=webid
https://view.joesandbox.com/analysis/353115/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353115/html/none?idtype=webid
https://view.joesandbox.com/analysis/353090/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353090/html/none?idtype=webid


o0z4JJpYNf Get hash malicious Browse 8.47.122.17

Invoice-Scancopy.docx Get hash malicious Browse 172.67.178.51

bank swift... Scan pdf.exe Get hash malicious Browse 104.21.19.200

o8YvAfzUQl.exe Get hash malicious Browse 172.67.156.203

MACHINE SPECIFICATIONS.exe Get hash malicious Browse 172.67.188.154

ORDER_683703789238738.xlsx Get hash malicious Browse 104.21.27.166

sq9aBtcak6.exe Get hash malicious Browse 162.159.13
0.233

SecuriteInfo.com.Trojan.Win32.Save.a.20210.exe Get hash malicious Browse 104.21.19.200

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

54328bd36c14bd82ddaa0c04b25ed9ad LZSkLA9AHl.exe Get hash malicious Browse 104.23.99.190

wKbPkySyKF.exe Get hash malicious Browse 104.23.99.190

TNT Shiping Document.pdf.exe Get hash malicious Browse 104.23.99.190

PO#78.exe Get hash malicious Browse 104.23.99.190

tMHbLQqogO.exe Get hash malicious Browse 104.23.99.190

o8YvAfzUQl.exe Get hash malicious Browse 104.23.99.190

MACHINE SPECIFICATIONS.exe Get hash malicious Browse 104.23.99.190

SecuriteInfo.com.Trojan.Win32.Save.a.20210.exe Get hash malicious Browse 104.23.99.190

Quote.exe Get hash malicious Browse 104.23.99.190

y7PKSDpFe0.exe Get hash malicious Browse 104.23.99.190

P.O 1762.exe Get hash malicious Browse 104.23.99.190

4J7Cwa7YQb.exe Get hash malicious Browse 104.23.99.190

jYzWBKTsxE.exe Get hash malicious Browse 104.23.99.190

Gx8b0xWdGB.exe Get hash malicious Browse 104.23.99.190

ybELyLgbYT.exe Get hash malicious Browse 104.23.99.190

cA2F62OWKj.exe Get hash malicious Browse 104.23.99.190

payment.exe Get hash malicious Browse 104.23.99.190

ms.exe Get hash malicious Browse 104.23.99.190

y54fD0dMcF.exe Get hash malicious Browse 104.23.99.190

SO-19844 EIDCO.ppam Get hash malicious Browse 104.23.99.190

Match Associated Sample Name / URL SHA 256 Detection Link Context

C:\Users\user\AppData\Roaming\astro-
grep.exe

ms.exe Get hash malicious Browse

astro-grep-setup.exe.doc Get hash malicious Browse

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\ASTRO-GREP.exe.log

Process: C:\Users\user\Desktop\ASTRO-GREP.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 614

Entropy (8bit): 5.330897468506462

Encrypted: false

SSDEEP: 12:Q3La/KDLI4MWuPk21OKbbDLI4MWuPJKiUrRZ9I0ZKhaxzAbDLI4Mq92n4M6:ML9E4Ks2wKDE4KhK3VZ9pKhmsXE4x84j

MD5: A4395C8F90A59E4CC7F7923D8BDE437C

SHA1: A8E9EBD5CDF81E720979E795391EF2440CE5DA4A

SHA-256: F84DFD4D4F8BA0113ED2C0394868B1E4C8F83850DE051FA599621098C190FE6E

SHA-512: 7F1F159667C7F4A9E60E272DF00A2D33A72816F35FEF1DAD37F17B089E506D1CCC0350D569690230F53A44DB49FFDB81BC6E47B7F96BB4469395926F3BC953D3

Malicious: true

Preview:
1,"fusion","GAC",0..1,"WinRT","NotApp",1..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeIma
ges_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.ni.dll",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561
934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..2,"System.Management, Ver
sion=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..2,"Microsoft.VisualBasic, Version=10.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..

C:\Users\user\AppData\Local\Temp\tmp7DBD.tmp.bat
Process: C:\Users\user\Desktop\ASTRO-GREP.exe

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/353084/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353084/html/none?idtype=webid
https://view.joesandbox.com/analysis/353080/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353080/html/none?idtype=webid
https://view.joesandbox.com/analysis/353077/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353077/html/none?idtype=webid
https://view.joesandbox.com/analysis/353076/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353076/html/none?idtype=webid
https://view.joesandbox.com/analysis/353075/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353075/html/none?idtype=webid
https://view.joesandbox.com/analysis/353071/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353071/html/none?idtype=webid
https://view.joesandbox.com/analysis/353055/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353055/html/none?idtype=webid
https://view.joesandbox.com/analysis/353053/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353053/html/none?idtype=webid
https://view.joesandbox.com/analysis/353238/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353238/html/none?idtype=webid
https://view.joesandbox.com/analysis/353197/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353197/html/none?idtype=webid
https://view.joesandbox.com/analysis/353123/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353123/html/none?idtype=webid
https://view.joesandbox.com/analysis/353115/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353115/html/none?idtype=webid
https://view.joesandbox.com/analysis/353083/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353083/html/none?idtype=webid
https://view.joesandbox.com/analysis/353076/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353076/html/none?idtype=webid
https://view.joesandbox.com/analysis/353075/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353075/html/none?idtype=webid
https://view.joesandbox.com/analysis/353053/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353053/html/none?idtype=webid
https://view.joesandbox.com/analysis/352997/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352997/html/none?idtype=webid
https://view.joesandbox.com/analysis/352966/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352966/html/none?idtype=webid
https://view.joesandbox.com/analysis/352938/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352938/html/none?idtype=webid
https://view.joesandbox.com/analysis/352933/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352933/html/none?idtype=webid
https://view.joesandbox.com/analysis/352904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352904/html/none?idtype=webid
https://view.joesandbox.com/analysis/352892/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352892/html/none?idtype=webid
https://view.joesandbox.com/analysis/352882/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352882/html/none?idtype=webid
https://view.joesandbox.com/analysis/352874/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352874/html/none?idtype=webid
https://view.joesandbox.com/analysis/352872/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352872/html/none?idtype=webid
https://view.joesandbox.com/analysis/352860/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352860/html/none?idtype=webid
https://view.joesandbox.com/analysis/352818/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352818/html/none?idtype=webid
https://view.joesandbox.com/analysis/352807/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352807/html/none?idtype=webid
https://view.joesandbox.com/analysis/352860/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352860/html/none?idtype=webid
https://view.joesandbox.com/analysis/352858/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352858/html/none?idtype=webid


Static File Info

General
File type: PE32 executable (GUI) Intel 80386 Mono/.Net assemb

ly, for MS Windows

Entropy (8bit): 5.561770945961325

File Type: DOS batch file, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 154

Entropy (8bit): 5.019829621172611

Encrypted: false

SSDEEP: 3:mKDDCMNqTtvL5ot+kiEaKC50XVASmqRDt+kiE2J5xAInTRI4xdGZPy:hWKqTtT6wknaZ50lbmq1wkn23fTZSk

MD5: 862F47C7DCCF228D690F9FF08DF6B89D

SHA1: BAC254CA8D91F3B787A2732976C3FE58C3EA2D14

SHA-256: 7230CDC2CF1CE25BCF777EB58A0C3B374D438A2E10D526936182118EC2E77B03

SHA-512: F48F74DBFF697308B2A0CFDC37C100B853787F3ED486E945A0E09E6F5723EE3747AF10B4A258F32BB1B41E7B4CE3AAB550E9B7258A75E21FC3CCD9898298CB1
D

Malicious: false

Preview:
@echo off..timeout 3 > NUL..START "" "C:\Users\user\AppData\Roaming\astro-grep.exe"..CD C:\Users\user\AppData\Local\Temp\..DEL "tmp7DBD.tmp.bat" /f /q..

C:\Users\user\AppData\Local\Temp\tmp7DBD.tmp.bat

C:\Users\user\AppData\Roaming\astro-grep.exe

Process: C:\Users\user\Desktop\ASTRO-GREP.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 48640

Entropy (8bit): 5.561770945961325

Encrypted: false

SSDEEP: 768:quCFNTAolrhWU5TeLmo2qrJW6K8e2gaM9PIItc5pIX0byDBm1ERjvmFq+YBDZsx:quCFNTA2G2d6K5aM6Itc5pIEbyAqRzyX

MD5: 432F0E0AAB658DE046D8B41D2CEF8253

SHA1: 7BA5B175FFB4BB976C54177F9C40A7339A088654

SHA-256: 17D1C0045155AD9C523C07E0F37AA16CD036915F38B73090D8D8BA930DB149FB

SHA-512: BAC97805D8FCBA49B7BDE5067911B293622C610A65F2A2FC527A6C890BE8E79C6CA9C9676786B1EAAC19ECBDB16562EFEE2D7C985707FC04E57E4E3033C75B
0B

Malicious: true

Yara Hits: Rule: JoeSecurity_AsyncRAT, Description: Yara detected AsyncRAT, Source: C:\Users\user\AppData\Roaming\astro-grep.exe, Author: Joe Security

Antivirus: Antivirus: Avira, Detection: 100%
Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 80%

Joe Sandbox 
View:

Filename: ms.exe, Detection: malicious, Browse
Filename: astro-grep-setup.exe.doc, Detection: malicious, Browse

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L...#..^................................. ........@.. ....................... ..........
..@.................................T...W.................................................................................... ............... ..H............text........ ...................... ..`.rsrc...............................@..@.reloc........
......................@..B........................H........Y..Xv.............................................................V..;...$0.xC.=VD..b......9A../.\.....(....*.~....*.......*.~....*.......*.~....*.......*.~....*.......*.~
....*.......*.~....*.......*.~....*.......*.~....*.~....*.......*.~....*.......*.~....*.......**.(>......*2~.....o?...*.s.........*.()...:(...(*...:....(+...:....('...:....((...9.....(v...*V(....s....  ...o....*n~....9....~....o..
........*~~....(....9....(0...9....(@...*Vr.%.p~....(o....#...*.s...

\Device\Null
Process: C:\Windows\SysWOW64\timeout.exe

File Type: ASCII text, with CRLF line terminators, with overstriking

Category: dropped

Size (bytes): 60

Entropy (8bit): 4.41440934524794

Encrypted: false

SSDEEP: 3:hYFqdLGAR+mQRKVxLZXt0sn:hYFqGaNZKsn

MD5: 3DD7DD37C304E70A7316FE43B69F421F

SHA1: A3754CFC33E9CA729444A95E95BCB53384CB51E4

SHA-256: 4FA27CE1D904EA973430ADC99062DCF4BAB386A19AB0F8D9A4185FA99067F3AA

SHA-512: 713533E973CF0FD359AC7DB22B1399392C86D9FD1E715248F5724AAFBBF0EEB5EAC0289A0E892167EB559BE976C2AD0A0A0D8EFC407FFAF5B3C3A32AA9A0AA
A4

Malicious: false

Preview:
..Waiting for 3 seconds, press a key to continue ....2.1.0..
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TrID: Win32 Executable (generic) Net Framework 
(10011505/4) 49.83%
Win32 Executable (generic) a (10002005/4) 
49.78%
Generic CIL Executable (.NET, Mono, etc.) 
(73296/58) 0.36%
Generic Win/DOS Executable (2004/3) 0.01%
DOS Executable Generic (2002/1) 0.01%

File name: ASTRO-GREP.exe

File size: 48640

MD5: 432f0e0aab658de046d8b41d2cef8253

SHA1: 7ba5b175ffb4bb976c54177f9c40a7339a088654

SHA256: 17d1c0045155ad9c523c07e0f37aa16cd036915f38b7309
0d8d8ba930db149fb

SHA512: bac97805d8fcba49b7bde5067911b293622c610a65f2a2f
c527a6c890be8e79c6ca9c9676786b1eaac19ecbdb1656
2efee2d7c985707fc04e57e4e3033c75b0b

SSDEEP: 768:quCFNTAolrhWU5TeLmo2qrJW6K8e2gaM9PIItc5pI
X0byDBm1ERjvmFq+YBDZsx:quCFNTA2G2d6K5aM6It
c5pIEbyAqRzyX

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......PE..L...#
..^................................. ........@.. ....................... ............
@................................

General

File Icon

Icon Hash: 00828e8e8686b000

General
Entrypoint: 0x40d0ae

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x5EB79023 [Sun May 10 05:24:51 2020 UTC]

TLS Callbacks:

CLR (.Net) Version: v4.0.30319

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: f34d5f2d4577ed6d9ceec516c1f5a744

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x2000 0xb0b4 0xb200 False 0.542266502809 data 5.61904086372 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rsrc 0xe000 0x7ff 0x800 False 0.41748046875 data 4.88506844918 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0x10000 0xc 0x200 False 0.044921875 data 0.0815394123432 IMAGE_SCN_CNT_INITIALIZED_D
ATA, 
IMAGE_SCN_MEM_DISCARDABL
E, IMAGE_SCN_MEM_READ

Static PE Info

Entrypoint Preview

Data Directories

Sections

Resources
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Network Port Distribution

Code Manipulations

Statistics

Behavior

Click to jump to process

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jul 19, 2021 20:08:50.498791933 CEST 192.168.2.4 8.8.8.8 0xb2f9 Standard query 
(0)

pastebin.com A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 19, 2021 
20:08:50.557203054 
CEST

8.8.8.8 192.168.2.4 0xb2f9 No error (0) pastebin.com 104.23.99.190 A (IP address) IN (0x0001)

Jul 19, 2021 
20:08:50.557203054 
CEST

8.8.8.8 192.168.2.4 0xb2f9 No error (0) pastebin.com 104.23.98.190 A (IP address) IN (0x0001)

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

Jul 19, 2021 
20:08:50.722161055 
CEST

104.23.99.190 443 192.168.2.4 49764 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=California, 
C=US CN=Cloudflare Inc RSA 
CA-2, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc 
RSA CA-2, 
O="Cloudflare, Inc.", 
C=US CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Sat Jul 
17 
02:00:00 
CEST 
2021 
Mon Jan 
27 
13:46:39 
CET 
2020

Sun Jul 
17 
01:59:59 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2025

769,49162-49161-
49172-49171-53-
47-10,0-10-11-35-
23-65281,29-23-
24,0

54328bd36c14bd82ddaa0
c04b25ed9ad

CN=Cloudflare Inc RSA CA-2, 
O="Cloudflare, Inc.", C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:46:39 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Imports

Version Infos

TCP Packets

UDP Packets

DNS Queries

DNS Answers

HTTPS Packets
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System Behavior

File ActivitiesFile Activities

Start time: 20:07:53

Start date: 19/07/2021

Path: C:\Users\user\Desktop\ASTRO-GREP.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\ASTRO-GREP.exe' 

Imagebase: 0xe50000

File size: 48640 bytes

MD5 hash: 432F0E0AAB658DE046D8B41D2CEF8253

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AsyncRAT, Description: Yara detected AsyncRAT, Source: 
00000001.00000002.702213908.0000000000E52000.00000002.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AsyncRAT, Description: Yara detected AsyncRAT, Source: 
00000001.00000002.703312210.000000000329C000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AsyncRAT, Description: Yara detected AsyncRAT, Source: 
00000001.00000000.640492795.0000000000E52000.00000002.00020000.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Start time: 20:08:22

Start date: 19/07/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: 'C:\Windows\System32\cmd.exe' /c schtasks /create /f /sc onlogon /rl highest /tn 'astro-grep' /tr 
''C:\Users\user\AppData\Roaming\astro-grep.exe'' & exit

Imagebase: 0x11d0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Analysis Process: ASTRO-GREP.exe PID: 3844 Parent PID: 6112Analysis Process: ASTRO-GREP.exe PID: 3844 Parent PID: 6112

General

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: cmd.exe PID: 5672 Parent PID: 3844Analysis Process: cmd.exe PID: 5672 Parent PID: 3844

General

Analysis Process: conhost.exe PID: 4868 Parent PID: 5672Analysis Process: conhost.exe PID: 4868 Parent PID: 5672
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Start time: 20:08:22

Start date: 19/07/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff724c50000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File ActivitiesFile Activities

Start time: 20:08:22

Start date: 19/07/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: C:\Windows\system32\cmd.exe /c ''C:\Users\user\AppData\Local\Temp\tmp7DBD.tmp.bat''

Imagebase: 0x11d0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 20:08:23

Start date: 19/07/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff724c50000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Start time: 20:08:23

General

Analysis Process: cmd.exe PID: 1476 Parent PID: 3844Analysis Process: cmd.exe PID: 1476 Parent PID: 3844

General

File ReadFile Read

Analysis Process: conhost.exe PID: 1328 Parent PID: 1476Analysis Process: conhost.exe PID: 1328 Parent PID: 1476

General

Analysis Process: schtasks.exe PID: 6732 Parent PID: 5672Analysis Process: schtasks.exe PID: 6732 Parent PID: 5672

General
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File ActivitiesFile Activities

Start date: 19/07/2021

Path: C:\Windows\SysWOW64\schtasks.exe

Wow64 process (32bit): true

Commandline: schtasks  /create /f /sc onlogon /rl highest /tn 'astro-grep' /tr ''C:\Users\user\AppData\
Roaming\astro-grep.exe'' 

Imagebase: 0x13c0000

File size: 185856 bytes

MD5 hash: 15FF7D8324231381BAD48A052F85DF04

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 20:08:23

Start date: 19/07/2021

Path: C:\Windows\SysWOW64\timeout.exe

Wow64 process (32bit): true

Commandline: timeout  3 

Imagebase: 0xe70000

File size: 26112 bytes

MD5 hash: 121A4EDAE60A7AF6F5DFA82F7BB95659

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 20:08:25

Start date: 19/07/2021

Path: C:\Users\user\AppData\Roaming\astro-grep.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\astro-grep.exe

Imagebase: 0x380000

File size: 48640 bytes

MD5 hash: 432F0E0AAB658DE046D8B41D2CEF8253

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AsyncRAT, Description: Yara detected AsyncRAT, Source: 
0000000B.00000002.907735012.0000000000382000.00000002.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AsyncRAT, Description: Yara detected AsyncRAT, Source: 
0000000B.00000000.706815836.0000000000382000.00000002.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AsyncRAT, Description: Yara detected AsyncRAT, Source: 
C:\Users\user\AppData\Roaming\astro-grep.exe, Author: Joe Security

Antivirus matches: Detection: 100%, Avira
Detection: 100%, Joe Sandbox ML
Detection: 80%, ReversingLabs

Analysis Process: timeout.exe PID: 6392 Parent PID: 1476Analysis Process: timeout.exe PID: 6392 Parent PID: 1476

General

File WrittenFile Written

Analysis Process: astro-grep.exe PID: 6520 Parent PID: 968Analysis Process: astro-grep.exe PID: 6520 Parent PID: 968

General
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Joe Sandbox Cloud Basic 33.0.0 White Diamond

Disassembly

Code Analysis

Copyright Joe Security LLC

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Reputation: low

Show Windows behavior

Show Windows behavior

File ActivitiesFile Activities

Start time: 20:08:27

Start date: 19/07/2021

Path: C:\Users\user\AppData\Roaming\astro-grep.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\AppData\Roaming\astro-grep.exe' 

Imagebase: 0x790000

File size: 48640 bytes

MD5 hash: 432F0E0AAB658DE046D8B41D2CEF8253

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AsyncRAT, Description: Yara detected AsyncRAT, Source: 
0000000C.00000000.712642418.0000000000792000.00000002.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AsyncRAT, Description: Yara detected AsyncRAT, Source: 
0000000C.00000002.761563202.0000000000792000.00000002.00020000.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

File CreatedFile Created

File ReadFile Read

Analysis Process: astro-grep.exe PID: 6508 Parent PID: 1476Analysis Process: astro-grep.exe PID: 6508 Parent PID: 1476

General

File CreatedFile Created

File ReadFile Read
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