
ID: 451828
Sample Name:
SecuriteInfo.com.Variant.Graftor.981190.24096.exe
Cookbook: default.jbs
Time: 12:10:46
Date: 21/07/2021
Version: 33.0.0 White Diamond
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Windows Analysis Report SecuriteInfo.com.Variant.Graftor.981190.24096.exe…

Overview

General Information

Sample 
Name:

SecuriteInfo.com.Variant.G
raftor.981190.24096.exe

Analysis ID: 451828

MD5: 19cac1ee3a6e5e…

SHA1: 5b7f16098760f88…

SHA256: 3709110cc04e0e…

Tags: exe

Infos:

Most interesting Screenshot:

Detection

GuLoaderGuLoader

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

GuLoader behavior detected

GuLoader behavior detected

GuLoader behavior detected

GuLoader behavior detected

GuLoader behavior detected

GuLoader behavior detected

GuLoader behavior detectedGuLoader behavior detected

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Yara detected Generic Dropper

Yara detected Generic Dropper

Yara detected Generic Dropper

Yara detected Generic Dropper

Yara detected Generic Dropper

Yara detected Generic Dropper

Yara detected Generic DropperYara detected Generic Dropper

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoaderYara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoaderYara detected GuLoader

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Contains functionality to detect hard

Contains functionality to detect hard

Contains functionality to detect hard

Contains functionality to detect hard

Contains functionality to detect hard

Contains functionality to detect hard

Contains functionality to detect hardContains functionality to detect hard……

Detected RDTSC dummy instruction

Detected RDTSC dummy instruction

Detected RDTSC dummy instruction

Detected RDTSC dummy instruction

Detected RDTSC dummy instruction

Detected RDTSC dummy instruction

Detected RDTSC dummy instructionDetected RDTSC dummy instruction……

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggersHides threads from debuggers

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.runTries to detect Any.run

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU Usage

Abnormal high CPU UsageAbnormal high CPU Usage

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution Contains functionality for execution ……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU Contains functionality to query CPU ……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in coJA3 SSL client fingerprint seen in co……

PE / OLE file has an invalid certificate

PE / OLE file has an invalid certificate

PE / OLE file has an invalid certificate

PE / OLE file has an invalid certificate

PE / OLE file has an invalid certificate

PE / OLE file has an invalid certificate

PE / OLE file has an invalid certificatePE / OLE file has an invalid certificate

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resourcesPE file contains strange resources

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

SecuriteInfo.com.Variant.Graftor.981190.24096.exe (PID: 6508 cmdline: 'C:\Users\user\Desktop\SecuriteInfo.com.Variant.Graftor.981190.24096.exe'  MD5: 

19CAC1EE3A6E5E9F83054616F5D5CE6F)
SecuriteInfo.com.Variant.Graftor.981190.24096.exe (PID: 2212 cmdline: 'C:\Users\user\Desktop\SecuriteInfo.com.Variant.Graftor.981190.24096.exe'  MD5: 

19CAC1EE3A6E5E9F83054616F5D5CE6F)
cleanup

{

  "Payload URL": "https://kinmirai.org/wp-content/bin_lOulvHP91.bip"

}

Source Rule Description Author Strings

SecuriteInfo.com.Variant.Graftor.981190.24096.exe JoeSecurity_GuLoader_1 Yara detected 
GuLoader

Joe Security

Source Rule Description Author Strings

00000001.00000000.647926510.000000000040
1000.00000020.00020000.sdmp

JoeSecurity_GuLoader_1 Yara detected 
GuLoader

Joe Security

00000001.00000002.745251859.000000000040
1000.00000020.00020000.sdmp

JoeSecurity_GuLoader_1 Yara detected 
GuLoader

Joe Security

00000001.00000002.750130399.000000000214
0000.00000040.00000001.sdmp

JoeSecurity_GuLoader_2 Yara detected 
GuLoader

Joe Security

Process Tree

Malware Configuration

Threatname: GuLoader

Yara Overview

Initial Sample

Memory Dumps
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Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Networking:

C2 URLs / IPs found in malware configuration

Data Obfuscation:

Yara detected GuLoader

Yara detected GuLoader

Malware Analysis System Evasion:

Contains functionality to detect hardware virtualization (CPUID execution measurement)

Detected RDTSC dummy instruction sequence (likely for instruction hammering)

Tries to detect Any.run

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Tries to detect virtualization through RDTSC time measurements

Anti Debugging:

Hides threads from debuggers

Stealing of Sensitive Information:

GuLoader behavior detected

00000008.00000000.743106384.000000000040
1000.00000020.00020000.sdmp

JoeSecurity_GuLoader_1 Yara detected 
GuLoader

Joe Security

Process Memory Space: SecuriteInfo.com.Variant.Gra
ftor.981190.24096.exe PID: 2212

JoeSecurity_GenericDropp
er

Yara detected 
Generic Dropper

Joe Security

Source Rule Description Author Strings

Source Rule Description Author Strings

1.0.SecuriteInfo.com.Variant.Graftor.981190.24096.
exe.400000.0.unpack

JoeSecurity_GuLoader_1 Yara detected 
GuLoader

Joe Security

1.2.SecuriteInfo.com.Variant.Graftor.981190.24096.
exe.400000.0.unpack

JoeSecurity_GuLoader_1 Yara detected 
GuLoader

Joe Security

8.0.SecuriteInfo.com.Variant.Graftor.981190.24096.
exe.400000.0.unpack

JoeSecurity_GuLoader_1 Yara detected 
GuLoader

Joe Security

Unpacked PEs
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Yara detected Generic Dropper

Mitre Att&ck Matrix
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Escalation Defense Evasion
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Movement Collection Exfiltration
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and Control

Network
Effects

Valid
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Windows
Management
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Process
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Virtualization/Sandbox
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OS
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Security Software
Discovery 6 2 1
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Services
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Collected
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Exfiltration
Over Other
Network
Medium

Encrypted
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Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or Logon
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Scripts

Process
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LSASS
Memory

Virtualization/Sandbox
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Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Non-
Application
Layer
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Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Deobfuscate/Decode
Files or Information 1

Security
Account
Manager

Process Discovery 2 SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Application
Layer
Protocol 1 2

Exploit SS7 to
Track Device
Location

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Obfuscated Files or
Information 2

NTDS System Information
Discovery 3 1 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Protocol
Impersonation

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network
Logon Script

Software Packing LSA
Secrets

Remote System
Discovery 1

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Behavior Graph
ID: 451828

Sample: SecuriteInfo.com.Variant.Gr...

Startdate: 21/07/2021

Architecture: WINDOWS

Score: 100

Found malware configuration Multi AV Scanner detection
for submitted file GuLoader behavior detected 5 other signatures

SecuriteInfo.com.Variant.Graftor.981190.24096.exe

1

        started       

Contains functionality
to detect hardware virtualization
(CPUID execution measurement)

Detected RDTSC dummy
instruction sequence
(likely for instruction

hammering)

Tries to detect Any.run 2 other signatures

SecuriteInfo.com.Variant.Graftor.981190.24096.exe

6

        started       

kinmirai.org

133.130.104.18, 443, 49756

INTERQGMOInternetIncJP

Japan

Tries to detect Any.run Hides threads from debuggers

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Behavior Graph
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Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 451828

Start date: 21.07.2021

Start time: 12:10:46

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 13m 22s

Hypervisor based Inspection enabled: false

Report type: light

Source Detection Scanner Label Link

SecuriteInfo.com.Variant.Graftor.981190.24096.exe 15% Virustotal Browse

SecuriteInfo.com.Variant.Graftor.981190.24096.exe 20% ReversingLabs Win32.Trojan.Graftor

No Antivirus matches

No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

https://kinmirai.org/wp-content/bin_lOulvHP91.bip 0% Virustotal Browse

https://kinmirai.org/wp-content/bin_lOulvHP91.bip 0% Avira URL Cloud safe

Name IP Active Malicious Antivirus Detection Reputation

kinmirai.org 133.130.104.18 true true unknown

Name Malicious Antivirus Detection Reputation

https://kinmirai.org/wp-content/bin_lOulvHP91.bip true 0%, Virustotal, Browse
Avira URL Cloud: safe

unknown

IP Domain Country Flag ASN ASN Name Malicious

133.130.104.18 kinmirai.org Japan 7506 INTERQGMOInternetIncJP true

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Domains and IPs

Contacted Domains

Contacted URLs

Contacted IPs

Public

Copyright Joe Security LLC 2021 Page 8 of 14

https://www.virustotal.com/gui/file/3709110cc04e0eaffe10bec5e8a5c82b858bee4195975e7bcd30c50b246f56c3/detection/f-3709110cc04e0eaffe10bec5e8a5c82b858bee4195975e7bcd30c50b246f56c3-1626846845
https://www.virustotal.com/gui/url/0a8f7929fd43117b6e731ae84de7e150e70189d5f4f0270452edcfd15aa7f0b2/detection/u-0a8f7929fd43117b6e731ae84de7e150e70189d5f4f0270452edcfd15aa7f0b2-1626849417
https://www.virustotal.com/gui/url/0a8f7929fd43117b6e731ae84de7e150e70189d5f4f0270452edcfd15aa7f0b2/detection/u-0a8f7929fd43117b6e731ae84de7e150e70189d5f4f0270452edcfd15aa7f0b2-1626849417


Sample file name: SecuriteInfo.com.Variant.Graftor.981190.24096.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Run name: Suspected Instruction Hammering Hide Perf

Number of analysed new started processes 
analysed:

29

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.spyw.evad.winEXE@3/0@1/1

EGA Information: Failed

HDC Information: Successful, ratio: 96% (good quality ratio 83.5%)
Quality average: 71.6%
Quality standard deviation: 33.5%

HCA Information: Failed

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

Warnings:

No simulations

Match Associated Sample Name / URL SHA 256 Detection Link Context

133.130.104.18 F63V4i8eZU.exe Get hash malicious Browse

Match Associated Sample Name / URL SHA 256 Detection Link Context

kinmirai.org F63V4i8eZU.exe Get hash malicious Browse 133.130.104.18

Match Associated Sample Name / URL SHA 256 Detection Link Context

INTERQGMOInternetIncJP PO20210719.docx Get hash malicious Browse 157.7.107.89

F63V4i8eZU.exe Get hash malicious Browse 133.130.104.18

Y-20211907-00927735_pdf.exe Get hash malicious Browse 118.27.99.20

kung.xlsx Get hash malicious Browse 163.44.185.218

Tlz3P6ra10.exe Get hash malicious Browse 163.44.239.73

LcpQGVWUWU.exe Get hash malicious Browse 163.44.185.221

01_extracted.exe Get hash malicious Browse 150.95.255.38

Order_1537-25.exe Get hash malicious Browse 150.95.255.38

Enquiry#List For Urgent Order070421.exe Get hash malicious Browse 118.27.99.88

New Order062421.exe Get hash malicious Browse 150.95.255.38

ZQGMiyaTir.exe Get hash malicious Browse 163.44.239.73

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN
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https://view.joesandbox.com/analysis/353284/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353284/html/none?idtype=webid
https://view.joesandbox.com/analysis/353284/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353284/html/none?idtype=webid
https://view.joesandbox.com/analysis/353432/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353432/html/none?idtype=webid
https://view.joesandbox.com/analysis/353284/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353284/html/none?idtype=webid
https://view.joesandbox.com/analysis/353110/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353110/html/none?idtype=webid
https://view.joesandbox.com/analysis/352484/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352484/html/none?idtype=webid
https://view.joesandbox.com/analysis/352341/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352341/html/none?idtype=webid
https://view.joesandbox.com/analysis/352216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352216/html/none?idtype=webid
https://view.joesandbox.com/analysis/350160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350160/html/none?idtype=webid
https://view.joesandbox.com/analysis/349815/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349815/html/none?idtype=webid
https://view.joesandbox.com/analysis/348839/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348839/html/none?idtype=webid
https://view.joesandbox.com/analysis/345965/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345965/html/none?idtype=webid
https://view.joesandbox.com/analysis/345497/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345497/html/none?idtype=webid


Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 4.635501230509535

TrID: Win32 Executable (generic) a (10002005/4) 
99.15%
Win32 Executable Microsoft Visual Basic 6 
(82127/2) 0.81%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: SecuriteInfo.com.Variant.Graftor.981190.24096.exe

File size: 246888

MD5: 19cac1ee3a6e5e9f83054616f5d5ce6f

SHA1: 5b7f16098760f887b0bdc5fee9223d022e0597fb

Shipping Document DHL.exe Get hash malicious Browse 150.95.255.38

xwKdahKPn8.exe Get hash malicious Browse 210.172.14
4.245

kXkTaGocR5.exe Get hash malicious Browse 163.44.239.73

heoN5wnP2d.exe Get hash malicious Browse 163.44.239.73

New Order_PO 1164_HD-F 4020 6K.exe Get hash malicious Browse 118.27.99.88

Potvrda o uplati u eurima.exe Get hash malicious Browse 163.44.187.215

June 21st,2021.exe Get hash malicious Browse 157.7.107.169

eTWZtFRRMJ.exe Get hash malicious Browse 163.44.239.73

New Order_PO 1164_HD-F 4020 6K.exe Get hash malicious Browse 118.27.99.88

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

37f463bf4616ecd445d4a1937da06e19 IPVrDRKfYj.exe Get hash malicious Browse 133.130.104.18

11.docx Get hash malicious Browse 133.130.104.18

#U2706_#U260e_Play _to _Listen.htm Get hash malicious Browse 133.130.104.18

Wcqwghjdefrkaiamzhtbgtpbmolvfnoxik.exe Get hash malicious Browse 133.130.104.18

Wcqwghjdefrkaiamzhtbgtpbmolvfnoxik.exe Get hash malicious Browse 133.130.104.18

BoFA Remittance Advice-2021207.exe Get hash malicious Browse 133.130.104.18

8rbuJ8Ycv1.exe Get hash malicious Browse 133.130.104.18

DRQxZrK.dll Get hash malicious Browse 133.130.104.18

DRQxZrK.dll Get hash malicious Browse 133.130.104.18

lpaBPnb1OB.exe Get hash malicious Browse 133.130.104.18

nZdwtTEYoW.exe Get hash malicious Browse 133.130.104.18

unJLhL75HG.exe Get hash malicious Browse 133.130.104.18

9bCnBwR693.exe Get hash malicious Browse 133.130.104.18

BVD1xWp0y0.exe Get hash malicious Browse 133.130.104.18

nRjbMQ5Jua.exe Get hash malicious Browse 133.130.104.18

Hsbc Scan copy 3547856788 Pdf.exe Get hash malicious Browse 133.130.104.18

DigitalLicense.exe Get hash malicious Browse 133.130.104.18

vir.dll Get hash malicious Browse 133.130.104.18

#Ud53c#Uc544#Ub178.exe Get hash malicious Browse 133.130.104.18

Wesnvuotnnnxvacefgejmjccyfnnrjmdmc.exe Get hash malicious Browse 133.130.104.18

No context

No created / dropped files found

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/345335/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345335/html/none?idtype=webid
https://view.joesandbox.com/analysis/345050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345050/html/none?idtype=webid
https://view.joesandbox.com/analysis/344396/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344396/html/none?idtype=webid
https://view.joesandbox.com/analysis/344391/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344391/html/none?idtype=webid
https://view.joesandbox.com/analysis/344326/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344326/html/none?idtype=webid
https://view.joesandbox.com/analysis/344219/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344219/html/none?idtype=webid
https://view.joesandbox.com/analysis/344127/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344127/html/none?idtype=webid
https://view.joesandbox.com/analysis/343729/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343729/html/none?idtype=webid
https://view.joesandbox.com/analysis/343580/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343580/html/none?idtype=webid
https://view.joesandbox.com/analysis/353847/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353847/html/none?idtype=webid
https://view.joesandbox.com/analysis/353804/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353804/html/none?idtype=webid
https://view.joesandbox.com/analysis/353800/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353800/html/none?idtype=webid
https://view.joesandbox.com/analysis/353798/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353798/html/none?idtype=webid
https://view.joesandbox.com/analysis/353790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353790/html/none?idtype=webid
https://view.joesandbox.com/analysis/353744/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353744/html/none?idtype=webid
https://view.joesandbox.com/analysis/353731/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353731/html/none?idtype=webid
https://view.joesandbox.com/analysis/353723/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353723/html/none?idtype=webid
https://view.joesandbox.com/analysis/353718/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353718/html/none?idtype=webid
https://view.joesandbox.com/analysis/353694/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353694/html/none?idtype=webid
https://view.joesandbox.com/analysis/353669/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353669/html/none?idtype=webid
https://view.joesandbox.com/analysis/353651/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353651/html/none?idtype=webid
https://view.joesandbox.com/analysis/353642/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353642/html/none?idtype=webid
https://view.joesandbox.com/analysis/353630/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353630/html/none?idtype=webid
https://view.joesandbox.com/analysis/353623/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353623/html/none?idtype=webid
https://view.joesandbox.com/analysis/353601/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353601/html/none?idtype=webid
https://view.joesandbox.com/analysis/353465/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353465/html/none?idtype=webid
https://view.joesandbox.com/analysis/353397/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353397/html/none?idtype=webid
https://view.joesandbox.com/analysis/353369/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353369/html/none?idtype=webid
https://view.joesandbox.com/analysis/353363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353363/html/none?idtype=webid


SHA256: 3709110cc04e0eaffe10bec5e8a5c82b858bee4195975e7
bcd30c50b246f56c3

SHA512: 75d7cc20b44224ab616b9d4e6edd2c527c4245f5752430
a08ed7a68a3d1596bfe5f9a16a447a57e8cbbe965b7377c
6259f481c6a1ae8d262238ad25dce14a0ad

SSDEEP: 3072:MtU2Qf98DH332/jEvQuUZZNzPmhd3QPBP:KU2
Qf9iXm/jduUNzPKNC

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.........y..........
...........................Rich............PE..L.....QU.................0...p
......0........@....@................

General

File Icon

Icon Hash: e8ccce8e8ececce8

General
Entrypoint: 0x401330

Entrypoint Section: .text

Digitally signed: true

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, 
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

DLL Characteristics:

Time Stamp: 0x5551E11C [Tue May 12 11:16:44 2015 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: 4e1e57f6de47f654992269152dd1e659

Signature Valid: false

Signature Issuer: E=Lertj1@impifo.Tw, CN=Konc, OU=HVEPSERED, O=Sulfur2, L=Delings, S=tyskla, C=IS

Signature Validation Error: A certificate chain processed, but terminated in a root certificate which is not trusted 
by the trust provider

Error Number: -2146762487

Not Before, Not After 7/20/2021 11:04:04 PM 7/20/2022 11:04:04 PM

Subject Chain E=Lertj1@impifo.Tw, CN=Konc, OU=HVEPSERED, O=Sulfur2, L=Delings, S=tyskla, 
C=IS

Version: 3

Thumbprint MD5: E001EFB7FC2CF4F9AF90A05F56C0FF24

Thumbprint SHA-1: FCE4066FC44A76DB5BD40EDCD674457947994F61

Thumbprint SHA-256: 30E21C2F0117B69F54088BA86D9ACD07DCB63504497576DBD473335F67BB6F5D

Serial: 00

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x324a0 0x33000 False 0.249899471507 data 4.58227124451 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

Static PE Info

Authenticode Signature

Entrypoint Preview

Data Directories

Sections
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Snort IDS Alerts

Network Port Distribution

.data 0x34000 0xb90 0x1000 False 0.00634765625 data 0.0 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.rsrc 0x35000 0x54b4 0x6000 False 0.293172200521 data 4.10742387863 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

07/21/21-
12:03:04.195208

ICMP 384 ICMP PING 192.168.2.6 13.107.4.50

07/21/21-
12:03:08.069840

ICMP 384 ICMP PING 192.168.2.6 13.107.4.50

07/21/21-
12:03:12.026957

ICMP 384 ICMP PING 192.168.2.6 13.107.4.50

07/21/21-
12:03:16.027956

ICMP 384 ICMP PING 192.168.2.6 13.107.4.50

07/21/21-
12:03:16.041189

ICMP 449 ICMP Time-To-Live Exceeded in Transit 91.201.58.73 192.168.2.6

07/21/21-
12:03:16.041669

ICMP 384 ICMP PING 192.168.2.6 13.107.4.50

07/21/21-
12:03:16.053598

ICMP 449 ICMP Time-To-Live Exceeded in Transit 91.206.52.152 192.168.2.6

07/21/21-
12:03:16.054007

ICMP 384 ICMP PING 192.168.2.6 13.107.4.50

07/21/21-
12:03:20.122673

ICMP 384 ICMP PING 192.168.2.6 13.107.4.50

07/21/21-
12:03:24.028507

ICMP 384 ICMP PING 192.168.2.6 13.107.4.50

07/21/21-
12:03:28.028441

ICMP 384 ICMP PING 192.168.2.6 13.107.4.50

07/21/21-
12:03:32.028747

ICMP 384 ICMP PING 192.168.2.6 13.107.4.50

07/21/21-
12:03:36.030038

ICMP 384 ICMP PING 192.168.2.6 13.107.4.50

07/21/21-
12:03:40.029681

ICMP 384 ICMP PING 192.168.2.6 13.107.4.50

07/21/21-
12:03:40.042423

ICMP 408 ICMP Echo Reply 13.107.4.50 192.168.2.6

Resources

Imports

Version Infos

Possible Origin

TCP Packets

UDP Packets
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jul 21, 2021 12:13:07.443418026 CEST 192.168.2.4 8.8.8.8 0xc036 Standard query 
(0)

kinmirai.org A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 21, 2021 
12:13:07.824268103 
CEST

8.8.8.8 192.168.2.4 0xc036 No error (0) kinmirai.org 133.130.104.18 A (IP address) IN (0x0001)

Jul 21, 2021 
12:16:19.352860928 
CEST

8.8.8.8 192.168.2.4 0x2394 No error (0) prda.aadg.
msidentity.com

www.tm.a.prd.aadg.akadn
s.net

CNAME 
(Canonical 
name)

IN (0x0001)

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

Jul 21, 2021 
12:13:08.342761993 
CEST

133.130.104.18 443 192.168.2.4 49756 CN=www.kinmirai.org 
CN=GlobalSign GCC R3 DV 
TLS CA 2020, O=GlobalSign 
nv-sa, C=BE

CN=GlobalSign GCC 
R3 DV TLS CA 2020, 
O=GlobalSign nv-sa, 
C=BE 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R3

Tue Jun 
22 
20:42:45 
CEST 
2021 
Tue Jul 
28 
02:00:00 
CEST 
2020

Mon Jul 
26 
07:45:48 
CEST 
2021 
Sun Mar 
18 
01:00:00 
CET 
2029

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
23-65281,29-23-
24,0

37f463bf4616ecd445d4a1
937da06e19

CN=GlobalSign GCC R3 DV 
TLS CA 2020, O=GlobalSign 
nv-sa, C=BE

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R3

Tue Jul 
28 
02:00:00 
CEST 
2020

Sun Mar 
18 
01:00:00 
CET 
2029

Start time: 12:11:34

Start date: 21/07/2021

Path: C:\Users\user\Desktop\SecuriteInfo.com.Variant.Graftor.981190.24096.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\SecuriteInfo.com.Variant.Graftor.981190.24096.exe' 

Imagebase: 0x400000

File size: 246888 bytes

MD5 hash: 19CAC1EE3A6E5E9F83054616F5D5CE6F

DNS Queries

DNS Answers

HTTPS Packets

Analysis Process: SecuriteInfo.com.Variant.Graftor.981190.24096.exe PID: 6508Analysis Process: SecuriteInfo.com.Variant.Graftor.981190.24096.exe PID: 6508
Parent PID: 5880Parent PID: 5880

General
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Joe Sandbox Cloud Basic 33.0.0 White Diamond

Disassembly

Code Analysis

Copyright Joe Security LLC

File ActivitiesFile Activities

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Visual Basic

Yara matches: Rule: JoeSecurity_GuLoader_1, Description: Yara detected GuLoader, Source: 
00000001.00000000.647926510.0000000000401000.00000020.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_GuLoader_1, Description: Yara detected GuLoader, Source: 
00000001.00000002.745251859.0000000000401000.00000020.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source: 
00000001.00000002.750130399.0000000002140000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Start time: 12:12:19

Start date: 21/07/2021

Path: C:\Users\user\Desktop\SecuriteInfo.com.Variant.Graftor.981190.24096.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\SecuriteInfo.com.Variant.Graftor.981190.24096.exe' 

Imagebase: 0x400000

File size: 246888 bytes

MD5 hash: 19CAC1EE3A6E5E9F83054616F5D5CE6F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_GuLoader_1, Description: Yara detected GuLoader, Source: 
00000008.00000000.743106384.0000000000401000.00000020.00020000.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

Analysis Process: SecuriteInfo.com.Variant.Graftor.981190.24096.exe PID: 2212Analysis Process: SecuriteInfo.com.Variant.Graftor.981190.24096.exe PID: 2212
Parent PID: 6508Parent PID: 6508

General

File CreatedFile Created

File ReadFile Read
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