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Windows Analysis Report https:/libucket254.s3.jp-osa.c...
Overview

General Information Detection Signatures Classification

Sample URL:  http://https://ibucket254.s3
jp-osa.cloud-object-storag MALICIOUS
e.appdomain.cloud/pentac
ular/index.html

Antivirus / Scanner detection for sub...
Antivirus detection for URL or domain
Analysis ID: 452160
Infos: ;f il @,

Most interesting Screenshot:

Phishing site detected (based on sh...
Yara detected HtmIPhish10

Yara detected HtmIPhish7

———— iae

HTML body contains lew number; ofi...

HTML titleldoesinot matchi URL

HTMLPhish

Score: 80
Range: 0-100
Whitelisted: false
Confidence: 100%

Process Tree

= System is w10x64

. G chrome.exe (PID: 3180 cmdline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automation ‘https://ibucket254.s3.jp-osa.cloud-object-sto
rage.appdomain.cloud/pentacular/index.html* MD5: C139654B5C1438A95B321BB01AD63EF6)
. G chrome.exe (PID: 5416 cmdline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1628,2857767762921153429,2104577615130111225,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1684
Iprefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

\E' Click to jump to signature section
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AV Detection:

Antivirus | Scanner detection for submitted sample

Antivirus detection for URL or domain

Phishing:

Phishing site detected (based on shot template match)

Yara detected HtmIPhish10

Yara detected HtmIPhish7

Mitre Att&ck Matrix

Command Remote
Initial Privilege  Defense Credential Lateral and Network Service
Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration Control Effects Effects Impact
Valid Windows Path Process Masquerading oS System Remote Data from Exfiltration Encrypted Eavesdrop on Remotely Modify
Accounts Management  Interception Injection Credential Service Services Local Over Other Channel Insecure Track Device System
Instrumentation Dumping  Discovery System Network Network Without Partitior
Medium Communication Authorization
Default  Scheduled Boot or Boot or Process LSASS Application Remote Data from  Exfiltration Non- Exploit SS7to  Remotely Device
Accounts Task/Job Logon Logon Injection Memory  Window  Desktop Removable Over Application Redirect Phone Wipe Data  Lockout
Initialization  Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux) Logon Script Logon Obfuscated Files Security  Query SMB/Windows Data from Automated Application Exploit SS7to Obtain Delete
Accounts (Windows)  Script or Information Account  Registry  Admin Shares Network Exfiltration Layer Track Device  Device Device
(Windows) Manager Shared Protocol &g Location Cloud Data
Drive Backups

Behavior Graph
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Behavior Graph

Legend

URL: https://ibucket254.s3.jp-0s... SUSPICIOUS D Process

Startdate: 21/07/2021 EOERN I:‘ Signature

Architecture: WINDOWS

UNKNOWN .

score: " I:I Created File
Il onsie info
ia's Dropped

&¥ |s Windows Process

Number of created Registry Values

started

Number of created Files

B
o0

Visual Basic

g5
2z
oz

- - - T

)

Delphi

i
i
=

Java
chrome.exe k

.Net C# or VB.NET

C, C++ or other language

E
Q@ 2]

" Is malicious
Internet
192.168.2.1 192.168.2.5
unknown unknown 2 other IPs or domains started
unknown unknown
chrome.exe .-=

clients.l.google.com (.i gstaticadssl.|.google.com (j

142.250.203.110, 443, 49715, 62056 142.250.203.99, 443, 49744 13 other | r domains
GOOGLEUS GOOGLEUS

United States ES United States ES

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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@ Share Point Online x  +
c @ ibucket?54.53.jp-0sa.cloud-object-storage.appdomain.cloud/pentacular/index.htm|

Chrome is being controlled by automated test software.

Adobe Document Cloud

To read the document, please enter with the valid
email credentials that this file was sent to.

Sign in with Outlock

Sign in with Office365

L3
Sign in with Other Mail

Select your email provider to view Document

CopyRight© 2021 Adobe.

Waiting for ses-smtp.com...

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
http.// https://ibucket254.s3.jp-osa.cloud-object-storage.appdomain.cloud/pentacular/index.html

http:ifhttps://ibucket254.s3.jp-osa.cloud-object-storage.appdomain.cloud/pentacular/index.html

Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches
Domains

No Antivirus matches
URLs

Source

hitp:/f https://ibucket254.s3.jp-0sa.cloud-object-storage.appdomain.cloud/pentacular/index.htmlShare

Copyright Joe Security LLC 2021

Detection
0%
100%

Detection

0%

Scanner
Avira URL Cloud
SlashNext

Scanner

Avira URL Cloud

Label Link
safe

Fake Login Page
type: Phishing &
Social usering

Label Link

safe
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Source Detection Scanner Label Link

http:i/https://dns.google 0% URL Reputation safe
http://https://dns.google 0% URL Reputation safe
http://https://dns.google 0% URL Reputation safe
http:i/https://dns.google 0% URL Reputation safe
http://https://www.google.com; 0% Avira URL Cloud safe
http:i/https://ibucket254.s3.jp-osa.cloud-object-storage.appdomain.cloud/pentacular/index.html2 0% Avira URL Cloud safe
http://https://appdomain.cloud/=F 0% Avira URL Cloud safe
http://https://appdomain.cloud/ 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
gstaticadssl.l.google.com 142.250.203.99 true false high
accounts.google.com 172.217.168.45 true false high
cdnjs.cloudflare.com 104.16.19.94 true false high
maxcdn.bootstrapcdn.com 104.18.11.207 true false high
clients.l.google.com 142.250.203.110 true false high
ses-smtp.com 104.21.16.61 true false unknown
s3.jp-osa.cloud-object-storage.appdomain.cloud 163.68.118.49 true false unknown
googlehosted.l.googleusercontent.com 172.217.168.65 true false high
clients2.googleusercontent.com unknown unknown false high
clients2.google.com unknown unknown false high
ka-f.fontawesome.com unknown unknown false high
code.jgquery.com unknown unknown false high
kit.fontawesome.com unknown unknown false high
ibucket254.s3.jp-osa.cloud-object- unknown unknown false unknown

storage.appdomain.cloud

Contacted URLs

Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious

104.21.16.61 ses-smtp.com United States = 13335 CLOUDFLARENETUS false

142.250.203.110 clients.l.google.com United States = 15169 GOOGLEUS false

163.68.118.49 s3.jp-osa.cloud-object- France 1] 17816 CHINA169- false
storage.appdomain.cloud GZChinaUnicomIPnetworkC

hinal69Guangdongprovi

104.18.11.207 maxcdn.bootstrapcdn.com  United States = 13335 CLOUDFLARENETUS false

172.217.168.45 accounts.google.com United States = 15169 GOOGLEUS false

239.255.255.250 unknown Reserved [ unknown unknown false

172.217.168.65 googlehosted.l.googleuser United States £S5 15169 GOOGLEUS false
content.com

142.250.203.99 gstaticadssl.l.google.com  United States £S5 15169 GOOGLEUS false

104.16.19.94 cdnjs.cloudflare.com United States £S5 13335 CLOUDFLARENETUS false

Private

P

192.168.2.1

192.168.2.6

192.168.2.5
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P
127.0.0.1

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Cookbook file name:
Sample URL:

Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

33.0.0 White Diamond
452160

21.07.2021

22:13:24

CloudBasic

Oh 4m 59s

false

light

browseurl.jbs

http://https://ibucket254.s3.jp-osa.cloud-object-storage.appdomain.cloud/pentacular/index.html
Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

14

o O o o

e HCA enabled
e EGA enabled
e AMSI enabled

default
Timeout

MAL

mal80.phis.win@28/172@12/13

e Adjust boot time

e Enable AMSI
Warnings: Show All
Simulations
Behavior and APIs
Time Type
22:14:24 API Interceptor

Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

Copyright Joe Security LLC 2021

Description

2x Sleep call for process: chrome.exe modified
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JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit):  5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzvRKhGvwJ

MDS5: A78AD14E77147E7DE3647E61964C0335

SHA1L: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0OESI3FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7ESE10648EA8321
01

Malicious: false

Reputation: low

Preview:

BDic.... ....6..."..Z..49....6.2...{/...3...5.... AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |. AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\77EC63BDA74BD0ODOE0426DC8F8008506 E
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: Microsoft Cabinet archive data, 61020 bytes, 1 file
Category: dropped
Size (bytes): 122040
Entropy (8bit):  7.994886945086499
Encrypted: true
SSDEEP: 3072:0tde Y PiuWAVILBGbtdeYPiuWAVtILBGmM:0Orec7VDBGbrec7VDBGm
MD5: 516136E560C1392A28EDFA1A957050D7
SHA1L: BBDF208E48EFC052D332255EF84184BFC946BF5F
SHA-256: 4F812F7C8163C50FE75F441AC6797E18D02B8B66895BC94D0E1153FE24FADEFE
SHA-512: 8F25750E9014F7576E5C81E1A3DE605BB29839A38FOE60D58AB79E034ED1847DIEB8A427A834BCA95BF7C4627197AC1194D5A487EODSESF88BISE46CA4574A42E
Malicious: false
Reputation: low
Preview:
MSCF...\....... e Lo [ R.q .authroot.stl.N....5..CK..8T....c_.d...AK...=.D.eWL.r."Y...."i..,.=..D.....3..3WW.......y...9..w..D.yM10....".0.e.._."..a0xN....)F.C..t
.2.,,020.1°°L
=*.Dwj...... L

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BD0OD0E0426DC8F8008506

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 652

Entropy (8bit): 3.1455841969121088

Encrypted: false

SSDEEP: 12:fD5KPIE99SNxAhUe0eAy5kPIE99SNxAhUeOet:r5kPcUQUfeAy5kPcUQUfet
MD5: 605CB4AB36901E9219D8960F8AD63C26

SHAL: 2194A56FA3E9B57C622CE3BI9DBB8C712DF032D64
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C:\Users\user\AppDatal\LocalLow\Microsoft\CryptnetUriICache\MetaData\77EC63BDA74BD0D0E0426DC8F8008506

SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

BAG6F87798DFOACFA0B0188419C9268B901876D1324210D3FF63C64386A10E96A
E6F881E2482B440A33B2ABC3FE7EFB49DD385A57408559D80F9140BF12EA4689F87040729A1CFFA710C3EOABSO9EFCFESEQ9F5715060043B1533F5202AEF0403

false

low

Peeees e Q.0 (et LGS \lhttped/etldlowingd.ows.u.p.date..c.om/ms.d.ow.n.l.o.a.d./u.p.date./v.3./
static/truste.dr/en/authro.ots.tl.c.ab.."0.d.6.54.27.7.5fd7. 100" P 8= e T _....$......\.http

w/l.ctldl. w.ind.ow.s.u.p.date..com/ms.dow.n.lo.ad/up.date./v.3/static/trus.tedr/en/authro.ots.tl.cab..".0.d6.5427.75fd.7.1.:0."..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\09e80c79-13e8-47b1-bad8-e0517a55384c.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

376995

6.049364363276923

false
6144:1e98KWPnuw15QgBB/GOOP1leVxR+v+F7EFpfY4XB3IE7ZPXYGzLxinp:IY4jligBB/GNPUZ+w7wJHYEtAWS
881C975423FA4A51D2CAE66F9C6B330B

088ED710553E927C2FEBC2B0272A9868B14FBF4A
D139B170A26D6927F4F6892EDF28DEC8F3A1ES7FD18AALF2D2DE3C196807140F
042A77FB427C99D2419134403F5E9D2E897F5ACE999038953622C1AECFFE834C86502381FF3DC450299FDD1BA04F7594C3CBE3A4190963FBB5C11BEBSF5455BF
false

low

{"browser":{"last_redirect_origin shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.62693086149198e+12,"network":1.626898464e+12,"ticks":4900751086.0,"uncertainty":4282714.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAACMBYzeObKMTINZGR/AWAMSAAAAAAIAAAAAABBMAAAAAQAAIAAAACOSPhbyumSaNjLUAHENa20U
Dn+rpXOk+H/ONjHe5ZwbAAAAAABAAAAAAGAAIAAAADEezR1Ii2QiPYGPz0Jd0ZQIE5KOKMttbbwwADHJIY DpEMAAAACUIP4EJtfud3aEFZzvijkFSTP1RNwcy 8fFg19xXfi
V1Q9wriZb5iS+jYbOXKVX44kAAAABYJIvBrXU2wt9ZoSemiGl7RviMeHwgrJRvbYcUfMpjLAz2bh77nWHOppVpZzR2K2uw89vs6aWrPXuiWelEQQVEM"},"password_man
ager"{"os_password_blank":true,"os_password_last_changed":"13245952488007586"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\2f4ee52e-e8f9-4531-b4b3-0367099d2507.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

modified

376995

6.04936392152037

false
6144:Ke98KWPnuw15QgBB/GOOP1eVxR+v+F7EFpfY4XB3IE7ZPXYGzLxinp:KY4j1igBB/GNPUZ+W7wJHYEtAWS
EO050D1FBB61CCAO02E7F40DC03297DFEF

45C2EFB243FCFDAOA2A98705641A0387B5E7555F
286067229B9E7EBA8489BD7B8F20344C3E98BOB5B6E0ICEAF6DEFC3D3C1449F9

E33B0A7A54A6C3CDDE874FE2BD3F434B5EADA7C4FD9A19A91CFB983669DC6ESE1C538BF3DA3E013D6CA4EES886FEBFOCFC506E334BDADBF1FEF383FAAB92
BCB10

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.62693086149198e+12,"network":1.626898464e+12,"ticks":4900751086.0, "uncertainty":4282714.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAOIyd3wEVORGMegDAT8KXE6WEAAACMBY zeObKMTIhZGR/AWAMS5AAAAAAIAAAAAABBMAAAAAQAAIAAAACOSPhbyumSaNjLUAHEna20U
Dn+rpXOk+H/ONjHe5ZwbAAAAAAGAAAAAAGAAIAAAADEeZR1IiI2QIPYGPz0Jd0ZQIE5KOKMttbbwwADHJIY DpEMAAAACuUIP4EJtfud3aEFZzvijkFSTP1RNwcy 8fFg19xXfi
V1QOwriZb5iS+jYbOXKVX44kAAAABYJIVBrXU2wt9ZoSemiGI7RviMeHwgrIRvbY cUfMpjLAZz2bh77nWHOPppVpZzR2K2uw89vs6aWrPXuiwel EQQVEM"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245952488191863"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\575ae279-a432-4bfa-a93d-d76c82ec01f7.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

92724

3.743288742493418

false
384:7HvIQa9ru2RcTNgrvcl3Tw67HGPGnarF6s6xDOIWFXEmFSJgqglcDOCGQNt1AZR:B+x52KTn8enelaAn3aEKmwwVQ
OAE3AB8DB7A922E17D89607503E7557C

FDFOE35A5F04D869015647AE4333877CB2D627B9
80FEBED674EB3C565242DEB25A586692A9D56A9D5F7508D7458D79EA407A96AA
58B86D57B1BB278C59A68EFCF226E3E8D3426590741667BC144A786EFE7B5FBF72C78509D3E84FA3FF8639B90C6A423864BE86F1F13F47E06BD54E7014EC63C¢

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\575ae279-a432-4bfa-a93d-d76c82ec01f7.tmp

Reputation:

Preview:

low

(0] TR, *..C.\P.R.0O.G.RA~1\MIC.R.O.S.~.1\.0.ffic.e.l1.6\G.R.O.0.VEEX..D.LL.P..[)..%.p.r.o.g.ram./files.%.\m..c.r.o.s.0ft .o.ffic.elo.ffice
.1.6.\....g.r.o.o.v.eex.dll..Micros.oft .Office. .2.0.1.6..*.Micr.o.s.0.ft. .O.n.eDr.iv.e. for. .B.us.ines.s. .Exte.ns.ions...16..0..47.11..10
.0.0....*...C.\.P.R.O.G.RA.~1\MIC.R.O.S.~1\.0.ffic.el6\GRO.O.V.EEX.D.LL...M.icro.s.o.ft .Corp.ora.tio.n.e@8.D..C..\P.ro.gram. .Files\C.o
.m.m.o.n. .F.i.l.e.s\M.i.cro.s.o.ft .S.h.ared\O.F.FICE.1.6\ms.0shext.dl.@...U/..%.comm.o.np.ro.g.ramfiles.%.\m.ic.ro.s.o.ft .share.d\o.f
fic.e.l6.\...ms.os.hext.dll..M.icros.o.ft O.ffic.e.)..Micros.o.ft .Office..Shell Extens.ion. Handlers....16..0..4.26.6..1.0.0.1...D...C
2\P.ro.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

120

3.3041625260016576

false

3:FkXEwozZHGftEwozZHGftEwozZHn:+EwozZHGVEwW0zZHGVEwWo0zZHn
4829695F153A750ADF50C6E979E8ESF3
2F697EF207460D03671E4B59670BC73328D60D6E
1AACF1304FD42C84FF41DDD2F2252E5COEDE7362352661B7957648F2EA4C2683

6D16A6EF4BB20B25B1B14757C475E9F8C3A40D6181F718D563A628BA41DA9426E1B586C472D4F8729FD65FCA014151B7D46FBFAAEL71BFFOA6D937DB7A7A2CK
2

false

SAPC...ooiiiiiin y3..M.Y.NbD.sdPC............ceenue y3..M.Y.NbD.sdPC.........ccoeurnene y3..M.Y.NbD.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\023955a4-1890-44cd-b2a3-579a6a319a80.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3Ll

5058F1AF8388633F609CADB75A75DCID
3A52CE780950D4D969792A2559CD519D7EE8C727
CDB4EE2AEAG69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F2¢
F21

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\20f5d36c-f6b8-4d74-a40a-e0879ff45fed.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

1377

5.568365817496754

false

24:YeznWswUv6HOUhc4BVIUfG1KU+aUe47wUNYxYUBQj3RUeHQ: YkVwUv6UUhc4BeUaKU+aUeuwUNsYUBQk
478982383655E95C2FD4C010341E91BF

54900DC67B0019487C5A51B6ED72E64E99836CEF
751102F609A8A0E74A1C97E87CF9985F6C5AB66854946FEAFIBAO09982A8A2FE2
A1815D7192B4AC2F4C9365A8E0E50FE86A81C358E9A008392C783F75B19DFB4A70C9F2625313455B052E21A8D75FEO8E0910536E1A7ES71BEGFAB995E163DB82
false

low

{"expect_ct":[],"sts":[{"expiry":1642710864.317082,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1626930864.31709} {"expiry":1633015352.675531,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEYPIv4=","mode":"force-https","sts_in
clude_subdomains":true,"sts_observed":1601479352.675536},{"expiry":1658466864.474661,"host":"PmHK09+NfFu9AjQSxw3MoTtfuXlu9G3fM8KGQt4xie4=","mode":"for
ce-https","sts_include_subdomains":false,"sts_observed":1626930864.474669} {"expiry":1658466864.367689,"host":"nAuqgR4IEWti7SOdT3UHPI6rmZU/Dealm38P202
OkgA=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1626930864.367693} {"expiry":1633015352.455722,"host":"5EdUoB7YUY9zZV+2DkgVX
gho8WUvp+D+6KpeUOhNQIM=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601479352.455726} {"expiry":1658466861.264293,"host":"8/R
rMmQICD2Gsp14wUCE1P8r7B2C5+yE0+g79IPyRsc=","mode":"force-https","sts_include_subdomains":false,"sts_
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\2b42fbd1-fcac-44e5-aca0-81593344ad3b.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2825

4.86435102445835

false
48:YALtdpBeMsNMHK5sJDysACs37sHWsd5/sSYMHCKs/MHCzsSOMHwsSJtFsX3RLsID:HQXGKWDS1i/5vY GmGqOGKJI03QshS
95488A82D5073BDAAFC1480073FF801F

E2E979B6D4A3EE16A815115C414D0A98E1DFA93F
C091AE68AFCD5EC632B2C324B983D70F722463CB4D05A3CEBD52E07AATESASD6
D536466352320C5D394130A59B605617580050CDF325C4B3392D87D384C246E9D8C54FC16A247FF4B379F162536304E0D312D7781FFE245C643C5081B8BEOSCD
false

low

{"net":{"http_server_properties":{"broken_alternative_services":[{"broken_count":1,"host":"accounts.google.com","isolation":[],"port":443,"protocol_str":"quic"},{"broken_
count":1,"host":"www.google.com","isolation":[],"port":443,"protocol_str":"quic"}],"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"132485449526
75493","port":443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":32613},"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{"adve
rtised_versions":[],"expiration":"13248544952813644","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://ogs.google.com”,"supports_spdy":true},{"alternati
ve_service":[{"advertised_versions":[],"expiration":"13248544952748754","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://apis.google.com","supports_spd

y":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248544952634896","port":443,"protocol_str":"quic"}],"isolation":[],"server"

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\4ecb4b9b-3989-47c5-a19e-475591c9a136.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22596

5.535795456326217

false
384:/QrtxLIUPXs1kXgKf/pUZNCgVLH2HfDhrUIAHG5fnTPC414A:eLIKs1kXqKf/pUZNCgVLH2HfIrUPGFnv
653BC4D9F8C81134CEB8F84348096F19

EEDEOF39ACEBDC99C4B33B333163D1580FC1CCBO
EFD4EA3C46AA1F278C46F116275C8958C7CB8096D4B57C8584E8633A988F619C

01E5F40BB1C2B4BDA4FF9439A9BF43737C7E5CC04E6FB8122CCAC8CCD5CFBF2CCBA17ECE644D8483EAB4B200B760AC99F40CF20EEA90065666DB7433ADFC
CA51

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api*:[‘management”,"system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13271404457167064""location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ij]SOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

340

5.198969462810183

false
6:m1GSV2PN723iIKKdKIRXXTZIFUtpPJgZmwPFplkwON723iIKKAKIRXX5LJ:NSVvVa5Kk7XT2FUtpPJg/PTI50a5Kk73
FBOBAE165AC5CCAC0842AC8E9ALFF5A2

CFB3E06AA4A25F9F5284D9ADC4983776B9131E1D
4055B88D86F7EBEDE862C04E647FAADB5D316E02E04A3CF35F6C58F02BE163DF
35B924DE041666EF1DCEB3B6F146C9526600EACB786DF7F54949C1A4C039D1A9BFC7557C29CFIF2E87C091BB52796BAC81D716785F6117CAC366265BC3237C¢
false

low

2021/07/21-22:14:26.599 1bc4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
07/21-22:14:26.604 1bc4 Recovering log #3.2021/07/21-22:14:26.606 1bc4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text

dropped

324
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

5.191388614270867

false
6:mtpVg2PN723iKKdKyDZIFUtp6YgZmwPpSIkwON723iKKdKyJLJ:EpVvVa5Kk02FUtpNg/PpSI50a5KkWJ
DC7303554A6EF2BF6BBF520D448E78EB

DOE177A06D0976456D9822132C5B30AC675A96D2
9EB533B90C7C5FE55A47B21FD8935F6CC790550F80B09C4B7C4909637CF48E96

D9YAAOA55E04BFIE7FC015D6A9629D400B52CCC8915FC8AFA1B2CF5CB8A758F9F3676ED51CFAFF51054E2BF0931BFBB3258F945587EB875778FC8BD33F0986BI
A

false

low

2021/07/21-22:14:26.533 1bc4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/07/21-22
:14:26.550 1bc4 Recovering log #3.2021/07/21-22:14:26.551 1bc4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\057alb3eaa2d474e 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

358

5.921090269449263

false

6:mIbVYSHT8NWQAIKPUQyrSuXVwwlig/3hWK6tvwFjZj7tQ0urzTUtIg/3hm: T7z8NWQCUUUmMwwIg/2LRZj7i0YzYtlg/
4BE191C847A5BED25B50926DE570C811

8C2109CA6972939318ED04B24BAA01C855FC9223
3ACB9AB01AB923762ECA6701036AB91A7CC1A372A2B11876FE1A1156228AE72B
528223DC430A8779A615184C25110A1B2E60950061FE54931BC1633C7AD7440C2817FEBE825ED4334C88E2AAOD79C03B6A2EF80B4F20BBDO6CCEB437E3E0757!

false

_keyhttps://ajax.googleapis.com/ajax/libs/jquery/2.2.4/jquery.min.js .https://appdomain.cloud/.5.E&/...... i >.UlRug..m./..
........ 5.E&/. }..2794FFE9F7F3EAO0CAB634F2C44853E0E20D8DF49A6F9C558940872A28BBD1A60. ........>.U1Rug..m./.........A..E0.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4b6b31cd20412ec5 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

229

5.417542104515111

false

6:mnrY68E9XEEUgLErySV2YVeXgYp+E3jbriket:yYgqv2Qcrfr
18D5C7F965A4A9709A294D3F065475C4
DA6F92253FC35868A11BF5E513C2AD16B7920921
A33AB1BC2A0E1BBDBE69B7BD9D081506071B1D5EBC6B4F1277D75E25979871B3

9CE95EC2538DDBAF6A9CBBF90A42A2195961B2CC1FEE80999054B92CFFB5FB07A9A8425A741DA804AF02F7192E27D603E8BACFC88738B5F8E728CDF1CBO4E:
78

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6¢ce82e9cbd7524dd 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

203

5.510064319003701

false

6:mwOYINYpSVkpSDxVwGIiYNZSShvP4LhK6t:dWpSVHWGINBNPK7
A5B9505270B37D1DD83DB66B39BF64C3
27727E18A281812DD9DA07F9D2051BCBB1BD1895
B68F4F873DC719F3DD04DC945561459F0E07FOEOC7AOB4EBBEC8CALF8A737937
D13D689307759249EF4C750C73D7EDC7B384911A6B30A8F3D4CIBCAF16A3395B02E762D576A309E74559752388E51DF50A5AC91B59E0D1B73F7D6575CC592F5!
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\6ce82e9cbd7524dd_0

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\ec825d44a6985793 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

97736

5.785754133962089

false
1536:LR8vdaOoiJkmlirylCZzzoeVTvLu9etWO5pOgjyWcNIVBE6RKXUWXvnfXjAdgF9G1J:0V{IzXCVInu9WS5pOLNhORYUUXYjlqi
9BIC747362624B63F2D2A972DE5S32428

CB470FADC18AD127DF8884B87358F43972E240CA
82888CC94B2D8C739301E9B6273EC7FDA6BD6A57358424D6AC45697855F7074D

1523D4AEED20CF0696A51B9BC413175DFD15063A92E6583A5C93EF12CAF5545F07A8D576BAE9SDCO08DE3DC0B3628BBADDE2C80FC6FAD7DD7C7A8B3880E5¢
CE

false

LORC O. ..l . .
document.(S........ 5.a.... @...https://ajax.googleapis.com/ajax/libs/jquery/2.2.4/jqu
ery.min.jsa D...D...D . “.C....ql” . Qb..nJ...d....Qb..[...e....Qb.v.....f.......... Qb.Nxd....h......S...Qb.x......J.....Qb
.Veke.Qb.g....l....Qb*.}...n....Qb.2.V....0.....Qb........ p....Qb.t......q....QbV.....r....Qb....... S....R...Qb.0.T...v.....Qb....... W.....Qb&W-....x.....Qb.[j.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\fcbeb72be584479d_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

235

5.5181994893674835

false

6:mcSYET08NaYWbVOqZySJiHV6kjrbhal75kJRK6t:098NaY8ZXQ6kj/MO
B78FB847FE2FC884C81806BF2E98C9B9
CBC5A50343CE00C7111259361F6E225FE88AGIAF
C169B1F4D49CFB87F1A0BBBAG762D382613899F86678E132E7969E55BA548CB7

EOE50A5DE4FB629DC35610D8097DA6209D7B1AB60098702F872B3A7107431FFA50DC6ABA3EB19D76D7029E5BB2D92B2ED1COE3ES9FF1D034AFAC7DCCEAOB3
AB

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\index-dir\temp-index

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

216

4.535717025066104

false
3:70xI/YdIVhoJ2E+T+60gkopKnyNrkpb/paBgio77PI6jlhl/lhB+ImIIN:40paJOKnyNrkpbMBnAlczkm/N
87BACBE5CAB77FFIC2068EF66600B389

BFE7E1CBAE7F2E0737D4B507CBC4A070126DC982
B7655A00AF2156B576F34FASEB8BA67D7926DODDEGCA83AF5754968137135F57
39254F4769EF344F66EC442F5634C8D033EF4A39A034364D55BC9D9794A281BF113365CE26CD401EB7DFFF41ACCOC52D2520A4C2431A253D3FD01A4112C02A0
false

low

....... oy retne.......coooovccoerrv. WD) LE&/ ... A AKK.L.E&.........G. 4. L E&L oo BU. L E&).......NG-> 7. L.E&....c.o....3Noodororr PENDL N 3 E&.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe
SQLite 3.x database, last written using SQLite version 3032001
dropped

12288

0.6863571317626186

Copyright Joe Security LLC 2021 Page 14 of 42



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

false
12:TLyen4ufFdbXGwcFOaOndOtJRbGMNmt2SH/+eVpUHFxOUwae6:TLyqJLbXaFpEO5bNmMISHn06Uwd
1COEAEEE6463CAE33B7A7CD9DIDF4DA5S

FBC6A28A1501E40154FDCOA9DOC2F34A5F88AA65
ED8AE7C5E6885874A39F4EB86258F552670352A18D29BE1FF4D372A2F4CDO6C8A

355D19828609971998B09B36E7C7D304B7FB88C7A726670BEBF5CF2E2710F8E71BOF9DEF6FEQ712B484C1EB122AEEEFDECF31D13E02C4539C399DFB86ECT761¢
F

false

low

SQLite FOrmat 3......@ wovveeeeeeeeeeie e Covoen Lo T TS TSSOSO R PR PR PSPPSR

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies-journal

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

12836

0.9646122626246045

false
24:H6pIvIn2QOYiUG3PaV/qLbJLbXaFpEOSbNmISHN06UwDa8:H6plvZXC/alg5LLOpEO5J/Kn7UGa8
BD4ACDF321DF40B3774C1D50F7348834

F5EA7C387C283B59B26B0593124BF74B60BC200D
C949F8D112ABD8E6D18224254B1F801FCCDA22C59ACI9B7A82E23EFF5B231FD10

20A6582CB9F8E36895CEAGE11EOES7CD79ADELIEAFI7EF73AFEF1B0951433F38A25FA4BFIE059913DBC6246B65CA11451641A2ES5D3E4E7301FA84C044E3E6CT74
4

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Current Session

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

2380

3.5402718647747777

false
48:34LIYrx06SGAMMoLOszE/GAMIWGEGAk+BfOszEc3SGGAMIWUWOL:34LmAMMWzJAmIjAtdzYfAmIzt
59BA51E01C76ECFC4EF8734808D73FB3

75B1A99D674449FCBCAB7492AFA777CD27117EDD

30BEDE92A97600D7C5E6F426 DEEEFC5AB924B002ED7E24CE7ATEBO7EL11F66EE7

D777DA32DFA72EBC8179EFC54D3901E8DDA1ASD17F6E975E9F95DCD823B57B9256A8F06FCC89F1A3FCOC17DSELIFE9CA4C5297810DD3DCF934F6D77792EF8E
04

false
low
SNSS...iiii PPN Loy $...d4555645_e5f0_4f0e_aaSe_3a6fab9ldels...................... Vot
5..0 &. GBADBCFB-ED30-4AA1-BBOC-ADDSOZB6FA85}.... ..W...https://ibucket254.s3.jp-0sa.cloud-object-storage.appdom
ain. cloud/pentacular/mdex NEMLc N AR A X Pt W..h.ttps..//libu.ck.e.

t.2.5.4..s.3..j.p-.0.s.a..clo.ud.-0.bject-storag.e.ap.p.domain.c.loud/pentacular/lindex.html. ... 8. O.veee Bt
W...https://ibucket254.s3.jp-osa.clo

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Tabs

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

8

1.8112781244591325

false

3:3Dtn:3h

0686D6159557E1162D04C44240103333
053E9DB58E20A67D1E158E407094359BF61D0639
3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Tabs

SHA-512: 884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8ADICD10741A5604B7A0F979465C4171ADIC14ED56359A4508B4DES8E794550599AAA261120976C
Malicious: false
Reputation: low
Preview:
SNSS....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 164

Entropy (8bit):  4.391736045892206

Encrypted: false

SSDEEP: 3:FQxIXayz/t2HmwgOEOZL7A04uhFKEURLKYC5Ei5+Gg:qT5z/t2qoEwhXeLKB

MD5: 0A906A9A542CDF08FF50DAAF1D1ES96E

SHA1L: B97D6274196F40874A368C265799F5FA78C52893

SHA-256: EB9CABBF5FDA1AD535300B0110EAA4068A083248BA928A631C9278545935426D

SHA-512: 8795E905B711ADE6B1C4B402D50AF491B64D157AA738669482DDBFC30E857DF970BFFB774A925F3F4A0802BD27AFAF939CE140894FF09B67FB9COBB83ED4491
A

Malicious: false

Reputation: low

Preview:
f5.... ....Sgdaefkejpgkiemlaofpalmlakkmbjdnl.declarative_rules.declarativeContent.onPageChanged.[]..F...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 323

Entropy (8bit):  5.19562652174782

Encrypted: false

SSDEEP: 6:mhF9+q2PN723iKKdK8aPrglFUtplZmwPJVkwON723iKKdK8amLJ:fvVa5KkL3FUtpl/P350a5KkQJ
MD5: CC202DB679F21112D95613683DA3BB15

SHA1L: 41A3326D1B4BOF6BF75EA22D1F2AF62549010125

SHA-256: 71B8364688E7C2862E62639868E99E9AA11FAC2EE8A81B3AF43F2D89A68CA53E

SHA-512: B8D184D587D8D82904115DCB744DE6684FDFD655D7E09E74FA9035957290BE4C05824F6BFOE0662AC61F82674B997FB750EDA968789C186C4E01500BD969867E
Malicious: false

Reputation: low

Preview:

2021/07/21-22:14:17.449 d58 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/07/21-22
:14:17.451 d58 Recovering log #3.2021/07/21-22:14:17.451 d58 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/000003.
log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 570

Entropy (8bit):  1.8784775129881184

Encrypted: false

SSDEEP: 6:qTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCT:qWWWWWWWWWWWWWWWWWWWWWWWWWWWWW

MD5: D4BAOAEOBBOBIFAFF3DAGF35FDBC3C8A

SHAL: FB3EODEC7F35A9B1D94E54A5659DD0ODE484055E7

SHA-256: 99DEF1B557F19F04C1AFFC6F247D0451F33FC10EC42E73792223C3215AC98BE6

SHA-512: 86FD07C34B9ABDAC52BA19EAE291936F92BC6D38A75C021EDCIDEDBC15617669876180CD99F959C62476D82ECE6BBIFSFE4C6CB4D82CB037EFB76D99A4D3D¢
51

Malicious: false

Reputation: low

Preview:
F5i f50 s f5. f5. f5. f5. f5. s f5. f5. f5. f5. f5 f5 f.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text
Category: dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG
Size (bytes): 323
Entropy (8bit):  5.1683035898786205

Encrypted: false

SSDEEP: 6:mS969+q2PN723iKKdK8NIFUtp/Q+ZZmwP/y9VkwON723iKKdK8+eLJ:vM4vVa5KkpFUtp/JZ/P/lyD50a5KkqgJ

MDS5: 2ADD571B625ED8FF47D4FB1FAC18F23A

SHA1L: 6EA3D9E2B3B4875666C0392A1183D2819699E3FB

SHA-256: F3DC4BC9859720CE386E2C92E7B78A77083B89AD1FE45EE43C1200AC1582DEFE

SHA-512: E4A2395CA91F471A90BD38683025C1F098B7EBD26F6E89265B8A64EACDF56BEB77B79B4BFEC2CFA2F6F26C664DD71B7B9053EF79C6BD8F3EO0B40B687E19576
D

Malicious: false

Reputation: low

Preview:

2021/07/21-22:14:21.154 d58 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/07/21-22
:14:21.155 d58 Recovering log #3.2021/07/21-22:14:21.156 d58 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/000003.
log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput
ed_hashes.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 11217

Entropy (8bit):  6.069602775336632

Encrypted: false

SSDEEP: 192:GbylInITWGB7V9Hne4qasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT

MD5: 90F880064A42B29CCFF51FE5425BF1A3

SHA1L: 6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF

SHA-256: 965203D541E442C107DBC6D5B395168123D0397559774BEAE4ESBOABCA4EF268

SHA-512: D9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DAOES9A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F
Malicious: false

Reputation: low

Preview:

{"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKYTHjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","iDctR8IMG5KZ
rQKm4kDjUB7FokSJfjo/pmvFowRVlaY=","LPxhhJiuUOIprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96 AKKXALRM+COEu11XUjPIMXEK]jiCPdtHE=","wifibc1QfMB
N2jrtutLgsCefvuceTpAatmLvul11RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JgEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLNOCFL/ADaEeTI=","DpjXcO85FF
FY9KJIFPKGNfFUtdQIOsGwO5jUckiUwY14=","gqid6l1+mk/6yWgUECROofI9IMipXgXh2]EN2+CxmPEO0=","prDB91X2Mmfg/M/txVMITWBMEGbOGjgBTP7CMjYqdHs=",
"yLPAQV4gqoyS/zFKEt3Cn2j0q2v9QOSthVFWN8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO11Jdn/UtbnAmg6 TO=","+00c6ca+ChKUpTu+oa2ZRxRE+wG3QJmuYWE
VvYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJOubR5uwtS4/900M7w=","1A9NNawxuhu95H5eThvflrewJ4QQWhhPNxJXO1C/n68=","E3vWLQxzmj+e5QxYbUscllJ5
nOITpw5JIBHV1Kph3/KM=","i318ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtuOhGYrHn3lIsMHqBbi70gklJEE=","rhIzuEvw2KRAF
Mms896xFWkNgPrweWvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\ metadatalc
omputed_hashes.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 23474

Entropy (8bit):  6.059847580419268

Encrypted: false

SSDEEP: 384:7dNc1NC6lcafusK4H1IIGRINKIKIALQWdYNnQh2RX4K6M1tVztzr7XSNyzH: 7dOscSRKc1nGRSKIhEw6M1tf7SNyb
MD5: 6AE2135EA4583C2FO06CDEBEA4AE70FA4

SHA1: DCEB26C7F02D53B5F214305F4C75B4A33A79CDC2

SHA-256: 03AA1944CB3C4F39E20B6361571BC45DFBEBD3FFDA3D8F148CC6ECB29958F903

SHA-512: B5945E67D9F73DD1982D687E5C6D9B5D6B3886C8050363A259755C76AC0OF93651F3425FA7C21AA6A13977AC1C8CI9322F998F131648CB8909096058D4F0D23312
Malicious: false

Reputation: low

Preview:

{"file_hashes":[{"block_hashes":["'DOZdV3jFvk12AM2INDYKo3KZrIVRprmJ+sVGWkqqE4Q=","rVEIW3Hu3T52SzDDUqGT5YiJTBGUv2h3pNuBKFlhZ1U=","X/
3fg4KZxgQ1jBr5QGqOF5JInflgE27UErd88mrxTexs=","VibLbpyOig+5INMOU71fTYN76iaka2XVpmm1gAKYsX8=","EChCwChQHbHQ70DdGT2gNyiRJOyck2YC2emNGq
4whtE="],"block_size":4096,"path":"_locales/iw/messages.json"},{"block_hashes":["xklkoZ7iSU1+7cd6DAtEMUCS5IPFd+EgcbnzxkOiFwlk=","3KbsvoxKY/3AwqgF2aAdVQ
RpMhsNVRKQ3rx2A6Z2Z+Y=","09+tsohquaCMj+70zeinRG/hBhA2uLoDIl/WoC1luokME=","xV/K8xucyWJELVT8Cqgn+ugFjobBVmg8pnmACF+2PP4Y=","p/mvIm2wuCl
32Rx3it654MIjKAsMe3S9IDEabc1A8mME=","j8mPrTh500sBTj2Fer78JE6xG6+kR64Cvu2SW8d3j/k=","ngSRpGQ3USU2bZJsZ+AzBmFOyann8omwJrhEWFZDTXc=","
eTcQyJUuNuF9yCga/fXGyFCj/pysSceanhBzksdx23s=","Wj7fagnspelXKMvnduxHn1XUBG8TEOqyns7/oUihekM=","ViBwXoadI3EP336rAiL33Gz19KGqtN+RYdKn
MKAXoLw=","iDgLXQqXJp8nCZxgLuC9ILXM45DGfufvGnXvmHsn18wc=","g+RfdDfrWTUKOPkcsbot7NJ4SCIWVRV/dVVMuUHALE}8=","20C4HcCuXu3VjFféwnKlzntu
qQNaebcuWpm/mwij69U=","aMUIpuFgPMiieSaWhlktCK62v2P30ZQAWupWsYzCnvk=","L

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

19

1.8784775129881184

false

3:FQxIX:qT

0407B455F23E3655661BA46A574CFCA4

855CB7CC8EAC30458B4207614D046CBO9EE3A591

AB5C71347D95F319781DF230012713C7819AC0D69373E8C9A7302CAE3F9A04B7
3020F7C87DC5201589FA43E03B1591ED8BEB64523B37EB3736557F3AB7D654980FB42284115A69D91DE44204CEFAB751B60466COEF677608467DE43D41BFB939
false

low

T,

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

378

5.233360762218858

false
6:mKVq2PN723iKKdK25+Xqx8chl+IFUtpogZmwPV50lkwON723iKKdK25+Xqx8ch+Q:9VvVa5KkTXfchI3FUtpog/PlI50a5KkI
00A5A73ED779B283B8EFC48A7419E7DD

CE5AC06731AF35D8C7AB496EEE01ESD8D1B79C3E
788FC5FCB1F6F85EAECEF47C9CCBC896309C33515DA7D1395077CCFB053AD43A

FACB1147DD93448B86274375370D62F329C29D8FF4DA064DAD0428A9E15FBEA1999BE2EB7830AF4504BBBEA12A30A924F55F74EEAGACS5B5389F050544EFADYE
9

false

low

2021/07/21-22:14:26.374 1bc4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2021/07/21-22:14:26.379 1bc4 Recovering log #3.2021/07/21-22:14:26.388 1bc4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

364

5.178347650266491

false
6:mTVg2PN723iKKdK25+XuolFUtpZVUJIgZmwPZXGSIkwON723iKKdK25+XuxWLJ:0VvVa5KkTXYFUtpruJg/PcSI50a5KkTZ
075BCDA225173DDD64F606E1761638CA

D8B451B37D23ED5B94B2E7E3A43A7789CA9BDAGS
67568ADDB4C0OF14423FAO0CED85496DAFE87F6ECES2FF1475DE26740D32232DF6
7D851784A7D5BBBF8429AE382AF2E3FE4CDAA1971858862789ESDESBCAACD879C384868C927F087FE75A37785E34B425C4E347ACESFF50F522D43706D5678E63!
false

low

2021/07/21-22:14:26.339 1bc4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2021/07/21-22:14:26.342 1bc4 Recovering log #3.2021/07/21-22:14:26.343 1bc4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

336

5.178914414890442

false
6:mOMJIVg2PN723iIKKdKWT5g11dqlFUtpfdGSgZmwPfXmOIkwON723iIKKdKWT5g113e:0JVvVa5Kkg5gSRFUtpfdpg/PIXmOISOM
E5130A508A4D58C03BF71675986CA88D

109C9607148776F57F14509CCOC6EDA541BD7BF1
667D300F635A4C7DC7DA488A3302FDB3C4DA5DB28AE80205256BEDC4F48DC2EB

A122E34B679DB75908AC1E4509662FBCBC734A57790F0FFB4A506EE15512437B1EABO5B914992226AECBD57026BE7AAB37EF5226DC794B83BD7B8BOACCESFC
DE

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG

Preview:
2021/07/21-22:14:26.300 1bc4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Defaul\GCM Store\Encryption/MANIFEST-000001.2021/07
/21-22:14:26.321 1bc4 Recovering log #3.2021/07/21-22:14:26.323 1bc4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM S
tore\Encryption/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped

Size (bytes): 32768

Entropy (8bit):  0.1433041337740756

Encrypted: false

SSDEEP: 12:TL+ANVRf7bV3Sr9AhQMRD/ONUQOGI/xulybV3Sr9AG: TLXZ1IXMASMRUUGWXMAG

MDS5: 970D6774938CB935CF1455946659591B

SHA1L: 5549FD529EE38C84FE1818066072996EEF6E7745

SHA-256: 604225D653E8FAE8B72C31EBDA91E729468FF5E78E5A1BB0ES40D552757A2148

SHA-512: 9550BDFDBA8DAG61D050373DIA6D65ESAEFE14B530436ECDB3C2E8A84980321AF12BC342CB3B9090EA45E5D01DFA745A2362ABEDA313FC23A28D544B57F66C!
23

Malicious: false

Reputation: low

Preview:
SQLite format 3...... @ e ettt —e e t—eeteeea—e oo —eeteeeteeateeeteeesteeaste ettt ateeenteeasteeteeeateeanteeaneeenaeenaeeraeeaaeanes

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 903

Entropy (8bit):  5.362692249312996

Encrypted: false

SSDEEP: 24:0dI3UGYF3Fi1CPKOY+b/0JsCEY78BJgskfadyBDOxo7hxMAI:Q3UGYFoM7N/+1SUVGAI

MD5: 7EB16228120AAB308B6B49EAEEBB2405

SHA1L: 22C4106216C6436F2D79EA246222B880E3E1EAGS

SHA-256: 0284BDBB1A94960587CFD99C2B4500ED565D337274AAEC2C1BA88543F0FBF7F1

SHA-512: 5F921FBB94D93F27F9C5A79CF60F3BEODOEA3AD30864DA45A0E19722F24422591F9C0559E271B0A396E2AC914D11BDFFD5SDAF0B040748DA267B05717DEOCT7EL
Malicious: false

Reputation: low

Preview:

............ "t....appdomain..cloud..html..https..ibucket254..index..jp..object..online..osa..pentacular..point..s3..share..storage*........appdomain......cloud......html......https......ibuc

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History-journal

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 33356

Entropy (8bit):  0.046930054619497924

Encrypted: false

SSDEEP: 12:FF/q6F/aNF/dF/zF/uzF/NF/oF/nqLBj/M+t3n:HIyPXZoXGfqLBMM3n

MD5: 27A4A0BEAA15F67BD600DE9443AC7B59

SHAL: 5E195DDFF1801798EF08D48CDFID094E3837577C

SHA-256: FBOB1E59FBC71723F974E4661280372979E4F48CC1A315EA480C11FADES10470
SHA-512: 7594F476502230CD2E7EF3233D28FDDD8163B2CEE85235A97A900993EEF6005775B404868711D886COEF5A6B776BE8D2661C80DD02ADG0E36CB3E42814C7BAL!
Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\000003.log

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

data

dropped

2955

5.475083959933913

false

48:vcLAGNA+2La7PLMj+8dbbVOEibQSefgGCNrSOU9IRdIN9a:shj2La7PLMjVdbbVOEibQ5fgGOrsoy

8C9D4509F0CA1381E607222ACD612B87

4BFA1502FCB1844B9EE934D8FAD3EAIDCAA94D08

6A095F5FAFC48A61435661919DA78C430EC95C7DEE8208C1C646A2F59945B51F
1BFEAE1781F084FFFFB87AA2F456DF0D3149A5236694582CAF8A405DF3B80FDC52D1B813AE6965559EBE726891E32725BA3B3B6E7DCEA7OEES1A733995211D2

false

JLoF e 8META:chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm............. Y_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.HangoutS
inkDiscoveryService;.{"cache"{"sinks":{},"g":{},"h":null},"manualHangouts":{}}.a_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.ldGenerator.cast.
RequestldGenerator..447405000.H_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.LogManager...['[2021-07-21 22:14:28.55][INFO][mr.Init] MR
instance 1D: d6b5348b-8dc7-4595-b874-9c5e860eb17a\n","[2021-07-21 22:14:28.55][INFO][mr.Init] Native Cast MRP is disabled.\n","[2021-07-21 22:14:28.55][INFO][m
r.Init] Native Mirroring Service is enabled.\n","[2021-07-21 22:14:28.55][INFO][mr.PersistentDataManager] removeTemporary_: 163 chars used\n","[2021-07-21 22:14
:28.55][INFO][mr.PersistentDataManager] initialize: 163 chars used, 67 other chars\n","[2021-07-21 22:14:28.55][INFO][mr.CastProvider] Query enabled: true\n","[2021-
07-21 22:14:28.55][INFO][mr.CloudProvider]

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Local Storagel\leveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

338

5.076714322221633

false
6:MTNAVg2PN723iKKdK8a2jMGIFUtpJvAgZmwPxIZAlkwON723iKKdK8a2jMmLJ:yOvVa5Kk8EFUtpL/Pip50a5Kk8bJ
C2A90E1DEBCE4D9D91C4ACC7D3A05FA8

19C9F1BA7EC71141B1C7AFF54F9030A7AE101A80
5BB31A597F21C39FAB8223AE162F7874830F34F7D22B7847013FB73FC7E877ECB

758A3288B4CE28567143952E4127B9B3EOA120BEC5AA11E129691B3ADE3CC922FEE8765F2371CCD1E099C6F495DBB8D5D010B1C02A8F6F6F097C74B6E12A7BL
C

false

low

2021/07/21-22:14:17.209 1440 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2021/0
7/21-22:14:17.211 1440 Recovering log #3.2021/07/21-22:14:17.212 1440 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\
leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

340

5.173950234153629

false
6:mjHO+q2PN723iKKdKgXz4rRIFUtp2tHZZmwPsVkwON723iKKdKgXz4q8LJ:mHJIvVa5KkgXiuFUtp2BZ/PM50a5KkgXS
2F50868D632E6F160D25FBBD72AB0B58

EA047477F1A133AF62BEAFDDC9772BAA6ACFBDD2
C63CED5EB4B106BEE59DF2C872E095B05B85BA1B165F7EB1689E29B053938759
9C25DD634D60E253EBIASC3D3237575FC6E712B75CC2DA2946B581B637302FF778A0EE550FA578DA6114DCF6B9352B7882BB8E0SC5B252BA4C020281A971A5C
false

low

2021/07/21-22:14:17.468 1718 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2021/
07/21-22:14:17.469 1718 Recovering log #3.2021/07/21-22:14:17.470 1718 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Noti
fications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Google\Chrome\Application\chrome.exe
SQLite 3.x database, last written using SQLite version 3032001
dropped

53248

1.3886064298818863

false

192:wIEIWQF8mpcS+HqVMD2hVMsIEIwWQF8mpcS68fVM1S23VMu:zHqVMD2hVMb8fVM1S23VMu
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL

MDS5: ACDCD7BDF2A5DD85EF02CBF48B7B6B98

SHA1L: 03D9E9B82AE7BDIF81BOC65F89BF74E0B814CB8D

SHA-256: 2D704ACBE5D4BDFAE365557C027E7CDB7DAFD4EA770203A7BB3BC515BE860311

SHA-512: F7F2C3DD476E9EEFID7C8214CAE9F217A6D69FA276E171C1DF13488F959C155262DC025774DIDEA2ECBDBC45274071C7EDB4A503631B0930FC7FD1DCD64C5
61

Malicious: false

Reputation: low

Preview:
SQLite FOrmat 3......@ wvveeeeeiieeeie s Corvred g M, OSSP U PP STTTUPPSRTRPPN

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL-journal

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: modified

Size (bytes): 54400

Entropy (8bit):  1.0321051037541311

Encrypted: false

SSDEEP: 192:fpYOWoOnhIEIWQF8mpcSf2hVMYHqVMexIEIwQF8mpcS5:fpY OWo0n32hVMYHqVMeR

MDS5: DF6C83174EA3AE7DB3AEE6C5DFCCD186

SHAL: 08FD98EC87052A8563EEE6D3698393EEA87397FD

SHA-256: 4E2AF256C787F14C024E4DFE51C3B6C7CAAOSE79C52503E72AF77CB8421CD667

SHA-512: 5CC3A4C5613D06704BB90C71A6075DE1032C9A736CDO0D3150E3DFBFOA47908A3DELB718931FA73468513C36B4681E14241E06992CAF76B3CF196823560FE4B4
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Session Storage\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 114
Entropy (8bit):  1.9837406708828553
Encrypted: false
SSDEEP: 351l i1
MD5: 1B4FA89099996CE3C9ES5AO0A9768230E8
SHA1L: 9026E1E0906E3B3FEOE414EE814CC5A042807A04
SHA-256: 537818AAFD0902A8B2D58B483674391E33E762B5E1E8CD226D873098CCEIC8F9
SHA-512: 4279C9380ACC5AB329EC6BCDA10CCF0A7437CEF63845B63E741CES517042CFE83340D2D362DD6BIEO39BF55E61F484CCF72B8FD8477D1D0292E0B879CB9494€
B
Malicious: false
Reputation: low
Preview:
153 PP 154 FOURUR 12 POV &f v, &f v Ef v

C:\Usersluser\AppData\Local\Google\Chromel\User Data\Default\Session Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 326

Entropy (8bit):  5.119828833224814

Encrypted: false

SSDEEP: 6:m5N+g2PN723iIKKdKrQMxIFUtp6UdXZmwPItVkwON723iKKdKrQMFLJ:PvVa5KkCFUtp6Y X/PIT50a5Kkt]

MD5: ESE56E7F251029B26E36BA3714FD51C2

SHAL: 4619AA084F12E8E768A43FB6B9A3398640D664CE

SHA-256: EC536D8975888329030AD42FB534E95BA13D365D3CD681E675B93EDD33E06AD1

SHA-512: 2C7CC18D38CA027278FDD6C6CAIDA7C0B243B270538B22DF50C569CF9110F23A5B2673ADBEC2F631AA8246B2DFAD6AAEEA90F97AD652DEEB0293C18B3DF1E
A4E

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG

Preview:
2021/07/21-22:14:17.366 1718 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2021/07/21-2
2:14:17.367 1718 Recovering log #3.2021/07/21-22:14:17.368 1718 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session St
orage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 354

Entropy (8bit):  5.118498645911885

Encrypted: false

SSDEEP: 6:mMBG+q2PN723iKKdK7Uh2ghZIFUtpcuZmwPQBNVkwON723iKKdK7Uh2gnLJ:AvVa5KkihHh2FUtpcu/PQ6z50a5KkIh9

MDS5: DC78514AAE97D76ACF18D2F72F7070CE

SHAL: B0321C6D623B4C91EE13F78E00443CABCY9E9959D

SHA-256: EOA2BEF487C0926D782065DCECA1D00220EF5D8EF0AF6624B5CCB99CB507D557

SHA-512: 31E59DB5E41016C9BA80359727BA5174E1EESA12CFOEEF8FF76FAG6998AES21D53BF53FF77DCOF3EC7A09246890209DFF28E212EE159099ED17CF16532EF9ETD.
Malicious: false

Reputation: low

Preview:

2021/07/21-22:14:17.178 1738 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-00000
1.2021/07/21-22:14:17.181 1738 Recovering log #3.2021/07/21-22:14:17.185 1738 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site C
haracteristics Database/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 296

Entropy (8bit):  0.19535324365485862

Encrypted: false

SSDEEP: 3:8E:8

MD5: C4DFOFB10C4332150B2C336396CE1B66

SHA1L: 780A76E101DE3DE2E68D23E64AB1A44D47A73207

SHA-256: 18FAB4D13CDA7E1DEE12DC091019A110A7304B6A65FCOA1F3E6173046BA3BEF6
SHA-512: 51F0B463E97063A2357285D684FF159FDF6099E57C46F13C83E9D3F09D7A7CF03C1BA684BCCF36232FC50834F95953C3C68675C7B05ABAF84DEF1C566A5F3F5E
Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\deflLocal Storage\leveldb\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 433

Entropy (8bit):  5.219243296369506

Encrypted: false

SSDEEP: 6:mnS3+q2PN723iIKKdKusNpV/2)MGIFUtpyHXZmwPyEtVkwON723iKKdKusNpV/2jz:ifvVa5KkFFUtpy3/PyET50a5KkOJ
MD5: 76783F491E425292D3AA45D3F949B6C9

SHAL: AFA6F4C8D8A20258E9C7722E802E498A57CEA823

SHA-256: 4AA5428C7B4016BE5S3A5BB28D45180D451C7278D75419B79BC48393A0C723C52

SHA-512: 67D4D4E22136D4D8580835451CFAODGFFBE27BD5823147BB445AB69E2F58CE7C9A930A5995B2852DC6D75B3D3AF69B91C7715B058A742FD9403878CD1866A99
Malicious: false

Reputation: low

Preview:

2021/07/21-22:14:17.420 d58 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\
def\Local Storage\leveldb/MANIFEST-000001.2021/07/21-22:14:17.421 d58 Recovering log #3.2021/07/21-22:14:17.422 d58 Reusing old log C:\Users\user\AppD
ata\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 435

Entropy (8bit): 5.274343261928593
Encrypted: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG

SSDEEP: 6:mG69+q2PN723iIKKdKusNpqz4rRIFUtp5ZZmwP4X9VkwON723iKKdKusNpgqz4q8LJ:964vVa5KkmiuFUtp5Z/P4XD50a5Kkm2J

MDS5: BD8BEF09C6C2738C54083CF51FE1EDC2

SHA1L: AD561A406DB8C733EDC801AA43137367D3CE9087

SHA-256: 08FE68E3DFB42EF43B65B6CC7D25E99380064E40E1A7065B533D52251ACE4B89

SHA-512: CABDIF1EE1ACAB92332BC6F998591D7D18660F117A358713CEA7E336A430A00F01F8E33BDF8BFA8F86706DDE93FID5975B3663FB1EE4038BB2E0682447F810A¢
Malicious: false

Reputation: low

Preview:

2021/07/21-22:14:17.474 d58 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\
def\Platform Notifications/MANIFEST-000001.2021/07/21-22:14:17.475 d58 Recovering log #3.2021/07/21-22:14:17.476 d58 Reusing old log C:\Users\user\AppData\Local
\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiSession Storage\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 19

Entropy (8bit):  1.9837406708828553

Encrypted: false
SSDEEP: 3:51:51
MD5: E556F26DF3E95C19DBAECA8F5DF0C341
SHAL: 247A89F0557FC3666B5173833DB198B188F3AA2E
SHA-256: BOA7B19404285905663876774A2176939A6ED75EF3904E44283A125824BDOBF3
SHA-512: 055BC4AB12FEEDF3245EAAF0A0109036909C44E3B69916F8A01E6C8459785317FE75CA6B28F8B339316FC2310D3E5392CD15DBDBOF84016667F304D377444E2E
Malicious: false
Reputation: low
Preview:
C&F e

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defi\Session Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 424

Entropy (8bit):  5.197723955512171

Encrypted: false

SSDEEP: 6:mjTjL+q2PN723iKKdKusNpZQMxIFUtpXKWZmwPXLVkwON723iKKdKusNpZQMFLJ:uTjL+vVa5KkMFUtpaW/PXLV50a5KkTJ
MD5: 70E927966E352457A0497AEB410DA004

SHA1L: 1E5523AE43E42919D24B278E7EECC6BA464D260A

SHA-256: FCO9E824A010CF42F4939808076DB94D807CB1517B188772B8543B93986FEFC2

SHA-512: B2DA16E9411BB105D0D1B1CFBC78264106D08F5AB686E3A7A35A33E906COEE879BC4C529E1E7012AA11AFEFD047962F96E6274C94592041555A3B2FF24A915A
Malicious: false

Reputation: low

Preview:

2021/07/21-22:14:35.212 105c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Session Storage/MANIFEST-000001.2021/07/21-22:14:35.213 105c Recovering log #3.2021/07/21-22:14:35.215 105c¢ Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

C:\Users\user\AppDatal\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defle48a3126-ed8c-44de-bd10-c636b22
f7¢c94.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit):  4.95629898779197

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5kjxZsDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdSZsBdLJIlyH7E4f3K33y

MD5: D5BB2F0F1694209F0C6AE5BA44DAC338

SHAL: 41B2CDE10C8937FC9607E608AF65EDF709033350

SHA-256: 20FC2ED4DABAC625B83B6B84C1B88B534BC35B18DC8BD7521C66FFDABAB53738

SHA-512: A713918E0F88AE62AFAC2A6202107CF547B962900BCB779C7C5C2C8A228C140AAC5191A50BDAF5718EAAES1446DB21648CF2A7B967B9029AF16F13E923FD6EE
2

Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248544897343531","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}

Copyright Joe Security LLC 2021 Page 23 of 42



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defl23ac81fb-24fe-451b-9670-
b268c2d105bf.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 325

Entropy (8bit):  4.958114650763609

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV59YIESDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdXXEsBdLJIlyH7E4f3K33y

MDS5: F08847672DDD58749FE32FEFD1DBBAE9

SHAL: C4C1750B297311628D53B0D3DD473F3EDD6019E9

SHA-256: 4165A9C7A2CABLE34A969C02FC75FFAB99F49A5B04899EBA10E341C44839CC90

SHA-512: 541C4ADF3A92398F61F1E90C9995FDICCBE68FF51F578968C6CCD73AB81AB24668D969A9IFI8A1B529F631022EF4A3D224D76B4EDCB656ADADB27A7E4065395/
0

Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248544901990438","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"AG","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 296

Entropy (8bit): 0.19535324365485862

Encrypted: false

SSDEEP: 3:8E:8

MD5: C4DFOFB10C4332150B2C336396CE1B66

SHAL: 780A76E101DE3DE2E68D23E64AB1A44D47AT73207

SHA-256: 18FAB4D13CDA7E1DEE12DC091019A110A7304B6A65FCOALF3E6173046BA38EF6
SHA-512: 51F0B463E97063A2357285D684FF159FDF6099E57C46F13C83E9D3F09D7A7CF03C1BA684BCCF36232FC50834F95953C3C68675C7B05SAB4F84DEF1C566A5F3F5E
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiLocal Storage\leveldb\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 436

Entropy (8bit):  5.187555946237182

Encrypted: false

SSDEEP: 12:P4vVa5KkkGHArBFUtpf//PfaT50a5KkkGHAryJ:PKVa5KkkGgPgz3aFOa5KkkGga
MD5: 9D76E6A05270375E447891C368D5A4BB

SHA1L: 1AEB498E2D2D28C555D049ECF256E5D204B33886

SHA-256: 9F3FFBDFC18F693ADD79EB8F97E66DE302FD1F0196CB6CD47D64A5800F062020
SHA-512: E08402C9FECA4FD661D3EDOS3D7EEE817648EBD692350BAFA79FA733D44BD2223D548B3C03DF44B46954429EC2B5D777C3353366B138CCOF6DF67962029652E
Malicious: false

Reputation: low

Preview:

2021/07/21-22:14:26.903 1718 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda
\def\Local Storage\leveldb/MANIFEST-000001.2021/07/21-22:14:26.905 1718 Recovering log #3.2021/07/21-22:14:26.906 1718 Reusing old log C:\Users\usernA
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb/000003.1og .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defiPlatform Notifications\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 438

Entropy (8bit): 5.1957741930208865

Encrypted: false

SSDEEP: 12:16+L+vVa5KkkGHArqiuFUtpEW/PbvgjLV50a5KkkGHArq2J:16+YVa5KkkGgCgm7D0Oa5KkkGg7
MD5: 2A86C1190FD6ABE722D4936B16C3E704

SHAL: 8A000918E7761BDB6ECDE6018D3AD638CE30F902

SHA-256: 9CAS5584E0C77BECF2CF3EEC308260A9FE78A53E4EA51724091BDFBOC3CBA33C5
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\deflPlatform Notifications\LOG

SHA-512:
Malicious:
Reputation:

Preview:

D502EA2CB57C6C291492C2D4011E4434383848205CB1D9C859B05B4FC4943B2BIB49A6FB81F2BEC533D514369048F4B80470511B4223E495EA85F4BE3B64B8EE
false

low

2021/07/21-22:14:26.923 105c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda
\def\Platform Notifications/MANIFEST-000001.2021/07/21-22:14:26.938 105c Recovering log #3.2021/07/21-22:14:26.940 105c Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiSession Storage\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

19

1.9837406708828553

false

3:51:51

E556F26DF3E95C19DBAECA8F5DF0OC341
247A89F0557FC3666B5173833DB198B188F3AA2E
BOA7B19404285905663876774A2176939A6ED75EF3904E44283A125824BD0OBF3
055BC4AB12FEEDF3245EAAF0A0109036909C44E3B69916F8A01E6C8459785317FE75CA6B28F8B339316FC2310D3E5392CD15DBDBOF84016667F304D377444E2E
false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiSession Storage\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

424

5.1472587320878045

false
12:+L+vVa5KkkGHArAFUtpHXW/Pf6SILV50a5KkkGHArfJ:+YVa5KkkGgkgPH+DOa5KkkGgV
C50E39DE39C09AE88D091877C063F293
18168241BAA52CD74460AE117B1A28FBF53FDB82
AO3CA9AE45BEC37E6A96577980B213DE01B58D68EDE883F29B40B67B81ECFAQS
F231E68468DAD19A21FF6C39B9F97ABF9290EDB52029229F19C82377F071A98DEY9EBSFF65C4F14AE3F868BA057A283CDA4EF32C312B4549C95C75C2E636576¢
false

low

2021/07/21-22:14:42.283 105c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda
\def\Session Storage/MANIFEST-000001.2021/07/21-22:14:42.285 105c Recovering log #3.2021/07/21-22:14:42.286 105c Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\defi\Session Storage/000003.1og .

C:\Users\user\AppDatal\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

38

1.9837406708828553

false

3:sgGg:st

45A8ECA4E5C4A6B1395080C1B728B6C9
8A97BBOE599775D9A10COFC53C4EDB29AA4CEBAE
DB320AB28DFF27CDAOA7F87B82F2F8E61B3178A6DE8503753D76F1172D32E08E

8EE91A3A1E77459273553F6A776C423A8EE95DBIDCFA897771814B7AD13FD84F06BB2B859F22B6DDA384B39EAA91F1819F170BABED6DA16BDBCF5BCBO6GCF2:
24

false

low

WFe Foi

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text

dropped

330
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

5.169412741105431

false
6:mDyq2PN723iKKdKpIFUtpX1/1ZmwPd1pRkwON723iKKdKa/WLJ:GyvVas5KkmFUtpl9/Pd1pR50a5KkauJd
750F30FB7C23381D04D2557D08EE4912

7A3474CE83B25AB82902569176121D29062E3C01
021E3B03F936D223C2356758ECE42FAE98833AADCCC728A0752347A4BF7D0264

EDFAB6241EC5E564DAF2C4D58A73BAA77B6A9CACE2571EE781BDABAG0A29ADEN27D2C49AEAQ9AT798D04AB994DCC7FEB9940768F199EB351FFBA4F3F201D43:
B66

false

low

2021/07/21-22:14:17.178 16a4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/MANIFEST-000001.2021/07/21-
22:14:17.182 16a4 Recovering log #3.2021/07/21-22:14:17.188 16a4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/
000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

405

5.274574174010811

false
6:my+q2PN723iKKdKks8Y5JKKhdIFUtpBdFZZmwPBdFNVKkwON723iKKdKks8Y5JKKp:0vVas5KkkOrsFUtprX/PrF50a5KkkOrzJ
859BBEBCD84256432F178F00176D91ED

DADCC4791F9C222E1C66651C049D1BC4FCB30363
3097365E961EE1E843CC589BCC071123C7E97DA982004424C99E34FC18C13EF8

AE81FD164C060C834E7E2B229B1E6AD7FF6D4EFCD11DC038C7D571BF6C813DFCIAG67690054C314491748286921B0D6FODFBA4915397CDFESFA0F13785FEB73/
D

false

low

2021/07/21-22:14:28.523 d58 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbm
eomcjbeemfm/MANIFEST-000001.2021/07/21-22:14:28.525 d58 Recovering log #3.2021/07/21-22:14:28.525 d58 Reusing old log C:\Users\user\AppData\Local\Goog
le\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Visited Links

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

12

3.188721875540867

false

3:6LfY:EY

B93B1F67172702221C05C926E90B608B
FO5DC73B36E0A21D8658C324292C583D3B2E7522
43CECF1A3E00DD56D10B2201AB48C3FB25CFEB95BC2FB6940D3AEE341B507B28
9B3CD5CC605B9C3CAD841D094BA88F78D93590FBF29F926294010A2A1B7D24A9950BA4665952FB4E79C5491CI9BDDA184E25CB1B90915567D56F591E28358DF4
false

low

....... z.g0:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\b6c49102-1995-4b43-8d3b-a3c34ca6199c.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5802

5.1811750284694815

false

96:ngXbz/YMleaAKIU1xk0JCKL8i1kn1flbOTQVuwn:ngXbMMg9a4KZ1knBN
2965DCE8222C9B4635B802CBB3768161
0B97921D95212C750514902188493BACF91D8A52
D2323A82869EEA04C074AC90A4BE26E110C670131593C173F490D2454769F239
4AD689BDFA8392508F55913A14928758974DB5A32AB522CC9DD40355313E311D25B58D3216795A33D80659BD8720178E1C069EFEICF547A4DEDF8C3D35263C3t
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\b6c49102-1995-4b43-8d3b-a3c34ca6199c.tmp

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13271404457440403","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245952891998324","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245952963463509","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
,"o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1501624"],"daily_received_length":["0",

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\c659b28c-2fd0-46ce-89ad-06d0cfe26e5e.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2649

4.874374403112788

false
48:YALteBdpNntw3qyvTXDHz5swDseRLstTs/gSZ56Nepsy8zsU6qCPYhbG:2INnOa+TXDHzzT2fa56NsWxCghS
027B10700E3856E32DA40DD3FCD2D2DA

62A59C80135B70D017DC6A964930BFEC7E3B4E02
BF5F07944A9F6E37C8F2F3B889774EF8F6ACC088C3878COCDCECB42CFA87BEB2

F1707C24DDAE250359116158DC80F9BDCD080740FAA9332BDEOCDBF24CFOF1EE6D6F9944C3BB56811AEDO559CFBA3SA3AD3B5AES326E1A6243EAABS67B3A9B
010

false

low

"net":{"http_server_properties":{"broken_alternative_services":[{"broken_count":1,"host":"www.google.com","isolation":[],"port":443,"protocol_str":"quic"},{"broken_count

":1,"host":"accounts.google.com","isolation":[],"port":443,"protocol_str":"quic"}],"servers":[{"isolation™:[],"server":"https://www.google.com","supports_spdy":true},{"isolation":[

J"server":"https://ssl.gstatic.com”,"supports_spdy":true}.{"isolation":[],"server":"https://www.googleapis.com”,"supports_spdy":true},{"isolation":[],"server":"https://clients2.go

ogleusercontent.com”,"supports_spdy":true},{"isolation"[],"server":"https://www.gstatic.com","supports_spdy":true} {"isolation":[],"server":"https://apis.google.com","su

pports_spdy":true},{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"alternati
ve_service":[{"advertised_versions":[50],"expiration":"13273996461259796","port":443,"protocol_str":"quic"}],"isolation":[],"serve

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\d03731cf-551f-4584-a12f-3a36ffae3248.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

19113

5.5717857577034735

false
384:/QrtcLIUPXs1kXqKf/ipUZNCgVLH2HfDhrUOAHGHsCO+141:VLIKs1kXqKf/[pUZNCgVLH2HflrUBG716
B70DFA2660077A0FD90E26CBF71E7004

52D65C250FA34CCBAB183A6D125817D3FF78D4FD
5010A1F501B0841E6F45366AD1C0F3A12467E5852D9381CEF6676EC7958ED8F2
1E8BI9DB46E6626048874D96710861F4E2034D39D85B479A2E91D695EF64403332A08FEBDA3705638F38998005637D904212D494E8A150E66D5B58F36ES5AEEFSA
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13271404457167064","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description”:"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

16

3.2743974703476995

false

3:1sjgWIV/IRv:1qgIFJ

6752A1D65B201C13B62EA44016EB221F
58ECF154D01A62233ED7FB494ACE3C3D4FFCEO8B
0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABDYA6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0:
89

false

low

MANIFEST-000004.
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 139

Entropy (8bit):  4.4821051588291345

Encrypted: false

SSDEEP: 3:tUKBbLARYZmwv3jlUmRbVV8sjGHGbVWGv:mvgZmwPcvhVvntvy

MDS5: 7E1F38D032D6ADB5B1F8429F63B8C7F6

SHAL: DF777CCEBE9C671C53C1EA3BF367627A628B1EFC

SHA-256: 34DF53ADE92545EAE942E0C425BA0BEBBDOFDAFIF8DF91AD26922B47CA4AF020

SHA-512: 69849BA2B8538863893391BAAEDF2BA1AE1B3C0283921A89BESDCE161A3FFFIB695FB524D6CA25FD3497588C62983B0769A7B697ELIECIF41192DC892EEFBAEE
3

Malicious: false

Reputation: low

Preview:

2021/07/21-22:14:25.714 1bc4 Recovering log #3.2021/07/21-22:14:25.793 1bc4 Delete type=0 #3.2021/07/21-22:14:25.794 1bc4 Delete type=3 #2.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\MANIFEST-000004

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MPEG-4 LOAS

Category: dropped

Size (bytes): 50

Entropy (8bit):  5.028758439731456

Encrypted: false

SSDEEP: 3:Ukk/VvXQRDKIVmt+8jzn:007t8n

MD5: 031D6D1E28FE41A9BDCBD8A21DA92DF1

SHA1L: 38CEE81CB035A60A23D6E045E5D72116F2A58683

SHA-256: B51BC53F3C43A5B800A723623C4E56A836367D6E2787C57D71184DF5D24151DA

SHA-512: E994CD3ABEE3E3CF6304C33DF5B7D6CC8207E0C08D568925AFA9D46D42F6F1ASBDD7261FOFD1FCDFADF1AL73EFAE1S9EE1DES125E54EFEE488A1220CE8SAF
04

Malicious: false

Reputation: low

Preview:

V... leveldb.BytewiseComparator.. #...........

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\db7eb458-4a2e-493c-a239-44b02def5972.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5206

Entropy (8bit):  4.982998557499149

Encrypted: false

SSDEEP: 96:ngXbzzYMpaAKIU1xk0JCKL8i1kn1flbOTQVuwn:ngXbIMp9a4KZ1knBN

MD5: 07CC769FC7CDB3FAD866F8DDC6048C7C

SHAL: 329096D652388197636206669E3D3EF70A83A623

SHA-256: B3842DA22C7A30746747E38D7B09BOCFFFCF71D2181A0E787659E388B9FE4250
SHA-512: FFEEA5D3B8E937B83C915F392F1BA0D4059519804E6E0DC6BD47DCC3FBB6C66763A87E1EA8B7933853352A1625E40BDC8DF203A811721E28B86659F529893E2
Malicious: false

Reputation: low

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13271404457440403","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245952891998324","autocomplete":{"retention_policy_last_version":85},"autofi orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245952963463509","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length™:["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1501624"),"daily_received_length™:["0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ied050ba2-67b7-4c73-8c9a-eed76388ef8d.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 22595

Entropy (8bit): 5.5359010764223475
Encrypted: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ed050ba2-67b7-4c73-8c9a-eed76388ef8d.tmp

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

384:/QrtxLIUPXs1kXqKf/pUZNCgVLH2HfDhrUIAHGKnTPCv14La:eLIKs1kXqKf/pUZNCgVLH2HflrUPGKnc
A94AC72832E1BDB7B258882C188AEBBS

56D2DB5AAA9ECA3BFESC54E2BA4957AC53ABADBC
B447E3BF401C7967E3398275D1D736DCOFAQ666E24376879987E5C0A966DD286

72DC47ADBCBB4579BD33063B9A387CB571CFIEQOE774B483946428853E3868CA31E860D07769D7AF5CE8640CA766C84F11EC198D203B1574A2C3ADESACL7D1
7

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13271404457167064","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fEINaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSoAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

341

5.197638920603904

false
6:mzAq2PN723iKKdKfrzAdIFUtp3yJZmwPeDskwON723iKKdKfrzILJ:2AvVa5Kk9FUtp3M/P550a5Kk2J
5BFE4C1F9BOEF14C431E1732E217DB3E

6F7E3277DD8358E204734377225AC495FC8F324A
1FECDE61E26DD8D5BF4BE749FA8C298B078A9D293A29A65862FAC8B560729060
102017445A13D99A316A6CE04134CE943492ED1C7FFE3A0170B69A05CCD4F14831234038275E7817D31F7B5563B37EA159384EE1CD05164DD48A152694768BE9
false

low

2021/07/21-22:14:26.753 f50 Reusing MANIFEST C:\Users\usen\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata/MANIFEST-000001.2021
/07/21-22:14:26.755 f50 Recovering log #3.2021/07/21-22:14:26.756 f50 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_proto_d
b\metadata/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Last Browser

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

106

3.138546519832722

false

3:tblolIrd51dQxI7aXVdJiG6RORIAL:tbdIrnQxZaHIGiOR6|
DE9EFOC5BCC012A3A1131988DEE272D8
FA9CCBDC969AC9E1474FCE773234B28D50951CD8
3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

CEA946EBEADFE6GBEG5E33EDFF6C68953A84EC2E2410884E12F406CAC1EGC8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3DICDF1A827AB6FF5605DA3691
724

false

low

C..\.P.r.o.gram. .Files\G.o.0.gle\Chromel\Ap.p.licationlchrom.e..ex.e.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

13

2.8150724101159437

false

3:Yx7:4

C422F72BA41F662A919EDOB70E5C3289
AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632
02E71EB4C587FEB7EEO0CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59
86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC4!
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version

Preview:

85.0.4183.121

C:\Users\user\AppData\Local\Google\Chrome\User Data\cffb87c4-831d-45ae-a80c-7d001370ad32.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

376995

6.04936393010301

false
6144:we98KWPnhuwl5QgBB/GOOP1leVXxR+v+F7EFpfYAXB3IE7ZPXYGzLxinp:wY4j1ligBB/GNPUZ+w7wJHYEtAWS
2E96CE71023167E7661ECE30B500EF37

C25724D482008923B8A703B30301C09CF17A0871
ASABB7747895440F4B6096E991963F135AEBA4604056688931A0B9CF853C1F08
9E2DC7F401E669750CD854CED4133CC2AA13ADE0510C92D76380FE2C858BA636BC383D7D4039C99CF5D3AB88BB2F4767FE8844BEC3A691211F192F7F02F873(
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r':{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.62693086149198e+12,"network":1.626898464e+12,"ticks":4900751086.0,"uncertainty":4282714.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAQlyd3wEVORGMegDAT8KX6WEAAACMBY zeObKMTIhZGR/AWAMSAAAAAAIAAAAAABBMAAAAAQAAIAAAACOSPhbyumSaNjLUAHENna20U
Dn+rpXOk+H/ONjHe5ZWwbAAAAAABAAAAAAGAAIAAAADEeZR1Ii2QiPYGPz0Jd0ZQIE5KOKMttbbwwADHJIY DpEMAAAACUIP4EJtfud 3aEFZzvijkFSTP1RNwcy 8fFg19xXfi
V1Q9wriZb5iS+jYbOXKVX44kAAAABYJIvBrXU2wt9ZoSemiGI7RviMeHwgrJRvbYcUfMpjLAz2bh77nWHOppVpZzR2K2uw89vs6aWrPXuiWelEQQVEM"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245952488007586"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Temp\19c69566-4fb2-49b8-901d-c1b7b7e33413.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3Ll

5058F1AF8388633F609CADB75A75DCID
3A52CE780950D4D969792A2559CD519D7EE8C727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F2¢
F21

false

low

C:\Users\user\AppData\Local\Temp\856ef141-f8d5-4abc-bedc-ba8c4888a5e3.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3LL

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8C727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBFI4FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F2¢
F21

false

low

C:\Users\user\AppData\Local\Temp\91d06bc0-84b5-496c-a50b-e2437be995b6.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe
Google Chrome extension, version 3

dropped

248531

7.963657412635355
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C:\Users\user\AppData\Local\Temp\91d06bc0-84b5-496c-a50b-e2437be995b6.tmp

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjICiIUXZSk+QSVh85PxEalRVHmMcld9R6YYfEp4ABUGDcaKKkirv:k30F4Z4h45P99FId9RBQYBVcaxInfL

MDS5: 541F52E24FE1EF9F8E12377A6CCAEOCO

SHA1L: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1IA78BCACFAS57D6E763AABI7276C8FI088940AC0476690D4D46023FFABF52F3326C
88

Malicious: false

Reputation: low

Preview:

UMz V. FW. X4, ALF!
b....5.08K%..0.g..D.S.F50..<(.

).

C:\Users\luser\AppData\Local\Temp\browser-sslkeys.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 17838

Entropy (8bit):  4.649861281493671

Encrypted: false

SSDEEP: 384:DFjGCICgCoCGqCygv3464jLtalqP4gT4N4Lm4M7xsIKUH7uva:DFJEBjLtalg8eLm4M7xsVuva

MD5: DFD4502FA02C444ADC8911138179DF8D

SHA1L: EB9ABEA700852B16EC98AA993039164C4DABB294

SHA-256: F07459B5CCC2C260042939542503151025ACB42C2C30B15E7FFB3E481E9F39BA

SHA-512: 55B8C6D72FB3C5419BCF1F8E78A52068046AEE96412EBEDA4F6773CIFALAEIDBE6ICD31827D8E2E1B74EFFA347B8BOFB7D3DB82DBI0F6D3514E7332DA6844(
7B

Malicious: false

Reputation: low

Preview:

CLIENT_HANDSHAKE_TRAFFIC_SECRET 74771cebcaf25c¢53c04b366778d2a8a3505a3d14f4682faa57b6145b4e03f269 70c9fc07594dcc3dad8867ac0eadebece
fc964b6a8bfeel31f64fa6leab0362f. SERVER_HANDSHAKE_TRAFFIC_SECRET 74771cebcaf25c53c04b366778d2a8a3505a3d14f4682faa57h6145b4e03f269 e
ae618b3030c4ed9d25a421eb429d1d70f9e77e3f3010f6b88e85344f6923e2.CLIENT_HANDSHAKE_TRAFFIC_SECRET d2410756122a09cff8f641bcfe82bcddf6
7cd4defd833f619ad61bb818707efc 87¢6534¢8457736607dc3690bc5e3037a06a90d5a8d9ff14a66ed3b1f0b20695.SERVER_HANDSHAKE_TRAFFIC_SECRET d2
410756122a09cff8f641bcfe82bcddf67cd4defd833f619ad61bb818707efc 1fe282ba3917f05f39eb4a3b0leccabl3ca4f2baad67b7e916f35bce3b50e8734.CLIENT_HANDS
HAKE_TRAFFIC_SECRET 5cbe46d4b6a46e4fed5e9al75fdc2ed78bc3c7b987c82afeclc56e15324bde7b 9e5f7763edd468fd91d82a9¢c1dc86b976404844cf0483
ac0505540e6b7462927.SERVER_HANDSHAKE_TRAFFIC_SECRET 5che46d4b6a46e4fed5e9al75fdc2ed78bc3c7b987c82afec1c56e15324bde7b 495249f9439cd
d2a96c61d54d87e978afa7b365d20299bbb3af221e6bd887544.CLIENT_TRAFFIC_SECRET_0 7477

C:\Users\user\AppData\Local\Temp\e2586e41-a733-41d7-bd75-2b55bb230204.tmp E

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 768843

Entropy (8bit):  7.992932603402907

Encrypted: true

SSDEEP: 12288:cK2ED9WjXNC1Gse83ru82/ufeKhgxuPFrDXgtbPz54Pm1D0fBmfH1sBrJ9mTiDga:cK2ED9148seur0/uZKCuPNbgtbz6mlob

MDS5: A11D5CAF6BF849AEB84B0C95B1C3B7CF

SHA1: 27F410CCBD75852C01C7464A1FD7EF8C29BE3916

SHA-256: DOE62ACE64AFC334330A7AC3A2CC657914FEB321F1F89AEE11D2A6D0OE7D81C31

SHA-512: 086C124DE3A01BE467647F3BCB4EA05105F690AB45417A0E3D38935ABA9E2381DF59AF98DOFFF7823CEFD5390B48807352E135AC70977AED7B413A8CC48FB59

Malicious: false

Reputation: low

Preview:
Cr24............. 0.."0..* H.oood O \7c.<........ Fto.8.2'5..9k...%....2...C.F.9.#.e.xQ....... [..L]..3> . uT. 7. (yM...?2V.<?.......1.a..07d....A.H...\MpB..T.m..Vn Ip..>k.|1..n.
<Fb..f.*Q1.....5..2..{*6....Pp....0bM..1......b1......(UN'Z.....v.F.W.X4."*eu...b......... 6W..>Nuw9..R{c...Nq.H.K_.AL...'v.k+.2.5>V.....;.._~...tp...x.q.V...7.m.0.~ {!.0/q."..BK..4./
2Ll fH&. < & pkrs.ily. F.IN.+. . X.PO@MoO... X.GL..Y.@;..j.......... =ae...0....... DU...n..n.;. LaY.. fei... 0..0..%H. ..ol O....... Mbh=.[0}.+..U
KHF(n3.\"...,g.c...6)..(.E...U..#i.a...N....P..x.0...(mC;|.5.S {m.aEx...[.fP.i".y.5.R..v.$...l-m............. m...ni....W...R.p.b.+..+\k R$e~I\.&c%.d...M. j..V.%...+1F
L.Do.X\lct<......EB+i@..8.M. .&YR...I1.0...,..[0Y0..* H.=...* H=..B...........[..2.+Y.l..k.bR.j5SI.8......H".-l..".Q.{...FOD. D.".N@.(..GK....m...A.0.."

C:\Users\user\AppData\Local\Temp\scoped_dir3180_1456837572\CRX_INSTALL\ localeslam\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 17307

Entropy (8bit): 5.461848619761356

Encrypted: false

SSDEEP: 384:arfbEVrFvMP4rMhuDopC3vUuFBYZV6uml:aHEVrFYMP4KuFvr6D6uml
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C:\Users\user\AppData\Local\Temp\scoped_dir3180_1456837572\CRX_INSTALL\ locales\am\messages.json

MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

26330929DFOED4E86F06C00C0O3F07CE3

478F3B7E7A7TE007BEE182B89C2EF6FFE6045E92C

621B5139ED199022BB6529AF18EDADC312AE9F3E90ECAF3B2C9E1D12114F5B22
O0BE6183A1BF12575C0F99960705D4249E79CDB8528C55FF132BE99A111F09494231AD6A36CD61B090A3B34C6971D68A29373BA346888E852C52E05DC14380682
false

low

{.. "1018984561488520517": {..  "message": "...".. },.. "1213957982723875920":{.. "message": "...... . el ?'0 1 "1282768764603190
75" {. "message": "..... b "1428448869078126731" {. "message": "... " he "1522140683318860351 :( "message” e
”1550904064710828958 {. "message""..".. }.. "1636686747687494376": {.. "message":" }.. "1802762746589457177":{..  "message": ". he
"1850397500312020388": {..  "message": ".$START_LINK$Google Home ....... $END_LINKS ... ...... Chromecast .......... ? $START_SPANS$*$END_SPANS",..

"placeholde

C:\Users\luser\AppData\Local\Temp\scoped_dir3180_1456837572\CRX_INSTALL\ locales\arimessages.json

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

16809

5.458147730761559

false
192:01prkC78ImUjk8RkeryFOYPATXLZ8fsbE3/IFV6c8TEKdI:Jrp8JjA8RkerKO0lc3wFV6uml
44325A88063573A4C77F6EF943BOFC3E
78908D766F3E7A0E4545E7BD823C8ED47C7164EB
67A439A08804EF4BEF261BDBADD8FOFEFD51729167D01EDCA99DD4AF57D6108B
889C02BC986794C58C76022E78F57F867DD1D5217687F12D679A33A2DBIESA18F3A37CF94D8FEA4585E747C78E4662EAB93361FF7D945990774C7CFCACCFB79D

false

low

{.. "1018984561488520517":{..  "message™: "...".. },.. "1213957982723875920" {..  "MESSAGE": ".. .. .ccicei ceriit et e et e ". }.. "128276876460319075": {..
"message”: "...... ...... "L he "1428448869078126731": {. "message":".......".. }.. "1522140683318860351":{.. "message":".....

"1550904064710828958": {..  "message": "...".. }.. "1636686747687494376": {. "message":"....".. }.. "1802762746589457177". {. "message": "

},.. "1850397500312020388": {.. message" ... ... Chromecast .. $START_LINKS..... Google Home$END_LINK$. $START_SPANS$*$END_SPANS$",..  "pl
aceholders™: {.. "END_LINK™": {.. content‘. "$1".. - "END_SPAN" {..

C:\Users\luser\AppData\Local\Temp\scoped_dir3180 1456837572\CRX_INSTALL\ locales\bg\messages.json

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

18086

5.408731329060678

false
192:4jjpr342SIwPlasRIVhMKACVmrv8evj+3eXivOMbb2vVzCkwRV6V6Cc8TEKAI:4ZrY o+rxT+qOV6EV6euml
6911CE87E8C47223F33BEF9488272E40

980398F076BB7D451B18D7FDE2DE09041B1F55AD
273DEFOF67FOFA080802B85EF6F334DES50A19408F46BDF41FOF099B1F5501EEA

CDB69405BB553E46DCF02F71B1A394307D0051E7FA662DFFEBA7888F30DD933F13C7FD6E32F1D7AEAEE8746316873B6E1D92029724ABDC75E49DCC092172EA
2

false

low

{.. "1018984561488520517": { "message": "
6460319075": {.. = "message

},.. "1213957982723875920" {..  "message": " 2. }.. "12827687

.. "1428448869078126731" {..  "message": ".. . he "1522140683318860351" {.  "message":
ey "1550904064710828958" {..  "message": ".....".. }, "1636686747687494376" {.  "message": "....". }.. "18027627

46589457177": {..  "message": "..........".. },.. "1850397500312020388":{.. “"message" Chromecast . $START_LINKS.. Google Hom

e$END_LINK$? $START_ SPAN$*$END SPANS",.. "p

C:\Users\user\AppData\Local\Temp\scoped_dir3180_1456837572\CRX_INSTALL\ locales\bnimessages.json

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

19695

5.315564774032776

false

384:PrUCrcTIOeswIW/Vre/sZn8TF{zheV6éuml:IPswIWtoK8xfG6uml
FODDF525C07251282A3BFFCEE9A09ABB
A343A078E804AF400A8F3E1891E3390DA754A5CD
C69C6CI0F7EB8F10685CD815AF1F6F1B87CF30C4E8D95DF1D577DE1105AAD227

EBD339C37162984672513019D470B92DF8B743DD69D4430361EF12D42FD1C208DBDE818A7BFE20BESA7D63CD6E02B3F4344DEALCAAEDB8719D789981A49DA4
C
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C:\Users\user\AppData\Local\Temp\scoped_dir3180_1456837572\CRX_INSTALL\ locales\bnimessages.json

Malicious: false

Reputation: low

Preview:
{.. "1018984561488520517" {.. "message™: "......".. },.. "1213957982723875920":{.. "message": ". }.. "128
276876460319075" {.. "message": "...... ... ".. }.. "1428448869078126731": {.. "message": " M.} "1522140683318860351™: {..  "message":
e e e e e e e }... "1550904064710828958": {.. "message": "......... ".. }.. "1636686747687494376" {.. "message™: "......".. }.. "18027627
46589457177": {..  "message": "...".. },.. "1850397500312020388": {.. "message": "$START_LINK$ Google

C:\Users\luser\AppData\Local\Temp\scoped_dir3180_1456837572\CRX_INSTALL\ locales\caimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 15518

Entropy (8bit): 5.242542310885

Encrypted: false

SSDEEP: 384:drGUBKxMF2ayv8FriccUVFmwf+7d9VKS3V6uml:dCUBKxMFBYOFE3UzmQ+zkSI6uml

MD5: A90CF7930E7C3BEC61EE252DEFADS74A

SHA1L: F630CA01114A7BDD39607CB84B8280CCE218A5C6

SHA-256: A533740E17559E2ADF40B4555C60F21EEC84E92C09CDBC19EEDO33A0B4DD2474

SHA-512: 598F991B344FA6724617D6CE57BBOD6D64EF86B4F5317BF6ADSEDFA3E6B0A385094E7885F7A8FA2B107405B31C3D9F76E92315BC1D9BB52ACD4ECAD342917DI
1

Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517":{..  "message": "Es congela”.. },.. "1213957982723875920":{.. “message": "Quina de les opcions.seg.ents descriu millor la vostra
xarxa?".. },.. "128276876460319075" {..  "message": "Detecci. de dispositius".. },.. "1428448869078126731": {..  "message": "Flu.desa del v.deo".. },.. "1522
140683318860351": {..  "message": "S'ha produ.t un error en la connexi.. Torneu-ho a provar.".. },.. "1550904064710828958":{..  "message": "Correcta".. },..
"1636686747687494376": {..  "message": "Perfecta”.. },.. "1802762746589457177":{.. "message": "Volum".. },.. "1850397500312020388" {.. "message":
"Pots veure el Chromecast a I'SSTART_LINKS$aplicaci. Google.Home$END_LINK$?$START_SPANS$*$END_SPANS",..  "placeholders™: {.. "END_LINK": {..
“content™: "$1".. b "END_SPAN": {.. "content": "$2".. }e. "START_LINK": {.. "

C:\Users\luser\AppData\Local\Temp\scoped_dir3180_1456837572\CRX_INSTALL\ locales\cs\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 15552

Entropy (8bit): 5.406413558584244

Encrypted: false

SSDEEP: 192:eVdprIrG5efiTk93ebrxZR1fdc8VDCwWTIfTV6c8TEKI: 2rMgiQerxQ88W7Veuml

MD5: 17E753EE877FDED25886D5F7925CA652

SHA1: 8E4EC969777CCOCEB7C12D0C1B9D87EBBBIC4678

SHA-256: C562FCCFCE374D446BFAC30AC9B18FF17E7A3EF101C919FF857104917F300382

SHA-512: 33D61F6327FC81D7A45AA2CC97922DC527F5F43E54AA1A1638DAGEE407024A2F10CFD82CC5C3C581C2E7B216276987CB26C3FA95198572E139ACF29CC5B7AD
B

Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517":{.. ~ "message": "Video zamrz.".. },.. "1213957982723875920": {..  "message": "Kter. popis nejl.pe vystihuje va.i s..?".. },.
"128276876460319075" {..  "message": "Zji..ov.n. za..zen.".. },.. "1428448869078126731":{. “"message": "Plynulostvidea".. },.. "1522140683318860351": {..
"message": "P.ipojen. se nezda.ilo. Zkuste to pros.m znovu.".. },.. "1550904064710828958" {..  "message": "Plynul.".. },.. "1636686747687494376": {.. "m
essage": "Perfektn.”.. },.. "1802762746589457177":{.. "message": "Hlasitost".. },.. "1850397500312020388":{..  "message": "Vid.te sv.j Chromecast v.$ST
ART_LINKS$aplikaci Google Home $SEND_LINK$? $START_SPANS$*$END_SPANS$",..  “placeholders”: {.. "END_LINK": {.. “content": "$1".. he "
END_SPAN": {.. “content": "$2".. b "START_LINK": {.. “content": "$3"..

C:\Users\user\AppData\Local\Temp\scoped_dir3180_1456837572\CRX_INSTALL\ locales\daimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 15340

Entropy (8bit):  5.2479291792849105

Encrypted: false

SSDEEP: 192:+Upr8Xnl1MY2kPuir8j7Rd3kb TWc4QtV6c8TEKdI:FrJ1H9br8h6eZCVeuml

MD5: FO8A313C78454109B629B37521959B33

SHAL: 3D585D52EC8B4399F66D4BESSCED10F4A034FCCC

SHA-256: 23BF7E5EDF70291CAGD8F4A64788C5B86379EECB628E3DFA7DD83344612F7564
SHA-512: 9F2868AEBBF7F6167A7EA120FE65E752F9A65D1DC51072AA2413B2FDE374DA2D169D455A4788E341717F694179E6F1FA80413C080D9CD8CB397C3E84668CBFE
Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Temp\scoped_dir3180_1456837572\CRX_INSTALL\ locales\daimessages.json

Preview:
{.. "1018984561488520517": {..  "message": "Fryser".. },.. "1213957982723875920":{..  "message": "Hvilket af f.Igende udsagn beskriver bedst dit netv.rk?"..
}.. "128276876460319075" {..  "message": "Enhedsregistrering".. },.. "1428448869078126731":{.. "message": "Videostabilitet".. },.. "152214068331
8860351":{..  "message": "Forbindelsen blev afbrudt. Pr.vigen.".. },.. "1550904064710828958":{.. = "message": "Problemfri".. },.. "1636686747687494376" {..
"message": "Perfekt".. },.. "1802762746589457177":{..  "message": "Lydstyrke".. },. "1850397500312020388" {.. "message": "Kan du se din Chromecast i $
START_LINK$ Google Home-appen$END_LINK$? $START_SPAN$*$END_SPANS$",...  "placeholders": {.. "END_LINK™" {.. “content™: "$1".. -
"END_SPAN": {.. "content": "$2".. - "START_LINK" {.. "content”: "$3".. He "STAR

C:\Users\luser\AppData\Local\Temp\scoped_dir3180_1456837572\CRX_INSTALL\ locales\de\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 15555

Entropy (8bit):  5.258022363187752

Encrypted: false

SSDEEP: 192:AJprM71A4qyJSwIk5KR5rtXsmvLOxhVw921YV6c8TEKAI:2re3jIS5A5rt8msA2KV6uml

MDS5: 980FB419ED6ED94AD75686AFFB4E4AC2E

SHA1L: 871BFBCA6BCBA9197811883A93C50C0716562D57

SHA-256: 585C7814AFD2453232BC940252D4AE821D6E6CBCFD74A793F78E5DB8BAS342F1

SHA-512: 1681FA9C3BA882250A5005FB807D759EB8AG634F1AA011725B1C865C0028BE7AB7BC16DC821A7F5BBFBAB4C91E7D663ADE715284798E7EB4E8FFF2D254488882|
Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517":{..  "message": "H.ngenbleiben".. },.. "1213957982723875920":{..  "message": "Welche dieser Aussagen beschreibt dein Netzwerk
am besten?".. },.. "128276876460319075" {..  "message": "Ger.teerkennung".. },.. "1428448869078126731":{.. "message": "Videowiedergabequalit.t".. },..
"1522140683318860351": {..  "message": "Fehler beim Herstellen der Verbindung. Bitte versuche es noch einmal.”.. },.. "1550904064710828958":{..  "message":
"Strungsfrei".. },.. "1636686747687494376": {.. "message": "Perfekt".. },.. "1802762746589457177":{.. "message": "Lautst.rke".. },.. "18503975003
12020388": {..  "message": "Siehst du deinen Chromecast in der $START_LINK$Google Home App$SEND_LINK$? $START_SPANS$*$END_SPANS$",..  "placeholde
rs": {.. "END_LINK": {.. "content": "$1".. }e "END_SPAN": {.. "content": "$2".. }e. "START_LINK": {.

C:\Users\luser\AppData\Local\Temp\scoped_dir3180 1456837572\CRX_INSTALL\ locales\el\lmessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 17941

Entropy (8bit):  5.465343004010711

Encrypted: false

SSDEEP: 384:S0rDuhLh41cZrP3TzDBknbpgo6djlV6uml:SOfuBh46ZD3TzDinbpgoUK6uml

MD5: 40EB778339005A24FF9DA775D56E02B7

SHA1L: B00561CC7020F7FE717B5F692884253C689A7C61

SHA-256: F56BF7C171AA20038EE30B754478B69A98F3014C89362779B0A8788C7BI9BEEEL

SHA-512: 8BED281A33EC1E4E88A9F9D62BB13FE0266COFAF8856D1DC2A843D26DD3CESE7D1400FD3325ABD783B0364EC4FB1188AD941D56AEB9073BC365BEOD12DEGC
013

Malicious: false

Reputation: low

Preview:
{.. "1018984561488520517":{..  "message": "....... "o }.. "1213957982723875920™ {..  "MESSAGE™ ... it i et et e e e .} "1282768

76460319075" {..  "message": "....... ........ . "1428448869078126731":{..  "message": "......... . "1522140683318860351": {..  "message": "........
................ ".. }.. "1550904064710828958": {.. "message":"....".. },.. "1636686747687494376" {.. "message": "....".. }.. "1802762746589457177" {.
"message’ },.. "1850397500312020388" {..  "message”:"...... .. ... .. Chromecast .... $START_LINKS........ Google Home$END_LINKS$; $START_SPAN
$*$END_SPANS$",..  “placeholders": {.. "END_LINK": {.. “content

C:\Users\user\AppDatal\Local\Temp\scoped_dir3180_1456837572\CRX_INSTALL\ locales\en\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 14897

Entropy (8bit):  5.197356586852831

Encrypted: false

SSDEEP: 96:2MKUOpP5N7GTNMRuv6MObIt3FXGKkW6/5NKkQINJIKIhNH3t9F410sUA+ISN6cGDSYR:VKzprogud TGKWarKeJhdIR+V6c8TEKI
MD5: 8351AF4EA9BDDIC09019BC85D25B0016

SHAL: F6EC1FFD291C8632758E01C9EE837B1AD18D4DCF

SHA-256: F41C82D8A4FOE9B645656D630C882BE94AOFB7F8CECOFEB64B57298F0312B212

SHA-512: 75672B57F21F38F97341AD76A199AD764E9FBAB2384D701BF6EBO6CEFDEGCAF20F047F9051A4E30D99621E5C1FBBDBIE38SESD2B47470806704B38DA130A146C
Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Temp\scoped_dir3180_1456837572\CRX_INSTALL\ locales\en\messages.json

Preview:

{.. "1018984561488520517": {..  "message": "Freezes".. },.. "1213957982723875920" {..  "message": "Which of the following best describes your network?"..
}.. "128276876460319075": {..  "message": "Device Discovery".. },.. "1428448869078126731" {. "message": "Video Smoothness".. },.. "1522140683318860
351":{.. "message": "Connection failed. Please try again.".. },.. "1550904064710828958" {..  "message": "Smooth".. },.. "1636686747687494376": {..
"message": "Perfect".. },.. "1802762746589457177":{.. "message": "Volume".. },. "1850397500312020388" {.. "message": "Are you able to see your Chrom
ecast in the $START_LINK$ Google Home app$END_LINK$? $START_SPANS$*$END_SPANS$",..  "placeholders": {.. "END_LINK" {.. "content": "$1"..

1. "END_SPAN": {.. "content": "$2".. Lo "START_LINK": {.. “content”: "$3".. e "START

C:\Users\luser\AppData\Local\Temp\scoped_dir3180_1456837572\CRX_INSTALL\ locales\es\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15560

5.236752363299121

false

192:NAgprfylpTCukFr+1DlyDRoanvV6c8TEKdI:KMrg6FrmvV6éuml
8A70C18BB1090AA4D500DE9EBE4AQOEF
8AFC097FA956C1317DB0835348B2DA19F0789669
FF173D1CEF665B1234E02F11070ABD2B65230318150734579A03C7F31B4AE3F4

140BAF40A4ABE9B8BAF0855B0EBB7DFDF17869EDFC4EE1037C5EA7FDD8EDEBD4850E055B6A4D7B8782657618BCE1517813779BA01BA993CC838BB43EOBE71E
EEE

false

low

{.. "1018984561488520517":{..  "message": "Congelaci.n de im.genes".. },.. "1213957982723875920":{..  "message": ".Cu.l de las siguientes respuestas descr
ibe mejor tured?".. },.. "128276876460319075":{..  "message": "Detecci.n de dispositivo".. },.. "1428448869078126731": {.. = "message": "Fluidez del v.deo"..
},.. "1522140683318860351": {..  "message": "Error en la conexi.n. Vuelve a intentarlo.”.. },.. "1550904064710828958":{..  "message": "V.deo fluido".. },..
"1636686747687494376": {..  "message": "Perfecta”.. },.. "1802762746589457177":{.. "message": "Volumen".. },. "1850397500312020388":{.. “message":
".Puedes ver tu Chromecast en la $START_LINKS$aplicaci.n Google.Home$END_LINK$? $START_SPAN$*$END_SPANS$",..  "placeholders": {.. "END_LINK": {..
“content™: "$1".. }e. "END_SPAN": {.. “"content": "$2".. }e- "START_LINK" {..

C:\Users\luser\AppData\Local\Temp\scoped_dir3180_1456837572\CRX_INSTALL\ locales\etimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15139

5.228213017029721

false
96:248bxhWYp5Ny5M63niwAKD4rrJSI2RKPXh9P5NFP2+NBMUO1jewUEVez3QOiSevy:ikxprot3lYkf/rHBcOKsUV6C8TEKI
A62F12BCBA6D2C579212CA2FFI0F8266

F7E964A2D9BBDA364252BCE5CFBA3FD34FDD825E
3EB3EBOB3B4A8E5A477D1B3C3A3891CCC7DC6B8879ECE243A7BD7C478068273D

E300201245C00ADEC8F39D586875F8FA4607AB203572BF3CE353C1CA7CDCA05B8786810CA0CEE27E4EAS4ASEFDS53690F1EA7AA4148CFFA72A66BB112027235¢
6

false

low

{.. "1018984561488520517":{..  "message™: "Hangub".. },.. "1213957982723875920":{.. “"message": "Milline j.rgmistest v.idetest kirjeldab k.ige paremini teie
v.rku?".. },.. "128276876460319075": {.. "message": "Seadme tuvastamine”.. },.. "1428448869078126731"{. "message": "Video sujuvus".. },.. "152
2140683318860351": {..  "message": ".hendamine eba.nnestus. Proovige uuesti.".. },.. "1550904064710828958": {..  "message": “.htlane".. },.. "163668674768
7494376"{..  "message": "T.iuslik".. },.. "1802762746589457177":{.. "message": "Helitugevus".. },.. "1850397500312020388":{.. "message": "Kas n.ete
oma Chromecasti $START_LINK$rakenduses Google Home$END_LINK$? $START_SPAN$*$END_SPANS$",..  “"placeholders™ {.. "END_LINK": {.. “conte
nt": "$1".. e "END_SPAN" {.. “content": "$2".. }e. "START_LINK™": {.. “content": "$3"..

C:\Users\user\AppData\Local\Temp\scoped_dir3180_1456837572\CRX_INSTALL\ locales\faimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

17004

5.485874780010479

false
192:rngalpriX/t9wkjTIrs3hqaxXxRQdiIMDnD+LhfHdoltV6c8TEKdI:4rin5rU1X7QdOMICtV6uml
852BD3CFF960F1BC3A2AAB3CB3874EF9
C9F6F3C776542889FE3B67971D65ACFE048A3A0A
D87597B6C10364501B98AA42524843F109009CCEF022D8E0170440D7F144F4C6

2A7AEAD70E33E53EE31831CE2E61DD8SDF103C4170EC483BDA14B8788E5DD536EEE84DBA340CACBDF16889C7E6465B48D82C4714E746E8A7B372D12CBDF371
95

false

low
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C:\Users\user\AppData\Local\Temp\scoped_dir3180_1456837572\CRX_INSTALL\ locales\faimessages.json

Preview:
{.. "1018984561488520517": {.. "message": ".... ... ....... " }.. "1213957982723875920": {.. "MESSAGE": "ot ik i e et e e e e s e e e B 128
276876460319075": {.. "message™: "..... ...... ".. }.. "1428448869078126731" {.. "message": "..... ..... ". }.. "1522140683318860351" {.. "message™: "..... .....
.......................... ".. }.. "1550904064710828958" {.. "message™: "....".. },.. "1636686747687494376" {.. "message™: "....".. },.. "1802762746589457177": {..
"message™: "..... ...".. },.. "1850397500312020388": {.. "message": ".... ......... Chromecast ... .. .. $START_LINKS ...... Google Home$END_LINKS ....... $START_SPA
N$*$END_SPANS$",..  "placeholders™: {.. "END_LINK" {..

C:\Users\luser\AppData\Local\Temp\scoped_dir3180_1456837572\CRX_INSTALL\ locales\fiimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 15268

Entropy (8bit):  5.268402902466895

Encrypted: false

SSDEEP: 192:efMprYXiYUNpj5Coik1tXxrUhvUzSPWV6c8TEKdI:elrjbjosdrusWveuml

MDS5: 3902581B6170D0CEA9B1ECF6CC82D669

SHA1L: C8208AC2B1DD6D4F8BDAAEO1C8BD71FFFASA732B

SHA-256: D2A8180225A83A423BB6E17343DFA8F636D517154944002ED9240411B8COC5EL

SHA-512: 612FDD8A3C5051F0A4F1E11E50B5D124B337C77D62D987D35C2AF9EO08AFC6AFCEBAEESDA0FDFBCD1E1889F39758B96FAECBF6C6D1CF146C741A5261952050!
21

Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517":{..  "message": "Pys.htyy".. },.. "1213957982723875920":{.. "message": "Mik. seuraavista kuvaa parhaiten verkkoasi?".. },..
"128276876460319075" {.. = "message": "Laitteiden tunnistaminen”.. },. "1428448869078126731":{.. "message": "Videon tasaisuus".. },.. "152214068331886
0351":{..  "message": "Yhteys ep.onnistui. Yrit. uudelleen.”.. },.. "1550904064710828958":{.. "message": "Tasainen".. },.. "1636686747687494376": {..
"message": "T.ydellinen".. },.. "1802762746589457177": {..  "message": "..nenvoimakkuus".. },.. "1850397500312020388":{.. "message": "N.etk. Chromecastisi
$START_LINK$Google Home .sovelluksessa$END_LINK$? $START_SPANS$*$END_SPANS',..  “placeholders™: {.. "END_LINK": {.. “content™: "$1"..

}e. "END_SPAN": {.. "content": "$2".. }e. "START_LINK": {.. "content": "$3".. -

C:\Users\luser\AppData\Local\Temp\scoped_dir3180_ 1456837572\CRX_INSTALL\ locales\filmessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 15570

Entropy (8bit):  5.1924418176212646

Encrypted: false

SSDEEP: 192:+esprzAsQp68wlJYkMyr2k0jR1/7Rr1uV6c8TEKdI:Gr78JDMyrROtJuvV6euml

MD5: 59483AD798347B291363327D446FA107

SHA1L: C069F29BB68FA7BA2631BOBF5BBF313346AC6736

SHA-256: DD47530EAE96346CD4DC3267A0BB1091BB17B704803A93CDA2E3E81551B94F12

SHA-512: 091595CA135E965ED3DE376873541117F0E7AS8EBDEB4714833EFDD6C820234373891BESDEC437BA85CCB79CCCA053D407E6ADA17EBDAE7D313324A48775C0C
0

Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517":{..  "message": "Hindi gumagalaw".. }.. "1213957982723875920":{.. "message": "Alin sa sumusunod ang pinakamahusay na
naglalarawan sa iyong network?".. },.. "128276876460319075":{..  "message": "Pagtuklas ng Device".. },.. "1428448869078126731":{.. "message": "Pagka-s
mooth ng Video".. },.. "1522140683318860351":{.. "message": "Hindi nakakonekta. Pakisubukang muli.".. },.. "1550904064710828958" {..  "message": "Smoot
h".. },.. "1636686747687494376" {..  "message": "Perpekto".. },.. "1802762746589457177": {.. "message": "Volume".. },.. "1850397500312020388": {..
"message": "Nakikita mo ba ang iyong Chromecast sa $START_LINK$ Google Home app$END_LINK$? $START_SPAN$*$END_SPANS$",..  “placeholders™: {..
"END_LINK": {.. “content": "$1".. b "END_SPAN": {.. “content": "$2".. b "START_LINK": {.. “content"; "$

C:\Users\user\AppData\Local\Temp\scoped_dir3180_1456837572\CRX_INSTALL\ locales\frimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 15826

Entropy (8bit):  5.277877116547859

Encrypted: false

SSDEEP: 192:nLZprAZg3EkV3sjriCe8L/1VaT7ltlrixLAkoYHHavV6c8TEKdl:vrW+2jrI7TdLAK3MV6umI

MD5: 9B416146FE4F1403C2AACACA4DCF1A5C3

SHAL: 616F055C9FADACE972DF82EC8A9B2F4EDA3E7FAD

SHA-256: 7C7F5758F54008190ACCDDBD1761CBD980FB5FE0847E992874498228D2571DBC

SHA-512: 6EBE70380A8C6E2C0587ADFF6AE36963EC76694904841CE1DFE4AEEE215B917AD3E8AF727555627FBDF6B8BAG6A4A0674D2BI90ACAEI331B6628A32F4C4348FB51
B

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Temp\scoped_dir3180_1456837572\CRX_INSTALL\_locales\frimessages.json

Preview:
{.. "1018984561488520517": {.. "message": "Se fige".. },.. "1213957982723875920":{..  "message": "Parmi les propositions suivantes, laquelle d.crit le mieux
votre r.seau.?".. },.. "128276876460319075":{..  "message": "D.tection d'appareils".. },.. "1428448869078126731":{.. "message": "Fluidit. de la vid.o".. },..
"1522140683318860351": {..  "message": ".chec de la connexion. Veuillez r.essayer.".. },.. "1550904064710828958":{..  "message": "Fluide".. },.. "163
6686747687494376" {..  "message": "Parfaite”.. },.. "1802762746589457177":{.. "message": "Volume".. },.. "1850397500312020388":{..  "message": "Votre
Chromecast est-il visible dans 'SSTART_LINKS$application Google.Home$END_LINK$.? $START_SPANS$*$END_SPANS$",..  "placeholders™ {.. "END_LINK™" {..
"content"; "$1".. o "END_SPAN": {.. "content": "$2".. e "START_LINK": {..

C:\Users\luser\AppData\Local\Temp\scoped_dir3180_1456837572\CRX_INSTALL\ locales\guimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 19255

Entropy (8bit):  5.32628732852814

Encrypted: false

SSDEEP: 384:Hg2Mr+gPIIKYMdzKgXr3dGsGF+yAK37Wi{7Cy/Veuml:KxzTVgX7ykjeuml

MDS5: 68B03519786F71A426BAC24DECA2DD52

SHA1L: BBE6608932EC5CEC4BC3C5475BFC3E312D2E2E7D

SHA-256: C77A4D27E9E6CA25B9290056D93A656E3EBE975957E4C2EE9FOFB11B133D5CD4

SHA-512: 5FFE06A10774877AF25E05BA07F3032CC52F874896D67E320F4EFID524A22E40B462CC6206700E9557EB354FA2730172DC6912EBCA49C671FBOEF155B17F9EFF

Malicious: false

Reputation: low

Preview:
{.. "1018984561488520517":{..  "message": "...".. }.. "1213957982723875920": {..  "MESSAGE" ".....cccirt et crirt rereiriis et e e ?".. }.. "128276876
460319075": {..  "message": ".......".. },.. "1428448869078126731":{. "message": "....... ..... ".. }.. "1522140683318860351":{.. "message”: ... ... ..
........................ ".. }.. "1550904064710828958" {.. "message":"..". }.. "1636686747687494376" {.. "message" "...".. }.. "1802762746589457177" {.
"message”: "....... ".. }.. "1850397500312020388" {..  "message™: "... ... $START_LINK$ Google Home ..$END_LINKS$... Chromecast..

C:\Users\luser\AppData\Local\Temp\scoped_dir3180 1456837572\CRX_INSTALL\ locales\hiimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 19381

Entropy (8bit):  5.328912995891658

Encrypted: false

SSDEEP: 384:2rGrSmhKy7KyY+bNEDQIQdrMEPxtShJV6éuml:zBqG6QdwEPrW6Eum|

MD5: 20C86E04B1833EA7F21C07361061420A

SHA1L: 617COD70E162CF380005E9780B61F650B7A39F9B

SHA-256: C2C27CA242DBDEG00BA3AA7782156BC2B190A64D8A1B51EDC8007BDECA139553

SHA-512: 9FB91AABE0226519E298B1136E8A1A3C1879DB7FOE6052AF1BFD55921CD698346278D04602510680A9695A76DD5C96D9665380580044C50D81392BB2CB3EBEYS

Malicious: false

Reputation: low

Preview:
{.. "1018984561488520517": {.. = "message": "....".. },.. "1213957982723875920" {..  "MeSSAgE": "..... ... s et cert crrriet e et e e W20 L 1128276
876460319075" {..  "message": "........".. },.. "1428448869078126731":{.. "message": "...... ........ ".. }.. "1522140683318860351":{..  "message": "...........
.................... ".. },.. "1550904064710828958" {..  "message": "......".. }.. "1636686747687494376" {.. “"message": "....".. },.. "1802762746589457177" {..
"message”: "....".. },.. "1850397500312020388"{.. " :"... .. $START_LINK$ Google Home ......... SEND_LINKS ... .... Ch

C:\Users\user\AppData\Local\Temp\scoped_dir3180_1456837572\CRX_INSTALL\ locales\hrimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 15507

Entropy (8bit):  5.290847699527565

Encrypted: false

SSDEEP: 192:Pdapr6h85tRwVQgkvJryLkla5Kfndg/V6c8TEKdI:Arwot2Q7BryVcee/Véuml

MD5: 3ED90E66789927D80B42346BB431431E

SHAL: 2B061E3271DF4255B1FFC47BDB207CDECOD9724F

SHA-256: 0B41E3C42414F72C9A12C05F8772597F9685115366A774C66018467AD4B71A74
SHA-512: 92BE43F1FFC8EFBF5BBC50573AC4C65F6104416A5B6CD04404C3A9854CA3DCF2A43A4044C168590CDF83887D234495843572331ADCD5B020D2E48A3956F3C1€
Malicious: false

Reputation: low

Preview:

{.. "1018984561488520517": {..  "message": "Zamrzavanje".. },. "1213957982723875920": {.. "message": "Koje od sljede.eg najbolje opisuje va.u mre.u?".. },..
"128276876460319075" {..  "message": "Otkrivanje ure.aja".. },.. "1428448869078126731":{.. "message": "Ujedna.enost videoreprodukcije".. },.. "1
522140683318860351": {..  "message": "Povezivanje nije uspjelo. Poku.ajte ponovo.".. },.. "1550904064710828958": {..  "message": "Glatko".. },.. "16366867
47687494376 {..  "message": "Savr.ena".. },.. "1802762746589457177":{. "message": "Glasno.a".. },. "1850397500312020388":{.. "message": "Vidite li
svoj Chromecast u $START_LINKS$aplikaciji Google Home$END_LINK$? $START_SPANS$*$END_SPANS$",..  "placeholders™: {.. "END_LINK": {.. "co
ntent": "$1".. 1. "END_SPAN" {.. “"content": "$2".. 1. "START_LINK": {.. “"content": "$3"..
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C:\Users\user\AppData\Local\Temp\scoped_dir3180_1456837572\CRX_INSTALL\ locales\huimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15682

5.354505633120392

false

192:CCEAproS9fZv+JIwkDMrC2NSxoSgbV6c8TEKdI:5r5VZv+RDMrazoVeéuml
8E9FF7E49473C5734A2F6F0812E12EB3
A4F10DDD1580582533D5EB59EDF6D8048F887C81
6CDD2FB39ADECEOOE88B989E464B05ED1414092D0492F6D0AES8D549BFD1A46A

E9A4AF31B1A276F395599BB620A3164CABF3459F3C102DD3F57DFEA734510BD985DEGS5CB409E1975559ACCC615075439A08E1IDEBE22C90A0ABCAA3CAFEET9/
c7

false

low

{.. "1018984561488520517": {.. "message": "Lefagy".. },.. "1213957982723875920":{..  "message": "Az al.bbiak k.z.| melyik jellemzi legjobban h.l.zat.t?".. },..
"128276876460319075": {..  "message": "Eszk.zfelfedez.s".. },.. "1428448869078126731" {.. "message": "Vide. folyamatoss.ga".. },.. "1522140683318860351"
:{.. "message": "Sikertelen kapcsol.d.s. K.rj.k, pr.b.lja .jra.".. },.. "1550904064710828958":{.. "message": "Folyamatos".. },.. "1636686747687494376": {..
"message": "T.k.letes".. },.. "1802762746589457177":{.. "message": "Hanger.".. },.. "1850397500312020388":{..  "message": "L.tja a Chromecastot a $STA
RT_LINK$Google Home alkalmaz.sban$END_LINK$? $START_SPAN$*$END_SPANS$",..  "placeholders™ {.. "END_LINK™ {.. “content": "$1".. he-
"END_SPAN": {.. "content": "$2".. He- "START_LINK": {.. "content":

C:\Users\luser\AppData\Local\Temp\scoped_dir3180 1456837572\CRX_INSTALL\ locales\idimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15070

5.190057470347349

false

192:GsprMtChjkWfrEWLOKRCNEOWV6c8TEKdI:9rtAEr3LTRUWV6UmI
7ADF9F2048944821F93879336EB61A78
C3DA74FB544684D5B250767BBOCB66FFB7C58963
3630947E1075E3663AD3E4824D0BE42CB47C0D615D8053E83B9595047C8BA9BE
1F28BB80E1839C5581106BEA3AE2501C7618249D7E3115819F5A9A87771D59F5DE346C1B9C87F7FFC390604D5B9888CE738E25F2F04A094002A0FB3B22CBEC95
false

low

{.. "1018984561488520517":{..  "message": "Membeku".. },.. "1213957982723875920" {.. "message": "Dari berikut ini, manakah yang paling mendeskripsikan
jaringan Anda?".. },.. "128276876460319075"{.. “message": "Penemuan Perangkat".. }.. "1428448869078126731":{.. "message": "Kelancaran Video".. },..
"1522140683318860351": {..  “"message": "Sambungan gagal. Coba lagi.".. },.. "1550904064710828958" {.. = "message": "Lancar".. },.. "1636686747687494376"
:{.. "message": "Sempurna”.. },. "1802762746589457177":{.. “message": "Volume".. }.. "1850397500312020388":{..  "message": "Bisakah Anda melihat
Chromecast di $START_LINKS$aplikasi Google Home$END_LINK$? $START_SPAN$*$SEND_SPANS$",.. "placeholders": {.. "END_LINK™: {.. “content": "
$1". e "END_SPAN": {.. “content": "$2".. e "START_LINK™: {.. “content": "$3".. .

C:\Users\user\AppDatal\Local\Temp\scoped_dir3180_1456837572\CRX_INSTALL\_localeslitimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

15256

5.210663765771143

false

192:1Yprk52dAaykVza8rEOQWBKD9+vqOhKEV6c8TEKdI:qrlA8r6DalVéuml
BB3041A2B485B900F623E57459AE698A
502F5EA89F9FB0287E864B240EA39889D72053A4
025737EF8FA06706B3F26D0F52B4844244A6D33DAE1D82FEF2931A14C003D57E

BA51784073BEF82F3A116B33DA406FDB10EC823B9EE74375C46036DAD8BDCB4141F60845DE141ABE42CEEF9251572F6AB287CAS5FC7669C60E4F68071D5AB8C
D

false

low

{.. "1018984561488520517": {..  "message": "Si blocca".. },.. "1213957982723875920":{..  "message": "Quale delle seguenti definizioni descrive meglio la tua
rete?".. },.. "128276876460319075" {..  "message": "Rilevamento dispositivi".. },.. "1428448869078126731":{..  "message": "Uniformit. video".. },.. "1522140
683318860351": {..  "message": "Connessione non riuscita. Riprova.".. },.. "1550904064710828958": {..  "message": "Fluido".. },.. "1636686747687494376" {..
"message": "Perfetta”.. },.. "1802762746589457177":{..  "message": "Volume".. },. "1850397500312020388":{.. "message": "Riesci a vedere il tuo dispositivo
Chromecast nell'$START_LINK$app Google Home$END_LINK$? $START_SPAN$*$END_SPANS$",..  "placeholders™ {.. "END_LINK™: {.. “content": "$1"..
he. "END_SPAN": {.. “content": "$2".. | "START_LINK" {.. "content"™: "$3"..

C:\Users\user\AppData\Local\Temp\scoped_dir3180_1456837572\CRX_INSTALL\ locales\jaimessages.json

Process:

File Type:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators
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C:\Users\user\AppData\Local\Temp\scoped_dir3180_1456837572\CRX_INSTALL\ locales\jaimessages.json

Category:
Size (bytes):

dropped
16519

Entropy (8bit): 5.675556017051063

Encrypted: false

SSDEEP: 192:nkprPhQdxkRWrZelwYpMR5wnAV6c8TEKdI:YrLRWri65wAV6uml

MDS5: 6F2CC1A6B258DF45F519BA24149FABDC

SHA1L: 8A58C7880C6D22765DCBB6BCE22A192C1B109AEL

SHA-256: 42ECFEE727CFC4F2845FEFDACESEDC2EO0A40AFAD69973A3BI50CEB53A7633342

SHA-512: F7454F0E14301C59CC54361ACC0A1C6D072EFIBDF5DEA60646FB90B1CE47612785938C784A4CF1DE3E62648A14420374933B5F5DA43907BC00D3799FF163A3D!
Malicious: false

Reputation: low

Preview:

Static File Info

No static file info

Network Behavior

Network Port Distribution

TCP Packets
UDP Packets

DNS Queries

Timestamp
Jul 21, 2021 22:14:22.040082932 CEST

Jul 21, 2021 22:14:22.040827990 CEST

Jul 21, 2021 22:14:22.041652918 CEST

Jul 21, 2021 22:14:25.138660908 CEST
Jul 21, 2021 22:14:25.138709068 CEST
Jul 21, 2021 22:14:25.140836954 CEST
Jul 21, 2021 22:14:25.140867949 CEST
Jul 21, 2021 22:14:25.164623022 CEST
Jul 21, 2021 22:14:25.994451046 CEST
Jul 21, 2021 22:14:26.190433025 CEST

Jul 21, 2021 22:14:27.100132942 CEST

{.. "1018984561488520517": {.. "message™: "...".. "1213957982723875920": {.. "message”: ... ".. }.. "128276876460319075" {..
"message™: "...... ".. }.. "1428448869078126731" {.. "message": ".......".. }.. "1522140683318860351": {.. "message"”: ".....ooeiieiieet ".. }.. "15509040
64710828958": {.. . },.. "1636686747687494376": {.. "message },.. "1802762746589457177" {.. "message": "..".. "18503975
00312020388 {..  "message": "$START_LINK$Google Home ...$END_LINK$. Chromecast ......... $START_SPANS$*$END_SPANS$",..  "placeholders": {.. "END_
LINK™: {.. “content": "$1".. }e- "END_SPAN": {.. "content": "$2".
Source IP Dest IP Trans ID OP Code Name Type Class
192.168.2.6 8.8.8.8 0x3b26 Standard query  accounts.g A (IP address) IN (0x0001)
0) oogle.com
192.168.2.6 8.8.8.8 0x9a8f Standard query  clients2.g A (IP address) IN (0x0001)
0) oogle.com
192.168.2.6 8.8.8.8 0xb300 Standard query  ibucket254.s3.jp- A (IP address) IN (0x0001)
0) osa.cloud-object-
storag
e.appdomai
n.cloud
192.168.2.6 8.8.8.8 0x74ac Standard query  code.jquery.com A (IP address) IN (0x0001)
0
192.168.2.6 8.8.8.8 0xb4b5 Standard query  maxcdn.boo A (IP address) IN (0x0001)
(0) tstrapcdn.com
192.168.2.6 8.8.8.8 Oxca’7c Standard query  kit.fontaw A (IP address) IN (0x0001)
(0) esome.com
192.168.2.6 8.8.8.8 0xd352 Standard query  ses-smtp.com A (IP address) IN (0x0001)
0
192.168.2.6 8.8.8.8 0x7a36 Standard query  cdnjs.clou A (IP address) IN (0x0001)
(0) dflare.com
192.168.2.6 8.8.8.8 0x479d Standard query  ka-f.fonta A (IP address) IN (0x0001)
(0) wesome.com
192.168.2.6 8.8.8.8 Oxc3aa Standard query  clients2.g A (IP address) IN (0x0001)
(0) oogle.com
192.168.2.6 8.8.8.8 0x8cfc Standard query  clients2.g A (IP address) IN (0x0001)
(0) oogleuserc
ontent.com
192.168.2.6 8.8.8.8 Oxac69 Standard query  ses-smtp.com A (IP address) IN (0x0001)

Jul 21, 2021 22:14:27.302284956 CEST
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DNS Answers

Timestamp Source IP

Jul 21, 2021 8.8.8.8
22:14:22.066437960
CEST

Jul 21, 2021 8.8.8.8
22:14:22.068850994
CEST

Jul 21, 2021 8.8.8.8
22:14:22.068850994
CEST

Jul 21, 2021 8.8.8.8
22:14:22.083091974
CEST

Jul 21, 2021 8.8.8.8
22:14:22.083091974
CEST

Jul 21, 2021 8.8.8.8
22:14:25.158102989
CEST

Jul 21, 2021 8.8.8.8
22:14:25.163929939
CEST

Jul 21, 2021 8.8.8.8
22:14:25.163929939
CEST

Jul 21, 2021 8.8.8.8
22:14:25.164017916
CEST

Jul 21, 2021 8.8.8.8
22:14:25.165510893
CEST

Jul 21, 2021 8.8.8.8
22:14:25.165510893
CEST

Jul 21, 2021 8.8.8.8
22:14:25.191236019
CEST

Jul 21, 2021 8.8.8.8
22:14:25.191236019
CEST

Jul 21, 2021 8.8.8.8
22:14:25.509202957
CEST

Jul 21, 2021 8.8.8.8
22:14:26.015949965
CEST

Jul 21, 2021 8.8.8.8
22:14:26.216744900
CEST

Jul 21, 2021 8.8.8.8
22:14:26.216744900
CEST

Jul 21, 2021 8.8.8.8
22:14:27.127240896
CEST

Jul 21, 2021 8.8.8.8
22:14:27.127240896
CEST

Jul 21, 2021 8.8.8.8
22:14:27.315715075
CEST

Jul 21, 2021 8.8.8.8
22:14:27.315715075
CEST

HTTPS Packets

Timestamp Source IP

Copyright Joe Security LLC 2021

Dest IP
192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Source
Port

Dest IP

Trans ID

0x3b26

0x9a8f

0x9a8f

0xb300

0xb300

0x74ac

0xb4b5

0xb4b5

Oxca7c

0xd352

0xd352

0x7a36

0x7a36

Ox13al

0x479d

Oxc3aa

Oxc3aa

0x8cfc

0x8cfc

Oxac69

Oxac69

Dest
Port

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Subject

Name

accounts.g
oogle.com

clients2.g
oogle.com

clients.l.
google.com

ibucket254.s3.jp- s3.jp-osa.cloud-object-

osa.cloud-obj
ect-storag
e.appdomai
n.cloud

s3.jp-osa.cloud-
object-storage
.appdomain
.cloud

CName

clients.l.google.com

Address
172.217.168.45

142.250.203.110

storage.appdomain.cloud

163.68.118.49

code.jgquery.com cds.s5x3j6g5.hwedn.net

maxcdn.boo
tstrapcdn.com

maxcdn.boo
tstrapcdn.com

kit.fontaw
esome.com

ses-smtp.com

ses-smtp.com

cdnjs.clou
dflare.com

cdnjs.clou
dflare.com

gstaticads
sl.l.google.com

ka-f.fonta
wesome.com

clients2.g
oogle.com

clients.|.
google.com

clients2.g
oogleuserc
ontent.com

googlehost
ed.l.googl
euserconte
nt.com

ses-smtp.com

ses-smtp.com

Issuer

104.18.11.207

104.18.10.207

kit.fontawesome.com.cdn.
cloudflare.net

ka-

104.21.16.61

172.67.166.169

104.16.19.94

104.16.18.94

142.250.203.99

f.fontawesome.com.cdn.cl

oudflare.net

clients.l.google.com

142.250.203.110

googlehosted.l.googleuse

rcontent.com

Not
Before

172.217.168.65

104.21.16.61

172.67.166.169

Type
A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

Not JA3 SSL Client

After Fingerprint

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

JA3 SSL Client Digest

Page 40 of 42



Source Dest Not Not JA3 SSL Client
Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
Jul 21, 2021 104.21.16.61 443 192.168.2.6 49757 CN=sni.cloudflaressl.com, CN=Cloudflare Inc SatJul  SunJul 771,49196-49195- 37f463bf4616ecd445d4al
22:14:27.382770061 O="Cloudflare, Inc.", L=San ECC CA-3, 10 10 49200-49199- 937da06e19
CEST Francisco, ST=California, O="Cloudflare, Inc.", 02:00:00 01:59:59 49188-49187-
C=US CN=Cloudflare Inc ECC C=US CN=Baltimore CEST CEST 49192-49191-
CA-3, O="Cloudflare, Inc.", CyberTrust Root, 2021 2022 49162-49161-
C=US OU=CyberTrust, Mon Jan Wed 49172-49171-157-
O=Baltimore, C=IE 27 Jan 01  156-61-60-53-47-
13:48:08 00:59:59 10,0-10-11-13-35-
CET CET 23-65281,29-23-
2020 2025 24,0
CN=Cloudflare Inc ECC CA-3, CN=Baltimore Mon Jan Wed
O="Cloudflare, Inc.", C=US CyberTrust Root, 27 Jan 01
OU=CyberTrust, 13:48:08 00:59:59
O=Baltimore, C=IE CET CET
2020 2025
Jul 21, 2021 104.21.16.61 443 192.168.2.6 49760 CN=sni.cloudflaressl.com, CN=Cloudflare Inc SatJul  SunJul 771,49196-49195- 37f463bf4616ecd445d4al
22:14:27.830235958 O="Cloudflare, Inc.", L=San ECC CA-3, 10 10 49200-49199- 937da06e19
CEST Francisco, ST=California, O="Cloudflare, Inc.", 02:00:00 01:59:59 49188-49187-
C=US CN=Cloudflare Inc ECC C=US CN=Baltimore CEST CEST 49192-49191-
CA-3, O="Cloudflare, Inc.", CyberTrust Root, 2021 2022 49162-49161-
C=UsS OU=CyberTrust, Mon Jan Wed 49172-49171-157-
O=Baltimore, C=IE 27 Jan 01  156-61-60-53-47-
13:48:08 00:59:59 10,0-10-11-13-35-
CET CET 23-65281,29-23-
2020 2025 24,0
CN=Cloudflare Inc ECC CA-3, CN=Baltimore Mon Jan Wed
O="Cloudflare, Inc.", C=US CyberTrust Root, 27 Jan 01
OU=CyberTrust, 13:48:08 00:59:59
O=Baltimore, C=IE CET CET
2020 2025
Code Manipulations
Statistics
Behavior
\E’ Click to jump to process
System Behavior
Analysis Process: chrome.exe PID: 3180 Parent PID: 492
General
Start time: 22:14:16
Start date: 21/07/2021
Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Copyright Joe Security LLC 2021

false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automat
ion ‘https://ibucket254.s3.jp-osa.cloud-object-storage.appdomain.cloud/pentacular/index.html*

0x7ff7c15e0000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

low

Show Windows behavior
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Registry Activities Show Windows behavior

Analysis Process: chrome.exe PID: 5416 Parent PID: 3180

General

Start time: 22:14:17

Start date: 21/07/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1628,2857767762921153429,21045
77615130111225,131072 --lang=en-US --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1684 /prefetch:8

Imagebase: 0x7ff7c15e0000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Activities Show Windows behavior
Registry Activities Show Windows behavior
Disassembly
Copyright Joe Security LLC Joe Sandbox Cloud Basic 33.0.0 White Diamond
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