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Windows Analysis Report https://doc.clickup.com/pl/hlic...

Overview
General Information Detection Signatures Classification
Sample URL:  http://https://doc.clickup.co
m/p/h/cOhgx- MALICIOUS Antivirus / Scanner detection for sub...
46/b302180a81685(8 Antivirus detection for URL or domain
Analysis ID: 452269
Infos: Phishing site detected (based on sh...
nfos: o

. . Yara detected HtmIPhish10
Most interesting Screenshot:

Yara detected HtmIPhish7

Adobe PDF

Formiaction) URLs|do/not matchimatik..

7Y Adobe

Eo|

body containslow number; of;

HTMLPhish

Score: 80
Range: 0-100
Whitelisted: false
Confidence: 100%

Process Tree

= System is w10x64

. G chrome.exe (PID: 5712 cmdline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automation ‘https://doc.clickup.com/p/h/cOhgx-46/b302180a
8f685f8' MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 3484 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1576,9348279836173803146,15535106751469244526,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1700
Iprefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

g

Click to jump to signature section
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AV Detection:

Antivirus | Scanner detection for submitted sample

Antivirus detection for URL or domain

Phishing:

Phishing site detected (based on shot template match)

Yara detected HtmIPhish10

Yara detected HtmIPhish7

Mitre Att&ck Matrix

Privilege  Defense Credential
Initial Access Execution Persistence Escalation Evasion Access
Drive-by Windows Path Process Masquerading oS
Compromise Management  Interception Injection Credential
Instrumentation Dumping
Default Scheduled Boot or Boot or Process LSASS
Accounts Task/Job Logon Logon Injection Memory
Initialization  Initialization
Scripts Scripts
Domain At (Linux) Logon Script Logon Obfuscated Files Security
Accounts (Windows)  Script or Information Account
(Windows) Manager
Local Accounts At (Windows)  Logon Script Logon Binary Padding NTDS
(Mac) Script
(Mac)

Behavior Graph
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System
Service
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Application
Window
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Query
Registry

System
Network

Lateral
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Remote Data from
Services Local
System
Remote Data from
Desktop Removable
Protocol Media

SMB/Windows Data from

Admin Shares Network
Shared
Drive

Distributed Input
Component Capture

Configuration Object Model

Discovery

Exfiltration

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Scheduled
Transfer

Command Remote
and Network Service
Control Effects Effects
Encrypted Eavesdrop on Remotely
Channel Insecure Track Device
Network Without
Communication Authorizatior
Non- Exploit SS7to  Remotely
Application Redirect Phone Wipe Data
Layer Calls/SMS Without
Protocol Authorizatior
Application Exploit SS7to  Obtain
Layer Track Device  Device
Protocol g Location Cloud
Backups
Ingress SIM Card
Tool Swap
Transfer
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Score: 80

Is Windows Process
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Number of created Registry Values
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s
"en

861.p.clickup-attachments.com px.ads linkedin.com

Number of created Files

Y

started
weom.  Visual Basic
ERZIC

Java

chrome exe .Net C# or VB.NET

Giis K~

C, C++ or other language
Is malicious

Internet

L@ 2 )

started

unknown unknown

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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@ Adobe PDF

c @ doc.clickup.com/p/h/cOhgx-46/b302180a8f685f8

Chrome is being controlled by automated test software.

Adobe PDF

F\\ Adobe

CLICK HERE TO VIEW DOCUMENTS

By proceeding, you agree that this agreement may be signed using electronic or
handwritten signatures.

To ensure that you continue receiving our emails, please add adobesigni@adobesign

your address book or safe list.

b

@ 2021 Adobe. All rights reserved

Waiting for t12600861.p.clickup-attachments.com...

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

Detection

http.// https://doc.clickup.com/p/h/cOhgx-46/b302180a8f6858 0%

http://https://doc.clickup.com/p/h/cOhgx-46/b302180a8f685f8 0%
http:ifhttps://doc.clickup.com/p/h/cOhgx-46/b302180a8f685f8 100%

Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches
Domains

No Antivirus matches
URLs

Source
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Detection

2:52 AM

~E Y e BB

Scanner
Virustotal

Avira URL Cloud
SlashNext

Scanner

Label

safe

Fake Login Page
type: Phishing &
Social Engineering

Label

Link

Browse

Link
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https://www.virustotal.com/gui/url/1391d071938b71d362b8f62b9838cfec1d2cd4d9682c7e3d916ef5570edc19c9/detection/u-1391d071938b71d362b8f62b9838cfec1d2cd4d9682c7e3d916ef5570edc19c9-1626815076

Source Detection Scanner Label Link

http://mega-sharedrives.club/dataShare 0% Avira URL Cloud  safe
http:ifhttps:/iclickup.comh 0% Avira URL Cloud safe
http://https://mega-sharedrives.club/ 0% Avira URL Cloud safe
http:ifhttps://js.hs-banner.com/6613321.js 0% Avira URL Cloud safe
http:ifhttps://mega-sharedrives.club/data 0% Avira URL Cloud safe
http:i/https://mega-sharedrives.club/dataShare 0% Avira URL Cloud safe
http:i/https://js.hs-analytics.net/analytics/1626915000000/6613321.js 0% Avira URL Cloud safe
http:ifhttps://lwww.intercom-reporting.com/sentry/index.html 0% Avira URL Cloud safe
http://https://lwww.googleoptimize.com/optimize.js?id=GTM-PBLF7VJ 0% Avira URL Cloud safe
http:ifhttps://surveystats.hotjar.io/hit 0% URL Reputation safe
http:i/https://surveystats.hotjar.io/hit 0% URL Reputation safe
http:i/https://surveystats.hotjar.io/hit 0% URL Reputation safe
http:ihttps://js.hscollectedforms.net/collectedforms.js 0% URL Reputation safe
http:ihttps://js.hscollectedforms.net/collectedforms.js 0% URL Reputation safe
http:ifhttps://js.hscollectedforms.net/collectedforms.js 0% URL Reputation safe
http://https://client-registry.mutinycdn.com/personalize/client/e970333877260fa7.js 0% Avira URL Cloud safe
http:ifhttps://ob.cheqzone.com/clicktrue_invocation.js?id=3839 0% Avira URL Cloud safe
http:ifhttps://mega-sharedrives.club/cQ 0% Avira URL Cloud safe
http:ifhttps://obs.cheqzone.com/ct? 0% Avira URL Cloud safe
id=3839&url=https%3A%2F%2Fclickup.com%2F%3Futm_source%3Dclickup%26utm_me

http:i/https://www.intercom-reporting.com 0% Avira URL Cloud safe
http:i/https://client. mutinycdn.com/mutiny-client/8.2.1.0.js 0% Avira URL Cloud safe
http:/fapp.intercom.test 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
gstaticadssl.l.google.com 172.217.168.3 true false high
forms.hubspot.com 104.19.155.83 true false high
clickup.com 13.224.99.47 true false high
d10w4ikerdul3z.cloudfront.net 13.224.99.21 true false high
obs.chegzone.com 3.227.190.204 true false unknown
platform.twitter.map.fastly.net 199.232.136.157 true false unknown
client. mutinycdn.com 13.224.99.6 true false unknown
t.co 104.244.42.133 true false high
track.hubspot.com 104.19.154.83 true false high
cdnjs.cloudflare.com 104.16.18.94 true false high
js.hs-scripts.com 104.17.212.204 true false high
dx.steelhousemedia.com 52.11.37.91 true false high
ob.chegzone.com 13.224.99.100 true false unknown
tracking.g2crowd.com 104.18.27.190 true false high
www.google.com 172.217.168.68 true false high
g.quora.com 3.224.194.150 true false high
usage.trackjs.com 158.69.52.117 true false high
static-cdn.hotjar.com 13.224.99.122 true false high
quora.map.fastly.net 151.101.1.2 true false unknown
d2ycxbs0cq3yaz.cloudfront.net 13.224.99.29 true false high
px.steelhousemedia.com 52.10.121.135 true false high
js.intercomedn.com 13.224.99.12 true false high
js.hs-banner.com 104.18.20.191 true false unknown
star-mini.c10r.facebook.com 157.240.17.35 true false high
fluffy-alpaca- 52.45.121.249 true false unknown
jAw7zdv61tmqz86hb33z4c6tl.herokudns.com

stats.l.doubleclick.net 108.177.126.156 true false high
s.twitter.com 104.244.42.67 true false high
ww.steelhousemedia.com 44.238.216.23 true false high
monetization-framework.bsa.netdna-cdn.com 108.161.189.78 true false high
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Name P Active Malicious Antivirus Detection Reputation

maxcdn.bootstrapcdn.com 104.18.11.207 true false high
edge.fullstory.com 35.201.112.186 true false high
api-iam.intercom.io 99.83.219.81 true false high
www.googleoptimize.com 142.250.203.110 true false unknown
insight-566961044.eu-west-1.elb.amazonaws.com 52.50.64.214 true false high
112600861.p.clickup-attachments.com 13.224.99.60 true false unknown
clockify.me 13.224.99.4 true false high
in-live.live.eks.hotjar.com 63.32.233.146 true false high
reddit.map.fastly.net 151.101.1.140 true false unknown
googleads.g.doubleclick.net 172.217.168.2 true false high
prod.appnexus.map.fastly.net 151.101.1.108 true false unknown
clients.l.google.com 142.250.185.142 true false high
calendly.com 104.20.247.116 true false high
googlehosted.l.googleusercontent.com 142.250.203.97 true false high
d5txjkmyderx.cloudfront.net 13.224.99.77 true false high
forms.hsforms.com 104.16.86.5 true false unknown
a97adde81b00f2ca4.awsglobalaccelerator.com 13.248.242.197 true false unknown
global-v2.clearbit.com 18.168.223.221 true false high
js.hs-analytics.net 104.17.70.176 true false unknown
api.exchangeratesapi.io 104.26.8.91 true false unknown
x.clearbit.com 18.134.49.160 true false high
pop-edc2.mix.linkedin.com 108.174.11.85 true false high
us-centrall-adaptive-growth.cloudfunctions.net 216.239.36.54 true false unknown
scontent.xx.fbcdn.net 157.240.17.15 true false high
script.hotjar.com 13.224.99.26 true false high
cdn.pdst.fm 35.244.142.80 true false unknown
nexus-websocket-a.intercom.io 35.170.0.145 true false high
www.google.de 172.217.168.3 true false high
accounts.google.com 172.217.168.45 true false high
www-google-analytics.l.google.com 216.58.215.238 true false high
ws.zoominfo.com 104.16.168.82 true false high
www-googletagmanager.l.google.com 172.217.168.8 true false high
widget.intercom.io 13.224.99.107 true false high
api.clickup.com 3.124.156.213 true false high
mega-sharedrives.club 66.29.132.95 true false unknown
d279x8308vg8mj.cloudfront.net 13.224.99.54 true false high
doc-cdn.clickup.com 13.224.99.46 true false high
vars.hotjar.com 13.224.99.33 true false high
gentle-meadow-3800.shrouded-lake- 50.112.148.251 true false unknown
4691.herokuspace.com

rs.fullstory.com 35.186.194.58 true false high
api.getdrip.com 13.224.99.3 true false high
app.clickup.com 3.125.16.43 true false high
ib.anycast.adnxs.com 185.33.220.244 true false high
js.hscollectedforms.net 104.17.129.171 true false unknown
alb.reddit.com unknown unknown false high
static.ads-twitter.com unknown unknown false unknown
ka-f.fontawesome.com unknown unknown false high
app-cdn.clickup.com unknown unknown false high
stats.g.doubleclick.net unknown unknown false high
clients2.googleusercontent.com unknown unknown false high
clients2.google.com unknown unknown false high
static.hotjar.com unknown unknown false high
match.adsrvr.org unknown unknown false high
www.redditstatic.com unknown unknown false high
acdn.adnxs.com unknown unknown false high
kit.fontawesome.com unknown unknown false high
doc.clickup.com unknown unknown false high
px.ads.linkedin.com unknown unknown false high
connect.facebook.net unknown unknown false high
a.quora.com unknown unknown false high
in.hotjar.com unknown unknown false high
tag.getdrip.com unknown unknown false high
x.clearbitjs.com unknown unknown false unknown
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Name P Active Malicious Antivirus Detection Reputation

cdn.firstpromoter.com unknown unknown false high
insight.adsrvr.org unknown unknown false high
code.jquery.com unknown unknown false high
scripts.attributionapp.com unknown unknown false high
track.attributionapp.com unknown unknown false high
www.facebook.com unknown unknown false high
client-registry.mutinycdn.com unknown unknown false unknown
analytics.twitter.com unknown unknown false high

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious

104.19.155.83 forms.hubspot.com United States £S5 13335 CLOUDFLARENETUS false

216.58.215.238 www-google- United States £S5 15169 GOOGLEUS false
analytics.l.google.com

35.186.194.58 rs.fullstory.com United States £S5 15169 GOOGLEUS false

104.18.20.191 js.hs-banner.com United States = 13335 CLOUDFLARENETUS false

157.240.17.35 star- United States = 32934 FACEBOOKUS false
mini.c10r.facebook.com

172.217.168.45 accounts.google.com United States = 15169 GOOGLEUS false

142.250.203.97 googlehosted.l.googleuser United States = 15169 GOOGLEUS false
content.com

3.124.156.213 api.clickup.com United States = 16509 AMAZON-02US false

13.224.99.29 d2ycxbs0cq3yaz.cloudfront United States = 16509 AMAZON-02US false
.net

151.101.1.2 quora.map.fastly.net United States = 54113 FASTLYUS false

108.177.126.156 stats.l.doubleclick.net United States = 15169 GOOGLEUS false

142.250.185.142 clients.l.google.com United States = 15169 GOOGLEUS false

108.174.11.85 pop-edc2.mix.linkedin.com United States = 14413 LINKEDINUS false

13.224.99.26 script.hotjar.com United States = 16509 AMAZON-02US false

66.29.132.95 mega-sharedrives.club United States = 19538 ADVANTAGECOMUS false

13.224.99.60 t12600861.p.clickup- United States = 16509 AMAZON-02US false
attachments.com

104.16.18.94 cdnjs.cloudflare.com United States = 13335 CLOUDFLARENETUS false

13.224.99.21 d10w4ikcrdul3z.cloudfront United States = 16509 AMAZON-02US false
.net

185.33.220.244 ib.anycast.adnxs.com Netherlands - 29990 ASN-APPNEXUS false

18.168.223.221 global-v2.clearbit.com United States = 3 MIT-GATEWAYSUS false

44.238.216.23 ww.steelhousemedia.com  United States = 16509 AMAZON-02US false

104.19.154.83 track.hubspot.com United States = 13335 CLOUDFLARENETUS false

104.244.42.133 t.co United States £S5 13414 TWITTERUS false

172.217.168.2 googleads.g.doubleclick.ne United States = 15169 GOOGLEUS false
t

50.112.148.251 gentle-meadow- United States = 16509 AMAZON-02US false
3800.shrouded-lake-
4691.herokuspace.com

63.32.233.146 in-live.live.eks.hotjar.com  United States = 16509 AMAZON-02US false

13.224.99.77 d5txjkmyderx.cloudfront.ne United States = 16509 AMAZON-02US false
t

13.224.99.33 vars.hotjar.com United States = 16509 AMAZON-02US false

239.255.255.250 unknown Reserved 7] unknown unknown false

104.16.86.5 forms.hsforms.com United States = 13335 CLOUDFLARENETUS false

216.239.36.54 us-centrall-adaptive- United States £S5 15169 GOOGLEUS false
growth.cloudfunctions.net

18.184.109.158 unknown United States = 16509 AMAZON-02US false

13.224.99.122 static-cdn.hotjar.com United States £S5 16509 AMAZON-02US false

52.50.64.214 insight-566961044.eu- United States £S5 16509 AMAZON-02US false
west-
1.elb.amazonaws.com

158.69.52.117 usage.trackjs.com Canada I+ 16276 OVHFR false

104.17.212.204 js.hs-scripts.com United States £S5 13335 CLOUDFLARENETUS false

104.17.70.176 js.hs-analytics.net United States £S5 13335 CLOUDFLARENETUS false

52.10.121.135 px.steelhousemedia.com  United States £S5 16509 AMAZON-02US false
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P Domain

108.161.189.78 monetization-

Country
United States

framework.bsa.netdna-

cdn.com

142.250.203.110

www.googleoptimize.com  United States

35.170.0.145 nexus-websocket- United States
a.intercom.io
52.11.37.91 dx.steelhousemedia.com  United States

13.248.242.197

obalaccelerator.com
18.134.49.160 x.clearbit.com
13.224.99.47 clickup.com
157.240.17.15 scontent.xx.fbcdn.net

172.217.168.68 www.google.com

a97adde81b00f2cad.awsgl United States

United States
United States
United States
United States
United States

172.217.168.8 WWW-
googletagmanager.l.google
.com

13.224.99.46 doc-cdn.clickup.com

172.217.168.3
3.224.194.150 g.quora.com

104.26.8.91 api.exchangeratesapi
3.227.190.204 obs.chegzone.com

52.45.121.249 fluffy-alpaca-

United States

gstaticadssl.l.google.com  United States

United States
.io United States
United States
United States

j1w7zdv61tmgz86b33z4c6t

|.herokudns.com
104.17.129.171
151.101.1.108

net
104.20.247.116 calendly.com
104.244.42.67 s.twitter.com
13.224.99.6 client. mutinycdn.com
99.83.219.81 api-iam.intercom.io

151.101.1.140 reddit.map.fastly.net
13.224.99.3 api.getdrip.com

13.224.99.107 widget.intercom.io
104.18.11.207
13.224.99.12 js.intercomcdn.com
35.201.112.186 edge.fullstory.com
104.16.168.82 ws.zoominfo.com

13.224.99.100 ob.chegzone.com

js.hscollectedforms.net United States

prod.appnexus.map.fastly. United States

United States
United States
United States
United States
United States
United States

United States

maxcdn.bootstrapcdn.com  United States

United States
United States
United States
United States

3.125.16.43 app.clickup.com United States

35.244.142.80 cdn.pdst.fm United States

13.224.99.54 d279x8308vg8mj.cloudfron United States
t.net

104.18.27.190

199.232.136.157
net

Private

P
192.168.2.1
192.168.2.3
127.0.0.1

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Copyright Joe Security LLC 2021

tracking.g2crowd.com United States

platform.twitter.map.fastly. United States

33.0.0 White Diamond
452269

22.07.2021

02:51:32

CloudBasic

Oh 6m 39s

ASN
33438

15169
14618

16509
16509

16509
16509
32934
15169
15169

16509
15169
14618
13335
14618
14618

13335
54113

13335
13414
16509
16509
54113
16509
16509
13335
16509
15169
13335
16509
16509
15169
16509

13335
54113

ASN Name
HIGHWINDS2US

GOOGLEUS
AMAZON-AESUS

AMAZON-02US
AMAZON-02US

AMAZON-02US
AMAZON-02US
FACEBOOKUS
GOOGLEUS
GOOGLEUS

AMAZON-02US
GOOGLEUS
AMAZON-AESUS
CLOUDFLARENETUS
AMAZON-AESUS
AMAZON-AESUS

CLOUDFLARENETUS
FASTLYUS

CLOUDFLARENETUS
TWITTERUS
AMAZON-02US
AMAZON-02US
FASTLYUS
AMAZON-02US
AMAZON-02US
CLOUDFLARENETUS
AMAZON-02US
GOOGLEUS
CLOUDFLARENETUS
AMAZON-02US
AMAZON-02US
GOOGLEUS
AMAZON-02US

CLOUDFLARENETUS
FASTLYUS

Malicious

false

false

false

false

false

false
false
false
false

false

false
false
false
false
false

false

false

false

false
false
false
false
false
false
false
false
false
false
false
false
false
false

false

false

false
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Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: http://https://doc.clickup.com/p/h/cOhgx-46/b302180a8f685f8
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 13

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal80.phis.win@41/326@85/76

Cookbook Comments: e Adjust boot time
e Enable AMSI
e Browse: http://mega-sharedrives.club/data
e Browse: https://clickup.com/?utm_source=clickup&amp;utm_medium=doc&amp;utm_campaign=12600861
e Browse: https://clickup.com/
Warnings: Show All
Simulations

Behavior and APIs

Time Type Description

02:52:25 API Interceptor 1x Sleep call for process: chrome.exe modified

Joe Sandbox View | Context
IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files
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C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit):  5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzvRKhGvw]

MDS5: A78AD14E77147E7DE3647E61964C0335

SHAL: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081LFAFD62E90F0950DFB2DD7991E9607FE76A8F92DOESI3FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7ESE10648EA8321
01

Malicious: false

Reputation: low

Preview:

BDic.... ....6..."..Z..49....6.2...{/...3...5.... AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\77EC63BDA74BD0ODO0E0426DC8F8008506 E

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Microsoft Cabinet archive data, 61020 bytes, 1 file

Category: dropped

Size (bytes): 61020

Entropy (8bit):  7.994886945086499

Encrypted: true

SSDEEP: 1536:1Z/FdeYPeFusuQszEfLO/NfXfdISINQbGxO4EBJE:Otde Y PiUWAVIHLBGmM

MD5: 2902DE11E30DCC620B184E3BBOFOC1CB

SHA1L: 5D11D14A2558801A2688DC2D6DFAD39AC294F222

SHA-256: E6A7F1F8810E46A736E80EESAC6187690F28F4D5D35D130D410E20084B2C1544

SHA-512: EFD415CDE25B827AC2A7CA4D6486CE3A43CDCC1C31D3A94FD7944681AA3E83A4966625BF2E6770581C4B59D05E35FF9318D9ADADDADES070F131076892AF2|
A0

Malicious: false

Reputation: low

Preview:
MSCF...\....... e [ (R R.q .authroot.stl.N....5..CK..8T....c_.d...AK...=.D.eWL.r."Y..."i..,.=.l.D.....3..3WW....... y...9.w..D.yM10....".0.e.._."..a0xN....)F.C..t

.2.,.020.1°L....m?H..C..X>0c..q.....%."V%<...0...-.@/.....HIW..... T..Fp..2.|$ oS, 0}90 %._XW*S.K..4"9.....q.G: LaHy.. .r.q/6.p.;.’
=*Dwj......1......s).B..y......AIW........DIs0..I"X...l.....DO...........Ba...Z.0.0...3.v.W1F hSp.S)@..... Z..QW...G...G.G.y+ x...aa".3. X&4E..N...._0..<X......K.xm..+M..O.H...)...
....... *.0.~4.6.....p. Bt.(.*V.N.LP.C>..%.ySXY.>. " fl.x. MK\ e ))&l WEj W0 r< S Cu b L&) n > v 7 AL LS ML S 5L TFS..~ .S .68S -y X
L~k Qlweel h L9k QX _%Z..K.).3.....M.6QKkJ.N........ Y.Q.n.[(......Bg..33..[.S.[... .Z.<i.-]..po.k.,..X6....y3"t[.Dw.]ts. R.L.."..ut_F....

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 326
Entropy (8bit):  3.145340414441777
Encrypted: false
SSDEEP: 6:kKn6PqdoW+N+SkQIPIEGYRMY9z+4KIDA3RUellD1Ut:P60O5kPIE99SNxAhUeOet
MD5: 557A64F4B2DC08222814031F6BFCCAC6
SHAL: 642FA2E5270F08DC456ECOCDC739C35AD9F05134
SHA-256: 1C4AD7915B874B1F65C109846CA7BEE2E2BFD5806AC952F5C5E7DB17F499719C
SHA-512: 67100CCA8D53B978354E7973412F6E8172D52840B3C9F04A2CF7EA45E2D8A2FCDF2D307100E51DC0D72595E08E90500CAOF8DFB046BA2A96C2DBF2901CCHAT7
Malicious: false
Reputation: low
Preview:
Peees e YXF = (e s T LSeecAlhttpa//etldlowindows.up.date..com/m.s.dow.n.lo.ad/up.date./v.3./

s.t.a.t.i.c./.t.r.u.s.t.e.d.r./.e.n./.a.u.t.h.r.o.o.t.s.t.l...c.a.b...".0.d.6.5_.4.2.7.7.5.f.d.7.1.:.0."...

C:\Users\user\AppData\Local\Google\Chrome\User Data\2e29a375-b9b7-4703-9beb-403bcdc54c19.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 174419
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C:\Users\user\AppData\Local\Google\Chrome\User Data\2e29a375-b9b7-4703-9beb-403bcdc54c19.tmp

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

6.079206992770344

false

3072:499kZEXZKKJIEuwA4Xx37SiHNDcWYKWFnFcbXaflBOu1GOJmA3iuRU:zsExzgRx37iWYFbagfllUO0SiuRU

C5D638A6EEDE1F1917A715AE95110084

62BB7ECC14A8BCE266862DC121CD7C976E060E04

F26B523173388ED5598645CC5F204039208F3A9F26E2FCIB209E90BB992B70D0
B572BC2AAC977322B43370F830C6D647A7BA3648A27585B12A8A7647F2A26EB12149D8FD631D227EDFB45415B44193ED7FD5958FC6EF3C35086115B2A3D92655
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.626947542479471e+12,"network":1.626915145e+12,"ticks":4468045800.0,"uncertainty":4845367.0}},"os_crypt":{"encrypted_key":"R
FBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkpp
Nr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAQILG1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JiDXn4W2fxY qQj2xfYeAn
S1vCL4IXAsdfliw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw9I8XRX5Y944rq1lWsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245951016364978"},"plugins":{"metadata":{"adobe-flash-player":{"dis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\4df18817-4524-4966-8a12-f9¢7d20136d4.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

modified

97400

3.7441065633367727

false
384:1/zEU25f55t68VxDg3N8rdv403XUGfH6zGZzWrRmYylx3qugxr9dmZFP1WE8onOWe:JKmBp2ugD0e3TY0eQPfCAKSCEIE
3B11487A06F8213C79BD3F2BDD8960EF

7FA2085B4FAACF7B9949F521BF254B90653E480C
100DEC82E82FC75819E202A10B65478AA34FODDBEF5CF891946E35039244D4D5

80365376B744C224D3127EFEOA48EB7CD4B31CD6C6B75B1D647F99EB3DAC1E622278EB22737D5B3ABAC50F706FOACCC32154A81A05F58265034800AEESDBO1L!
4

false

low

| { S *..C..\P.R.0.G.R.A~1\M.IC.R.0.S.~1\.0.fficel1.6)\GC.RO.0.VEEX.DLL.PL.]..%.pro.gramfiles%\m.icros.oft officelofficelb.\..
..g.ro.oveex.dll..Micros.oft Offic.e..2.01.6.*. .Microso.ft .OneDurive. for Business. Extens.ions..16..0.4711.10.00..*
..C.\P.R.O.G.RA~1\MICR.O.S.~1\0fficel6\GRO.OV.EEX.DLL...Micros.oft Co.rp.oratio.n.i@8.D..C:\P.ro.gram. .F.iles\C.omm.o.n.
.Files\M.icros.oft .Shared\O.FFICE1l6\ms.oshext.dl.@...U..%.comm.o.np.ro.gramfiles%\m.icros.oft shared\officel6.\....
.m.s.o.s.hext.dll..Microso.ft .Office)..Micros.o.ft .Office. Shell Extens.ion. Handlers.....16..0.4266..10.0.1..D..C.:\Pro
.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\59028cee-9a6e-42dc-adeb-037dc8acf2ee.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

165961

6.049431113972012

false
3072:fmkZExZKKIEuwA4x37SiHNDcWYKWFnFcbXaflIBOu1GOJMAS3iuRU:tExzgRx37iWY FbagfllUOoSiuRU
58218C489F134A806A162F3063B6BB7B

0DOE21468F2EEEB12A604C69861456FDAEB08540
EEFE417EF41615A5C86B4C44693A49F0DB20487F9C5CED4B7AA9F3A1764631EA

E73FADA461E399CA61A60513E4FFCIA17A7AA0346B55DD2A07BD7969BBD8C1180090B2D97D1F32E23A4FCDE1C6F916C08FA45B8B8375FFA0C9445423FCD642
C

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.626947542479471e+12,"network":1.626915145e+12,"ticks":4468045800.0,"uncertainty":4845367.0}},"os_crypt":{"encrypted_key":"R
FBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWK194zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkpp
Nr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAG)Lq1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdR Y JiDXn4W2fxY qQj2xfYeAn
S1vCL4IXAsdfliw4oXIE4R7I0AAAABIt36FqChftMIb7EtaPwI8XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_ma

C:\Users\user\AppData\Local\Google\Chrome\User Data\62b1e5d9-c33d-4e4f-a205-63e62e333cf6.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

174419

6.079206186260387
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C:\Users\user\AppData\Local\Google\Chrome\User Data\62b1e5d9-c33d-4e4f-a205-63e62e333cf6.tmp

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

false
3072:w6ykZExXZKKJIEuwA4x37SiHNDcWYKWFnFcbXaflBOu1GOJmA3iuRU:JZExzgRx37iWYFbagfllUO0SiuRU
EAF0602E0A3D2DEB1449176467F93977

F3AFDEF946C26E71605F685B536A2359806C56A6
F58CC2F8606B3C281DF43BI9F2A43DB124CEF2D9C76BI9FD7430440B571757856D

BECB5D4A6B912FB927B01A1EF845EBO6C38095DE85A75375E62140B40FED4B91CABOB6E1SDCE29CF5032B6AFD541B6C3BBA744EC870C44721DEGIC446CT713/
33

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.626947542479471e+12,"network":1.626915145e+12,"ticks":4468045800.0,"uncertainty":4845367.0}},"os_crypt":{"encrypted_key":"R
FBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkpp
Nr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAQILG1dOS7IkKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JiDXn4W2fxY qQj2xfYeAn
S1vCL4IXAsdfliw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw9I8XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"dis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\641073a3-ba45-4bff-9d3f-26aed4ebfaOb7.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

174418

6.079207348160879

false

3072:wFZKZEXZKKJIEuwA4x37SiHNDcWYKWFnFcbXaflBOulGOJImMA3iuRU:IAExzgRx37iWY FbagfllUO0oSiuRU
D4D1697E7CDO0C2CE45C644438CE0514

7059865481C1CI98FCCDF1398C75B890A3B553A01
5353C707731B637A17D3566A2A23981FB8E856AD71D086692592EB4E6D 725017

DE2888FC3F8EEFC0D242B6A7CB5C14AFGASEC1CA4AE2B03296ED88B294A2ADEF551BES9ADFDF6ED9110B2F86761DA508B23F5301D0F85393AA7E4318DA4BAA
36B

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.626947542479471e+12,"network":1.626915145e+12,"ticks":4468045800.0,"uncertainty":4845367.0}},"os_crypt"{"encrypted_key":"R
FBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWK94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkpp
Nr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BxiFP4bdRY JDXn4W2fxY qQj2xfYeAn
S1vCL4IXAsdfliw4oXIE4R7I0AAAABIt36FqChftMIb7EtaPWIBXRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"dis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\6fb18d10-e4a3-41dd-b3b4-29c2664a8939.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

96680

3.7440344447692553

false
384:K/zEU25f55t68VxDg3N8rdv403XUGFH62GZzWrRmYyIx3qugxr94mZO1WE8onOWax:HKmBp2uPD0e3TY0eQPfC4KSCEIG
8422EBE855ABBF1COFCDF8F8CE7DDC2C

56382F77AA15C58F1AA1644CC2E2D0C219C23652
E3C4E135122B1FO0B7BBFEA857808B8A5C36D9ECCF985ABDD34E6B83ESASDCADD

AB6A906D5B7DF7D3FE0012C68347DF1DF9AFEQ0C607D795A68386F0DC156A2AB1DBB3E410B5FAL1FCE1D8AB148B629A224AB9235B350132C7C3584F0EC6386!
F

false

low

y. *..C.\P.R.O.G.RA~1\MIC.R.O.S.~1\0.ffic.el1.6\G.R.O.0.VEEX..D.LL.P..][)..%.p.ro.gramfiles%.\m..c.r.o.s.0ft o.fficeloffice

1.6. .g.ro.ov.eex.dll..Micros.o.ft .Office. .20.1.6..*. .Micr.oso.ft .O.neD.urive. for. B.usines.s. Extens.io.ns....16..0..4711..10
.0.0....*..C.\.P.R.O.G.RA~1\MIC.R.O.S.~1\0.fficel6\GRO.OV.EEX.D.LL..M.icros.o.ft .Co.rp.oratio.n.i@8.D..C.:\P.ro.gram. .Files\C.o
.m.m.o.n. .F.iles\M..c.r.os.0ft .Shared\O.FFICE.1l6\ms.0shext.dl.@...U/..%.comm.o.np.ro.gramfiles.%.\m.ic.ro.s.o.ft share.d\o.f
ficel6.\...msoshext.dll..Micros.o.ft Offic.e.)..Micros.o.ft Office. .Shell Extens.ion. Handlers....16..0..4.26.6..1.0.0.1...D..C
2\P.r.ogram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

120
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

3.254162526001658

false

3:FkXftOXE1G1mstftOXE1G1mstitOXE1n:+ftIE1IGImKfIEIG1mkitIELn

E9224A19341F2979669144B01332DF59

F7F760C7104457DF463306A7F7BAE0142EFCEBSB

47DD519C226D23F203ACAEOEC44DF9BB6208828E24F726E1602EA52F63C3E2BE
4184302DEB5009D767FECFC150F580DD57D5CFICF3BFEB7E52C9F3340E5E6499251B9F0DFF37F0454411FED9046880E0A9204312D021294256372C916B8155AC

false

SAPC....vorvvve. S}.....M..2.1.%sdPC.................... S}....M..2.1.%sdPC.................... s}....M..2..%

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\0f604b79-fe36-4cdf-9000-e13e5balbc5a.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22595

5.535342879426243

false
384:dKXtTLI/7Xv1kXgKf/pUZNCgVLH2HDMrUBHGNNTssfnI4A:ILIbv1kXgKf/pUZNCgVLH2HfCrU1GNng
64A708D94DAAI64D652F78B2AAD31477

812CF16D5FFC63905F96E2DB86FD0970D7CBFAEA
1AFC550BA37E8DEED40D8307D8EE06356C0596030E95FB68DBAB753C39631F0B
EC8F52066A011BD4C34BE4CD6D4E17821798DC799EF61C49D4740A97E11C4708A9D394111D3B999AA418B50CIF5F8BOB8FDIE11534572F8649F290765641A842
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management”,"system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13271421139333515","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVHSfE1NaAA1/2JkPWKkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtipVScf3DjTYtKVL66mMzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\1fd59d5f-de58-4f3e-87ea-0ae9bdd9b548.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22596

5.535331844744268

false
384:dKXtTLI7Xv1kXgKf/pUZNCgVLH2HDMrUBHGMnTssPnl4r:ILIbvlkXgKfipUZNCgVLH2HfCrUu1GMnb
69DCDDC6F1BFA6D98855911AA40820B2

4780FEA080B2BD13A56F686C63CB42667FDC3B89
0F93F61D149E1185146F0909E1001E372AA04681AF93043AF9FID2F65123E5C0
AF3B08E9F5770FEE26672C4E7561E3F2A7FBFC88C50DC121C61E10C81146F11A58599DC546FA3ES52D672CC0974BD1B9879FC7C934192A8B541042C8A7501691%
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13271421139333515","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKXPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\'51966cad-a714-4eae-803b-d8eladacab5e6.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

6036

5.191347176545369

false
96:nBCd6CMmyHZcKILok0JCKL8jkqq+zokCS17bOTQVuwn:nBCTMTHZcE4Kgkagqgokl9
E42938809300DE201F9E419320FF1D27
F81BA42E6ED617753915F54516AE3208DCC69025
6B85C849D682F4ADF06E4140D0BE219B8A2C71DDFCBB7C6888431AC01C8F05DC
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\51966cad-a714-4eae-803b-d8eladacab5e6.tmp

SHA-512:

Malicious:
Reputation:

Preview:

A15729AFD45D5AE447E02A68834DA39359336296DSAE38BDF6A3B891FBDBBE693A56628463E1C20C953DFF296BAB978D1473381287AEB3ED689180E1CBEBEF¢
7

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13271421139586545","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"o","o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\58276ada-d86f-4fd8-a3c2-e544dc21c025.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5764

5.180496708570775

false

96:nBC7GCMmyHZcKIWok0JCKLBUKCS1ShOTQVuwn:nBCIMTHZcH4KHKIS
D7CF805789E989926066EB02A00DB626
EF7C5404351A608712DD1C61D813D971D8D46771
126826CF5AD28B2633B1398632144EDA5A61201F7197B39B6B96D63EBDD3769B
8EDC73FFD5033BD7903E28E72EF8F37BFD41DF883F05D68AAEB672536C49E68ADB89818156A6A39D4329DCAB98483F58660321FF3FDBFFE6AB0420B8EB6CA5D7
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13271421139586545","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_to
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
,'o","o","0","0","0","0","0","0","0","0","0","0","0 '"o","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length™:["0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\70a9ae32-ffc0-4a97-9e90-71b06bcd0542.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5118

4.98207301736042

false

96:nBCeoXMpcKIfok0JCKL8ukCS1SbOTQVuwn:nBCbMpcM4KHKIS
0497A2395BF9C7EE9510A0EC2D388FAF
FO6EA9B89821CAA630324BB1B2CD6A90774BOCAL
FF7DA1CB20D72699C04208E253E73282F6B335611B6C06C836EAF045A7970FB7

C24E6BA2996ABES55688556BDBC1876CEFCD76DDB9274E356B40B9720490F320A2B939C2EC89201F0577CAC6E0695EEF5130FAA27669D77D14AD30EEG9058B5¢
B

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13271421139586545","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right*:1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right*:1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length™:["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length™:["0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7a279dad-8eee-4900-b7d6-2a7d712f872f.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

16745

5.576869561627101

false
384:dKXtOLI/7Xv1kXqKf/pUZNCgVLH2HfDmrUts0I4f:jLIbvikXgKf/pUZNCgVLH2HfCrueOlY
3A750B10894FA097F2F48E6FD510E58B
1B5BDA42F2503353574344E5DC409F09D4AF94C0O
11A53FE0715E229AEEB44B4C11CB6D3D56A73E5DE0096ABFCEFB646C47AB747F

10200DFAA1D86323C5837F46BBD76E2A050CCD95E7C7D7E6892EC160FCFC9044CADAA313BF6B4BD00A62041EC7E4AD335AE6EFF4710D9919D4D1B2010A87BE
DF
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7a279dad-8eee-4900-b7d6-2a7d712f872f.tmp

Malicious:
Reputation:

Preview:

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13271421139333515","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\7d94b1be-ab7e-4f32-86da-b23b4210567c.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4712

5.608256445664752

false
96:h7UJUrUUeUViIeUKNZUJUUBUbKU/gU2SzU4UsUmKUScU+uUmv3UrPU5gYpUeWPeUB:b7UJUrUUeUEUQZUJUUBUeU/gu2SzU4Ue
DAC8985F8895C5A51389625C20DFA6CE

FE939881620C5C392E8EE69FC5085E6D1AEEC42D
C2F36BC8365696AB68AB0894DF8C506285E394084F63DA0DA20F73DCF739246E
1A46417CFC4F4A55C566E2DFD8594ACC66853E815030354C4D78193549828210BAF966588956A5F8FE9SCESEB1B3742A7C13BDEA2EOCIB5D792CBF579BEEDO6
false

low

{"expect_ct":[],"sts":[{"expiry":1658483600.800176,"host":"B33dNWuWc3elp/rgxbaViYp8VufHgjSms9l6Z0xI7Ik=","mode":"force-https","sts_include_subdomains":true,"sts
_observed":1626947600.800182},{"expiry":1658483593.85775,"host":"DZ0jSgKWXqymKhdrkb0V9IPIsJoovWUGWsPWVArI/V48=","mode":"force-https","sts_include_subdo
mains':true,"sts_observed":1626947593.857757},{"expiry":1642727589.336034,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=","mode":"force-https","
sts_include_subdomains":false,"sts_observed":1626947589.33604},{"expiry":1637834000.058222,"host":"LAZkY S46RVRcFiZAzmUJrz6 TJHBd4nwEEVXPWfPLY
Hs=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1626947600.058228},{"expiry":1658483603.963533,"host":"M4bfUnCmQAi4PNb3B8al/2+S
VIhHKsMfMMT7{zi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1626947603.963541},{"expiry":1658483609.221069,"host":"NIMbAAC
eZ6GFqgYKbWFINNSsfFM9gCcHh+OP80Q98ts=","mode":"force-https","sts_include_subdomains":true,"sts_obser

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\9058b2bd-cf5f-403a-967c-cfcc538fb35a.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

24055

5.532961096036103

false
384:dKXItTLI/7Xv1kXgKf/pUZNCgVLH2HfDmrU+HGcHGenTssuFnl4Lw:ILIbvikXgKf/pUZNCgVLH2HfCruuGQGm
AEB3CA060CD47B3E25B4E5C3E7CBEBF9

6FB4F1E51CBDB1355C8FBBF16A7A81F5D42DC3AF
CC021D2A12142F582449377E5E4F5E283A1721534E8CAD75E09334DBD4321540

BAC192CA20BEF1261E7B19E3BC113592A5006B40967E09A6F39A5B86E27853C69467ECDCDDIF16BF672AES8EAOF35DC48E3CB085564BB93C46FC96EA4F6DDE/
06

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":[‘management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13271421139333515","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description”:"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVH5fE1NaAAL/2JkPWkVDhdLBWLaIBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtIpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9849adaf-94b7-4b00-99f6-d60f899e280e.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

1203

5.578414184722949

false
24:Yn9RAeUal6HOUhVsTG1KUerkg/HeUeXby2qUeXvE7wURRUenHQ:Y9ieUal6UUhVseKUewqPeUer2UefSwUG
B60F1A7BD2A9C773993D6FE0C399C064

DF32AFAF7A5340A32041C7DF8CD8ABO5E4D3D11C
C74ED12A9D6D928FD4B703D06F1B57FEBDD87B03F63B4423B1A0C4711E205A7C

BEA2BOC3EA10611731FD6A75D5DBE1D6CB5DF73B95F8C928E73EEF025AC1D3348BECA4740028ACAFED7DAES0697E445262ED0474E1B25EDO0C8B1A8BACIF8]
FoB
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9849adaf-94b7-4b00-99f6-d60f899e280e.tmp

Malicious:
Reputation:

Preview:

false

low

{"expect_ct":[],"sts":[{"expiry":1658483545.29506,"host":"M4bfUnCmQAIi4PNb3B8al/2+SVIhHKsMfMMT7{zi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts_
observed":1626947545.295065} {"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoealXAEYPIv4=","mode":"force-https","sts_include_subdo
mains":true,"sts_observed":1601478077.350503},{"expiry":1633014077.22511,"host":"nAuqgR4iEWti7SOdT3UHPI6rmZU/Dealm38P2020kgA=","mode":"force-https","s
ts_include_subdomains":false,"sts_observed":1601478077.225114} {"expiry":1633014092.4175,"host":"0J7rAWV0ouCFY J9XrkDiKnAO1SshXJmLJE1SS3V8kDM
=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601478092.417504} {"expiry":1633014091.91938,"host":"5EdU0B7YUY9zZV+2DkgVXgho8W
Uvp+D+6KpeUOhNQIM=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601478091.919383},{"expiry":1658483544.2635,"host":"8/RrMmQICD
2Gspl4wUCE1P8r7B2C5+yEO+g79IPyRsc=","mode":"force-https","sts_include_subdomains":false,"sts_observe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.207298935776468

false
6:MCF61q2PWXp+N23iKKAKORXXTZIFUtpbF6ZZmwPUYkwOWXp+N23iKKdKIRXX5LJ:dEIva5Kk7XT2FUtpQZ/P95f5KK7XVJ
FDCCC1FC4BDB6E9399E831CD2EEOBDEE

D682B28EDCE904CA8B849CE958E316ACCDEA3BF4
953F2AC8175027E28C78E5992AF05D5BE047B614D80D9248B8DA9205E24C395E

CD5E27C369829EDEA8830F9EOF435CF3BD1AFES499911D3899DE09B6CSFDCBEDIGEAECOBC297A02B907ABAG2E719E5A4341C54747CF5822B02E8269836CB7L
32

false

low

2021/07/22-02:52:39.000 15e4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
07/22-02:52:39.060 15e4 Recovering log #3.2021/07/22-02:52:39.061 15e4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

318

5.253302039696301

false
6:mLLg2PWXp+N23iKKdKyDZIFUtpcuZmwPVMFkwOWXp+N23iKKdKyJLJ:eLva5Kk02FUtpB/PVMF5f5KkWJ
3168C1E16FEEDF52D28E0C6C02D5C70A

8296908FBEE671405DC3FAE3423E6514EB91822E
7E05CC532A71163293F7FBF29D89482EE0B05D64DEFD82E559006D73CF679965
4EC4640BD15EDF82DF33435A509360DB603C27F19EEB86B225A5F194A8D295B81C620243FD15B512721B013C00860B5SEB3D9E929E699AAB30D5700F118397F7F
false

low

2021/07/22-02:52:38.976 15e4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/07/22-02
:52:38.978 15e4 Recovering log #3.2021/07/22-02:52:38.979 15e4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Code Cache\js\092d86524c03659b_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

595

5.902054373799083

false

12:EDtnAKm34b/ux2pHgyye3CMxucLStyChxkN:aSKm3+uyAyyeSHWCh+
E6D86CE6BEAOB1863D008E77F3A230AAE
5E53809889AE31ED5701AF688CB01D80C2A7F7E2
A19B5E31877D9DB45816BF73E52ECAB8B8CO0F75A3D261BDE78532FBOSE277EA

42413DCF38C5E9D3AFADOD304DC1ED5863B742E5823B88E3C63CI0FFID84BC2A6E15D51D709F08AFESEA4AELEF7D38D3A662ECOBF50462C52EA6E4F54A0CF
0D
false

low

O\r..m.......... E.... _keyhttps://www.googleadservices.com/pagead/conversion/867030291/?random=1626947602807&cv=9&fst=1626947602807&num=1&label=sFHS
CLa0k-UBEJOQqt50D&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=fal
se&u_nplug=1&u_nmime=2&gtm=20a7j0&sendb=1&ig=1&data=event%3Dconversion&frm=1&url=https%3A%2F%?2Fclickup.com%2F&auid=1951469803.1626
947567&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://clickup.com/..>.1&/ " .A.Eo..
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cachejs\0cf69c09debb1d32_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

414

5.362721357330515

false

12:SzQYZwY4A9XLIOUC70zQYZwY4mnLIOUt: SEnROIZOENRMIy
5AAED66CA7B4F530C7517E2AC8DB34B1
CCAB84E1ADE186404B6A545879DC096227042CDD2
E97725B75938049ECEBD7070448F2DEB7C061D0499A50A2A8261FE6461A8A74D

3C6B9F6B1A16DBE3E44DFAGB48AAEABAGD35BDE100B1EGGEDE7EE34EAE3009AA848BBD720583E1ASD8F67EF1A2DOEGF18D2C5408FBD45BB24B3310D5D2B3
5DBA

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0d60e00d6ac12ad5_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

352

5.84004825524572

false

6:mKwnYmXHUj8TKU6t3zOWDEXTQ1SNL8mMprp7SWRAXJIwY 6ugntdNLb4HK6t:en5P6ZdXSNL8mn4XJwbndNLbm
E330480A6672DC67789D97B205F6673A

31FE487CC45F2468D24E16DF264C52DBAFC187EB
C46F105C7C144COE4CA6163F424F4E4837969D6D108574604D96EC2F9012A024

73E9CBA02FE79240865D7F52382BF878085EA760D3908BCB2E8350DFB3A99D4F7ACBESBD1F4E172C96B3B2D4DC17296F53BB40C1E6F829B196DD2C306BE1C3
8

false

low

O\r.Meee, _keyhttps://dx.steelhousemedia.com/spx?dxver=4.0.0&shaid=31571&tdr=&plh=https%3A%2F%2Fclickup.com%2F%3Futm_source%3Dclickup%26u
tm_medium%3Ddoc%26utm_campaign%3D12600861&cb=1456956481810523term=value .https://clickup.com/:...I&/... S T LG X WAL Eo.....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\1069df37f59e7f2a_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

692

5.773794504938955

false
12:1E31zIAhISoux2pHgyye3CMxuDPdXSNL8mMaMGxalDEChsh7WoQv4Q:1EIz9hlbuyAyyeSHD44zalDEChQO
B898E9IBSEA6FDCF25C224FA42DFFB6A4

63B38333D3C142A30DBA40A86C5304748C4AC58C
59F1058AAED6CBID7D06CAA7F76B7FE70190FDA97093C60DBF3EAFBESCDF75D6

2D55F171FC6CBOF35CB44EBOSC7EDF5AB3C672149F5A57A18D39BD4B76734E118B3D930C315BFFADC67D463422B93E9264D7DDF1DD42AB3BBA77DDE2B1FFF
20

false

low

O\r..m......0....r.R...._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/617640813/?random=162694756 7938&cv=9&fst=1626947567938&nu
m=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=false&u_nplug=1&
u_nmime=2&gtm=20a7j0&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fclickup.com%2F%3Futm_source%3Dclickup%26utm_med
ium%3Ddoc%26utm_campaign%3D12600861&tiba=ClickUp%E2%84%A2%20%7C%200ne%20app%20to%20replace%20them%20all&hn=www.googleadservices.co
mé&async=1&rfmt=3&fmt=4 .https://clickup.com/d%..1&..................... +. 27 )M ML LA+ 7ALE .. M. ALEO0...ccoiiin.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1408a718ac481827 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

5798

5.541124016034105

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1408a718ac481827_0

SSDEEP: 96:THh300fMo1b6TPI1awmimxBBflkn1J39CeO7K8pLU/OMTE:BDIALrmImxBBNKFC57XLMFI

MDS5: 41B2B780591B3C9F051DA9CA54802B10

SHA1L: 07C74A49B2EOB8AB78018154E81EEBCCID7B6D76

SHA-256: C552F9EDC5AAFC87F458A1457D2FD850F3D5F2DB0D80191B68230F21956AA3D2

SHA-512: 86021781D6F26028F5EC59677C203041057AD238AA3BB396003EDFEFCD042F90A8594260C2B4FEF0672C8057039329632D3372672FC3E307A57EBFB4EDCFOF50
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\14889cfle33a62c3_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 234

Entropy (8bit):  5.6926118633783265

Encrypted: false

SSDEEP: 6:mU/VYKF4YVAP7FTKkGsMngUycuWNzhQKG6t:/sYYzFAGsM2cugY

MD5: 9D2C4071698EDBEBE4AGFC16C55C1C5C

SHA1L: 46FEFCFEEE2809E0CC5816A9F926E3ECC1D250E2

SHA-256: C5FDAE1C33E48A47A1E1B59F565B097ADC5CA9C4F46BIBD48IFSE3697A1828D2

SHA-512: B13D91B9266EE2CDID8IDB167D5483B8656F91D5FB454A4B344275D6F326F0E310F3BC8FAE8609F084FES8FEDCBE33153FD5A0EE3A365F88693EF3A02847CC4
D

Malicious: false

Reputation: low

Preview:
O\r.m.....fis _keyhttps://doc-cdn.clickup.com/intl-displaynames-es2015.4b62ff9df40330a137a6.js .https://clickup.com/...1&............. I s...{..)3..<.9.\z.G).
"O.A.Eo0..... 4. ALEO..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\157c30be0Obd7c29b_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 470

Entropy (8bit):  5.655428490025617

Encrypted: false

SSDEEP: 12:QdTC315vrukpGLCTWATC315vrhC7pGLx1:0Kxr/8+TqKxri8T

MD5: 0A83ADB6D04A017D7C0987702A533AAD

SHA1L: C1601CCB37AF910FEEADA5B26B61CF7699B5BA3C

SHA-256: 60F754C589D6ED6CBIDF073A6539B0F4F5348E70EB5D6C1EOF70FOB149ABC4B9
SHA-512: F42BBDFFDD522BD24A762BC1EOB21CFF0200D7DEOEA3202990DAA45267CF5993F3842608B3E44D06001EAA592C74167CC7COF9644A8E03FA8187D05A249BF1F
Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\18b50005768776d1 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 235

Entropy (8bit):  5.623009764995856

Encrypted: false

SSDEEP: 6:mMMB9YKFAPVI/+I7BWV5gjuM2X+0mGuSyFzLrzfEK6t:zNI/+TWVXX+TAFzK

MD5: B135B54E2D9A7AF3A37FD05D6441C705

SHAL: B2F70BCA984AF5CF819EA8B499B41EAF5D620299

SHA-256: 2FA836F10F813D83BA5BF7E873AB6C223515C31EDAE433DA760679B2C267ABA8S
SHA-512: 5685023603A73AD1E121D2981A6446133427C562B2AA4BC508E0A88956CC065B307304AF2BC97F225185665E95842F3AA1F5F38569D3AD142F67903B8903B7A9
Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\18b50005768776d1 0

Preview:

O\r..M..c...Qeenee _keyhttps://doc-cdn.clickup.com/attachments-viewer-es2015.c4028c36d8ch64626cd8.js .https://clickup.com/...I&/.................... Y9.8.9.+F...C..0.G...d%....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\195df249e37e8246_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

224

5.5663116732186

false

6:myRYKf4bOIPLGqFU3s4kPWtgnBs3mIDK6t:XIbnP49KV
BB414E9E949BBFC6D2C27C7A287AC950
AFFE4527AD1E617AE1970D9B97A5E34837929A89
ACF713COBOFC8A6DB1EGEE6803ADD7FB8524DC86F9179147AE57FB61CBA92038
0B208389EC0OA868A771D3A7E60119ADFDF939C489CBAE7BCFID3C37C399F3973BFDA6F2DA500C634582C97EAS55E41CBAF7725350159D8B8722E3276B0E13B]

false

low

O\r..m......\....V.f...._keyhttps://doc-cdn.clickup.com/runtime-es2015.886bc0e678ccf257da8f.js .https://clickup.com/....1&............. [T 0.......Liw].~.-.s..(.L/.A.Eo..........
......... ALEO....coci

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\1a2096b9bef1f056_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

780

5.803387856215599

false

24:UwEIz9bYHLuyAyyeSHIlyZd4zalDEChYsg7:UwEIXOurfVj+sg7
E60986143031BB16F4DA1D322B08DF95
57CA00BAD81C9A103E58ACC297CIBECA080B430B
5391C9C6933922C6133DBCF7A855090AAA4B369DD075F7533000D0175B373146
F8754E6519875EC6CECAA2D3BIAE01C5795415C46FEE317E0886FADA002F77CC6FCF2B50632414D138315E6C750879C9AC92095964615F7B055774D5A259FDD!

false

o\r.m.......... 6]......_keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/617640813/?random=1626947570973&cv=9&fst=1626947570973&nu
m=1&value=0&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=false&u_
nplug=1&u_nmime=2&gtm=20a7j0&sendb=1&ig=1&data=event%3DInvalid_Users%3Bevent_category%3DCHEQ%3Bevent_label%3DInvalid_Users%3Bnoninteraction%
3Dtrue&frm=0&url=https%3A%2F%2Fclickup.com%2F%3Futm_source%3Dclickup%26utm_medium%3Ddoc%26utm_campaign%3D12600861&tiba=ClickUp%E2%
84%A2%20%7 C%200ne%20app%20to%20replace%20them%20all&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://clickup.com/J.p.I&.....................
9)& . 9.Y...1J.V9.... A Eo.....Zl........ AEO.iirins

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\1laaafb503b581d84 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

624

5.8367296606161485

false
12:iE31zIAnHUmMoux2pHgyye3CMxuDwdXSNL8mD2ChxFN3V3:iElz9n0/uyAyyeSHDpJ2Chx/t
5427DA17A3CE7B6C9D38448749AD83D1
005463DE6GE8374DBCF716B16A4ECEF4890FD03C0O
E479F930B46C53DCCCB15E5BDFABEFD26D3C976C5192AD76D4C8CD1B491874C4

58C0C3AB49D4714D7B133166A5B20F7AFAB831A52D6071B8DB8C5D9293A9E4BF1B32073145BDBEOE2F0889F7BE2574C425873F3EA8ADDI1744DACE4FSB6SES!
0

false

low

O\r.m........... ]"K...._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/617640813/?random=1626947574245&cv=9&fst=1626947574245&nu
m=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=false&u_nplug=1&
u_nmime=2&gtm=20a7j0&sendb=1&ig=1&data=event%3Dgtag.config&frm=1&url=https%3A%2F%2Fclickup.com%2F%3Futm_source%3Dclickup%26utm_med
ium%3Ddoc%26utm_campaign%3D12600861&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://clickup.com/DM..I&/..............ccervenrn. Pm~.]." Mid..........
[#+.A.Eo.....C. Fevee ALEO..oiiiie

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\1dca4e1f9dd820a9 0

Process:

File Type:

C:\Program Files\Google\Chrome\Application\chrome.exe

data
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\1dca4e1f9dd820a9 0

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

dropped

226

5.703046179625093

false

6:mQvg9YKf4900mFIVFHgHI/VVy6vLEGIghlbK6t:PqU90oVqVNVVpvoahlN
9ED6BBICFBEDEC36032B9915E8332374
7C7AABB41B795CBA4EO0CE6C93B2B48552176A7FA
6EA67DBDFD004C43A057B144313FA27E87D048CB17AF14C79735581FFC49E435

E171CC3E12D2BDE3F410FFF27E01C3518CE08A1AC64344CC0342E7FE0465FCE5SBC65338507F878A7A1D31254A17CCC2D665A3C062D752F1D26FA6B6CB1F4EC
0

false

low

O\r..m......A..L.n....._keyhttps://doc-cdn.clickup.com/polyfills-es2015.7015662f3125b17981a8.js .https://clickup.com/:..1&/............. RN V. p.NW.V X HKS WAL
Eo....%............ A.LEO...cis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cachel\js\1dfebe463549e1f9 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

426

5.538746585225292

false

6:molYmymJIMBKTXK3FQzHg0d99M1k41lenK6tWolY mymIMBKTXK3FUsyg518d99M1kq:gK TXKFQjVOEWKTXKF1TIBVOT/T
ADOBACF6CAFE3B88B770A88B7F2DD30A

8F195ACCOFF2917768BFC1EB376144EA2DC807C6
24C193274442D0CB3D3341CB9C6C80C78DDBA99EFFBD70A6A004CE8BDGEO8908E
09EF372639F16EEBCD2ADB585B7712C5F8CEAB3ES53884481DC6416C5343C24299758EA5B39C0171D37C188AD03086B7D79AF3E051D861FEAEFO5AC09981162

false

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2396c899aa8f61f3_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

3670

5.801531263384456

false
48:wD64AgwCMstAuuKDQP2Dybhy3E4n4pGJIB/E6djQMy4wZa31bk0zhOtsIOCQhgleN:wm47whg2VyrdAThUC40ctsrvc/
30995F9D2A9832D01A7CICA232E8C294

2E988390E4172FCD3B890594F6ED75C370218917
283BC80EB256DA6BDC7B3AA22A85ECC244826D6A65D7E201281663BCC6513498
FE4EC699FBFFFCOE5BC5194050C84688DEF9F321FA059212DF970DCADE7039CE3D7B3AD42A0441DD126EF5C678B59324CF6939D3ABIEO0D40CC7F6156A241€

O\r..m......... L)......_keyhttps://obs.cheqzone.com/ct?id=3839&url=https%3A%2F%2Fclickup.com%2F&sf=0&tpi=&ch=cheq4ppc&tsf=0&tsfmi=&tsfu=&ch=162694760
1866&hl=1&0p=0&ag=3098761112&rand=04606677704075007828676900019709585022867802191108657820998026095579&fs=1280x869&fst=1280x869&np
=win32&nv=google%20inc.&ref=&ss=1280x1024&nc=0&at=&di=W1siZWYiLDQONTddLFsiY2liLCIwLDAsMCwwLDMsMCwwLDEsMCw1LDAsMCwwLDUsMC
WXLDAsSMCwwLDAsMSwwLDAsMCwwLDAsMCwwLDAsMSwwLDAsMCwxLDAsMCwwLDAsMCwwLDEsMCwwLDAsMSwwLDAsMCwxLDAsMSwwLDQsMSwwLDAs
MCwwLDAsMCwwLDEsMCwwLDAsSMSwWwWLDAIXSxbLTEsIi0iXSxbLTISJE3LHYwWSWsyS3ZWZkFobUkzV0dLaXNVUVRvVOGFhROd2VVR4T04raGtUalluR2IpMIidv
SWxLMUtqUkdNVVNCUXNNUIFTQNBTeHNuWmx6emx2LzZ6a3paM2RZUWYzOGwydXZtWjBONOo0iXSxbLTMslltcimludGVybmFsLW5hY2wtcGx1Z2luXCJdIl0s
WyOQOLCItl10sWy01LCltll0sWy02LCJ7XCJI3XCI6W1wiZGFOYUxheWVyXClsXCJIsb2FkQINTXCIsXCJoamlkXClsXCJoalwiL FwiX2hqU2V0dGluZ3NclixclmdOYWdcli
xclmdvb2dsZV90YWdfbWFuYWdlclwiLFwiZ29vZ2xIX29wdGltaXplXClsXCItdXRpbnIXcEpzb25wXClsXCJzZXRJIbW1IZGIhdGVclixcImNsZWFySW1tZW

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\261b48a28679694c 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

657

5.827486452739967

false
12:RE3YmOBuUx2pHgyye3CMxyHdXSNL8maMGxalDEChhX20f:REImOBuyAyyeS5w4zalDEChhX20
1C5AC30A75652086A165BB5B1890A7D3
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\261b48a28679694c 0

SHA1L: E05725103B6B4879676085C1A4C94CF9033F7ADB
SHA-256: C1EA7F653E667D649A66223BF7AE782758B4CB07CE6052D8566B578B5BBFIEIC
SHA-512: FBEF06A5736261807FEB313CC991B65ECCIFEOFFAA3D1C84AAE9SE7F21249FFDB5B33A4EFDALAS0F2B86E3752592B4B216A644D00696625730431467E0B36802
Malicious: false
Reputation: low
Preview:
O\r..m.......... R....... _keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/867030291/?random=1626947567936&cv=9&fst=162694 756 7936&nu

m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=false&u_nplug=1&u_nmime=2&
gtm=2wg7j0&sendb=1&ig=1&frm=08&url=https%3A%2F%2Fclickup.com%2F%3Futm_source%3Dclickup%26utm_medium%3Ddoc%26utm_campaign%3D12600861
&tiba=ClickUp%E2%84%A2%20%7C%200ne%20app%20t0%20replace%20them%20all&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://clickup.com/X
&L k-.i5.(F.HZA. K.G........A..Eo........ (@ ALEO.ciiii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\293e5233d64a0a25_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 408

Entropy (8bit):  5.441102403480548

Encrypted: false

SSDEEP: 6:mulXYAWQf257UoKvtgVh8xbVbIbK6tWulXYAWQf257UsgBA8xboMnK6t:tHe54cMINLHe54RVp

MD5: 7F26F34FCI9C5CA29A1E60D32D2BA3A24

SHA1L: 0892DD0167AB94CA3D7A865565F25BFDEBC7EB70

SHA-256: EE73B03E411CBB83DD39ABID19DC994DEAB0C1B1061BDECDA14A485E7C1D8103

SHA-512: CBOABACA32B4F7FDE44487C780686E1FCD42COCEE1DFDAA505A4BA58D8B694A65AFA1869F122E2DF9076528B478DC3269770258C9C1D46D62DF42F5ECA470!
Cc9

Malicious: false

Reputation: low

Preview:
O\r.m......H...e......._keyhttps://connect.facebook.net/en_US/fbevents.js .https://clickup.com/M..1&/
.0\r.m......H...e......._keyhttps://connect.facebook.net/en_US/fbevents.js .https://clickup.com/L...I&/...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2d8e6e750fdb8441 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 215

Entropy (8bit):  5.499320681764836

Encrypted: false

SSDEEP: 3:m+Ixyl/08RzY GKAXGK70KIIOKGh2bcsPsDPILpJjill//IHCpt/U2EmnaA+5mdzP:ms2/VY OXdTKKW+cuUBWtgDS/B4dnK6t

MD5: 815847FF526F04F1E450A2589620B772

SHA1L: 5914594907EB204AC131D3203E4164E446C10129

SHA-256: 6C7ACDABED682FFA8185507B83415AA73EC386E3FE460D9232C1F130A855947B

SHA-512: 2215B7B06992C841B6012586A5353B45239B66E1E79FE9EBEA26C1DE19ESBCFF858EE9E1CBC2100515EC13DF05683017421C8AF6523B186FEB5AD3A03504D67+4

Malicious: false

Reputation: low

Preview:
O\r.m.....S....... _keyhttps://js.intercomcdn.com/vendors~app-modern.8ef9459b.js .https://clickup.com/..4.1&.............. [ _.C.> ALY HLLY L+ LIFALEO........ Ao
ALEO..cii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\302386b6e7db3ed0 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 424

Entropy (8bit):  5.680052752050936

Encrypted: false

SSDEEP: 6:mdl/VYGLSMXZCLRQIDWvtgaw6Tx4l57bb/doZK6tWdl/VYGLSMXZCLRQID8XgA61:E/11eWvXel5HBOI/11e8Ael5SHWp
MD5: 5806562614C221C2650CC52FB1B46664

SHAL: 9E52DE65B634C1FEC6A1F59A3BBEC49DB18D88C5

SHA-256: 076A41F59693FB66A6BFFBBCA2541504BFCD8D5CCOES8DA4307CDB27574BCFED

SHA-512: 50CC55AD08598F30B954B0F280DB0D23E5A24A38B1360DF49F0DB93C3435C99DAE8914559A3E9D1ABEAAG3D015586B78BD823633C01E084678D8EOBF87737841
Malicious: false

Reputation: low

Preview:
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\305e5b9f98f34560 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 440

Entropy (8bit):  5.581427184372988

Encrypted: false
SSDEEP: 6:m2rtXYfDMtvp2QgnVigcl98Y7nIM7P4RgDK6tW2rtXYfDMtvp2QgnVarpiugh8YB:6Qtvfm+LI7nD74MwQtvfmQoJ7nD7n
MDS5: 69F648923C02022EACB1D3FB15C22556
SHA1L: 9AATEB7453CAEB1F6BFC79A979813D1EF16DB337
SHA-256: 4027FE13D23F50E55AC6714C4F797142D3BE5S9A6C1730CDEA1390E16DB930EE7
SHA-512: 89F9A14C3D017CIF7CED96BIE3AA72BD04B258837D2443F1C5035E00DC8B633EF3E3D86D7C6402D34E83133D6FA1909D504FCD36B53F92A96068F2A3A0CAS0E
Malicious: false
Reputation: low
Preview:
O\r..m......X...Ik.4...._keyhttps://js.hs-analytics.net/analytics/1626915000000/6613321.js .https://clickup.com/....1&/... (Y% AL(NALEO..L.

L0\r.m.....X...Ik.4...._keyhttps://js.hs-analytics.net/analytics/1626915000000/6613321.js https /lclickup. com/ (%A

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\31dcfb74895d0a6d_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 595
Entropy (8bit): 5.838754065017037
Encrypted: false
SSDEEP: 12:E1tnAvzIAs6gWux2pHgyye3CMxucLStyChmLN:Y Svz9sEuyAyyeSHWChG
MD5: 84FB468F19150B639279489E68EBF213
SHA1L: 263036EC793662579197FB560F68D0A744B41594
SHA-256: BDB6F170C4A71C7BC02E51D981DBB0A33A24AB4E1327C74851A47TEATC5B2E1DA
SHA-512: 9FC75564EDA3E39733C505C050708981B47F965140454B1A1977356EF70A72109A732EDD2CFEC21E6A78E4D552FA2F9C515824BDF141AEEC6228A7454D839A18
Malicious: false
Reputation: low
Preview:
o\r.m............ OC...._keyhttps://www.googleadservices.com/pagead/conversion/617640813/?random=1626947602792&cv=9&fst=1626947602792&num=1&label=2fF3

CPOynuUBEO3mwaY C&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=fal
se&u_nplug=1&u_nmime=2&gtm=20a7j0&sendb=1&ig=1&data=event%3Dconversion&rm=1&url=https%3A%2F%2Fclickup.com%2F&auid=1951469803.1626
947567&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://clickup.com/..=.1&/.. .€....Z2pp...GP..[...3>.Z.H....M.h.A..Eo........ Gf....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\373e2e2976297dec_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 624

Entropy (8bit): 5.809986588094224

Encrypted: false

SSDEEP: 12:R+E31zIAggoux2pHgyye3CMxuDPogMGxalDEChM8mO8co:kEIz9gZuyAyyeSHDQqzalDEChM84

MD5: 76CB8183BA75ECOC78A45B17A69F897D

SHA1: 272CF8A1A9A1DA63A16784EB096648F1586E5FF1

SHA-256: EDF1796F0D5D49E3D622A07A8A033EDDEA29F40A27AE88E160A57C946CC29DEB

SHA-512: A5E19F58303475D3DB6E93653104DEB8948BA8B02B4D79172C8B138D0FF0459ADAEGC16ED466ED3296ADD370E00BD3DEY630BB46C489D780C1F442DDCIF576
B

Malicious: false

Reputation: low

Preview:
O\r.m.... ._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/617640813/?random=1626947601252&cv=9&fst=1626947601252&nu

mzl&bgzﬁfﬁf&guld ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=false&u_nplug=1&
u_nmime=2&gtm=20a7j0&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fclickup.com%2F&tiba=ClickUp%E2%84%A2%20%7C%200n
€%20app%20t0%20replace%20them%20all&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://clickup.com/.&.1&............. r_...<.8MGPw........ G./$......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3bd725209635ff13 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 720

Entropy (8bit): 5.797589261976477

Encrypted: false

SSDEEP: 12:VgE31zIArwmoux2pHgyye3CMxuHoynHnOYoqMGxalDEChbt1zYX1:VgEIz9rluyAyyeSHHoynHoqzalDECh7S
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3bd725209635ff13 0

MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

917D6431FECOECFAG5F5D2C291E296AA

248BODC9E64851CFC911F0D8771EEC6A891F1B10

ED7B3C5493CB93EOF2E4F7871FA74BFD3FO0EC31F2E2613A164CFEG6FFBF74FD4
5D7EF7E164808A6401105AEBFFAODS7E1625620816022C3106B1F2D3F698F743F0875EB2764C2D6F7686E7129A7CESAB4FB845B28FA19B4C5FD6D6197F6AA3AS

false

O\r..m......L.....+....._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/617640813/?random=1626947601257&cv=9&fst=1626947601257&nu
m=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=false&u_nplug=1&
u_nmime=2&gtm=20a7j0&sendb=1&ig=1&data=event%3DClearbitSegmentMatch%3Bevent_category%3DSegmentMatches%3Bevent_label%3D2840f98e-0865-4a90-
ale3-ad66bcaddlec&frm=0&url=https%3A%2F%2Fclickup.com%2F&tiba=ClickUp%E2%84%A2%20%7 C%200ne%20app%20t0%20replace%20them%20all&hn=www.g
oogleadservices.com&async=1&rfmt=3&fmt=4 .https://clickup.com/J.&.1&/............. W z.e....Avn..0.88...4.{y....).A.E0......0.>.......AL.EO..oocrrin

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4079c17c4ab0c17a_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

341

5.860549397465913

false

6:metY OXdTAgXAXL7PsrsYpFgz/ExOfBQ/0K6tcmh2ghubdTnglYEQC04d0fBQ/T/:xXBuLUsY6y4QOKmEqIbdGmEb4Q7/
DBB0D1C328D9C344A1D7BA443AA1350F

21619E82577289176920CEA395120F0372306161
D8C6048D3F2E611C630F5DAB7F770A5100C746B86C48092FA921D68601E3D659
FOD5B89F9B37E3182019654E948EAD56BED99515D1F1D2FBFOD0OB8FFAO9EE76B2E7C625098131CA27E02A7DIEB92796AD7452FDACFBFDAEGS5FD62450671CF8:

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\427bba514c5223f8_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

698

5.774143832072966

false
12:NUt2E31zIAQ9moux2pHgyye3CMxuonJdXSNL8maMGxalDEChV24gXO1:NUgEIz9Q9/uyAyyeSHz4zalDEChVi6
494DDE2D1477C9B83F2F8BIFCAOECDID

153E74B8AAFDD97CE9A18A5E828D200814F770E6
FF5A3DB172C3C9625DC1FE74497CD4D369654AE15C538F7A0C12DA1CB898FECE

A90A7DB596367963906BDA48ED382B43A149CDAS5CF96B5616927D152E5720221145EBODEEA440FDD275E2EF1BD449696293347D12B9F47FA8A9B4DF67DAOBE
A

false

low

O\r..m......6....Y]....._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/617640813/?random=1626947574815&cv=9&fst=162694 7574815&nu
m=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=false&u_nplug=1&
u_nmime=2&gtm=20a7j0&sendb=1&ig=1&data=event%3Doptimize.callback&frm=0&url=https%3A%2F%2Fclickup.com%2F%3Futm_source%3Dclickup%26u
tm_medium%3Ddoc%26utm_campaign%3D12600861&tiba=ClickUp%E2%84%A2%20%7C%200ne%20app%20to%20replace%20them%20all&hn=www.googleadservi
ces.com&async=1&rfmt=3&fmt=4 .https://clickup.com/y..1&............. Jooreenn A.X.. "B r#H6.LLALEO...... &t}........ ALEO...coi

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4303153a6¢225d91 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

388

5.451346791167001

false
6:mEYNGcVUXW3nVHOgflINnDUOQIMK6tIWEYNGcVUXW3nVDLHgJFDUOQI1K6t: GDFAEVWDFDgFEm
5CEDE45ECEB986B11E05C2F181B7BBD8

706D1F61EE2F7CC36C714150E5CA273FCED4ADBDE
26C44FEE6237A62F1CFF7BB0OF862405E93D45AEC8EE1C1E6355631DDA7DA6F20
CA341C4AF3A7D3160EEB393FAFAB5A972116184ED7E583D267C1F44C6993889055C189EAFFD97D09B0D440D439A8A3367C24ECDF490B2273043A01E1C58E74C
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cachejs\4303153a6¢225d91 0

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\445bbf35774a7481 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

657

5.8084146686434

false
12:0E31zIAVGux2pHgyye3CMxyHdXSNL8maMGxalDECh+WAd:OEIz9VGuyAyyeS5w4zalDEChDo
F3E8280DDB167C04EBB3FE2BC2C11B88

A3205145151A41EB5429A17FE4111FBEGEO9F510
D8E5B761E25098CC0749C71FES3E71C09630FCE64675F57F261BA84968EC8F25
16987B5CD3F3C468A2BC7EC4ADD141255BFF3FE02FE8F424CE2CE495817C8018928135946968EC653871E01ESEDID36038ADA166C2092540B29CEAFA0942B31

false

OVeMecee _keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/617640813/?random=1626947567931&cv=9&fst=1626947567931&nu
m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=false&u_nplug=1&u_nmime=2&
gtm=2wg7j0&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fclickup.com%2F%3Futm_source%3Dclickup%26utm_medium%3Ddoc%26utm_campaign%3D12600861
&tiba=ClickUp%E2%84%A2%20%7C%200ne%20app%20t0%20replace%20them%20all&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://clickup.com/.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4589da573ea5c1c6_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

398

5.472653908419169

false
6:m3ycnYGLQmMpd9VKsDugGSgD/TpRK6tW3ycnYGLQmpd9VPpi+HgwhgD/TzK6t:APTp7VzbsNrCPTp7VY+vhsR
1FE0B1920328320363BC6B343C315B5B

011DB43A96FEB403108ACC5DCBF99C752F2AC585
B01D149509B2667AD36A636564977F45EC629A5AF043BCEC71899A8A44926C76

5CBEFE9E66D0C0923EB29B1831025F488C8D765DA3286640E7957CAFB5DDD1632794F201F298DC850D66CD246A601BC26C9180D8924C2AE3BABF047F1CEESE
0

false

low

O\r.m......C...c.E....._keyhttps://www.redditstatic.com/ads/pixel.js .https://clickup.com/>...1&l............. [ XK *4[.T;h.S..C..A..Eo....... D@.......... ALEO..ccoiii O\r.
.m......C...c.E....._keyhttps://www.redditstatic.com/ads/pixel.js .https://clickup.com/....1&............... XK F+LTShLSLCLALED. L P ALEO e

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4d623bcd069ac743 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

376

5.440608225529668

false
6:mrVY9i9UyNiltgXYb203fVIgXAKK6tWrVY9i9UAIHgs1203fVIgXAWhZK6t:kMiiDvBvy TSMiiAuBviytT
DB73D0F29BC3A0069AD3A9AD7FA83189

AEAC921B3869B29B00509B754A1AF0F941F6729D
9C8F12A4D45A96CB887480F2DE18D313DC56F5290550FB1DD18753C42D441B42

5D136125A16ADE725488886431CA0B4DEY9D2562D8C6CEOFDC728A8C7EC812EC054483F042911425DEC4CE36F87825CB36D38C4FCB48B753F2C6ECEFB8F1FC
E

false

low

O\r..m......8.....)...._keyhttps://a.quora.com/gevents.js .https://clickup.com/x..1&..................... F..V=.p..#..N.....0og..b..A.Eo....... |- ALEO...ccoiiin. O\r.m......8..
...)...._keyhttps://a.quora.com/gevents.js .https:/clickup.com/....1&.............. X.....F.V=.p..#.N.....0g...b..r A.Eo

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4e268f2ebf5198c2_0

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

430
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4e268f2ebf5198c2_0

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

5.57119401717866

false

6:msPMY GLfisVgWPWRb6DgFgp/Fb5WJallt0O4ECDK6tWsPMY GLfisVgWPWRb6DAXFq:BeDSgU90VLeDSAdoL
2CEB3E310A2D20BABD876540EC6E16A7

4C8FDB576925EA425176AA8DD46965BFD1A27D28
349E350A620C68809127CDA2F4489456C3D1BA47CBF2B68088796F025D286622

EABA79AESES8AD87FDADB7A355FE04F7B115372F09ABE93EEF1DOD7FADBA4DEG015D425A440BCB8B712EEC4D1844EA9691A9F03698C29D7227A94967691885
Cc2

false

low

O\r..m......S....Vc"...._keyhttps://www.googleoptimize.com/optimize.js?id=GTM-PBLF7VJ .https://clickup.com/:..I1&!... f.>z2..2T.s......d9 ...A..E0. .
A..Eo. O\r..m......S....Vc"...._keyhttps://www.googleoptimize.com/optimize.js?id=GTM-PBLF7VJ .https://clickup.com/....I&............. nS.........>.z...2Tj.s.....d9 ...
A..Eo....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4ea3db30097f22d2_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

221

5.565314493740346

false

3:m+IzfDA8BRzYKIGIHUVLkj+tH26 XE2U9LPWPIL6Y/IHCEIzZvZH1XxXTZTaoyg4mKkD:mafNYKf4Lj+1xGpPULgEVbVNnhnK6t
73428B3105402E9B0DB24D659F74F1D1

6F1533B74A3EC5E359A25F9C7B95C1B4BB21CE96
B1F3EC6E662586157AAB762E87C3AD5E61D52B3516247EEC76DF1ECAOCESC937

8833B6DD55C8ES539F558B003EA2FEDGB5AEIFEAAAA93BBD7BFEA2D1295EBD0OD5705267DB2A1DF400808613194341CCF7B557349C3AF3AC273CDDADA4811EY:
ED

false

low

O\r.m......Y...].%M...._keyhttps://doc-cdn.clickup.com/7856-es2015.122e92b45bfc22109102.js .https://clickup.com/"..1&/...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\52022017b76089e8_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

12607

5.437099851520041

false

192:Dag+phgmeFMIe5G4BB5UaSZFI4bLFhVIIOD+16y:DkfgjFMkvBztSU8hkFun
C3E40E727D36BEE72CEF44512238DC23
888F391859CAA026F2591F8B1D60DD8BF34E292E
DOAGBFE608A62C55AD5F3580E3DDE28752C105464C52E76E3447E2B55B03F3D5
BB297B2C6E572802487601ED1CBECCADC3620772E8523E2EE690CEF397057E566928E7DC860F40A7AD6EABCO6A6E9863A2564B88C65F25AADFD3013793258D:¢

Oo\r.m.....0.......... _keyhttps://client.mutinycdn.com/mutiny-client/8.2.1.0.js .https://clickup.com/._#.1&.............. 2 C.s&)..S..ReP.6.J.(......AY.A.EO......cc.o... A.E
o YO P (S......(l....Q@.... window....Q.".h-.....mutinyWpJsonp.....Qbj..U....push.....” C.Ma......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5349ba7143b2fdb1l 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

221

5.597572976932554

false

6:mal9YKiANhGVqgRNRKDGKcugct/fZ0h6AplK6t:+NhGVxIDG3a/o
60AEFO0C4915EA6B2C188D7B04E173364
5CFB0425869313DCAD1C8C92B5DA219B0AB79658
OF3FE54641DD1EE64F37E50DES55CA435352CB572C401FF9E00751F8295739B60
07B9DAAF81F57CB8120E04850B5775ADD96021ACF702A3A12BB56029DAC338334DFB894C7A703AA80AB90C429C43A2A0593EA28F21591DC4702E5DFF8708F5A
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5349ba7143b2fdb1 0

Malicious:
Reputation:

Preview:

false

low

...S.>Kvi...P./.vH;..+5..>.6]....A..Eo...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\546e83495969be22_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

630

5.745304689568595

false
12:7/twE31zIA150ux2pHgyye3CMxuonJogMGxalDEChgKoDuP:T+EIz91SuyAyyeSHDgzalDEChgnm
0A23A8BCC02A0D9494291F5D9C5EB33C

E89F4FF22CDCE1E06A5F45CB6B41604326E618BA
4A7436F5D42CDC676EE9B20ACDFD481A0CEAEIF3FC17057105740021040FE742

53415A4A4DB372CEDS0OE3015346CE595D686D1ED1637E71D6058C409DE5B05162C6B38AC043F4CCO8CD6E07BA6DDF355BD96E7BEF0SCDF710B08FD96BFB08
79

false

low

Oo\r.m.......... V......_keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/617640813/?random=1626947602702&cv=9&fst=1626947602702&num
=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=false&u_nplug=1&u
_nmime=2&gtm=20a7j0&sendb=1&ig=1&data=event%3Doptimize.callback&frm=0&url=https%3A%2F%2Fclickup.com%2F&tiba=ClickUp%E2%84%A2%20%7C
%200ne%20app%20to%20replace%20them%20all&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://clickup.com/ p<.1&..............e....... )2..j..p..
ww.p.N*G7-.Clif.@a..A..Eo....... L VO A.LEO0..ccoiieies

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\594b85ba9e2c9367 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

347

5.909625587698374

false
6:msmyEYMHAJINEPXV3iugEIGKYWQZ4gOndDK6tMtnedxyhShFqVPQZ4gOnBt:B98OMXV3iyYwQZ4gOd1Q6xFYVPQZ4gOf
F71727D4E39EBE342D67A4E360F65E8E

1DEOALOED1E9487729A4631312957E25FCFD771C
10DBA04B6D0OD51E08768B544517FD8A159EB2FC64F42B074CFESB4EC95C3DEOB
0A8B7E33529B197E8E62BBAA9ALIDE98EFIDAB090C2CF8B4921A72566DFE6AG6976B553A79A3B5FD49235D6B54798D22BF168285F61894EAD10214F4231BECC82]
false

low

O\r..m......S....XQ....._keyhttps://script.hotjar.com/modules.a6e08df3d112e629a598.js .https://clickup.com/....I1&/...
1&/. ...AD19B62093789652E5485A8E056E14777DACDFBDB37DF56B57B3A5480A265AD8. ...

Q..

.h>.u

C:\Users\user\AppDatal\Local\Google\Chrome\User Data\Default\Code Cache\js\5ch6e3852eaeee3e 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

32422

5.082073737113371

false

384:Dt974NfFCHPNURS8WWnSyxI5liwUvpHjcCKkOF/gR/FhZ/0ehOJPDH5bIJIW7xAsVw: DISIERCFFER+VH+pkLRj/HRNCcy
6CD67BA441E69712AA79B7675954C2F7

2EF41151D4624C3258303E2E5C160CBCD2A75213
5CD8235E6A205F9E3ABE0452644E13F5BCADF0622EF41CF57A175D0D68FC3177

B65DOBDCB4EC32E555A77074984BFF18D62DB42E087FD3F9CBFB750B470A923A8C5C87542E3260805D9DF8B876599D7CAG0AAFE72FEF2A8CBEDE2E6G55D079¢
74

false

low

..window....Q.Pr%.T....webpackJsonp..Qbj..U....push
.Ec. LE...Ea....E...EL
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\603911c3c110b630_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 1435

Entropy (8bit):  5.3294959905833945

Encrypted: false

SSDEEP: 24:Ja0dIYNbzalDHPZFGOen44aVzalFUFfYK3LKjYXPKYX7XZv+YX2kYXnvYXBzfpRs:U62Z8744awUfYkbakPkk7XZvJk2kkvki

MDS5: 35FEF690A14DC0A36204D36A2B22403E

SHA1L: F8C429D16D2A1BC35443EF72C99FABBEF18CF7D5

SHA-256: 1BC94885222266873430D69B8731AD2D20D3820B18FEB148D91AAD2116E4DF08

SHA-512: 2B7EFOAC6A689BE143F14D1EDE801733536F1A48EDC8A2978B7689E6A2BE664210052DEA1D756651BA5B4D0D13533E0E88A1433EBSE3A5B2D8C999F4BB77C8E
9

Malicious: false

Reputation: low

Preview:
OVre.Mee E...._keyhttps://px.steelhousemedia.com/st?ga_tracking_id=UA-87708648-1&ga_client_id=468527249.1626947568&shpt=ClickUp%E2%84%A2%20%

7C%200ne%20app%20to%20replace%20them%20all&ga_info=%7B%22status%22%3A%220K%22%2C%22ga_tracking_id%22%3A%22UA-87708648-1%
22%2C%22ga_client_id%22%3A%22468527249.1626947568%22%2C%22shpt%22%3A%22ClickUp%E2%84%A2%20%7C%200ne%20app%20to%20replace
%20them%20all%22%2C%22dcm_cid%22%3A%22468527249.1626947568%22%2C%22dcm_gid%22%3A%221227578407.1626947568%22%2C%22executi
on_workflow%22%3A%7B%22iteration%22%3A3%2C%?22getTrackingldBy GA%22%3A%22FAILED%22%2C%?22getTrackingldByOther1%22%3A%22FAIL
ED%22%2C%?22getTrackingldByOther2%22%3A%220K%22%2C%22getClientldByGA%22%3A%220K%22%2C%22getClientldBy Tracker%22%3A%22FAIL
ED%22%2C%22getClientldByGAData%22%3A%22FAILED%22%2C%22getClientldByCookie%22%3A%22FAILED%22%2C%22shpt%22%3A%220K%22%2C%2
2dem_cid%22%3A%220K%22%2C%22dcm_gid%22%3A%220K%22%7D%2C%22message%22%3A%7B%7D%7D&dem_cid=468527249.1626947568&dcm_gid=12
27578407.1

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\637a935098941fba_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 216

Entropy (8bit):  5.6100052246557945

Encrypted: false

SSDEEP: 3:m+lUSXa8RzYP2FycyGYWCULLUFVDM6E7LGeZxct/IHCSrJOwgadxEsoyP5mSilpK+:mWXXYerCUq7LGftgyAWEH4LK6t
MD5: 4DO0D62E1141DEDB7C20B705353277F32

SHAL: AB4525243D99COFE1C8CEGE32931DB3EAS9CF42D

SHA-256: D1FE7EF5F58B0518FDE242222238DD87FB8493D281FCOC95DFB92585BDA1F1A7

SHA-512: 7446BE36A1714735713EA43CDB7FEA44B7B98F7C20A4D8319ABCAS5E716645B01626BCC2F0447845110DB91FC5AFECOF89954C18D3BF780C3D5265DDA5B2221
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\ChromelUser Data\Default\Code Cache\js\6489d258291920b6_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 788
Entropy (8bit):  5.799712783717595
Encrypted: false
SSDEEP: 24:EIz92DXuyAyyeSHHoynHQ4za1DECh{FX:qElxyurfob5FX
MD5: COBED669CAC03164B55006150D34B66D
SHAL: A2E00DA2B21D6115980AD96E57581A781A9F523C
SHA-256: 2268205D29DDA18481F4C4B09485EAB21FD5FEF77C3F6DDB19007253C6A5B407
SHA-512: A81E3DA2C9640DB67953C923C2C272166BOF66CBF3C1EDB3D37853ECBBF5C42337A010B93013825D14C5949D2FA7B814F75273CA02D156998F008BB88580663/
Malicious: false
Reputation: low
Preview:
O\r..M..eeee GV...._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/617640813/?random=1626947567941&cv=9&fst=1626947567941&nu

m=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=false&u_nplug=1&
u_nmime=2&gtm=20a7j0&sendb=1&ig=1&data=event%3DClearbitSegmentMatch%3Bevent_category%3DSegmentMatches%3Bevent_label%3D2840f98e-0865-4a90-
ale3-ad66bcaddlec&frm=0&url=https%3A%2F%2Fclickup.com%2F%3Futm_source%3Dclickup%26utm_medium%3Ddoc%26utm_campaign%3D1260086 1&tiba=Cli
ckUp%E2%84%A2%20%7C%200ne%20app%20to%20replace%20them%20all&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://clickup.com/.2..1&/...

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\64e1d7183b6658e9 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\64e1d7183b6658e9 0
Size (bytes): 624
Entropy (8bit):  5.818988160353869

Encrypted: false

SSDEEP: 12:VnE3YmiY loux2pHgyye3CMxuDwdXSNL8mMD2ChyNx17:VnEImiYuuyAyyeSHDpJ2Chs7

MD5: A905499A3AA13556EOEBAB0EDAFD13FF

SHA1L: 7473C9444399EF887EB6E86216F9C7271D16468F

SHA-256: EF670FA11600F6F52FCEA9A4EE3534BF86250DCBD5807CDCIE628A618E972B95

SHA-512: 504D97E53E2C269965AC4FC53597384EC44E484A063E686C7BFC2C8388D181C9649ACE9E8663EABBI070A7B319DFID63EE20FE695CE01553294EA6BD1ABDDO!
A

Malicious: false

Reputation: low

Preview:
O\r..m....oen 2....._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/867030291/?random=1626947574206&cv=9&fst=1626947574206&num=

1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=false&u_nplug=1&u_
nmime=2&gtm=20a7j0&sendb=1&ig=1&data=event%3Dgtag.config&frm=1&url=https%3A%2F%2Fclickup.com%2F%3Futm_source%3Dclickup%26utm_mediu
m%3Ddoc%26utm_campaign%3D12600861&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://clickup.com/Z...I&..................... 1L.AADL]-..34..8.8].M.2
X..A.E0.....0.yW......... A.LEO...coiiiiin

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\668970570f5e454b_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 41046

Entropy (8bit): 6.274583005701176

Encrypted: false

SSDEEP: 768:PBuO2UYjiDgS6AWNjmCJV1ndafXegOwiHdTzjbglo5ZioxYd:PBgUYijiZjiWmCL1ndafXegwdTzjOF7Yd

MD5: DF3EBFA173DDE8D52178EABA4E637EC3

SHA1L: A28E37757A268C8589485964ADAE3FCE46A3559A

SHA-256: 39E34BB1BE00D33136D5695A7DFBC7269B17CD71ECO0ADB21128BC3BDOC79ED2

SHA-512: C26785E96814E204025770761555C2E01E1FFOB8212B581C928C7B523CCC2E4BBE0856DE22C35167C6E1DF8AF39DD601BB26A64CCA018BFF654EEOFD32FE37¢

Malicious: false

Reputation: low

Preview:
O\r..m......5......0...._keyhttps://bat.bing.com/bat.js .https://clickup.com/....I1&............. [ RN j.5)6..0-ka...f.... .1 " 4. A.EO........cununnn ALEO...l o\r.m.....5.....0...._ke
yhttps://bat.bing.com/bat.js .https://clickup.com/....1&/ j.5)6..0-ka...f.....T..r.'"4.A.

...... Jooreee X enn( 8.0 L L (SLULA

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6¢c5995e5e9020eaa_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 663
Entropy (8bit):  5.90209719784889
Encrypted: false
SSDEEP: 12:lwtnAKmCIIFH/ux2pHgyye3CMxucLSdXSNL8m2yChlssEe:7SKmCIIFfuyAyyeSHuBChisle
MD5: 43147101AB46840C218070A670C9E6AD
SHA1: 00204CC32EBEOCB1EE6ACA110234117C7B81FA62
SHA-256: BFE539882333FFF2D987126D101103514EB7116EC1D00A11495922B9EGEF059C
SHA-512: FO2A4DBAEE0635D3E96B0D70C02B7C051EA44553CF63298D3682D028E859FE95E8E867725F6616E8446983C781009F5BA59A40FEDID7D5A007D48D839B3E206¢
Malicious: false
Reputation: low
Preview:
O\r..m........... i....._keyhttps://lwww.googleadservices.com/pagead/conversion/867030291/?random=1626947574208&cv=9&fst=1626947574208&num=1&label=sFHSC

LaOk-UBEJOqt50D&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=fals
e&u_nplug=1&u_nmime=2&gtm=20a7j0&sendb=1&ig=1&data=event%3Dconversion&frm=1&url=https%3A%2F%2Fclickup.com%2F%3Futm_source%3Dclicku
p%26utm_medium%3Ddoc%26utm_campaign%3D12600861&auid=1951469803.1626947567&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://clickup.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\701263a561b04671 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 408

Entropy (8bit): 5.465818134162609

Encrypted: false

SSDEEP: 6:mmY2B5hVTBtg1v01uH4SK6tWmY2B5hVKHgfq01uH4CK6t:9rVTB8NHzLrVKINHv
MD5: 1B7618725AD9CBE4830FF541A63AD160
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\701263a561b04671 0

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

0AB0182873653A923430CADC32B053E4368D242F
506EBECD6A885AA128B50B60F33DBD6AF01AB4AFF38E94260B825AB263A39DC8

EFD73188FFD4DC0288711BCEC1ESES7FFF786F79AB1CD99BE74F44EDE6A330C5E5E9A2C74D16D2BD93ED1D35D6ED930B0SDASB3C60DEY84DD027AD38C7D:
TA4

false
low
O\r..m......H....;;(...._keyhttps://calendly.com/assets/external/widget.js .https://clickup.com/..I&.................... e..L9E. }.8...>W.Z." 5;V.Y{..A..EO....ccceorrrrrnnn A.EO0....cciii
O\r..m......H....;;(...._keyhttps://calendly.com/assets/external/widget.js .https://clickup.com/.1..1&.............. W......e..L9E..}.8....>W.Z.".5;v.Y{..A..E0........ | A.EO......coe.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\70fbd66c3b329f27_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

163784

5.964409971274706

false

3072:vhnVjRrRidcKu+P562+QqeKC+c/B+gMda+qehQ:vhIRINCkTeBn+gMd6T
40A685DB700A8212172D78D5AEB1655F
00C40ECEE2010B94C4DDCBBB7C3AAFB4FDDF3COE
C14271CD25F603807B0COE2B61018E014CC6CA8D722DA62DF765A49535D2700C
64D06B5F7B0D2C546F67C6CB3C9720B705525CC88656BD35BAE768214DC6CBE21A92EFAC2F587315F0839D52CCA9D6573FA7246213203A872F1CE0734094B25

false

low

. .Qb.s...e.....
0...call.. .K...D}8....cccoco.us &.%.*.....&.%.%.&(
@...@.-....HP....... 9...https://script.hotjar.com

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\71d60bb0bfb5747b_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

283

5.495562324594493

false
6:mVIVYOXdTmNgR7sVKTgR68adZnt/IbK6tILgTt68adZns:CXOWRWVKM686ZF+4686Zs
AOAD914267EAEOB1C7B70628B022CC12
EC53FF8ES5769E48EE1A19736EBC36EA9C048859
46516D0B7EF1A2F22B33D26C5B1CCC9889175B6A6B6371DAF691ESABABOBAC32

DF9D83A6CF6DA3709BBDF3D4A388C061DECIE4342A658D0F48DFA9A3B23286DCAASBA5397199F42F4915C712CE606A3827633C41465F523DDCC5C40CAAAET!
EO

false

low

O\r..m.
A&....

.._keyhttps://js.intercomcdn.com/shim.latest.js .https://clickup.com/VH..1&.................... 5.v3}d...|._;5.x2X...1..Br_+.P.A.EO.....cceoueuunn. ALEO..cocoiiii Q..
5.V3}d...|._;5..x2X...1..Br_+.P.A..Eo......9KF........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\72a529d08e0ccb34 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

221

5.61547051896625

false

6:maXEYKf44yJIVIrFgYLbSTA4whoP4nfTIDK6t:L4yJuVLWs4coOTI1
C74041F613D35F70FOA4BE24A257FALS
7D96828858EF7D3FA5D295D9797857C95BB1A296
D5C31A982DASAEBA4E6A38FCF1C3FA1719C002E3020FD767E176E5B2B2CE4412E

7154BE219F2EFEO3E6BD403DFF6401F08CE497911D1F9264CC64CF92B70103C18294D1BF24EBAOS53FFE348BED49A52EE8242B50CEGADFBOBF5ABOEIFBF47 1t
6

false

low

O\r..m......Y....D......_keyhttps://doc-cdn.clickup.com/9154-es2015.ee4d66b014ebd86b4425.js .https://clickup.com/...1&............cceeueus >..B..>l..<b.....n.=.A.Eo.....
WZ..oooen A.EO0....ccooi
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\73b471123e2428a3 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 11781

Entropy (8bit):  5.51018568317737

Encrypted: false

SSDEEP: 192:iyv5zn514K/JcbDAZzfITjhkGpJOIEc/+h6kjI TgocUvUK/IHLSPgzhH6rLnr+:78jibDCoq6HB/+h1jxBUcFrUOkring

MDS5: 12777C7D6874DB24DE42507B8F681A6B

SHA1L: 4EBD45E7A55EA49880D28F5298376631B5652AE3

SHA-256: 1D4660D0FB83C85803FACA6F3616960B2C222310EA7A02A053F901331BCC6824

SHA-512: 70DB5E680B998DD0465AEFE924503BB0603ACEAC8477A19046566A54E884BCE1657195270634618F9976C44EB37DEB3BD2DECC68613C17560298744C69207FDE
Malicious: false

Reputation: low

Preview:

O\r..m......E.....A....._keyhttps://clickup.com/landing/js/typed.min.js .https://clickup.com/sX.I&!....
....... .0 R.... B (Si20 L (S D

yped.....K"....D}.. .
..+...https://clickup.com/landing/js/typed.min.js.a
..bs... ...DaP........ (S.. ...Lll$.a.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\744090898999c899 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 221

Entropy (8bit): 5.630331209080025

Encrypted: false

SSDEEP: 3:m+lzsABRzYKfGOHUVLReUrHxEar137WFvNRPILES5cu/IHCDktlISIkVFdidxAK5e:maSYKf4ARUVhpLsNV2ng4XIEdB49K 6t
MD5: 68A8B973F75A723E7BD0295CE342B48B

SHA1L: 8F2C875727F24C92044D644601411B3C73EACC67

SHA-256: 3002D461797AD270AF4D85674413613DE68383C178B4BICB867BA36D021931C0

SHA-512: 66EF85AFF731C73839AD603A18BES97E238A3CA425941E3B6391D82A205117E0DC048F9FD31F1FE0AL6F30AD687893806A41D5FB42A2C231FD784C620872EAAE
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\749a220922933abd_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 589

Entropy (8bit):  5.807557673293195

Encrypted: false

SSDEEP: 12:0KE31zIA/1PGnux2pHgyye3CMxyHoqMGxalDEChOT:OKEIz91CuyAyyeS5lqzalDEChE
MD5: 77B58864DEC2634B713353C47479D5AF

SHA1: EB66BC7EF961E68508B7CA5A03306A86F8A194CC

SHA-256: D4CFD912103A0B00A7814C40C8BIA50F8E2399B0AF4DOAGCFGEC33076E307091
SHA-512: 6CF5431B9BFF702FCC3C1751D94D46079E99467D9592C8994D26237DB3C8B1C55BODCAGE78356775813CE54C0DC46D76A40D7E81030A384553154BABABEFB76
Malicious: false

Reputation: low

Preview:

O\r..m.......... P _keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/617640813/?random=1626947601282&cv=9&fst=1626947601282&nu
m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=false&u_nplug=1&u_nmime=2&
gtm=2wg7j0&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fclickup.com%2F&tiba=ClickUp%E2%84%A2%20%7C%200ne%20app%20to%20replace%20them%20all
&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://clickup.com/..&.1&/.... .S.W..ND...v.....p.n.<..${.A.Eo....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7ab419a08f43bbb9 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 94200

Entropy (8bit): 5.771076069995835

Encrypted: false

SSDEEP: 1536:91Gi8endqgq433blkojyHK1zvgTjbGkQEbs5qudWax3h5EYWZrDeNZ9G1qvSPq:45qF4yxHKZ/kdbsXni3h5DWZ0Ow1q9
MD5: DE75D6DF1D4F7FB2FE487E02B0822193
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cachejs\7ab419a08f43bbb9 0

SHA1L: 28D74625CA119908136167EC5AC2C022E0A47E24

SHA-256: 1B66662CE6A722F9567347A761349A85EE75F65BC037D106A8A01A4D707F03D8

SHA-512: 07105373F235585D9DABB4915CFOB30A7B624980A1AE149BE34B5BA346C93C3CC462BCF531B3199D276715B6B09E46C31B7F861016FCDC6F2DC71422CA58F58
Malicious: false

Reputation: low

Preview:

"JN....O0 ...n.Q.R@
................... O....I'...Da...*....Q.@..Qo....module....Q.@......exports...Qc..O...
..document.(S........ 5.a..... .@.-....LP.l.....@...https://ajax.googleapis.com/ajax/libs/jquery/2.2.4/
query.min.jsa........ D..D..D. L RC@..eee. ML Qb..gP....d.....Qb....... e....Qbrz...f...... QbN_S"...h.....S..Qb.3|.....j....Q
b..6...k....Qbv.e....I....Qb.w......n.....QbZ..U....0.....Qb.S......p.....Qb>....... g.....Qb.<".....r...Qbb.g8....s.....R....Qb.._...v.....Qb*V.....w.....Qb.%..... X.....Qb.2(.....y....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7Tbb6e79a05d24274 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 209

Entropy (8bit):  5.496796378665317

Encrypted: false

SSDEEP: 6:meSYINYpSVKL7LG8jFgTcklYeZh4j/zK6t:apSVy+Csli

MD5: 2EC9F0A441FBF41EF74086057EC34CA6

SHA1L: FODE4DC18AA85434A227714852184B2E1B368C3D

SHA-256: 88DADDE287AF5A7B5AC707579F6C85D0B5228EBIFOF9AF4FBB074DB001D8A297

SHA-512: 6828CCB6ACC2691B0OB760CF10D1B255DB6C627B179D2B1E7B964C25B9AB9778BBEBB60E9IB11DC078F8BFBBEE3DC6431B35DD69839C4BES83983CCDE6340AF¢
63D

Malicious: false

Reputation: low

Preview:
O\r.m.....M.../\Z...._keyhttps:/kit.fontawesome.com/585b051251.js .https://mega-sharedrives.club/....|&..................... uPF..i,..{w>.p.k].W\e.Z...". A.EO.....c0ceu.. A..Eo

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7ebb96a0f70a6e4d_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 416

Entropy (8bit): 5.574116665668942

Encrypted: false

SSDEEP: 6:mYXVYGKxWWdsG6gibRPRHgSklvoOecwsgbK6tWYXVYGKxWWdsG6gibRPegVoOecY:X119jgibVOICBfNJ119jgibVOB/

MD5: FDC40ED46AD9E948A77BEB16B147007B

SHA1: 384D6FB774B552EEB2E966A27A3EDDC91041BAFA

SHA-256: 5F7A0678549A85C9DCF22BC1B17CE273F8B9F275DC1CBCA1E1C39F609CD4DC2A

SHA-512: 133F8EBDDE8SDDCCCA20551541CA9579BB1F1B241317550F461A78FCBD5BEO6COE8C9092D1BD30243E6DC8D619A4145A2A37613EE57BD83A328113D9EDOF02z
6

Malicious: false

Reputation: low

Preview:
o\r.m......L..JYf@...._keyhttps://ws.zoominfo.com/pixel/xHmqLhlI6GszCuhf30q6 .https://clickup.com/07..I&/............c.cccueuee (..}~niuB.... A.Eo....... [ R A.Eo.....
............. o\r.m......L..JYf@...._keyhttps://ws.zoominfo.com/pixel/xHmqLhll6GszCuhf30q6 .https://clickup.com/R...I&........... 1 [...........(..}..~.n.u.B.....A.Eo....Ej.......

ALEO...ci

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\80df7f2f865f475d_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 364

Entropy (8bit):  5.922049000322541

Encrypted: false

SSDEEP: 6:m2YXXYSHT8NWQAIKPUQYh7LGxHgf1PerBhpGvP4fAK6thAV/GLIwINXDerBhpGve:61z8NWQCUU3+vrkCiQv+H6X6rkm

MD5: FFEA978FOA01DACC227560A2923F8D78

SHAL: 931964886FEDFB2FFA69C00819EB5F8C60D641EB

SHA-256: 27E59C56022C04EFE9ASAC88CE3CEEBE71E005CFOA08D189D82A8722BEB244BB

SHA-512: 5FDF0166A1D77D65057A2B767C28CA08169E6AASCAFE0897E5ABDD94D954AB200049C69E29C4A381BF20F169231F484439B685F015C13FA180BBB7733EBOCO7!

Malicious: false

Reputation: low

Preview:
O\r..m......d...U.09...._keyhttps://ajax.googleapis.com/ajax/libs/jquery/2.2.4/jquery.min.js .https://mega-sharedrives.club/>N..1&..................... Dl...4.m.~Y.D.k.7e.H..Y...
.A.Eo.. >N..1&/.Po..E81DF66ADB400B31D2C527DEF23561CE08F3557798B721BFDDC438A3EEE2A49E.DI...4.m..~Y.D.k.7e.H..Y....A..E
O...... I5.L.......
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\82781dd014573594 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

712

5.7970396624745275

false
12:4E31zIA3KJIHD/ux2pHgyye3CMxulJcZIwlogMGxalDEChkSz/:4Elz9aJHLuyAyyeSHIyZxqzalDEChb
8635B5D6DE519EF9902D7E9ELIFSE7E22

4E167258ED9502DFOE27A728269F3FE7967657F3
AC51C01E3CA88789AE9F6FEBDF698F015A9F44C56D372337A8C33D5E3C305ACB
3EBAE2D1FF2CEF705DF959CA9361A530791E3FA310A21068EFE53116FF44B6EOACO50A25CEF9931F112BB4CAB9A718722F1760B975A52C3E2820F90D33ECABE
false

low

O\r..m......D...I..Y...._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/617640813/?random=1626947602080&cv=9&fst=1626947602080&nu
m=1&value=0&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=false&u_
nplug=1&u_nmime=2&gtm=20a7j0&sendb=1&ig=1&data=event%3DInvalid_Users%3Bevent_category%3DCHEQ%3Bevent_label%3DInvalid_Users%3Bnoninteraction%
3Dtrue&frm=0&url=https%3A%2F%?2Fclickup.com%2F&tiba=ClickUp%E 2%84%A2%20%7C%200ne%20app%20t0%20replace %20them%20all&hn=www.googleads
ervices.com&async=1&rfmt=3&fmt=4 .https://clickup.com/.33.1&............. VC....... L.*F..D....).B.(.~.2.Z....A..Eo0.....Ya(..cc..... ALEO..ccooiii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\86f3493414ae88e3_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

390

5.4522616730421785

false
6:mcdnYk+OVFugvtryllyABDK6tWcdnYk+OViyg97yllyAK/hK6t:FdD+OV5m7/{dD+0V3275
4E07BD754E2611F9A1492F95F1FE943A
7A5D471037917COAASBFFEBFE3B3C1BB684C1DDB
E9AF690DAB04FOD19E775131B28574B231EE5405E54CAS0B4DFECCCI32EAFCET

C2A33CF781F8B58315FEF5C3EFE43E2C4AA2C76237D53786DF68584FB410C9673C2C08EEC29300EEABEOC347F86CB383839EE3A1B49F5491E2FEDBFCC8B666
0

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8aeal8e4f4e904e8_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

589

5.827217281310606

false
12:0+E3YmMRRdyRAOuUx2pHgyye3CMxyHogMGxalDEChBEuUU:O+EImMRRdyRAOuyAyyeS5lgzalDECh2uU
8C6E56A4A3DD81A2249B6038D68A2B24

76376522E81A5E8DF3C2BF334F716DOACCBFEG7E
42D5E87FB2A737CB92CBFA36BC1802CA1EEDD11FC44A3067326EC72D3A555FDF

DF75B5503EE794D374189D994D3C2BA3BF469365E57707BF7ED8B1D3747EB41D2AF1793E660A2F8E8CDE9BC2D60A27D2A9DB0OD5851C423E19CD9745739A114,
E

false

low

m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=false&u_nplug=1&u_nmime=2&
gtm=2wg7j0&sendb=1&ig=1&frm=0&url=https%3A%2F%2Fclickup.com%2F&tiba=ClickUp%E2%84%A2%20%7C%200ne%20app%20to%20replace%20them%20all
&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://clickup.com/..&.1&............. X ool ~ LDIH..E.,.St.. #..Q.+. .. LALEO...cocoivin ALEO..ccii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8cc58348a8fa4cbh8 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

207

5.487218496630977

false

6:maTiPYOXdT04+pmlIKvtgOljAnafOkAP8nK6t:rsXmpN4uzZ0
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cachejs\8cc58348a8fadcb8 0

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C49BCAFA69680ABC5C6990C727FBF5D7
13D25BBE2522871F8EB0788309DFB53A960470A4
0156E647162823C30619B1778C433586D4FABCED234012B4315ABOE49ESA2D4C

80D7B5FB8FFDBB871900DEA05D4D93B2A6814F414E575420F496B685E3A7EA96ADBECA4586E5D37AECC5FEG4571D0003B8BFF4DB4D4F8663F13E204DD84600E
2

false

low

O\r..m......K...K/......_keyhttps://js.intercomcdn.com/app-modern.b3a36376.js .https://clickup.com/..4.1&............. ".WUl& Adr9e'yoC 7z.A.Eo.....F.%......... A..Eo..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8fbb15542bd0b54d_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

468

5.615042545617755

false
6:mQ/YMdgdaX2shRd7Me0gHQuxknRK6tWQ/YMdgdaX2shRd7MouLHgmXeuxkn/+DK+:bk22shROe/QFhk22shROouER+1
0542D91FCI9DC13B5998CDDD4B8E2563E

278EADD16A85F44BA3C838C2042FFE6FA22DEESE
ED91EDFOC34E15C3C1FC370CF3248FFODCB91C4C3ECC5D7D81DDDIECOOF8B3F9

46BC82441FB4C9B6C09437A32E4BD6D21DB66AB8C20C3EGFG65CAD2E982CB641F3EBLIEB470121F16210F3FAG83577F7941AD9B4CF417B89AAAD11FFI446A52A!
F

false

_keyhttps://client-registry.mutinycdn.com/personalize/client/e970333877260fa7.js .https://clickup.com/6A.1& ....................... *.,..-F.Sy..C].Z.t...c.D..A..Eo..
B0l O\r.m......f....)......_keyhttps://client-registry.mutinycdn.com/personalize/client/e970333877260fa7 js .https://clickup.com/I"..1&............. S e
-F.Sy..C].Z.t...c.D..A..Eo........ T ALEO .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\8fd5dlefccaacc9f 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

2233

5.60602730467417

false
48:+sLApfrsWrcalLXGcPEtZw/c35QdgUywTgRQgBd:+sEpT5kcabGePc/xUywYvd
96D89E07A896DFBDO9AAC599C0A022E6
98E98A1D891415F4692AB5147654C15D2312306B
3F4527A169A471E9B2EF70EA9DA9771C1A652562AA3D9820D322383FA8CBABLF

72C65CBOA43EC75A22AFE1ICEDE9CB5D7928F0CB88E2DFEGACO7C9674B1B4620BA4E987BC0909C5B3F01C945DB0736827E732C434DB32F6B38A79110B04A31¢
1

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9135788bb4afad70_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

340

5.9285623231203335

false
6:mZYMK1IME/IJmUSLgyjkez5spYK6tWDSNiVBRFUccbhNWakez5sp:gREh/MJDNEOuSbNWaD
F8F24A263BE5C52F949557F86A677691
C8758C307429E92BB3A931C206BDFFC2B75450AC
02F34C609A3E499839080195DDF09A234EC53025D071D786CEFBSA3FE30D2E39

952316A6897DDAAE2518F11E0ASC7AEF194BF5D7014D750EDA591CEAA37040F7A22E6BOF525695BB715CFAFBFODFFC559CAC144438DDC2E7F27BEFD13D841!
6F

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9135788bb4afad70_0

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9229dca696207896_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

406

5.47180956471078

false

6:mw4YGL+MIwJJyQTgvBtIB/SD/5IhK6tWw4Y GL+MIwJlJy2IHgctZ/SD/9nK6t:dwlwvyDxgTnwiwvyC3HgD
EBA8CO1F11E750DF07B18075951FE6AF

FADBFEE6E22C5175FB7A29802B1B5D7DEE2929D7
AF1DBCO024B1EC7F241C5357B694560867ADD5A3F26AB5AA42D6DED9BF4DCDOF9
5688C5281247D8616A24069673533AE8A48C39852875CDDFF9A3859459A63A1B759E7A49FAB52E2D36FEDCC60D61B2B02BF184BE79FDSE1FESE9CE0235866AA

false
low
O\r..m......G...0......_keyhttps://www.google-analytics.com/analytics.js .https://clickup.com/j...I&....................... g...3.$<-,.5..].....KU...D.A..E0.......e.Q......... A.LEO0....ccii
O\r..m......G...0......_keyhttps://www.google-analytics.com/analytics.js .https://clickup.com/*2..1&/............. Sh g...3..$<-,.s...].....KU...D.A..Eo0........ Koo ALEO0...ccoiis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\96f2ac4fdcead8f7_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

556

5.8054025889159036

false

12:m7wE3YmnKSoux2pHgyye3CMxuDwvChB94ri:mkEImKbuyAyyeSHDsChB9H
102F9225389FD722C6A751E20AC455C1
44BOE86CB75D64A2FCEBA58759D8E839C217D29A
F3C909F1AC66D65FIF939C3799394DB0ECAB4FCBFBAE1B8F1F93287210DD5FFB

76ACTE9A424936C44FBA73D59092250B45BE4B4FFAEOD89CDB845804C17DEF089905C5FC3D37851AD794A214080CC8CF7B94C28D7005D17CF41881EC6BI9DDA
6

false

O\r.M..ooeee %...._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/867030291/?random=1626947602800&cv=9&fst=1626947602800&nu
m=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=false&u_nplug=1&
u_nmime=2&gtm=20a7j0&sendb=1&ig=1&data=event%3Dgtag.config&frm=1&url=https%3A%2F%2Fclickup.com%2F&hn=www.googleadservices.com&async=1&rfmt=3
&fmt=4 .https://clickup.com/.;>.1&.............. €. /.B....1.<.e.9..AQIh4" <. A.EO....._. J.coocc. ALEO..ciiiie

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9dd354eb0f4a9237 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1118

5.384435933553892

false
24:BYaOdlYNbzalDHPZFGOen44aVzalFUfYK3LKV3YXPkYX7XZvBfMSLE6Ta2Qpmw:362Z8744awUfYkb23kPkk7XZvBfMS4Uw
A86265D0DF07A20C5D2CF7D9B6031620

7TF2F06E8546547D932E461C2D9ABIBD48074EEBG
96310D39B6E9D2A2E79ED619FF7005C209D0438E95677B4E74DD3FA18E765A3B
80A3389DD0ODA114FDF8ESDIE6F881FB48958C592FE1EF4F5038FF3425492856650D808192E153924442247326077A78B41B7F73F58927D6E64664F9860A80761
false

low

O\r..m.......... I|....._keyhttps://px.steelhousemedia.com/st?ga_tracking_id=UA-87708648-1&ga_client_id=468527249.1626947568&shpt=ClickUp%E2%84%A2%20%7
C%?200ne%20app%20to%20replace%20them%20all&ga_info=%7B%22status%22%3A%220K%22%2C%22ga_tracking_id%22%3A%22UA-87708648-1%2
2%2C%22ga_client_id%22%3A%22468527249.1626947568%22%2C%22shpt%22%3A%22ClickUp%E2%84%A2%20%7C%200ne%20app%20to%20replace%
20them%20all%22%2C%22dcm_cid%22%3A%22468527249.1626947568%22%2C%22dcm_gid%22%3A%221227578407.1626947568%22%2C%22execution_workflow
%22%3A%7B%22iteration%22%3A1%2C%?22getTrackingldByGA%22%3A%22FAILED%22%2C%?22getTrackingldByOther1%22%3A%22FAILED%22%2C%22
getTrackingldByOther2%22%3A%220K%22%2C%22getClientldByGA%22%3A%220K%22%2C%22shpt%22%3A%220K%22%2C%22dcm_gid%22%3A%220K %2
2%7D%7D&dcem_cid=468527249.1626947568&dcm_gid=1227578407.1626947568&dxver=4.0.0&shaid=31571&plh=https%3A%2F%2Fclickup.com%2F&ch=178
93855213757682term%3Dvalue&shadditional=googletagmanager%3Dtrue%2C%2Chttps%3A%2F%2Fclickup.com%2F .https://cl

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9e928a5baed4ebb2 0

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9e928a5baed4ebb2 0

File Type: data
Category: dropped
Size (bytes): 20520

Entropy (8bit):  5.685574579056097

Encrypted: false

SSDEEP: 384:B1I3uuHrZiZLsfBNRIfTO6hKafP92XqfWC/GKV5XA4TGfwiNhfca:t3mCBNRIhhP+S5xqwiN

MDS5: E353E48656558CA75ADBDDC1843E2A3F

SHA1L: 23BB5DAB928813756CDCC388D55587A26CC5339F

SHA-256: 77AB45F4917FOFD162DE3CEC4E99659FBA65036B910F73DA11289FF032F6BCOA

SHA-512: 229020B182456430156CEA31B7E667376345E2E502B7B07226A4A60EO0F9EBAGA1B55E437ECBFBF6CDAGED7E7D271B914AB5SEFF50CF0472321A093593CD1AE7D
7

Malicious: false

Reputation: low

Preview:

O\r..m......@....B......_keyhttps://acdn.adnxs.com/dmp/up/pixie.js .https://clickup.com/WZ .1&.............Q......... A.TL.K........ Sl ALEO M U
........ O N @ X (ST OL (S LL L @R ....Qb.s...e....Qb~.u....t....Qb:....n..b$..........I ... Da..
K'...D}8uociinne &.%.*.....& %5 &(.....&}..&%./..%.0..."...&%.*. & (.&(..&(...&..&.".

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a0836518de30683a_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 474

Entropy (8bit):  5.623683882082883

Encrypted: false

SSDEEP: 12:2Xg4KyaKC/nE8fSrIXg4KyysialxE88T:2XsyeRfSrIXsyysik8T

MD5: 87ACE2389BC836520137E92D97CC3834

SHA1L: 9F79ABA8498B5CEC07B4573DB34330C566ADDID0O

SHA-256: 57DD6D898BA0C3173A933A090A9A39E20AE42DDBEAE062C4A56A1294BAF6A386

SHA-512: 190CF9C6526BAEB2FCEC8BA03805EF45A2BD3FCECB073DC6991BF3DF2950330AF8E77B42AE1AS512AAB3320AC4BE6GADACALBIEFDF537F2150AD569C426A3B¢
EBC

Malicious: false

Reputation: low

Preview:
O\r..m......i....[.g...._keyhttps://x.clearbitjs.com/v1/pk_77a36b09108b9b80c547cddad434b648/clearbit.min.js .https://clickup.com/?K..I&/............cccoeueuen. UW.l..e Fl...
JJ.yALEO ALEO il O\r.m......i..../.g...._keyhttps://x.clearbitjs.com/v1/pk_77a36b09108b9b80c547cddad434h648/clearbit.min.js .https:/clickup
com/.m..I&.............. [ooirn uW.l....... Fl.JJ.y. . ALEo.... ... ALEO...co

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a5e19f85d998c415_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 3748
Entropy (8bit):  5.7949047297991685
Encrypted: false
SSDEEP: 48:pPDh6rgwgMIhmGkSJIwlEsMylEIOkFaWww12kOOtsIOCQbsszR2Uw:h96swImfcjNtIEINaW TxtsrtwuU
MD5: AAB614FAA3DC87CB2CCD4B4ECES301FA2
SHA1: 213F6ED9E470D18768B94E5D093F93ACFFEL72C4
SHA-256: EC21FF69A9601B2BFDA6DB00727CC58FDBE81D2239A61BDFB77713D505C16573
SHA-512: E8519CF90002F7E5A4A27B9EAD505B82FD4E964A964E45B653E47ACD73F8FC50D531588F2E41CFB189D5A255B0A26E699AF9459410EA522CBEF3AE002F498A9;
Malicious: false
Reputation: low
Preview:
O\r..m...... ... d.1....._keyhttps://obs.cheqzone.com/ct?id=3839&url=https%3A%2F%2Fclickup.com%2F%3Futm_source%3Dclickup%26utm_medium%3Ddoc%2

6utm_campaign%3D12600861&sf=0&tpi=&ch=cheq4ppc&tsf=0&tsfmi=&tsfu=&ch=1626947568561&hl=1&0op=0&ag=3098761112&rand=048970501731209870
00286805165905200296851007210521201516268015567112&fs=1280x869&fst=1280x869&np=win32&nv=google%20inc.&ref=&ss=1280x1024&nc=0&at=&d
i=W1siZWYiLDk1MzIdLFsiY 2liLCIwLDAsMCwwLDMsMCwwLDAsMCwxMiwxLDAsMCwzL DEsMCwwLDAsMCwwLDAsMCwwLDAsMCwwLDAsMCwxLDAs
MCwwLDAsMSwwLDAsMCwwLDAsMCwwLDAsMCwwLDEsMCwwLDAsMywwLDAsMCw1LDAsMCwwLDAsMCwwLDAsMSwwLDAsMCwwLDEsMCwwll0sWyOxLC
1t110sWyOyLClyMyx2MEIrMkt2VmZBaG1JM1dHS2IzVVFUbzhhYUdHdIVUeE9OK2hrVGpZbkdpaTJXb0IsSzFLalJHTVVTQIFzZ1IJRU0JwU3hzblpsenpsdi82emt6WjNk
WVFmMzhsMnV2bVowdDdKI10sWy0zLCIbXCJIpbnRIcm5hbC1uYWNsLXBsdWdpblwiXSJdLFstNCwiLSJdLFstNSwiL SJdLFstNiwielwid1wiOltcimRhdGFMY XllclwiLF
wibG9hZENTU1wiLFwiaGppZFwiLFwiaGpclixcli9oalNIdHRpbmdzXClsXCIndGFnXClsXCInb29nbGVfdGFnX21hbmFnZXJclixclmdvb2dsZV9veHRpbW

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a81f1b4d5a99dd1d 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 384
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\a81f1b4d5a99dd1d 0
Entropy (8bit):  5.3428018671291655

Encrypted: false

SSDEEP: 6:MGYHWd+LMbFgZykl/ICIST4jBK6tWGYHWd+LMCiHgEIIBISTAFNK6t:rQ4bKyktxTh5Q4CqVp

MDS5: 1EFED7A523642362BF538882F5C0172D

SHA1L: 2F9A43A46B6FDEAEBACF5BF671AD6231488458B5

SHA-256: 624D075B7FC95294BD4BFCCE4175A7F5F395FFCAA416133126CFB99C09C2224D

SHA-512: 3C9B780B129634432E8780FF2F380D8AF2B0915B9E13CF14585E978F0562AD7FBC84ADA1A4589D8149B109DIEOS0E7BD582BFO0EB2E27800B536D066C1AG8F3A
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ab1ff0972b4447a6_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 386

Entropy (8bit):  5.5100823402267025

Encrypted: false

SSDEEP: 6:mqYcW3nVDLgEscfORK6tWqYcW3nVfFgVcfUK6t:wFDvscer+FGe+

MD5: D70C2DC69BEE764COFF8A7C69410F15F

SHA1L: 357600456B3484713C5042DC26F1877DA3732512

SHA-256: 448C44EA555BF542F302AFC92ECI9CAO01D42EFCOEB6BDABF36411C5C105F12C8A

SHA-512: 4841709E65918DA7C75C8F4A326A14AAAFID1ED79ED35356FFF3800B2C16F4D14316529FC74BF15CFFD025A651463ED2E75242A1F47A9146FDEOFDBED84B790

Malicious: false

Reputation: low

Preview:
o\r.m.... u7..>0 Y. WSF..v@ A Eo......S
JN0) VRN 3o O U7 >0 YL WSFLV@ A Eo

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\aelb8af4ec83ef34_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1487

Entropy (8bit):  5.338174662057501

Encrypted: false

SSDEEP: 24:sWaOdlYNbzalDHPZFGOen44aVzalFUfYK3LKjYXPKYX7XZv+iYX2kYXnvYXBzfpy:sX62Z8744awUfYkbakPkk7XZvJk2kkvB

MD5: EC8D838EADFBEF1B325C52E9434F66DA

SHA1L: 2076BF78D7BF6799DB211F99D7A4B254A8241746

SHA-256: FCFA76033B05CF3B4016F63D460658AEEEDSA99C4892BE3CFA50979212338F48

SHA-512: 4217C9A0C1557AF8COE6867D8FECEC7C3F8E662858D7C827B38098B12C7A19923C8DC55B1FF3B0A401DA13BADIDFIE04D0616C9210B3B59944AE4066D55B9C
5

Malicious: false

Reputation: low

Preview:

O\r.m......K..w>.3...._keyhttps://px.steelhousemedia.com/st?ga_tracking_id=UA-87708648-1&ga_client_id=468527249.1626947568&shpt=ClickUp%E2%84%A2%20%
7C%200ne%20app%20to%20replace%20them%20all&ga_info=%7B%22status%22%3A%220K%22%2C%22ga_tracking_id%22%3A%22UA-87708648-1%
22%2C%22ga_client_id%22%3A%22468527249.1626947568%22%2C%22shpt%22%3A%22ClickUp%E2%84%A2%20%7C%200ne%20app%20to%20replace
%20them%20all%22%2C%22dcm_cid%22%3A%22468527249.1626947568%22%2C%22dcm_gid%22%3A%221227578407.1626947568%22%2C%22executi
on_workflow%22%3A%7B%22iteration%22%3A3%2C%22getTrackingldBy GA%22%3A%22FAILED%22%2C%22getTrackingldByOther1%22%3A%22FAIL
ED%22%2C%22getTrackingldByOther2%622%3A%220K%22%2C%22getClientldByGA%22%3A%220K%22%2C%22getClientldBy Tracker%22%3A%22FAIL
ED%22%2C%22getClientldByGAData%22%3A%22FAILED%22%2C%22getClientldByCookie%22%3A%22FAILED%22%2C%22shpt%22%3A%220K%22%2C%2
2dem_cid%22%3A%220K%22%2C%22dcm_gid%22%3A%220K%22%7D%2C%22message%22%3A%7B%7D%7D&dcm_cid=468527249.1626947568&dcm_gid=12
27578407.1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\af4a34b63c1fb86d 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 241

Entropy (8bit): 5.693476967486687

Encrypted: false

SSDEEP: 6:mf8PYKf4udpYS4iyCGbFgPzjLiWflhHqDK6t:VK8pYkGb2zjLH

MD5: 497BAC1EA9AB7E5A99C7E5642700DCCB

SHAL: D142EAD98AQ9EE299CCA4FAE35DA661D274F2BCF5

SHA-256: 24C3A72F2F05596E506AF977F53DABBE4D15C88F3CE0376B4D5C9DD47FBACF7E
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\af4a34b63c1fb86d 0

SHA-512: 9E999917926D8D5D48B534EBFAB8D69B78D2F20E70D0416A83A8DF39CA50D23DAB78FE2AED56551BA6124F7AC4841FA18686726C73366AFA66D294955DCB7D:
Malicious: false
Reputation: low
Preview:
O\r..m.....m.. ..0..a.WHV..C#._[.{

..W...A..E0.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b563799a9ea12818_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 342

Entropy (8bit):  5.8680027378867265

Encrypted: false

SSDEEP: 6:mGnYM++E/yO3Xt4sZtgyNJGq9US0S4DK6tHGIVYhUEQHGNWGQOUS0S4:z+z8mvNJIx+V0iVxGnwx+

MDS5: 5D9BCB6ESF5DBF8D70932CB487291BAA

SHA1L: 81AB7F5576E928AF39D24CC2E4D5098C7D369E2B

SHA-256: 6485DCOABCB93F99E88CEEEBB3F4E78AAEIFAFE2F9119FEC270088FO0D6BBC56

SHA-512: 6FADAF5559E1F2FC4CBC26EE2AF56B7F6FD2BE8250AC7F5E06A25E0F7C2516DB9600908E43CIBBCCD4B1F587CA1215990FBDEADBB7EEGEC26524356EDE904
3B7

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b9b2c7cled677a45 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 516

Entropy (8bit):  5.864380793862653

Encrypted: false

SSDEEP: 6:mC/gEYGL+MORmM/b8fKgCejVVCugeYAtTVbKEtWC/gEYGL+MORmM/b8fKgCejVVIgp:tispQSgbVVAIXzIspQSgbVVxim

MD5: 4DBAOD39517AD098227C92D736F38000

SHA1L: FEA76F90A2544283EA19221FBOEDA4E2CAD1F274

SHA-256: 6CCO040FD56C7D9CA410536934A004556CF92634E89C0524C61CA1504EC63CFD6

SHA-512: F3B709A6308CAD37207DB6C367A8A198D02FE3388713F61ABDB21A977539ACIDBEAEOFAAAGA2AAEBI68A3A5B575DEBF577B3FDF09F26D38525DDB89C99708C
A2

Malicious: false

Reputation: low

Preview:

_keyhttps://www.google-analytics.com/gtm/js?id=GTM-PBLF7VJ&t=gtag_UA_87708648_1&cid=468527249.1626947568 .https://clickup.com/D$*.1&.....
2.%.\G.0..l.3..W.E.* . A.EO.......ccocrnne ALEO...cd O\r.m..o~ee _keyhttps://lwww.google-analytics.com/gtm/js?id=GTM-PBLF7VJ&t=gt
ag_UA_87708648_1&cid=468527249.1626947568 .https://clickup.com/.b&.I&/............. e 2.%.\G.0..I.3...w.E.*.A.Eo......aA......... ALEO i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\bb72bde58bf332c1 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 200448

Entropy (8bit):  6.0439697422213925

Encrypted: false

SSDEEP: 3072:99011WGOIfDi/70swJuBFUVI6Ckth2tb2SMC8ec/CuQd:luNfDvgiotgb2UHc/Cvd
MD5: FOB5B617F4E5B4D3FDF29BB7F69D2881

SHAL: B180EDB5F4FC82C22073DA3268D81702EF4306E1

SHA-256: 0386C96B2419E21467D63A3A0AEF15E279D5410338F0F1419CC038B09D127F80
SHA-512: 99A26439E7C08720CA8BAC13D0C8B48B5F5B5407E99D804BD969CFDE3A8C41FB7699778FB6EOB15D2AC8A1270DC5C05A8C46F131A599B8DF051DB5500258E31:
Malicious: false

Reputation: low

Preview:
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\bc87ebllecaablb5 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

235

5.470360325724911

false

6:mPYB8E9XEEUgLEri7LGHmapvtgauFVRIMMM/kK6t:GYg9+GWw5MMD
E7AF94002B527F178E3EBCF529FB44A8
1ADE7E474EC709DD533A639D69A01FD126997030
613A34679CFAFA60C5565617D72D459C693926281480F7D42E8DC8D675E0BSEL

32A82EFADBEADACS5ACB882901ED892C609D5F3FBE239FBC1F9692C540A650545FF9F31D522E7B63D57E045DBCCAEA343595205B9BD14704A5F8B2DD7FES9DE
29

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\bceb1bf92d92d13e_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

414

5.418536037421464

false
6:mTnYk+z6pFDaKl1tggk6S14SRK6tWTnYk+z6pFDhyg3/S6S1421K6t:G+0aKM6S1Frs+or66S1VP
2D95B86ACDC282597B4EOODAE6GBCLEEG

9491FE185E4D12E4A24CF3E111EFD293FE67563C
B5F91C5949BF549A99E44A09D1D2684EA1F10D04820FF133C947491E8A65669D
A79B01DF7AC45E479C4961D52D02EA2F6B75904B3BB193434F11B897BD05D4D3A891566E1619E075ED0331A85214D484AC7680C926461A0EFAE84F31F77D9835

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\be2d99002a93a98a_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

199548

6.142826723048978

false
3072:xjVewYuVDd1eRSqVr3YbVspCcFs1sVLIXVjr+rAlbVSmWVr7dhFZc:M9GmdIBYhtle2muzs
FCDB6C7623967D101E0597116AA7AB61
C34C43E6BODDBE6BB561C40B27FCF2184ED29BDE
F3B046F97D067905619EA3D9727118BCFC7D161E3F2CEE38B53342388323FCE2
08379147E1420CB1B1EC9D77A950C66C600D810A1EF23D232BAF693F95DF129A6F7E3D4EDIES9460B6F066FB2E457E03A3D2CF5162F6F7E6F631E58ED218134¢
false

low

_keyhttps://www.googleadservices.com/pagead/conversion_async.js .https://clickup.com/:
RO © JRRA P h... La(S<20

. ..aa....Qb>w

Ja....Qb>..x...ka....Qb.n.&....ja..

Aa...Qb.S.....Ba....Qbb}."....Ca..
..... Ma....Qb.7B

..... ha....Qb.)].
za....Qb2Cl...

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\be4f8f8a4aeaal00 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

384

5.491140120491149

false
6:m5IIIVYO0IX1gPWnVoQtglYdmLUGgrY4K6tW5IIIVYO0IX1gPWnV4uggllimLU6grL:EllitIX10WVoQiYdmdaulllt X10WVZN
60EC6E9A0462C47BC125FCEBAES3D6BC
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\be4f8f8adaeaal00 0

SHA1L: EE83A9E79066FAF19D723BC4FD93F73B931B7C84

SHA-256: F27DDAB37BD427C4803DE25F28B14A253D7CA7B6429E34631717384F77D1EEDE

SHA-512: AB105AD433A63BCBAB7EBE1754579565375075F1967AC14387ED6F2D8FD993A2A2243CFIAA3FCE187622B074064F686EAS6BFF3DOE8751FFBB2594B3F2367867
Malicious: false

Reputation: low

Preview:

O\r..m......<...0.g....._keyhttps://tag.getdrip.com/4818331.js .https://clickup.com/...1&/ .4 (a....8.5.m.Y.q...A.Eo..
<...0.g....._keyhttps://tag.getdrip.com/4818331.js .https://clickup.com/....1&/ ).(....a.......s.5.m..Y.q...A..Eo....... B.....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\bf924b09c5cfldc4_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 228

Entropy (8bit):  5.6321405877901425

Encrypted: false

SSDEEP: 3:m+IAds8RzYKIGIHUVLAIVENAWIUSE2rzFc27P9LVeWt/IHCL/I/ILhvEMHbNShyS:mI9YKfAWTwWSFDFgDtIFgh+4bthK6t

MD5: 9FE3591E092D483E7838105BC1FF2ED7

SHA1L: E9FF3B3EBC942645B911C8D0B823795ADD051B4F

SHA-256: F723602ADD8A5CF2F3D5A2415BC8D030781C1AEA658387BF6BEG81EDO77ECC24

SHA-512: 0D839CC6420BEAEAAAB19778D9D1130CCD5316F8A9159FBABIFF5244BF37DA30DCED286A454C2D66FE00B25BB9046E9992D3B688A7DAB5FBAA4050549F552€
C6

Malicious: false

Reputation: low

Preview:
Oo\r.m..... ... M....... _keyhttps://doc-cdn.clickup.com/intl-locale-es2015.29178cde0d30fc24e3f9.js .https://clickup.com/V..1&............. j S Nhj..4K..."..)).......R.R.A..Eo....... <.
......... ALEO....cco

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c2829b54881167c2_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 693

Entropy (8bit):  5.717073841045296

Encrypted: false

SSDEEP: 12:2HMMpDV/jPogMNoHMMpDVWIUPoq+86roHMMpDVPPogfT:WIDVKGMNEIDVWDq+86rEIDVIqL

MD5: 57ED1E844C33744E09312DC0O8F49A8C9

SHA1L: 1A4BE2EDBFID7E72CA5B1751AB20BD654A9962DA

SHA-256: 9F738714035EB86B1F8BC698B623E978646284A4CD4AFD765864EF3ABF928DDD

SHA-512: 2493598E3E2CCBAE50DBC51FCECE928350196B586C439299A53C6D5BE31AD326F9BC14ABECDO6FBOAESA9D4315F62F9F18C2EB760A0C2F54EAS0AE3174DF5|
BC

Malicious: false

Reputation: low

Preview:
o\r.m.... .._keyhttps:/lwww.googletagmanager.com/gtag/js?id=AW-617640813&I=dataLayer&cx=c .https://clickup.com/....I&............. M z...J...<Y..0..Ni..My.
ALEo......ec ALEOoo O c.....l....._keyhttps://www.googletagmanager.com/gtag/js?id=AW-617640813&I=datalayer&cx=c .https://clickup.com/.7..I1&/..

A

._keyhttps://www.googletagmanager.com/gtag/js?id=AW-617640813&|=datalLaye

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c4ae7226ec263bdd_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 328576

Entropy (8bit):  5.91825968550436

Encrypted: false

SSDEEP: 6144:MjilIRO7s42DkgDCOgFKvbMvsQ8iA+uHxm:MjL+2YgDChFObMVnA+uHU

MD5: 3BA5E39E2FFOD5B01C040B6E77F2EA8D

SHAL: 521A545E03F0D9279878C8A19F7058F9A23BE70C

SHA-256: A59911227052D943E38709E9ABA49BF397217AAED5BDB2492C0690A8D50F527A
SHA-512: 744B4F1A66529AD62C64B0273C75BFB3373B90BD10DEEBOBOF415E905352296A4968E5B0E887C97A61B16A308FF03D73ADB601DDC88C47F30F7261FCDICAD1]
Malicious: false

Reputation: low

Preview:

o\r.m...... @.....S.....0FD77AA65AA6586 DB5AB54456 C6A0F3028FDE8F355F5A8FF8273C9D8BBFF91D3
..................................... R SRTRRRRRRURRRRRTRL. /.
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Static File Info

No static file info

Network Behavior

Network Port Distribution

TCP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
Jul 22, 2021 02:52:24.736521959 CEST 192.168.2.3 8.8.8.8 0xf513 Standard query  clients2.g A (IP address) IN (0x0001)
(0) oogle.com
Jul 22, 2021 02:52:24.738019943 CEST 192.168.2.3 8.8.8.8 0xe658 Standard query  doc.clickup.com A (IP address) IN (0x0001)
)
Jul 22, 2021 02:52:24.740189075 CEST 192.168.2.3 8.8.8.8 0x92d Standard query  accounts.g A (IP address) IN (0x0001)
0) oogle.com
Jul 22, 2021 02:52:25.856057882 CEST 192.168.2.3 8.8.8.8 0xa045 Standard query  doc-cdn.cl A (IP address) IN (0x0001)
0) ickup.com
Jul 22, 2021 02:52:25.856142998 CEST 192.168.2.3 8.8.8.8 0x827d Standard query  scripts.at A (IP address) IN (0x0001)
(0) tributionapp.com
Jul 22, 2021 02:52:27.554162025 CEST 192.168.2.3 8.8.8.8 0x752a Standard query  app.clickup.com A (IP address) IN (0x0001)
)
Jul 22, 2021 02:52:28.103234053 CEST 192.168.2.3 8.8.8.8 0xe019 Standard query  t12600861. A (IP address) IN (0x0001)
0) p.clickup-
attachments.com
Jul 22, 2021 02:52:29.343975067 CEST 192.168.2.3 8.8.8.8 Oxc4e9 Standard query  usage.trac A (IP address) IN (0x0001)
(0) kjs.com
Jul 22, 2021 02:52:29.344491005 CEST 192.168.2.3 8.8.8.8 0x7858 Standard query  app-cdn.cl A (IP address) IN (0x0001)
0) ickup.com
Jul 22, 2021 02:52:30.379179001 CEST 192.168.2.3 8.8.8.8 0xa765 Standard query  app-cdn.cl A (IP address) IN (0x0001)
0) ickup.com
Jul 22, 2021 02:52:30.521873951 CEST 192.168.2.3 8.8.8.8 Oxcca? Standard query  doc-cdn.cl A (IP address) IN (0x0001)
0) ickup.com
Jul 22, 2021 02:52:30.526772976 CEST 192.168.2.3 8.8.8.8 0x6105 Standard query  t12600861. A (IP address) IN (0x0001)
0) p.clickup-
attachments.com
Jul 22, 2021 02:52:38.276609898 CEST 192.168.2.3 8.8.8.8 0x7e30 Standard query  mega-share A (IP address) IN (0x0001)
0) drives.club
Jul 22, 2021 02:52:39.492830992 CEST 192.168.2.3 8.8.8.8 Ox7afa Standard query  clients2.g A (IP address) IN (0x0001)
0) oogleuserc
ontent.com
Jul 22, 2021 02:52:39.665647030 CEST 192.168.2.3 8.8.8.8 0x4b05 Standard query  code.jquery.com A (IP address) IN (0x0001)
0
Jul 22, 2021 02:52:39.667799950 CEST 192.168.2.3 8.8.8.8 Oxa47f Standard query  maxcdn.boo A (IP address) IN (0x0001)
(0) tstrapcdn.com
Jul 22, 2021 02:52:39.671384096 CEST 192.168.2.3 8.8.8.8 0x450 Standard query  kit.fontaw A (IP address) IN (0x0001)
(0) esome.com
Jul 22, 2021 02:52:40.051433086 CEST 192.168.2.3 8.8.8.8 0xc525 Standard query  cdnjs.clou A (IP address) IN (0x0001)
(0) dflare.com
Jul 22, 2021 02:52:40.100414038 CEST 192.168.2.3 8.8.8.8 Oxe2c3 Standard query  ka-f.fonta A (IP address) IN (0x0001)
(0) wesome.com
Jul 22, 2021 02:52:42.481780052 CEST 192.168.2.3 8.8.8.8 Oxe75a Standard query  mega-share A (IP address) IN (0x0001)
(0) drives.club
Jul 22, 2021 02:52:43.913286924 CEST 192.168.2.3 8.8.8.8 0x6fb4 Standard query  clickup.com A (IP address) IN (0x0001)
0
Jul 22, 2021 02:52:44.231081009 CEST 192.168.2.3 8.8.8.8 0Oxa0e5 Standard query  calendly.com A (IP address) IN (0x0001)
0
Jul 22, 2021 02:52:44.231604099 CEST 192.168.2.3 8.8.8.8 0x4965 Standard query  www.google A (IP address) IN (0x0001)
0) optimize.com
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jul 22, 2021 02:52:44.233110905 CEST 192.168.2.3 8.8.8.8 0x994c Standard query  client-reg A (IP address) IN (0x0001)

(0) istry.muti
nycdn.com

Jul 22, 2021 02:52:44.736197948 CEST 192.168.2.3 8.8.8.8 0xc787 Standard query  user-data. A (IP address) IN (0x0001)
(0) mutinycdn.com

Jul 22, 2021 02:52:44.758519888 CEST 192.168.2.3 8.8.8.8 0x338c Standard query  px.ads.lin A (IP address) IN (0x0001)
0) kedin.com

Jul 22, 2021 02:52:44.761961937 CEST 192.168.2.3 8.8.8.8 0x49fa Standard query  static.hotjar.com A (IP address) IN (0x0001)
(0

Jul 22, 2021 02:52:44.763358116 CEST 192.168.2.3 8.8.8.8 0xff7e Standard query  connect.fa A (IP address) IN (0x0001)
(0) cebook.net

Jul 22, 2021 02:52:44.765217066 CEST 192.168.2.3 8.8.8.8 0xb228 Standard query  tag.getdrip.com A (IP address) IN (0x0001)
(0

Jul 22, 2021 02:52:44.765564919 CEST 192.168.2.3 8.8.8.8 Oxe51 Standard query  js.hs-scripts.com A (IP address) IN (0x0001)
(0)

Jul 22, 2021 02:52:44.816874027 CEST 192.168.2.3 8.8.8.8 0x72a0 Standard query  a.quora.com A (IP address) IN (0x0001)
(0)

Jul 22, 2021 02:52:44.841640949 CEST 192.168.2.3 8.8.8.8 0x5c07 Standard query  snap.licdn.com A (IP address) IN (0x0001)
(0

Jul 22, 2021 02:52:44.841814995 CEST 192.168.2.3 8.8.8.8 0x18c5 Standard query  cdn.firstp A (IP address) IN (0x0001)
(0) romoter.com

Jul 22, 2021 02:52:44.859864950 CEST 192.168.2.3 8.8.8.8 0x77a8 Standard query  tracking.g A (IP address) IN (0x0001)
(0) 2crowd.com

Jul 22, 2021 02:52:45.114248037 CEST 192.168.2.3 8.8.8.8 0x48fd Standard query  x.clearbitjis.com A (IP address) IN (0x0001)
(0)

Jul 22, 2021 02:52:45.124650955 CEST 192.168.2.3 8.8.8.8 0x449a Standard query ~ ws.zoominfo.com A (IP address) IN (0x0001)
©)

Jul 22, 2021 02:52:45.124834061 CEST 192.168.2.3 8.8.8.8 0Oxb7be Standard query  edge.fulls A (IP address) IN (0x0001)
0) tory.com

Jul 22, 2021 02:52:46.347609997 CEST 192.168.2.3 8.8.8.8 Oxe2cl Standard query  api.clickup.com A (IP address) IN (0x0001)
()

Jul 22, 2021 02:52:46.394853115 CEST 192.168.2.3 8.8.8.8 0xe80d Standard query  static.ads- A (IP address) IN (0x0001)
(0) twitter.com

Jul 22, 2021 02:52:46.401948929 CEST 192.168.2.3 8.8.8.8 0x35ea Standard query  dx.steelho A (IP address) IN (0x0001)
(0) usemedia.com

Jul 22, 2021 02:52:47.449973106 CEST 192.168.2.3 8.8.8.8 Ox46ae Standard query  track.attr A (IP address) IN (0x0001)
0) ibutionapp.com

Jul 22, 2021 02:52:47.491347075 CEST 192.168.2.3 8.8.8.8 Oxeb32 Standard query  script.hotjar.com A (IP address) IN (0x0001)
()

Jul 22, 2021 02:52:47.530728102 CEST 192.168.2.3 8.8.8.8 0x8984 Standard query  g.quora.com A (IP address) IN (0x0001)
(0)

Jul 22, 2021 02:52:47.531434059 CEST 192.168.2.3 8.8.8.8 0xc37a Standard query  js.hs-anal A (IP address) IN (0x0001)
0) ytics.net

Jul 22, 2021 02:52:47.532463074 CEST 192.168.2.3 8.8.8.8 0xd38f Standard query  js.hs-banner.com A (IP address) IN (0x0001)
(0)

Jul 22, 2021 02:52:47.533093929 CEST 192.168.2.3 8.8.8.8 Oxee2a Standard query  api.getdrip.com A (IP address) IN (0x0001)
(0)

Jul 22, 2021 02:52:47.546376944 CEST 192.168.2.3 8.8.8.8 Ox11lba Standard query  js.hscolle A (IP address) IN (0x0001)
0) ctedforms.net

Jul 22, 2021 02:52:47.789926052 CEST 192.168.2.3 8.8.8.8 0x63b1 Standard query  x.clearbit.com A (IP address) IN (0x0001)
(0)

Jul 22, 2021 02:52:47.790225983 CEST 192.168.2.3 8.8.8.8 0x3769 Standard query  rs.fullstory.com A (IP address) IN (0x0001)
(0)

Jul 22, 2021 02:52:47.793975115 CEST 192.168.2.3 8.8.8.8 0x92ff Standard query  api.exchan A (IP address) IN (0x0001)
0) geratesapi.io

Jul 22, 2021 02:52:47.843928099 CEST 192.168.2.3 8.8.8.8 0xb96b Standard query  ob.chegzone.com A (IP address) IN (0x0001)
0

Jul 22, 2021 02:52:47.871325016 CEST 192.168.2.3 8.8.8.8 0x9603 Standard query  www.reddit A (IP address) IN (0x0001)
(0) static.com

Jul 22, 2021 02:52:47.902403116 CEST 192.168.2.3 8.8.8.8 0x29dc Standard query  m.servedby- A (IP address) IN (0x0001)
0) buysellads.com

Jul 22, 2021 02:52:47.904057980 CEST 192.168.2.3 8.8.8.8 0x5e44 Standard query  cdn.pdst.fm A (IP address) IN (0x0001)
0

Jul 22, 2021 02:52:48.068737984 CEST 192.168.2.3 8.8.8.8 Oxcfe Standard query  acdn.adnxs.com A (IP address) IN (0x0001)
0

Jul 22, 2021 02:52:48.242283106 CEST 192.168.2.3 8.8.8.8 OxcalO Standard query  vars.hotjar.com A (IP address) IN (0x0001)
@

Jul 22, 2021 02:52:48.247606993 CEST 192.168.2.3 8.8.8.8 Ox4c6f Standard query  client.mut A (IP address) IN (0x0001)
(0) inycdn.com

Jul 22, 2021 02:52:48.369276047 CEST 192.168.2.3 8.8.8.8 0x94d3 Standard query  api-v2.mut A (IP address) IN (0x0001)
(0) inyhg.io

Jul 22, 2021 02:52:48.538425922 CEST 192.168.2.3 8.8.8.8 0x5448 Standard query  t.co A (IP address) IN (0x0001)
0

Jul 22, 2021 02:52:48.595423937 CEST 192.168.2.3 8.8.8.8 0x5a92 Standard query  www.facebo A (IP address) IN (0x0001)
0) ok.com
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jul 22, 2021 02:52:48.859498978 CEST 192.168.2.3 8.8.8.8 0x484b Standard query  googleads. A (IP address) IN (0x0001)
(0) g.doubleclick.net
Jul 22, 2021 02:52:48.896673918 CEST 192.168.2.3 8.8.8.8 0x8f97 Standard query  alb.reddit.com A (IP address) IN (0x0001)
(0
Jul 22, 2021 02:52:48.945255995 CEST 192.168.2.3 8.8.8.8 0xdc70 Standard query  ib.adnxs.com A (IP address) IN (0x0001)
0
Jul 22, 2021 02:52:48.956944942 CEST 192.168.2.3 8.8.8.8 0x9b3 Standard query  forms.hubs A (IP address) IN (0x0001)
(0) pot.com
Jul 22, 2021 02:52:48.998486042 CEST 192.168.2.3 8.8.8.8 0x1c59 Standard query  us-centrall- A (IP address) IN (0x0001)
(0) adaptive-
growth.cl
oudfunctions.net
Jul 22, 2021 02:52:49.963252068 CEST 192.168.2.3 8.8.8.8 0x5f4 Standard query  obs.cheqzo A (IP address) IN (0x0001)
(0) ne.com
Jul 22, 2021 02:52:49.965784073 CEST 192.168.2.3 8.8.8.8 0xc9b3 Standard query  px.steelho A (IP address) IN (0x0001)
(0) usemedia.com
Jul 22, 2021 02:52:50.138766050 CEST 192.168.2.3 8.8.8.8 Oxcf5d Standard query  forms.hsfo A (IP address) IN (0x0001)
(0) rms.com
Jul 22, 2021 02:52:50.410810947 CEST 192.168.2.3 8.8.8.8 Ox4ded Standard query  stats.g.do A (IP address) IN (0x0001)
(0) ubleclick.net
Jul 22, 2021 02:52:50.427761078 CEST 192.168.2.3 8.8.8.8 0x48cf Standard query  www.google.com A (IP address) IN (0x0001)
(0)
Jul 22, 2021 02:52:50.430520058 CEST 192.168.2.3 8.8.8.8 Oxd8e4 Standard query  www.google.de A (IP address) IN (0x0001)
(0)
Jul 22, 2021 02:52:54.311707020 CEST 192.168.2.3 8.8.8.8 0x80c6 Standard query  ww.steelho A (IP address) IN (0x0001)
(0) usemedia.com
Jul 22, 2021 02:52:55.755774975 CEST 192.168.2.3 8.8.8.8 0x82d9 Standard query in.hotjar.com A (IP address) IN (0x0001)
()
Jul 22, 2021 02:52:56.038944960 CEST 192.168.2.3 8.8.8.8 0x8458 Standard query  match.adsrvr.org A (IP address) IN (0x0001)
()
Jul 22, 2021 02:52:56.042747974 CEST 192.168.2.3 8.8.8.8 Oxe2bb Standard query  insight.adsrvr.org A (IP address) IN (0x0001)
()
Jul 22, 2021 02:52:56.054312944 CEST 192.168.2.3 8.8.8.8 0x400f Standard query  clickup.com A (IP address) IN (0x0001)
()
Jul 22, 2021 02:52:57.400614977 CEST 192.168.2.3 8.8.8.8 0x1897 Standard query  widget.int A (IP address) IN (0x0001)
(0) ercom.io
Jul 22, 2021 02:52:57.481733084 CEST 192.168.2.3 8.8.8.8 0x6379 Standard query  analytics. A (IP address) IN (0x0001)
(0) twitter.com
Jul 22, 2021 02:52:57.511550903 CEST 192.168.2.3 8.8.8.8 Oxbfc5 Standard query  track.hubs A (IP address) IN (0x0001)
0) pot.com
Jul 22, 2021 02:52:57.712742090 CEST 192.168.2.3 8.8.8.8 0x1bb9 Standard query  js.interco A (IP address) IN (0x0001)
0) mcdn.com
Jul 22, 2021 02:52:59.216038942 CEST 192.168.2.3 8.8.8.8 0x4b3e Standard query  api-iam.in A (IP address) IN (0x0001)
0) tercom.io
Jul 22, 2021 02:53:00.262403011 CEST 192.168.2.3 8.8.8.8 0x1381 Standard query  nexus-webs A (IP address) IN (0x0001)
0) ocket-a.in
tercom.io
Jul 22, 2021 02:53:00.778495073 CEST 192.168.2.3 8.8.8.8 0x2314 Standard query  clockify.me A (IP address) IN (0x0001)
(0)
Jul 22, 2021 02:53:03.573575974 CEST 192.168.2.3 8.8.8.8 0x1966 Standard query  px.ads.lin A (IP address) IN (0x0001)
0) kedin.com
Jul 22, 2021 02:53:32.393996000 CEST 192.168.2.3 8.8.8.8 0xc7e0 Standard query  insight.adsrvr.org A (IP address) IN (0x0001)
(0)
DNS Answers
Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
Jul 22, 2021 8.8.8.8 192.168.2.3 0xf513 No error (0) clients2.g clients.l.google.com CNAME IN (0x0001)
02:52:24.786839008 oogle.com (Canonical
CEST name)
Jul 22, 2021 8.8.8.8 192.168.2.3 0xf513 No error (0) clients.l. 142.250.185.142 A (IP address)  IN (0x0001)
02:52:24.786839008 google.com
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0xe658 No error (0) doc.clickup.com app.clickup.com CNAME IN (0x0001)
02:52:24.801865101 (Canonical
CEST name)
Jul 22, 2021 8.8.8.8 192.168.2.3 0xe658 No error (0) app.clickup.com 3.125.16.43 A (IP address)  IN (0x0001)
02:52:24.801865101
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0xe658 No error (0) app.clickup.com 3.67.223.105 A (IP address)  IN (0x0001)
02:52:24.801865101
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0xe658 No error (0) app.clickup.com 18.184.109.158 A (IP address)  IN (0x0001)
02:52:24.801865101
CEST
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Timestamp Source IP

Jul 22, 2021 8.8.8.8
02:52:24.809571028
CEST

Jul 22, 2021 8.8.8.8
02:52:25.914194107
CEST

Jul 22, 2021 8.8.8.8
02:52:25.917814970
CEST

Jul 22, 2021 8.8.8.8
02:52:25.917814970
CEST

Jul 22, 2021 8.8.8.8
02:52:25.917814970
CEST

Jul 22, 2021 8.8.8.8
02:52:25.917814970
CEST

Jul 22, 2021 8.8.8.8
02:52:25.937357903
CEST

Jul 22, 2021 8.8.8.8
02:52:25.937357903
CEST

Jul 22, 2021 8.8.8.8
02:52:25.937357903
CEST

Jul 22, 2021 8.8.8.8
02:52:25.937357903
CEST

Jul 22, 2021 8.8.8.8
02:52:25.937357903
CEST

Jul 22, 2021 8.8.8.8
02:52:26.379538059
CEST

Jul 22, 2021 8.8.8.8
02:52:27.613302946
CEST

Jul 22, 2021 8.8.8.8
02:52:27.613302946
CEST

Jul 22, 2021 8.8.8.8
02:52:27.613302946
CEST

Jul 22, 2021 8.8.8.8
02:52:28.164086103
CEST

Jul 22, 2021 8.8.8.8
02:52:28.164086103
CEST

Jul 22, 2021 8.8.8.8
02:52:28.164086103
CEST

Jul 22, 2021 8.8.8.8
02:52:28.164086103
CEST

Jul 22, 2021 8.8.8.8
02:52:29.402128935
CEST

Jul 22, 2021 8.8.8.8
02:52:29.402128935
CEST

Jul 22, 2021 8.8.8.8
02:52:29.402128935
CEST

Jul 22, 2021 8.8.8.8
02:52:29.402128935
CEST

Jul 22, 2021 8.8.8.8
02:52:29.415380001
CEST

Jul 22, 2021 8.8.8.8
02:52:29.415380001
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x92d

Oxee25

0xa045

0xa045

0xa045

0xa045

0x827d

0x827d

0x827d

0x827d

0x827d

Oxae67

0x752a

0x752a

0x752a

0xe019

0xe019

0xe019

0xe019

Oxc4e9

Oxc4e9

Oxc4e9

Oxc4e9

0x7858

0x7858

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

accounts.g
oogle.com

www-google
tagmanager
.l.google.com

doc-cdn.cl
ickup.com

doc-cdn.cl
ickup.com

doc-cdn.cl
ickup.com

doc-cdn.cl
ickup.com

scripts.at d279x8308vg8mj.cloudfro
tributionapp.com nt.net

d279x8308v
q8mj.cloud
front.net

d279x8308v
q8mj.cloud
front.net

d279x8308v
q8mj.cloud
front.net

d279x8308v
q8mj.cloud
front.net

www-google-
analytics
.L.google.com

app.clickup.com

app.clickup.com

app.clickup.com

t12600861.
p.clickup-
attachment
s.com

t12600861.
p.clickup-
attachment
s.com

t12600861.
p.clickup-
attachment
s.com

t12600861.
p.clickup-
attachment
s.com

usage.trac
kjs.com

usage.trac
kjs.com

usage.trac
kjs.com

usage.trac
kjs.com

app-cdn.cl d5txjkmyderx.cloudfront.n
ickup.com et

d5txjkmyde
rx.cloudfront.net

Address
172.217.168.45

172.217.168.8

13.224.99.46

13.224.99.4

13.224.99.112

13.224.99.69

13.224.99.54

13.224.99.118

13.224.99.81

13.224.99.4

216.58.215.238

18.184.109.158

3.125.16.43

3.67.223.105

13.224.99.60

13.224.99.64

13.224.99.37

13.224.99.102

158.69.52.117

138.197.155.84

167.114.119.127

51.89.217.92

13.224.99.77

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Jul 22, 2021 8.8.8.8
02:52:29.415380001
CEST

Jul 22, 2021 8.8.8.8
02:52:29.415380001
CEST

Jul 22, 2021 8.8.8.8
02:52:29.415380001
CEST

Jul 22, 2021 8.8.8.8
02:52:30.443172932
CEST

Jul 22, 2021 8.8.8.8
02:52:30.443172932
CEST

Jul 22, 2021 8.8.8.8
02:52:30.443172932
CEST

Jul 22, 2021 8.8.8.8
02:52:30.443172932
CEST

Jul 22, 2021 8.8.8.8
02:52:30.443172932
CEST

Jul 22, 2021 8.8.8.8
02:52:30.586112022
CEST

Jul 22, 2021 8.8.8.8
02:52:30.586112022
CEST

Jul 22, 2021 8.8.8.8
02:52:30.586112022
CEST

Jul 22, 2021 8.8.8.8
02:52:30.586112022
CEST

Jul 22, 2021 8.8.8.8
02:52:30.588659048
CEST

Jul 22, 2021 8.8.8.8
02:52:30.588659048
CEST

Jul 22, 2021 8.8.8.8
02:52:30.588659048
CEST

Jul 22, 2021 8.8.8.8
02:52:30.588659048
CEST

Jul 22, 2021 8.8.8.8
02:52:38.343755960
CEST

Jul 22, 2021 8.8.8.8
02:52:39.576862097
CEST

Jul 22, 2021 8.8.8.8
02:52:39.576862097
CEST

Jul 22, 2021 8.8.8.8
02:52:39.715790033
CEST

Jul 22, 2021 8.8.8.8
02:52:39.724821091
CEST

Jul 22, 2021 8.8.8.8
02:52:39.724821091
CEST

Jul 22, 2021 8.8.8.8
02:52:39.732553959
CEST

Jul 22, 2021 8.8.8.8
02:52:40.035425901
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x7858

0x7858

0x7858

0xa765

0xa765

0xa765

0xa765

0xa765

Oxcca?

Oxcca?

Oxcca?

Oxcca?

0x6105

0x6105

0x6105

0x6105

0x7e30

Ox7afa

Ox7afa

0x4b05

Oxad7f

Oxad7f

0x450

0xff29

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

d5txjkmyde
rx.cloudfront.net

d5txjkmyde
rx.cloudfront.net

d5txjkmyde
rx.cloudfront.net

app-cdn.cl d5txjkmyderx.cloudfront.n
ickup.com et
d5txjkmyde

rx.cloudfront.net

d5txjkmyde
rx.cloudfront.net

d5txjkmyde
rx.cloudfront.net

d5txjkmyde
rx.cloudfront.net

doc-cdn.cl
ickup.com

doc-cdn.cl
ickup.com

doc-cdn.cl
ickup.com

doc-cdn.cl
ickup.com

t12600861.
p.clickup-
attachment
s.com

t12600861.
p.clickup-
attachment
s.com

t12600861.
p.clickup-
attachment
s.com

t12600861.
p.clickup-
attachment
s.com

mega-share
drives.club

clients2.g googlehosted.l.googleuse
oogleuserc rcontent.com
ontent.com

googlehost
ed.l.googl
euserconte
nt.com

code.jgquery.com cds.s5x3j6g5.hwedn.net

maxcdn.boo
tstrapcdn.com

maxcdn.boo
tstrapcdn.com

kit.fontaw kit.fontawesome.com.cdn.
esome.com cloudflare.net
gstaticads

sl.l.google.com

Address
13.224.99.63

13.224.99.102

13.224.99.5

13.224.99.77

13.224.99.63

13.224.99.5

13.224.99.102

13.224.99.69

13.224.99.112

13.224.99.46

13.224.99.4

13.224.99.60

13.224.99.64

13.224.99.37

13.224.99.102

66.29.132.95

142.250.203.97

104.18.11.207

104.18.10.207

172.217.168.3

Type
A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Jul 22, 2021 8.8.8.8
02:52:40.108501911
CEST

Jul 22, 2021 8.8.8.8
02:52:40.108501911
CEST

Jul 22, 2021 8.8.8.8
02:52:40.162748098
CEST

Jul 22, 2021 8.8.8.8
02:52:42.540098906
CEST

Jul 22, 2021 8.8.8.8
02:52:43.975394011
CEST

Jul 22, 2021 8.8.8.8
02:52:43.975394011
CEST

Jul 22, 2021 8.8.8.8
02:52:43.975394011
CEST

Jul 22, 2021 8.8.8.8
02:52:43.975394011
CEST

Jul 22, 2021 8.8.8.8
02:52:44.296709061
CEST

Jul 22, 2021 8.8.8.8
02:52:44.296709061
CEST

Jul 22, 2021 8.8.8.8
02:52:44.299331903
CEST

Jul 22, 2021 8.8.8.8
02:52:44.313359022
CEST

Jul 22, 2021 8.8.8.8
02:52:44.798451900
CEST

Jul 22, 2021 8.8.8.8
02:52:44.823591948
CEST

Jul 22, 2021 8.8.8.8
02:52:44.823591948
CEST

Jul 22, 2021 8.8.8.8
02:52:44.823791981
CEST

Jul 22, 2021 8.8.8.8
02:52:44.823791981
CEST

Jul 22, 2021 8.8.8.8
02:52:44.823791981
CEST

Jul 22, 2021 8.8.8.8
02:52:44.823791981
CEST

Jul 22, 2021 8.8.8.8
02:52:44.823791981
CEST

Jul 22, 2021 8.8.8.8
02:52:44.827270985
CEST

Jul 22, 2021 8.8.8.8
02:52:44.827270985
CEST

Jul 22, 2021 8.8.8.8
02:52:44.827270985
CEST

Jul 22, 2021 8.8.8.8
02:52:44.827270985
CEST

Jul 22, 2021 8.8.8.8
02:52:44.827270985
CEST

Jul 22, 2021 8.8.8.8
02:52:44.828468084
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0xc525

0xc525

Oxe2c3

Oxe75a

0x6fb4

0x6fb4

0x6fb4

0x6fb4

Oxale5

Oxale5

0x994c

0x4965

0xc787

Oxff7e

Oxff7e

Ox49fa

Ox49fa

Ox49fa

0x49fa

0x49fa

Oxe51

Oxe51

Oxe51

Oxe51

Oxe51

0x338c

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName
cdnjs.clou
dflare.com

cdnjs.clou
dflare.com

ka-f.fonta ka-
wesome.com f.fontawesome.com.cdn.cl
oudflare.net

mega-share

drives.club

clickup.com

clickup.com

clickup.com

clickup.com

calendly.com

calendly.com

client-reg c3.shared.global.fastly.ne
istry.muti t

nycdn.com

www.google

optimize.com

user-data. c3.shared.global.fastly.ne
mutinycdn.com  t

connect.fa scontent.xx.fbcdn.net
cebook.net

scontent.x
x.fbcdn.net

static.hotjar.com  static-cdn.hotjar.com

static-cdn
.hotjar.com

static-cdn
.hotjar.com

static-cdn
.hotjar.com

static-cdn

-hotjar.com

js.hs-scripts.com

js.hs-scripts.com

js.hs-scripts.com

js.hs-scripts.com

js.hs-scripts.com

px.ads.lin mix.linkedin.com
kedin.com

Address
104.16.18.94

104.16.19.94

66.29.132.95

13.224.99.47

13.224.99.125

13.224.99.13

13.224.99.46

104.20.247.116

104.20.248.116

142.250.203.110

157.240.17.15

13.224.99.122

13.224.99.100

13.224.99.58

13.224.99.50

104.17.212.204

104.17.213.204

104.17.214.204

104.17.210.204

104.17.211.204

Type
A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 22, 2021 8.8.8.8 192.168.2.3 0x338c No error (0) mix.linkedin.com glb-na.mix.linkedin.com CNAME IN (0x0001)
02:52:44.828468084 (Canonical

CEST name)

Jul 22, 2021 8.8.8.8 192.168.2.3 0x338c No error (0) glb-na.mix pop- CNAME IN (0x0001)
02:52:44.828468084 linkedin.com edc2.mix.linkedin.com (Canonical

CEST name)

Jul 22, 2021 8.8.8.8 192.168.2.3 0x338c No error (0) pop-edc2.m 108.174.11.85 A (IP address)  IN (0x0001)
02:52:44.828468084 ix.linkedin.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0xb228 No error (0) tag.getdrip.com  d10w4ikcrdul3z.cloudfron CNAME IN (0x0001)
02:52:44.831418991 t.net (Canonical

CEST name)

Jul 22, 2021 8.8.8.8 192.168.2.3 0xb228 No error (0) d10w4ikcrd 13.224.99.21 A (IP address)  IN (0x0001)
02:52:44.831418991 ul3z.cloud

CEST front.net

Jul 22, 2021 8.8.8.8 192.168.2.3 0xb228 No error (0) d10w4ikcrd 13.224.99.34 A (IP address)  IN (0x0001)
02:52:44.831418991 ul3z.cloud

CEST front.net

Jul 22, 2021 8.8.8.8 192.168.2.3 0xb228 No error (0) d10w4ikcrd 13.224.99.111 A (IP address)  IN (0x0001)
02:52:44.831418991 ul3z.cloud

CEST front.net

Jul 22, 2021 8.8.8.8 192.168.2.3 0xb228 No error (0) d10w4ikcrd 13.224.99.66 A (IP address)  IN (0x0001)
02:52:44.831418991 ul3z.cloud

CEST front.net

Jul 22, 2021 8.8.8.8 192.168.2.3 0x72a0 No error (0) a.quora.com quora.map.fastly.net CNAME IN (0x0001)
02:52:44.877832890 (Canonical

CEST name)

Jul 22, 2021 8.8.8.8 192.168.2.3 0x72a0 No error (0) quora.map. 151.101.1.2 A (IP address)  IN (0x0001)
02:52:44.877832890 fastly.net

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0x72a0 No error (0) quora.map. 151.101.65.2 A (IP address)  IN (0x0001)
02:52:44.877832890 fastly.net

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0x72a0 No error (0) quora.map. 151.101.129.2 A (IP address)  IN (0x0001)
02:52:44.877832890 fastly.net

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0x72a0 No error (0) quora.map. 151.101.193.2 A (IP address)  IN (0x0001)
02:52:44.877832890 fastly.net

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0x5c07 No error (0) snap.licdn.com  wildcard.licdn.com.edgek CNAME IN (0x0001)
02:52:44.899753094 ey.net (Canonical

CEST name)

Jul 22, 2021 8.8.8.8 192.168.2.3 0x18c5 No error (0) cdn. firstp d2ycxbs0cq3yaz.cloudfro CNAME IN (0x0001)
02:52:44.905782938 romoter.com nt.net (Canonical

CEST name)

Jul 22, 2021 8.8.8.8 192.168.2.3 0x18c5 No error (0) d2ycxbsOcq 13.224.99.29 A (IP address)  IN (0x0001)
02:52:44.905782938 3yaz.cloud

CEST front.net

Jul 22, 2021 8.8.8.8 192.168.2.3 0x18c5 No error (0) d2ycxbsOcq 13.224.99.55 A (IP address)  IN (0x0001)
02:52:44.905782938 3yaz.cloud

CEST front.net

Jul 22, 2021 8.8.8.8 192.168.2.3 0x18c5 No error (0) d2ycxbsOcq 13.224.99.26 A (IP address)  IN (0x0001)
02:52:44.905782938 3yaz.cloud

CEST front.net

Jul 22, 2021 8.8.8.8 192.168.2.3 0x18c5 No error (0) d2ycxbsOcq 13.224.99.12 A (IP address)  IN (0x0001)
02:52:44.905782938 3yaz.cloud

CEST front.net

Jul 22, 2021 8.8.8.8 192.168.2.3 0x77a8 No error (0) tracking.g 104.18.27.190 A (IP address)  IN (0x0001)
02:52:44.920770884 2crowd.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 Ox77a8 No error (0) tracking.g 104.18.26.190 A (IP address)  IN (0x0001)
02:52:44.920770884 2crowd.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0xb7be No error (0) edge.fulls 35.201.112.186 A (IP address)  IN (0x0001)
02:52:45.177009106 tory.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0x449a No error (0) ws.zoominf 104.16.168.82 A (IP address)  IN (0x0001)
02:52:45.185930967 0.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0x449a No error (0) ws.zoominf 104.16.101.12 A (IP address)  IN (0x0001)
02:52:45.185930967 o.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0x48fd No error (0) x.clearbitjs.com  global-v2.clearbit.com CNAME IN (0x0001)
02:52:45.187757969 (Canonical

CEST name)

Jul 22, 2021 8.8.8.8 192.168.2.3 0x48fd No error (0) global-v2. 18.168.223.221 A (IP address)  IN (0x0001)
02:52:45.187757969 clearbit.com

CEST
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Timestamp Source IP

Jul 22, 2021 8.8.8.8
02:52:45.187757969
CEST

Jul 22, 2021 8.8.8.8
02:52:46.406661034
CEST

Jul 22, 2021 8.8.8.8
02:52:46.406661034
CEST

Jul 22, 2021 8.8.8.8
02:52:46.406661034
CEST

Jul 22, 2021 8.8.8.8
02:52:46.454483986
CEST

Jul 22, 2021 8.8.8.8
02:52:46.454483986
CEST

Jul 22, 2021 8.8.8.8
02:52:46.462276936
CEST

Jul 22, 2021 8.8.8.8
02:52:46.462276936
CEST

Jul 22, 2021 8.8.8.8
02:52:46.462276936
CEST

Jul 22, 2021 8.8.8.8
02:52:46.462276936
CEST

Jul 22, 2021 8.8.8.8
02:52:47.519370079
CEST

Jul 22, 2021 8.8.8.8
02:52:47.519370079
CEST

Jul 22, 2021 8.8.8.8
02:52:47.519370079
CEST

Jul 22, 2021 8.8.8.8
02:52:47.519370079
CEST

Jul 22, 2021 8.8.8.8
02:52:47.519370079
CEST

Jul 22, 2021 8.8.8.8
02:52:47.519370079
CEST

Jul 22, 2021 8.8.8.8
02:52:47.519370079
CEST

Jul 22, 2021 8.8.8.8
02:52:47.519370079
CEST

Jul 22, 2021 8.8.8.8
02:52:47.519370079
CEST

Jul 22, 2021 8.8.8.8
02:52:47.554191113
CEST

Jul 22, 2021 8.8.8.8
02:52:47.554191113
CEST
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Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x48fd

Oxe2cl

Oxe2cl

Oxe2cl

0xe80d

0xe80d

0x35ea

0x35ea

0x35ea

0x35ea

Ox46ae

Ox46ae

Ox46ae

0x46ae

Ox46ae

Ox46ae

Ox46ae

Ox46ae

Ox46ae

Oxeb32

Oxeb32

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

global-v2.
clearbit.com

api.clickup.com

api.clickup.com

api.clickup.com

static.ads-
twitter.com

platform.t
witter.map
fastly.net

dx.steelho
usemedia.com

dx.steelho
usemedia.com

dx.steelho
usemedia.com

dx.steelho
usemedia.com

track.attr
ibutionapp.com

fluffy-alpaca-
jlw7zd
v61tmqz86b
33z4c6tl.h
erokudns.com

fluffy-alpaca-
jlw7zd
v61tmaz86b
33z4c6tl.h
erokudns.com

fluffy-alpaca-
jlw7zd
v61tmqz86h
33z4c6tl.h
erokudns.com

fluffy-alpaca-
jlw7zd
v61tmgz86b
33z4c6tl.h
erokudns.com

fluffy-alpaca-
jlw7zd
v61tmgz86h
33z4c6tl.h
erokudns.com

fluffy-alpaca-
jiw7zd
v61tmagz86b
33z4c6tl.h
erokudns.com

fluffy-alpaca-
jlw7zd
v61tmqgz86b
33z4c6tl.h
erokudns.com
fluffy-alpaca-
jlw7zd
v61tmqz86b
33z4c6tl.h
erokudns.com

script.hotjar.com

script.hotjar.com

CName

platform.twitter.map.fastly
.net

fluffy-alpaca-
jlw7zdv61tmqz86b33z4c
6tl.herokudns.com

Address
18.134.49.160

3.124.156.213

3.123.224.68

3.65.4.135

199.232.136.157

52.11.37.91

44.241.10.203

44.236.162.197

54.69.84.146

52.45.121.249

52.44.24.39

3.223.240.69

52.45.185.230

52.45.37.112

52.4.65.107

52.45.2.162

35.169.250.74

13.224.99.26

13.224.99.33

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 22, 2021 8.8.8.8 192.168.2.3 0Oxeb32 No error (0) script.hotjar.com 13.224.99.44 A (IP address)  IN (0x0001)
02:52:47.554191113

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0xeb32 No error (0) script.hotjar.com 13.224.99.19 A (IP address)  IN (0x0001)
02:52:47.554191113

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0x8984 No error (0) g.quora.com 3.224.194.150 A (IP address)  IN (0x0001)
02:52:47.587615967

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0x8984 No error (0) g.quora.com 18.205.51.212 A (IP address)  IN (0x0001)
02:52:47.587615967

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0x8984 No error (0) g.quora.com 3.230.50.184 A (IP address)  IN (0x0001)
02:52:47.587615967

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0x8984 No error (0) g.quora.com 18.215.205.165 A (IP address)  IN (0x0001)
02:52:47.587615967

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0x8984 No error (0) g.quora.com 52.71.230.189 A (IP address)  IN (0x0001)
02:52:47.587615967

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0x8984 No error (0) g.quora.com 3.225.115.141 A (IP address)  IN (0x0001)
02:52:47.587615967

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0xc37a No error (0) js.hs-anal 104.17.70.176 A (IP address)  IN (0x0001)
02:52:47.591324091 ytics.net

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0xc37a No error (0) js.hs-anal 104.17.71.176 A (IP address)  IN (0x0001)
02:52:47.591324091 ytics.net

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0xc37a No error (0) js.hs-anal 104.17.68.176 A (IP address)  IN (0x0001)
02:52:47.591324091 ytics.net

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0xc37a No error (0) js.hs-anal 104.17.67.176 A (IP address)  IN (0x0001)
02:52:47.591324091 ytics.net

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0xc37a No error (0) js.hs-anal 104.17.69.176 A (IP address)  IN (0x0001)
02:52:47.591324091 ytics.net

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0xd38f No error (0) js.hs-bann 104.18.20.191 A (IP address)  IN (0x0001)
02:52:47.591975927 er.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0xd38f No error (0) js.hs-bann 104.18.21.191 A (IP address)  IN (0x0001)
02:52:47.591975927 er.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 Ox11lba No error (0) js.hscolle 104.17.129.171 A (IP address)  IN (0x0001)
02:52:47.605622053 ctedforms.net

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 Ox11lba No error (0) js.hscolle 104.17.127.171 A (IP address)  IN (0x0001)
02:52:47.605622053 ctedforms.net

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 Ox11lba No error (0) js.hscolle 104.17.131.171 A (IP address)  IN (0x0001)
02:52:47.605622053 ctedforms.net

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 Ox11lba No error (0) js.hscolle 104.17.130.171 A (IP address)  IN (0x0001)
02:52:47.605622053 ctedforms.net

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 Ox1lba No error (0) js.hscolle 104.17.128.171 A (IP address)  IN (0x0001)
02:52:47.605622053 ctedforms.net

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 Oxee2a No error (0) api.getdrip.com 13.224.99.3 A (IP address)  IN (0x0001)
02:52:47.625277042

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 Oxee2a No error (0) api.getdrip.com 13.224.99.13 A (IP address)  IN (0x0001)
02:52:47.625277042

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 Oxee2a No error (0) api.getdrip.com 13.224.99.49 A (IP address)  IN (0x0001)
02:52:47.625277042

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 Oxee2a No error (0) api.getdrip.com 13.224.99.82 A (IP address)  IN (0x0001)
02:52:47.625277042

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0x63b1 No error (0) x.clearbit.com 18.134.49.160 A (IP address)  IN (0x0001)
02:52:47.852085114

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0x63b1 No error (0) x.clearbit.com 18.168.223.221 A (IP address)  IN (0x0001)
02:52:47.852085114

CEST
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Timestamp Source IP

Jul 22, 2021
02:52:47.854733944
CEST

8.8.8.8

Jul 22, 2021
02:52:47.854733944
CEST

8.8.8.8

Jul 22, 2021
02:52:47.854733944
CEST

8.8.8.8

Jul 22, 2021
02:52:47.856849909
CEST

8.8.8.8

Jul 22, 2021
02:52:47.903727055
CEST

8.8.8.8

Jul 22, 2021
02:52:47.903727055
CEST

8.8.8.8

Jul 22, 2021
02:52:47.903727055
CEST

8.8.8.8

Jul 22, 2021
02:52:47.903727055
CEST

8.8.8.8

Jul 22, 2021
02:52:47.940283060
CEST

8.8.8.8

Jul 22, 2021 8.8.8.8
02:52:47.940283060

CEST

Jul 22, 2021
02:52:47.940283060
CEST

8.8.8.8

Jul 22, 2021
02:52:47.940283060
CEST

8.8.8.8

Jul 22, 2021
02:52:47.940283060
CEST

Jul 22, 2021
02:52:47.959450960
CEST

Jul 22, 2021
02:52:47.959450960
CEST

8.8.8.8

8.8.8.8

8.8.8.8

Jul 22, 2021 8.8.8.8
02:52:47.963596106

CEST

Jul 22, 2021
02:52:48.125464916
CEST

Jul 22, 2021
02:52:48.125464916
CEST

Jul 22, 2021
02:52:48.125464916
CEST

Jul 22, 2021
02:52:48.125464916
CEST

Jul 22, 2021
02:52:48.125464916
CEST

Jul 22, 2021
02:52:48.317331076
CEST

Jul 22, 2021
02:52:48.317331076
CEST

Jul 22, 2021
02:52:48.317331076
CEST

Jul 22, 2021
02:52:48.317331076
CEST

Jul 22, 2021
02:52:48.334353924
CEST

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8
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Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x92ff

0x92ff

0x92ff

0x3769

0xb96b

0xb96b

0xb96b

0xb96b

0x9603

0x9603

0x9603

0x9603

0x9603

0x29dc

0x29dc

0x5e44

Oxcfe

Oxcfe

Oxcfe

Oxcfe

Oxcfe

Ox4c6f

Ox4c6f

Ox4cef

Ox4c6f

OxcalO

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

api.exchan
geratesapi.io

api.exchan
geratesapi.io

api.exchan
geratesapi.io

rs.fullstory.com

ob.cheqzon
e.com

ob.cheqzon
e.com

ob.cheqzon
e.com

ob.cheqzon
e.com

www.reddit
static.com

reddit.map.fastly.net

reddit.map
fastly.net

reddit.map
fastly.net

reddit.map
fastly.net

reddit.map
fastly.net

monetization-
framework.bsa.netdna-
cdn.com

m.servedby-
buysellads.com

monetization-
framewo
rk.bsa.netdna-
cdn.com

cdn.pdst.fm

acdn.adnxs.com prod.appnexus.map.fastly

.net

prod.appne
xus.map.fa
stly.net

prod.appne
xus.map.fa
stly.net

prod.appne
xus.map.fa
stly.net

prod.appne
xus.map.fa
stly.net

client.mut
inycdn.com

client.mut
inycdn.com

client.mut
inycdn.com

client.mut
inycdn.com

vars.hotjar.com

Address
104.26.8.91

172.67.74.213

104.26.9.91

35.186.194.58

13.224.99.100

13.224.99.93

13.224.99.27

13.224.99.105

151.101.1.140

151.101.65.140

151.101.129.140

151.101.193.140

108.161.189.78

35.244.142.80

151.101.1.108

151.101.65.108

151.101.129.108

151.101.193.108

13.224.99.6

13.224.99.113

13.224.99.18

13.224.99.108

13.224.99.33

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Jul 22, 2021
02:52:48.334353924
CEST

8.8.8.8

Jul 22, 2021
02:52:48.334353924
CEST

8.8.8.8

Jul 22, 2021
02:52:48.334353924
CEST

8.8.8.8

Jul 22, 2021
02:52:48.430783033
CEST

8.8.8.8

Jul 22, 2021
02:52:48.430783033
CEST

8.8.8.8

Jul 22, 2021
02:52:48.430783033
CEST

8.8.8.8

Jul 22, 2021
02:52:48.587496996
CEST

8.8.8.8

Jul 22, 2021
02:52:48.587496996
CEST

8.8.8.8

Jul 22, 2021
02:52:48.587496996
CEST

8.8.8.8

Jul 22, 2021 8.8.8.8
02:52:48.587496996

CEST

Jul 22, 2021
02:52:48.653606892
CEST

8.8.8.8

Jul 22, 2021
02:52:48.653606892
CEST

8.8.8.8

Jul 22, 2021
02:52:48.927558899
CEST

Jul 22, 2021
02:52:48.954720974
CEST

Jul 22, 2021
02:52:48.954720974
CEST

Jul 22, 2021
02:52:48.954720974
CEST

Jul 22, 2021
02:52:48.954720974
CEST

Jul 22, 2021
02:52:48.954720974
CEST

Jul 22, 2021
02:52:48.997229099
CEST

Jul 22, 2021
02:52:48.997229099
CEST

Jul 22, 2021
02:52:48.997229099
CEST

Jul 22, 2021
02:52:48.997229099
CEST

Jul 22, 2021
02:52:48.997229099
CEST

Jul 22, 2021
02:52:48.997229099
CEST

Jul 22, 2021
02:52:48.997229099
CEST

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8
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Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

OxcalO

OxcalO

OxcalO

0x94d3

0x94d3

0x94d3

0x5448

0x5448

0x5448

0x5448

0x5a92

0x5a92

0x484b

0x8f97

0x8f97

0x8f97

0x8f97

0x8f97

Oxdc70

0xdc70

0xdc70

0xdc70

0xdc70

0xdc70

0xdc70

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

vars.hotjar.com

vars.hotjar.com

vars.hotjar.com

api-v2.mut
inyhg.io

gentle-meadow-
3800.shrouded-lake-
4691.herokuspace.com
gentle-meadow-

3800.shrouded-

lake-4691.he

rokuspace.com

gentle-meadow-

3800.shrouded-

lake-4691.he

rokuspace.com

t.co

t.co

t.co

t.co

www.facebo star-
ok.com mini.c10r.facebook.com

star-mini.
clor.faceb
ook.com

googleads.
g.doubleclick.net

alb.redditcom  reddit.map.fastly.net

reddit.map
fastly.net

reddit.map
fastly.net

reddit.map
fastly.net

reddit.map
fastly.net

ib.adnxs.com g.geogslb.com

g.geogslb.com ib.anycast.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

Address
13.224.99.30

13.224.99.109

13.224.99.12

50.112.148.251

34.210.130.159

104.244.42.133

104.244.42.197

104.244.42.5

104.244.42.69

157.240.17.35

172.217.168.2

151.101.1.140

151.101.65.140

151.101.129.140

151.101.193.140

185.33.220.244

185.33.220.240

185.33.221.50

185.33.221.87

185.33.221.90

Type
A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0Xx0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 22, 2021 8.8.8.8 192.168.2.3 0xdc70 No error (0) ib.anycast 185.33.220.242 A (IP address)  IN (0x0001)
02:52:48.997229099 .adnxs.com
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0xdc70 No error (0) ib.anycast 185.33.220.241 A (IP address)  IN (0x0001)
02:52:48.997229099 .adnxs.com
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0xdc70 No error (0) ib.anycast 185.33.221.91 A (IP address)  IN (0x0001)
02:52:48.997229099 .adnxs.com
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0x9b3 No error (0) forms.hubs 104.19.155.83 A (IP address)  IN (0x0001)
02:52:49.016273975 pot.com
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0x9b3 No error (0) forms.hubs 104.19.154.83 A (IP address)  IN (0x0001)
02:52:49.016273975 pot.com
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0x1c59 No error (0) us-centrall- 216.239.36.54 A (IP address)  IN (0x0001)
02:52:49.063577890 adaptive-
CEST growth.cl

oudfunctions.net
Jul 22, 2021 8.8.8.8 192.168.2.3 0x5f4 No error (0) obs.chegzo 3.227.190.204 A (IP address)  IN (0x0001)
02:52:50.023077011 ne.com
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0x5f4 No error (0) obs.chegzo 52.45.196.192 A (IP address)  IN (0x0001)
02:52:50.023077011 ne.com
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0x5f4 No error (0) obs.chegzo 50.16.211.97 A (IP address)  IN (0x0001)
02:52:50.023077011 ne.com
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0x5f4 No error (0) obs.chegzo 34.199.234.25 A (IP address)  IN (0x0001)
02:52:50.023077011 ne.com
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0x5f4 No error (0) obs.chegzo 54.83.110.109 A (IP address)  IN (0x0001)
02:52:50.023077011 ne.com
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0x5f4 No error (0) obs.chegzo 35.172.245.152 A (IP address)  IN (0x0001)
02:52:50.023077011 ne.com
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0xc9b3 No error (0) px.steelho 52.10.121.135 A (IP address)  IN (0x0001)
02:52:50.028353930 usemedia.com
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0xc9b3 No error (0) px.steelho 44.237.157.168 A (IP address)  IN (0x0001)
02:52:50.028353930 usemedia.com
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0xc9b3 No error (0) px.steelho 54.245.46.233 A (IP address)  IN (0x0001)
02:52:50.028353930 usemedia.com
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0xc9b3 No error (0) px.steelho 44.225.29.129 A (IP address)  IN (0x0001)
02:52:50.028353930 usemedia.com
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0xc9b3 No error (0) px.steelho 54.244.159.189 A (IP address)  IN (0x0001)
02:52:50.028353930 usemedia.com
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 Oxcf5d No error (0) forms.hsfo 104.16.86.5 A (IP address)  IN (0x0001)
02:52:50.201508045 rms.com
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 Oxcf5d No error (0) forms.hsfo 104.16.85.5 A (IP address)  IN (0x0001)
02:52:50.201508045 rms.com
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 Oxcf5d No error (0) forms.hsfo 104.16.87.5 A (IP address)  IN (0x0001)
02:52:50.201508045 rms.com
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 Oxcf5d No error (0) forms.hsfo 104.16.88.5 A (IP address)  IN (0x0001)
02:52:50.201508045 rms.com
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 Oxcf5d No error (0) forms.hsfo 104.16.89.5 A (IP address)  IN (0x0001)
02:52:50.201508045 rms.com
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 Ox4ded No error (0) stats.g.do stats.l.doubleclick.net CNAME IN (0x0001)
02:52:50.478393078 ubleclick.net (Canonical
CEST name)
Jul 22, 2021 8.8.8.8 192.168.2.3 Ox4ded No error (0) stats.l.do 108.177.126.156 A (IP address)  IN (0x0001)
02:52:50.478393078 ubleclick.net
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 Ox4ded No error (0) stats.l.do 108.177.126.157 A (IP address)  IN (0x0001)
02:52:50.478393078 ubleclick.net
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 Ox4ded No error (0) stats.l.do 108.177.126.155 A (IP address)  IN (0x0001)
02:52:50.478393078 ubleclick.net
CEST
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Timestamp Source IP

Jul 22, 2021
02:52:50.478393078
CEST

8.8.8.8

Jul 22, 2021
02:52:50.490376949
CEST

8.8.8.8

Jul 22, 2021
02:52:50.496829033
CEST

8.8.8.8

Jul 22, 2021
02:52:54.374402046
CEST

8.8.8.8

Jul 22, 2021
02:52:54.374402046
CEST

8.8.8.8

Jul 22, 2021
02:52:55.807744026
CEST

8.8.8.8

Jul 22, 2021
02:52:55.807744026
CEST

8.8.8.8

Jul 22, 2021
02:52:55.807744026
CEST

8.8.8.8

Jul 22, 2021
02:52:55.807744026
CEST

8.8.8.8

Jul 22, 2021 8.8.8.8
02:52:55.807744026

CEST

Jul 22, 2021
02:52:55.807744026
CEST

8.8.8.8

Jul 22, 2021
02:52:55.807744026
CEST

8.8.8.8

Jul 22, 2021 8.8.8.8
02:52:55.807744026

CEST

Jul 22, 2021
02:52:55.807744026
CEST

Jul 22, 2021
02:52:56.102420092
CEST

Jul 22, 2021
02:52:56.102420092
CEST

8.8.8.8

8.8.8.8

8.8.8.8

Jul 22, 2021
02:52:56.102420092
CEST

8.8.8.8

Jul 22, 2021
02:52:56.102420092
CEST

8.8.8.8

Jul 22, 2021
02:52:56.102420092
CEST

8.8.8.8

Jul 22, 2021
02:52:56.102420092
CEST

8.8.8.8

Jul 22, 2021 8.8.8.8
02:52:56.102420092

CEST

Jul 22, 2021
02:52:56.102420092
CEST

8.8.8.8

Copyright Joe Security LLC 2021

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

Ox4ded

0x48cf

0Oxd8e4

0x80c6

0x80c6

0x82d9

0x82d9

0x82d9

0x82d9

0x82d9

0x82d9

0x82d9

0x82d9

0x82d9

Oxe2bb

Oxe2bb

Oxe2bb

Oxe2bb

Oxe2bb

Oxe2bb

Oxe2bb

Oxe2bb

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

stats.l.do
ubleclick.net

www.google
.com

www.google.de

ww.steelho
usemedia.com

ww.steelho
usemedia.com

in.hotjar.com in-live.live.eks.hotjar.com

in-live.li
ve.eks.hot
jar.com
in-live.li
ve.eks.hot
jar.com
in-live.li
ve.eks.hot
jar.com
in-live.li
ve.eks.hot
jar.com
in-live.li
ve.eks.hot
jar.com
in-live.li
ve.eks.hot
jar.com
in-live.li
ve.eks.hot
jar.com
in-live.li
ve.eks.hot
jar.com

insight.ad
srvr.org

insight-566961044.eu-
west-
1.elb.amazonaws.com

insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

Address
108.177.126.154

172.217.168.68

172.217.168.3

44.238.216.23

44.238.130.186

63.32.233.146

54.78.108.238

54.77.167.46

99.81.27.250

99.81.42.58

54.75.159.38

52.49.237.17

52.213.131.161

52.50.64.214

99.80.189.193

34.254.108.170

34.254.127.126

52.31.175.99

54.77.48.133

34.255.138.57

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 22, 2021 8.8.8.8 192.168.2.3 Oxe2bb No error (0) insight-56 52.213.189.245 A (IP address)  IN (0x0001)
02:52:56.102420092 6961044.eu-
CEST west-1.el

b.amazonaw

s.com
Jul 22, 2021 8.8.8.8 192.168.2.3 0x8458 No error (0) match.adsrvr.org match-aga.adsrvr.org CNAME IN (0x0001)
02:52:56.108792067 (Canonical
CEST name)
Jul 22, 2021 8.8.8.8 192.168.2.3 0x8458 No error (0) match-aga. a97adde81b00f2ca4.awsg CNAME IN (0x0001)
02:52:56.108792067 adsrvr.org lobalaccelerator.com (Canonical
CEST name)
Jul 22, 2021 8.8.8.8 192.168.2.3 0x8458 No error (0) a97adde81b 13.248.242.197 A (IP address)  IN (0x0001)
02:52:56.108792067 00f2cad.aw
CEST sglobalacc

elerator.com
Jul 22, 2021 8.8.8.8 192.168.2.3 0x8458 No error (0) a97adde81b 76.223.111.131 A (IP address)  IN (0x0001)
02:52:56.108792067 00f2cad.aw
CEST sglobalacc

elerator.com
Jul 22, 2021 8.8.8.8 192.168.2.3 0x400f No error (0) clickup.com 13.224.99.47 A (IP address)  IN (0x0001)
02:52:56.115195990
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0x400f No error (0) clickup.com 13.224.99.125 A (IP address)  IN (0x0001)
02:52:56.115195990
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0x400f No error (0) clickup.com 13.224.99.13 A (IP address)  IN (0x0001)
02:52:56.115195990
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0x400f No error (0) clickup.com 13.224.99.46 A (IP address)  IN (0x0001)
02:52:56.115195990
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0x1897 No error (0) widget.int 13.224.99.107 A (IP address)  IN (0x0001)
02:52:57.462811947 ercom.io
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0x1897 No error (0) widget.int 13.224.99.33 A (IP address)  IN (0x0001)
02:52:57.462811947 ercom.io
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0x1897 No error (0) widget.int 13.224.99.10 A (IP address)  IN (0x0001)
02:52:57.462811947 ercom.io
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0x1897 No error (0) widget.int 13.224.99.109 A (IP address)  IN (0x0001)
02:52:57.462811947 ercom.io
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0x6379 No error (0) analytics. ads.twitter.com CNAME IN (0x0001)
02:52:57.533782959 twitter.com (Canonical
CEST name)
Jul 22, 2021 8.8.8.8 192.168.2.3 0x6379 No error (0) ads.twitter.com  s.twitter.com CNAME IN (0x0001)
02:52:57.533782959 (Canonical
CEST name)
Jul 22, 2021 8.8.8.8 192.168.2.3 0x6379 No error (0) s.twitter.com 104.244.42.67 A (IP address)  IN (0x0001)
02:52:57.533782959
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0x6379 No error (0) s.twitter.com 104.244.42.3 A (IP address)  IN (0x0001)
02:52:57.533782959
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0x6379 No error (0) s.twitter.com 104.244.42.131 A (IP address)  IN (0x0001)
02:52:57.533782959
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0x6379 No error (0) s.twitter.com 104.244.42.195 A (IP address)  IN (0x0001)
02:52:57.533782959
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 Oxbfc5 No error (0) track.hubs 104.19.154.83 A (IP address)  IN (0x0001)
02:52:57.574112892 pot.com
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 Oxbfc5 No error (0) track.hubs 104.19.155.83 A (IP address)  IN (0x0001)
02:52:57.574112892 pot.com
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0x1bb9 No error (0) js.interco 13.224.99.12 A (IP address)  IN (0x0001)
02:52:57.773173094 mcdn.com
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0x1bb9 No error (0) js.interco 13.224.99.116 A (IP address)  IN (0x0001)
02:52:57.773173094 mcdn.com
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0x1bb9 No error (0) js.interco 13.224.99.75 A (IP address)  IN (0x0001)
02:52:57.773173094 mcdn.com
CEST
Jul 22, 2021 8.8.8.8 192.168.2.3 0x1bb9 No error (0) js.interco 13.224.99.60 A (IP address)  IN (0x0001)
02:52:57.773173094 mcdn.com
CEST
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Timestamp Source IP

Jul 22, 2021 8.8.8.8
02:52:59.273031950
CEST

Jul 22, 2021 8.8.8.8
02:52:59.273031950
CEST

Jul 22, 2021 8.8.8.8
02:53:00.311500072
CEST

Jul 22, 2021 8.8.8.8
02:53:00.311500072
CEST

Jul 22, 2021 8.8.8.8
02:53:00.311500072
CEST

Jul 22, 2021 8.8.8.8
02:53:00.839313984
CEST

Jul 22, 2021 8.8.8.8
02:53:00.839313984
CEST

Jul 22, 2021 8.8.8.8
02:53:00.839313984
CEST

Jul 22, 2021 8.8.8.8
02:53:00.839313984
CEST

Jul 22, 2021 8.8.8.8
02:53:03.633775949
CEST

Jul 22, 2021 8.8.8.8
02:53:03.633775949
CEST

Jul 22, 2021 8.8.8.8
02:53:03.633775949
CEST

Jul 22, 2021 8.8.8.8
02:53:03.633775949
CEST

Jul 22, 2021 8.8.8.8
02:53:11.518222094
CEST

Jul 22, 2021 8.8.8.8
02:53:32.453568935
CEST

Jul 22, 2021 8.8.8.8
02:53:32.453568935
CEST

Jul 22, 2021 8.8.8.8
02:53:32.453568935
CEST

Jul 22, 2021 8.8.8.8
02:53:32.453568935
CEST

Jul 22, 2021 8.8.8.8
02:53:32.453568935
CEST

Jul 22, 2021 8.8.8.8
02:53:32.453568935
CEST

Jul 22, 2021 8.8.8.8
02:53:32.453568935
CEST

Jul 22, 2021 8.8.8.8
02:53:32.453568935
CEST
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Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x4b3e

0x4b3e

0x1381

0x1381

0x1381

0x2314

0x2314

0x2314

0x2314

0x1966

0x1966

0x1966

0x1966

0x304d

0xc7e0

0xc7e0

0xc7e0

0xc7e0

0xc7e0

0xc7e0

0xc7e0

0xc7e0

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

api-iam.in
tercom.io

api-iam.in
tercom.io

nexus-webs
ocket-a.in
tercom.io

nexus-webs
ocket-a.in
tercom.io

nexus-webs
ocket-a.in
tercom.io

clockify.me

clockify.me

clockify.me

clockify.me

px.ads.lin
kedin.com

mix.linkedin.com

glb-na.mix
linkedin.com

pop-edc2.m
ix.linkedin.com

prda.aadg.
msidentity.com

insight.ad
srvr.org

insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

insight-56
6961044.eu-
west-1.el
b.amazonaw
s.com

CName Address
99.83.219.81

75.2.88.188

35.170.0.145

35.174.127.31

34.237.73.95

13.224.99.4

13.224.99.77

13.224.99.23

13.224.99.108

mix.linkedin.com

glb-na.mix.linkedin.com

pop-

edc2.mix.linkedin.com

108.174.11.85

www.tm.a.prd.aadg.akadn

s.net

insight-566961044.eu-
west-
1.elb.amazonaws.com

34.255.138.57

52.31.175.99

99.80.189.193

34.254.108.170

34.254.127.126

52.50.64.214

52.30.148.233

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0Xx0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 22, 2021 8.8.8.8 192.168.2.3 0xc7e0 No error (0) insight-56 52.213.189.245 A (IP address)  IN (0x0001)
02:53:32.453568935 6961044.eu-
CEST west-1.el

b.amazonaw

s.com

HTTP Request Dependency Graph

e mega-sharedrives.club

Code Manipulations

Statistics

Behavior

\=f' Click to jump to process

System Behavior

Analysis Process: chrome.exe PID: 5712 Parent PID: 2844

General

Start time: 02:52:18

Start date: 22/07/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automat

ion 'https://doc.clickup.com/p/h/cOhgx-46/b302180a8f685f8'

Imagebase: 0x7ff77b960000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low
File Activities Show Windows behavior
Registry Activities Show Windows behavior

Analysis Process: chrome.exe PID: 3484 Parent PID: 5712

General
Start time: 02:52:19
Start date: 22/07/2021

Copyright Joe Security LLC 2021 Page 57 of 58



Path: C:\Program Files\Google\Chrome\Application\chrome.exe
Wow64 process (32bit): false

Commandline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1576,9348279836173803146,15535
106751469244526,131072 --lang=en-US --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1700 /prefetch:8

Imagebase: 0x7ff77b960000
File size: 2150896 bytes
MD5 hash: C139654B5C1438A95B321BB01AD63EF6
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: low
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Disassembly
Copyright Joe Security LLC Joe Sandbox Cloud Basic 33.0.0 White Diamond
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