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Version: 33.0.0 White Diamond



2
4
4
4
4
4
4
4
4
4
5
5
6
6
7
7
7
7
7
7
7
7
7
7
8
8
9
9

10
10
10
10
10
10
12
12
12
13
13
13
13
13
13
14
14
19
20
20
20
20
21
21
21
21
21
22
22
22
22
22
22

22
22
22
22
22
22
22
23
24
24
24
24

24

Table of Contents

Table of Contents
Windows Analysis Report mal.pif

Overview
General Information
Detection
Signatures
Classification

Process Tree
Malware Configuration

Threatname: FormBook
Yara Overview

Memory Dumps
Unpacked PEs

Sigma Overview
Jbx Signature Overview

AV Detection:
Networking:
E-Banking Fraud:
System Summary:
Hooking and other Techniques for Hiding and Protection:
Malware Analysis System Evasion:
HIPS / PFW / Operating System Protection Evasion:
Stealing of Sensitive Information:
Remote Access Functionality:

Mitre Att&ck Matrix
Behavior Graph
Screenshots

Thumbnails
Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs

Domains and IPs
Contacted Domains
Contacted URLs
URLs from Memory and Binaries
Contacted IPs
Public

General Information
Simulations

Behavior and APIs
Joe Sandbox View / Context

IPs
Domains
ASN
JA3 Fingerprints
Dropped Files

Created / dropped Files
Static File Info

General
File Icon
Static PE Info

General
Entrypoint Preview
Data Directories
Sections
Resources
Imports
Version Infos

Network Behavior
Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
DNS Answers
HTTP Request Dependency Graph
HTTP Packets

Code Manipulations
User Modules

Hook Summary
Processes

Statistics
Copyright Joe Security LLC 2021 Page 2 of 27



24
24
24
24
25
25
25
25

25
25
25
25

25
25
26

26
26
26
26

26
26
27

27
27

27
27

Behavior
System Behavior

Analysis Process: mal.exe PID: 5944 Parent PID: 5656
General
File Activities

File Created
File Written
File Read

Analysis Process: mal.exe PID: 68 Parent PID: 5944
General
File Activities

File Read

Analysis Process: explorer.exe PID: 3388 Parent PID: 68
General
File Activities

Analysis Process: control.exe PID: 1328 Parent PID: 3388
General
File Activities

File Read

Analysis Process: cmd.exe PID: 4464 Parent PID: 1328
General
File Activities

Analysis Process: conhost.exe PID: 3040 Parent PID: 4464
General

Disassembly
Code Analysis

Copyright Joe Security LLC 2021 Page 3 of 27



Windows Analysis Report mal.pif

Overview

General Information

Sample 
Name:

mal.pif (renamed file 
extension from pif to exe)

Analysis ID: 452374

MD5: b9bca038d7532e…

SHA1: 6596ac1216bf03d…

SHA256: 24d91f6c3dcad36…

Tags: exe

Infos:

Most interesting Screenshot:

Detection

FormBookFormBook

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBookYara detected FormBook

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into anMaps a DLL or memory area into an……

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in aModifies the context of a thread in a……

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode funModifies the prolog of user mode fun……

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process Queues an APC in another process ……

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing techSample uses process hollowing tech……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution Contains functionality for execution ……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature matchYara signature match

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

mal.exe (PID: 5944 cmdline: 'C:\Users\user\Desktop\mal.exe'  MD5: B9BCA038D7532EC8A1A9BA0E867061BC)

mal.exe (PID: 68 cmdline: C:\Users\user\Desktop\mal.exe MD5: B9BCA038D7532EC8A1A9BA0E867061BC)

explorer.exe (PID: 3388 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BAB0E1D)

control.exe (PID: 1328 cmdline: C:\Windows\SysWOW64\control.exe MD5: 40FBA3FBFD5E33E0DE1BA45472FDA66F)

cmd.exe (PID: 4464 cmdline: /c del 'C:\Users\user\Desktop\mal.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)

conhost.exe (PID: 3040 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

cleanup

Process Tree

Malware Configuration

Threatname: FormBook
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{

  "C2 list": [

    "www.trendtechpros.com/sm3l/"

  ],

  "decoy": [

    "svp-india.com",

    "feistyflowerfarmers.com",

    "artprogressive.com",

    "thedavidweaver.com",

    "currentputative.life",

    "bluedot3dwdbuy.com",

    "xxxmeetme.com",

    "signify2.com",

    "converseshoes-canada.com",

    "schemabuilder.net",

    "crmcti.com",

    "mctrh.com",

    "ringroadpartners.com",

    "stresslesspilates.com",

    "directorytexas.xyz",

    "sarahcarver.com",

    "diigveda.com",

    "lifeliveslive.com",

    "inprize2020.club",

    "sellerbantuan-bukalapak.com",

    "thesawbuddy.com",

    "vtolworldwide.com",

    "montespc.com",

    "mylifeinpark.com",

    "etten-api.com",

    "plantersam.com",

    "themcg.net",

    "tax-account.net",

    "laurelhomesgroup.com",

    "epmconsultants.com",

    "air.guide",

    "shopfabrique.com",

    "publicretirementinfo.com",

    "diversifiedforest.com",

    "bodurm.com",

    "aphroditesspiritualshop.com",

    "vinowolf.com",

    "teja-online.com",

    "junion.site",

    "regenmedica.com",

    "soulfulparent.com",

    "elcorazondemama.com",

    "bench-oat.com",

    "abrewhomes.com",

    "premiocovid-19.com",

    "palmaunlocked.com",

    "bylauralittle.com",

    "stikepage.com",

    "miabogadorolon.com",

    "hungyivn.com",

    "interlacer.com",

    "liang831113.com",

    "onlinepracticebox.com",

    "easycookingmastermind.com",

    "murderofasun.tech",

    "mybabytennis.com",

    "margaritagift.com",

    "utx88.com",

    "bofengjiaoyegs.com",

    "reforming-toilets.xyz",

    "eaoaj.com",

    "only-king.com",

    "nearinn.com",

    "fitsportshop.com"

  ]

}

Source Rule Description Author Strings

00000003.00000000.294198475.0000000006254000.00000
040.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

Yara Overview

Memory Dumps

Copyright Joe Security LLC 2021 Page 5 of 27



Sigma Overview

00000003.00000000.294198475.0000000006254000.00000
040.00000001.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x2685:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25 
74 94
0x2171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x2787:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x28ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x13ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x8327:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x932a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

00000003.00000000.294198475.0000000006254000.00000
040.00000001.sdmp

Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x5409:$sqlite3step: 68 34 1C 7B E1
0x551c:$sqlite3step: 68 34 1C 7B E1
0x5438:$sqlite3text: 68 38 2A 90 C5
0x555d:$sqlite3text: 68 38 2A 90 C5
0x544b:$sqlite3blob: 68 53 D8 7F 8C
0x5573:$sqlite3blob: 68 53 D8 7F 8C

00000002.00000002.303434465.0000000001490000.00000
040.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

00000002.00000002.303434465.0000000001490000.00000
040.00000001.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x98e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b62:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x15685:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x15171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15787:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x158ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa57a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x143ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb273:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b327:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c32a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 13 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

2.2.mal.exe.400000.0.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

2.2.mal.exe.400000.0.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x8ae8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8d62:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x14885:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x14371:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14987:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x14aff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x977a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x135ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa473:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1a527:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1b52a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

2.2.mal.exe.400000.0.unpack Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x17609:$sqlite3step: 68 34 1C 7B E1
0x1771c:$sqlite3step: 68 34 1C 7B E1
0x17638:$sqlite3text: 68 38 2A 90 C5
0x1775d:$sqlite3text: 68 38 2A 90 C5
0x1764b:$sqlite3blob: 68 53 D8 7F 8C
0x17773:$sqlite3blob: 68 53 D8 7F 8C

2.2.mal.exe.400000.0.raw.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

2.2.mal.exe.400000.0.raw.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x98e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b62:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x15685:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x15171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15787:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x158ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa57a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x143ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb273:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b327:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c32a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 1 entries

Unpacked PEs
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No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Yara detected FormBook

Machine Learning detection for sample

Networking:

C2 URLs / IPs found in malware configuration

E-Banking Fraud:

Yara detected FormBook

System Summary:

Malicious sample detected (through community Yara rule)

Hooking and other Techniques for Hiding and Protection:

Modifies the prolog of user mode functions (user mode inline hooks)

Malware Analysis System Evasion:

Tries to detect virtualization through RDTSC time measurements

HIPS / PFW / Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Injects a PE file into a foreign processes

Maps a DLL or memory area into another process

Modifies the context of a thread in another process (thread injection)

Queues an APC in another process (thread injection)

Sample uses process hollowing technique

Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality:

Yara detected FormBook

Copyright Joe Security LLC 2021 Page 7 of 27



Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Valid
Accounts

Shared
Modules 1

Path
Interception

Process
Injection 6 1 2

Rootkit 1 Credential
API
Hooking 1

Security Software
Discovery 1 2 1

Remote
Services

Credential
API
Hooking 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Masquerading 1 LSASS
Memory

Process Discovery 2 Remote
Desktop
Protocol

Archive
Collected
Data 1

Exfiltration
Over
Bluetooth

Ingress Tool
Transfer 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Disable or Modify
Tools 1

Security
Account
Manager

Virtualization/Sandbox
Evasion 3 1

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Non-
Application
Layer
Protocol 2

Exploit SS7 to
Track Device
Location

Local
Accounts

At
(Windows)

Logon Script
(Mac)

Logon Script
(Mac)

Virtualization/Sandbox
Evasion 3 1

NTDS Remote System
Discovery 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Application
Layer
Protocol 1 2

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Process
Injection 6 1 2

LSA
Secrets

System Information
Discovery 1 1 2

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Deobfuscate/Decode
Files or Information 1

Cached
Domain
Credentials

System Owner/User
Discovery

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled
Task

Startup
Items

Startup Items Obfuscated Files or
Information 3

DCSync Network Sniffing Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-Fi
Access Points

Drive-by
Compromise

Command
and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Software Packing 3 Proc
Filesystem

Network Service
Scanning

Shared
Webroot

Credential
API
Hooking

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Application
Layer Protocol

Downgrade to
Insecure
Protocols

Behavior Graph
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Behavior Graph
ID: 452374

Sample: mal.pif

Startdate: 22/07/2021

Architecture: WINDOWS

Score: 100

Found malware configuration
Malicious sample detected
(through community Yara

rule)

Multi AV Scanner detection
for submitted file 4 other signatures

mal.exe

3

        started       

C:\Users\user\AppData\Local\...\mal.exe.log, ASCII

dropped

Tries to detect virtualization
through RDTSC time measurements

Injects a PE file into
a foreign processes

mal.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Sample uses process
hollowing technique

Queues an APC in another
process (thread injection)

explorer.exe

injected

www.mybabytennis.com

209.99.64.55, 49741, 80

CONFLUENCE-NETWORK-INCVG

United States

www.sarahcarver.com

52.58.78.16, 49744, 80

AMAZON-02US

United States

System process connects
to network (likely due
to code injection or

exploit)

control.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Tries to detect virtualization
through RDTSC time measurements

cmd.exe

1

        started       

conhost.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

mal.exe 61% Virustotal Browse

mal.exe 26% Metadefender Browse

mal.exe 63% ReversingLabs ByteCode-
MSIL.Trojan.AgentTesla

mal.exe 100% Joe Sandbox ML

No Antivirus matches

Source Detection Scanner Label Link Download

2.2.mal.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

No Antivirus matches

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs
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https://www.virustotal.com/gui/file/24d91f6c3dcad36d65e45821d520aaabc2f4a87bb1ab512d6807377010d5680e/detection/f-24d91f6c3dcad36d65e45821d520aaabc2f4a87bb1ab512d6807377010d5680e-1626854168
https://www.metadefender.com/#!/results/file/bzIxMDcxOE1SeWlIOWFRU0toNkVlQy1Sbkc0/regular/analysis


Source Detection Scanner Label Link

www.mybabytennis.com/fashion_trends.cfm?
fp=syKayxFxS7ngKoWOcFEHaS3GPZbkQaeTz%2FfOPjm6lptoBxA1

0% Avira URL Cloud safe

www.fontbureau.comuei 0% Avira URL Cloud safe

www.mybabytennis.com/px.js?ch=1 0% Avira URL Cloud safe

www.sarahcarver.com/sm3l/?
y0DdGli=yq5bXiAgrpTP0Cl4DWGobHu0GmgEguW+SJypzbO1DFimS8AGhR5rfP7J/muem3koPRQw&ix
o0sr=dFQtk

0% Avira URL Cloud safe

www.mybabytennis.com/High_Speed_Internet.cfm?
fp=syKayxFxS7ngKoWOcFEHaS3GPZbkQaeTz%2FfOPjm6lpt

0% Avira URL Cloud safe

i3.cdn-image.com/__media__/pics/12471/kwbg.jpg) 0% Avira URL Cloud safe

i3.cdn-image.com/__media__/pics/12471/arrow.png) 0% Avira URL Cloud safe

www.founder.com.cn/cns-m_= 0% Avira URL Cloud safe

www.sajatypeworks.com 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.jiyu-kobo.co.jp/sys 0% Avira URL Cloud safe

i3.cdn-image.com/__media__/pics/12471/libgh.png) 0% Avira URL Cloud safe

www.mybabytennis.com/Migraine_Pain_Relief.cfm?
fp=syKayxFxS7ngKoWOcFEHaS3GPZbkQaeTz%2FfOPjm6lp

0% Avira URL Cloud safe

www.fontbureau.comcomde:i 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp// 0% URL Reputation safe

www.jiyu-kobo.co.jp// 0% URL Reputation safe

www.jiyu-kobo.co.jp// 0% URL Reputation safe

www.mybabytennis.com/All_Inclusive_Vacation_Packages.cfm?
fp=syKayxFxS7ngKoWOcFEHaS3GPZbkQaeTz

0% Avira URL Cloud safe

www.goodfont.co.krT 0% Avira URL Cloud safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.fontbureau.comgrito 0% URL Reputation safe

www.fontbureau.comgrito 0% URL Reputation safe

www.fontbureau.comgrito 0% URL Reputation safe

www.sandoll.co.kr.kr 0% Avira URL Cloud safe

www.goodfont.co.krn 0% Avira URL Cloud safe

www.fontbureau.comde:i 0% Avira URL Cloud safe

i3.cdn-image.com/__media__/fonts/ubuntu-b/ubuntu-b.eot?#iefix 0% Avira URL Cloud safe

www.mybabytennis.com/sm3l/?y0DdGli=KvXnBCtAoO2yHEt5dL0Fxw3RJm1prCWWr0IwHlUk9 0% Avira URL Cloud safe

www.urwpp.deDPlease 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.fontbureau.comueu 0% Avira URL Cloud safe

www.sandoll.co.krB 0% Avira URL Cloud safe

www.galapagosdesign.com/ 0% URL Reputation safe

www.galapagosdesign.com/ 0% URL Reputation safe

www.galapagosdesign.com/ 0% URL Reputation safe

i3.cdn-image.com/__media__/pics/12471/bodybg.png) 0% Avira URL Cloud safe

www.tiro.comlic& 0% Avira URL Cloud safe

i3.cdn-image.com/__media__/pics/12471/search-icon.png) 0% Avira URL Cloud safe

www.fontbureau.com-mI: 0% Avira URL Cloud safe

www.zhongyicts.com.cnf 0% Avira URL Cloud safe

www.carterandcone.comi 0% URL Reputation safe

www.carterandcone.comi 0% URL Reputation safe

www.carterandcone.comi 0% URL Reputation safe

www.fontbureau.come.com 0% URL Reputation safe

www.fontbureau.come.com 0% URL Reputation safe

www.fontbureau.come.com 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe
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www.mybabytennis.com/Best_Penny_Stocks.cfm?
fp=syKayxFxS7ngKoWOcFEHaS3GPZbkQaeTz%2FfOPjm6lptoB

0% Avira URL Cloud safe

www.urwpp.deeg 0% Avira URL Cloud safe

www.founder.com.cn/cn0 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/v 0% URL Reputation safe

www.jiyu-kobo.co.jp/v 0% URL Reputation safe

www.jiyu-kobo.co.jp/v 0% URL Reputation safe

www.trendtechpros.com/sm3l/ 0% Avira URL Cloud safe

www.mybabytennis.com/Parental_Control.cfm?
fp=syKayxFxS7ngKoWOcFEHaS3GPZbkQaeTz%2FfOPjm6lptoBx

0% Avira URL Cloud safe

www.fontbureau.comcomF 0% URL Reputation safe

www.fontbureau.comcomF 0% URL Reputation safe

www.fontbureau.comcomF 0% URL Reputation safe

www.fontbureau.comld9 0% Avira URL Cloud safe

www.founder.com.cn/cn8 0% Avira URL Cloud safe

www.mybabytennis.com/display.cfm 0% Avira URL Cloud safe

i3.cdn-image.com/__media__/fonts/ubuntu-b/ubuntu-b.woff 0% Avira URL Cloud safe

i3.cdn-image.com/__media__/fonts/ubuntu-b/ubuntu-b.svg#ubuntu-b 0% Avira URL Cloud safe

www.mybabytennis.com/px.js?ch=2 0% Avira URL Cloud safe

www.sarahcarver.com 0% Avira URL Cloud safe

i3.cdn-image.com/__media__/fonts/ubuntu-r/ubuntu-r.svg#ubuntu-r 0% Avira URL Cloud safe

i3.cdn-image.com/__media__/fonts/ubuntu-r/ubuntu-r.woff 0% Avira URL Cloud safe

i3.cdn-image.com/__media__/fonts/ubuntu-r/ubuntu-r.woff2 0% Avira URL Cloud safe

www.galapagosdesign.com/R: 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/49 0% Avira URL Cloud safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.fontbureau.comalice:i 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/jp/49 0% Avira URL Cloud safe

i3.cdn-image.com/__media__/fonts/ubuntu-b/ubuntu-b.eot 0% Avira URL Cloud safe

i3.cdn-image.com/__media__/fonts/ubuntu-b/ubuntu-b.otf 0% Avira URL Cloud safe

www.tiro.com 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.fontbureau.comepko 0% URL Reputation safe

www.fontbureau.comepko 0% URL Reputation safe

www.fontbureau.comepko 0% URL Reputation safe

www.carterandcone.comroa 0% Avira URL Cloud safe

www.goodfont.co.kr 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

i3.cdn-image.com/__media__/fonts/ubuntu-r/ubuntu-r.ttf 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

www.sarahcarver.com 52.58.78.16 true true unknown

www.mybabytennis.com 209.99.64.55 true true unknown

Name Malicious Antivirus Detection Reputation

www.sarahcarver.com/sm3l/?
y0DdGli=yq5bXiAgrpTP0Cl4DWGobHu0GmgEguW+SJypzbO1DFimS8AGhR5rfP7J/muem3k
oPRQw&ixo0sr=dFQtk

true Avira URL Cloud: safe unknown

www.trendtechpros.com/sm3l/ true Avira URL Cloud: safe low

www.mybabytennis.com/sm3l/?
y0DdGli=KvXnBCtAoO2yHEt5dL0Fxw3RJm1prCWWr0IwHlUk9+xe6WE7Z8sx0d/816zczOTA
6oQi&ixo0sr=dFQtk

true Avira URL Cloud: safe unknown

Domains and IPs

Contacted Domains

Contacted URLs

Copyright Joe Security LLC 2021 Page 12 of 27



General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 452374

Start date: 22.07.2021

Start time: 08:44:12

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 8m 59s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: mal.pif (renamed file extension from pif to exe)

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

25

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.evad.winEXE@7/1@2/2

EGA Information: Failed

HDC Information: Successful, ratio: 48.9% (good quality ratio 45.2%)
Quality average: 75.8%
Quality standard deviation: 29.7%

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI

Warnings:

IP Domain Country Flag ASN ASN Name Malicious

52.58.78.16 www.sarahcarver.com United States 16509 AMAZON-02US true

209.99.64.55 www.mybabytennis.com United States 40034 CONFLUENCE-NETWORK-
INCVG

true

Time Type Description

08:45:17 API Interceptor 1x Sleep call for process: mal.exe modified

URLs from Memory and Binaries

Contacted IPs

Public

Show All

Simulations

Behavior and APIs
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Match Associated Sample Name / URL SHA 256 Detection Link Context

52.58.78.16 PO_2005042020.exe Get hash malicious Browse  www.ameri
.loans/dt9v/?
WJBxWP=
43H5ZqapR2
U2c+53Uedy
yCnf/tAQMS
ihskCSywJ+
5iH1soBQck
Hw2KLayvSL
N2TiqtAl&t
FQp=7nutZ

Invoice-Scancopy.docx Get hash malicious Browse  www.ess.x
yz/k2m6/?-
Z=5jztvT3H
&eXrxUtg=4
8Fqwwc0TpM
WpKdyZvZdJ
ZLrLfV5Oyu
Fq874jIM8N
+PC/lGntTt
tinAjIfEcX
vLx+ei6yw==

ORDER 200VPS.xlsx Get hash malicious Browse  www.aidel
iveryrobot
.com/p2io/?
bH=xikLqs
OKlSWJt+Sr
Zg8c4HdBra
EMa/77ZWZX
TseglAkSxn
Pi++5EYIqD
KkXYJ2G/5J
hnXw==&XV8
8=urL00v88
onXp_

LAGIk5ic3R.exe Get hash malicious Browse  www.quick
interchang
eableguita
rs.com/0mq2/?
fDHX8=W
leDGb2XfF7
tUd0&o6ATq
=PrDeBWOvF
m4C1uiT5+T
kruHjtP7PY
gIXMNukuC1
9GOh7I/zDw
4hvhKpfG3R
3/sFyDX1r

3456_RFQ998778.xlsx Get hash malicious Browse  www.jmbos
svodka.com
/gno4/?-ZS
=YdtY2bnE5
7KZ5WgSsIz
eA3q4iz7LD
afvQmGQHnu
mUAAK16ZgD
7FJS8vZbyZ
DCBBis2h0I
Q==&e4=8pNH

Payment_Breakdown_pdf.exe Get hash malicious Browse  www.onlin
eappointme
ntsystem.c
om/ons5/?3f-
=nVZuwkx
8QtdDg8xrB
BXA1XtU0x+
dB6tS53/N0
IsFnt8ggCw
z+Hq54W4ps
cUCIRDkRkL
u&YR-0=y48tk6C

Joe Sandbox View / Context

IPs
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https://view.joesandbox.com/analysis/353550/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353550/html/none?idtype=webid
https://view.joesandbox.com/analysis/353080/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353080/html/none?idtype=webid
https://view.joesandbox.com/analysis/352703/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352703/html/none?idtype=webid
https://view.joesandbox.com/analysis/352064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352064/html/none?idtype=webid
https://view.joesandbox.com/analysis/349102/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349102/html/none?idtype=webid
https://view.joesandbox.com/analysis/348135/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348135/html/none?idtype=webid


owen.exe Get hash malicious Browse  www.syeio
raom.com/a8si/?
g2J4yx=-
Zg4GfE&
S4=2gqxBbx
dCHAGZiW08
HusmFGOvms
Xdbr8Hht+p
ti8HbRhpYj
5OmStbJLws
wr0+a+SFvsW

FASMW.EXE Get hash malicious Browse  www.elpra
do.life/cabq/?
iZ=2di
86hvH&h6R8
xP=7Gl0G44
haCAnuWN+7
VTog1C/rac
cTS26kDhal
ZqSPKgWVaN
cTe2u+1G8J
tOTpBZpOa50

po_order_item_29062021.exe Get hash malicious Browse  www.monke
yhunter.co
m/rht3/?y0
=Btx4&RV_l
=AlhR87CcH
+GN+pIusHg
dFqhLxnRwm
vwNBNp0g7I
cE6I1zhj/b
7sMRAUJpkl
c7EpOOxOv

Minutes of Meeting 22062021.exe Get hash malicious Browse  www.eclor
ui.com/u9pi/?
uXR=Z6A
dLL&QDHdAp
=SWx04GMip
s4+qG0r1Mu
FGGrLJlmHj
2ZkiaS2KvW
5DkDO80Zko
+5IrbiudSo
PPaV6iNFo

PO NEW ORDER 002001123.exe Get hash malicious Browse  www.spark
tattoo.com
/0mq2/?c4=
IDKtp8tH&4
h_hvt=idlg
a/P0FfYCKT
BivrcOkdyt
vtILpJxZJl
Pumr4sHFEs
S0Scr/u/HZ
g+xbKITV9CPDtJ

Swift advice Receipt.exe Get hash malicious Browse  www.a-v-r
.com/n86i/?
u2MpU0a=W
wYEqAm2RTF
4TFg6Jp6u7
CuwpfJ8oxK
F4GY56fD50
OPmZs5P3Qy
p6f8YN06/k
KU0Yzpf&1b
Wh=5jQLgpC
8L23

eHTLcWfhgv.exe Get hash malicious Browse  www.newmo
peds.com/p2io/?
0R-DO
x9=bSK1RxP
JHkVUetqtO
J2LeA3okZH
mhG3V4GZ2P
ZxkhAIUk0A
DTbWPbz8cb
f0TAQaa2gA
lI7xx6A==&
y6A=xFQDIP
bxpJaT

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/347336/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/347336/html/none?idtype=webid
https://view.joesandbox.com/analysis/347300/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/347300/html/none?idtype=webid
https://view.joesandbox.com/analysis/347251/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/347251/html/none?idtype=webid
https://view.joesandbox.com/analysis/345817/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345817/html/none?idtype=webid
https://view.joesandbox.com/analysis/344635/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344635/html/none?idtype=webid
https://view.joesandbox.com/analysis/344165/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344165/html/none?idtype=webid
https://view.joesandbox.com/analysis/343905/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343905/html/none?idtype=webid


Import Custom Duty invoice & its clearance documents.exe Get hash malicious Browse  www.cool-
sil.com/iic6/?
r4pT=y
/kfwyw/RZw
svgZE5IY9N
Pvw7FTiW/O
GKxX5BqNDR
Qj08yuVS/J
TuewaC78mi
PUy3gtG&lR-
x=DPUt3nr
8mrdpDjG

TT-Bank-Slip.exe Get hash malicious Browse  www.vagin
almedicine
.com/m3rc/?
p2=6BmCuD
x6HNPQiFPR
wokPcjAogb
QnX9jjbIUy
tqHBtaq3fA
yAKA3thvTV
Tfc9FuV2tC
tq&6lM=SJEx9rv

Enquiry_014821-23.exe Get hash malicious Browse  www.johnm
abry.com/n86i/?
zBtlQ
Rl=Y8G/RqO
Pd6iMXSNDp
68Mpx61scf
3/6KZP+emN
2XlS3BALTl
1RcjIqekJn
qea+Qg2Wqd
JDqumrQ==&-
ZW=NBsHKP
h0D0YP7FE

SKM_4050210326102400 jpg.exe Get hash malicious Browse  www.justs
wap.exchan
ge/nvj9/?4
h=Cjox&2d=
Gj4Cv32t3A
RgUuXe7mKA
Q+9mCrtvpk
7DjPJ1bxEe
yJuHh3fNmA
6VhARMN6sn
cqWGGRf/

kkaH2ZEdQ1.exe Get hash malicious Browse  www.cacac
ece.com/ybn/?
oRm8=s8
YlDbK80xIp&-
ZdTr=nRe
e68VRz3NrM
ycEhRd2xL3
VYKU8ZPsfy
7+/YZQiZ17
kpYPgKQlxE
GBpOHvvMJM
EZLP0

RE Purchase Order.exe Get hash malicious Browse  www.dahum
blehustla.
com/u6e4/?
WBZD=Fcjbz
BS6ioR5wNj
31i3bICntr
HdtVtLDdz4
suCSLzvDCK
JtKmLQo4u4
Bo+cvT6cF9
+Bm&TR-=0b
08lfbHdjGhtdZp

J1Dud83xTM.exe Get hash malicious Browse  www.aidel
iveryrobot
.com/p2io/?
A84HSd=xi
kLqsOPlVWN
tuenbg8c4H
dBraEMa/77
ZWBHPvChhg
kTxWjk5uoI
OMSBJB7ONm
CMyK8X&m0D
DI=7n0XLDs
HCfKHsv

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/342538/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342538/html/none?idtype=webid
https://view.joesandbox.com/analysis/342532/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342532/html/none?idtype=webid
https://view.joesandbox.com/analysis/341986/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341986/html/none?idtype=webid
https://view.joesandbox.com/analysis/341973/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341973/html/none?idtype=webid
https://view.joesandbox.com/analysis/341538/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341538/html/none?idtype=webid
https://view.joesandbox.com/analysis/341537/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341537/html/none?idtype=webid
https://view.joesandbox.com/analysis/341295/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341295/html/none?idtype=webid


209.99.64.55 Revised PI.exe Get hash malicious Browse  www.mybud
get.zone/fmjo/?
n48xD
rgx=GpIABC
QxiObyNblE
swvGYvv/sD
GQz43HPG7P
v915aVAhMK
8loGrecjPa
oRAxnJu2Vx
Wp&zJE47=3
fLD_NrXMhkl

SWIFT jpg.exe Get hash malicious Browse  www.lacov
idexpress.
com/nvj9/?
w2=XDRMxc7
UIkhWVbW0m
mSUyFdnrAC
Dr9+mGsQLT
BlwWeXbqma
IwckJXDH9z
4EJWnqZ/ad
9&BX=7nEt_PI

IRMEFUV8EF.exe Get hash malicious Browse  www.camin
ozine.com/et9g/?
Rt=5jRtk6QPUNe
Lf&Z6AdF8=
8+BMXVNMMs
VrYlzgNQH1
TDlCKgoMzV
1Fz/FzyLZo
UWrMnjl9CK
Wvex2nc0FV
l7SHAfsu

0434 pdf.exe Get hash malicious Browse  www.bitin
novo.com/gmn/?
RvE=Jl
MxetF0hVF&
E8t=xnIRAt
/7CYbRUv5b
4d7bwBgrW1
e4xwfn4tYm
IUYBbqi2fk
gzrbUtBVRH
4ZzrcUfd4Rx2

PO_RFQ007899_PDF.exe Get hash malicious Browse  www.north
atlanticsp
acearmy.co
m/zgg6/?i4
=Ppcd&N2=n
FSvlJEP8Jh
213m4NFtxF
31kiWpk7m9
3KklWlj2WL
suCxYct2f6
aaHVpJCu4K
AYKwmd6

Quotation.exe Get hash malicious Browse  www.pinew
ayorganics
.com/uidr/?
a48=tXExB
tAPgPXL&FP
Wh=D6O5F+Y
0fPrtOcUmz
12XulGlM3i
zb9iCvGqr3
cKi7KXPDgY
xiikAkCk5l
q2cxGLYtmR
IpdKF7A==

Quotation.exe Get hash malicious Browse  www.pinew
ayorganics
.com/uidr/?
b6=D6O5F+
Y0fPrtOcUm
z12XulGlM3
izb9iCvGqr
3cKi7KXPDg
YxiikAkCk5
lq6ciWHb02
Re&DbG=_DKdFj

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/341004/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341004/html/none?idtype=webid
https://view.joesandbox.com/analysis/333709/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/333709/html/none?idtype=webid
https://view.joesandbox.com/analysis/318398/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/318398/html/none?idtype=webid
https://view.joesandbox.com/analysis/292307/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292307/html/none?idtype=webid
https://view.joesandbox.com/analysis/285973/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285973/html/none?idtype=webid
https://view.joesandbox.com/analysis/265607/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265607/html/none?idtype=webid
https://view.joesandbox.com/analysis/265207/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265207/html/none?idtype=webid


SKMBT_C280190724010211.exe Get hash malicious Browse  www.washf
oldndelive
ry.com/css/?
X2MhMfE0
=4rFc9E/gf
r4f5wcqGF2
L13wp1H+hd
vw3tQh+7wR
+s/6Cxbp4U
JTH/oYeEBc
G3YuqTMyZ&
8p=EZTP7L

SWIFT USD 354,883.00.exe Get hash malicious Browse  www.shutt
ergame.com
/6bu2/?YL0
=c+4vkwAPB
I+DImtGL27
UfnShvOvam
LH70aNBjGi
X5UbV4Kc9S
aGe1WI6mHD
GYrUBzGrk&
DjU4Hl=gbG
8jNk0zBv

SMA121920.exe Get hash malicious Browse  www.hippo
potames-co
nsultation
.com/t4vo/?
_6j0yv=ZJ
B82RWHd85&
QFNH9f=nRL
CrD81qQbjl
4vogEmPvpq
KSbduAbV7d
oaYR0QTorL
oDCHsZ7ajQ
x5APP3xBQC
KyC9c

SOA121520.exe Get hash malicious Browse  www.hippo
potames-co
nsultation
.com/t4vo/?
9rspyh=ff
h4_hPhQ&xR
WxBfL=nRLC
rD81qQbjl4
vogEmPvpqK
SbduAbV7do
aYR0QTorLo
DCHsZ7ajQx
5APMXLRBiyolcb

jrzlwOa0UC.exe Get hash malicious Browse  www.hippo
potames-co
nsultation
.com/t4vo/?
Dxlpd=nRL
CrD81qQbjl
4vogEmPvpq
KSbduAbV7d
oaYR0QTorL
oDCHsZ7ajQ
x5APP7xSAO
JrS9K82Fyd
A==&lhuh=T
xlhfFN

SOA109216.exe Get hash malicious Browse  www.consu
ltation-hi
ppopotame.
com/xnc/?M
JBD=FdFp3f
CHnzolbffP
&qr8=FYfhh
ZSHsfOnsKk
WHClrJR2Tl
A/j+Ccrgo2
TgInX2Dj4t
aYVRoGOVII
nf5Ia+DzU//j9

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/264348/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/264348/html/none?idtype=webid
https://view.joesandbox.com/analysis/251030/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251030/html/none?idtype=webid
https://view.joesandbox.com/analysis/250419/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250419/html/none?idtype=webid
https://view.joesandbox.com/analysis/248320/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248320/html/none?idtype=webid
https://view.joesandbox.com/analysis/235495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235495/html/none?idtype=webid
https://view.joesandbox.com/analysis/229246/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229246/html/none?idtype=webid


PI210941.exe Get hash malicious Browse  www.hippo
potames-co
nsultation
.com/t4vo/?
o2J=nRLCr
D81qQbjl4v
ogEmPvpqKS
bduAbV7doa
YR0QTorLoD
CHsZ7ajQx5
APMXLRBiyo
lcb&4h0=vZ
R8DbS8Z4yXah

PI109372.exe Get hash malicious Browse  www.consu
ltation-hi
ppopotame.
com/xnc/?8
pdXBn8P=FY
fhhZSHsfOn
sKkWHClrJR
2TlA/j+Ccr
go2TgInX2D
j4taYVRoGO
VIInf5Ia+D
zU//j9&EZU
pc0=LDKXxH
JhtzTle

PI41006.exe Get hash malicious Browse  www.consu
ltation-hi
ppopotame.
com/xnc/?b
l=FYfhhZSH
sfOnsKkWHC
lrJR2TlA/j
+Ccrgo2TgI
nX2Dj4taYV
RoGOVIInf5
IwhzDU79r9
&MJBHa=Gdq
XjbDP-RddJJ

SKM109482.exe Get hash malicious Browse  www.consu
ltation-hi
ppopotame.
com/xnc/?o
hoDP=FYfhh
ZSHsfOnsKk
WHClrJR2Tl
A/j+Ccrgo2
TgInX2Dj4t
aYVRoGOVII
nf6oguSTsl
YC6&1bj=3f
b4M84hjHXXBp

ASQ2109942.exe Get hash malicious Browse  www.consu
ltation-hi
ppopotame.
com/xnc/?C
j=FYfhhZSH
sfOnsKkWHC
lrJR2TlA/j
+Ccrgo2TgI
nX2Dj4taYV
RoGOVIInf5
Ia+DzU//j9
&D8P=Br-0dH

WQA101320.exe Get hash malicious Browse  www.hippo
potames-co
nsultation
.com/t4vo/?
6lbLpdZ0=
nRLCrD81qQ
bjl4vogEmP
vpqKSbduAb
V7doaYR0QT
orLoDCHsZ7
ajQx5APP7I
NxuKlEhN82
F1Ow==&3f=
ZlO83hE8VbM

0RNzedtLDba4L25.exe Get hash malicious Browse  www.diamo
ndridgesta
blesllc.net/aq3x/

Match Associated Sample Name / URL SHA 256 Detection Link Context

Domains
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https://view.joesandbox.com/analysis/228836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228836/html/none?idtype=webid
https://view.joesandbox.com/analysis/226581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/226581/html/none?idtype=webid
https://view.joesandbox.com/analysis/224857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/224857/html/none?idtype=webid
https://view.joesandbox.com/analysis/219798/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/219798/html/none?idtype=webid
https://view.joesandbox.com/analysis/219255/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/219255/html/none?idtype=webid
https://view.joesandbox.com/analysis/217338/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/217338/html/none?idtype=webid
https://view.joesandbox.com/analysis/184135/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/184135/html/none?idtype=webid


No context

Match Associated Sample Name / URL SHA 256 Detection Link Context

AMAZON-02US vjsBNwolo9.js Get hash malicious Browse 76.223.26.96

r3xwkKS58W.exe Get hash malicious Browse 52.217.135.113

A7X93JRxhp Get hash malicious Browse 54.151.74.14

1Ds9g7CEsp Get hash malicious Browse 13.208.189.104

XuQRPW44hi Get hash malicious Browse 54.228.23.118

Taf5zLti30 Get hash malicious Browse 44.231.84.110

5qpsqg7U0G Get hash malicious Browse 34.219.219.82

LyxN1ckWTW Get hash malicious Browse 18.139.244.68

ZlvFNj.dll Get hash malicious Browse 3.16.22.120

U4r9W64doy Get hash malicious Browse 13.245.89.196

C4PozjQdGE Get hash malicious Browse 18.135.214.121

kb5IbEJU8c Get hash malicious Browse 18.227.43.189

MD5OxTSc6i Get hash malicious Browse 18.149.163.217

P58w6OezJY.exe Get hash malicious Browse 52.217.198.209

c51w5YSYdO Get hash malicious Browse 108.146.15
5.164

meu.agendamento.msi Get hash malicious Browse 52.95.165.102

rxfttQnoO5 Get hash malicious Browse 18.237.164.103

iUmNR6tkEd Get hash malicious Browse 13.208.205.131

LDWhPg4vRM Get hash malicious Browse 176.34.44.130

boysLove.dll Get hash malicious Browse 52.8.202.218

CONFLUENCE-NETWORK-INCVG vjsBNwolo9.js Get hash malicious Browse 204.11.56.48

Inv_7623980.exe Get hash malicious Browse 204.11.56.48

Y-20211907-00927735_pdf.exe Get hash malicious Browse 204.11.56.48

OpqhGKdDwO.exe Get hash malicious Browse 209.99.40.222

jnl3kWNWWS.exe Get hash malicious Browse 208.91.197.27

request for quote.exe Get hash malicious Browse 208.91.197.91

2GuNlCn0X6.exe Get hash malicious Browse 208.91.197.27

G1638.exe Get hash malicious Browse 204.11.56.48

VLC_32.exe Get hash malicious Browse 208.91.196.145

seBe6bgLTw.exe Get hash malicious Browse 209.99.40.222

doc.exe Get hash malicious Browse 208.91.197.91

DOC00368.exe Get hash malicious Browse 208.91.197.91

PO=List Orders 2921TYP001 - Xls.exe Get hash malicious Browse 208.91.197.91

SEOCHANG INDUSTRY Co., Ltd..exe Get hash malicious Browse 209.99.40.222

Order=bcm_28062021.exe Get hash malicious Browse 208.91.197.27

SEOCHANG INDUSTRY Co., Ltd..exe Get hash malicious Browse 209.99.40.222

Invoice confirmation & NEW PO for 2 sets of items.exe Get hash malicious Browse 208.91.197.39

h3Ls1L8ZOL Get hash malicious Browse 208.91.197.238

0rder-bcm_23062021.exe Get hash malicious Browse 208.91.197.27

New Order.exe Get hash malicious Browse 208.91.197.91

No context

No context

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\mal.exe.log

Process: C:\Users\user\Desktop\mal.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1216

Entropy (8bit): 5.355304211458859

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/354327/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354327/html/none?idtype=webid
https://view.joesandbox.com/analysis/354322/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354322/html/none?idtype=webid
https://view.joesandbox.com/analysis/354305/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354305/html/none?idtype=webid
https://view.joesandbox.com/analysis/354302/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354302/html/none?idtype=webid
https://view.joesandbox.com/analysis/354300/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354300/html/none?idtype=webid
https://view.joesandbox.com/analysis/354299/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354299/html/none?idtype=webid
https://view.joesandbox.com/analysis/354297/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354297/html/none?idtype=webid
https://view.joesandbox.com/analysis/354296/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354296/html/none?idtype=webid
https://view.joesandbox.com/analysis/354264/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354264/html/none?idtype=webid
https://view.joesandbox.com/analysis/354244/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354244/html/none?idtype=webid
https://view.joesandbox.com/analysis/354242/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354242/html/none?idtype=webid
https://view.joesandbox.com/analysis/354239/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354239/html/none?idtype=webid
https://view.joesandbox.com/analysis/354232/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354232/html/none?idtype=webid
https://view.joesandbox.com/analysis/354227/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354227/html/none?idtype=webid
https://view.joesandbox.com/analysis/354226/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354226/html/none?idtype=webid
https://view.joesandbox.com/analysis/354190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354190/html/none?idtype=webid
https://view.joesandbox.com/analysis/354184/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354184/html/none?idtype=webid
https://view.joesandbox.com/analysis/354161/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354161/html/none?idtype=webid
https://view.joesandbox.com/analysis/354155/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354155/html/none?idtype=webid
https://view.joesandbox.com/analysis/354029/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354029/html/none?idtype=webid
https://view.joesandbox.com/analysis/354327/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354327/html/none?idtype=webid
https://view.joesandbox.com/analysis/354313/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354313/html/none?idtype=webid
https://view.joesandbox.com/analysis/353110/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353110/html/none?idtype=webid
https://view.joesandbox.com/analysis/352335/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352335/html/none?idtype=webid
https://view.joesandbox.com/analysis/351936/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351936/html/none?idtype=webid
https://view.joesandbox.com/analysis/351705/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351705/html/none?idtype=webid
https://view.joesandbox.com/analysis/351548/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351548/html/none?idtype=webid
https://view.joesandbox.com/analysis/350555/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350555/html/none?idtype=webid
https://view.joesandbox.com/analysis/349037/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349037/html/none?idtype=webid
https://view.joesandbox.com/analysis/348103/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348103/html/none?idtype=webid
https://view.joesandbox.com/analysis/347379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/347379/html/none?idtype=webid
https://view.joesandbox.com/analysis/346865/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/346865/html/none?idtype=webid
https://view.joesandbox.com/analysis/346862/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/346862/html/none?idtype=webid
https://view.joesandbox.com/analysis/346632/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/346632/html/none?idtype=webid
https://view.joesandbox.com/analysis/346495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/346495/html/none?idtype=webid
https://view.joesandbox.com/analysis/346376/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/346376/html/none?idtype=webid
https://view.joesandbox.com/analysis/346005/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/346005/html/none?idtype=webid
https://view.joesandbox.com/analysis/344900/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344900/html/none?idtype=webid
https://view.joesandbox.com/analysis/344795/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344795/html/none?idtype=webid
https://view.joesandbox.com/analysis/344454/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344454/html/none?idtype=webid


Static File Info

General
File type: PE32 executable (GUI) Intel 80386 Mono/.Net assemb

ly, for MS Windows

Entropy (8bit): 7.8474389500273185

TrID: Win32 Executable (generic) Net Framework 
(10011505/4) 49.80%
Win32 Executable (generic) a (10002005/4) 
49.75%
Generic CIL Executable (.NET, Mono, etc.) 
(73296/58) 0.36%
Windows Screen Saver (13104/52) 0.07%
Generic Win/DOS Executable (2004/3) 0.01%

File name: mal.exe

File size: 605696

MD5: b9bca038d7532ec8a1a9ba0e867061bc

SHA1: 6596ac1216bf03d88482415755c499ed6388cab4

SHA256: 24d91f6c3dcad36d65e45821d520aaabc2f4a87bb1ab512
d6807377010d5680e

SHA512: 861bfb748cd3060698d23e04e0b58d2e2eb12dedfbfdeee
ce6a5643bdeab9472bbe3f73d144e95fd78e8ee862ae3fd
e9385b11b2f35b0ea0c974326d70846e6d

SSDEEP: 12288:NRzBs9vQVJ16RzfqfJ3druK3MfxoH6prHTdtqMV
khV8Rb:NQ9vQr147qfJ4nxxHTni

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......PE..L....
B.`..............P..4...........R... ...`....@.. ................................
....@................................

File Icon

Icon Hash: 00828e8e8686b000

Encrypted: false

SSDEEP: 24:MLUE4K5E4Ks2E1qE4x84qXKDE4KhK3VZ9pKhPKIE4oKFKHKoZAE4Kzr7FE4j:MIHK5HKXE1qHxviYHKhQnoPtHoxHhAHY

MD5: 69206D3AF7D6EFD08F4B4726998856D3

SHA1: E778D4BF781F7712163CF5E2F5E7C15953E484CF

SHA-256: A937AD22F9C3E667A062BA0E116672960CD93522F6997C77C00370755929BA87

SHA-512: CD270C3DF75E548C9B0727F13F44F45262BD474336E89AAEBE56FABFE8076CD4638F88D3C0837B67C2EB3C54055679B07E4212FB3FEDBF88C015EB5DBBCD7FF
8

Malicious: true

Reputation: high, very likely benign file

Preview:
1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.
0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.
ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..2,"Microsoft.VisualBasic, Version=10.0.0.0, Culture=neutral, 
PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeIma
ges_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.Configuration, Version=4.0.0.0, Culture=neutral, Publi
cKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Configuration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration
.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\mal.exe.log

General
Entrypoint: 0x4952ee

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x60F242BD [Sat Jul 17 02:38:53 2021 UTC]

TLS Callbacks:

CLR (.Net) Version: v4.0.30319

Static PE Info
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Network Port Distribution

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: f34d5f2d4577ed6d9ceec516c1f5a744

General

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x2000 0x932f4 0x93400 False 0.890101071732 data 7.85599061274 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rsrc 0x96000 0x5f8 0x600 False 0.438151041667 data 4.22887304972 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0x98000 0xc 0x200 False 0.044921875 data 0.101910425663 IMAGE_SCN_CNT_INITIALIZED_D
ATA, 
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jul 22, 2021 08:46:34.563913107 CEST 192.168.2.3 8.8.8.8 0xb083 Standard query 
(0)

www.mybaby
tennis.com

A (IP address) IN (0x0001)

Jul 22, 2021 08:46:55.566098928 CEST 192.168.2.3 8.8.8.8 0xe69 Standard query 
(0)

www.sarahc
arver.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 22, 2021 
08:46:34.750056028 
CEST

8.8.8.8 192.168.2.3 0xb083 No error (0) www.mybaby
tennis.com

209.99.64.55 A (IP address) IN (0x0001)

Jul 22, 2021 
08:46:55.627665997 
CEST

8.8.8.8 192.168.2.3 0xe69 No error (0) www.sarahc
arver.com

52.58.78.16 A (IP address) IN (0x0001)

Entrypoint Preview

Data Directories

Sections

Resources

Imports

Version Infos

TCP Packets

UDP Packets

DNS Queries

DNS Answers

HTTP Request Dependency Graph

Copyright Joe Security LLC 2021 Page 22 of 27



            
www.mybabytennis.com

            
www.sarahcarver.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.3 49741 209.99.64.55 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jul 22, 2021 
08:46:34.920579910 CEST

7257 OUT GET /sm3l/?y0DdGli=KvXnBCtAoO2yHEt5dL0Fxw3RJm1prCWWr0IwHlUk9+xe6WE7Z8sx0d/816zczOTA6oQi&ix
o0sr=dFQtk HTTP/1.1
Host: www.mybabytennis.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Jul 22, 2021 
08:46:35.185102940 CEST

7265 IN HTTP/1.1 200 OK
Date: Thu, 22 Jul 2021 06:46:35 GMT
Server: Apache
Set-Cookie: vsid=928vr3744819950810715; expires=Tue, 21-Jul-2026 06:46:35 GMT; Max-Age=157680000; path=/; doma
in=www.mybabytennis.com; HttpOnly
X-Adblock-Key: MFwwDQYJKoZIhvcNAQEBBQADSwAwSAJBAKX74ixpzVyXbJprcLfbH4psP4+L2entqri0lzh6pkA
aXLPIcclv6DQBeJJjGFWrBIF6QMyFwXT5CCRyjS2penECAwEAAQ==_V1iJ5dQh21esvqyq8b7SOOb09E/Ey8thZJ4y
srzpYmPV9tiLY/fxl+NKHpYYoUEsQzwKG2W3tK274B7HIDnlFA==
Keep-Alive: timeout=5, max=121
Connection: Keep-Alive
Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8
Data Raw: 35 61 66 65 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 57 33 43 2f 2f 
44 54 44 20 48 54 4d 4c 20 34 2e 30 31 2f 2f 45 4e 22 20 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 54 52 2f
68 74 6d 6c 34 2f 73 74 72 69 63 74 2e 64 74 64 22 3e 0d 0a 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 73 63 72 69 
70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 3e 76 61 72 20 61 62 70 3b 3c 2f 73 63 72 
69 70 74 3e 3c 73 63 72 69 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 20 73 72 63 3d 
22 68 74 74 70 3a 2f 2f 77 77 77 2e 6d 79 62 61 62 79 74 65 6e 6e 69 73 2e 63 6f 6d 2f 70 78 2e 6a 73 3f 63 68 3d 31 22 
3e 3c 2f 73 63 72 69 70 74 3e 3c 73 63 72 69 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 
20 73 72 63 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6d 79 62 61 62 79 74 65 6e 6e 69 73 2e 63 6f 6d 2f 70 78 2e 6a 73 3f 
63 68 3d 32 22 3e 3c 2f 73 63 72 69 70 74 3e 3c 73 63 72 69 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 
72 69 70 74 22 3e 66 75 6e 63 74 69 6f 6e 20 68 61 6e 64 6c 65 41 42 50 44 65 74 65 63 74 28 29 7b 74 72 79 7b 69 66 
28 21 61 62 70 29 20 72 65 74 75 72 6e 3b 76 61 72 20 69 6d 67 6c 6f 67 20 3d 20 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 
74 65 45 6c 65 6d 65 6e 74 28 22 69 6d 67 22 29 3b 69 6d 67 6c 6f 67 2e 73 74 79 6c 65 2e 68 65 69 67 68 74 3d 22 30 7
0 78 22 3b 69 6d 67 6c 6f 67 2e 73 74 79 6c 65 2e 77 69 64 74 68 3d 22 30 70 78 22 3b 69 6d 67 6c 6f 67 2e 73 72 63 3d 
22 68 74 74 70 3a 2f 2f 77 77 77 2e 6d 79 62 61 62 79 74 65 6e 6e 69 73 2e 63 6f 6d 2f 73 6b 2d 6c 6f 67 61 62 70 73 74 6
1 74 75 73 2e 70 68 70 3f 61 3d 61 44 4e 48 55 6d 68 36 51 30 4a 5a 63 7a 68 73 57 55 46 31 56 57 4e 4d 61 46 42 50 61 
6a 52 74 53 58 64 5a 4e 55 31 52 4d 57 78 58 54 69 39 69 61 33 5a 79 4b 30 78 54 59 32 51 77 5a 30 5a 71 62 45 74 69 
65 53 74 50 65 6b 78 5a 4e 6d 74 4c 52 33 4a 32 63 56 45 7a 65 6b 46 68 4f 45 4a 35 51 6b 56 6c 52 33 4a 49 63 47 4e 
48 53 7a 42 46 65 45 68 6b 4f 46 68 4b 59 58 52 35 4d 48 52 42 53 69 74 49 54 55 52 77 55 6c 46 74 61 6d 38 39 26 62 
3d 22 2b 61 62 70 3b 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 69 6d 67 6c 6f 67 29 
3b 69 66 28 74 
Data Ascii: 5afe<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01//EN" "http://www.w3.org/TR/html4/strict.dtd"><html>
<head><script type="text/javascript">var abp;</script><script type="text/javascript" src="http://www.mybabytennis.com/
px.js?ch=1"></script><script type="text/javascript" src="http://www.mybabytennis.com/px.js?ch=2"></script><script type="
text/javascript">function handleABPDetect(){try{if(!abp) return;var imglog = document.createElement("img");imglog.style.
height="0px";imglog.style.width="0px";imglog.src="http://www.mybabytennis.com/sk-logabpstatus.php?a=aDNHUmh6Q0
JZczhsWUF1VWNMaFBPajRtSXdZNU1RMWxXTi9ia3ZyK0xTY2QwZ0ZqbEtieStPekxZNmtLR3J2cVEzekFhOEJ5QkVl
R3JIcGNHSzBFeEhkOFhKYXR5MHRBSitITURwUlFtam89&b="+abp;document.body.appendChild(imglog);if(t

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.3 49744 52.58.78.16 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jul 22, 2021 
08:46:55.672247887 CEST

7301 OUT GET /sm3l/?y0DdGli=yq5bXiAgrpTP0Cl4DWGobHu0GmgEguW+SJypzbO1DFimS8AGhR5rfP7J/muem3koPRQw&ix
o0sr=dFQtk HTTP/1.1
Host: www.sarahcarver.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

HTTP Packets
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Click to jump to process

System Behavior

Jul 22, 2021 
08:46:55.714467049 CEST

7301 IN HTTP/1.1 410 Gone
Server: openresty
Date: Thu, 22 Jul 2021 06:45:10 GMT
Content-Type: text/html
Transfer-Encoding: chunked
Connection: close
Data Raw: 37 0d 0a 3c 68 74 6d 6c 3e 0a 0d 0a 39 0d 0a 20 20 3c 68 65 61 64 3e 0a 0d 0a 34 66 0d 0a 20 20 20 20 3c 6d 
65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 27 72 65 66 72 65 73 68 27 20 63 6f 6e 74 65 6e 74 3d 27 35 3b 20 75 72 
6c 3d 68 74 74 70 3a 2f 2f 77 77 77 2e 73 61 72 61 68 63 61 72 76 65 72 2e 63 6f 6d 2f 27 20 2f 3e 0a 0d 0a 61 0d 0a 20 
20 3c 2f 68 65 61 64 3e 0a 0d 0a 39 0d 0a 20 20 3c 62 6f 64 79 3e 0a 0d 0a 33 62 0d 0a 20 20 20 20 59 6f 75 20 61 72 65 
20 62 65 69 6e 67 20 72 65 64 69 72 65 63 74 65 64 20 74 6f 20 68 74 74 70 3a 2f 2f 77 77 77 2e 73 61 72 61 68 63 61 72 
76 65 72 2e 63 6f 6d 0a 0d 0a 61 0d 0a 20 20 3c 2f 62 6f 64 79 3e 0a 0d 0a 38 0d 0a 3c 2f 68 74 6d 6c 3e 0a 0d 0a 30 0d 
0a 0d 0a 
Data Ascii: 7<html>9  <head>4f    <meta http-equiv='refresh' content='5; url=http://www.sarahcarver.com/' />a  </head>9  
<body>3b    You are being redirected to http://www.sarahcarver.coma  </body>8</html>0

Timestamp
kBytes
transferred Direction Data

Function Name Hook Type Active in Processes

PeekMessageA INLINE explorer.exe

PeekMessageW INLINE explorer.exe

GetMessageW INLINE explorer.exe

GetMessageA INLINE explorer.exe

Start time: 08:44:58

Start date: 22/07/2021

Path: C:\Users\user\Desktop\mal.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\mal.exe' 

Imagebase: 0x650000

File size: 605696 bytes

MD5 hash: B9BCA038D7532EC8A1A9BA0E867061BC

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Reputation: low

User Modules

Hook Summary

Processes

Analysis Process: mal.exe PID: 5944 Parent PID: 5656Analysis Process: mal.exe PID: 5944 Parent PID: 5656

General
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File ActivitiesFile Activities Show Windows behavior

File ActivitiesFile Activities

Start time: 08:45:17

Start date: 22/07/2021

Path: C:\Users\user\Desktop\mal.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\Desktop\mal.exe

Imagebase: 0xa80000

File size: 605696 bytes

MD5 hash: B9BCA038D7532EC8A1A9BA0E867061BC

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000002.00000002.303434465.0000000001490000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000002.00000002.303434465.0000000001490000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000002.00000002.303434465.0000000001490000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000002.00000002.302913257.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000002.00000002.302913257.0000000000400000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000002.00000002.302913257.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000002.00000002.303482002.00000000014C0000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000002.00000002.303482002.00000000014C0000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000002.00000002.303482002.00000000014C0000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Show Windows behavior

Start time: 08:45:24

Start date: 22/07/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Explorer.EXE

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: mal.exe PID: 68 Parent PID: 5944Analysis Process: mal.exe PID: 68 Parent PID: 5944

General

File ReadFile Read

Analysis Process: explorer.exe PID: 3388 Parent PID: 68Analysis Process: explorer.exe PID: 3388 Parent PID: 68

General
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File ActivitiesFile Activities

Imagebase: 0x7ff714890000

File size: 3933184 bytes

MD5 hash: AD5296B280E8F522A8A897C96BAB0E1D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000003.00000000.294198475.0000000006254000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000003.00000000.294198475.0000000006254000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000003.00000000.294198475.0000000006254000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 08:45:43

Start date: 22/07/2021

Path: C:\Windows\SysWOW64\control.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\control.exe

Imagebase: 0x110000

File size: 114688 bytes

MD5 hash: 40FBA3FBFD5E33E0DE1BA45472FDA66F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000F.00000002.469299117.0000000003010000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 0000000F.00000002.469299117.0000000003010000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000F.00000002.469299117.0000000003010000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000F.00000002.467414216.00000000001B0000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000F.00000002.467414216.00000000001B0000.00000004.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000F.00000002.467414216.00000000001B0000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: moderate

Show Windows behavior

Start time: 08:45:48

Start date: 22/07/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Analysis Process: control.exe PID: 1328 Parent PID: 3388Analysis Process: control.exe PID: 1328 Parent PID: 3388

General

File ReadFile Read

Analysis Process: cmd.exe PID: 4464 Parent PID: 1328Analysis Process: cmd.exe PID: 4464 Parent PID: 1328

General
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Joe Sandbox Cloud Basic 33.0.0 White Diamond

Disassembly

Code Analysis

Copyright Joe Security LLC

File ActivitiesFile Activities

Commandline: /c del 'C:\Users\user\Desktop\mal.exe'

Imagebase: 0xbd0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 08:45:48

Start date: 22/07/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff6b2800000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: conhost.exe PID: 3040 Parent PID: 4464Analysis Process: conhost.exe PID: 3040 Parent PID: 4464

General
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