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Windows Analysis Report 6KdTCZit4e.exe

e Injects a PE file into a foreign proce...
v

Most interesting Screenshot:

Overview
General Information Detection Signatures Classification
Sample 6KdTCZit4e.exe
Name: MALICIOUS Found malware configuration
Analysis ID: 452425 Malicious sample detected (through ...
MDS: ed43ff447cd5486.. Multi AV Scanner detection for subm...
SHAL: 91449c85fh2fasd..

System process connects to networ...
SHA256: 91cdb947644a5a. .

Yara detected FormBook
Tags: exe J| Formbook

- - C2 URLs / IPs found in malware con...

Infos: BQganqe

FormBook Modifies the context of a threadin a...
Score: 100 Modifies the prolog ofiuser mode fun...
Range: 0-100 Queues an APC in another process ...
Whitelisted: false
X Sample uses process hollowing tech...
Confidence: 100%

Maps a DLL or memory area in .
P

ree

= System is w10x64

. 6KdTCZit4e.exe (PID: 6568 cmdline: 'C:\Users\user\Desktop\6KdTCZit4e.exe' MD5: ED43FF447CD5486610731A627A930607)
. 6KdTCZit4e.exe (PID: 6128 cmdline: C:\Users\user\Desktop\6KdTCZit4e.exe MD5: ED43FF447CD5486610731A627A930607)
o [ explorer.exe (PID: 3424 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOELD)
e [B] NETSTAT.EXE (PID: 6708 cmdline: C:\Windows\SysWOW64\NETSTAT.EXE MD5: 4E20FF629119A809BCOE7EE2D18A7FDB)
. cmd.exe (PID: 4972 cmdline: /c del ‘C:\Users\user\Desktop\6KdTCZit4e.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)
conhost.exe (PID: 6820 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

= cleanup

Malware Configuration

Threatname: FormBook

Copyright Joe Security LLC 2021 Page 4 of 20



"C2 list": [

"www. hometowncashbuyersgroup.com/kkt/"

1,

"decoy": [
"inspirafutebol.com”,
"customgiftshouston.com”,
"mycreativelending.com”,
"psplaystore.com”,
"newlivingsolutionshop.com”,
"dechefamsterdan.com”,
"servicingl@ans.com",
"atsdholdings.com",
"manifestarz.com",
"sequenceanalytica.com”,
"gethealthcaresmart.com”,
"theartofsurprises.com”,
"pirateequitypatrick.com”,
"alliance-ce.com”,
"wingrushusa.com",
"funtimespheres.com”,
"solevux.com”,
"antimasathya.com",
"profitexcavator.com”,
"lankeboxshop.com",
"aarthiramamurthy.com",
"oldmopaiv.xyz",
"mavispaguzellik.com”,
"milkamax.com”,
"sputnikvasisi.com",
"gametoyou.com",
"sisconbol.com”,
"thedreamcertificate.com”,
"vichy-menuiserie.com"”,
"pv-step.com",
"growingmindstrilingual.com"”,
"tlcrentny.com"”,
"jedshomebuilders.com",
"curtailit.com",
"integruschamber.com",
"lanzamientosbimbocolombia.com”,
"tightlinesfishingco.com”,
"doubleuphome.com",
"arctic.solar",
"unstopabbledomains.com”,
"aggiornamento-isp.info",
"clarkandhurnlaw.com",
"barefootbirthstl.com”,
"seanfeuct.com"”,
"measureformeasurehome.com",
"stephsavy.com",
"loveflowersandevents.com",
"czsis.com”,
"midnightblueinc.com”,
"today.dental",
"customwithme.com",
"edisetiyo.com"”,
"jasoneganrealtor.com”,
"rihxertiza.com",
"seahorseblast.net",
"nedayerasa.com”,
"cliftonheightshoa.net"”,
"theprofilemba.com",
"cfwoods.com",

"dogggo.com",
"casatranquillainletbeach.com”,
"u1023.com",

"aromakapseln.com",

"zhwanjie.com"

Yara Overview

Memory Dumps

Source Rule

0000000D.00000002.924030938.00000000002A JoeSecurity_FormBook
0000.00000004.00000001.sdmp

Copyright Joe Security LLC 2021

Description

Yara detected
FormBook

Author

Joe Security

Strings
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Source

0000000D.00000002.924030938.00000000002A
0000.00000004.00000001.sdmp

0000000D.00000002.924030938.00000000002A
0000.00000004.00000001.sdmp

00000007.00000002.792849864.0000000000400000.00000 JoeSecurity_FormBook

040.00000001.sdmp

Rule
Formbook_1

Formbook

00000007.00000002.792849864.0000000000400000.00000 Formbook_1

040.00000001.sdmp

Unpacked PEs

Source

7.2.6KdTCZit4e.exe.400000.0.raw.unpack

7.2.6KdTCZit4e.exe.400000.0.raw.unpack

7.2.6KdTCZit4e.exe.400000.0.raw.unpack

7.2.6KdTCZit4e.exe.400000.0.unpack

7.2.6KdTCZit4e.exe.400000.0.unpack

Copyright Joe Security LLC 2021

Rule

JoeSecurity_FormBook

Formbook_1

Formbook

JoeSecurity_FormBook

Formbook_1

Description

autogenerated rule
brought to you by
yara-signator

detect Formbook in
memory

Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

Click to see the 10 entries

Description
Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

detect Formbook in
memory

Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

Click to see the 1 entries

Author

Felix Bilstein -
yara-signator at .
cocacoding dot .
com

e o o o

e o o o

JPCERT/CC
Incident Response
Group

e o o o o o

Joe Security

Felix Bilstein -
yara-signator at .
cocacoding dot .
com

e o o o

e o o o

Author

Joe Security

Felix Bilstein - .
yara-signator at .
cocacoding dot .
com

e o o o

e o o o

JPCERT/CC
Incident Response
Group

e o o o o o

Joe Security

Felix Bilstein - .
yara-signator at .
cocacoding dot .
com

e o o o

e o o o

Strings
e 0x98e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

0x9b62:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x15685:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x15171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15787:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x158ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Oxa57a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x143ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb273:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b327:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1c32a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x18409:$sqlite3step: 68 34 1C 7B E1
0x1851c:$sqlite3step: 68 34 1C 7B E1
0x18438:$sqlite3text: 68 38 2A 90 C5
0x1855d:$sqlite3text: 68 38 2A 90 C5
0x1844b:$sqlite3blob: 68 53 D8 7F 8C
0x18573:$sqlite3blob: 68 53 D8 7F 8C

e 0x98e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

0x9b62:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x15685:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x15171:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x15787:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x158ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Oxa57a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

Ox143ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb273:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b327:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1c32a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

Strings

0x98e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x9b62:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x15685:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
74 94

0x15171:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x15787:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x158ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Oxa57a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x143ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb273:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b327:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1lc32a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x18409:$sqlite3step: 68 34 1C 7B E1
0x1851c:$sqlite3step: 68 34 1C 7B E1
0x18438:$sqlite3text: 68 38 2A 90 C5
0x1855d:$sqlite3text: 68 38 2A 90 C5
0x1844b:$sqlite3blob: 68 53 D8 7F 8C
0x18573:$sqlite3blob: 68 53 D8 7F 8C

0x8ae8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8d62:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x14885:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14371:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14987:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
Ox14aff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x977a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x135ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxa473:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1a527:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1b52a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00
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Sigma Overview

No Sigma rule has matched

Jbx Signhature Overview

@ Click to jump to signature section

=

AV Detection:

Found malware configuration
Multi AV Scanner detection for submitted file

Yara detected FormBook

o

Networking:

= “

E-Banking Fraud:

Yara detected FormBook

System Summary:

=

Malicious sample detected (through community Yara rule)

]‘

Hooking and other Techniques for Hiding and Protection:

Malware Analysis System Evasion:

“ =

]

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

=

Stealing of Sensitive Information:

Yara detected FormBook

] ‘

Remote Access Functionality:
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Yara detected FormBook

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Shared Path Process Rootkit Credential  Security Software Remote Credential Exfiltration Encrypted Eavesdrop c
Accounts Modules Interception Injection API Discovery Services API Over Other Channel Insecure
Hooking Hooking g4 Network Network
Medium Communical
Default Scheduled Boot or Boot or Logon Masquerading LSASS Process Discovery Remote Archive Exfiltration Ingress Tool Exploit SS7
Accounts Task/Job  Logon Initialization Memory Desktop Collected Over Transfer Redirect Phc
Initialization  Scripts Protocol Data Bluetooth Calls/SMS
Scripts
Domain At (Linux)  Logon Script Logon Script Disable or Modify Security Virtualization/Sandbox SMB/Windows Data from Automated Non- Exploit SS7
Accounts (Windows)  (Windows) Tools Account Evasion Admin Shares Network Exfiltration Application Track Device
Manager Shared Layer Location
Drive Protocol
Local At Logon Script Logon Script Virtualization/Sandbox NTDS Remote System Distributed Input Scheduled Application SIM Card
Accounts (Windows) (Mac) (Mac) Evasion Discovery Component Capture Transfer Layer Swap
Object Model Protocol
Cloud Cron Network Network Logon  Process LSA System Network SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Script Injection ﬂ Secrets Configuration Transfer Channels Device
Discovery Size Limits Communical
Replication  Launchd Rc.common Rc.common Deobfuscate/Decode Cached System Network VNC GUI Input  Exfiltration  Multiband Jamming or
Through Files or Information Domain Connections Capture Over C2 Communication Denial of
Removable Credentials Discovery Channel Service
Media
External Scheduled Startup Startup Items Obfuscated Filesor  DCSync System Information ~ Windows Web Portal Exfiltration Commonly Rogue Wi-Fi
Remote Task Items Information Discovery Remote Capture Over Used Port Access Poin
Services Management Alternative
Protocol
Drive-by Command Scheduled Scheduled Software Packing Proc Network Service Shared Credential Exfiltration Application Downgrade
Compromise and Task/Job Task/Job Filesystem Scanning Webroot API Over Layer Protocol Insecure
Scripting Hooking Symmetric Protocols
Interpreter Encrypted
Non-C2
Protocol

Behavior Graph
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Behavior Graph
»: as2as

-
®

«Q
@®
=}
o

Sample:  6KTCZe X0
Sundate: 220072021

o e D Process
I:‘ Signature
- - - i I:I Created File
= Il onsieinfo
,\,m-:! .I.a Is Dropped
oo A% Is Windows Process
CsersiusenappData \oKdTCZide exe o, ASCLT)
o EE_: Number of created Registry Values
o RS ot Sl oty Number of created Files

Y

Visual Basic

] ekatcziveexe UsunL
@it -[' i .
e 111 Delphi
Java
SR malemm. S

process (iread njcion)

.Net C# or VB.NET

C, C++ or other language

D@ 2 i~

Is malicious
Internet
saned
- wﬁmm L
‘and open ports.
B reswee gy
armp
]
B cmiexe ¥
[c] LR

conhosiexe AW

e

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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BWDR

al

DUKNXIC

a

B

GNLONH...

MIVTQDB

HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Source
6KdTCZit4e.exe
6KdTCZit4e.exe
Dropped Files
No Antivirus matches

Unpacked PE Files

Source

7.2.6KdTCZit4e.exe.400000.0.unpack

Domains

Source

seahorseblast.net

URLs

Copyright Joe Security LLC 2021

Detection
39%
20%
Detection Scanner
100% Avira
Detection

0%

Scanner
Virustotal

ReversingLabs

Label Link
Browse

ByteCode-
MSIL.Trojan.Taskun

Label Link Download
TR/Crypt.ZPACK.Gen Download File
Scanner Label Link
Virustotal Browse

Page 10 of 20


https://www.virustotal.com/gui/file/91cdb947644a5a802adac7583a79e7e560da38839489a02e7464730ff66fd004/detection/f-91cdb947644a5a802adac7583a79e7e560da38839489a02e7464730ff66fd004-1626891910
https://www.virustotal.com/gui/url/77965cffd688072410d83deaba56e280c5b0057daf2e19e4112b1352c0f289de/detection/u-77965cffd688072410d83deaba56e280c5b0057daf2e19e4112b1352c0f289de-1620873808

Source Detection Scanner Label Link

http://www.xboxleaders.com/api/profile. json?gamertag= 0% Avira URL Cloud safe
http://www.founder.com.cn/cn/bThe 0% URL Reputation safe
http://www.founder.com.cn/cn/bThe 0% URL Reputation safe
http://www.founder.com.cn/cn/bThe 0% URL Reputation safe
http://www.xboxleaders.com/api/friends.json?gamertag= 0% Avira URL Cloud safe
http://www.tiro.com 0% URL Reputation safe
http://www.tiro.com 0% URL Reputation safe
http://www.tiro.com 0% URL Reputation safe
http://www.goodfont.co.kr 0% URL Reputation safe
http://www.goodfont.co.kr 0% URL Reputation safe
http://www.goodfont.co.kr 0% URL Reputation safe
http://www.carterandcone.coml 0% URL Reputation safe
http://www.carterandcone.coml 0% URL Reputation safe
http://www.carterandcone.coml 0% URL Reputation safe
http://www.sajatypeworks.com 0% URL Reputation safe
http://www.sajatypeworks.com 0% URL Reputation safe
http://www.sajatypeworks.com 0% URL Reputation safe
http://www.typography.netD 0% URL Reputation safe
http://www.typography.netD 0% URL Reputation safe
http://www.typography.netD 0% URL Reputation safe
http://www.founder.com.cn/cn/cThe 0% URL Reputation safe
http://www.founder.com.cn/cn/cThe 0% URL Reputation safe
http://www.founder.com.cn/cn/cThe 0% URL Reputation safe
http://www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
http://www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
http://www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
http://fontfabrik.com 0% URL Reputation safe
http://fontfabrik.com 0% URL Reputation safe
http://fontfabrik.com 0% URL Reputation safe
http://www.founder.com.cn/cn 0% URL Reputation safe
http://www.founder.com.cn/cn 0% URL Reputation safe
http://www.founder.com.cn/cn 0% URL Reputation safe
http://www.jiyu-kobo.co.jp/ 0% URL Reputation safe
http://www.jiyu-kobo.co.jp/ 0% URL Reputation safe
http://www.jiyu-kobo.co.jp/ 0% URL Reputation safe
http://www.thedreamcertificate.com/kkt/? 0% Avira URL Cloud  safe
ibQh=6lILiJzHhP5P5L[&148I2h=L0B8WIHUZa0Z7jw4+npXJ0F94zqPsX3Vt6n0gHRBIA3J0yAUFNVUFF5

QUXy5W701wjCn

http://www.galapagosdesign.com/DPlease 0% URL Reputation safe
http://www.galapagosdesign.com/DPlease 0% URL Reputation safe
http://www.galapagosdesign.com/DPlease 0% URL Reputation safe
http:/fwww.%s.comPA 0% URL Reputation safe
http:/fwww.%s.comPA 0% URL Reputation safe
http:/fwww.%s.comPA 0% URL Reputation safe
http://www.sandoll.co.kr 0% URL Reputation safe
http://www.sandoll.co.kr 0% URL Reputation safe
http://www.sandoll.co.kr 0% URL Reputation safe
http:/fwww.urwpp.deDPlease 0% URL Reputation safe
http:/fwww.urwpp.deDPlease 0% URL Reputation safe
http:/fwww.urwpp.deDPlease 0% URL Reputation safe
http:/fwww.zhongyicts.com.cn 0% URL Reputation safe
http:/fwww.zhongyicts.com.cn 0% URL Reputation safe
http:/fwww.zhongyicts.com.cn 0% URL Reputation safe
http://www.seahorseblast.net/kkt/? 0% Avira URL Cloud safe
14812h=JgCZgOECNQCGdZh+I8D79i0V4/Xiha033HWIN1gAEXgZOLyx1jBrHFXC3spPCloi0umv&ibQh=6ll

LiJzHhP5P5L|

http://www.sakkal.com 0% URL Reputation safe
http://www.sakkal.com 0% URL Reputation safe
http://www.sakkal.com 0% URL Reputation safe
www.hometowncashbuyersgroup.com/kkt/ 0% Avira URL Cloud safe

Domains and IPs
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Contacted Domains

Name Active Malicious Antivirus Detection Reputation
thedreamcertificate.com 34.102.136.180 true false unknown

Contacted URLs

Name Malicious Antivirus Detection Reputation
http://www.thedreamcertificate.com/kkt/? false e Avira URL Cloud: safe unknown
ibQh=6lILiJzHhP5P5L&148I12h=L0B8WIHUZa0Z7jw4+npXJOF94zqPsX3Vt6n0gHRSIA3J0yAU

FnvUFF5QUXy5W701wjCn

URLs from Memory and Binaries

Contacted IPs

Public
P Domain Country Flag ASN ASN Name Malicious
34.102.136.180 thedreamcertificate.com United States 15169 GOOGLEUS false

General Information

Joe Sandbox Version: 33.0.0 White Diamond
Analysis ID: 452425

Start date: 22.07.2021

Start time: 10:32:07

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0Oh 9m 52s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: 6KdTCZitde.exe
Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 20

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.evad. WinEXE@7/1@2/2

EGA Information: Failed

HDC Information: e Successful, ratio: 23% (good quality ratio 20%)

e Quality average: 71.7%
e Quality standard deviation: 33.3%

HCA Information: ® Successful, ratio: 100%
e Number of executed functions: 0
e Number of non-executed functions: 0
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https://www.virustotal.com/gui/url/77965cffd688072410d83deaba56e280c5b0057daf2e19e4112b1352c0f289de/detection/u-77965cffd688072410d83deaba56e280c5b0057daf2e19e4112b1352c0f289de-1620873808

Cookbook Comments: e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .exe

Warnings: Show All

Simulations

Behavior and APIs

Time Type Description

10:33:29 API Interceptor 2x Sleep call for process: 6KdTCZit4e.exe modified

Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints
No context
Dropped Files

No context

Created / dropped Files

Process: C:\Users\user\Desktop\6KdTCZit4e.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1314

Entropy (8bit):  5.350128552078965

Encrypted: false

SSDEEP: 24:MLUB4JE4K5E4Ks2E1qE4qXKDE4KhK3VZ9pKhPKIE40KFKHK0ZAE4KzZr7FE4sAmEwW:MgvjHKSHKXE1qHi Y HKhQnoPtHoxHhAHR

MD5: 1DC1A2DCC9EFAAB4EABF4F6D6066565B

SHAL: B7FCF805B6DD8DE815EA9BC089BDI9F1EG17FAED

SHA-256: 28D63442C17BF19558655C88A635CB3C3FF1BAD1CCD9784090B9749A7E71FCEF

SHA-512: 95DD7E2AB0884A3EFD9E26033B337D1F97DDFIASE9EICAC32187DCD40622D8B1AC8CCDBA12A70A6B9075DF5E7F68DF2F8FBA4AB33DB4576BE9806B8E19180
B7

Malicious: true

Reputation: high, very likely benign file
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Preview:

1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"Microsoft.VisualBasic, Version=10.0.0.0, Culture=neutral, PublicKkeyToken=b03f5{7f11d50a3a",0..2,"System.Windows.Forms,
Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Wind
ows\assembly\Nativelmages_v4.0.30319_32\System\4fO0a7eefa3cd3e0ba98b5ebddbbc72e6\System.ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral,
PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelma
ges_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.Configuration, Version=4.0.0.0, Culture=neutral, Publi
cKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Configuration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration
.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a

Static File Info
General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Copyright Joe Security LLC 2021

ae53d212d9cccdca

0x51894a
text
false
0x400000

windows gui

PE32 executable (GUI) Intel 80386 Mono/.Net assemb
ly, for MS Windows

7.053978468118995

* Win32 Executable (generic) Net Framework
(10011505/4) 49.80%

e Win32 Executable (generic) a (10002005/4)

49.75%

Generic CIL Executable (.NET, Mono, etc.)

(73296/58) 0.36%

e Windows Screen Saver (13104/52) 0.07%

e Generic Win/DOS Executable (2004/3) 0.01%

6KdTCZit4e.exe

1148416
ed43ff447cd5486610731a627a930607
91449c85fh2fa5d27f8db3c8c08cdfb9d3287162

91cdb947644a5a802adac7583a79e7e560da38839489al(
2e7464730ff66fd004

3bd5692¢c8b81221a2b1e83b17h36872fc664935ed14d6d
645dd0efa6e2725c0c95598e4871b358092fbb406e8eb4¢
00face90aalb98fe5720fd4629ff2903ald

24576:pYxySdkFS+W/MMQM/3xu+ECDacAQahp6:Shd
nrMpJUDO

is program cannot be run in DOS mode....$.......
N P.j B TR @ oo

32BIT_MACHINE, EXECUTABLE_IMAGE
NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT
0x60F799AA [Wed Jul 21 03:51:06 2021 UTC]

v4.0.30319

o » ©o » O »

f34d5f2d4577ed6d9ceec516¢1f5a744
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Data Directories

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x2000 0x116950 0x116a00 False 0.586243305574 data 7.05866733506 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

.rsrc 0x11a000 0x1774 0x1800 False 0.446940104167 data 5.62332883024 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0x11c000 Oxc 0x200 False 0.044921875 data 0.101910425663 IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_MEM_DISCARDABLE
. IMAGE_SCN_MEM_READ

Resources

Imports

Version Infos

Network Behavior

Snort IDS Alerts

Source Dest

Timestamp Protocol SID Message Port Port Source IP Dest IP
07/22/21- TCP 1201  ATTACK-RESPONSES 403 Forbidden 80 49762  34.102.136.180 192.168.2.4
10:34:42.416087

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jul 22, 2021 10:34:42.127634048 CEST 192.168.2.4 8.8.8.8 0xf124 Standard query  www.thedre A (IP address) IN (0x0001)
0) amcertificate.com

Jul 22, 2021 10:35:02.627824068 CEST 192.168.2.4 8.8.8.8 0x6600 Standard query  www.seahor A (IP address) IN (0x0001)
0) seblast.net

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 22, 2021 8.8.8.8 192.168.2.4 0xf124 No error (0) www.thedre thedreamcertificate.com CNAME IN (0x0001)

10:34:42.192308903 amcertific (Canonical

CEST ate.com name)

Jul 22, 2021 8.8.8.8 192.168.2.4 0xf124 No error (0) thedreamce 34.102.136.180 A (IP address)  IN (0x0001)

10:34:42.192308903 rtificate.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.4 0x6600 No error (0) www.seahor seahorseblast.net CNAME IN (0x0001)

10:35:02.690359116 seblast.net (Canonical

CEST name)

Jul 22, 2021 8.8.8.8 192.168.2.4 0x6600 No error (0) seahorsebl 195.133.60.76 A (IP address)  IN (0x0001)

10:35:02.690359116 ast.net

CEST

HTTP Request Dependency Graph
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* www.thedreamcertificate.com

e www.seahorseblast.net

HTTP Packets

Session ID Source IP
0 192.168.2.4

kBytes
Timestamp transferred
Jul 22, 2021 7599

10:34:42.267050028 CEST

Jul 22, 2021 7599
10:34:42.416086912 CEST

Session ID Source IP
1 192.168.2.4

kBytes
Timestamp transferred
Jul 22, 2021 7601

10:35:02.781199932 CEST

Jul 22, 2021 7602
10:35:02.868242979 CEST

Code Manipulations

User Modules

Copyright Joe Security LLC 2021

Source Port

49762

Direction

ouT

Source Port
49763

Direction
ouT

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /kkt/?ibQh=6lILiJzHhP5P5L|&14812h=L0B8WIHUZa0Z7jw4+npXJOF94zqPsX3Vt6n0gHRBIA3J0yAUFnvU
FF5QUXy5W701wjCn HTTP/1.1

Host: www.thedreamcertificate.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Thu, 22 Jul 2021 08:34:42 GMT

Content-Type: text/html

Content-Length: 275

ETag: "60f790d8-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e Oa 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e Oa 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e Oa 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e Oa 3¢ 62 6f 64 79 3e 0a 3¢
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</titte></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

195.133.60.76 80 C:\Windows\explorer.exe

Data

GET /kkt/?14812h=JgCZgOECNQCGdZh+I8D79i0V4/Xiha033HWIN1gAEXgZOLyx1jBrHFXC3spPC1oi0umv&ibQh=6lILiJzHh
P5P5Lj HTTP/1.1

Host: www.seahorseblast.net

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Thu, 22 Jul 2021 08:35:02 GMT

Server: Apache

X-XSS-Protection: 1; mode=block

X-Frame-Options: SAMEORIGIN

X-Content-Type-Options: nosniff

Content-Length: 202

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f
74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 4e 6f 74 20 46 6f
75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 6b 6b 74 2f 20 77 61 73 20
6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74
6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /kkt/ was not found on this server.</p></body></html|>
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Hook Summary

Function Name Hook Type Active in Processes
PeekMessageA INLINE explorer.exe
PeekMessageW INLINE explorer.exe
GetMessageW INLINE explorer.exe
GetMessageA INLINE explorer.exe
Processes
Statistics
Behavior

@

Click to jump to process

System Behavior

Analysis Process: 6KdTCZit4e.exe PID: 6568 Parent PID: 5932

General

Start time: 10:32:59

Start date: 22/07/2021

Path: C:\Users\user\Desktop\6KdTCZit4e.exe
Wow64 process (32bit): true

Commandline: ‘C:\Users\user\Desktop\6KdTCZit4e.exe'
Imagebase: 0x6f0000

File size: 1148416 bytes

MD5 hash: ED43FF447CD5486610731A627A930607
Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Reputation: low

File Activities

File Created

File Written

File Read

Show Windows behavior

Analysis Process: 6KdTCZit4e.exe PID: 6128 Parent PID: 6568

General

Start time: 10:33:29

Start date: 22/07/2021

Path: C:\Users\user\Desktop\6KdTCZit4e.exe
Wow64 process (32bit): true

Commandline: C:\Users\user\Desktop\6KdTCZit4e.exe
Imagebase: 0x7b0000

File size: 1148416 bytes

Copyright Joe Security LLC 2021
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MDS5 hash: ED43FF447CD5486610731A627A930607

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000007.00000002.792849864.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000007.00000002.792849864.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000007.00000002.792849864.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000007.00000002.796818614.0000000001580000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000007.00000002.796818614.0000000001580000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000007.00000002.796818614.0000000001580000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000007.00000002.796897067.00000000015B0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000007.00000002.796897067.00000000015B0000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000007.00000002.796897067.00000000015B0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: low

File Activities Show Windows behavior

File Read

Analysis Process: explorer.exe PID: 3424 Parent PID: 6128

General
Start time: 10:33:32
Start date: 22/07/2021
Path: C:\Windows\explorer.exe
Wow64 process (32bit): false
Commandline: C:\Windows\Explorer.EXE
Imagebase: 0x7ff6fee60000
File size: 3933184 bytes
MD5 hash: AD5296B280E8F522A8A897C96BABOE1D
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
File Activities Show Windows behavior

Analysis Process: NETSTAT.EXE PID: 6708 Parent PID: 3424

General

Start time: 10:33:59

Start date: 22/07/2021

Path: C:\Windows\SysWOW64\NETSTAT.EXE
Wow64 process (32bit): true

Commandline: C:\Windows\SysWOWG64\NETSTAT.EXE
Imagebase: 0x200000
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File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

32768 bytes
4E20FF629119A809BCOE7EE2D18A7FDB
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000D.00000002.924030938.00000000002A0000.00000004.00000001.sdmp, Author:

Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,

Source:

0000000D.00000002.924030938.00000000002A0000.00000004.00000001.sdmp, Author:

Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000D.00000002.924030938.00000000002A0000.00000004.00000001.sdmp, Author:

JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000D.00000002.924732457.0000000002890000.00000040.00000001.sdmp, Author:

Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,

Source:

0000000D.00000002.924732457.0000000002890000.00000040.00000001.sdmp, Author:

Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000D.00000002.924732457.0000000002890000.00000040.00000001.sdmp, Author:

JPCERT/CC Incident Response Group

Reputation: moderate
File Activities Show Windows behavior
File Read
Analysis Process: cmd.exe PID: 4972 Parent PID: 6708

General

Start time: 10:34:05

Start date: 22/07/2021

Path: C:\Windows\SyswOWe64\cmd.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

[c del 'C:\Users\user\Desktop\6KdTCZit4e.exe'
0x11d0000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: conhost.exe PID: 6820 Parent PID: 4972

General

Start time: 10:34:06

Start date: 22/07/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1

Imagebase: 0x7ff724c50000

File size: 625664 bytes

MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

true
true

C, C++ or other language
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Reputation: high

Disassembly

Code Analysis

Copyright Joe Security LLC Joe Sandbox Cloud Basic 33.0.0 White Diamond
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