
ID: 452442
Sample Name: d8dgn3wGJL
Cookbook:
defaultlinuxfilecookbook.jbs
Time: 11:13:15
Date: 22/07/2021
Version: 33.0.0 White Diamond
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Linux Analysis Report d8dgn3wGJL

Overview

General Information

Sample 
Name:

d8dgn3wGJL

Analysis ID: 452442

MD5: 7c8ff25ee476a1c…

SHA1: 71e15a4c42d920…

SHA256: fcafcefe3e66e81…

Tags: 32 elf mirai sparc

Infos:

Detection

Score: 60

Range: 0 - 100

Whitelisted: false

Signatures

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.Snort IDS alert for network traffic (e.……

Uses known network protocols on no

Uses known network protocols on no

Uses known network protocols on no

Uses known network protocols on no

Uses known network protocols on no

Uses known network protocols on no

Uses known network protocols on noUses known network protocols on no……

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on nonDetected TCP or UDP traffic on non……

Sample has stripped symbol table

Sample has stripped symbol table

Sample has stripped symbol table

Sample has stripped symbol table

Sample has stripped symbol table

Sample has stripped symbol table

Sample has stripped symbol tableSample has stripped symbol table

Uses the "uname" system call to qu

Uses the "uname" system call to qu

Uses the "uname" system call to qu

Uses the "uname" system call to qu

Uses the "uname" system call to qu

Uses the "uname" system call to qu

Uses the "uname" system call to quUses the "uname" system call to qu……

Classification

Analysis Advice

Static ELF header machine description suggests that the sample might not execute correctly on this machine

General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 452442

Start date: 22.07.2021

Start time: 11:13:15

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 4m 41s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: d8dgn3wGJL

Cookbook file name: defaultlinuxfilecookbook.jbs

Analysis system description: Ubuntu Linux 16.04 x64 (Kernel 4.4.0-116, Firefox 59.0, Document Viewer 3.18.2, LibreOffice 5.1.6.2, OpenJDK 1.8.0_171)

Analysis Mode: default

Detection: MAL

Classification: mal60.troj.lin@0/0@0/0

Warnings:

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

system is lnxubuntu1
d8dgn3wGJL (PID: 4577, Parent: 4498, MD5: 7c8ff25ee476a1cd89bbf529e0ac6af4) Arguments: /usr/bin/qemu-sparc /tmp/d8dgn3wGJL

d8dgn3wGJL New Fork (PID: 4579, Parent: 4577)
d8dgn3wGJL New Fork (PID: 4580, Parent: 4577)
d8dgn3wGJL New Fork (PID: 4581, Parent: 4577)

d8dgn3wGJL New Fork (PID: 4586, Parent: 4581)
d8dgn3wGJL New Fork (PID: 4589, Parent: 4581)
d8dgn3wGJL New Fork (PID: 4590, Parent: 4581)

cleanup

Show All

Process Tree
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Yara Overview

Jbx Signature Overview

• AV Detection

• Networking

• System Summary

• Persistence and Installation Behavior

• Hooking and other Techniques for Hiding and Protection

• Malware Analysis System Evasion

Click to jump to signature section

AV Detection:

Multi AV Scanner detection for submitted file

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

Uses known network protocols on non-standard ports

Hooking and other Techniques for Hiding and Protection:

Uses known network protocols on non-standard ports

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation

Defense
Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Remote
Service
Effects Impact

Valid
Accounts

Windows
Management
Instrumentation

Path
Interception

Path
Interception

Direct
Volume
Access

OS
Credential
Dumping

Security
Software
Discovery 1

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

Non-
Standard
Port 1 1

Eavesdrop on
Insecure
Network
Communication

Remotely
Track Device
Without
Authorization

Modify
System
Partition

Malware Configuration

No yara matches

No configs have been found

Behavior Graph
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Behavior Graph

ID: 452442

Sample: d8dgn3wGJL

Startdate: 22/07/2021

Architecture: LINUX

Score: 60

217.244.187.227

DTAGInternetserviceprovideroperationsDE

Germany

5.17.148.25, 23

ZTELECOM-ASRU

Russian Federation

98 other IPs or domains

Snort IDS alert for
network traffic (e.g.

based on Emerging Threat
rules)

Multi AV Scanner detection
for submitted file

Uses known network protocols
on non-standard ports

d8dgn3wGJL

        started       

d8dgn3wGJL

        started       

d8dgn3wGJL

        started       

d8dgn3wGJL

        started       

d8dgn3wGJL

        started       

d8dgn3wGJL

        started       

d8dgn3wGJL

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Number of created Files

Is malicious

Internet

Hide Legend

Source Detection Scanner Label Link

d8dgn3wGJL 52% Virustotal Browse

No Antivirus matches

No Antivirus matches

No Antivirus matches

No contacted domains info

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Domains

URLs

Domains and IPs

Contacted Domains

Contacted IPs
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IP Domain Country Flag ASN ASN Name Malicious

96.80.119.73 unknown United States 7922 COMCAST-7922US false

110.220.205.165 unknown China 9394 CTTNETChinaTieTongTelec
ommunicationsCorporationC
N

false

186.8.103.81 unknown Uruguay 19422 TelefonicaMovilesdelUrugua
ySAUY

false

9.151.73.175 unknown United States 3356 LEVEL3US false

244.41.150.76 unknown Reserved unknown unknown false

159.169.253.102 unknown United States 28686 AVECTRIS-ASCH false

110.91.165.153 unknown China 4134 CHINANET-
BACKBONENo31Jin-
rongStreetCN

false

100.138.149.140 unknown United States 21928 T-MOBILE-AS21928US false

31.136.150.35 unknown Netherlands 15480 VFNL-
ASVodafoneNLAutonomous
SystemNL

false

172.188.114.229 unknown United States 7018 ATT-INTERNET4US false

43.152.190.246 unknown Japan 4249 LILLY-ASUS false

173.97.209.95 unknown United States 1239 SPRINTLINKUS false

170.70.84.141 unknown Mexico 10420 BancodeMexicoMX false

208.179.154.138 unknown United States 11509 TIERZERO-AS11509US false

255.248.130.166 unknown Reserved unknown unknown false

59.23.230.78 unknown Korea Republic of 4766 KIXS-AS-
KRKoreaTelecomKR

false

63.139.108.31 unknown United States 7029 WINDSTREAMUS false

16.40.26.19 unknown United States unknown unknown false

93.171.110.72 unknown Czech Republic 42772 A1-BY-ASBY false

58.173.90.103 unknown Australia 1221 ASN-
TELSTRATelstraCorporation
LtdAU

false

154.44.177.227 unknown United States 174 COGENT-174US false

203.54.53.98 unknown Australia 1221 ASN-
TELSTRATelstraCorporation
LtdAU

false

210.37.80.135 unknown China 4538 ERX-CERNET-
BKBChinaEducationandRes
earchNetworkCenter

false

162.128.14.245 unknown United States 14566 AS14566US false

152.0.189.16 unknown Dominican Republic 6400 CompaniaDominicanadeTele
fonosSADO

false

91.102.26.204 unknown Norway 41741 BBS-ASNO false

163.166.98.3 unknown United Kingdom 15914 BritishAirwaysGB false

202.135.117.234 unknown Japan 2687 ATGS-MMD-ASUS false

62.23.12.103 unknown United Kingdom 8220 COLTCOLTTechnologyServi
cesGroupLimitedGB

false

70.210.119.248 unknown United States 6167 CELLCO-PARTUS false

208.41.125.41 unknown United States 4565 MEGAPATH2-US false

202.146.43.79 unknown Indonesia 38754 PRIMENET-AS-
IDPRIMEDIAARMOEKADAT
AINTERNETPTID

false

195.225.82.230 unknown unknown 25148 BASEFARM-ASNOslo-
NorwayNO

false

96.161.248.210 unknown United States 7922 COMCAST-7922US false

106.79.68.135 unknown India 45271 ICLNET-AS-
APIdeaCellularLimitedIN

false

109.2.36.81 unknown France 15557 LDCOMNETFR false

251.25.165.77 unknown Reserved unknown unknown false

193.116.228.182 unknown Australia 7545 TPG-INTERNET-
APTPGTelecomLimitedAU

false

74.52.27.62 unknown United States 36351 SOFTLAYERUS false

191.103.96.36 unknown Argentina 262932 COMPANIADECIRCUITOSC
ERRADOSSAAR

false

9.66.92.155 unknown United States 3356 LEVEL3US false

147.171.5.176 unknown France 1942 FR-
TIGREToileInformatiqueGRE
nobloiseEU

false

108.66.209.194 unknown United States 7018 ATT-INTERNET4US false

Public
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39.1.255.121 unknown Taiwan; Republic of China 
(ROC)

18182 SONET-
TWSonyNetworkTaiwanLimit
edTW

false

60.101.227.11 unknown Japan 17676 GIGAINFRASoftbankBBCorp
JP

false

74.140.211.184 unknown United States 10796 TWC-10796-MIDWESTUS false

149.147.37.110 unknown Kuwait 42961 GPRS-ASZAINKW false

71.94.21.166 unknown United States 20115 CHARTER-20115US false

217.244.187.227 unknown Germany 3320 DTAGInternetserviceprovider
operationsDE

true

158.193.29.18 unknown Slovakia (SLOVAK Republic) 2607 SANETSlovakAcademicNet
workSK

false

177.201.129.228 unknown Brazil 8167 BrasilTelecomSA-
FilialDistritoFederalBR

false

79.66.22.135 unknown United Kingdom 9105 TISCALI-
UKTalkTalkCommunications
LimitedGB

false

94.213.158.119 unknown Netherlands 33915 TNF-ASNL false

73.75.1.216 unknown United States 7922 COMCAST-7922US false

47.225.65.210 unknown United States 20115 CHARTER-20115US false

13.185.102.49 unknown United States 7018 ATT-INTERNET4US false

39.151.168.116 unknown China 24445 CMNET-V4HENAN-AS-
APHenanMobileCommunicat
ionsCoLtdCN

false

98.185.68.245 unknown United States 22773 ASN-CXA-ALL-CCI-22773-
RDCUS

false

14.231.69.168 unknown Viet Nam 45899 VNPT-AS-VNVNPTCorpVN false

65.136.64.248 unknown United States 209 CENTURYLINK-US-
LEGACY-QWESTUS

false

67.135.133.193 unknown United States 23409 AS-FOFCOSUS false

71.101.97.146 unknown United States 701 UUNETUS false

121.62.40.189 unknown China 4134 CHINANET-
BACKBONENo31Jin-
rongStreetCN

false

34.92.28.213 unknown United States 15169 GOOGLEUS false

192.215.126.28 unknown United States 4266 CERNET-ASN-BLOCKUS false

34.178.238.199 unknown United States 2686 ATGS-MMD-ASUS false

168.252.211.92 unknown Australia 7474 OPTUSCOM-AS01-
AUSingTelOptusPtyLtdAU

false

247.40.238.252 unknown Reserved unknown unknown false

189.238.52.156 unknown Mexico 8151 UninetSAdeCVMX false

211.41.228.12 unknown Korea Republic of 9943 KNCTV-
ASKangNamCableTVKR

false

85.190.130.159 unknown Germany 199610 MARBISDE false

5.17.148.25 unknown Russian Federation 41733 ZTELECOM-ASRU false

45.173.189.214 unknown Brazil 268886 WILLYNETPROVEDORBR false

254.4.121.201 unknown Reserved unknown unknown false

74.123.239.183 unknown United States 17030 PRIMERICA-17030US false

153.58.29.209 unknown United States 14962 NCR-252US false

194.232.154.71 unknown Austria 5403 AS5403AT false

13.178.149.151 unknown United States 7018 ATT-INTERNET4US false

251.91.166.212 unknown Reserved unknown unknown false

122.9.23.116 unknown China 4808 CHINA169-
BJChinaUnicomBeijingProvi
nceNetworkCN

false

210.182.182.179 unknown Korea Republic of 3786 LGDACOMLGDACOMCorpor
ationKR

false

58.231.59.184 unknown Korea Republic of 9318 SKB-
ASSKBroadbandCoLtdKR

false

75.106.120.33 unknown United States 7155 VIASAT-SP-BACKBONEUS false

175.252.45.55 unknown Korea Republic of 4766 KIXS-AS-
KRKoreaTelecomKR

false

195.222.62.194 unknown Bosnia and Herzegowina 9146 BIHNETBIHNETAutonomus
SystemBA

false

181.242.187.203 unknown Colombia 26611 COMCELSACO false

36.69.14.93 unknown Indonesia 7713 TELKOMNET-AS-
APPTTelekomunikasiIndone
siaID

false

14.180.45.48 unknown Viet Nam 45899 VNPT-AS-VNVNPTCorpVN false

IP Domain Country Flag ASN ASN Name Malicious
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221.207.216.133 unknown China 4837 CHINA169-
BACKBONECHINAUNICOM
China169BackboneCN

false

145.87.165.122 unknown Netherlands 29396 EUROFIBER-
UNETEUROFIBERUNETNet
workNL

false

152.77.92.14 unknown France 1942 FR-
TIGREToileInformatiqueGRE
nobloiseEU

false

162.125.189.94 unknown United States 19679 DROPBOXUS false

168.37.109.99 unknown United States 1761 TDIR-CAPNETUS false

253.207.80.50 unknown Reserved unknown unknown false

67.66.161.97 unknown United States 7018 ATT-INTERNET4US false

180.85.234.147 unknown China 4538 ERX-CERNET-
BKBChinaEducationandRes
earchNetworkCenter

false

73.229.102.52 unknown United States 7922 COMCAST-7922US false

250.156.175.16 unknown Reserved unknown unknown false

198.247.229.28 unknown United States 2914 NTT-COMMUNICATIONS-
2914US

false

152.124.52.200 unknown United States 29992 VA-TMP-COREUS false

IP Domain Country Flag ASN ASN Name Malicious

Command: /tmp/d8dgn3wGJL

Exit Code: 0

Exit Code Info:

Killed: False

Standard Output: Connected To CNC
Unhandled trap: 0x7

Standard Error: pc: 0001daa8  npc: 0001daac
%g0-7: 00000000 00000018 00000000 00000001 000306bc 00000000 00000070 00000000
%o0-7: 000306b7 f6ffad53 00000400 0000002c 0001c170 00000000 f6fface0 0001cab4 
%l0-7: f6ffad40 f6ffad40 00000000 00000001 000003f0 00000004 00000000 00000000 
%i0-7: 000306a4 000306a4 00000400 0000003c 0001c160 00000000 f6ffb148 0001d958 
%f00:  0000000000000000 0000000000000000 0000000000000000 0000000000000000
%f08:  0000000000000000 0000000000000000 0000000000000000 0000000000000000
%f16:  0000000000000000 0000000000000000 0000000000000000 0000000000000000
%f24:  0000000000000000 0000000000000000 0000000000000000 0000000000000000
psr: 04900001 (icc: N--C SPE: ---) wim: 00000001
fsr: 00000000 y: 00000000

No context

No context

Match Associated Sample Name / URL SHA 256 Detection Link Context

LEVEL3US sDwNKSpuhB Get hash malicious Browse 8.89.10.151

8ZJ0cPowTy Get hash malicious Browse 9.190.139.100

XuQRPW44hi Get hash malicious Browse 4.17.92.85

Taf5zLti30 Get hash malicious Browse 63.213.20.124

5qpsqg7U0G Get hash malicious Browse 4.223.97.64

GEso3CniSk Get hash malicious Browse 4.67.189.0

U4r9W64doy Get hash malicious Browse 8.125.111.71

C4PozjQdGE Get hash malicious Browse 9.163.192.142

CefN2XNyFi Get hash malicious Browse 63.211.32.24

Runtime Messages

Joe Sandbox View / Context

IPs

Domains

ASN

Copyright Joe Security LLC 2021 Page 8 of 13

https://view.joesandbox.com/analysis/354359/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354359/html/none?idtype=webid
https://view.joesandbox.com/analysis/354303/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354303/html/none?idtype=webid
https://view.joesandbox.com/analysis/354300/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354300/html/none?idtype=webid
https://view.joesandbox.com/analysis/354299/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354299/html/none?idtype=webid
https://view.joesandbox.com/analysis/354297/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354297/html/none?idtype=webid
https://view.joesandbox.com/analysis/354253/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354253/html/none?idtype=webid
https://view.joesandbox.com/analysis/354244/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354244/html/none?idtype=webid
https://view.joesandbox.com/analysis/354242/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354242/html/none?idtype=webid
https://view.joesandbox.com/analysis/354238/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354238/html/none?idtype=webid


Qka3fi8NpL Get hash malicious Browse 4.85.160.229

c51w5YSYdO Get hash malicious Browse 9.18.53.156

Xr3hmBQcmw Get hash malicious Browse 4.176.67.159

xjYvqOne1t Get hash malicious Browse 4.225.49.79

rxfttQnoO5 Get hash malicious Browse 209.84.172.192

sora.arm7 Get hash malicious Browse 4.42.84.14

iUmNR6tkEd Get hash malicious Browse 4.9.157.144

LDWhPg4vRM Get hash malicious Browse 9.160.127.38

CGjf615z6v Get hash malicious Browse 9.245.2.66

u47x3rc20t Get hash malicious Browse 4.143.149.176

SvmxfeZM5Z Get hash malicious Browse 9.26.96.16

TelefonicaMovilesdelUruguaySAUY FN0ZF2Nm21 Get hash malicious Browse 186.8.115.24

COMCAST-7922US s54l0GKMh9 Get hash malicious Browse 24.131.135.95

D1dU3jQ1II Get hash malicious Browse 73.221.68.185

sDwNKSpuhB Get hash malicious Browse 66.31.123.8

A7X93JRxhp Get hash malicious Browse 174.160.234.12

92CRMNlBq8 Get hash malicious Browse 96.129.115.21

XuQRPW44hi Get hash malicious Browse 96.75.11.28

Taf5zLti30 Get hash malicious Browse 73.105.22.60

5qpsqg7U0G Get hash malicious Browse 50.150.213.54

LyxN1ckWTW Get hash malicious Browse 73.76.173.103

VGi1EK6T17 Get hash malicious Browse 96.193.32.170

U4r9W64doy Get hash malicious Browse 76.142.58.170

C4PozjQdGE Get hash malicious Browse 74.30.218.252

CefN2XNyFi Get hash malicious Browse 96.191.119.186

7OAzOUL9cd Get hash malicious Browse 67.184.88.190

MD5OxTSc6i Get hash malicious Browse 24.128.44.113

Qka3fi8NpL Get hash malicious Browse 74.156.139.185

Xr3hmBQcmw Get hash malicious Browse 96.80.132.77

xjYvqOne1t Get hash malicious Browse 73.136.89.242

SUpODCSauS Get hash malicious Browse 71.197.70.248

sora.arm7 Get hash malicious Browse 98.245.173.86

CTTNETChinaTieTongTelecommunicatio
nsCorporationCN

sDwNKSpuhB Get hash malicious Browse 36.219.130.2

A7X93JRxhp Get hash malicious Browse 110.206.233.25

Taf5zLti30 Get hash malicious Browse 123.87.164.15

5qpsqg7U0G Get hash malicious Browse 122.95.10.12

U5q75RGCmQ Get hash malicious Browse 122.71.101.44

GEso3CniSk Get hash malicious Browse 222.45.77.49

BTNNG17tlh Get hash malicious Browse 122.71.101.71

U4r9W64doy Get hash malicious Browse 110.216.8.38

C4PozjQdGE Get hash malicious Browse 175.75.128.119

kb5IbEJU8c Get hash malicious Browse 110.59.218.218

7OAzOUL9cd Get hash malicious Browse 122.93.45.57

MD5OxTSc6i Get hash malicious Browse 110.123.21.115

Qka3fi8NpL Get hash malicious Browse 123.88.172.170

c51w5YSYdO Get hash malicious Browse 101.147.99.54

rxfttQnoO5 Get hash malicious Browse 111.151.61.171

LDWhPg4vRM Get hash malicious Browse 101.150.83.171

CGjf615z6v Get hash malicious Browse 122.73.224.9

yZEHOt8K7X Get hash malicious Browse 111.151.18
5.213

ehn0f1d63M Get hash malicious Browse 101.155.11
9.242

qgQgEjI283 Get hash malicious Browse 36.221.14.98

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

No context

JA3 Fingerprints

Dropped Files
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https://view.joesandbox.com/analysis/354230/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354230/html/none?idtype=webid
https://view.joesandbox.com/analysis/354226/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354226/html/none?idtype=webid
https://view.joesandbox.com/analysis/354198/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354198/html/none?idtype=webid
https://view.joesandbox.com/analysis/354192/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354192/html/none?idtype=webid
https://view.joesandbox.com/analysis/354184/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354184/html/none?idtype=webid
https://view.joesandbox.com/analysis/354171/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354171/html/none?idtype=webid
https://view.joesandbox.com/analysis/354161/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354161/html/none?idtype=webid
https://view.joesandbox.com/analysis/354155/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354155/html/none?idtype=webid
https://view.joesandbox.com/analysis/353985/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353985/html/none?idtype=webid
https://view.joesandbox.com/analysis/353979/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353979/html/none?idtype=webid
https://view.joesandbox.com/analysis/353955/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353955/html/none?idtype=webid
https://view.joesandbox.com/analysis/353485/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353485/html/none?idtype=webid
https://view.joesandbox.com/analysis/354397/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354397/html/none?idtype=webid
https://view.joesandbox.com/analysis/354394/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354394/html/none?idtype=webid
https://view.joesandbox.com/analysis/354359/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354359/html/none?idtype=webid
https://view.joesandbox.com/analysis/354305/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354305/html/none?idtype=webid
https://view.joesandbox.com/analysis/354301/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354301/html/none?idtype=webid
https://view.joesandbox.com/analysis/354300/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354300/html/none?idtype=webid
https://view.joesandbox.com/analysis/354299/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354299/html/none?idtype=webid
https://view.joesandbox.com/analysis/354297/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354297/html/none?idtype=webid
https://view.joesandbox.com/analysis/354296/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354296/html/none?idtype=webid
https://view.joesandbox.com/analysis/354248/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354248/html/none?idtype=webid
https://view.joesandbox.com/analysis/354244/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354244/html/none?idtype=webid
https://view.joesandbox.com/analysis/354242/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354242/html/none?idtype=webid
https://view.joesandbox.com/analysis/354238/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354238/html/none?idtype=webid
https://view.joesandbox.com/analysis/354234/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354234/html/none?idtype=webid
https://view.joesandbox.com/analysis/354232/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354232/html/none?idtype=webid
https://view.joesandbox.com/analysis/354230/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354230/html/none?idtype=webid
https://view.joesandbox.com/analysis/354198/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354198/html/none?idtype=webid
https://view.joesandbox.com/analysis/354192/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354192/html/none?idtype=webid
https://view.joesandbox.com/analysis/354188/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354188/html/none?idtype=webid
https://view.joesandbox.com/analysis/354171/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354171/html/none?idtype=webid
https://view.joesandbox.com/analysis/354359/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354359/html/none?idtype=webid
https://view.joesandbox.com/analysis/354305/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354305/html/none?idtype=webid
https://view.joesandbox.com/analysis/354299/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354299/html/none?idtype=webid
https://view.joesandbox.com/analysis/354297/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354297/html/none?idtype=webid
https://view.joesandbox.com/analysis/354261/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354261/html/none?idtype=webid
https://view.joesandbox.com/analysis/354253/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354253/html/none?idtype=webid
https://view.joesandbox.com/analysis/354251/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354251/html/none?idtype=webid
https://view.joesandbox.com/analysis/354244/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354244/html/none?idtype=webid
https://view.joesandbox.com/analysis/354242/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354242/html/none?idtype=webid
https://view.joesandbox.com/analysis/354239/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354239/html/none?idtype=webid
https://view.joesandbox.com/analysis/354234/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354234/html/none?idtype=webid
https://view.joesandbox.com/analysis/354232/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354232/html/none?idtype=webid
https://view.joesandbox.com/analysis/354230/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354230/html/none?idtype=webid
https://view.joesandbox.com/analysis/354226/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354226/html/none?idtype=webid
https://view.joesandbox.com/analysis/354184/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354184/html/none?idtype=webid
https://view.joesandbox.com/analysis/354155/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354155/html/none?idtype=webid
https://view.joesandbox.com/analysis/353985/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353985/html/none?idtype=webid
https://view.joesandbox.com/analysis/353934/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353934/html/none?idtype=webid
https://view.joesandbox.com/analysis/353837/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353837/html/none?idtype=webid
https://view.joesandbox.com/analysis/353763/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353763/html/none?idtype=webid


Static File Info

General
File type: ELF 32-bit MSB executable, SPARC, version 1 (SYSV), 

statically linked, stripped

Entropy (8bit): 6.035606314487842

TrID: ELF Executable and Linkable format (generic) 
(4004/1) 100.00%

File name: d8dgn3wGJL

File size: 60412

MD5: 7c8ff25ee476a1cd89bbf529e0ac6af4

SHA1: 71e15a4c42d920302925c7d5ba05ca9f0c27a998

SHA256: fcafcefe3e66e811cdf3362820d2a7a6f6ae6005374b5353
57bad4ff349fd4ec

SHA512: 176111ad556af440f0031cb0e03d15c19a16e4169d2aafe
f86a4d50ebc4dab3df9a8ec23eb49807732a500d04738f9
c125ff7440c2f7e350a5947474183ba117

SSDEEP: 768:eLobAxU6q9Hfymp0xginuYvCkLB6WsTwIC1DQds
zoDaS0O+DCDm:eL0AxvSHfymp0xgunvCkV6vTMDaul

File Content Preview: .ELF...........................4...l.....4. ...(....................................
...................x............dt.Q................................@..(....@.8
R................#.....b0..`.....!..... ...@.....".........`......$ ... ...@..
.........`....

No created / dropped files found

ELF header
Class: ELF32

Data: 2's complement, big endian

Version: 1 (current)

Machine: Sparc

Version Number: 0x1

Type: EXEC (Executable file)

OS/ABI: UNIX - System V

ABI Version: 0

Entry Point Address: 0x101a4

Flags: 0x0

ELF Header Size: 52

Program Header Offset: 52

Program Header Size: 32

Number of Program Headers: 3

Section Header Offset: 60012

Section Header Size: 40

Number of Section Headers: 10

Header String Table Index: 9

Name Type Address Offset Size EntSize Flags
Flags
Description Link Info Align

NULL 0x0 0x0 0x0 0x0 0x0 0 0 0

.init PROGBITS 0x10094 0x94 0x1c 0x0 0x6 AX 0 0 4

.text PROGBITS 0x100b0 0xb0 0xe180 0x0 0x6 AX 0 0 4

.fini PROGBITS 0x1e230 0xe230 0x14 0x0 0x6 AX 0 0 4

.rodata PROGBITS 0x1e248 0xe248 0x668 0x0 0x2 A 0 0 8

.ctors PROGBITS 0x2e8b4 0xe8b4 0x8 0x0 0x3 WA 0 0 4

.dtors PROGBITS 0x2e8bc 0xe8bc 0x8 0x0 0x3 WA 0 0 4

.data PROGBITS 0x2e8c8 0xe8c8 0x164 0x0 0x3 WA 0 0 8

.bss NOBITS 0x2ea30 0xea2c 0x288 0x0 0x3 WA 0 0 8

.shstrtab STRTAB 0x0 0xea2c 0x3e 0x0 0x0 0 0 1

Created / dropped Files

Static ELF Info

Sections
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Network Port Distribution

Total Packets: 97

• 23 (Telnet)

• 1312 undefined

System Behavior

Type Offset Virtual Address
Physical
Address File Size

Memory
Size Entropy Flags

Flags
Description Align Prog Interpreter Section Mappings

LOAD 0x0 0x10000 0x10000 0xe8b0 0xe8b0 3.3883 0x5 R E 0x10000 .init .text .fini .rodata

LOAD 0xe8b4 0x2e8b4 0x2e8b4 0x178 0x404 0.3183 0x6 RW 0x10000 .ctors .dtors .data .bss

GNU_STACK 0x0 0x0 0x0 0x0 0x0 0.0000 0x6 RW 0x4

Network Behavior

File ActivitiesFile Activities

Start time: 11:13:49

Start date: 22/07/2021

Path: /tmp/d8dgn3wGJL

Arguments: /usr/bin/qemu-sparc /tmp/d8dgn3wGJL

File size: 60412 bytes

MD5 hash: 7c8ff25ee476a1cd89bbf529e0ac6af4

Start time: 11:13:49

Start date: 22/07/2021

Program Segments

TCP Packets

Analysis Process: d8dgn3wGJL Analysis Process: d8dgn3wGJL PID: 4577 PID: 4577 Parent PID: 4498Parent PID: 4498

General

File ReadFile Read

Analysis Process: d8dgn3wGJL Analysis Process: d8dgn3wGJL PID: 4579 PID: 4579 Parent PID: 4577Parent PID: 4577

General
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File ActivitiesFile Activities

Path: /tmp/d8dgn3wGJL

Arguments: n/a

File size: 60412 bytes

MD5 hash: 7c8ff25ee476a1cd89bbf529e0ac6af4

Start time: 11:13:49

Start date: 22/07/2021

Path: /tmp/d8dgn3wGJL

Arguments: n/a

File size: 60412 bytes

MD5 hash: 7c8ff25ee476a1cd89bbf529e0ac6af4

Start time: 11:13:49

Start date: 22/07/2021

Path: /tmp/d8dgn3wGJL

Arguments: n/a

File size: 60412 bytes

MD5 hash: 7c8ff25ee476a1cd89bbf529e0ac6af4

File ActivitiesFile Activities

Start time: 11:13:49

Start date: 22/07/2021

Path: /tmp/d8dgn3wGJL

Arguments: n/a

File size: 60412 bytes

MD5 hash: 7c8ff25ee476a1cd89bbf529e0ac6af4

File ReadFile Read

Directory EnumeratedDirectory Enumerated

Analysis Process: d8dgn3wGJL Analysis Process: d8dgn3wGJL PID: 4580 PID: 4580 Parent PID: 4577Parent PID: 4577

General

Analysis Process: d8dgn3wGJL Analysis Process: d8dgn3wGJL PID: 4581 PID: 4581 Parent PID: 4577Parent PID: 4577

General

Analysis Process: d8dgn3wGJL Analysis Process: d8dgn3wGJL PID: 4586 PID: 4586 Parent PID: 4581Parent PID: 4581

General

File ReadFile Read

Directory EnumeratedDirectory Enumerated

Analysis Process: d8dgn3wGJL Analysis Process: d8dgn3wGJL PID: 4589 PID: 4589 Parent PID: 4581Parent PID: 4581

General

Copyright Joe Security LLC 2021 Page 12 of 13
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Start time: 11:13:49

Start date: 22/07/2021

Path: /tmp/d8dgn3wGJL

Arguments: n/a

File size: 60412 bytes

MD5 hash: 7c8ff25ee476a1cd89bbf529e0ac6af4

Start time: 11:13:49

Start date: 22/07/2021

Path: /tmp/d8dgn3wGJL

Arguments: n/a

File size: 60412 bytes

MD5 hash: 7c8ff25ee476a1cd89bbf529e0ac6af4

Analysis Process: d8dgn3wGJL Analysis Process: d8dgn3wGJL PID: 4590 PID: 4590 Parent PID: 4581Parent PID: 4581

General

Copyright Joe Security LLC 2021 Page 13 of 13
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